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Abstract
Successful attacks on critical infrastructure have increased in occurrence and
sophistication. Many cybersecurity strategies incorporate conventional best practices but
often do not consider organizational circumstances and nonstandard critical infrastructure
protection needs. The purpose of this qualitative multiple case study was to explore
cybersecurity strategies used by information technology (IT) managers and compliance
officers to mitigate cyber threats to critical infrastructure. The population for this study
comprised I'T managers and compliance officers of 4 case organizations in the Pacific
Northwest United States. The routine activity theory developed by criminologist Cohen
and Felson in 1979 was used as the conceptual framework. Data collection consisted of
interviews with 2 IT managers, 3 compliance officers, and 25 documents related to
cybersecurity and associated policy governance. A software tool was used in a thematic
analysis approach against the data collected from the interviews and documentation.
Data triangulation revealed 4 major themes: a robust workforce training program is
crucial, make infrastructure resiliency a priority, importance of security awareness, and
importance of organizational leadership support and investment. This study revealed key
strategies that may help improve cybersecurity strategies used by IT and compliance
professionals, which can mitigate successful attacks against critical infrastructure. The
study findings will contribute to positive social change through an exploration and
contextual analysis of cybersecurity strategy with situational awareness of IT practices to

enhance cyber threat mitigation and inform business processes.
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Section 1: Foundation of the Study

Nation-state cyber actors like China, North Korea, Russia, and Iran pose a
sophisticated threat to cybersecurity of U.S. critical infrastructure (Cilluffo, 2016). The
U.S. House Permanent Select Committee on Intelligence (2014) clearly articulated the
continued threat to the United States critical infrastructure in testimony to the U.S. House
Permanent Select Committee on Intelligence:

There shouldn't be any doubt in our minds that there are nation-states and groups

out there that have the capability to do that, to enter our systems, to enter those

industrial control systems, and to shut down, forestall our ability to operate our

basic infrastructure, whether it's generating power across this nation, whether it's

moving water and fuel, whether it's moving... (p. 13).

Background of the Problem

Advances in technology, convergence of legacy and modern technologies in
critical infrastructure, and the “moment in time” nature of today's cybersecurity
governance present a dynamic cybersecurity challenge for managers and practitioners
that equally challenges the supporting training and compliance programs (LoSonczi,
Necas, & Nad’, 2016). Cyber threats are dynamic and persistent requiring timely
cybersecurity response to remain viable (McLaughlin et al., 2016).

Malicious attacks that include STUXNET, HAVEX, GRIZZLY STEPPE, and
BLACKENERGY demonstrate sophisticated cyber exploitation capability against critical
infrastructure in key industries such as banking, retail, and healthcare (Lemay, Calvet,

Menet, & Fernandez, 2018; Maitra, 2015; National Cybersecurity & Communications
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Integration Center & Federal Bureau of Investigation, 2016; Vermeulen, 2015). In 2015,
the SANS Institute conducted a security survey of Industrial Control System (ICS)
providers/owners comprising 314 participants who indicated challenges in sustaining
reliable and secure operational capability; over 40% of those surveyed were unable to
identify the intrusion source, 32% revealed a successful intrusion, 15% indicated more
than a month was needed to detect an intrusion, and 34% believed there were multiple
breaches in a 12-month time frame (Harp & Gregory-Brown, 2015). Lessons learned and
attack analyses have been documented and studied throughout the literature (Alcaraz &
Zeadally, 2015) revealing standardization in the context of cybersecurity implementation
should remain voluntary and elusive (Shackelford, Sulmeyer, Craig, Buchanan, & Micic,
2017). In the context of IT design, implementation, and support of critical infrastructure;
the pursuit of cybersecurity strategies to proactively identify, assess, and understand
threats continues to advance (Alcaraz & Zeadally, 2015).
Problem Statement

Critical infrastructure experiences sophisticated cyber-attacks and damages
incurred by employee negligence or malicious intent (Karabacak, Yildirim, & Baykal,
2016). Between January, 2017, and April, 2017, the U.S. Department of Health and
Human Services Office for Civil Rights reported the breach of sensitive personal identity
information of over 1,618,000 individuals reported by private and public healthcare
facilities and practitioners (U.S. Department of Health and Human Services Office for
Civil Rights, 2017). The general IT problem is that cyber threats often challenge the IT

professionals’ ability to provide effective cybersecurity to critical infrastructure. The
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specific IT problem is that some IT managers and compliance officers lack cybersecurity
strategies to mitigate cyber threats to critical infrastructure.
Purpose Statement

The purpose of this qualitative case study was to explore cybersecurity strategies
used by IT managers and compliance officers to mitigate cyber threats to critical
infrastructure. The population for this study included IT managers and compliance
officers of two industrial organizations in the Pacific Northwest United States that have
cybersecurity strategies to mitigate cyber threats to critical infrastructure. The completed
study influences strategic planning as IT providers learn best practices in critical
infrastructure IT compliance strategy to inform threat mitigation solutions. Implications
for social change include society's increased confidence in critical infrastructure such as
the ability to produce and deliver key power and water utilities as well as protecting the
reliability and availability of financial and healthcare services.

Nature of the Study

I considered three research methodologies. I chose a qualitative methodology for
this study. Researchers use a qualitative method to explore, define, and understand a
phenomena (Petocz & Newbery, 2016). Therefore, I chose the qualitative method to
explore and understand the phenomenon of strategies that IT managers and compliance
officers use to mitigate cyber threats to critical infrastructure. In a quantitative method,
researchers use one or more mathematical techniques to measure the collected data
producing numeric and/or statistical models that serve to represent the observations

related to the phenomena (McCusker & Gunaydin, 2015). I did not choose a quantitative



method for this research because there were no quantifying of variables and no numeric
or statistical modeling based upon the measurement of variables. Mixed methods
research integrates qualitative and quantitative methods to provide a more holistic
understanding of the research problem (Molina-Azorin, 2016). This study did not include
the use of theory to form and test hypotheses, and therefore, a mixed methods approach
was not suitable for this study.

In choosing a qualitative methodology, I considered three viable design options:
case study, phenomenology, and narrative. The case study approach in qualitative
research enables the contextual exploration of a phenomenon through one or more
sources (Zainal, 2017). I chose a case study design for in-depth exploration of a complex
problem through contextual analysis. A phenomenology approach is used for the
analysis of lived experiences to clarify meaning (Giorgi, 1997; Petocz & Newbery,
2016). The use of a phenomenology design was not appropriate because this study did
not focus upon shared experiences. Sandelowski (2000) defined a narrative approach as
the qualitative summary of lived experiences as articulated by the respective individual.
The use of a narrative design was not appropriate for this study because the study did not
focus upon exploring life's meaning.

Research Question
RQ: What IT cybersecurity strategies are used by IT managers and compliance

officers to mitigate cyber threats to critical infrastructure?



Conceptual Framework

The conceptual theory chosen for this study was routine activity theory (RAT)
developed by criminologist L. Cohen and M. Felson in 1979. According to Cohen and
Felson, RAT requires three criteria that must exist together for a crime to take place: an
offender, a target, and the absence of prevention. Cohen and Felson stated that RAT is
based upon the principle that an offender exists and is focused upon a target, prevention
or lack thereof, and a location. All three of the RAT criteria must exist together in the
same place for a threat to pursue action resulting in an incident, and therefore, if one of
those criteria is mitigated or controlled, then it may be possible to influence associated
incidents (Cohen & Felson, 1979). The application of the RAT supports the exploration
and analysis of I'T and operations technology (OT) convergance that forms operational
critical infrastructure environments (Reyns, Henson, & Fisher, 2016). Existing research
of those critical infrastructure constructs in the context of design and implementation of
the IT and OT where there is a lack of viable and sustainable strategy remains a core
challenge (Alcaraz & Zeadally, 2015). Organizations performing critical or sensitive
operations such as financial, utilities, and communications providers should expect a
cybersecurity breach to happen referencing a “kill chain” concept (Denham, 2015, p. 5).
I chose RAT because it considers the target from the threat's perspective in the context of
routine day-to-day activities. I used this theory to approach cybersecurity in critical
infrastructure from a proactive cyber defense point of view to explore the context of the
offender, target, and prevention (cybersecurity) criteria in reoccurring, routine tasks and

functions.



Operational Definitions

Critical infrastructure: Assets deemed critical to the public's health, welfare,
finances, and security (Karabacak et al., 2016).

Operational technologies: Industrial systems that operate building infrastructure,
utilities, transport, logistics, manufacturing, autonomous vehicles, ships, drones, robotics,
and healthcare equipment (Piggin, 2018).

Cybersecurity in critical infrastructure: Functions performed to protect IT and OT
that comprise the critical infrastructure to include access (Luo, 2016).

Cyber-physical systems (CPS): Transformative technologies for managing
interconnected systems between its physical assets and computational capabilities (Lee,
Bagheri, & Kao, 2015).

Cyber threats: A threat with malicious intent to cause harm or damage in the
cyber domain (Cilluffo, 2016).

Data analysis: Action of converting the raw collected data into information
(Almalki, Gray, & Sanchez, 2015).

Industrial control systems: Systems comprised of information and communication
technologies (ICTs) to control and automate stable operation of industrial processes
(McLaughlin et al., 2016).

Assumptions, Limitations, and Delimitations
Assumptions
Gergen (2015) noted that research is informed by the use of applicable

assumptions or presuppositions formed from our informed biases such as in prior
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experience or through prior research. Berger (2015) stated that shared experiences often
form challenges for researchers and participants, sometimes resulting in the creation and
misapplication of assumptions. Those assumptions are influenced by the perceptions
formed during the relevant experiences and, in turn, may impact the ability to make
informed decisions because certain data were set aside based upon the assumptions
(Berger, 2015). Certain assumptions have been made in this study. I assumed that each
of the organizations identified employed at least one IT or compliance professional with
prior experience in critical infrastructure protection. I assumed that all employees are
expected to comply with the organization's cybersecurity policies and guidance. Another
assumption was that participants in the qualitative research interviews are qualified to be
part of the study, and each participant is open and truthful in their responses using their
relevant knowledge and experience. I also assumed the chosen qualitative research
method and conceptual framework for this study would be successful in facilitating the
analysis of the collected data and provide relevant findings to the research question. To
help mitigate my assumptions, semistructured interview questions and member checking
were used to give interviewees an opportunity to articulate and validate their responses in
more depth based upon experience rather than providing a simple yes or no answer.
Limitations

According to Busse, Kach, and Wagner (2016), some researchers use the terms of
boundary conditions and limitations interchangeably, and therefore they clarified their
definition of limitations as theoretical and methodological deficiencies of a study that do

not greatly call into question the validity of the research and are unforeseen influences



8

that might impact the results. In my research, I studied cybersecurity strategies in critical
infrastructure with the implementation varying substantially based upon the business and
technology needs of the respective organization. There were four principal limitations
related to this study. The varying complexity of critical infrastructure represented a
limitation in the large number of possible configurations that might be implemented,
represented by the number of combinations such as integration of cyber-physical design,
embedded systems (e.g. Internet of Things [IoT] devices), legacy OT, and existing
organizational IT architecture components to enable functions such as remote access and
monitoring. A second limitation was the unknown diversity and depth of the
interviewee's experiences that could limit a holistic representation of the organization's
cybersecurity planning and implementation. Similar topics suggested the need for further
research if the goal were to determine whether the results might suggest similarities or
influences across a larger dataset. Thirdly, aligning a strategy to the organization's
strategic objectives may include security of critical infrastructure processes and
procedures, introducing the potential that data collection might be limited by operations
and physical security policy. Finally, the unique factors of cybersecurity in critical
infrastructure limited the consideration of defining and describing standard IT
cybersecurity practices as a baseline template or model.
Delimitations

Delimitations are constraints that have been anticipated and used to scope and
establish boundaries for the respective research (Mertens & Barbian, 2015). The

population sample for this study was taken from a specific geographic area, which was



the Pacific Northwest United States. The interview population comprised IT and
compliance professionals with knowledge of or experience in cybersecurity in critical
infrastructure in the Pacific Northwest United States. I did not consider participants
without the knowledge or experience in critical infrastructure cybersecurity in the Pacific
Northwest.
Significance of the Study

Contribution to Information Technology Practice

In 2015, the cyber attack on Ukraine's power grid represented the first successful
targeted attack of a national power infrastructure and provided insight to the
vulnerabilities of critical infrastructure in the United States (Sullivan & Kamensky,
2017). IT represents the key elements of critical infrastructure such as command and
control, and therefore, this study may help IT professionals gain insights into the use of
cybersecurity strategy to mitigate cyber threats, as well as gain insight and knowledge
leading to customized strategies in training and compliance to further enhance or enable
cybersecurity efficiency and effectiveness. The results of this study provided IT
professionals insgihts about the key factors of successful cybersecurity strategy and best
practices in critical infrastructure to include influences of training and compliance.

There is a significant amount of research, past and present, focused upon
cybersecurity concerns and challenges within critical infrastructure that include very
detailed information on cyber threats and associated vulnerabilities (Alcaraz & Zeadally,
2015; Harp & Gregory-Brown, 2015). However, most research directions and

characterizations of the applicable technologies represent results at a top
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architecture/infrastructure level and/or system-of-systems context. In the absence of a
guiding foundation to create robust and dynamic strategies, IT managers are often left to
form more relevant research and/or analyses to meet their respective needs (Alcaraz &
Zeadally, 2015). This study provided new insights and research focal points, and
potentially new strategic direction for IT managers, compliance officers, and critical
infrastructure stakeholders.
Implications for Social Change

The findings from this study contribute to positive social change by advancing
society's confidence in critical infrastructure such as the reliability and stability of key
utilities, banking, and healthcare services. Research has documented the increased
concerns with meeting the present and future challenges of cybersecurity in critical
infrastructure (Luo, 2016), which underpins the concerns in society of industry's ability to
provide and sustain the necessary reliable and stable critical infrastructure services during
crisis and malicious attack. This study provided exploration and contextual analysis of
today's cybersecurity strategy and situational awareness of IT and critical IT and OT
management to enable positive social change through innovative and creative IT
strategies that proactively address threat mitigation and support informed decision
making processes. In addition, society's confidence in those managing the associated
resources is strengthened, for example, by identifying the associations between critical
infrastructure and CPS (IoT) to personal cybersecurity implications in day-to-day life

activities.
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A Review of the Professional and Academic Literature

The purpose of this qualitative case study was to explore industry cybersecurity
strategies used in defending critical infrastructure. The literature review was guided by
the RQ: What IT cybersecurity strategies are used by IT managers and compliance
officers to mitigate cyber threats to critical infrastructure? I explored the RAT,
cybersecurity strategies in critical infrastructure, and concepts in active and passive cyber
defense. The review of literature focused upon four key areas: (1) RAT, (2)
cybersecurity strategy, (3) challenges in compliance and training in a cybersecurity
context, and (4) enabling and sustaining cybersecurity resiliency. The review of the RAT
was focused on identifying and understanding factors relevant to victimization such as
motivation, opportunity, and guardianship. The research of cybersecurity strategy
included background, best practices, and challenges. The research of compliance and
training included the roles in supporting and enabling of cybersecurity. Finally, the
research of cybersecurity resiliency involved the consideration and application of active
defense as applied to cybersecurity and the supporting programs including compliance
and training.

Related topics are present throughout the literature such as how existing
cybersecurity strategy is technology focused and often ignores the human factor, how
traditional vulnerability based cybersecurity approaches are not sufficiently diverse and
dynamic to protect modern critical infrastructure, and how the pursuit of cybersecurity

resiliency demands a deep awareness and understanding of the IT and OT infrastructures.
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Additional cybersecurity topics consistent throughout the literature were revealed as key
support functions of cybersecurity compliance and training.

The literature review consisted of 199 candidate sources related to cybersecurity
strategy in critical infrastructure, RAT, IT compliance, and training. I used keyword
searches to identify and refine the sources; Table 1 contains keywords and phrase
samples. After characterizing the initial sources, 116 were chosen for the literature
review. My search strategy primarily focused on sources published in 2015 or later to
stay in 5-years of the anticipated date of this doctoral study approval. All sources were
checked against the Ulrich database to determine peer-reviewed status. Of the 199
sources reviewed, 94% were peer-reviewed and 93% were published in 5-years of the
anticipated approval of my doctoral study. The sources were primarily obtained via
Google Scholar and Walden University's Library to identify sources in various databases
including IEEE Xplore and ProQuest.

Table 1

Sample Keywords and Phrases

Keyword phrases

critical infrastructure AND cybersecurity
routine activity theory OR general systems theory
information security AND cyber-physical systems

(qualitative OR quantitative) AND research
methodologies
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Routine Activity Theory

Cohen and Felson introduced the RAT in 1979, which explored the rise in violent
and nonviolent physical crime activity following World War II focusing on the influences
of routine activity in the enabling of criminal opportunity from the offender's perspective
(Cohen & Felson, 1979). RAT was developed from the crime opportunity theory to
represent the convergence of an offender and target at a time and location of little or no
guardianship (Cohen & Felson, 1979). RAT introduced three factors that must be present
for a crime to occur: the offender, a target, and the lack of a guardian. Cohen, Kluegel,
and Land introduced an adaptation of RAT in 1981 to focus on the risks that an
individual offender would encounter and use in a decision making process to help decide
whether an opportunity exists for a crime to occur. Cohen and Felson (1979) assumed
the existence of an offender, and therefore, the location, target, and guardianship become
the core considerations. Cohen and Felson (1979) examined and debated modification to
activity patterns with implications on criminal behavior due to the changes in one or more
of the key RAT factors: offender, target, and guardian. A key tenant of RAT is the
premise that modification of one or more of the key RAT factors may result in positive
implications for criminal activity such as inadequate guardianship like cybersecurity
practices (Cohen & Felson, 1979).

Cohen and Felson (1979) introduced RAT in response to increased physical crime
in a post World War Il society. Many researchers including Leukfeldt and Yar (2016),
McNeeley (2015), Reyns and Henson (2016), Vernon-Bido, Padilla, Diallo, Kavak, and

Gore (2016) have studied the application of RAT to various types of cybercrime.
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Advances in IT evolved the original RAT factors to adapt to the influences of cyber
dependencies in daily online activities, for instance an offender, cyber user, and lack of
appropriate technical or nontechnical controls (Reyns & Henson, 2016). Existing
research into the adaptation of RAT in response to society's expanded use of modern IT
encompasses theories such as the rational choice theory and lifestyle- RAT as outlined by
Reyns and Henson (2016). This adaptation reflects the needed evolution and maturation
of RAT to account for situational conformity by an offender, target, and guardian (Reyns
& Henson, 2016; McNeeley, 2015; Vernon-Bido et al., 2016).

Technology has evolved significantly since Cohen and Felson (1979) first
introduced RAT, and therefore, advances in IT have expanded the possibilities in
applying the theory in research and analysis of malicious activity in physical and virtual
environments (Fischer, 2016; Leukfeldt & Yar, 2016; Soomro, Shah, & Ahmed, 2016).
According to Leukfeldt and Yar (2016) and Wang, Gupta, and Rao (2015), RAT
identified four principal properties composing the acronym VIVA (value, inertia,
visibility, and accessibility) that when present hold the potential for a target. Choosing a
target may vary based upon the motivation(s) and goal(s) of the attacker, and therefore,
the four VIVA properties would be measured accordingly to best identify and define a
target from the offender's perspective of the VIVA properties. According to Fischer
(2016), risk management is a basic factor of IT cybersecurity strategy, but one with
substantial value and the associated risk assessment process helps to prioritize the
possible threat vectors and infrastructure areas based on criticality of function. An

efficient risk management program is in theory a proactive strategic measure used to
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mitigate or eliminate organizational cybersecurity risks using RAT to help focus attention
upon the principal factors of threat (offender), vulnerability (target), and implication
(guardian; Fischer, 2016). My study used the principal factors of offender, target, and
guardianship of RAT in a cybersecurity context. Risk management has been seen
throughout the literature review noting how important it is for IT cybersecurity
professionals to acquire and maintain an awareness and understanding of cyber threat
capabilities as well as their own infrastructure to best visualize their perception of normal
cybersecurity and threat environments.

The use of IT is common and anticipated in modern society, which exposes
citizens to cyber threats in the context of routine daily activities. Leukfeldt and Yar
(2016) support Cohen and Felson's (1979) work by reporting an offender might be one or
multiple actors, a target could be the data or IT system, and a guardian can take the form
of a technical or nontechnical control such as access authentication and system
administrator. Fischer (2016) supports Cohen and Felson's work by describing
cybersecurity risks comprising three principal elements: threat (who = offender),
vulnerability (what = target), and implication (attack vector = lack of guardianship).
Fischer (2016), Leukfeldt and Yar (2016), and Reyns et al. (2015) promoted guardianship
as a leading factor in information security (cybersecurity). Guardianship is a crucial
point of consideration in this study. IT managers and cybersecurity strategy are some
examples of guardianship. RAT exists throughout the literature in studying criminal

activity to explore a diverse range of possibilities when applied in a cyber context, thus
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enabling a holistic cybersecurity focus that includes an expanded awareness and
understanding of the daily operating environment.

I chose RAT for the conceptual framework of this study to better understand and
explore cybersecurity strategies used by IT managers and compliance officers in critical
infrastructure to mitigate cyber threats. RAT defines succinct threat factors, which
include an offender, target, and lack of effective guardianship, as well as the four
properties represented by VIVA (Cohen & Felson, 1979; Leukfeldt & Yar, 2016). A
strength of RAT is in providing a framework for use in analysis to predict activity
patterns (Levi, 2017; Williams, 2015). The RAT factors and properties serve as a
foundation to assess and analyze offender, target, and/or guardianship indicators in cyber
activity providing the opportunity to analyze a probable target through a threat lens,
which would include technology and human factors (Busse et al., 2016; Fischer, 2016).
They concluded that a guardian inherits a stakeholder role through responsibility for
others who may be directly or indirectly engaged in the associated activity or situation
such as the relationship of a user and cybersecurity manager.

Supporting Theories

Von Bertalanffy is noted as the father of general systems theory (GST), which he
introduced circa 1955, as well as for establishing the skill community for the research and
application of GST (Rousseau, 2015; Von Bertalanffy & Sutherland, 1974). Skyttner
(1996) stated the role of GST is to be systemic rather than focused upon a singular system
with using GST as the comparative lens to analyze and articulate differences between

multiple systems at the same or varying levels within the infrastructure. Systems theory



17

is used to help outline and understand the complexities of infrastructures comprising
dynamic systems and/or components, and therefore, the analysis of integrated systems, or
components that might become integrated, in critical infrastructure may not be suited to
using GST (Katina, 2015). Rousseau (2015) postulated that GST has lacked sufficient
detail resulting in roughly 12 distinct interpretations of von Bertalanffy’s original theory
work calling into question its application to systemic and complex problems. Although
there is strength in GST using a qualitative system descriptive approach (Twining, Heller,
Nussbaum, & Tsai, 2017), the challenges presented by the dynamic and robust system
behaviors of today's complex cybersecurity in critical infrastructures including
ambiguous patterns in the associated data (Bochkov, Lesnykh, Zhigirev, & Lavrukhin,
2015; Rousseau, 2015; Sapaty, 2016) introduces a divergence from using GST to study
those same cybersecurity challenges in critical infrastructure. GST remains focused upon
the use of comparative analysis of multiple systems in consideration of environmental
influences (Skyttner, 1996; Valentinov & Chatalova, 2016). If labeled as a system, it is
typical to believe that construct to comprise components that deliver reliable and stable
functionality (Rousseau, 2015; Skyttner, 1996). GST is a powerful resource for
comparative analysis of multiple systems, with a primary focus upon the differences
between systems rather than activity to, from, and about the infrastructure in a
cybersecurity context, and therefore, it was rejected as the underlying theory for this
study.

Becker introduced rational choice theory (RCT) in 1968 as an economic approach

to crime. RCT is an economic theory that provides insight to user behaviors assuming
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the use of a cost-benefit decision approach with a key consideration of humans not being
purely rational when making decisions (Becker, 1968; McCarthy, 2002; Paternoster,
Jaynes, & Wilson, 2017; Vernon-Bido et al., 2016). RCT has been a popular theory to
study hackers because it provides insight to behaviors used in making decisions (Vernon-
Bido et al., 2016), placing emphasis on the individual's propensity to make informed
decisions (McCarthy, 2002). Choi and Lee (2017) contrasted cyber lifestyle choices to
better understand offender and victimization occurrences, further supporting existing
research that shows cyber lifestyle choices influence identification as a target. A
researcher applying RCT places an individual's decision-making process on the cognitive
behavior (Leukfeldt & Yar, 2016) and attempts to analyze the offender's choices through
a cognitive behavior lens (Fusch & Ness, 2015; Vernon-Bido et al., 2016). For this
study, I did not choose RCT because it emphasizes individual behaviors in personal
decision-making processes.

Kuutti introduced activity theory (AT) in 1991. AT is also focused on an
individual's cognitive behavior, but in the context of focusing upon the human-computer
interaction over the cybersecurity context of technology and human factors (Karanasios,
Allen, & Finnegan, 2015). The analysis of advanced attacks involving critical
infrastructure has been associated with technical and human elements, going beyond the
boundaries that might encompass an individual's behavior and interactions with the
technology. AT lends itself to analysis of integrating differing technologies like IT and
OT and the patterns formed in using the related systems (Karanasios et al., 2015). AT

was conceived for use in information systems research, noting that the human-computer
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interaction in the context of an information system should be the object of analysis
(Kuutti, 1991; Mursu, Luukkonen, Toivanen, & Korpela, 2007). AT focuses upon an
individual's behavior as a result of tasks performed in using an information system
without specifically analyzing the technological implications of the human-computer
activity in a cybersecurity context (Kuutti, 1991; Mursu et al., 2007). This study
considers human and technology factors in cybersecurity strategy, and therefore, I did ot
choose AT because it reduces human behavior considering the tasks and activities but
only loosely considers the factors represented by the technology.

Brantingham and Brantingham introduced crime pattern theory (CPT) in 1981,
which focused on the offender to determine how targets are identified and chosen. An
individual's behavioral patterns formed during the course of their day-to-day activities are
studied to help understand how target opportunities are chosen (Brantingham &
Brantingham, 1993; Weisburd, 2015; Welsh, Zimmerman, & Zane, 2018). The use of
CPT reveals patterns of behaviors in a diversity of location, time, and environment for
analysis to determine how those factors might explain the offender's choices
(Brantingham & Brantingham, 1993; Weisburd, 2015; Welsh et al., 2018). CPT promotes
the main elements of nodes, paths, and edges, and in contrast to RAT, the CPT elements
are similar with the nodes and paths roughly equating to the offender identifying target
opportunities (Weisburd, 2015). CPT uses an offender's choice of target opportunity to
provide insight to how those opportunities might be chosen (Welsh et al., 2018). CPT

has been used to focus upon prevention (Welsh et al., 2018), but it does not offer the
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same approach through analysis of the offender, target, and guardianship factors as
offered by RAT, so I did not choose CPT for this study.
Table 2 is a list of the theories considered to include the principal factor for each

theory relevant to this study.
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Table 2

List of Theories Considered with the Applicable Factor(s)

Theory Factors

Routine activity theory Motivated offender with a chosen target
based upon stated properties to include the

lack of effective guardianship.

Rational choice theory Cognitive behavior - decision-making

process.
General systems theory System concept - qualitative and descriptive.
Activity theory Cognitive behavior - human-computer interaction.
Crime pattern theory Environmental behavior - daily activities.

Note. Adapted from Vernon-Bido et al. (2016).
Cybersecurity in Critical Infrastructure

The complexity of the critical infrastructure cyber threat landscape continues to
evolve resulting in the challenges faced by IT managers and compliance professionals.
According to Shoemaker, Davidson, and Conklin (2017) cybersecurity remains an
enduring challenge for the IT discipline. Cybersecurity entails a co-existence with
supportive programs to include compliance and training that serve principal roles in
social change (Shoemaker, Davidson, & Conklin, 2017). Society has become intimately
dependent upon information, operations, and communication technologies, and therefore,
critical infrastructure threat landscapes have surfaced with target rich environments that
offer attractive rewards for those with the motivation and opportunity to attack (Liu,
Dong, Ota, Yang, & Liu, 2016; Payette, Anegbe, Caceres, & Muegge, 2015). Traditional

IT architectures have become an extension of the respective critical infrastructures as a
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result of incorporating IT functionalities such as Internet connectivity with operations and
communication technologies (Shackelford et al., 2017). The evolution of cybersecurity
strategy continues to depend upon the maturation of supporting IT programs that include
compliance and training (Adams & Makramalla, 2015; Pham, Pham, Brennan, &
Richardson, 2017). A convergence of IT and OT in critical infrastructure is
representative of the inherent cybersecurity challenges, and in turn, highlights the
interdependencies between the respective technology disciplines (Shackelford et al.,
2017). Modern critical infrastructure is often formed through the converngence of IT,
OT, and existing network architectures to provide the necessary functionality to meet
operational needs. This convergence surfaces unforeseen cybersecurity challenges for
operations and the related support disciplines like compliance and training.

The formation of critical infrastructure introduces unique technical challenges,
which bring together IT and OT disciplines as well as the underpinning disciplines to
include compliance and training. There is a cross-industry responsibility for
cybersecurity strategy that spans information, operations, and communication disciplines
to address the challenges of intersecting disciplines to form critical infrastructure that also
includes enabling programs like compliance and training (Genge, Kiss, & Haller, 2015).
A common thread is the need for collaboration of strategic and tactical level strategic
planning, and implementation, for cybersecurity in critical infrastructure (Borum, Felker,
Kern, Dennesen, & Feyes, 2015). The existence of cybersecurity gaps, revealed by the
integration or convergence of dynamic IT environments with static OT environments

continues to pose substantial challenges (Jacobs, von Solms, & Grobler, 2016). IT
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environments are often protected by a singular approach of passive defense such as
system patches, hardware and software version upgrades, and life-cycle replacement to
ensure incorporate of modern components and configuration options (Soomro et al.,
2016). OT environments are often comprised of legacy capabilities protected by legacy
cyber defense features (Fischer, 2016). Long-term challenges exist in cybersecurity such
as focus upon indigenous IT cybersecurity design to get out in front of cyber threats and
maintaining a high state of awareness, and understanding, of the cyber threat environment
(Fischer, 2016; Nazir, Patel, & Patel, 2017). For IT design and environment factors to
benefit cybersecurity strategic planning and implementation there is a need to stay in tune
with IT technology advances to be aware of, and understand, threat implications to best
anticipate cybersecurity preparedness (Fischer, 2016). My study emphasized the need to
obtain and maintain an intimate awareness and understanding of the cyber threat
landscape and associated cyber tradecraft to influence and enable cybersecurity
strategies. These studies revealed the topic of IT and OT convergence while emphasizing
the needs of cybersecurity strategy to ensure operational stability and resiliency while
including the supporting programs.

IT and OT skill communities are principal disciplines found throughout the
literature most relevant to critical infrastructure. Modern IT professionals embrace the
principals of confidentiality, integrity, and availability to bridge the gaps between IT and
operational environments (Cabrera, 2016; Popescul, & Radu, 2016). Threats to critical
infrastructure is not limited to cybersecurity vulnerabilities, so holistic defense must

include the supporting programs (Cabrera, 2016). As such, IT professionals are subject
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matter and highly qualified experts on the relevant IT tradecraft and subsequent
cybersecurity tradecraft, and therefore, that expertise does not necessarily extend to a
familiarity of OT architectures and capabilities (Shafqat & Masood, 2016). Stability,
safety, and reliability are main concepts embraced by OT professionals in operating
critical infrastructures, which have remained static since implementation (Wolf &
Serpanos, 2017). The integration of IT is necessary to provide OT environments with the
functionality required to enable cybersecurity (Alcaraz & Zeadally, 2015). Functionality
required by critical infrastructure to establish and sustain operational environments has
been a common topic throughout this literature.

Challenges faced by IT managers and cybersecurity professionals are often linked
to interdependencies between IT and OT. Today's IT architectures benefit from modern
hardware, software, and network capabilities incorporating the best cybersecurity features
with succinct interoperability and compatibility (Shackelford et al., 2017). In contrast,
OT architectures have limited interoperability and compatibility using legacy hardware,
software, and networking capabilities such as proprietary protocols, and limited
cybersecurity features (Fischer, 2016). In a modern cybersecurity and cyber threat
context, defense of an OT environment is unique and does not respond to traditional IT
cybersecurity tradecraft (Payette et al., 2015). IT and OT disciplines are not
interchangeable; however, the key to designing and implementing an effective and
sustainable cybersecurity strategy in critical infrastructure demands collaboration (Baldi,
2016; Popescul & Radu, 2016). IT and OT cybersecurity, compliance, and training must

be interleaved to enable and sustain a critical infrastructure environment (Baldi, 2016).
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Cybersecurity strategy and implementation must be adjusted to accommodate an IT and
OT culture where key resources form a collaborative production environment to unify the
best of both in meeting unique technology challenges (Baldi, 2016). For example,
improving employee awareness to, and understanding of, the threats of cyber attacks, as
well as an intimate knowledge of the organization's technological landscape (Knowles,
Prince, Hutchison, Disso, & Jones, 2015). IT managers and compliance officers must be
able to design and integrate cyber compliance and training programs into cybersecurity
strategy to mitigate cyber threats to critical infrastructure (Chaves, Rice, Dunlap, &
Pecarina, 2017; Kim & Kim, 2017). The above research spotlights the need to
incorporate cyber compliance and training programs to assist in mitigating cyber threats
to critical infrastructure by recognizing the unique variables introduced by IT and OT
convergence.
Cybersecurity Strategy

Cyber environments are very dynamic with critical infrastructure environments
introducing added dynamics, which presumes to include the associated cyber threat
landscape. Wang et al. (2015) identified and focused upon the four properties of value,
inertia, visibility, and accessibility in the context of protective measures such as
establishing passive or active cyber defenses. The focus was on the user and system
behaviors in the context of a threat (offender), vulnerability (target), and response
(guardianship). Holt, Burruss, and Bossler (2016) analyzed malicious software
propagation through the automation of attack processes while emphasizing the necessity

of hardening potential targets by focusing on cybersecurity passive and active defense
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tradecraft. Mitigation of cyber threats begins with knowing the threat landscape and the

infrastructure being defended. They concluded with the identification of a relationship
between increased cyber threat incidents and the presence of advanced infrastructure.
Mitigating cyber threat represents the identification and description of dynamic and
robust concerns and challenges to cybersecurity strategy in critical infrastructure
(Leukfeldt & Yar, 2016). Topics seen through a cybersecurity lens, relevant to threat
mitigation, begin to appear in the literature to include the convergence of IT and OT,
general workforce IT cybersecurity awareness, and the applicability of cybersecurity
focused compliance and training programs.

The approach to designing and implementing cybersecurity within a physical
environment may not be suitable for application within a cyber environment; however, IT
modernization has begun to level the playing field. Rather than being anticipated, cyber
threat opportunities are expected in today's IT invested society, in turn presenting the
opportunity for innovative exploration of cyber defense tradecraft (Stratton, Powell, &
Cameron, 2017). The convergence of modern IT and legacy OT produces a diverse range
of physical and cyber threat environments within critical infrastructure (Holt, Burruss, &
Bossler, 2016; Pursiainen, 2017). The offender's opportunity to identify or exploit a
target is no longer solely dependent upon physical proximity to a target or the
cybersecurity measures protecting a potential target. (Fischer, 2016; Leukfeldt & Yar,
2016; Reyns & Henson, 2016). The identification, assessment, and analysis of potential
offenders in a physical environment are complex, and therefore, application within a

cyber environment offers specific challenges (Leukfeldt & Yar, 2016). A potential target
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in a physical environment is observable such as the geospatial location of the offender in
comparison to the target as well as offender and target interaction (Fischer, 2016; Reyns
et al., 2015). In a cyber environment the offender is not observable as in the physical
environment, and therefore, with the advances in IT the offender's process for choosing a
target in a cyber environment is not publically visible and introduces a significant
challenge to identifying the offender's behavior, motivations, access, and identity
(Leukfeldt & Yar, 2016; McLaughlin et al., 2016). However, IT modernization provides
the necessary advances for the observation of an offender and target in a cyber
environment, made possible through the evolution of cybersecurity tradecraft (tools,
techniques, and methodologies; Fischer, 2016; Nazir et al., 2017). For example,
geospatial information can be obtained by using techniques against the Internet Protocol
data, which would also provide information regarding the interaction of the offender and
target (Fischer, 2016; Nazir et al., 2017). Whether in the physical or cyber environment,
the choice of passive or active cybersecurity protective measures remains an analytic
challenge and the ability to understand the offender's decision making process leading to
target choice. Focus should remain upon the indications that might reveal patterns and
behaviors to help predict attacks on critical infrastructure to include revealing the
association between the offender, target, and cybersecurity protection measures
(guardianship).

Challenges in protecting critical infrastructure have been compounded by the
introduction of modern IT and the increased dependency upon services provided in

today's modern society. The convergence of technologies that comprise critical
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infrastructure also includes Internet and remote network connectivity which calls for
proactive strategies (Weinberg, Milne, Andonova, & Hajjat, 2015). In addition to
updating current governance (e.g. policy, legislation) to at least reflect today's
cybersecurity challenges and cyber threats, the addition of threat intelligence represents a
modern response in updating or planning a cybersecurity program (LoSonczi et al., 2016).
The complexity and sophistication of attacks against critical infrastructure requires
proactive response instead of a vulnerability based defensive posture (McLaughlin et al.,
2016). In summary, adapting and evolving traditional cybersecurity practices is
necessary to meet the demands of protecting the new micro and macro cyber
environments created through the application of IT and OT to form new, hybrid,
configurations.

To ensure key cybersecurity enabling and supporting programs keep pace, a
holistic risk and knowledge gap assessment should be incorporated into strategic
planning (Knowles et al., 2015). A cybersecurity culture that has become routine may
also suffer from stagnation, and therefore, there may be implications and similar
challenges within an organization to the compliance and training programs supporting the
cybersecurity strategy (Li, Yu, Deng, Luo, Ming, & Yan, 2017). The focus upon
modernizing the cybersecurity strategy should also address supporting programs such as
compliance and training to achieve balance (Knowles et al., 2015). Cybersecurity
strategy must be reviewed frequently and consistently to ensure implementation of the
workflows and tasks comprise the latest considerations for the organization's technical

and operations environments in the context of the cyber threats and production landscape
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(Ahlmeyer & Chircu, 2016). Changes in cyber threat tradecraft are a daily occurrence,
but cybersecurity is often not programmed with the necessary resources to keep pace
(Auffret et al., 2017). Cyber compliance and training programs represent a mitigation
approach to assist in countering cyber threats and to strengthen the cybersecurity strategy.
Looking beyond the cyber vulnerabilities is a topic that has gained traction in the
literature. Research of cybersecurity strategy in critical infrastructure has mostly focused
upon cyber vulnerabilities and the creation of associated checklists or 'best practices', in
an attempt to address the maturation of cyber threats against critical infrastructure
(Quigley, Burns, & Stallard, 2015). Some researchers introduced and highlighted active
defense measures such as the use of threat analysis focused upon gaining an intimate
understanding of the target infrastructure and an equal understanding of prior attack
tradecraft (Adams & Makramalla, 2015). However, cybersecurity incidents continue to
increase with an evolution of sophisticated tradecraft resulting in a dynamic and robust
cyber threat while policy and research fall further behind (Adams & Makramalla, 2015).
There have been several increasingly sophisticated cyber attacks that targeted ICS
comprised in critical infrastructure with some causing physical damage (Massacci,
Ruprai, Collinson, & Williams, 2016). IT managers and compliance officers have a
significant amount of available research as reference to help guide their respective
cybersecurity strategy efforts. The resulting data and analysis presented by the cited
research in this study explores cybersecurity strategies in the pursuit of mitigating
cybersecurity challenges and also reveals considerations in compliance and training

strategy.
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A sense of urgency exists for establishing and sustaining cybersecurity in critical
infrastructure. The IoT phenomenon is a representation of an order of magnitude
increase in Internet connected devices (Ahlmeyer & Chircu, 2016; Ebersold & Glass,
2015). A focus upon critical infrastructure in the context of IoT security considerations,
revealed IoT as a possible access vector to critical infrastructure (Ebersold & Glass,
2015; Weinberg, Milne, Andonova, & Hajjat, 2015). Three major gaps were surfaced,
which are a lack of security design, lack of security guidelines and standards, and a lack
of associated governance (Ahlmeyer & Chircu, 2016; Lee & Lee, 2015). Most
stakeholders seem to lack a necessary awareness and understanding of the cyber threats
and the extent of the cyber threat posed to their respective infrastructures (Ahlmeyer &
Chircu, 2016; Auffret et al., 2017; Weinberg et al., 2015). Cybersecurity principles must
be designed in the system and component development processes (Genge, Graur, &
Haller, 2015). Convenience often overshadows IT cybersecurity in pursuit of cost and
productivity savings; the literature revealed a survey of IT professionals with 70%
agreeing that existing frameworks may not adequately address technological advances in
critical infrastructure (Lee & Lee, 2015; Weber, 2015; Weinberg, Milne, Andonova, &
Hajjat, 2015). The rapid pace of technological advances challenge legislation and
governance of cybersecurity in critical infrastructure forcing cybersecurity into a mostly
self-regulation state with a wide range of strategic implementation approaches resulting
in significant gaps amongst stakeholders (Fischerkeller & Harknett, 2017; Garcia,
Forscey, & Blute, 2017; Li, Tryfonas, & Li, 2016). Traditional IT cybersecurity, focused

solely upon vulnerability based mitigation, remains a challenge of its own (Esteves,
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Ramalho, & De Haro, 2017). A common thread with IT cybersecurity is the lack of

awareness and understanding amongst management and cybersecurity practitioner skill
communities of the breadth and depth of cyber threats, in particular, the lack of
identifying and defining the threat landscape, which belongs to their own infrastructures.

Advanced cyber attacks on targets in government and industry continues to be
highlighted in today's media, revealing the topic of management engagement in the
sphere of cybersecurity. The cybersecurity management challenge has been described as
a choice between convenience and cybersecurity (information confidentiality and
integrity) (Weinberg, Milne, Andonova, & Hajjat, 2015) coupled with the consideration
that cybersecurity in critical infrastructure continues to lack the anticipated sense of
urgency considering the consequences of successful compromise (Mangelsdorf, 2017).
When IT modernization results in the enhancement of OT, the threat landscape related to
both become intertwined, and therefore, the creation of new and hybrid vulnerabilities
highlight the potential for new threats (Urquhart & McAuley, 2018; Weinberg, Milne,
Andonova, & Hajjat, 2015). The research identified a management factor, revealing
insights to the need for consideration of the role and possible challenges introduced by
management in cybersecurity strategy. The management role must be equally considered
along with the technical and human factors pointing to a direction of inquiry for my
study.

Two principal factors must be considered in cybersecurity strategy, which are
technical and human. Most of the cybersecurity challenges seen in the literature reflects

upon one of those factors (Cong, Dang, Brennan, & Richardson, 2017; Cook, Janicke,
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Smith, & Maglaras, 2017; Gartzke & Lindsay, 2015; Gyunka & Christiana, 2017; Han,

Kim, & Kim, 2017). Cybersecurity strategy is key to resolving the management
challenge of designing a sustainable program to protect and defend the subject critical
infrastructure (Weinberg, Milne, Andonova, & Hajjat, 2015). Technical and human
factors must be built into the design for achieving a holistic cybersecurity program
(Weinberg, Milne, Andonova, & Hajjat, 2015; Wirtz & Weyerer, 2017). The inclusion of
expertise spanning the technical and human factors are covered throughout the literature,
but remain one of the leading challenges in management implementation of cybersecurity
strategy.

Converging multiple technologies often spotlights potential opportunities to cyber
threats due to the likelihood that existing cybersecurity strategy is not flexible enough to
quickly adapt to the changes that result. Future challenges in critical infrastructure
cybersecurity includes the avoidance or mitigation of second and third order of effects
related to the convergence of IT with OT to modernize what has historically been
standalone architectures (Borum, et al., 2015; Elkhannoubi & Belaissaoui, 2016; Jacobs,
von Solms, & Grobler, 2016). Borum, et al. (2015), Elkhannoubi and Belaissaoui (2016),
and Jacobs, von Solms, and Grobler (2016) found citical infrastructure often representing
an integration of legacy OT with modern IT to form one or more complex systems
necessary to achieve the required infrastructure. The threat landscape becomes rich with
likely targets because the current cybersecurity strategy lacks flexibility underpinned by
supporting programs like IT compliance and training to help with capturing and acting

upon the early indication and warning signs.
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Sharing information and cyber intelligence in the critical infrastructure
community is a topic revealed throughout the literature. Critical infrastructure are unique
in their own configurations, components, and implementations, thus creating a greater
dependency upon sharing cybersecurity knowledge and lessons learned (Chaves, Rice,
Dunlap, & Pecarina, 2017; Fraga-Lamas, Ferndndez-Caramés, Suarez-Albela, Castedo, &
Gonzélez-Lopez, 2016). A dynamic and robust cybersecurity strategy for critical
infrastructure first depends upon the organization securing its' information and
architectures using a deep awareness and understanding the existing information,
operations, and communication technologies that form the combined, or integrated,
environment (Lee & Lim, 2016). Depending strictly upon cyber vulnerability alerts and
post incident lessons learned is reactive, and therefore, provides the threat to the
technology and people a substantial advantage (Esteves, Ramalho, & De Haro, 2017).
The core approach includes a deep knowledge of the infrastructure from the defender and
attacker's perspectives that also includes consideration of the intelligence harvested from
detailed analyses of the threat tools, techniques, methods, and prior attacks (Lemay et al.,
2018). Obtaining a greater breadth and depth of knowledge and understanding of the
infrastructure help maximize the focus upon the unique demands and strategic surprises
that are often anticipated in protecting critical infrastructure, and also to highlight the role
of key support programs to include compliance and training.

Information Technology and Operations Technology
In today's society, IT plays a pivotal role in day-to-day activities, and therefore,

has resulted in creating dedicated users of its computing, storage, and communication
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offerings. The convergence of IT and OT is necessary to meet the functional
requirements for a critical infrastructure such as on-demand and mobile remote
connectivity in near real-time, quickly and seamlessly (Baldi, 2016; Ponomarev &
Atkison, 2016). The creation of unique configurations in the formation of critical
infrastructures has provided insight to weaknesses not previously anticipated, which
results in new cyber threat opportunities (Fitzgerald, 2015). The application of traditional
IT information security practices has revealed complex challenges to cybersecurity
strategy as a result of integrating IT protocols with legacy OT protocols, a need for
diverse simulation and testbedding environments, and the reliability and scalability of
end-to-end encryption of sensor data and network communications (Mclaughlin et al.,
2016; Qassim et al., 2017). The research has revealed a focus upon modernization of
human-machine interface and the pursuit of increased mobility as a result of the
expanding role of the IoT, training and response readiness, and the need for
communications infrastructure that enables crucial data transport functionality (Sajid,
Abbas, & Saleem, 2016; Sicari et al., 2015; Yoon, Dunlap, Butts, Rice, & Ramsey, 2016;
Zhu, He, Xiang, Zhang, & Pattavina, 2016). The research points to the creation of a rich
cyber threat landscape that is created through what is considered a creative integration of
IT and OT with existing communication technology.

Traditional IT considerations often become complex challenges in critical
infrastructure operations. Critical infrastructure providers are faced with the daily
challenges in protecting the operations environment and traditional IT data, and systems,

from cyber threats in a newly formed construct (McLaughlin et al., 2016). Critical
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infrastructure is composed of legacy and modern technologies with Internet connectivity,
and therefore, providers are faced with the added challenges of cyber threats against their
internal and extended IT architectures (Alcaraz & Zeadally, 2015; McLaughlin et al.,
2016;). To protect the related data and systems the cybersecurity professional must
understand the protocols that directly or indirectly relate to the data and systems, which
goes beyond focusing upon the vulnerabilities alone (Candell, Zimmerman, & Stouffer,
2015; Cintuglu, Mohammed, Akkaya, & Uluagac, 2017; Wang, Du, Yang, Zhu, Shen, &
Zhang, 2016). The research summarizes the importance of knowing the capabilities of
the cyber threat in the context of the infrastructure to be protected. Without an adequate
awareness and understanding of the 2nd and 3rd order of effects caused by the
convergence and/or integration of modern IT and legacy OT capabilities, viable courses
of action may not be properly considered resulting in weak implementation.

The convergence of traditional and modern technologies introduces a new cyber
threat landscape for IT managers and cybersecurity professionals, and practitioners and
IT managers in supporting disciplines to include compliance and training. Critical
infrastructure has become a societal dependency lurking in the background, which was
interleaved with the adoption and use of IT introducing the capacity for public
consumption in the form of the Internet of Things (Farooq, Waseem, Mazhar, Khairi, &
Kamal, 2015). ITcomprises systems used in critical infrastructure for computing and
communication functions along with OT creating a convergence of the components to
manage, monitor, and control physical processes such as with electric transformers,

water-filter sensing, and gas pipe valves (Thames & Schaefer, 2016). In the context of
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this study, critical infrastructure is a broad category of systems to include CPS, IoT, and
ICS, such as Supervisory Control and Data Acquisition (SCADA), as a convergence of
information, operations, and communications technologies to form an infrastructure,
which is not geographically or geospatially bounded. Management must support
cybersecurity from the top down and ensure all applicable programs incorporate the same
level of flexibility to guide its effectiveness to remain relevant in directly or indirectly
supporting cybersecurity (Knowles et al., 2015; Li et al., 2017). The review of this
cybersecurity literature in association with critical infrastructure has revealed specific
topics and challenges faced by IT managers. Unique environments created by the
convergence and/or integration of IT and OT continues to guide cybersecurity research
along with the supporting cyber programs such as compliance and training.

Innovation and creativity is a common pursuit in IT; however, OT has not
garnered the same consideration. Cybersecurity applied as a function in the field of IT to
protect critical infrastructure is an enduring strategic challenge (Labaka, Hernantes, &
Sarriegi, 2016). The practice of converging or integrating modern IT and legacy OT in
attempts to enhance critical infrastructure with required functionality such as mobile
connectivity has created peer-architecture on the same level of cybersecurity urgency as
the OT itself (Pursiainen, 2017). Critical Information Infrastructure Protection (CIIP)
was introduced as a new area of research to spotlight the influence of modern IT in
critical infrastructure in providing the functionality for control and automation, while
creating a new threat landscape in converging IT and OT (Alcaraz & Zeadally, 2015;

Bou-Harb et al., 2017). The design and implementation of physical and virtualized
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capabilities in critical infrastructure inherently includes the potential for introducing one
or more vulnerabilities (Ferdinand, 2015). Many of the vulnerabilities would be known
such as a zero-day revealed during testing and evaluation resulting in a software or
firmware update, and therefore, as integration progresses, anticipated vulnerabilities are
documented to create a knowledge base as a result of integrating a component with a
remediated zero-day and another component (i.e. software, hardware) to enable the
required functionality (Ferdinand, 2015; Robert, Morabito, Cloutier, & Hémond, 2015).
The overarching message in the literature in such situations is that cybersecurity should
identify known, suspected, and causational vulnerabilities in order to anticipate threat
vectors and implications to the goal of baselining what is normal patterns of component
behavior.

The research has introduced the robust and dynamic challenges that begin to
surface at the architecture level when different technologies are applied to achieve the
necessary functionality to support critical infrastructure demands. Protecting IT assets is
a significant challenge to protecting OT and communications (e.g. network and data
transport) in critical infrastructure (Labaka, Hernantes, & Sarriegi, 2016). An example
of the new cyber threat landscape as a result of IT and OT forming required infrastructure
is the introduction of cloud computing to centralize data storage and access (Ali, Khan, &
Vasilakos, 2015). Another key challenge is protecting data at rest and in transit as with
sensor command and control, and the reliability of internal and external database
interactions (de Fuentes, Gonzalez-Manzano, Tapiador, & Peris-Lopez, 2017). In

summary, the need to incorporate modern IT functionality in critical infrastructure like
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remote access and encrypted network communications has become a leading concern of
whether the pursuit of vulnerability focused cyber threat mitigation is creating more
unpredicted vulnerability.

With the convergence, or integration, of IT with OT the new functionality and
configurations contribute to the formation of a unique communication infrastructure that
must be protected without degrading the critical services. This connectivity introduces
unique cybersecurity weaknesses revealing an enduring public facing threat landscape
and the inherent vulnerabilities associated with the individual IT components with the
unforeseen vulnerabilities created as a result of the integration itself (Alcaraz & Zeadally,
2015; Cedergren, Johansson, & Hassel, 2017; Ferdinand, 2015; Labaka, Hernantes, &
Sarriegi, 2016; Robert, Morabito, Cloutier, & Hémond, 2015). The principal weakness
revealed by the research exists at the architecture integration level causing a need to
pause and reassess how cybersecurity strategy might be viewed other than from a
vulnerability lens.

A common topic revealed in the literature is research focused upon vulnerabilities
and the resulting creation of checklists and descriptions related specific vulnerabilities,
often forgetting to analyze the cyber threat. To help manage, track, and learn from threat
incidents there are a number of public databases available to include Computer
Emergency Response Teams (CERT), ICS-CERT, and Testbed Framework to Exercise
Critical Infrastructure Protection (Alcaraz & Zeadally, 2015). According to ICS-CERT
(2016), there are six prevalent weaknesses associated to ICS cybersecurity; (1) boundary

protection, (2) increased access opportunities (internal and external), (3) compromised
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accounts - user and system-administrators, (4) physical security, (5) auditing to include
process and log analyses, and (6) clear text password communication and lack of
detection and response for malicious use of a trusted account. It is not a leap in logic
when discussing modern critical infrastructure to presume to consider IT and OT as one
construct, and therefore, the application of cybersecurity strategy typical for IT does not
fit seamlessly into a critical infrastructure environment (Fischer, 2016). Approaching
cybersecurity strategy from a resiliency perspective and active cyber defense point of
view offers a new point of inquiry for my study.
Critical Infrastructure Resiliency

Services like utilities and power are typically considered in the scope of critical
infrastructure and modernized everyday activities have become dependent upon timely
delivery of those services. The literature has revealed the topic, which is the fast
evolving desire to achieve critical infrastructure resilience over the traditional pursuit of
protection afforded through a cybersecurity program (Ferdinand, 2015; Labaka,
Hernantes, & Sarriegi, 2016; Pursiainen, 2017). Dunn, Kaufmann, & Seby Kristensen
(2015) discussed the critical need for focusing upon resiliency noting the principal
catalyst as time-sensitive nature of the supported services. The convergence of IT and
OT has become a core design consideration in forming critical infrastructure to meet
documented requirements (Ferdinand, 2015; Pursiainen, 2017). Protecting the
infrastructure from all possible cyber threats is not realistic while sustaining the necessary
capabilities; instead, pursuit of infrastructure resilience is advanced over protection to

include enhancing the role of cybersecurity, so the conceptual and strategic approach of
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resiliency is based upon securing vital functions over the protection of component
infrastructures underpinning those functions (Ferdinand, 2015; Pursiainen, 2017).
Protection is viewed as a defensive posture that reacts to cyber attack instead of
establishing a resilience posture that is proactive to address a broad range of threats
(Ferdinand, 2015; Pursiainen, 2017). Traditional cybersecurity focused upon protecting
or defending the cyber assets must adapt and evolve to achieve resiliency (Robert,
Morabito, Cloutier, & Hémond, 2015). There is a low probability of success when trying
to zero mitigate cyber threats in today's advanced IT and OT environments, so instead,
resiliency has surfaced as a likely way ahead.
Transition and Summary

This section explored cybersecurity strategies used by I'T managers and
compliance officers to mitigate cyber threats to critical infrastructure. The research
approach is outlined in the context of the study's stated problem and purpose through a
review of the related literature. I chose to use a qualitative method to explore and
understand the phenomenon associated to the challenges facing I'T managers and
compliance officers in mitigating cyber threats to critical infrastructure. A case study
design and the RAT as the conceptual theory were chosen for this study for in-depth
exploration of a complex problem through contextual analysis. The literature focused
upon cybersecurity topics revealing challenges to critical infrastructure to include
strategy, compliance, training, vulnerability and resiliency, IT, and the human factor.

Section 2 provided added detail on the selected research methodology. In

addition, Section 2 described the role of the researcher, established guidelines for
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participants, research method and design, population and sampling, ethical research
considerations, data collection and analysis, and factors related to reliability and validity.

Section 3 represents the analytic findings of the study, revealing themes associated with

cybersecurity strategy in critical infrastructure.
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Section 2: The Project

With this study I intended to provide an exploration of cybersecurity strategies
used by IT managers and compliance officers to mitigate cyber threats to critical
infrastructure. In this section of the study, I define and explain details on the role of the
researcher, selection of participants, research methodology and design, population and
sampling, ethical research, data collection techniques and related instruments, data
organization techniques, data analysis, and reliability and validity.

Purpose Statement

The purpose of this qualitative case study was to explore cybersecurity strategies
used to mitigate cyber threats to critical infrastructure. Cyber attacks targeting critical
infrastructure have steadily increased in occurrence and sophistication, revealing
challenges for IT and compliance professionals. IT managers and/or compliance officers
of two industrial organizations in the Pacific Northwest United States composed the
population for this study. Modern society has become reliant upon critical infrastructure,
which represents a convergence of modern and legacy information, operations, and
technologies. Strategic planning is an anticipated beneficiary of the completed study as
IT and compliance professionals learn from successful cybersecurity practices in critical
infrastructure. Implications for social change may include society's increased confidence
as the breadth and depth of the reliance upon critical infrastructure is expanded.

Role of the Researcher
I was the primary data collection instrument for this qualitative study. My

relationship to the subject area spans 35 years of intelligence and technical analysis
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experience, along with associated experience in related compliance and training
disciplines. Incorporating and adhering to robust data collection is a key factor to
influencing the value and strength of the study results (Kallio, Pietila, Johnson, &
Kangasniemi, 2016). Fusch and Ness (2015) and Kallio et al. (2016) discussed the
importance of data collection and portrayed the role of the researcher as a principal
intermediary. Young, Lopez, Rice, Ramsey, & McTasney, (2018) examined the broad
use of interview techniques in research that encompass a wide span of population
densities, revealing the inherent personal bias of the researcher(s) and the advantage of
using a semistructured approach to help limit personal bias by taking advantage of equal
influence on the direction of the interview by the researcher and participant. The
semistructured interview approach includes the use of an interview protocol and
presenting the questions in the published research (Kallio et al., 2016). Conducting an
interview requires a balanced combination of several elements, for instance the relevant
questions, proper tools, and the environment (Grenier & Dudzinska-Przesmitzki, 2015).
In contrast to my analytic, compliance, and instructor experience, [ am not an expert in
critical infrastructure or in the design and implementation of cybersecurity strategy. An
interview is a powerful technique to gain an awareness and understanding of participant
experiences and insights, while serving as a strengthening element to the study design
such as the identification of additional topics and association of themes trending in the
literature and interviews (Kallio et al., 2016). Interviewing cybersecurity and compliance
practitioners in the critical infrastructure industry provided direct insight to their

experiences with the related challenges and successes.
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I used the principles outlined in The Belmont Report (National Commission for
the Protection of Human Subjects of Biomedical and Behavioral Research, 1979) to help
guide the study and to safeguard ethical principals. I designed the semistructured
interview protocol (Appendix A) and created the interview questions along with the
eligibility criteria for determining participant qualification, which I used to assess and
select the participants from those who chose to volunteer. I closely followed the design
elements identified by Kallio et al. (2016), which included the study's research question
as an anchor, developing semistructured questions based in part on the literature review,
performing follow-up inquiry to clarify participant responses, and ordering the questions
to help build upon the collected information. A letter of cooperation was used to contact
candidate organizations and to document their approval to participate. I considered the
suggestions of Grenier and Dudzinska-Przesmitzki (2015), Teusner (2016), and Young et
al. (2018) on designing and conducting the interviews in an environment that promoted a
sense of comfort and security, engagement, and professionalism with an air of flexibility
to adhere to the standards described in The Belmont Report (National Commission for the
Protection of Human Subjects of Biomedical and Behavioral Research, 1979) of respect
for persons, beneficence, and justice. I successfully finished the training provided by the
National Institute of Health Office of Extramural Research for protecting human research
participants (Appendix B).

A common consideration in qualitative research is how to account, assess, and
mitigate personal bias. Young et al. (2016) presented bias in qualitative research as a

dominant challenge. Minimizing personal bias remains a vital goal of the researcher in
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data collection and analysis (Butler, Hall, & Copnell, 2016). Testing the interview guide
and the interview questions through mock interviews was suggested by Kallio et al.
(2016) pointing out the advantages to the study in the form of uncovering potential bias
and possible concerns with interpreting the guideline itself. In general, an interview is a
common technique used in qualitative research methods resulting in providing essential
advantages including but not limited to flexibility and breadth and depth of data analysis
(Young et al., 2018). I created the interview protocol (Appendix A) as a mechanism to
help mitigate personal bias through techniques such as literal transcription of audio
recordings, notes taken during the interview, obtaining post interview feedback from the
participants, and data triangulation.
Participants

I chose IT professionals with support and compliance experience as the target
interview population for this study to obtain extant, present-day, data on experience and
expertise in cybersecurity in critical infrastructure operational and/or support
environments. The targeted IT and compliance professionals represented the managers
and practitioners planning, enabling, implementing, and sustaining the cybersecurity
strategies in critical infrastructure. Their insights in day-to-day performance of functions
and correlated experiences typify the realities of cybersecurity applied in critical
infrastructure.

IT and compliance professionals from the Pacific Northwest constituted the
population for this study. The potential participants were volunteers in the study and

were treated as autonomous agents. All data and analytic results are kept confidential
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and securely stored. Potential participants were identified based upon the eligibility
criteria. They were selected from a pool of candidates with current or prior experience in
managing or supporting cybersecurity in a critical infrastructure owner/operator or
support oriented organization. Contacting organizations engaged in critical infrastructure
planning and implementation, and IT support companies to introduce the research details
is a consideration when attempting to identify possible participant candidates (Hoyland,
Hollund, & Olsen, 2015). The eligibility criteria used to identify potential candidates
were (a) IT or compliance professional with responsibilities associated with critical
infrastructure services/functions, (b) 2 or more years of cybersecurity experience as a
manager or practitioner, and (c) prior or current knowledge of cybersecurity
strategy/implementation in critical infrastructure. Participants represented experience in
cybersecurity of critical infrastructure environments as managers and/or practitioners
whose daily activities entail functions of compliance, training, auditing, and technical and
nontechnical controls. To be selected, the candidate met the three eligibility criteria.
Participants were identified using the predetermined eligibility criteria and then the
proper contact path was selected, For example, if the candidate worked for a local electric
utility company, the published contact information for the company was used in
coordinating my request to contact individual employees for interview participation.
Interview candidates may be identified using personal and professional networks and by
working through available contacts to outline the purpose and details of the study focused
upon advancing the pursuit of interview participants (Peticca-Harris, deGama, & Elias,

2016). Upon receiving IRB approval, I began a systematic approach to identify and gain



47

access to potential interview candidates and provided each interview participant an
invitation letter to participant using e-mail or postal mail.

At the initial contact with each candidate I summarized the purpose and scope of
the interview with emphasis on the problem statement and research question, as well as
addressed questions from the candidate. If the candidate agreed to participate, the
interview logistics were discussed with each candidate by e-mail to include date, time,
location, and other preferences to best accommodate the participant's needs, which were
included in the consent form provided to the participants. In addition, I outlined the
interview workflow to prevent confusion or surprises in preparing for and starting the
interview, for example, clearly articulating the points of expectation to record the
interview using audio and/or video capabilities and manual note taking during the
interview.

Slight alteration of the interview questions may serve to illicit deeper response by
the participant (Turley, Monro, & King, 2016), and therefore, I connected with the
participants through informal conversation using e-mail focused upon introduction,
familiarization, and orientation to the study and interview protocol to better understand
their backgrounds and thoughts regarding the interview. I built upon this connection by
providing the study's consent form and interview protocol in advance for the participant's
review and opportunity to form questions for clarification, if needed.

I anticipated the compiled data analysis product from participant interviews would
contribute a condensed dataset that would bring to light success factors in cybersecurity

strategy and themes traversing the existing literature through data triangulation.



48
Research Method and Design

In this section I present a description of the research method and design, and the
justification for its use in the context of researching the applied IT problem statement. I
also give details on the chosen research method, affiliated design, other methods and
designs that were considered to amplify the discussion in Section 1.

Method

I chose a qualitative approach using a mutliple-case study design to explore
cybersecurity strategies used by IT and compliance professionals to mitigate cyber threats
in critical infrastructure. Mitigation approaches to cybersecurity challenges in critical
infrastructure continue to concentrate upon internal cyber vulnerability instead of a
holistic, interconnected, strategic view of an organization's resources and assets (Horne,
Maynard, & Ahmad, 2017). Hussein (2015) described research methodologies as
qualitative, quantitative, and mixed-methods going on to define mixed-methods in his
research as the use of qualitative and quantitative methods to study the same
phenomenon.

The qualitative approach is known for its strength in analysis of complex
phenomena (Fagerholm, Kuhrmann, & Miinch, 2017), which was used in this study as a
purposive exploration of cybersecurity strategy in critical infrastructure to discover
relevant themes. The qualitative method enabled attribution to cybersecurity strategy in
critical infrastructure. The exploration and analysis of the collected data such as
participant interviews result in robust data triangulation for associations found in the case

context (Castillo-Montoya, 2016). Qualitative methods have the advantage of performing
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concurrent data analysis and data collection, supporting the use of various approaches to
include member checking and data triangulation (Ranney et al., 2015). I chose a
qualitative approach for its strengths in collecting and analyzing numerical and non-
numerical data in seeking a thorough exploration of the phenomena to discover and
analyze relevant themes, and seek answers to the research question(s).

I considered the application of quantitative methods in this study. Quantitative
research characterizes data with descriptive variables and measurements taken to create
focused numeric data to explain dependency and interaction relevant to the phenomena
(McCusker & Gunaydin, 2015). Mathematical models are created to help explain what is
observed in the data (McCusker & Gunaydin, 2015). Quantitative methods are therefore
typically chosen to represent numerical data in addressing a research question to provide
answers in the form of how many or how much, testing of a hypothesis, or producing a
statistical explanation of an action or condition (Molina-Azorin, 2016; Twining et al.,
2017). To further emphasize, quantitative methods are suited to explore a problem in
depth, to easily develop a hypothesis, to study a complex problem, or to explore a
problem to gaining awareness and understanding of an activity (McCusker & Gunaydin,
2015; Molina-Azorin, 2016). Zainal (2017) stated that a weakness of quantitative
methods is the limitation in exploring social and behavioral problems through a user's
lens. A quantitative method was not appropriate for my study because it would not
provide a holistic, in-depth, exploration of the case used to study the stated problem.

I considered options in using a mixed-method approach. Qualitative research

views numeric or non-numeric data analytically in the same context, which is in the
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pursuit of answers to one or more research question (Twining et al., 2017). The mixing
of numeric and non-numeric data does not define a mixed-method research approach; the
researcher's purpose for the respective data is the driving force in leveraging pieces, or in
whole, one or more qualitative or quantitative methodologies to meet the research needs
(McCusker & Gunaydin, 2015; Molina-Azorin, 2016; Twining et al., 2017). Applying
qualitative and quantitative methods in the same research study presents a
complementary approach using the strengths of both such as triangulation while
introducing the weaknesses and issues (Twining et al., 2017). I decided that a mixed
method approach did not meet the research needs of my study due to the demand on
available resources and the identification of variables required to explore the
phenomenon.
Research Design

I chose a multiple case study design to conduct my research. Zainal (2017)
described the strength of a case study as the ability to explore and understand complex
problems through contextual analysis; the case may be bounded to represent a geographic
area or population sample, which may be focused in size and scope from small to large.
In a case study, the target of the in-depth study is the phenomena and not the subject that
comprises the datasets (Zainal, 2017). This study includes the exploration of
cybersecurity strategies in critical infrastructure through the relevant literature and
conducting interviews to obtain a current awareness and understanding of real-world
experiences and challenges. Twining et al. (2017) highlighted the advantage of using a

case study as the flexibility in collecting the needed volume and variety of data to ensure
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in-depth analysis and to enable data triangulation. The interviews are focused upon
gathering current knowledge and understanding of the participant's experiences, and
therefore, the purposive semi-structured approach leverages questions to support how or
why details of a phenomena in the context of cybersecurity strategy in critical
infrastructure (Twining et al., 2017; Zainal, 2017). A multiple case study design is
appropriate for my study to provide a method to collect data from different organizations
using current and relevant literature and interviews for an in-depth analysis and
exploration of the problem in a past and present frame of reference.

Three types of case study designs were considered for this study. Pearson, Albon,
and Hubball (2015) identified and described the three case study designs based upon the
study purpose, which are exploratory, explanatory, and descriptive. An exploratory case
study can facilitate a deep dive into the subject phenomena to help answer the research
question, and inform subsequent research (Melewar, Foroudi, Dinnie, & Nguyen, 2017).
The explanatory case study can be used to identify and characterize interactions and
relationships between the case factors (Pearson et al., 2015). A descriptive case study
facilitates an in-depth contextual description of the case phenomena (Kaba, Baumann,
Kolotylo, & Akhtar-Danesh, 2017). Gentles, Charles, Ploeg, and McKibbon (2015)
recommended the use of single case study under the condition that between four and 15
cases were intended for study. Harrell (2017) and Weishéupl et al. (2018) referenced the
approach to cases as single and multiple loop learning events, choosing single loop
learning for a timely response to attack incidents. A multiple case study is comprised of

several independently defined cases and the results from each are compared to one
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another to derive a comparative analysis result to help draw conclusions (Gentles et al.,
2017). A multiple case study design helps to define and understand the phenomena in a
real-world environment using document analysis and interviews for an increased
awareness and understanding of the stated problem to address the research question in a
bounded context (Gentles et al., 2015). The use of a single case study did not support the
purpose of my study, so I chose a multiple case study to gain an in-depth description and
understanding of cybersecurity strategies in critical infrastructure.

The alternate qualitative approaches that were considered, but not chosen,
included phenomenology and narrative. A phenomenology approach explores the
meaning of an individual's experience by analyzing the results of an interview using
open-ended questions (Petocz & Newbery, 2016). The analysis of the phenomenology
result set produces a description of the experience using the story obtained from the
interview as a reference baseline with an overarching goal to determine the meaning or
basis of the individual's experience (Bowden & Galindo-Gonzalez, 2015). A qualitative
researcher following a phenomenology design would represent the participant's point of
view of the phenomena as an experience and how the experiences may have contrasted
(Lewis, 2015). I did not choose to use a phenomenology approach because my study is
not focused upon the meaning of individual perspectives regarding the phenomena.

Narrative research is used to approach the problem through the description or
explanation of past experiences using a story to describe the information (Hege et al.,
2018). Lewis (2015) noted that narratives help in describing a lived experience as

informally represented by the individual. Narrative has been identified as a key enabler
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for an individual to reflect upon a life experience (Esposito & Freda, 2016). My study is
focused upon obtaining data through interviewing participants to collect their experiences
relevant to cybersecurity in critical infrastructure. A narrative approach focuses upon an
individual's life story and would not provide the required data to address the study's
research question. The narrative approach was not chosen because my study is an
exploration of cybersecurity strategy in critical infrastructure and not reflecting upon the
life stories of the respective individuals.

Data saturation is a crucial part of this research. Gentles et al., (2015) described
data saturation as the point in research where data becomes redundant because further
data collection does not yield new information, and indicates the point of ending
collection. According to Fusch and Ness (2015) a standardized approach to achieve data
saturation has not been established, and therefore, identified criteria for indicating data
saturation which are no new information, themes, or coding. These criteria are achieved
through in-depth data collection represented by the quality and veracity instead of the
strict measurement by volume of data collected (Fusch & Ness, 2015). To achieve data
saturation, I conducted interviews of a diverse, purposive, sampling of the target
population comprised of IT and compliance professionals. Using an interview approach
to ensure the interviews were not limited to scientists and engineers is necessary to
prevent highly technical data overshadowing the problem (Fusch & Ness, 2015; Hennink,
Kaiser, & Marconi, 2017). As the researcher and data collection instrument, I strived to
ensure the participants drive the research context. Fusch and Ness (2015) highlighted the

association between data triangulation and saturation. I used the research data sources to
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triangulate the results to help identify and fill information gaps, which supported data
saturation.
Population and Sampling

The population for this study is IT and compliance professionals within industrial
organizations operating or supporting critical infrastructure within the U.S. Pacific
Northwest. I contacted the chosen organizations to get a decision on whether each would
participate. Researchers need to understand the study's target population and describe it
in sufficient detail (Asiamah, Mensah, & Oteng-Abayie, 2017). The study population
was IT and compliance professionals within the organizations who are part of the study.
Rahi (2017) stated that qualitative study is the pursuit of in-depth understanding of a
phenomenon with the assumption that a single individual can represent a population. I
used eligibility criteria to guide the selection of interview participants for this study by
first identifying candidates within the participating organizations. Sarstedt, Bengart,
Shaltoni, and Lehmann (2017) emphasized the need for well-defined protocols in a case
study design approach. I collected and analyzed data using a homogeneous purposive
sample. Following the participant eligibility criteria outlined in the interview protocol
(Appendix A), the interview participants selected for this study were IT and compliance
professionals with knowledge of cybersecurity strategy.

There are many techniques that comprise probability and non-probability
sampling methods with three non-probability techniques having greater popularity, which
are purposive/judgmental, quota, and convenience sampling (Sarstedt et al., 2017).

Researchers have been plagued with sampling size issues and understanding the
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population assists in determining the necessary sampling to support the study (Rahi,
2017). Clearly describing the study population remains a subtle flaw in qualitative
research with an implication toward reader confusion and misinterpretation of the study
population (Asiamah, Mensah, & Oteng-Abayie, 2017). Purposive sampling allows the
researcher to focus upon the practitioners directly engaged in the topic, or area, of study;
hence, the selection of participants is not random with a focus on answering the research
question (Sarstedt et al., 2017). The population for the study embodies IT and
compliance professionals with knowledge of cybersecurity strategy in critical
infrastructure. Homogeneous sampling is used against a candidate population that shares
related traits to include, but not limited to, skill community, work role, and job position
(Sarstedt et al., 2017). The adoption of advanced IT, to include data storage and
networking, has continued to increase within private, public, and government
organizations prompting a closer look at IT and compliance staffing levels (Williams,
Asi, Raffenaud, Bagwell, & Zeini, 2016). IT and compliance staffing levels often fall
short in keeping pace with the rate of IT transformation such as with the introduction of
the Health Information Technology of Economic and Clinical Health Act in 2009 by
President Barack Obama (Singh & Hess, 2017; Williams et al., 2016). Two case
organizations were identified within the U.S. Pacific Northwest and I anticipated there
were four eligible IT and compliance professionals. I chose to use homogeneous
purposive sampling to select interview candidates for this study.

I offered each participant a choice of virtual or physical interview preferences

based upon their geographic location. Holland et al. (2016) emphasized the importance
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in obtaining participant preferences regarding the interview settings, which may include
holding a small group (researcher plus a neutral participant) and choice of using email,
audio only, or video chat to conduct the interview. When discussing preferences it is
helpful to provide options for the participant (Ali & Johnson, 2017). Therefore, I
coordinated in advance with each participant to ensure the interview environment,
whether virtual or physical, met the participant's expectations and needs. I provided
options for conducting the interview that addressed the participant's feedback. There are
many preference options that could be identified by an interview participant to include
the type of language, and therefore, it is important for the researcher to clearly frame the
inquiry to the participant regarding preferences (Kung et al., 2016). I articulated my
inquiry regarding preferences by identifying the conditions of the interview that I can
control to help make it a comfortable and pleasant experience.

To help mitigate bias and support data saturation, I incorporated member
checking and data triangulation. According to Morse (2015) and Harvey (2015), the use
of member checking is a technique to obtain additional information and support to data
saturation by offering each participant the opportunity to verify the researcher's
interpretation of the collected data during the interview. In addition to member checking,
I performed data triangulation using multiple sources of data such as the participant
interviews and organizational documents to help achieve data saturation. Young et al.
(2018) described the use of member checking as a valuable tool to increase researcher
awareness and understanding of the participant's point of view, pursuit of data saturation,

and to strengthen the researcher's rapport with the respective skill community associated
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to the study. I conducted telephonic member checking interview(s) with each participant
to allow for review and validation of my data analysis.
Ethical Research

Conducting interviews highlights the need to ensure ethical research practices.
Lloyd and Hopkins (2015) identified the recruitment of, and access to, candidate
participants in a research study as crucial elements for consideration in conducting ethical
research. Qualitative research methods bring a different perspective to study where
quantitative research may have previously dominated, for instance, the disembodied
approach in quantification of information deemed sensitive by the participant (Lloyd &
Hopkins, 2015). My research incorporated semi-structured interviews to collect
qualitative data using open-ended questions seeking the knowledge and experience of
participants who have volunteered their participation. As the researcher, I am responsible
for data collection, serving as the collection instrument, and the steward for determining
the application of research tradecraft to my study using the design and approach to
research the stated problem. I collected and analyzed the relevant data like the interview
log and transcripts, and organizational documents to create the study summary that
documented corresponding themes.

Information does not exist in isolation and I sought to achieve a level of adequate
participant transparency by ensuring informed consent. Elements that represent informed
consent may vary by situation, and culture; however, there are common elements like
authorization, process familiarization, and a clear description of choices as in being a

volunteer with the right to withdraw at any time (Grady, 2015). To ensure
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comprehensive communication with the participants, I provided each participant with an
informed consent form, description of the study, and detailed information. The
participants should be informed regarding how the data is protected, how the results are
shared, and the general interview process (Grady, 2015). I provided a pre-interview
orientation comprised of a review of the interview protocol, which oriented and
familiarized the participant with the interview process to include options for withdrawal
or pausing at any time. Each participant was provided a consent form, which articulated
the right to withdraw at anytime during the study. If the participant decided to withdraw,
all associated data for that participant was destroyed and the participant notified by email.

I informed the participants of the problem statement and purpose of the study to
instill a sense of association and investment. No compensation was given as an incentive
for participation. The relevance and inclusion in such a study served as the incentive to
participate. Participating in research that is directly or indirectly linked to a person's
professional and/or personal goals is a strong motivator (Lloyd & Hopkins, 2015). The
knowledge and experience the participant gained from participating in this study is
presented as the principal incentive, appealing to the chosen participant's sense of
engagement and contribution to the IT skill community at large.

Participant's rights to privacy and confidentiality will be ensured by securing
digital data using password protection and the use of physical security procedures to store
hard copy documentation in a locked file cabinet (Saunders, Kitzinger, & Kitzinger,
2015). I explained how information security was used to protect participant information

like password protecting each file and storing all hard copy material in a locked cabinet.
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I explained how the audio was recorded during the interviews (if they approved to be
recorded) and that no wireless or other communications technology was used to store
and/or transmit data during the interview. In addition, I provided the participants an
explanation of how a numeric label was used to protect their identity in place of their real
name. The data was secured and is retained for five years. Prior to contacting candidate
participants, and collecting data, I obtained approval from Walden's Institutional Review
Board (IRB). The approval number issued by the IRB is 03-18-19-0630791.
Data Collection

This section identifies the data collection instrument, technique, and the
organization of the collected data into information for data analysis.
Instruments

As the researcher, I am the principal data collection instrument in this study. The
researcher is engaged in every facet of the study from design and implementation to its
conclusion (Barnham, 2015). A semi-structured interview is often used for flexibility in
identifying themes and to obtain an in-depth awareness and understanding of the study
topic (Yeoh & Popovic, 2016). Morse (2015) described the application of reliability and
validity to make the research rigorous. I used a semi-structured interview as the primary
data collection instrument in my study. Data collection was comprised of sources to
include semi-structured interviews and organizational documents using data collection
instruments that include an interview protocol, interview guide, research notes, and the

analysis results to help achieve reliability and validity.
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By creating and following an interview protocol, I ensured a standard approach to
the semi-structured interviews. An interview protocol should provide the necessary rules
and procedures to govern the use of an interview (Castillo-Montoya, 2016). Establishing
processes and procedures that are reproducible and flexible give power to supporting
programs, for instance, like compliance and training to help mitigate insider threats
(Mangelsdorf, 2017). Cyber threats have grown to keep pace with, or in advance of,
modernization efforts toward the integration of information and communication
integration with legacy technology, necessitating compliant protocols to govern processes
and procedures to satisfy industrial uses (DiMase, Collier, Heffner, & Linkov, 2015). 1
used the same questions for each participant, researcher observation, and performed
member checking as outlined in the interview protocol (Appendix A). Steps to codify the
data to guarantee confidentiality of the participants was enforced by stepping through the
interview process with the participant prior to the formal start. I ensured confidentiality
of the participant's identity by removing all personally identifiable information from the
research material. I used numeric labels for each participant to associate the respective
participant with their data throughout the study. I evaluated and minimized all research
data to maintain confidentiality by purging personal information when no longer needed
for the study. I secured electronic data by encrypting and hard copy information was
physically secured in a locked container along with the electronic storage device(s).

An interview guide should be created to help focus the interview process, which
would contain at a minimum the interview script and open-ended questions for the

interview process (Petocz & Newbery, 2016). I used an interview protocol (Appendix A)
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as a working aid to conduct and guide the interview process, which included the
interview script, questions, and participant criteria. Guest, Namey, Taylor, Eley, and
McKenna (2017) referenced the use of an interview guide in each interview setting to
create a standard practice for application in each interview. An interview provides the
method to help reveal and capture individual experiences related to the research
phenomena (Sorsa, Kiikkala, & Astedt-Kurki, 2015). The interview protocol consists of
the open-ended questions used for each interview along with associated secondary
questions, as appropriate, to facilitate an interaction with the participants.

I used member checking in this study. Harvey (2015) described member
checking as the process of presenting the results produced from the interview to each
participant for their review and feedback, using that feedback to refine and finalize the
results. The member checking technique is used to establish credibility (Morse, 2015).
The review of the transcribed data and researcher's notes by the participant provides
quality control of the content adding to the study's credibility (Perrotta, 2017). I used
member checking by providing the transcribed data, notes (perceptions and
interpretations), and other general interview findings to each participant during a follow
up face-to-face or telephonic interview. To ensure member checking is value added as a
validation technique and to contribute to data triangulation, I focused upon each
participant's feedback and conducted additional interviews until no new data is collected.
I maintained a member checking section for each interview, which documented any
indicators and thoughts during the interview that held implications to member checking.

In addition, the member checking section of the log contained the feedback from the
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original interview I received from each participant. I provided an interview summary for
each interview conducted for review and feedback. During the follow up interview used
for member checking, I edited the interview summary to reflect the participant's
feedback. I conducted a follow up interview with each participant after coordinating how
the participant would like to proceed, for example, conducting a face-to-face or
telephonic interview. The member checking section of the log contained the notes from
the follow up interview. This approach continued for each participant until the interview
did not produce new data.
Data Collection Technique

Two principal methods of data collection were used in my study, which are
document analysis and interviews. My data collection technique is comprised of
identifying organizational documents relevant to the study topic, review and analyze the
documents, identify and access interview candidates, select participants and obtain
consent, plan the interviews, conduct member-checking, and data triangulation.
Conducting interviews is a data collection technique used in my qualitative research
study. Applying the interview data collection technique to acquire effective data is
crucial, and therefore, the sampling method must support the overall purpose of the study
(Yazan, 2015). Prior to conducting data collection, and approaching interview
candidates, I obtained IRB approval.

The review and analysis of organizational documents help gain a deeper
awareness and understanding of cybersecurity strategy in critical infrastructure (Baxter et

al., 2016). A wide range of documents, spanning credible sources, is necessary to acquire
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a robust dataset consistent with data analysis and triangulation to include participant
interview (Tas, Yetkiner, & Ince, 2017). I collaborated with the respective contacts for
each participant organization to identify and access the relevant documentation such as
policies, operating procedures, working aids, and strategies. I also asked interview
participants for suggestions on documentation and coordinated with the contacts for each
participant organization for access to the documents.

I compiled a list of potential sources of interview candidates (businesses,
individuals) based upon the study's interview eligibility criteria. Identifying and gaining
access to interview candidates is a crucial step to conducting an interview (Peticca-Harris
et al., 2016). Prior to identifying and accessing the potential interview candidates there is
a necessary step of identifying the key stakeholders and establishing a point of contact
(gatekeeper) from among those to help facilitate, negotiate, and champion the interview
process (Peticca-Harris et al., 2016). The gatekeeper is a trusted stakeholder, usually
someone in management or a co-worker or peer, that assists the researcher in
communicating with potential interview candidates, ensuring sustainable access over the
course of the research, and help the researcher navigate associated challenges (Rimando
et al., 2015). Once interview candidates were identified, I contacted the sources using
email or telephone with the goal of identifying a gatekeeper to help facilitate and
orchestrate the identification and access of interview candidates from selection through to
conclusion.

I spoke with each participant to familiarize and orient the participant to the

interview process. I then followed up with each participant by providing physical or
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electronic copies (email is preferred) of the interview documentation to include the
appropriate instructions in the interview protocol (Appendix A). Obtaining informed
consent from the interview participants is often categorized as a simple task by
researchers, while at the same time described as a key requirement and causing stress
(Peticca-Harris et al., 2016). The use of an interview protocol provides a structure, which
is important in mitigating the challenges related to planning for and acquiring informed
consent (Wolf, Clayton, & Lawrenz, 2018). Written informed consent is a standard
approach used to document the elements of consent such as voluntary action and
confidentiality for the participant and researcher in accordance with U.S. federal
regulations (Kim & Miller, 2015). Once a participant has consented to participate, |
reiterated the voluntary nature of the study and the participant can withdraw at any time
resulting in their interview data being destroyed to protect confidentiality.

I used the interview protocol to keep the discussion focused and to stay in the
allotted time of 60-minutes for each interview. Planning is a crucial step in preparing to
conduct interviews which ensures special accommodations and other logistical needs
have been put into place to include date and time of the interview, and location (Brown &
Danaher, 2017). Other key elements covered in interview planning are preparations for
the selected method of recording/documenting the interview and the contact procedure
leading up to the scheduled interview (Vinci, Rijo, de Azevedo Marques, & Alves, 2017).
Preparing for, and conducting, an interview encompasses some advantages and
disadvantages to include schedules, contact method, and creating a comfortable

environment (Brown & Danaher, 2017). A common disadvantage of interviews is the
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potential for researcher bias; however, the creation and application of an interview
protocol provide a great advantage in limiting bias (Kallio et al., 2016) . Each interview
provides the advantage of being a separate collection event of the participant's knowledge
and experience (Young et al., 2018). I collaborated with the stakeholder/gatekeeper and
participant to accommodate early identification of possible logistic challenges such as
scheduling and the choice of location.

I carefully considered the case-by-case conditions for each interview to identify,
coordinate, and plan the logistics of conducting the interviews. Choosing a neutral
interview location with a favorable environment free from distraction is vital to
establishing a setting conducive to data collection (Rimando et al., 2015). There are
many considerations in choosing a viable location with each interview case, which may
present unique factors related to the researcher, participant, and the goal/objective of the
study, for example, the environment impacting data interpretation (Sutton & Austin,
2015). Another environmental example is to ensure the location is free from background
noise to prevent negative implications in recording the interview (Vinci et al., 2017). In
the initial interview coordination, I specifically identified the intent to seek consent to
record the interview session as outlined in the interview protocol (Appendix A). I sought
a separate consent acknowledgement for each participant interview event to ensure
informed consent. Conditions when choosing a place to conduct the interviews included,
but were not limited to, choosing a location, and/or communication technique, free from

distraction, provided confidentiality but was conducive to conducting the interview.
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I used member checking after each participant's interview. Member checking is
also known as participant validation, which is used to explore data collected during the
interview to help ascertain data credibility (Birt, Scott, Cavers, Campbell, & Walter,
2016). Providing the data collected during the interview to the participant post-interview
is a recognized technique to validate the analysis and interpretation in the findings
(Harvey, 2015). Member checking is a valuable source of new data for use in enriching
and refining the finding post-interview (Simpson & Quigley, 2016). I transcribed and
analyzed the interview recording and field notes. A follow up meeting with the
participant was scheduled to present and discuss my preliminary interview findings using
an appropriate contact method with face-to-face (physical or video call) being preferred,
and the use of email if the participant's circumstances required an alternate method. The
member checking process continued until the participant and I concluded the data was
accurately interpreted and represented. These member checking sessions become a part
of the body of knowledge for the study.

Data Organization Techniques

Data organization is crucial to ensuring the collected data and analytic findings
are properly accounted for and represented throughout the research process (Ranney et
al., 2015). Characterizing the data from primary sources, interviews and document
analysis, and secondary sources to include reflective journals is a key factor in data
organization to help process efficiency such as preventing duplication of data, findings,
and tasks (Vaismoradi, Jones, Turunen, & Snelgrove, 2016). Coding and grouping of

data is enabled through data organization, in turn, allowing the researcher to identify and
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describe the themes revealed (Sloan & Bowe, 2015). Maintaining a research log and
reflective journal are two popular approaches to organizing research data, each providing
the researcher an opportunity to reflect back on the research and how the data
organization techniques are progressing while being applied (Peticca-Harris et al., 2016).
Journals and logs capture the researcher's thoughts, insights, and experiences throughout
the study as well as providing a resource to reflect back on concerns identified during
research activities (Orange, 2016). Maintaining a habit of note taking, journals and logs,
in all study activities is a vital resource like following up on an idea or connecting two
otherwise non-related topics revealing a new theme (Vicary, Young, & Hicks, 2016). 1
followed a data organization technique to ensure succinct data organization throughout
the study's lifecycle. I organized the collected data through the use of coding and
grouping of the data from all sources. I created and maintained a log for each participant
to document my thoughts and ideas to help identify follow on questions or points to
clarify. I used a reflective journal to document my activities during the interview process
as an additional source of data for reflection on the process and the interview
experiences.

I created and maintained a file system to ensure each participant and unique topic
area has separate storage. I grouped the research material by section and sub-sections, for
example, section 3 of the study was organized to ensure the themes revealed in the course
of the research are documented and maintained for separation. Each participant was
assigned a non-descriptive label for use in file and folder naming convention to link all

relevant data to the participant, while protecting the participant's identity. I took notes in
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my study to assist in documenting activities that may not appear to be relevant. I used
those notes to help me reflect upon the study activities and to assist in the investigation of
issues and potential research leads. I used an appropriate heading for each entry within
the journal to ensure the notes are organized by participant, activity, and topic. I utilized
qualitative data analysis software to help organize the data by linking the concepts and
topics identified during analysis to the information source like my interview notes and
organizational documents. Electronic data was encrypted and saved on an appropriate
storage device and secured in a locked file cabinet along with any hardcopy material. 1
planned to retain the data for 5-years from the study's publication date and have planned
to wipe the electronic data, and destroy the hardcopy material using the appropriate
methods.
Data Analysis Technique

The qualitative data in this study was collected in textual form, and therefore,
based on the work by Bengtsson (2016) a quantitative method like statistical analysis is
not used to give meaning to the data. Textual data is raw and must be transformed into
information and data analysis provides the technique to identify and explore the
information to reveal patterns that are interpreted and documented as themes (Hussein,
2015). Thematic analysis presents a technique to explore, filter, and synthesize
qualitative data in the form of descriptive themes (Chowdhury, 2015). Using a coding
process can help organize information to form themes and readily provide the source
reference for the information that led to the formation of each theme (Sutton & Austin,

2015). My data analysis approach was used to identify patterns in the raw data collected
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through semi-structured interviews and organization documents. The patterns represent
essential elements of information to help identify and describe themes related to
cybersecurity in critical infrastructure to help answer the research question.

Fusch and Ness (2015) described triangulation as the exploration of a
phenomenon from different viewpoints and at varying depths, and provided a summary
of four types of triangulation; (1) data triangulation is applied to people, time, and space,
(2) investigator triangulation is applied to multiple result sets from multiple researchers in
a study, (3) theory triangulation is applied to multiple theoretical strategies, and (4)
methodological triangulation is applied to data collected by two or more collection
methods. Hussein (2015) added a fifth type of triangulation, which is analysis
triangulation describing it as a validation technique when qualitative and quantitative data
are collected. Triangulation is used to further refine the information created through data
analysis with the goal of a greater awareness and understanding of the phenomenon to
reveal themes (Chowdhury, 2015). I chose the within-method of triangulation to explore
and analyze data collected from semi-structured interviews and organizational
documents.

Methodological triangulation requires two or more data sources, and results in a
more in-depth exploration and understanding of a phenomenon when the phenomenon is
viewed through at least two perspectives (Joslin & Miiller, 2016). Within-method of
triangulation is used to enrich the data providing an approach to mitigating bias,
strengthen the reliability of the results, and enhance data saturation (Fusch, Fusch, &

Ness, 2018). In my study, the two main perspectives were semi-structured interviews and
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organizational documents used as data collection sources and the application of a data
analysis process that included coding to reveal key themes.

To ensure robust and dynamic coding, I first reviewed the data to gain the
necessary level of familiarization and generate codes to reflect the research question, and
group the codes by topic to guide and promote data organization. I used field notes to
document ideas and concepts during data analysis to include the coding process and also
applied coding against the field notes as a complimentary data source. The coding was
applied against the collected data as often as necessary to explore and identify patterns
and associations in the data. Qualitative data analysis software was used to facilitate data
coding and organization.

I chose to use the Atlas.ti qualitative data analysis (QDA) software in my study to
support data analysis and reporting the findings. QDA provides the researcher a method
to achieve a greater breadth and depth of awareness and understanding of the data
resulting in rich and descriptive findings (Chowdhury, 2015). There are several popular
QDA software products to include nVivo, HyberResearch, N6, MAXqda, Atlas.ti, and
Qualrus. A popular choice of QDA software is Atlas.ti with its robust functionality like
coding options including open or Vivo, code-recode, merging strategies, categorization,
and cross-checking (Paulus, Woods, Atkins, & Macklin, 2017). According to Harrell
(2017), QDA software Atlas.ti is used to code, categorize, store, and analyze the research
data to support the identification of patterns and associations in the data. Paulus et al.
(2017) stated the use of Atlas.ti codes and memo functions enriched and enhanced the

study findings through the addition of researcher interpretation and reflection. My
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research data was filtered into phrases and sentences to help form codes that described
the data. I used Atlas.ti QDA software to perform thematic analysis with keyword
queries to group the data into categories based upon the coding to identify patterns in the
data. I applied data analysis to identify patterns in the data associated with the research
question relevant to strategic factors for successful cybersecurity in critical infrastructure
to support the formation of themes. The data included relevant sources such as semi-
structured interviews, field notes, and organizational documents. New data revealed
during data analysis was added to the study, as appropriate.
Reliability and Validity

Credibility, transferability, dependability and confirmability are the criteria
described in qualitative literature to evaluate the reliability and validity of research
implementation, evaluation, and value (Morse, 2015). Reliability is the evaluation of
whether a study's processes and findings are reproducible (Leung, 2015). For data
dependability and confirmability, I used auditing and adherence to the interview protocol
(Appendix A). Dependability was supported by thorough documentation of procedures
like field notes, coding, and change logs. Confirmability comes into play by
acknowledging and describing research biases and assumptions, which were declared in
the research process. I used member checking and triangulation to ensure corroboration
of the findings. I documented the protocols to enable auditing, for example, the use of an
interview protocol that included guidance for member checking. Validity is focused
upon the credibility of the study's findings by evaluating the appropriateness of the tools,

techniques, and methodology (Palinkas et al., 2015). Credibility and transferability are
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supported through data analysis, member checking, triangulation, and the detailed
tradecraft documentation in the use of tools, techniques, and methodologies (Morse,
2015). I provided sufficient details for processes and procedures used in my study.
Dependability

Establishing the trustworthiness, or rigor, of the research includes the criteria of
dependability, which is to ensure the findings can be repeated (Amankwaa, 2016).
Amankwaa (2016) identified the technique of using inquiry audits performed by one or
more researchers not engaged in the target research to assess the research process and
deliverable to determine if the study findings are supported by the data. Bengtsson
(2016) suggested that each procedure used in the study be defined in enough detail to
ensure transparency and repeatability. The collected data, and analytic findings, must
prove resilient under changing relationships like time and circumstances (Mandal, 2018).
Mandal (2018) referred to facilitating an audit through the adequate documentation and
description of processes to include data collection and data analysis. To ensure the
dependability of my study, I described the study design and methods, documented the
relevant processes and procedures, ensured the study participants were comprised of IT
and compliance professionals based upon the study's eligibility criteria, and leveraged my
study committee overseeing the research design to ensure adherence to the doctoral study
governance and guidelines. Following the above steps, I provided the necessary level of

detail for my research to be repeated.
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Credibility

Credibility is a type of validity, for example, when the participants provide
feedback on the accuracy of the findings in relation to the study's context (Allred,
Maxwell, & Skrla, 2017). Credibility is a key factor to achieve validity and the use of
triangulation provides the researcher an approach to address bias while enriching the data
(Fusch & Ness, 2015). The use of triangulation is a method that may increase credibility
by gaining a broader and deeper understanding of the phenomenon, as well as identifying
convergence of themes across multiple data sources (Hussein, 2015). I used member
checking and triangulation of multiple sources of data such as researcher notes,
organizational documents and semi-structured interviews to strengthen the study's
credibility. Triangulation is key to achieving data saturation through the correlation of
data collected from multiple sources. I used the same set of questions for each
participant's interview to identify common themes and I conducted member checking
with each participant until no new data emerges.

Transferability

Allred et al. (2017) described transferability as the general comparison of research
findings to similar studies to determine possible commonality. In qualitative research, to
avoid the generalization of the findings, the concept of transferability is left to the reader
and future researcher (Fusch, Fusch, and Ness, 2018). The researcher should provide an
accurate description of the research methods used in the study to support the concept of
transferability and to provide the reader the necessary information to make an informed

decision (Sidhu, Jones, & Stevenson, 2017). I provided succinct details of the research
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methods and the findings. I provided research design and process descriptions that
provide informed awareness and understanding to help determine the transferability of
my study. For example, the use of triangulation and member checking to support data
saturation and by providing descriptions of processes that were used to include data
collection, data analysis, and the use of an interview protocol for the semi-structured
interviews.
Confirmability

Confirmability is measured by the extent the study findings represent the
participant's input and feedback to the study (Amankwaa, 2016). Assessing qualitative
research is crucial and ensuring objectivity is reflected in whether the research could be
pursued by another researcher with equal or similar results, which in turn supports
trustworthiness and rigour (El Hussein, Jakubec, & Osuji, 2015). The researcher should
reveal any influences such as a particular bias to support the concept of confirmability
(Brown, Elliott, Leatherdale, & Robertson-Wilson , 2015). I revealed influences such as
biases that may hold implications to the research findings. I documented my research to
an adequate level of detail to allow another researcher to pursue. Peticca-Harris et al.
(2016) emphasized the use of a research log and reflective journal to facilitate data
organization and to allow the researcher an opportunity to identify patterns and themes in
the data. I memorialized the research information through the use of note taking and a

journal.
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Transition and Summary

In this section, I presented the tools, techniques, and methodologies planned for
use in my study. I chose to use a qualitative multiple case study to accomplish the stated
research purpose. The section outlined details on the role of the researcher, participants,
research method and design, population and sampling, ethical research, data collection
instruments and technique, data organization technique, data analysis, reliability and
validity. The next section includes the presentation of findings, implication to
professional practice, and implication for social change, recommendations for action and

further research, and my reflections.
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Section 3: Application to Professional Practice and Implications for Change

This section of the study contains an overview and a presentation of the findings,
which describe the main themes resulting from the data analysis. In addition, this section
includes applications to professional practice, implications for social change,
recommendations for action and further study, reflections, and the summary and study
conclusions.

Overview of Study

The purpose of this qualitative multiple case study was to explore cybersecurity
strategies used by IT managers and compliance officers to mitigate cyber threats to
critical infrastructure. I collected the research data from semistructured interviews,
publically available case organization documents, field notes, and reflective journal. I
collected 25 publically available documents for analysis and conducted the
semistructured interviews with two IT and three compliance participants across four case
organizations located in the Pacific Northwest region of the United States.

Four major themes were revealed as a result of this qualitative case study: (a) a
robust workforce training program is crucial, (b) make infrastructure resiliency a priority,
(c) importance of security awareness, and (d) importance of organizational leadership
support and investment. The major themes are consistent with the trends revealed in the
literature review and the results from the study support my use of the RAT as the
conceptual framework. The four major themes are described and explored in the next

section.
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Presentation of the Findings

The study's RQ was: What IT cybersecurity strategies are used by IT managers
and compliance officers to mitigate cyber threats to critical infrastructure? This section
includes a description and exploration of each of the four major themes revealed from
this study. I used the within-method for data triangulation to explore and analyze data
collected from semistructured interviews and organizational documents related to
cybersecurity in the case organizations. The participant transcripts and relevant
documents were entered into the Atlas.ti analysis tool resulting in the identification of the
four major themes. According to Harrell (2017) and Paulus et al. (2017), qualitative data
analysis software like Atlas.ti is used to support the identification of patterns, or themes,
and associations in the data, and the software's functionality helps to enrich and enhance
the study findings through the addition of researcher interpretation and reflection. The
four major themes revealed during the data analysis are linked back to the study's
conceptual framework and literature review.

The study participants were I'T managers and compliance officers with experience
in implementing or managing cybersecurity programs to mitigate cyber threats to critical
infrastructure. Each participant had over 10 years of experience as an IT or compliance
professional. There were four case organizations representing the critical infrastructure
sectors of transportation, healthcare, oil and gas exploration and production, and electric
services. The five participants were all experienced in planning and implementation of
cybersecurity and compliance programs for organizational strategies in critical

infrastructure.
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The within-method of triangulation was achieved with two main perspectives of
semistructured interviews and organizational documents used as data collection sources
and the application of a data analysis process that included coding to reveal key themes.
Documents collected included published meeting minutes, guidance, process, procedure,
and policies pertaining to organizational functions and support of the respective strategic
goals. The first three documents focused on establishing a partnership through
information sharing and preparation of organizations in the Pacific Northwest operating
in the area of critical infrastructure. Common goals included a collaborative alliance and
an understanding of relevant response frameworks to ensure standardization of an
informed decision making process and experienced workforce through real-world virtual
exercises and training scenarios. The next set of 11 documents focused upon information
protection and security with emphasis placed on release of data to external entities,
protection of personal data, guidance for compliance with applicable legislature, physical
security considerations, and electronic communications. These documents established a
core cybersecurity guidance with flexibility to adapt based upon local circumstances
without compromising the programs key criteria. For example, workforce cybersecurity
training was comprised of specific modules to ensure standardization of the training
effect, but it allowed for local leadership to add modules for unique requirements. A
single document was received from a case organization that outlined the layered defense
of their production environments. This document articulated the concept and
implementation in production that spanned three principal service domains. The

document also represented where and how cybersecurity, and IT overall, were
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incorporated in the organization's strategic plan. Emphasis was placed throughout the
document on roles and responsibilities including the need for robust training to establish
and sustain the required results. The next batch of seven documents included regional
and organizational level guidance for cybersecurity in critical infrastructure along with
two annual organizational annual reports and a 2019 worldwide U.S. intelligence threat
assessment used to ground the other documentation for risk perception and context. This
cache of documents highlighted the focus on cybersecurity amid the increase in
sophisticated cyber threats from nation-state actors and other miscellaneous groups.
Emphasis was placed upon standardized cybersecurity guidelines that were reinforced
and practices on a regular basis to ensure holistic cross-security program synchronization
like cybersecurity and physical security. Cybersecurity guidelines for neighboring states
and territories were included to represent a comprehensive approach to collaboration in
the region such as overlapping training exercises. The final set of three documents
condified a broad overlap in cooperation for cybersecurity in critical infrastructure among
respective service providers. A purposeful sharing of lessons learned, guidelines, and
threat knowledge enabled a higher level of threat awareness, which in today's
cybersecurity threat landscape is critical to preventing strategic surprise.

Each of the four major themes identified from analysis of the collected data are
described and explored in the following sections and are connected back to the

conceptual framework and literature.
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Theme 1: A Robust Workforce Training Program is Crucial

The first theme resulting from the data analysis phase was the need for a robust
workforce training program. All participant interviews and most of the 25 documents
collected revealed the training program as a crucial strategic factor in the success of the
respective cybersecurity and compliance programs. All five participants mentioned the
challenges introduced by what they described as the typical cybersecurity training
program, which use a slide presentation as a "snapshot in time." That approach often
resulted in stagnant content that did not provide the needed training effect to achieve the
required knowledge, apply that knowledge, and sustain the practical skills in the
workforce.

Analysis of the participant input and the case documentation identified a common
definition of cybersecurity in critical infrastructure, which is the protection of key IT
resources that, if compromised, may result in the degradation or loss of services such as
oil and gas distribution, healthcare, and electric and water utilities. All of the
participants, supported by the respective case documentation, emphasized the need for
the workforce to be adequately trained to perform the day-to-day functions to deliver
reliable services. According to He and Zhang (2019), a successful cybersecurity training
program should be adaptive and interactive such as incorporating on-the-job training.
Nine key best practices for a successful training program were identified by He and
Zhang (2019), which included accountability, fun, hands-on, interactivity, just-in-time

training, personalization, reinforcement, relevancy, and reward.



Four common factors related to training were identified in the participant
interviews and documentation. Information contained in Table 3 represents the
distribution of the four factors in the participant interviews and study documents. The
data in Table 3 represents the number of participant interviews and/or documentation
where one or more of the factors were identified; the numbers do not represent a total
count of how many times a specific term was used in the data sources.

Table 3

Distribution of Theme [

81

Data Relevant & Hands-on Communicate Effective
sources flexible

Participants 5 5 5 5
Documentation 16 12 10 15

The participants were consistent in their messaging that purposeful updates
through robust training is crucial to the cybersecurity program as a key element in the
organizational strategy to remain relevant in staying out in front of the advancements in
technologies, including the associated cybersecurity tradecraft in critical infrastructure.
The convergence of legacy technologies with modern IT capabilities, according to
Participant #1, has "revealed unforeseen cybersecurity threats in critical infrastructure
that span software, hardware, and network resources." This supports Shoemaker,
Davidson, and Conklin (2017) who found that the cyber threat landscape is an enduring
challenge for the IT profession. Participants #2 and #3 reported that workforce

compliance with cybersecurity policy has improved with a decrease in cybersecurity
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incidents across their organizations. Viewing employee performance as a return on
investment for the training program has revealed an association with the quality of the
training program and the necessary level of awareness and understanding (LoSonczi et al.,
2016). Participant #4 highlighted the importance of an organization's investment in
training to help increase workforce performance and overall organizational compliance.
Compliance and training programs have become crucial strategic factors to the success of
an organization's cybersecurity strategy (Adams & Makramalla, 2015; Pham et al., 2017).
Participant #3 emphasized the need for training that advances with the threat to ensure
proactive workforce skill readiness and the ability to quickly adapt. Adopting a broad set
of general cybersecurity best practices was found by Shackelford et al. (2017) not to be
the single answer in today's cyber threat landscape, which remains fluid and continues to
evolve. Participant #4 and #5 identified a robust workforce training program as a
necessary investment to best prepare for encountering threat tradecraft comprising
advanced tools, techniques, and methodologies. The training program must adapt to the
threat landscape by preparing the workforce with the knowledge and experience needed
to incorporate risk perception and instill a culture of compliance such as self-reported
behavior (Li et al., 2019).

Relevant and flexible. All participants mentioned the importance of relevance
and flexibility in a training program. Relevance and flexibility was highlighted by the
participants as key factors for a program to quickly tailor its training effect to satisfy on-
demand and custom training requirements, as well as adapt to individual needs and fluid

challenges. Participants spoke of the need for a flexible training model to quickly adapt
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to the training needs to include knowledge of cybersecurity principals that are reinforced
through hands-on learning. Flexible training models were supported by Li et al. (2019)
who found that cyber attacks have evolved in their sophistication, which has increased
cybersecurity risk requiring the same advances in workforce skills and awareness just to
keep pace. When asked "What have you found to be most effective in cybersecurity,
compliance, or training strategies?" participant #1 stated, "Training, training, training".
Participant #1 went on to identify the cybersecurity training program as a key element in
the organization's strategy to establish and sustain an employee's awareness and
understanding of how their actions may have consequences. Participants #2 and #4
codified this theme with emphasis placed upon a high probability of experiencing second
and third order of effects following the initial consequences, even if the cybersecurity
incident appeared minor. Participants #1, #2, and #4 revealed the employee often
believed their action would have been different if they were better informed. Educating
the workforce in the organization's cybersecurity policy was supported by He and Zhang
(2019) who found that positive changes in workforce behavior to support and comply
with cybersecurity policy. Each of these participants highlighted the need for employees
to gain relevant knowledge and understanding of how their actions may contribute to, or
enable, malicious action. Participant #2 identified the strategic importance of
cybersecurity training in making informed decisions and the organization's ability to
sustain critical infrastructure through, "The employee's awareness and understanding of
how to apply the respective IT technical knowledge to their day-to-day functions". The

importance of a robust cybersecurity training program was represented by Participant #4
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as the increase in sophisticated malicious software capabilities and social engineering
efforts direted against the technology and human factors that comprise critical
infrastructure operations. Participant #4 identified a deliberate approach that enables the
organization's ability to implement a robust cybersecurity training program, "We hire
people that are passionate about IT and bring a diverse set of experience (e.g. young
college kids who wear t-shirts with their favorite video games to retirees from
government agencies). Our workforce keeps us on our toes."

Participants described personal experiences with their respective cybersecurity
training programs. Participant #3 emphasized the need for organizational leadership
support to provide the necessary level of investment in cybersecurity training resources
and to achieve the necessary level of organizational accountability. The level of
commitment by the organization's leadership was found by Paliszkiewicz (2019) to be a
key factor in an employee's attitude and behavior toward cybersecurity compliance.
Implementation was identified as a crucial element that must benefit from fluid planning
and preparation. Participant #3 went on to state, "A lesson learned is in implementation,
which resulted in providing regional leadership teams with the flexibility to tailor local
[training to include cybersecurity] programs in the guidance of the organizational
strategy." Maintaining relevancy in the training while personalizing it to cover an
employee's preferred learning style was emphasized throughout the data. Participant #5
said, " Most cybersecurity tools are reliant on what is known, such as signatures or
definitions used in end-point solutions and firewall intrusion detection systems." The

knowledge of a particular technique or method combined with the use of relevant tools is
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only a piece to the puzzle. This point was reported by participant #5 as, "User training is
one of the most important tools at a company’s disposal. The user must be able to
identify and report, and they only do this with good training programs." A relevant and
flexible training program is the employee's resource to gain the necessary level of
awareness and understanding to prosecute their daily functions in the context of
cybersecurity implications, and in a broader context the organization's ability to sustain a
compliant business model and operational environment.

These factors are supported by the study findings and current literature. He and
Zhang (2019) identified relevance, flexibility, and format as major challenges in creating
and implementing a successful cybersecurity training program. Coffey, Haveard, and
Golding (2018) introduced a concept to remain relevant and flexible a cybersecurity
program should focus upon the human sources of vulnerability as well as the
technological to ensure holistic security. Elkhannoubi and Belaissaoui (2016), Borum et
al. (2015), and Jacobs, von Solms, and Grobler (2016) discussed the nature of critical
infrastructure as the convergence of legacy and modern IT resulting in complex
architectures and systems within systems, often introducing unforeseen vulnerabilities. A
new creative approach to cybersecurity training that embodies the factors of relevance
and flexibility was introduced by Seo, Bruner, Payne, Gober, and Chakravorty (2019)
leveraging advancements in augmented and virtual reality technologies. The findings
support relevancy and flexibility as key factors in a robust workforce training program to
keep pace with the dynamic cyber threat landscape and a fluid workforce associated with

the protection of critical infrastructure.
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Hands-on. The common thread of hands-on learning was prevalent throughout
all interviews and further supported in the documentation (Table 3) such as the need for a
standardized workforce knowledge baseline along with experience in applying that
knowledge in day-to-day functions. Adams and Makramalla (2015) identified limited
cybersecurity skills training as a main contributing element to the existence of the human
vulnerability challenge in cybersecurity. The study findings are consistent with the
interviews, documentation, and literature in identifying a common challenge in today's
legacy approach to cybersecurity training. A non-traditional approach is required such as
immersive and to break the traditional cycle of using classroom lecture and online advice
to teach cybersecurity knowledge (Adams & Makramalla, 2015). Labaka, Hernantes, and
Sarriegi (2016) stated the application of cybersecurity as a function in the IT discipline is
an enduring strategic challenge, and specifically in the protection of critical
infrastructure. A new area of research was introduced, Critical Information Infrastructure
Protection, to highlight the influence of modern IT in critical infrastructure to the point of
increased unpredictability and unforeseen implications to the infrastructure's hardware,
software, networking, and data storage (Alcaraz & Zeadally, 2015; Bou-Harb et al.,
2017). Participant #3 identified IoT as an emerging technology, which has "introduced a
new threat vector demanding heightened cybersecurity tradecraft and a deeper awareness
and knowledge of how technology interacts and communicates." All the participants
were consistent in their identification of how the convergence of legacy operational

technologies and modern information technologies has elevated the need of immersive
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hands-on workforce training as a must have for organizations to ensure strategic success
in cybersecurity and compliance programs.

Traditional workforce training often approaches a training event such as a small
team exercise or new employee orientation using one of the common learning styles,
which include visual, auditory, read/write, and kinesthetic (Cuevas & Dawson, 2018).
Participant #2 emphasized reliance upon only one learning style as the majority style for
a given training event resulted in the need to provide additional remedial training. The
key ingredient that was lacking from the traditional training, according to participant #3,
was in hands-on application while keeping the training fun and relevant. Providing an
explaination of the cause and effect of the employee action is necessary to better
understand the consequences of the action, or lack of action (Cuevas & Dawson, 2018).
Participants #1 and #2 identified challenges where the workforce often approached their
duties with a perception of low risk, with probable association to their lack of
understanding between their duties and cybersecurity procedures. This challenge
frequently had a secondary impact of late identification and reporting of indications of
malicious activity, as well as the incident reporting. Participant #4 was strongly
supportive of applied experience that was reinforced with regular theory and hands-on
based training approach. The use of frequent real-world scenario based exercises is not
as common as anticipated in a field like critical infrastructure; therefore, it is necessary to
use immersive hands-on training events to prepare the workforce (McQuaid, Britton,

Minnich, Borrelli, Baker, & Burton, 2019). The study findings are consistent in the



88

identification and use of hands-on training to strengthen the workforce's understanding
and expertise in cybersecurity tradecraft.

Communicate. Communication was identified in the study findings as a
common factor necessary for a robust workforce training program. In the context of
knowing the intended training target (students), the training must be communicated in a
style the students can effectively consume and apply the information to prepare for time-
sensitive real-world events. This research supports Brilingaité, Bukauskas, and
Juozapavisius (2019) who found cybersecurity teams comprised of multiple disciplines,
introduces the potential for communication challenges involving a broad range of diverse
competencies engaged in working a cybersecurity situation. In their work, cybersecurity
practitioners must communicate technical information across a given organization's
leadership, management, support, and STEM workforces at the level of complexity
necessary to effectively communicate the details to enable informed decision making.
The participants identified the need for an instructor to have sufficient communication
skill to communicate with students of varying levels of knowledge and understanding
such as in the fields of cybersecurity, IT, and policy/governance. Four of the five
participants emphasized the instructor must be skilled to translate and interleave the
respective lexicons for proper interpretation and represent that information in a manner
easily understandable, along with clear and concise course material.

Participants #2 and #3 reported they achieved increased workforce and vendor
cybersecurity buy-in resulting in less compliance incidents by simply communicating the

why and how related to security policies and guidance. This supports Yoon et al. (2016)
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who found that cybersecurity skills are not standardized often introducing challenges for
training programs to address the common occurrence of disparate training experiences by
cybersecurity practitioners in critical infrastructure. Yoon et al. (2016) revealed a
reliance on traditional training materials by critical infrastructure providers, including
exam based certifications, to provide the required level of expertise adding to the
challenges of protecting critical infrastructure. Participants identified communication
skills as a key factor in a robust workforce training program to help fill gaps in the
content by communicating cybersecurity in real-world context to a workforce comprised
of multiple skill levels and disciplines.

Participants #3 and #4 emphasized the increased challenges with critical
infrastructure due to the integration of legacy and modern technologies that demand a
creative workforce training program in response. Cybersecurity challenges continue to
surface more frequently based upon media coverage, which reveals an increase in
unforeseen and unpredicted vulnerabilities in the software, hardware, network, and
storage components that form the infrastructure. McLaughlin et al. (2016) related the
challenges in the combination of cyber and physical components with an emphasis on
communication between a diverse range of disciplines. According to Li et al. (2017),
communication between workforce teams and with external teams is crucial to achieving
the necessary level of awareness to ensure efficient and effective collaboration. Multiple
skillsets are needed to manage, support, and maintain the diverse infrastructure
components, each of those represent unique considerations with widespread implications

to cybersecurity. Participants stated the importance of advancing cybersecurity



90

workforce training to meet a fluid and sophisticated cyber threat landscape with internal
and external communication acting as a pivotal element.

Effective. This factor was described by the participants in the context that to
simply fill a box on a checklist included in an appendix to the organization's strategic
plan does not meet the intent. This supports other researchers. To be effective the
training must prepare the workforce to visualize and recognize what normal activity looks
like, and respond accordingly (Harp & Gregory-Brown, 2015). Today's critical
infrastructure incorporates diverse technologies spanning basic to complex
implementations of operations and I'T components (Alcaraz & Zeadally, 2015). The
participants also stated that boredom and insufficient training delivery formats often do
not meet the many individual learning styles present in the workforce. In those scenarios,
the desired training effect is not achieved, which according to the participants is a
principal challenge for their organizations. Participants #2, #3, and #5 outlined their
challenges related to the workforce's lack of understanding of consequences resulting
from their actions, personal and professional. Pursuing this line of inquiry with the
participants resulted in the association of their challenges with a lack of effective
workforce training.

Four factors identified by the participants, were included in the organizational
documents and covered in existing literature to comprise the support for the first theme.
Across the 25 organizational documents, 53 instances related to Theme 1 were identified.
The documentation revealed training as a key factor to the respective organizational

strategy. Within the documentation, organizations recognized the need to establish
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proactive measures to meet the modern cyber threats that change at the speed of
technology. Three documents identified the expansion of training to provide enhanced
analytics and pre-incident preparedness to improve response and recovery. Internal
exercises were identified in 12 documents to provide hands-on skill application.
Enhanced delivery methods were included in 17 documents to help improve the
effectiveness and flexibility of the training to adapt to the workforce learning needs. Ten
organization documents contained an approach using supplemental and transition
certifications to increase relevant professional development training that would codify
critical functions requiring special skills and knowledge. Eight documents identified
strategic communications to promote the cybersecurity guidance and policy using short,
concise messaging to ensure standardization for consistent interpretation across the
workforce.

The conceptual theory chosen for this study was RAT, which considers three
main criteria that are offender, target, and prevention (guardianship). Protecting key
assets identified within critical infrastructure relies upon general IT expertise and more
specifically in cybersecurity tradecraft. Participants, organizational documents, and
current literature indicate the increased occurrence and sophistication of cyber attacks
against critical infrastructure is a significant threat. Key assets within critical
infrastructure have been clearly targeted in previous cyber attacks, acknowledging the
existence of a motivated and capable offender. Cybersecurity in critical infrastructure
depends upon robust workforce training according to the participants, documentation, and

literature. The chosen conceptual theory, RAT, is well established in analyzing criminal
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behavior applying the prior findings related to virtual and terrestrial environments to
include on-line and off-line pattern and behavioral characterization (Leukfeldt & Yar,
2016; Reyns & Henson, 2016). Findings from this study, guided by the RAT, indicate a
persistent and highly skilled offender focused upon a target, critical infrastructure. With
malware and computer focused criminal activity on the rise in a virtualized target
environment, the workforce training program must establish and sustain the workforce to
meet the challenge, 24/7. The results of this study revealed that a robust workforce
training program is a crucial factor to the success of cybersecurity in critical
infrastructure within an organizational strategy.
Theme 2: Make Infrastructure Resiliency a Priority

The second theme resulting from the data analysis phase was the need to make
infrastructure resiliency a priority. Analysis of the participant interviews and
organizational documentation revealed the goal of achieving cybersecurity infrastructure
resiliency as a priority in the organizational strategy. The resource investment to react to
the threats far outweighed the return on investment according to participants #2, #3, #4,
and #5. Planning a cybersecurity program to incorporate industry best practices while
enabling infrastructure resiliency was mentioned by participants #1 and #3 as allowing
the organization to balance its defense through preparation and readiness.

All of the participants expressed a need to include infrastructure resiliency as an
objective in the organization's cybersecurity program and also noted that incorporating
infrastructure resiliency into the cybersecurity program becomes a priority with a sense of

urgency if the cybersecurity program relies upon vulnerability based protection measures
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alone. The sense of urgency for considering infrastructure resiliency is due to the
presence of a sophisticated and persistent cyber threat landscape that continues to remain
out in front of conventional cybersecurity protection in critical infrastructure (Pursiainen,
2017). Participants #3 and #4 reported the convergence of IT and legacy OT presents
unique challenges that are often outside the ability of vulnerability based measures to
protect the respective critical infrastructure environments. Participant #3 reported the use
of conventional cybersecurity fundamentals alone resulted in an expenditure of more
resources than the anticipated return on investment..

Four common factors related to infrastructure resilience were identified in the
participant interviews and documentation. Information contained in Table 4 represents
the distribution of the four factors in the participant interviews and study documents. The
data in Table 4 represents where one or more of the factors were identified and the
numbers do not represent a total count of how many times a specific term was used in the

data sources.

Table 4

Distribution of Theme 2

Data Continuity Assurance Preparedness Response
sources

Participants 5 5 5 5
Documentation 8 11 15 14

A principal challenge to cybersecurity in critical infrastructure is the convergence

of IT and OT, which often results in unpredicted vulnerabilities that are out of scope of
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the existing cybersecurity defensive and preventive measures. IT modernization in
support of critical infrastructure has advanced the respective disciplines like software,
which has taken on a primary role in the improvement in industrial system performance,
as well as the formation of systemic dependencies and interdependencies (Cassotta &
Sidortsov, 2019). Critical infrastructure reflects the integration of physical sensors with
modern IT forming unique constructs such as system of systems, software as a service,
and embedded computing resulting in an order of magnitude increase in cybersecurity
risk (Piggin, 2018). With a fluid cyber threat landscape targeting critical infrastructure,
attributed in part by the convergence of IT and OT, organizational resilency as stated by
participant #2, "Must be a deliberate strategic priority with the pursuit of technical
vulnerabilities overshadowing the goal to provide timely critical services to the
community." Participant #5 reported that an increase in Internet and specialized network
connectivity represents an increase in the potential for vulnerability relevant to physical
sensors, industrial control systems, and other OT such as the IoT.

Participant #1 associated the challenges in skilled workforce availability and
capacity to respond to cybersecurity incidents with the unforeseen challenge to
convincing leadership that infrastructure resiliency may be a plausible approach to
minimize dependency upon conventional vulnerability protection. Fragmented cyber
policies and the continued integration of modern IT in critical infrastructure were found
by Cassotta and Sidortsov (2019) to increase the possibility of new cyber vulnerabilities,
which supported the concept of infrastructure resiliency. Participants #1, #2, #4, and #5

explained resiliency as a necessity to ensure critical services are neither degraded, nor
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lost which would be catastrophic to the affected population. The growing integration of
the IoT demands a cybersecurity pivot, which participant #3 emphasized as moving away
from conventional cybersecurity strategy to infrastructure resiliency. Fifteen documents
contained guidance for infrastructure resilience and continuity of operations. Several
specific concepts were identified in documentation to support resiliency like continuity of
operations with off-site data archiving and the identification of primary and secondary
locations for cybersecurity functions. Functions mentioned in the documentation were
system and network monitoring, and auditing, for quality control in preparedness and
response. Data triangulation of the participant interviews with the collected documents
codified the infrastructure resiliency theme.

Continuity. Continuity of the key assets was deemed crucial by all participants
and supported in the documentation. This factor represents time-sensitive and stable
services provided by key assets during normal and crisis situations with implications to
the continuity of services by malicious cyber attacks as a priority concern. To achieve
continuity of services in support of infrastructure resiliency the traditional approach to
cybersecurity in critical infrastructure must change from a defensive to a proactive
approach with knowledge of the cyber threat landscape (Ferdinand, 2015; Pursiainen,
2017). Replacing the status quo is essential to evolving a cybersecurity program to
properly defend and protect critical infrastructure key assets (Robert, Morabito, Cloutier,
& Hémond, 2015). All participants, and 8 documents, mentioned continuity as a key
factor in the pursuit of infrastructure resiliency. Continuity of operational services was

emphasized by participants #1, #2, #3, and #5 for key assets that comprise critical
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infrastructure. This was supported by approaches in the documentation with back up data
respositories that would include data to support cybersecurity functions spanning pre-
incident preparedness, analysis, response, and recovery (Table 4). Participants #4 and #5
emphasized the importance of cybersecurity continuity as key assets are transitioned to
sustain critical infrastructure operations in geographically separate locations. Approaches
in the documentation supported the challenge of geographic diversity through the use of
secondary and tertiary cybersecurity points of presense, for example, by leveraging cloud
service providers.

Assurance. According to the participants and documents, assurance was
identified as a key factor in its application to the underlying IT and OT. Participants #1,
#2, and #3 emphasized assurance as a principal concept that is applied to all capabilities
in critical infrastructure due to their interoperability and complexities to include
information and system assurance that are supported by assurance processes at each level.
This supports the need for strong quality control and audit processes as described by
Evans, Maglaras, He, and Janicke (2016) to enable and support assurance based
processes and procedures. Further emphasized by Yeo, Abualkibash, Banfield, and
Ashur (2018) are the challenges raised by critical infrastructure for education and training
to create and fill skills needed for cybersecurity assurance. Assurance is a fundamental
cybersecurity principle with dependencies of operational and IT auditing processes
according to participants #2, #3, and #5 that must be incorporated in any cybersecurity
and compliance program as a deliberate element of the organizational strategy.

Assurance was mentioned in 11 documents as an element needed to achieve continuity of
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operational services (Table 4) . The documents emphasized the need to sustain
cybersecurity functions for confidence and reliability of services that are geographically
located and remotely managed. An organization's ability to ensure there are no single
points of failure in crucial support programs like cybersecurity is necessary according to
the participants. Documentation supported the participants with identification of key
assurance enablers such as auditing, monitoring, and system component status updates
like the known performance variables associated to industrial sensors.

Preparedness. The technology factors relevant to cybersecurity in critical
infrastructure remains the principal focus in organizational strategic goals associated with
cybersecurity. Key assets that comprise critical infrastructure represent significant
services for the respective communities and society. During the interviews, all
participants agreed, and most of the documents supported, that preparedness remains a
predominant factor to the success of a cybersecurity program. Participants reported the
need to carefully plan the cybersecurity program using focal points within the
infrastructure that is identified based upon priorities, resource constraints, response and
recovery variables, and time sensitive implications in a geographically separated
environment. Documentation named preparedness as a key factor in the regional critical
infrastructure framework for planning and implementation to address the goal of
resilience. Karabacak et al. (2016) supported the need for preparedness in the pursuit of
infrastructure resilience with the recognition that minimal concern exists for assessing
cybersecurity in critical infrastructure and the focus upon exploration of best practices

and recommended checklists continues despite the limited effectiveness and return on
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investment. The participants emphasized the need for holistic cybersecurity with
preparedness serving as a pivotal factor to ensure physical and virtual threats are
addressed in the organizational strategy. The documentation emphasized the need to
conduct regular exercises mimicking the capabilities of existing cyber threats to capture
the lessons learned for driving improvements to the cybersecurity program.

Response. Assessments of the evolution and maturation of cybersecurity
effectiveness continue to use a rubric designed with conventional tradecraft in mind. An
informed response to cyber threats according to participants, and supported by
documentation, is an essential factor. Continuous data collection, processing, analysis,
and reporting is crucial to informed response with pursuit of indications just as important
as the reaction to an attack. Every response must be documented and analyzed according
to participant #3 to create a knowledge base with categorized information to help
anticipate threat activity in dynamic circumstances. Participant #4 mentioned the need
for analytics to support predictive threat intelligence to better prepare response functions.
Resilience is described by Murdock, de Bruijn, and Gersonius (2018) as resistance to a
particular shock and the speed of return to equilibrium, and more generally as the ability
to prepare, plan, respond, recover, and adapt to malicious activity. Response to adverse
events is a key factor in a cybersecurity program according to participant #1, who also
described improvements in response functions as timely resulting in increased
effectiveness. Agile response techniques have been modeled through the maturation of

the IoT (Russell, Goubran, Kwamena, & Knoefel, 2018). Participants #2, #4, and #5
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promoted the use of technology to help automate responses to cybersecurity incidents,
and to better document the knowledge learned by the technical and human factors.

Four factors were identified by the participants, also included in the
organizational documents, and covered in existing literature that comprise the support for
the second theme (Table 4). Participants reported the need to diversify cybersecurity
program to include physical and virtual threat vectors. Cyber incidents were expected
according to the participants and a strategic shift to achieve infrastructure resiliency
makes sense considering the increased sophistication of cyber threats. The
documentation supported the need to focus upon resilience for continuity of operational
services in critical infrastructure. Fifteen documents included goals to support
infrastructure resilience over the use of conventional vulnerability mitigation alone.
Participants reported that the application of fundamental cybersecurity practices such as
social engineering and email phishing training must not be lost while pursuing
infrastructure resilience. Within the documentation, the four factors of continuity,
assurance, preparedness, and response were emphasized in the pursuit of infrastructure
resiliency while reinforcing fundamental cybersecurity practices to remain relevant and
effective against the cyber threats. The results of this study revealed a strategic shift in
priority from traditional vulnerability cybersecurity protection to infrastructure resilience
is needed in an organizational strategy to meet the modern cybersecurity threat landscape
against critical infrastructure. The RAT, chosen as the conceptual theory, states the need
for an offender, target, and weak protection with critical infrastructure often surfacing as

a common victim by physical and virtual threats. Fischer (2016) identified three similar
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criteria in considering cybersecurity risk that align closely with the RAT, which are
threats, vulnerabilities, and impacts. Media coverage of the success in sophisticated
attacks against critical infrastructure has become more common over the last few decades
leading up to 2019 (Cassotta & Sidortsov, 2019). The formation of a "kill chain" model
highlights the sense of urgency with an advanced persistent threat as a willing offender,
the targetability of critical infrastructure key assets, and common knowledge that
cybersecurity in critical infrastructure is a significant concern (Denham, 2015). Key
assets comprising critical infrastructure are commonly expected to fall victim to an
attack, successful or attempted, at some point in its life cycle. Cybersecurity in critical
infrastructure represents physical and virtual investigative challenges spanning technical
and human factors.
Theme 3 - Importance of Security Awareness

The third theme resulting from the data analysis phase is the importance of
security awareness. In 2008, the Federal Energy Regulatory Commission (FERC)
published FERC Order 706, which contained the principle concepts for the standard on
protecting critical infrastructure. Security awareness was listed as an original concept in
the 2006 FERC order and remains a principle concept for cybersecurity in critical
infrastructure. The participants were consistent in their inclusion of security awareness
as a factor in risk management throughout the interviews with added emphasis in
organizational documentation. This is supported by Hilt (2018) who described six

functional areas that must be addressed in the organization's critical infrastructure
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planning to ensure robust implementation, which are management, system operations, IT
management, human resources, training, and physical security.

Four factors related to the importance of security awareness were identified in the
participant interviews and documentation. Information contained in Table 5 represents
the distribution of the four factors in the participant interviews and study documents. The
data in Table 5 represents where one or more of the factors were identified and the
numbers do not represent a total count of how many times a specific term was used in the

data sources.

Table 5

Distribution of Theme 3

Data Management Training Functions & Compliance &
sources capabilities cybersecurity
Participants 5 5 5 5
Documentation 10 21 7 14

Participants outlined the importance of security awareness to organizational
strategy, which appears throughout the literature review to acquire and maintain indepth
knowledge of cyber threat capabilities, as well as the indeginous infrastructure to best
visualize the potential security vulnerabilities through an offender's perception of the
environment. Participants #1 and #2 commented on the need for the workforce to be
security aware with an appropriate level of understanding in cybersecurity to effectively
associate their actions, or lack of action, with the relevant cause and effect. Viewing the

critical infrastructure from the cyber threat perspective, according to participants #1 and
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#2, is necessary to gain the offender's perception of potential vulnerabilities and access
opportunities. Contract vendors are a necessity in sustaining critical infrastructure assets
like power and water; however, these must be considered according to participants #2 and
#3 in the cybersecurity program. The documents contained references to human and
virtual threat vectors related to software and hardware developers, and technology
support and repair services with the need to extend cybersecurity measures for external
variables like vendor software and hardware updates. As a result of advances in
cybersecurity tradecraft, participant #3 stated the need to consider human factors as in
physical security measures are often overlooked in favor of the technical factors in
achieving a balanced security awareness. According to participants #4 and #5 workforce
security awareness and organizational policy must keep pace with the cyber threats
beginning with "a basic understanding of cybersecurity to relate the implications in their
personal and professional lives." Ensuring employee security awareness and
understanding of the cyber threat possibilities, as well as the organization's infrastructure
is vital to informed response (Knowles et al., 2015). As a crucial risk management
element and strategic factor, security awareness depends upon an organization's holistic
and intimate understanding of its own operational environment and the many physical
elements and virtual architectures operating together to create and enable the key asset
environments (Lee & Lim, 2016).

Without an intimate awareness and understanding of the respective technologies
and the resulting cause and effect possibilities there is an increased risk for ineffective

implementation. Participants related their experiences with unforeseen security
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challenges created as a result of converging IT and OT to enable and support key assets
comprising the critical infrastructure. Many of the security challenges were accidental or
incidental resulting from a lack of understanding as described by participants #3, #4, and
#5. To address these challenges, participants #1, #2, and #4 identified their approach by
updating their training content for the cybersecurity program in a collaborative
production partnership across the compliance, training, and IT teams. Participants #2, #3,
and #5 reported their experience to ensure workforce awareness by adopting a common
lexicon and definition across the compliance, training, and IT disciplines within the
organization. Those participants also emphasized their advocacy for organization level
standardization that was adopted regarding minimum training goals, which included
mandatory briefings to explain the security measures and answer workforce questions.
Security awareness requires some level of understanding to apply the concepts in day to
day functions, and to help achieve the intended results envisioned with a cybersecurity
program (Pham et al., 2017). The return on investment was an increased understanding
of implications along with an awareness of personal and professional consequences for
the individual, customer, and organization. Pham et al. (2017) found that the diversity of
perspectives between the workforce and respective programs like cybersecurity and
compliance differ in how intentions and behaviors toward cybersecurity compliance are
perceived.

Management. Support from all levels of the organization's management is
crucial to ensure the respective fundamentals are applied to establish cybersecurity

program baselines. Security awareness begins with assessing risk and prioritizing the
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risk to the key assets for alignment of the organization's functional areas as a proactive
strategic advantage to the cyber threat landscape (Fischer, 2016). Management support
of cybersecurity programs is not enough according to participant #1. There must be
management buy-in that underpins the strategic implementation of said programs that
will ensure the authority to match the responsibility. Participants #2, #3, and #5 declared
that without management support and investment in security awareness across the
organization, the workforce will not have the necessary understanding of cybersecurity
concepts for application in their daily functions. Research by Paliszkiewicz (2019)
supported the findings with the identification of leadership as a key factor for a successful
cybersecurity program. To achieve a successful cybersecurity program, leadership and
management are essential factors according to Amankwa, Loock, and Kritzinger (2018)
with emphasis placed upon creating an organizational culture that supports and nurtures
compliance. Participants #4 and #5 mentioned trust in management to establish and
sustain partnerships within critical infrastructure stakeholders as a key factor to enable
cross-organization security awareness in all activities. The concept of trust was
corroborated in organization documents with goals to create trust across organizations
such as a collaborative cybersecurity relationship for advancing information sharing and
data analysis. Documents also identified open communications between leadership and
cybersecurity practitioners to build and maintain trust, and emphasized the concept of
developing a partnership to address common cybersecurity challenges with emphasis on

the sharing and analysis of sensitive information.
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Training. Training quickly surfaced as a principal factor to establish and sustain
the necessary levels of security awareness in all elements within an organization's
structure. Emphasis on training availability and achieving the desired training effects
were raised by all of the participants and in most of the documents. The importance of
flexible and relevant training in security awareness was described by participants #2 and
#4 with a focus on ensuring the training was presented in a progressive manner tailored
for the workforce skillset. Highly technical training on security awareness to include
cybersecurity concepts and theory are not effective if presented using complex
explanations and examples requiring expert knowledge not common to the audience.
Pham et al. (2017) found that cybersecurity programs using complex or vague task
descriptions to help with security awareness resulted in negative workforce behavior.
There is often a difference in technical skills and knowledge between management and
the general user in the workforce according to Pham et al. (2017) as well as the lack of
special skills training afforded to users asked to perform complex cybersecurity tasks.
Participant #1 mentioned a situation involving the human resources (HR) team who
received security awareness training that did not achieve its intended training effect.
Instead the training resulted in frustrated HR and training teams since the training relied
on a technical review of the WannaCry Ransomware Worm to articulate the attack
details. Particiants #3 and #5 identified security awareness together with the associated
training as a pivotal decision point for risk assessment of the cybersecurity and
compliance programs. Miranda (2018) described the importance of a training design for

security awareness that incorporated theory and hands-on application to teach the
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workforce how to identify and respond to malicious activity. The participants supported
this approach with their own training exercise examples that are conducted regularly to
test and reinforce security awareness knowledge and response skills. Documents
contained information on using regular and random cybersecurity tests and exercises to
reinforce security policy and awareness. The importance of security awareness is
consistent throughout the documents with focus placed upon the use of hands-on
application of new knowledge to form the needed experience in a controlled
environment.

Functions and capabilities. Participants were consistent in pointing out how
important it is for the workforce to acquire a basic understanding of the organization's
systems and architectures. According to the participants, a basic level of understanding
will help each employee consume and apply the security awareness information to help
create a culture of compliance. Participants #2 and #3 described how their compliance
and IT departments began to provide the who, what, when, where, why, and how related
to cybersecurity and compliance guidance and policies as a new approach in security
awareness training. The example those participants outlined was the extra effort
management took to explain how many of the systems are too expensive for the
organization to own and maintain. The additional information according to participants
#2 and #3 regarding leased systems allowed the workforce to gain a new perspective on
cybersecurity training and their role in helping to be an early identifier of possible issues.
Participants #1 and #4 reported that providing an explanation of the organization's

systems and architectures in the context of cybersecurity tasks might cause a cascade of
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negative effects. A compliance incident could be the result that may lead to causing a
negative impact to the community and society's trust in the organization responsible for
critical infrastructure assets. Participants #3 and #5 reported that helping the workforce
achieve a greater understanding of the organization's systems and architectures in turn
increases the understanding of the functions and associated organizational capabilities.
This builds confidence in performing day-to-day tasks and a confident workforce that
believes in the organization will treat it as their own according to participants #1 and #4.
Another example provided by participants #1 and #5 was the use of scenario
based training, which presented cyber attacks reported in the media in a practical manner
to demonstrate how employee roles within an organization are interconnected. The goal
of the cybersecurity tests and exercises according to participant #3 was to give the
workforce an informed situational awareness that would enable each employee to
interpret actions and activity through a cybersecurity lens. Documents contained goals
for creating random tests to reinforce security awareness and conduct exercises to apply
cybersecurity procedures as outlined in policy. All participants related their positive
experience in educating the workforce on the organization's functions and capabilities
with an overall positive impact to the effectiveness of the organization's cybersecurity
program. New employee orientation was identified in the documents to help achieve
security awareness through the workforce training program, which included basic
definitions and descriptions of the organizations functions and capabilities along with the

underlying cybersecurity tasks in the context of systems and architectures.
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Cybersecurity and compliance. Participants #1, #2, #4, and #5 reported that

cybersecurity and compliance are often used interchanbebly in the context of a single
program; however, all of the participants stated their organizations included separate and
distinct cybersecurity and compliance programs with authority and responsibility for each
program residing with the organization's leadership team. Kure, Islam, and Razzaque
(2018) described the use of compliance programs to demonstrate security compliance as
cybersecurity in critical infrastructure. An enduring challenge identified by participants
#2, #3, and #4 was the use of technical and legal terminology by each program. They
went on to state the workforce perception is that cybersecurity and compliance were
implemented as a single program and the guidance is unnecessarily wordy and complex.
Documents reflected the planning and implementation of cybersecurity and compliance
programs as deliberate focal points with emphasis on collaboration and communication.
The application of compliance was mentioned in the documents with consideration of
cybersecurity as well as overarching coverage of critical organization priorities such as
financial, logistics, and business compliance programs. Participants #1 and #5 described
their use of initial employee inprocessing to articulate the required legal policy forms like
a non-disclosure agreement with explanations given during a question and answer
session. These participants went on to explain that future cybersecurity and compliance
interactions were tailored to each department to ensure everyone was communicating
using a common vocabulary and set of definitions. Documents supported the use of new
employee orientation as part of the cybersecurity and compliance programs. The

documents emphasized integration with the workforce training program. Participants #1
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and #5 reported this was particularly helpful in articulating cybersecurity guidance and
the associated explanations on why and how to follow the guidance resulted in
clarification of the technical terms while the overall focus remained on interpreting and
understanding the policy. Miranda (2018) reported that social engineering remains a
significant challenge for cybersecurity programs with negative consequences in critical
infrastructure such as defeating custom security measures. Training programs that
explain cybersecurity tasks with an appropriate level of technical detail often improves
workforce behavior and attitude toward security compliance (He & Zhang, 2019).

Most employees perform their daily functions without malice; therefore, when
employees do not fully pay attention to the weekly or monthly reminder to use strong
passwords, and their lack of compliance with that policy, it is not always with malicious
intent (Amankwa, Loock, & Kritzinger, 2018). In such a situation, the employee may
create the strong password but write it down to help remember it. Participants #3 and #5
spoke to such a situation in their organizations, which resulted in a vendor gaining access
to an account using an employee's credentials. This esculated into a system compromise
across the organization according to participants #3 and #5, because the user's credentials
represented the highest level of access for the associated databases and systems.
Participants #3 and #5 explained that a cybersecurity investigation found the employee
did not have the necessary level of security awareness to link the compromised password
to any other potential than their account, with the employee asking why does it matter
since it was just their account. Research by Pham et al. (2017) revealed that an employee

lacking security awareness may engage in risky behavior, whether intentional, accidental,
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or incidental. Participant #2 outlined the use of a positive reinforcement measures.
When the random security awareness tests were conducted, there were rewards given to
the top performers during the test as well as quarterly recognition presentations ranging
from paid time off, certificates, and monetary performance awards. Positive
reinforcement and program transparency were mentioned by all of the participants as a
necessary part of their compliance programs, highlighted as one reason for the increased
positive behavior toward cybersecurity and compliance programs. An informed
workforce tends to comply with organization cybersecurity policy and guidance with an
increased positive attitude for supporting, and championing, a culture of compliance
(Amankwa, Loock, & Kritzinger, 2018; He & Zhang, 2019). Amankwa, Loock, and
Kritzinger (2018) found that leveraging compliance leadership to support organization
cybersecurity resulted in positive workforce behaviors leading to increased successful
application of cybersecurity tasks in their daily functions. The use of random
cybersecurity tests to include social engineering and physical security scenarios were
included in the documents. In addition, the documents included requirements for
conducting exercises to test holistic security and compliance program effectiveness such
as cross-program collaboration and coordination.

The RAT was chosen as the conceptual theory to help identify and describe the
phenomena related to cyber threat landscape activity. Responsibility for identifying
known or unknown activity depends upon the organization's compliance and/or
cybersecurity programs (Reyns & Henson, 2016). These programs are dependent upon

activity indicators that have been associated with key asset services within critical
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infrastructure. The criteria for RAT criteria includes an offender, target, and guardian
(Leukfeldt & Yar, 2016). Within critical infrastructure the identification and
interpretation of activity indicators require special expertise in IT, cybersecurity,
tradecraft. Participants, organizational documents, and current literature indicate the
increased occurrence and sophistication of cyber attacks against critical infrastructure,
and the need for a robust cybersecurity program. Media coverage of the attacks against
key asset services that comprise critical infrastructure has revealed the increase in
volume, velocity, and sophistication of attacks related to the consequences along with
operational and technical details. The RAT is well known for its use in studying criminal
behavior within a terrestrial environment, and the use of RAT has been successfully
adopted for application to virtual environments (Leukfeldt & Yar, 2016; Reyns &
Henson, 2016). Findings from this study, guided by the RAT, indicate a persistent need
for cybersecurity and compliance programs working in a collaborative production
relationship to defend against a highly skilled offender focused upon critical
infrastructure. Key asset services are being digitized to accommodate the convergence of
IT and OT, resulting in an increased presence of known and unknown security
challenges.
Theme 4 - Importance of Organizational Leadership Support and Investment

The fourth and final theme that was revealed in the data analysis phase is the
importance of organizational leadership support and investment. Application of
conventional cybersecurity best practices is not enough to achieve holistic protection of

the key assets in critical infrastructure (Pursiainen, 2017). Participants #3 and #5
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reported that they have incorporated a practice of documentating techniques that
comprise best practices, which were revealed from successful conventional IT
vulnerability response. The same participants also reported those best practices alone
often do not adequately apply to critical infrastructure without modification that requires
leadership support to fully integrate the necessary changes across several functional
areas. Participant #2 stated that best practices from conventional vulnerability based
measures have not provided an adequate baseline that enables the application of enhanced
cybersecurity tradecraft. Documents identified the need for organizational leadership and
IT coordination, and to ensure the technical staff remain updated on cybersecurity
tradecraft in critical infrastructure. Participants #1, #3, and #4 stated the best practices
that are documented from day to day experiences, as well as cybersecurity tests and
exercises, are used in cybersecurity process reviews to help update workforce training
and increase effectiveness of existing policy. The same participants reported that without
leadership support in delegating decision authority to the cybersecurity leads, the ability
to document the details of the cybersecurity practices and results in a timely manner may
be degraded in such fluid circumstances.

Proactive organization leadership was asserted by participants #1, #2, and #4 to be
a crucial element in the success of any cybersecurity program. Paliszkiewicz (2019)
found that organizational leadership investment in the cybersecurity and compliance
programs is necessary for robust return on investment along with workforce trust in
leadership to help foster positive behavior toward cybersecurity tasks. Participants #4

and #5 mentioned that the results from cyber risk analysis often do not receive the needed
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attention from mid-level and executive leadership. Paté-Cornell, Kuypers, Smith, and
Keller (2018) reported proactive leadership with their description of recent cyber attacks
in motivating change to organizational cybersecurity approaches. Participants #2 and #3
attributed the lack of basic cyber knowledge to the resulting challenges faced by
leadership for consuming the results and the application in planning and decision
processes. Documents contained a task to ensure management acquires basic compliance
and cybersecurity knowledge to include risk management.

Four factors related to the importance of organizational leadership support and
investment were identified in the participant interviews and documentation. Information
contained in Table 6 represents the distribution of the four factors in the participant
interviews and study documents. The data in Table 6 represents where one or more of
the factors were identified. The numbers do not represent a total count of how many

times a specific term was used in the data sources.

Table 6

Distribution of Theme 4

Data Communication Resource Process Cybersecurity
sources investment standardization = fundamentals
Participants 5 5 5 5
Documentation 21 15 10 19

Participant #5 reported "An effective cybersecurity program in critical
infrastructure must provide holistic coverage of key assets with full buy-in from

stakeholders and senior leadership that support change in the diverse and dynamic critical
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infrastructure operating environments." Documents emphasized the need for the
organization to maintain an awareness of modern technologies and to acquire adequate
level of understanding of how those technologies may be disruptive to the organization's
infrastructure. Critical infrastructure attacks do not have the same level of attention from
the media and researchers as mainstream attacks such as those related to Sony Pictures
Entertainment, Target Corporation, and the Democratic National Convention, which
often results in leadership not having sufficient awareness of the threats and challenges
relevant to cybersecurity in critical infrastructure (Mangelsdorf, 2017). Organizational
leadership has increased resource investment according to participants #2, #3, #4, and #5
to establish and improve corporate compliance programs in an effort to help drive
cybersecurity effectiveness and workforce engagement. Tailored corporate compliance
programs may help in the discovery of indicators to support the prediction of possible
incidents before or as the circumstances are formed that make an incident probable
(Amankwa, Loock, & Kritzinger, 2018). Participants #1, #4, and #5 articulated the
positive impacts brought about by the collaboration between their organization's
compliance, cybersecurity, and training programs. Participants #2 and #3 highlighted
how their leadership teams began emphasizing compliance, cybersecurity, and training
programs. The same participants pointed out those programs were driven from the top
down that included delegated authority to cybersecurity team leads to help ensure flexible
implementation at the appropriate level. Documents revealed the focus on separate
compliance and cybersecurity program requirements and tasks with emphasis on

leadership training to ensure knowledge and understanding of the program roles.
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Communication. Participants #2, #3, and #5 identified communication between
the compliance, cybersecurity, and training programs as a key enabler, and participants
#1, #4, and #5 reported the need for those programs to invest in communication resources
as an enabler for the leadership team and the workforce. This supports Alcaraz and
Zeadally (2015) assertions that encouraging strategic and open communications within
the organization at all levels is often related to positive outcomes. This is also supported
by Mangelsdorf (2017) who identified communication as the cornerstone of creating an
organizational culture to equally address the technology and human organizational
elements in the context of cybersecurity and compliance strategy. Documents identified
communication as a strategic goal and participants #1, #2, and #4 asserted the importance
of strategic communication by the leadership team to ensure the workforce has a clear
and consise understanding of the guidance and policy so that implementation is
standardized throughout the organization. Participant #3 agreed that standardization was
important and achieving it depended almost solely upon consistent leadership messaging.
Participants #4 and #5 also supported the assertion by stating leadership communication
must be used to align the mid-level leadership with a standardized interpretation of the
guidance and policy. Documents contained tasks with the need for communication
between compliance, training, and cybersecurity.

Resource investment. Participants #2, #3, and #5 articulated the initial resource
investment needed to establish a cybersecurity program to meet today's cyber threat
landscape may be expensive and sustainment is an enduring expense. Leadership tools

such as risk analysis were identified for resource investment in documents with an
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emphasis on incorporating applicable functions in support of cybersecurity and
compliance programs.. Documents emphasized the need to identify special training for
critical skillsets and participants #1, #4, and #5 reported on the up front expenses of
cybersecurity to include a human element that further adds to the expense of establishing
and sustaining a cybersecurity program. An organization's leadership team is slow to
invest in a cybersecurity program that is designed to address a challenge with a
probability of occurring, whether it is a low or high probability since a given challenge
does not yet exist (Pham et al., 2017).

Participants #3, #4, and #5 reported the challenges revealed from assigning
cybersecurity tasks to non-technical personnel with the understanding those tasks are in
addition to their primary job functions. Participants #1 and #2 emphasized that
leadership must be aware of the necessary knowledge and experience to perform
cybersecurity functions to make informed decisions for assigning tasks. Pham et al.
(2017) reported the practice of assigning cybersecurity tasks as additional duties rather
than creating dedicated cybersecurity positions resulted in a conflict for the workforce to
decide whether to perform the secondary task (cybersecurity) or their primary job tasks.
Documents identified separate resource investments to establish independent compliance
and cybersecurity programs and participants #1 and #3 reported since the formal
cybersecurity program was established the perceived conflict in the workforce between
their additional cybersecurity tasks and primary job functions had been resolved.

Process standardization. Participant #1 stated the use of process standardization

was instrumental in how the cybersecurity program was able to respond to cybersecurity
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threats, and reported a dependency upon leadership support to ensure adequate resource
investment for implementation and sustainment of crucial processes. Participants #2 and
#3 reported the use of process standardization has established a common foundation for
geographically separated entities. Participant #2 highlighted leadership support and
investment to establish a standard operating procedure for remote infrastructure
monitoring. Participant #5 reported how leadership supported the delegation of authority
for process standardization to the department level for accommodation of non-standard
circumstances that require tailoring of the cybersecurity tasks. Participant #4 reported on
the success of process standardization in delivering persistent results that were easily
consumed from diverse functional areas of the organization. Participant #5 revealed the
importance of leadership support to the integration of process standardization throughout
the organization as a required element in cybersecurity, compliance, and training
programs. Documents reinforced this premise with descriptions of standardized data
analytics, incorporating machine learning, and threat assessments. Documents identified
key areas for leadership support of resource investment as an enabler to standardization
that included cybersecurity monitoring, auditing, and incident reporting and all
participants reported process standardization as a crucial factor to support the
cybersecurity program. Paté-Cornell, Kuypers, Smith, and Keller (2018) found the
common approach to cybersecurity in critical infrastructure is to adopt conventional best
practices with the expectation that those practices can be adapted to support standardized
processes without negative implications to performance and effectiveness. Pham et al.

(2017) emphasized the importance of leadership support with the appropriate resource
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investment and identified four information security management phases that may support
the pursuit of process standardization, which were deterrence, prevention, detection, and
recovery. Documents referenced leadership investment to include key program elements
for review and assessment to support process stabilization in cybersecurity and
compliance programs. Participants #3 and #5 reported the increased sophistication of
cyber threats indicates process standardization in cybersecurity may help identify and
document the analytic findings for indicators in support of the compliance program, and
these participants asserted the importance of leadership support for integrating at all
levels within the organization. The same participants went on to state that process
standardization has provided a common procedural and reporting foundation that helped
attribute incidents more accurately as technical or human fault. Paté-Cornell, Kuypers,
Smith, and Keller (2018) emphasized the importance of conducting risk assessment to
help inform leadership support processes for allocating resource investments to include
budgetary allocations that serves as an example for process standardization. Documents
also contained information for incorporating process standardization with leadership
support and adequate resource investment to enable cybersecurity program planning and
implementation.

Cybersecurity fundamentals. A common thread revealed in data collection and
analysis was the insistence conveyed by all participants that leadership support and
adequate technical resource investment is required to incorporate cybersecurity
fundamentals as a foundational element to the cybersecurity program. Participants #3

and #4 provided several examples of cybersecurity fundamentals such as the use of virus
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and malware software on all systems, and daily software updates for applications and
operating systems. The documents contained guidance for ensuring cybersecurity
fundamentals remained a viable factor in planning and implementation activities.
Participant #3 specified the use of traditional cybersecurity fundamentals as the
foundation to build and incorporate tailored functionality and measures to protect the
critical infrastructure. Hilt (2018) outlined eleven fundamental concepts as the
foundation of a good cybersecurity program emphasizing the common availability of
concepts and best practices for a program, but often lack the strategies for
implementation and sustainment. Participants #4 and #5 reported cybersecurity
fundamentals as the stable functions in their programs that set a culture of compliance
throughout the organization. Those same participants explained that cybersecurity tasks
such as strong passwords, locking terminal screens, safe email attachment handling, and
mobile device security are familiar to the workforce resulting in positive security
behaviors. Participants #1 and #2 reported the crucial nature of strong passwords as the
first line of defense and a cybersecurity fundamental that is also an example of a
fundamental enabler for compliance. Participant #3 asserted the inclusion of
cybersecurity fundamentals like safe email attachment handling into compliance process
guidance as a force multiplier and provided the example of regular exercises to test
workforce understanding of how to protect against malicious email attachments.
Participants #3, #4, and #5 emphasized the growing concern with challenges stemming

from mobile device security on their existing cybersecurity programs.
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Critical infrastructure is comprised of one or more complex architectures with a
convergence of legacy and modern technologies like serial communications used between
actuator systems and sensors that often results in a false sense of security if cybersecurity
fundamentals are the sole protection measures (McLaughlin et al., 2016). Documents
identified the need to consider the use of customized cybersecurity measures in addition
to cybersecurity fundamentals when forming the cybersecurity program. Participants #1
and #5 reported the challenges in workforce training when cybersecurity tasks go beyond
the cybersecurity fundamentals. Participant #5 went on to state that the introduction of
modern IT, along with the accompanying complex security tasks, resulted in an increase
in compliance incidents due to workforce confusion and frustration. Incorporating
fundamental cybersecurity tasks remains a necessary element in the cybersecurity
program to instill stability and consistency leading up to the transition into next level
measures necessary to protect the complex architectures that comprise critical
infrastructure (LoSonczi et al., 2016).

The RAT states the need for an offender, target, and weak protection
(guardianship) with critical infrastructure with the rise in sophisticated cyber attacks
against critical infrastructure, there is a crucial need for leadership support and
investment to ensure guardianship. Five offender types were reported by Fischer (2016);
criminals, spies, nation-state actors, hacktivists, and terrorists. Critical infrastructure
remains a prized target for all offender types with successful attacks increasing in the
damage and disruption to key services, as well as negative impacts to social trust

(Cassotta & Sidortsov, 2019). Attacks against critical infrastructure may come from
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many directions at any time; therefore, a leader's awareness and understanding of their
own infrastructure, and their response posture, remains a crucial factor as reported by the
participants and organizational documents. The RAT defines an analytic framework that
focuses upon the offender, target, and asset defense (guardianship) to study malicious
activity and vulnerability indicators, which provides crucial information for leadership
awareness. Denham (2015) represented the presence of a kill chain model related to
critical infrastructure to enable focused discovery analysis of bounded areas within the
infrastructure. Cybersecurity programs are the eyes and ears of the leadership that
expects an attack with efforts to include the concepts of infrastructure resilience, and the
use of the RAT as an analytic framework (Leukfeldt & Yar, 2016) may provide a needed
advantage in understanding offender motivations, intentions, and targeting preference
based upon protection posture (Miheli¢ & Vrhovec, 2018).
Applications to Professional Practice

There findings were compelling and supported current literature on cybersecurity
in critical infrastructure along with the organizational documents. Findings from this
study are crucial to cybersecurity practitioners, as well as IT compliance, and training
professionals in critical infrastructure. These findings are relevant to IT and compliance
professionals who can use the strategies revealed in this study to mitigate cyber threats to
critical infrastructure. The study revealed key factors that prepare IT and compliance
practitioners with crucial knowledge on strategies to help identify elements in the
respective program for enhancement. The participants reported their participation in the

study helped them identify and focus on key factors with renewed insight to improving
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cybersecurity strategy to include new ideas on compliance and training program
collaborations. The essential cybersecurity factors revealed in this study provide an
advantage to the IT professional's awareness and understanding to influence and enable
the workforce and enhance existing strategies. As a result, the improved IT practices will
help mitigate the cyber threat offender's perception of critical infrastructure as a target
and strengthen cybersecurity protection to reduce the cyber threat opportunities.

The study findings may be used to plan and implement strategies to improve IT
practices to meet the modern cyber threats challenges in critical infrastructure. The study
found that today's cyber threat offender seeks and applies sophisticated knowledge and
understanding of the targeted critical infrastructure and cybersecurity tradecraft to
achieve a successful attack. Four themes were revealed by the study: a robust workforce
training program is crucial, infrastructure resiliency is a priority, the importance of
security awareness, and the importance of organizational leadership support and
investment. These are presented as key findings to a successful cybersecurity strategy in
protecting critical infrastructure and supporting an organizational compliant environment.

The four themes were identified in the study as essential to cybersecurity in
critical infrastructure, and IT professionals may use this knowledge to modify their
cybersecurity strategies for application in both conventional IT and critical infrastructure
environments. The key factors were identified and discussed for each theme that
empowers the pursuit of improved IT practices. The key strategies from this study may

improve IT practices to facilitate adapting the current tools, techniques, and
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methodologies to mitigate the cyber threat's success in attacking the human and technical
elements.
Implications for Social Change

The study findings indicate there could be positive change in strategies used by IT
and compliance professionals to mitigate cyber threats in critical infrastructure.
Improvements in the protection of critical infrastructure may increase the confidence and
trust in the respective service providers by the community and society. A catastrophic
failure in critical infrastructure, as a result of malicious attack or natural disaster, has
been reported in the news media with the potential to impact national security and public
safety.

The study findings identified key factors necessary for improved cybersecurity
strategy for protecting key services such as power, water, transportation, financial, and
healthcare. The increased occurrence of successful cyber attacks has resulted in the
disruption of key utility services and loss of personal financial and healthcare data. Luo
(2016) found that concern has increased within communities, and society in general, on
the ability of the government and industry to protect its citizens and customers. This
study provided an exploration and contextual analysis of strategies in cybersecurity in
critical infrastructure that revealed factors to support and enable positive social change
through innovative and creative options for IT and compliance professionals. Successful
protection of critical infrastructure benefits communities and society by ensuring key
services such as healthcare and power are sustained during crisis events. This success

also contributes to improving and enhancing the IT body of knowledge by protecting
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sensitive industry and consumer data that enables the continued flexibility in using
modern technologies like mobile devices in healthcare facilities and smart homes. In
addition, the study findings may help improve employee behaviors toward cybersecurity
and compliance.
Recommendations for Action
Many key elements of a critical infrastructure are comprised of IT such as the

connectivity of physical sensors with geographically remote monitoring operations,
placing IT professionals at the forefront of cyber threat mitigation. The strategies
identified in this study can contribute or enable IT professionals during strategic planning
and implementation. The study also provides greater insight into opportunities for
collaboration between cybersecurity, compliance, and training programs. Strategies
revealed in this study contribute to the existing body of knowledge for cybersecurity to
help meet the complexity and sophistication represented in the cyber threat landscape
with possible value added in holistic organizational cybersecurity efficiency and
effectiveness. Strategies reported to be effective from this study for IT practitioners
include:

* arobust workforce training program is crucial,

* make infrastructure resiliency a priority,

* importance of security awareness, and

* importance of organizational leadership support and investment.
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The study findings can be used by organizations and stakeholders within the critical
infrastructure industry to create and tailor collaborative cybersecurity and compliance
programs.

The first recommendation for IT practitioners is the creation of a robust training
program. The study participants emphasized a robust training program in support of
cybersecurity in critical infrastructure with key factors of relevancy, flexibility, hands-on
application, communication, and effectiveness. The study participants reported these
factors as essential to cybersecurity, and compliance, for a cybersecurity program to
quickly tailor its training effect to satisfy on-demand and custom training requirements,
as well as adapt to individual needs and fluid challenges. The second recommendation to
IT practitioners is to make infrastructure resiliency a priority with key factors of
continuity, assurance, preparedness, and response. The study participants emphasized the
priority of a strategic shift from vulnerability based protection only that includes
infrastructure reciliency. The study participants reported resiliency as a necessity to
protect and ensure critical services are neither degraded, nor lost, against a dynamic cyber
threat landscape targeting critical infrastructure, which if successful would be
catastrophic to the affected population. The third recommendation to IT practitioners is
to establish and incorporate security awareness throughout the workforce that is tailored
for consumption by the targeted audience.

The results of the study underline the crucial need for workforce security
awareness with an emphasis for IT practitioners on the factors of management, training,

functions and capabilities, and compliance and cybersecurity. Based upon the findings of
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this research, IT and compliance professionals should emphasize the importance of
security awareness to organizational strategy to acquire and maintain indepth knowledge
of cyber threat capabilities, as well as the indigenous infrastructure to best visualize the
potential security vulnerabilities through an offender's perception of the environment.
The final recommendation is the importance of organizational leadership support and
investment to the cybersecurity program. The study identified the key factors for IT
practitioners of communication, resource investment, process standardization, and
cybersecurity fundamentals. The study findings highlighted the crucial need for
proactive organization leadership and IT practitioners in the success of any cybersecurity
program. The study findings attributed the lack of basic cyber knowledge to the resulting
challenges faced by leadership for consuming the results and the application in planning
and decision processes.

Dissemination of the study findings is approached through multiple techniques. I
will disseminate a summary of the study to the participating organizations and will
present the research findings through scholarly and technical publications. In addition, I
may circulate the study findings through presentations at professional conferences and
workshops to include corporate and healthcare compliance, project management, law
enforcement, and critical infrastructure workforce development.

Recommendations for Further Study

The findings of this study report on the exploration of industry cybersecurity

strategy in protecting critical infrastructure. This study revealed strategies used by IT and

compliance professionals to mitigate cyber threats to critical infrastructure. The focus
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was on organizations in the Pacific Northwest United States that have cybersecurity
strategies to mitigate cyber threats to critical infrastructure. Recommendations for further
study include similar research in other regions of the United States with consideration for
use of a different design methodology and conceptual framework for research diversity.
This study has contributed to the literature; however, additional research is warranted as
reported in this study's findings.

Topics were found in this study that serve as relevant issues in the cybersecurity

discipline and the IT skill community. Recommendations for further study:

* Perform studies using a cyber threat lens. This perspective of an
organization's infrastructure may reveal a better understanding of crucial
indicators such as offender intent and motivation, target selection and
exploitation choices, and perceptions into cyber defense tradecraft and
effectiveness of guardianship.

* Research how conventional vulnerability based cybersecurity approaches
could be enhanced to help enable cybersecurity resiliency.

* Use data science tradecraft to provide a better understanding of critical
infrastructure borne of the convergence of IT and OT that presents a complex
cybersecurity challenge.

* Focus upon cybersecurity training strategies through collaborative teaming

with the compliance and training programs.
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Reflections

As a computer scientist, I was confident in my understanding of cybersecurity as I
entered into this study. However, the level of effort necessary to ensure focus and rigor
in the academic research was a rewarding challenge that has helped me grow personally
and professionally. My journey in this study was made whole by the world class faculty
and my fellow students who, through team projects and collaboration, helped me identify
and overcome biases through the application of knowledge and skills acquired during the
program.

The data collection and analysis was a highlight experience with the opportunity
to interact with like professionals who were passionate about cybersecurity in critical
infrastructure. In addition, the participants showed a high level of positive energy and
enthusiasm with many commenting on the opportunity to participate in a study that
would help increase the body of knowledge and provide actionable information to
improve the cybersecurity and compliance disciplines. The positive attitudes and
eagerness to share their experiences and ideas on improving cybersecurity strategic
planning and implementation was inspiring and motivating. I was energized by the
experience and now view challenges in a new light, knowing I have the skill to collect,
process, analyze, and report on the respective challenge to contribute and enable creative
and innovative solutions.

This study has given me the necessary personal and professional experience to be
successful as a productive member of my chosen profession. My awareness and

understanding of research has matured along with gaining academic writing skills that are
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critical in how I communicate the results and the lasting impacts that brings to the skill
community. With this new found confidence and skillset, I am eager to pursue new study
topics and continue building upon this positive experience.
Summary and Study Conclusions

The purpose of this qualitative multiple case study was to explore cybersecurity
strategies in protecting critical infrastructure. The case organizations in the study
represented critical infrastructure in the pacific northwest region of the United States.
Data triangulation was performed using the interview and member checking data, and the
organizational documents to help answer the study's research question. The data analysis
phase of the study revealed four principal themes related to cybersecurity strategies in
protecting critical infrastructure, which were (a) a robust workforce training program is
crucial, (b) make infrastructure resiliency a priority, (¢) importance of security awareness,
and (d) importance of organizational leadership support and investment. These themes
represent positive findings that help support successful cybersecurity strategies in
protecting critical infrastructure. As reported by the U.S. House Permanent Select
Committee on Intelligence (2014), sophisticated threats have demonstrated the
motivation, access, and capability to attack our critical infrastructure with the intent of
causing significant damage that degrades or denies our ability to provide basic services

and resources such as power, water, and fuel.
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Appendix A: Interview Protocol
Interview: Exploring Industry Cybersecurity Strategy in Protecting Critical Infrastructure

Eligibility Criteria

Eligibility criteria will be used to identify potential interview participants. Participants
will represent experience in cybersecurity related to critical infrastructure environments
as managers and/or practitioners whose daily activities entail functions of compliance,
training, auditing, technical and non-technical controls. To be selected, the candidate
must satisfy at least two of the three eligibility criteria, which included:
a. IT or compliance professional with responsibilities associated with critical
infrastructure services/functions;
b. Two or more years of cybersecurity experience as a manager or practitioner;
c. Prior or current knowledge of cybersecurity strategy/implementation in
critical infrastructure.

Interview Script

1. Introduce myself and thank the participant.
Good morning or evening. Thank you for participating in this study as an
interview participant.
2. Confirm the participant's informed consent and address questions and/or
concerns.
I would like to discuss the consent form, and ask if you would like a
signed copy. The main points of the consent are to ensure you understand

this interview is voluntary, you can stop the interview at any time, and the
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interview will be conducted in a manner to ensure no harm to the
participant and the researcher.

3. Verify the interview procedure concerning audio recording and the steps I will
take to protect the participant's privacy, and the confidentiality of the material.

The interview will be audio recorded and I will take written notes. The
interview will be limited to one hour. Inform the participant that I will not
use any identifying information to include their name, address,
organization name, and location. Explain how the files containing the
interview material will be password protected and material storage (e.g.
thumb drive, hard copy) will be stored in a locked container with access
by the researcher only.

4. Confirm the participant is ready to begin the interview. Allow for a short break, if
necessary, and if a break is taken then ask to agree upon a time to return from a
break.

5. When the participant is ready, begin the audio recording. State the date and time,
participant's assigned identification number for the study, and whether this is the
initial or follow up interview.

6. Start the interview by asking the first question and continue until the final
question. Once the participant has indicated he/she has answered the question,
and does not have additional responses, proceed to ask additional questions based
upon the participant's answer, if applicable. If an additional clarifying question is

not needed, then proceed to the next interview question.
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. What is your current work role?

. What is your experience either, direct or indirect, with cybersecurity or
compliance functions?

. What are the tools and techniques used in cybersecurity or compliance?
How would you describe the usefulness of those tools and techniques?

. What has prompted the need for cybersecurity or compliance strategy based
upon your experience?

. What have you found to be most effective in cybersecurity, compliance, or
training strategies? What strategies have you found to be ineffective?

What impact has cybersecurity, compliance, or training practices had upon
one another based upon your experience?

. What factors play a role in the decision of how to implement cybersecurity,
compliance, or training practices based upon your experience?

. What are the advantages and disadvantages of workplace cybersecurity or
compliance practices in your experience?

What are the advantages and disadvantages of workplace training programs
in your experience?

What internal and external lessons learned based upon your experience can
you discuss in deciding which practices to consider?

. What other considerations would you like to discuss regarding

cybersecurity, compliance, or training strategies?



10.

11.
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L. What suggestions or recommendations might you have for questions to add

or remove?

M. Do you have a recommendation for one or more candidates to interview?
Ask the participant if they want to share any more information about the topics.
Ask the participant if they are aware of any documentation that might be relevant
to the topics discussed.

Explain the concept of member checking and schedule a follow-up interview to
review my interpretations with them.

Stop audio recording.

Thank the participant for partaking in the study. Confirm the participant has my

contact information for any follow up questions and concerns.
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Appendix B: Training Certificate from the National Institute of Health Office of

Extramural Research

Certificate of Completion

0 The National Institutes of Health (NIH) Office of Extramural

(}j'? Research certifies that Mark Boutwell successfully completed the
. NIH Web-based training course "Protecting Human Research

(% Participants.”

\ Date of Completion: 03/10/2017

Certification Number: 1623717 m National Institutes of Health

Office of Extramural Research
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