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Analytical Strategies

The study conducted content analysis of open source documents, government
threat assessments, legislation, policy papers and peer-reviewed academic literature and
semi-structured interviews. The content analysis provided overview of policy, including
the identification of the critical component of cybersecurity approaches to terrorism in
cyberspace. Additional documents were collected during the fieldwork on current and
planned government National Cybersecurity Policy. I offered a precise reading of a
specific document set and sought to protect the authenticity to maintain credibility in the
qualitative tradition. Furthermore, document review provides background information
and historical insight to help the researcher understand the historical roots of particular
issues (Glenn, 2009, p.30). In addition, it enables the researcher to contextualize data
collected during interviews. Moreover, it can suggest some crucial questions that need to
be asked and situations to observe as part of the research. Document review will enable
researchers to track the trends and change in development which can help verify the
findings. My goal was to give a truthful account of the information located in every
document and to interpret the meaning found in them scientifically.

Also, inquiries must provide insight, which extends beyond the specific issues
under study. Qualitative interviews rely on the researchers to assess the more extensive
applicability lesson learn from the findings to achieve external validity. Hence, the results
from the document analysis and qualitative interviews can be confirmed in that inferences

can be traced back to the primary sources to corroborate the findings (Wesley, 2010).
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Also, the results of the literature review were used to develop the interview
protocol used with the participants. The interview protocol guided the findings from the
first research question and second research questions on what the current thought
regarding the role of technologies in fighting expansion and organization of terrorism in
cyberspace, including what steps the Nigeria government is currently taking. The
interview protocol is included as Appendix (B). The literature review also identified the
current threat landscape and was used to make recommendations, including identification
of gaps that exist between international best practices and the current policies and
practices in Nigeria

The interviews were in accordance with the protocol approved by the Walden
IRB. The interviews used open-ended questions and face to face interviews were
recorded using a digital recorder for more accurate transcription. The researcher’s
comprehensive notes were used to supplement the transcripts. Interviews were conducted
in the individuals’ offices or at mutually agreeable places such as conference rooms,
home office or Hotels. The duration of each interview was 45 minutes and sometimes
lasted up to an hour. The transcripts were analyzed to develop an understanding of the
current approach. All individuals who participated in the interview will receive a final
copy of the findings of the study for informational purposes. The researcher intends to
present the conclusions of the study in Nigeria at a yet to be determined date.

Data Collection
Data collection was accomplished by triangulation of evidence from document

content analysis and the in-depth interviews. The purpose of using a variety of methods
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was to capture the different dimension of the same phenomenon. Triangulation of
information among various sources of data helps to achieve validity (Simon, 2011). The
data included both primary and secondary sources.

The study’s primary data collection was through a series of interviews. Also,
Secondary data were collected by both manual and online method. The use of primary
and secondary sources saved time and helped with the discovery of solutions to research
problems (Creswell, 2009). All participants answered ten open-ended questions listed

below about the topic of the study.
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Table 2

Purpose of the Questions

Questions

Objectives

1. Let me begin with what you can tell me about
the risks associated with terrorist organizations’
messages of violence, and radical ideology in the
cyberspace?

2. What do you see as the role of technology in
fighting expansion and organization of terrorism?

3. How would you describe the current level of
understanding of this kind of cyber threat by senior
government and private sector officials in Nigeria?
4. How would you characterize the ongoing efforts
being undertaken to protect the Nigerian
cyberspace from being entirely hijacked by the
terrorist to spread a message of violence?

5. What kind of technologies have been most
useful to lessen terrorist networking in the
cyberspace?

6. How do you select such technologies, what is
your testimony about its effectiveness, and how
practical are the techniques without violating civil
liberties, privacy and fundamental human right to
free speech?

7. What impact does such technologies have on
privacy and individual liberties?

8. What is (are) the authority (ies) responsible for
cybersecurity strategy? Where is this
determined/published?

9. What additional measures and policies could the
Government implement to incorporate international
best practices into how to use technology against
the adversaries?

10. Is there anything else you will like to tell me?

To probe the respondent’s knowledge and
understanding of the risks associated with terrorist
messages in the cyberspace and what tools are
used to propagate such messages.

Probe the needs, IT capabilities, and the goal
(people, process, and technology).

Explore the participants’ experiences with
cybersecurity technologies.

Discuss the role of government and the kind of
technologies that have been identified by security
experts to defuse the effects of terrorist
expansionist agenda in the cyberspace.

Focus on the practicality of the technologies used
and the concern about their impact on individual
rights and privacy (people, technology, and
process).

Tackle the issue of leadership and authority
responsible for providing guidance, including the
additional measures in term of policies.

A general comment and other valuable remarks
that they would like to add within or outside the
structure questions.
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Data Analysis

This study used the theoretical framework of RAT developed by Cohen and
Felson (1979). The choice of RAT was to understand the data from the perspective of the
environmental place-based account that three factors must be present for any crime to
occur. Therefore, I analyzed both primary and secondary data with the explanation of the
three components (Motive, Opportunity, and Means) and associated by a causal link. Yin
(2003) posited that researcher developed explanations regarding the research problem
before linking them based on this method of data analysis.

Data were organized by research questions. This organization was done by sorting
the data collected from document analysis and the in-depth interviews into an articulated
format to infer causal links and connection of findings.

The raw data on the country was consolidated and synthesized into a coherent
report. The analysis was densely dependent on the coding process used to pull together
the essential items and findings from the various data forms. The NVivo qualitative
analysis software was used to support coding and data analysis. The software allowed for
better identification of themes and patterns in the document review and the fieldwork,
and it built on the work done with NVivo during the literature review. The study used an
on-going, iterative data analysis strategy as recommended by Ravitch and Carl (2016)
The approach allowed for adjustment of the interviews as new threads developed and

patterns were detected. Pre-coding based on the literature review was used, and I was
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able to employ pattern coding as the process proceeded. The software tools proved
helpful at this stage.
Issue of Trustworthiness

In all kinds of research, it is necessary to authenticate the reliability of the
information generated by the investigation. Credibility, transferability, dependability, and
confirmability are the essential issue of trustworthiness in any study. Therefore, it will be
impossible to reconstruct the research and repeat the result without a valid, auditable trail.
This study incorporated multiple sources, including document content analysis, in-depth
interviews, and observation to make it credible. Yin (2009) recommended three tactics as
a way of addressing construct validity: (1) use multiple sources of data, (2) establish a
chain of evidence, (3) and use key informants as casual reviewers as the product emerges.
For this study, I used documents, which are peer-reviewed journals and vetted
government sources. | conducted interviews with key players in both the public and
private sectors. I consulted key interview participants as the study emerged to assess the
validity of the findings regarding the perception of individual security experts on the
effectiveness of cybersecurity technologies in mitigating terrorist propaganda in the
Nigeria cyberspace. I used doctoral level coworkers to conduct in progress peer reviews
to ensure both academic rigors of the investigation and credibility of conclusions. The
research is externally valid and transferable per the sampling model.

Internal validity was very crucial as it is essential in an exploratory qualitative
study where a global south nation like Nigeria was assessed for application of various

strategic approaches and recommendations to enhance its cybersecurity. Yin (2009)
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advised researchers to use the data analysis phase of the research to look for patterns,
build explanations from the emerging trends, and address rival or non-concurring
interpretations. In this study, [ used RAT lens to assess what Nigeria is currently doing to
respond to the challenges in terrorist organization propaganda and networking in light of
the three dominate cybersecurity paradigms. I made recommendations on where the
country might take further actions in term of response and preparedness. During the data
analysis phase, the material generated from the literature and document review were used
to establish the key coding parameters. From these coding parameters and subordinate
codes, I categorized and coded the data to match with the different patterns and
continually assessed the material to detect patterns and rival explanations.

Moreover, Yardley (2000) and Robinson (2013) pointed out that the precise
identification of the sampling strategy is useful in defining the rigor and transferability of
the study. Luiijf et al. (2013) revealed that the individual elements of national
cybersecurity strategy vary and are inclined to the cultural and worldview of the nation
promulgating a specific policy. Hence, the outcome of the similar study in another
country will likely vary, but the process can be transferable. Interviews with similarly
placed individuals would be useful in describing how that second nation is positioned for
cybersecurity strategy against cyberterrorists. This specificity in describing the sampling
strategy enhances transparency and confirmability (Robinson, 2013). Those results could
then be applied to the same set of approach, which has been developed by assessing a

more significant number of nations and institutions.
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This study was a qualitative research interview. Therefore, the alternative means
of assessing external validity, replication, was not practical but may form the basis for
additional research in a follow-on study.

Ethical Considerations and Human Subject Protection

In this study, I followed the guidelines of the Institutional Review Board (IRB) of
Walden University to avoid ethical pitfalls. Prior to conducting the research, a review of
the methodology was conducted by IRB for authorization and approval. Also, I
completed National Institute of Health (NIH) Office of Extramural Research’s
“Protecting Human Research Participants” training.

The participants in this study were adults who work with public and private
organizations. Their participation was voluntary, and anyone who felt uncomfortable was
allowed to opt out of the exercise. Research ethics guide social science researchers on
research that involves human participants (Kim, 2011). Hence, in this study, I adhered to
all necessary ethical standards to maintain integrity, credibility, and validity (Creswell,
2009). The effect of the investigation and the study, including the principles and
consequences of sampling, process, and interpretation are closely related to confirming
the validity. There was no known harm connected with partaking in this study beyond
normal workday stress. Every member participant was assured of confidentiality and
completed a mandatory consent form before the commencement of the interview.
Therefore, the participants were protected by keeping their identities in a nonattribution
format. Also, files, audiotapes, and transcripts were stored in an encrypted digital format

on an external drive and cloud-based server. External storage serves as a backup in case
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of failure from primary computer. Furthermore, personal identification information was
redacted from the transcripts before data validation. Selected participants who assisted in
validating the results and research were the only group who had access to the transcripts.
Copies of the Consent to Audiotape and Statement of Confidentiality can be found in
Appendix C.

Research data will be kept for five years from the completion and acceptance of
the final dissertation and then destroyed. Digital copies will be maintained for five years
before deletion. The Hard drives containing personally identifiable data will be cleaned
and destroyed at the end of the life cycle.

The study was not done in my current work environment or with any close
personal associates. I conducted all interviews professionally as I have done for previous
work-related research efforts involving personal interviews and observations.

Summary

Terrorism was the central phenomenon I addressed in this qualitative interview
study, with a focus on cyberterrorism and the role of cybersecurity technologies in
fighting the expansion and organization of terrorism in Nigeria cyberspace. The research
population comprised members of law enforcement agencies, the intelligence
community, academia, military, legislators and cybersecurity professionals in public and
private sectors.

For this study, my role was as an interviewer and observer. Data collection was
accomplished by triangulation of document, which included document content analysis

and face-to-face in-depth interviews. The research interviews were used to explore the
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views, experiences, beliefs, and motivations of experts, to evaluate the effectiveness and
applicability of cybersecurity technologies against terrorists’ propaganda activities in the
cyberspace. Also, data analysis was through coding and use of NVivo software
application. No ethical issues were faced in this research. I followed IRB procedures
required by Walden University while conducting this research (see Appendix A, B &C).

The findings of my study are in Chapter 4.
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Chapter 4: Results

Introduction
In this qualitative research, I revealed the facts and circumstances related to the
role of technologies in fighting the organization and expansion of terrorism in cyberspace
from security experts’ perspectives. In this study, I presented the testimony of 15 security
experts, using qualitative interviews to appraise the role of technologies in fighting the
expansion of terrorism in Nigeria cyberspace. The participants were familiar with the
Nigerian cybersecurity and counterterrorism campaign planning and strategy, including
capabilities and Nigerian perspectives. They were selected to provide descriptive
information concerning the effectiveness and practicality of cybersecurity technologies in
combating terrorism in cyberspace. The study was aimed to answer two primary research
questions, which guided the interviews:
1. How do the experts see the role of technology in fighting expansion and
organization of terrorism in cyberspace?
2. How do experts perceive the effectiveness and practicality of cybersecurity
technologies as a tool to mitigate terrorist propaganda and networking in

cyberspace?

[ used in-depth interviews with open ended questions to provide answers to the
research questions. Also, the study includes a qualitative content analysis of open
source/unclassified documents, including infrastructure information, legislation, policy
documents, terrorism report, peer-reviewed academic works, and journals. Progressive

axial and selective coding schemes were designed and validated the data through
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methodological triangulation. The approach enabled me to conceptualize themes and
analyze the data through a Routine Activities theoretical lens. The findings are organized
by themes relevant to the research questions and the theoretical propositions.

Nigeria is adjusting its national cybersecurity strategy to confront cyberthreats
resulting from terrorist expansion and coordination in cyberspace. In this study, using
interviews with key individuals in academia, and the public and private sectors, I was
able to collect information as a basis of making recommendations to the government of
Nigeria.

The first question about the role of technologies in fighting the expansion and
organization of terrorism in cyberspace helped to establish the baseline for policy
development and coalition against terrorism in cyberspace. The second question was
essential to examining and assessing the status quo for making comparison of the
response to terrorists’ expansionist agendas in cyberspace using cybersecurity
technologies. The result of Research Question 2 formed the basis for the
recommendations outlined in Chapter 5.

As a qualitative interviews study, the setting and demographics of the interview
sample were outlined, including the data collection and analysis procedures used in this
chapter. Lastly, the results are presented in line with the two research questions.

Setting

After the approval of the research proposal by the Walden IRB in May 2018, a

research trip was planned to Abuja for early May 2018. The approval number for the

study is 05-01-18-0543869. The process of contacting interview participants started in
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early May 2018 in collaboration with my contacts in Nigeria. The plan was to identify
other potential interview participants from outside the primary network. I spent a total of
four weeks in Nigeria with most of the interviews conducted in Abuja and the rest held in
Kano, Lagos, and Warri based on the preferred location of the participants. Obtaining
interviews with personal contacts in government and academia was easy, whereas it was
challenging getting to speak with people in the private sectors. One critical observation is
that Nigerian security agencies depend more on foreign technology companies in addition
to telecommunications organizations, which are vital to national security. The interviews
were conducted face-to-face, and on two occasions I asked some follow-up questions via
telephone.

Upon arrival in Abuja, final interview arrangements were made with some key
government officials, representing the ministries of interior, communication, defense, and
information. In addition, one of the interviewees assisted in identifying a knowledgeable
participant at the Office of the National Security Adviser (ONSA). I was able to
interview two members of the Nigerian National Assembly. My contact in Abuja was
able to secure an appointment for me to meet with participants from the Nigerian Police,
the Department of State Security Services (DSS), and the Nigerian Army. The
participants expressed willingness to assist in this study and majority of them showed a
level of enthusiasm, supporting the fact that the investigation is timely, relevant, and vital
based on the current trend of terrorists’ operations in Nigeria. Therefore, it was an
opportunity to obtain enough information and clarification to support the research. Some

of the face-to-face interviews were conducted in individuals’ offices, hotels, and homes.
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Four participants were interviewed in a conference room provided by one of the
ministries and located in the building where they work. The participants selected the
interview sites and we ensured there were no disturbances during the discussions. The
office interview enabled me to observe the level of sophistication of cybersecurity
technology practices that are being deployed in different agencies. The observation
enabled me compare the level of preparedness, understanding, and application of
cybersecurity technology in Nigeria in comparison to the countries of the global north,
especially the United States.
Demographics

The participants of this study consisted of fifteen professionals working at the
middle- to upper-management levels in the fields of cybersecurity, counterterrorism, law
enforcement, military, and intelligence organizations. They also comprised public
officials, members of the academic community, and private telecommunications
companies. The Nigerian Police, where the sample was drawn, is the principal law
enforcement agency in Nigeria with approximately 350,000 police officers. The
participants were both male and female ranging in age range from 40s to 50s and had
different educational backgrounds and experiences. The government officials were not
primarily security experts but rather the individuals tasked with passing legislation and
developing and implementing policies to advance the security of the nation and its
interests. They have education inclined toward law, policy, and national security affairs,
which made them contributed meaningfully to the topic. Also, the law enforcement,

military, intelligence, and private sector participants had much stronger technical
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backgrounds and had experienced advanced training in cybersecurity. The participants
from academic communities offered more insights into ethics and civil liberties. It was
important to include this diversity of backgrounds to acquire contrasting points of view in
the study in order to assess the practicality of the measures being taken and their potential
effectiveness in achieving the goal of fighting the expansion and organization of
terrorism in cyberspace. The variety of participants allowed triangulation of the results
from different sectors. This information is important to provide context for the gap
analysis of RQ 2 and the recommendations for action in Chapter 5.

The personal information of all participants was kept confidential using
alphanumeric code (pseudonyms AS1 to AS15) to protect all their identities. Table 3
shows the participants’ demographic information, which enabled me to develop answers

for RQ1 and RQ2.



Table 3

Age and Profession of the Participants (N = 15)

Participants Age Profession

AS1 40s Cybersecurity (private sector)
AS2 40s Strategic planner/legislator
AS3 40s Risk assessor

AS4 50s Lawyer/law enforcement
AS5S 40s Emergency planner

AS6 50s Information security specialist
AS7 40s IT security director

AS8 50s Lawyer, legislator

AS9 40 Army/security specialist
ASI10 40s Counterterrorism expert
AS11 50s Communications expert
AS12 50s Academic

AS13 40s Intelligence, historian

AS14 40s Intelligence director

AS15 50s Professor, computer scientist
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Data Collection

The 15 participants were recruited to participate in the study in May 2018 as
proposed after the IRB gave approval to proceed with the research. All 15 personal
interviews were completed during a four-week period in May 2018. Ten of them were
conducted in Abuja, one in Kano, three in Lagos, and the last one in Warri, Delta State,
Nigeria. The questions in the oral interviews were identical, while follow-up questions
varied based on earlier responses of each participant. The completed interviews with all
participants were denoted with alphanumeric code names AS1 to AS15. The face-to-face
interviews were recorded using a Samsung S9 phone running Voice Record Pro software
with simultaneous longhand notes. I took the advantage of the opportunity to watch and
observe varieties of technologies and the state of cybersecurity readiness. The duration of
each interview was 45 minutes. Follow-up calls were made to three participants for
clarification, which led to some modifications in their responses.

The data collection proceeded as proposed. The public sector participants, which
included law enforcement agencies, intelligence organizations, the military, and policy
makers represented a cross-section of individuals involved in developing and
implementing strategies to counter terrorist threats in Nigerian cyberspace. Therefore, the
interviews included both career officials and political level policymakers. The
participants met the objective of a purposeful sampling discussed in Patton (2002) and
Creswell (2007). The government personnel were employees in multiple ministries and
were responsible for the development and implementation of security strategy.

Participants from the private sector were also in charge of developing and implementing
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corporate policy in line with government strategy and regulation. The academic sector
participants with backgrounds in counterterrorism and cybersecurity added insights that
were useful in triangulating the data.

Data were also collected from the content of written documents, including:

1. Nigeria National Security Strategy on Cybersecurity.

2. Legislative Report on Terrorism.

3. Conference Materials from Nigeria National Security Summit.

4. Nigeria Police Crime Alert.

6. Speeches and Remarks by Senior Government leaders on National Security.

7. United States Department of State Country Reports on Terrorism (2016).

Data Analysis

The data analysis was carried out in an iterative and repetitive process as
recommended by Ravitch and Carl (2016). The iterative process existed in the data
analysis used in this qualitative interview study as each interview was reviewed at least
three times. This repeated review of the interviews enabled me to identify recurring
themes and concepts, which then informed the coding process. The interview data were
analyzed using the following steps:

(1) Familiarization with the data by listening to the recorded data thrice to
develop a general initial impression. (2) Transcription of the interviews. (3) Reading of
the interview transcription twice to form a full picture. (4) The initial list of codes was
developed as they emerged from the interviews. (5) Analysis of the raw data by assigning

codes through NVivo, which identified nodes that represented the reoccurring patterns.
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Consequently, the nodes were clustered into three themes: (1) technologies, (2)
terror in cyberspace, and (3) cybersecurity. Under the three new subheadings, the nodes
were more manageable and easier to organize. Using NVivo), the ten interview questions
were linked to 33 original codes and ultimately sorted into three code families aligned
with the two research questions. This structure proved to be useful for visualizing the key
findings.

While conducting the interviews and analysis of the materials, it became apparent
that cybersecurity is an issue of interest and concern in Nigeria, although with varied
motivations .

Among the 15 participants, one gave answers that seemed somewhat outside the
norm in comparison with the other 14 participants. When his answers were consistent
with the others, I considered them. Also, when they were different, those responses were
considered to be outliers and treated as discrepant.

Evidence of Data Trustworthiness

The data for the study achieved credibility, transferability, dependability, and
confirmability strategies as proposed with no adjustments. Credibility was accomplished
by incorporating multiple sources, including document analysis, observations, and face-
to-face in-depth interviews with a diverse participant sample. The reputations of the
participants are impeccable and their submissions were reliable based on the nature of
their jobs and years of experience. The stringent adherence to the interview protocol
supported the strength of a semi-structured qualitative interview methodology. It

promoted data consistency, including the depth of exploration with probing follow-up
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questions. Dependability, reliability, and validity were achieved by triangulation. Also,
confirmability was accomplished through reflexibility. As data were analyzed,
explanations were built and associated by a causal link. During the data collection phase,
the initial findings and emerging themes were discussed with a Nigerian counterterrorism
expert who confirmed that Nigeria follows the United States’ model in combating
terrorist activities in cyberspace. Moreover, the initial findings were circulated to the
participants and third-party experts for assessment and comments before completion of
the study. The comments received were supportive of the findings. With all these steps,
other researchers would be able to follow the same study methodology and advance their
ability to confirm the results.

Internal validity was achieved through continuous assessment of the data, which
helped to identify patterns and themes. The repetition of themes by multiple participants
strengthened the findings. Although participants viewed most of the questions in the
same way an individual’s position and professional background tends to influence how
they perceive issues, they all recognized terrorists’ expansionist agenda in cyberspace as
a problem. The study achieved external validity based on the analytical model, which
promotes transferability to the global cyberterrorism problem. The data analysis along the
global threat landscape and general doctrine on cybersecurity make the model applicable
to other cyber response planning contingencies. Also, the literature review was developed
within a global context and the model provides a framework that expedites a

comprehensive peer review.
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All interviews used the same questions to ensure dependability. The questionnaire
influenced the coding process and aided in the organization of the data. The interviews
provided more information and the ability to identify non-verbal clues. The use of digital
recording and transcript review enhanced the dependability and confirmability of the data
generated from the interviews.

Results

The data obtained from the participating experts was analyzed and interpreted to
understand the role of technologies and their effectiveness in mitigating the expansion
and organization of terrorism in cyberspace. Each theme is presented alongside relevant
participants’ comments and these results led to the recommendations found in Chapter 5.

The participants of the qualitative interviews were security professionals from
either the public or private sector. They were responsible for cybersecurity issues in
Nigeria. The results section begins with the participants’ interpretation of policy and
guidance related to the use of technologies and their applicability. Also, the description of
those guidelines reflected the integration of cybersecurity methods in the
counterterrorism approaches pursued by each participant based on their agency
affiliation. The primary research tool was a ten-question interview designed to provide
information to answer the two research questions: (1) How do experts see the role of
technologies in fighting expansion and organization of terrorism in cyberspace? (2) How
do experts perceive the effectiveness and practicality of cybersecurity technologies as a

tool to mitigate terrorist propaganda and networking in cyberspace?
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The participants’ assessments of the real-world contextual environment gave

insights into planning priorities, including capability development, governance, risk and

mitigation, and civil liberty concerns. The appraisal enabled the study to identify the

essential solution and method to apply.

Capabilities and Role of Technologies (Q.1)

Research Question 1 focused on the views of experts on the role of technologies

in fighting terrorist networking and expansion in cyberspace. I used the following

questions to probe for details;

1.

Let me begin with what you can tell me about the risk associated with
terrorist organizations’ messages of violence and radical ideology in
cyberspace?

What do you see as the role of technology in fighting the expansion and
organization of terrorism?

How would you describe the current level of understanding of this kind of
cyberthreat by senior government and private sector officials in Nigeria?
How would you characterize the ongoing efforts being undertaken to
protect the Nigerian cyberspace from being entirely hijacked by terrorists
to spread a message of violence?

Which authority/ies is/are responsible for cybersecurity strategy? Where is

this determined/published?



86

6. What additional measures and policies could the government implement to
incorporate international best practices into how to use technology against

terrorist adversaries?

The interview questions listed above were asked in every interview while the
follow-up questions varied for individual participants because interviews progressed
differently. I asked follow-up questions, including probes about the limitations of
technology; availability of experts to manage and deploy those technologies; civil
liberties and privacy concerns; end-user licenses of sophisticated technologies; risk
assessments of cyberterrorism; threat identification; communication of risks; awareness
of cyberthreats, and consequences of intrusive technology on fundamental human rights.

While information and communication technologies have created a new avenue of
terrorism, they also provide modes for defense. Cybersecurity technology is most useful
in preventing terrorist messages and intercepting their communications before they reach
a site’s visitors; and, government should use technology to disrupt terrorist networking in
cyberspace, one of the top three threats to national security.

The views of Security Experts

All the interview participants considered technology a vital tool in counter-
extremists’ cyber activities. They indicated it would require technology such as
surveillance, specialized cyberweapons and tactics to confront the threat of terrorism in
the cyber domain. Social media, including Facebook, Twitter, WhatsApp, and YouTube,

are commonly used to network among potential terrorists in Nigeria. According to the
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interview participants, the most needed for counter-cyber activities terrorism were
(cyber) surveillance technologies.

As noted by Rosand (2003), the terrorist threat has evolved over the last few years
into a new phase due to changes in technology. All the experts interviewed argued that
the Nigerian government has become better at preventing sophisticated physical attacks,
leading terrorists to the less complicated act of using cyberspace to propagate terrorism.
The most noticeable shifts in the world of terrorism and counterterrorism in recent years
have involved the more sophisticated use of the Internet and social media by terrorists to
spread propaganda and mobilize support for their ideology. According to all the experts
interviewed, the current action of the terrorist groups operating in Nigeria reflect the
worst fear of law enforcement and counterterrorism officials. Their primary concern is
the influence of terrorist messages, which can inspire people who are not known to
exhibit any visible signs of radicalization or evidence of direct contact with terrorist
organizations to obtain weapons and stage attacks against their communities. Sauter &
Carafano (2012) posit that emerging technologies open windows for cyberterrorism while
improved technologies play a significant role in fighting terrorism in cyberspace.

According to the experts interviewed, they observed that most of the law
enforcement and intelligence agencies have standard practices and technologies in their
routines. However, they have limited ability to process all the information from the
centralized system to achieve security goals. The respondents unanimously pointed out
that effective application of technology requires coordination between agencies. The

coordination relies on intelligence management, a central authority, and leadership.
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Participants interviewed argued that Nigeria as a nation faces myriad threats on a
daily basis. It is thus essential to have a complete view of the terrorist operations and
security threats in the cyber domains at all times. Law enforcement and intelligence
agencies need to use various technologies to achieve success by detecting what may take
a longer time for a human to identify. They need to program their systems to detect
unusual activities and collect intelligence that is useful to thwart terrorist agendas and
halt the expansion of terrorism in cyberspace. The participants pointed out that the
current challenges open up new vistas of the opportunity of technology innovation and

invention in Nigeria’s security industries.

Significance of terrorist threat through cyber activities.

Documentary evidence reaffirms that the government of Nigeria considers
terrorism as a significant threat to both the nation’s economy and national security. The
Nigerian government is making concerted efforts to combat terrorism in cyberspace
through various programs, including the National Cybersecurity Policy Summit. One of
the factors that foregrounds the issue of cybersecurity is the activities of the Boko Haram
terrorist organization in Nigerian cyberspace. Boko Haram is a terrorist organization with
Islamic religious inclination, which emerged in the Northeast of Nigeria in 2002. The
official name of the group is “Jama’atul Alhul Sunnah Lidda awati wal Jihad”, which
means those who are committed to the propagation of the teachings of the prophet and

jihad (Mechan & Speier, 2011).
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AS1 pointed to how the group used technology to spread propaganda when it

kidnapped schoolgirls in 2014. The activities of Boko Haram have affected Nigeria’s
reputation globally. The group has adopted the method of using new media technology,
especially YouTube, to broadcast its activities to the public. Most of the participants
corroborated the working definition of cyberterrorism for this study, which is terrorists’
use of cyber technologies to recruit, train, plan, and fundraise with the purpose of
instilling fear so that targets would comply with their demands or ideology. According to
all the participants, terrorists use social media technology: “the first line of action against
them should be cybersecurity technologies to disrupt, monitor and deter their activities in
cyberspace”. AS1, a cybersecurity expert, stated.
The following passage from the interviews with AS2, AS4, and AS9 best
highlight the threat of cyberterrorism and the use of technology for counter action:
Researcher: What are the risks associated with terrorist organizations’
messages of violence and radical ideology in cyberspace?
All the participants concurred that it is a reputational risk. The activities of
Boko Haram have affected perceptions about Nigerians and the country’s image.
As ASI1 explained, “the reason Nigeria looks at terrorist online activities and
cyberterrorism is because our image is being affected”. The reputational risk
arising from terrorist broadcasts with new media technology and other associated
cybercrimes is having negative effects on business and tourism as mentioned by

AS6, AS9, AS10, and AS15.
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The answers provided aligned with the declaration in the Nigerian cybersecurity
document that the online activities of terrorist organizations in Nigeria “adversely affect
the country’s economy as well as individuals and organizations within Nigeria’s physical
territorial boundaries from financial, reputational, security and privacy perspectives”
(Office of the National Security Adviser [ONSA], 2014).

AS2: Technology is useful to deal with cybercrime and the enemies in
cyberspace. It is essential to use technology to fight terrorist organizations because their
primary tools are new media technology. Boko Haram that denounces Western education
uses technology, which is a product of western education as their main weapons against

the public.

Role of technologies and how to use technology

The government and security experts are aware of the role of technology as
significant tools in fighting the expansion of terrorism in cyberspace. Two of the
participants from academia posited that cybersecurity technologies provide an excellent
avenue for combating the expansion and organization of terrorism through cyber
activities in Nigeria. The assessment of the experts pointed to the fact that government
efforts had already been geared toward the use of cybersecurity technologies as the most
viable weapons against terrorist activities in Nigerian cyberspace.

A recent assessment of terrorist capabilities in Nigerian cyberspace indicated that
cyber jihadist and other armed groups are limited to using cyberspace for propaganda,

raising money, and coordination (ONSA, 2014). Terrorist groups also use cyberspace to
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commit crimes such as identity theft, web defacement, and denial of service (Osho &
Onoja, 2015). However, Boko Haram has not demonstrated that the group has the
knowledge and skills to conduct highly damaging attacks against critical infrastructures.
Few of the respondents pointed to the fact that most of the terrorist groups in Nigeria are
likely to rely either on single individuals with moderate technical skills or on foreign
allies to assist their cyber campaigns. For instance, the Islamic State of Iraq and ash-
Sham (ISIS)-West Africa relies on support from the parent organization, ISIS for cyber
operation and propaganda. Hence, the government aims to leverage the terrorists’
propaganda and networking online by gaining a technological advantage over them in
cyberspace. With the resources currently available to the government, including
international alliances with the Global North for technology and knowledge transfers, the
government has the upper hand over terrorist groups in using technology for
cybersecurity.

According to the respondents, several technological mitigation tools could be
implemented, including content monitoring and cyber surveillance technology. The cyber
mitigation strategies with the application of technologies are employed to achieve the
goals of prevention, deterrence, detection, and response. For instance, cyber
communication surveillance has a capability for intelligence collection with the ability to
capture over twelve million data in a day. Tactical communication tools such as spyware,
malicious software, and centralized monitors are used for intelligence collection, which
could be processed to thwart terrorist agendas before they are implemented.

Communication surveillance tools are sophisticated and can monitor networks, emails,
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web addresses, phone calls, and text messages. Although Privacy International (2018)
argues that any automated communication surveillance would amount to interference
with the right of privacy, its significant advantage is that it is less intrusive as a human
does not need to read the intercepted communication except it is required.

The Nigerian government has initiated a partnership with giant technology
companies such as Facebook, Google, and WhatsApp to expand resources and
technology to fight the expansion of terrorist content and propaganda in cyberspace.
Privacy International (2018) describes four categories of communication surveillance,
which include internet monitoring, mobile phone monitoring, fixed line interception, and

intrusion technology.

Communications
surveillance

Monitoring Interception

) Retention
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Figure 3. Potential functions of communications surveillance.

Barriers to fighting cyberterrorism activities through technology
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AS15 explained that Nigeria needs to fund cybersecurity education to groom
skilled personnel with expertise to defend its cyberspace from terrorists and non-state
actors. The country is in dire need of “highly qualified software writers and hackers with
skills that can counter terrorist websites”. In the interim, the security agencies should
fund programs that attract talents and encourage innovation. Law enforcement agencies
should recruit skilled personnel who must be able to develop and produce systems
capable of carrying out activities in cyber space. Also, it is essential for the Nigerian
government to develop cooperation on a global scale in order to detect and prevent

informational and technological threats to peace.

Limitation of Technologies.

AS8: Technology is not a total panacea. The approach must encompass “people,
process, and technology”. The first limitation of technologies is the risk of
misconfiguration: human effort is required to configure cybersecurity tools to achieve
desired security goals. This means that technologies get compromised when humans get
compromised. Also, technology always provides an idea, but the onus is on intelligence
agencies and law enforcement to join the dots to prevent potential attacks. Protection of
cyberspace from adversaries is not guaranteed without the application of multiple
approaches, including training and awareness. Vulnerable technologies, infrastructures,

and methodologies could be exploited. 21st-century terrorists are technologically savvy
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and tend to create alternative methods to implement their nefarious agenda. Hence, a

complete strategy must encompass policy, procedure, and technology.

Mitigation Strategies

Technology

Administrative

Training & Cooperation
Awareness

Figure 4. Mitigation strategies.

Current Understanding and Government Efforts

The interviews revealed that government understands the threat but is not
committed enough to tackling the effects of terrorism in its cyberspace. From the
government point of view, AS4 defined cyberterrorism as “an act of using technologies to
communicate violence, train, plan, and target potential victims to influence government
decision [sic] or to force an ideology on them.” The definition conforms to the working
definition for this study as identified in the literature review. Also, AS11 posited that “all
of us are familiar with what “terrorism” means, but when we attach the word “cyber”
with it, things get a bit more confusing.” Nigeria’s government accords higher priority to

people who make political statements against government leaders on social media than
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those who use new media technology to perpetrate violence. According to AS11, “they
go after those who publish and expose corruptions in government on the social media.”
All participants explained that there is an ongoing effort on the side of the government,
but the attention of the authority has been more valuable in tackling cybercrime.
Institutions like the Economic and Financial Crimes Commission focus more on cyber
activities related to financial crimes and crimes of opportunity, popularly known as
“Yahoo Yahoo” or “419” in Nigeria. The understanding of the threat by policymakers
galvanizes support and justification for the deployment of technologies to fight the
expansion of terrorism in cyberspace. The role of technologies is essential for intelligence
gathering to support security agencies’ decision-making process to thwart terrorist
agendas.

Government’s role in fighting terrorist cyber activities. The participant experts
working in both the public and private sectors believed that the government approach
towards fighting terrorism in cyberspace must change from the traditional method of
handling crime. At present, government agencies manage terrorist online content and
propaganda in cyberspace like cybercrime where law enforcement investigates after a
crime occurs. For instance, AS4, AS6, AS9, AS10, AS11, and AS15 informed that senior
government officials understand the threat clearly. All interviewed participants hold that
terrorism is both an economic and national security issue. According to AS14, “it [has]
impacted business, scared away international investors and tourists; caused damage to
[the] nation’s reputation among the comity of nations; caused disaffection among

communities and ethnic groups in Nigeria; and threatened Nigeria’s existence and created
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an atmosphere of insecurity.” Five of the participants interviewed suggested a similar
body like the Center for Strategic Counterterrorism Communication in the United States
of America, which focuses primarily on countering extremist and terrorist propaganda in
cyberspace.
Terrorist cyber activities in Nigeria. According to AS15, “before [the] February 2015
election, Boko Haram threatened some section community [sic] on [sic]YouTube
broadcast not to go out to vote or face the consequences, and about 50 per cent of the
community complied to the order for fear of terror repercussion.” Also, the participants
cited instances of when the secessionist group known as the Indigenous People of Biafra
operating in the eastern part of Nigeria used social media to propagate the lie that all
agricultural products, especially beans coming from the northern part of Nigeria had been
poisoned. The propaganda affected commercial activities in the country as people opted
to stop buying all food items coming from the northern part of Nigeria in the markets. As
noted by Tugwell (2017), propaganda and terrorism go hand in hand as they both seek to
control and influence their target in ways that benefit the sponsor. The purpose is to
induce fear and uncertainty. Terrorist messages in cyberspace have fueled ethnic crisis
leading to communal conflicts, arson, killings, maiming, and the destruction of cities in
Nigeria. This action is a “threat to Nigeria [sic] national security; the information of
operation of adversaries in our cyberspace is capable of breaking Nigeria”, stated AS10.
All the participants agreed that terrorists use propaganda to misinform and
disorient the public. The terrorist and separatist armed groups operating in Nigeria use

social media and cyberspace to spread misinformation, propagation of violent ideology,
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and for recruitment. AS14 who is a key leader in the intelligence community claimed the
long year of tracking terrorist groups’ activities shows that fundraising activity is the
lowest priority observed among terrorist threat actors in Nigerian cyberspace. AS4, AS6,
AS9, AS10, AS11, AS13, AS14, and AS15 corroborated the opinion that terrorist groups
in Nigeria, especially Boko Haram, have another secret method of raising money outside
social media. They know it will be easy for the authorities to trace their funds if they use
social media. Their priority on the social media is thus to spread lies capable of
influencing peoples’ opinion or manipulating them into taking actions against the
government. Therefore, the relevant authorities should develop cyber strategies and

capabilities to confront enemies in cyberspace.
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Names Provided by Interviewees of Selected Terrorist Organizations and Separatist
Movements Known to Be Active in Nigerian Cyberspace

Organizations

Categories

Modus (Website/Social media

Boko Haram

Indigenous People of
Biafra (IPOB)

Islamic State West
Africa and the
Movement for Unity &
Jihad in West Africa

Movement for
Actualization of the
Sovereign State of
Biafra

Movement for the
Emancipation of the
Niger Delta

Terrorist organization

Nigeria government
designated IPOB a
terrorist organization
on September 20, 2017

Terrorist groups; both
offshoots of ISIS and

Al-Qaeda in the
Islamic Maghreb

Separatist movement

Separatist movement

Uses YouTube, Twitter, and
Facebook and has an official web
page in the form of a blog12
through which it publishes its
propaganda and recruits members.
http://www. usufislamicbrothers.
blogspot.com
Active on the social media for
recruitment, fundraising and
incitement. The group has official
website: www.ipob.org

Social media platform.
www.youtube.com

Active on social media:
https://www.facebook.com/Massob-
170125269761711/. Website:
http://massob.biafranet.com/

Social media platform.
www.youtube.com




= Propaganda

Surveillance
= Recruitment
= Fundraising

Crime

Figure 5. Cyber activities of Nigerian terrorists identified by interviewees.

National Cybersecurity Strategy

The sections of this policy document related to the prevention of terrorist
messages and propaganda in Nigerian cyberspace explain the position of the Nigerian
government on the adoption of “a risk management-based and technology neutral
approach in performing assurance activities.” Therefore, it is considered as the official
guideline which security experts follow in all situations.

The document defines cyberterrorism as “activities that involve the use of
computing and cyber technologies in aiding or executing terroristic activities of any
form” (ONSA, 2014).

The document reveals the level of readiness to keep cyberspace safe from
cyberterrorists. As pointed out, the “National Cybersecurity Strategy is the nation’s
readiness strategy to provide cohesive measures and strategic actions towards assuring

security and protection of the country’s presence in cyberspace, safeguarding critical
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information infrastructure, and building and nurturing a trusted cyber-community”
(ONSA, 2014). As noted in the document, the jihadist cyber threat tops the list of threats
that confront Nigeria. Also listed are criminal activities such as cybercrime, fraud, child
online abuse and exploitation, cyber-espionage, and cyber conflict.

Key approaches to a successful national cybersecurity program are identified to
be public and private sector partnership, multi-stakeholders engagement, and
international cooperation (ONSA, 2014). Similarly, AS3 and AS4 were united in their
opinion that Nigeria’s leaders “are concerned over anything related to terrorism and the
cyberspace. The security agencies in the country have been ordered to be prepared and to
build resilient systems by closing the gap between law enforcement, intelligence, and
national security.” AS12 disagreed at the level of leadership commitment to counter
cyber threats. According to the respondents, the leadership guiding policy was issued to
be prepared and to build a resilient system. The understanding of this policy suggests that
the tasks of the operational and tactical leadership are known, and that senior leadership
expects preparedness plans to be carried out.

When asked about the authority currently responsible for cybersecurity strategy,
AS2, a senior government official and strategic planner, pointed to the Office of the
National Security Adviser as the authority responsible for the design of a strategy for
cybersecurity and counterterrorism in Nigeria. AS14 explained that the strategy is more
about prevention and promotion of interagency collaboration to enhance security through
an integrated approach to national risk management. AS8, AS9, AS10, AS13, AS14, and

AS15, all from police, intelligence, military, and academia pointed to the fact that the
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Nigerian cybersecurity strategy is handled by the president under the Office of the

National Security Adviser. AS15 gave me a hard copy of the published document.

Issues of privacy and civil liberties.

Experts raised a constitutional issue in the effort of preventing terrorist
networking and expansion in cyberspace: protecting individual privacy and civil liberties.
Nigerians conceived the constitution to preserve individual freedoms and liberties. All the
participants argued that Nigeria’s experience with these issues is different from that of
the United States, for example, where the justice system is highly developed. Terrorists
and others who use new media technology to spread violence should not enjoy any
protections that modern society offers. Two of the participants cited the United States of
America Patriot Act that provides appropriate tools required to intercept and obstruct
terrorism. Majority of the participants mentioned examples of China, Saudi Arabia, and
North Korea, where citizens have limited access to the Internet: ““...in China, you cannot
even get access to everything on Facebook™, AS15 stated.

Researcher: what do you think about violations of the fundamental human rights
of suspected terrorists’ as citizens protected by the constitution?

AS15 underlined that every citizen has rights and enjoys protection under the
Nigeria constitution. However, law enforcement does not wait again to investigate after
the fact but uses technologies as a proactive measure to collect information in advance.
Law enforcement and intelligence agencies in Nigeria have acquired new legal authority

to monitor the communications of suspected terrorists on the Internet. Technologies are
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used for interception, monitoring, collection and preservation of evidence to prosecute
suspected terrorists in courts of law.

AS14 added that with the advent of modern terrorism, law enforcement has a
broader scope to extend the dragnet to collect intelligence useful for dismantling terrorist
cells and halting the expansion of their ideology. However, the government identified
some of the risks which the method of using cybersecurity technologies pose to human
rights, including violations of the rights to privacy and freedom of expression. According
to the UN Human Rights Charter, privacy, freedom of opinion and speech are recognized
as human rights (UN, 2013). Therefore, the method and application of technologies are
performed to meet the standards of within the democratic society to be seeing legitimate
and achieve the security goal. Every Nigerian citizen has access to the Internet and can
communicate freely without hindrances except those who are suspected of engaging in
criminal or terrorist activities. The tactical intelligence is “target-specific” with
individuals put under surveillance when they are suspected of plotting actions detrimental
to the state. All the participants expressed fear of the abuse of the policy to spy on
innocent citizens, especially those who oppose bad government policy. Three of the
participants pointed to the government’s monitoring activities of activists and a recent
clampdown on some journalists.

Effectiveness and practicality of cybersecurity technologies (Q.2)

The principal finding of this study is that measurement of the effectiveness of

particular tools may not provide a holistic view of their performance. However,

respondents explained that assessment of efficiency would be the ability of the law
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enforcement and intelligence agencies to manage both technology and human assets to
achieve security goals. Experts interviewed posited that there is no standalone
technology; agencies must develop skills, knowledge, and abilities needed for leadership
to make technology effective. Also, respondents explained that the effectiveness of a
given technology is measured based on cost and proportionality, including whether or not
the technology achieved the expected security goal.

Practicality. Participants interviewed argued that the application of cybersecurity
technologies is practical in Nigeria’s context where law enforcement and intelligence
agencies have acquired new legal powers to use cyber surveillance technologies to
monitor potential terrorists’ communications.

I asked the following questions to provide the answer to Research Question 2:

1. What kind of technologies have been most useful to lessen terrorist

networking in cyberspace?

2. How do you select such technologies, what is your testimony about its
effectiveness, and how practical are the techniques without violating civil
liberties, privacy, and the fundamental human right to free speech?

3. What impacts do such technologies have on privacy and individual liberties?

4. Is there anything else you would like to tell me?

Terrorist organizations use all sorts of Internet-enabled communication
technologies to expand their agenda. Experts interviewed spoke of “tools” identified to be

useful, such as communication surveillance technologies, content monitoring tools, and
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listening devices such as frequency jammers and interception technologies. Security
experts refer to all these equipment as “tools” or “technology”.

AS9: Terrorists take advantage of new media; they use mobile phones to
communicate with their members and give them instructions about potential targets. They
obtain information on the target by researching the web, newsgroups, open source media,
or actively seeking the information through legal means for an illegal purpose.

AS10 (an information security specialist): The use of internet-enabled mobile
phone technology is an advantage to Boko Haram. The Internet consists of several
networked systems that are managed independently with limited control or oversight. It is
cheap and could be used efficiently to spread information.

AS10: “Over 50 million people in Nigeria have access to the internet with their
mobile phones. Everybody with a mobile phone has access to Facebook, YouTube,
Telegram, and WhatsApp. Negative information easily travels fast through this medium.”

Terrorist groups operating in Nigeria such as Boko Haram are able to reach out to
a broad audience and manipulate their target by using instant messaging technology like
Telegram, WhatsApp, and Chatrooms, including phones. These web tools enable them to
effectively communicate with their members and coordinate attacks.

Boko Haram uses communication technologies, including the social media and
mobile phones to organize its activities and send messages to a broader audience. For
example, the leadership of the group contact [sic] journalists through a telephone to either
contest allegations or claim attacks. They usually post videos showcasing their

propaganda to www.youtube.com, where millions of people could access them.
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Terrorists use technology and one of the ways to combat their activities is through
the expanded use of technology. As technology is advancing, the terrorist organization
[sic] are becoming sophisticated and increasingly empowered. Experts chose the
technologies and evaluated its [sic] effectiveness based on whether it accomplishes the
desired security goals or not.

AS9 (has used mobile phones, frequency jammer, and tracking technology
successfully in monitoring terrorist activities): “It is quite effective. We are not only able
to intercept their [terrorism] communication, but also, we can trace the action back to
them and locate them.”

When asked how they select suitable security technologies, only seven out of the
fifteen participants were able to provide clear answers; they draw their knowledge from
their roles as the first lines of defense in law enforcement, secret service, and the military.
AS4, ASS, AS9, AS10, AS14 gave almost similar responses as follows.

A variety of technologies are available for cyber security, depending on the
technology used for terrorism activities. For instance, if it is known that terrorists use a
mobile phone to communicate, frequency jammer may be appropriate. Also, if the threat
actors have posted offensive or violent messages on social media or private websites, in
most cases, the choice is to work with the service providers to pull down the offensive
communication with the aid of interception technology. AS10 commented that “We
understand the threat landscape, and we know the kind of weapons the adversaries use
and how they deploy them.” All the experts agreed that content monitoring tools and

installation of firewalls, coupled with other offensive applications are preventive tools
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that have been useful. The preventive techniques, which are synonymous with a
hardening of the targets, are part of the government’s strategy of passive defense. Content
monitoring applications are used to filter terrorist messages before they reach the public.
The Nigerian Communications Commission, which is the regulator of the
communications industry in Nigeria can mandate all the service providers to implement
the security measures that detect and discard terrorist communication before they become
public.

AS1 (cybersecurity expert) stated that active defense determines the identity of
the attack and initiates a counter attack. Computer-driven surveillance, such as voice and
facial recognition with interpretation software application are excellent examples of a
dynamic defense method. Technology-driven intelligence gathering approach is practical
and less intrusive than traditional forms of surveillance and intervention (AS4, ASS5, AS9,
AS10, AS14).

Security experts interviewed referred to surveillance technology as “tools” or
“assets”. They described an asset as any equipment, person, facility or information that
has value and is controlled by a government. Intelligence agencies such as the
Department of State Security Services, Nigeria Intelligence Agency, Directorate of
Defense Intelligence and the Office of the National Security Adviser coordinate and
deploy various assets to gather intelligence in cyberspace to support counterterrorism
operation. The importance of using intelligence tools is to gain advance knowledge of
terrorist activities and dismantle their plan before an event occurs. In this context, the

categories of surveillance technology identified are a range of technologies such as
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listening devices. Also, it includes a frequency tracker, phone jamming tools, which
monitor mobile phone calls, and content monitoring tools, which include emails and
Internet activities.

Furthermore, identification and authentication technology can reveal who used a
computer or a phone to do what, including the location of the users. The question of non-
repudiation can further be resolved through a legal process. Also, the use of
cryptographic technology for secured communication among law enforcement agents and
intelligence and key stakeholders are the best options to avoid information leakages to
terrorists and other bad actors.

Overall, the experts viewed the Nigerian government as proactive about ensuring
that all mobile SIM cards in Nigeria are registered. All the mobile phone companies
operating in Nigeria are compelled to capture biometric features of their customers. The
service providers can tell who is doing what with or using his/her mobile phone. Also,
they have to cooperate with the law enforcement agencies by providing all the
information, such as call logs and information trails when necessary. For instance, the
Chinese government has initiated a similar partnership with technology companies as a
proactive measure. Kumar (2018) points out that China enacted a National Security Law
that gives police the authority to partner with private technology companies to help them
bypass encryption or other security tools to access sensitive personal data such as users’
emails, text messages, pictures, and the encryption keys that protect them. Giant
technology companies like Apple are collaborating with the Chinese government to

provide help when needed. Although this approach is raising significant privacy concerns
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among users and human right activists, the benefits outweigh the risks if the government
is determined to combat terrorism in cyberspace. Meanwhile, law enforcement agents or
investigators require a warrant or court order to obtain such information. There are
regulations and guidelines for obtaining citizens’ information to avoid the abuse of such
powers.

AS2, AS4, and AS9 support the notion that new media is a significant advantage
to Boko Haram in Nigeria because it helps them keep their activities going while they
remain elusive. The opportunity is out there already with the increasing sophistication in
communication technologies. It is not possible for the authorities to deny bad actors
access to internet infrastructures. However, the authorities can use cybersecurity
technologies to thwart terrorists’ communication and expansion in cyberspace.

With the evolution of artificial intelligence, there will be no more havens for
terrorists operating in cyberspace. AS1 who is a cybersecurity researcher with a private
firm corroborated other participants views that the anonymity that cyber actors enjoy is
an advantage. However, with artificial intelligence it is possible for security
administrators to identify perpetrators and even block messages before they become
public. Also, the ability to trace activities back to the offenders with modern digital
forensic tools is an added advantage, which AS15 pointed out.

Meanwhile, all the participants pointed to lack of expertise within the intelligence
and law enforcement agencies to apply the technologies effectively. According to AS13,
“while technology is good and effective, the authorities lacks the expertise to deploy

them effectively”.
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As discussed earlier, one of the primary focuses of the Office of the National
Security Adviser is institutional capacity building that includes facilities and human
capacity. AS6 said the government should engage indigenous technology companies and
encourage research that can produce technologies that target adversaries based on the
local threat landscape. At present, there is an apparent lack of confidence in locally made
security solutions. The interpretation of these comments agreed upon by all participants
indicate that the authority relies more on foreign experts and technologies.

However, two dissenting voices posited that cybersecurity technologies are not a
total panacea, but that the long-term strategy should be based on an educational program,
deepening democratic culture, alleviating poverty, and expansion of opportunities for
young people. AS10, who is a counterterrorism expert supported the notion raised by the
two academic professors AS15 and AS12. The implication and interpretation are that
technology alone cannot be used to fight terrorism and secure cyberspace. Their use must
be comprehensive and accompanied by other social strategies, which include education
and awareness programs.

The security experts explained that the effectiveness of technologies is measured
based on its technical capability to achieve the security goals. Cayford & Pieters (2018)
point out that effectiveness is an impact that is desirable and recognized as contributing
towards sought-after security goals. Also, experts viewed the efficiency of cybersecurity
technologies from the point of cost-benefit analysis. The justification is that the
application of cybersecurity technologies is cheaper and easy to deploy compared with

using human assets to perform the same function. Therefore, a risk assessment will
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enable a user to gauge the cost of security measures against the threat landscape and
apply the best method. It is essential that the benefit of the outcome of the possible
actions outweigh the risk to make it useful. All the experts interviewed pointed to the fact
that technologies were helpful in the prevention and detection of several online attacks,
especially the blocking and removal of terrorist contents before they reach mass
audiences. They argue that the enormous spending on building infrastructures and
training to support the use of technologies to combat cyberterrorism in Nigeria
cyberspace is reasonable and the outcome is desirable.

I posed similar follow-up questions to all the participants since they all considered
technology is effective and a practical approach to diminish the effect of the expansionist
terrorist program in Nigerian cyberspace. They all clarified that there must be an overall
strategy which focuses on targeting the population of young people. All the participants
traced the origin of terrorism in their present domain to poverty, inequality, and the lack
of opportunity in northeast Nigeria where Boko Haram emerged. They all pointed out
that good governance and the deepening of democracies that create room for freedom of
expression and broader participation, including the expansion of opportunities for the
young people, will lessen the effect of terrorism in cyberspace. It will serve as a long-
term solution to the ideology of terrorism if the police, military, and other actors charged
with protection reduce the incidence of extra-judicial murder and embrace respect for the

rule of law, AS12 stated.
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Measures of Effectiveness
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Figure 6. Evaluating the effectiveness of cybersecurity technologies as described by
security experts.

Additional measures. On extra measures and policies that the government could
implement to incorporate best practices into how to use technologies against adversaries,
most participants recommended that Nigeria should embrace the United States’ approach.
Also, there is an apparent lack of coordination among government agencies. All the
participants expressed a valid concern about the disconnection between the law
enforcement, intelligence, and government leaders. The Department of State’s
publication corroborates this fact that interagency cooperation and information sharing in
Nigeria are weak and have at times hindered overall effectiveness (United States
Department of State, 2017).

First, Nigeria must reaffirm its rights to protect its information space from
disturbance from terrorist or nation-state actors. Also, to inspire all sectors, both public

and private, including individual citizens to understand their role and responsibilities with
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regards to online security, people must be made to understand the threats and prepare to

respond to them. Table 5 summarizes the themes uncovered from the interviews with the

experts.

Table 5

Themes of Perceived Risk and Counter Risk Measures

Strategic Measure

Operational measure

Tactical measure

Law and Policy

Cyber  Strategies and
Capabilities -Building
Infrastructures

International Cooperation
Governance of Cyberspace
Research

Preparation —  Passive
defense- Target hardening

Funding

Creating new agencies
with focus on countering
terrorist propaganda

Active defense with
intelligence-driven
technologies

Information database

Private security firm

Coordination

Human asset-skillful
personnel

Cybersecurity
technologies-tools and
equipment

Funding

Awareness

Debate raised on the meaning of cyberterrorism. An unanswered question

emerged from the interviews on the definition of terrorism. There is some variance in

response to interview questions and the most noticeable one is on the definition of

cyberterrorism. Some of the participants thought that cyberterrorism and cybercrime

connote the same thing. A discrepancy worthy of mention is that the terms

“cyberterrorism” and “cybercrime” were used interchangeably by participants. Terrorists
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may engage in the act of cyberterrorism to expand their agenda, but may not necessarily
cause physical harm. Meanwhile, according to the literature and a majority of the
participants, terrorists and criminals may engage in cybercrime such as identity theft,
fraud, and money laundering to raise money for their operations. Cyberterrorists pursue
their targets using the opportunity the Internet has provided them to expand their
ideology. They have the means or capability to operate in cyberspace and the motive is
either politics, religion, vendetta, a social cause or a symbolic act. The intention is always

to influence an audience or to intimidate the government to accept their demands.

Cyberterrorists

Target

Intention

Motive Means Effect

Figure 7. How cyberterrorism is observed by experts.
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Summary

In Chapter 4, I presented research questions of this study by data collection,
analysis, and results. In Research Question 1, I performed a qualitative interview with
security experts, including document content analysis of laws, policies, cybersecurity
directives and high-level government declarations. The findings revealed that the
integration of technology in counterterrorism strategy creates a new opportunity to
develop new technologies and technical skills. Emerging technologies such as artificial
intelligence and machine learning algorithm are pointers to the future possibilities of
combating enemies in the cyberspace. Technologies remain viable instruments to subdue
terrorists’ influence in cyberspace. The technological approach is a top priority for law
enforcement and intelligence communities. The study findings provide insights into the
application of a combination of strategies in support of technology to secure Nigerian
cyberspace. Nigeria’s national policy on cybersecurity is a guiding document for
intelligence organizations, law enforcement agencies, and other security apparatuses in
Nigeria.

In Research Question 2, I conducted interviews with security experts, including
document content analysis of threat assessment documents, policy, and peer-reviewed
literature. The findings revealed that the effectiveness of technologies is measured based
on its technical capability to achieve the security goals. Experts clarified that
technologies are selected based on risks and must be combined with other strategies to
make a good result. Content monitoring tools, firewalls, and identification and

authentication tools that guarantee non-repudiation and other technology-driven
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intelligence gathering tools have been useful. A combination of surveillance and
interception technologies are considered effective based on the numbers of attacks
thwarted by the Nigerian Secret Police. Findings on the practicality of the application of
the technologies reveal that law enforcement and intelligence agencies have acquired new
legal powers to use cyber surveillance technologies to monitor potential terrorists’
communications. Therefore, the use of technology is feasible in all situations as it is
known to be less intrusive and regulated by law against abuse.

Based on the findings discussed in this chapter, some recommendations are
discussed in Chapter 5 with a focus on how to advance the efforts to mitigate the
expansion and organization of terrorism in cyberspace. I will also indicate additional
areas for investigation which will further improve the security of nations and individuals

seeking to benefit from opportunities available in an interconnected world.
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Chapter 5: Summary, Recommendations, and Conclusions
Introduction

The Nigeria government has spent billions of dollars to protect its cyberspace,
including telecommunication infrastructures from terrorist attack. Also, the government
has given considerable attention to cybercrimes such as terrorists’ online financing and
fundraising activities. However, these efforts have failed to recognize the threats
presented by terrorist propagandas in Nigerian cyberspace.

The purpose in this qualitative interview study was to gain an understanding of
how experts and security administrators choose cybersecurity technologies to mitigate
terrorist propaganda and networking in Nigerian cyberspace. I used qualitative interview
study methodology to explore expert perspectives on the role of technology in fighting
the expansion and organization of terrorism in cyberspace. This study was qualitative in
nature. [ used Cohen and Felson’s (1979) routine activity theoretical framework to
examine existing documents as well as face-to-face interviews with security experts.

Key findings of this study are as follows: that technology is useful in fighting the
expansion and coordination of terrorism in cyberspace when properly integrated with
other strategies. There has been little progress in countering the threat presented by
terrorists’ propaganda in Nigerian cyberspace; a need exists to train and produce more
experts with the requisite technical skills to dismantle terrorists’ websites and counter
their messaging on social media platforms; and the government’s counter-narrative
efforts on social media are ineffective. Cybersecurity technologies are useful and cost-

effective tools to combat terrorist propagandas and networking in cyberspace. New
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artificial intelligence and machine learning tools enable prominent social media
organizations to take down terrorist content faster than human moderators. Nigeria
constitution guarantees no protection for people spreading violence and hate speech in
cyberspace. Law enforcement and intelligence agencies have inherent powers to listen to
citizens’ communications, break offenders’ privacy, and collect evidence that can stop
potential terrorist acts. The government of Nigeria is coordinating with the United States
and other western allies in the areas of training and technology transfer.

Interpretation of Findings

Advancements in new information and communication technologies show that
terrorist organizations would always take advantage of the media to propagate their
violent ideologies because of the level of anonymity the platform provides them. With a
RAT theoretical framework, the new media technology is an opportunity for the terrorist
organization, and the environment is suitable because of the high reliance on the Internet
technology. Waltzman (2017) argued that application of technologies is capable of
altering the convergence of the three factors that can make a crime to occur. Therefore,
the role of technologies is essential in the prevention of criminal and terrorist activities
and the protection of the cyberspace.

For instance, the DSS foiled Boko Haram/ISWAP’s attempt to kidnap women in
northeastern Nigeria on several occasions with the aid of interception technologies.
Internet filtering tools were used successfully to intercept ISWAP communication and to
pull down their propaganda messages on social media platforms. The law enforcement

agencies have on several occasions removed terrorist content that could have caused a
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psychological impact on the targeted population. Internet filtering technologies are
capable of conducting automated monitoring of online media sources, including social
media sites, websites, blogs, and email. Also, it is capable of suppressing text, images,
networks, protocols, and malicious activities (United Nations, 2013). The success stories
are evidence that technologies are essential to keeping Nigeria safe and preventing the
expansion of terrorism in cyberspace.

Terrorist messages were flagged before getting to the broader audience while
techniques were instrumental to the tracking and arrest of offenders. The overall goal of
the government is to deploy Al to patrol cyberspace for intelligence gathering and to aid
quick response. A key measure of the effectiveness of technologies arises from the
number of lives saved based on intelligence collected through those tools to foil
terrorists’ plans and recruitment agendas in cyberspace. Also, a drone was used
successfully as one of the cyber technologies to detect the location of the schoolgirls
kidnapped by the terrorist group inside the expansive Sambisa Forest of Nigeria.

In the literature review in Chapter 2, I cited research that indicated that 21st-
century terrorists would be sophisticated with the capability to use media technologies to
cause extreme damage (Minei & Matusitz, 2012). I was able to confirm these findings
based on expert opinions and evidence from the documents reviewed. For instance,
terrorists operating in Nigeria are becoming more familiar with new technology. A new
generation of more computer-savvy terrorists is growing and focused on using new ICTs
to carry out information operations against the public by placing terrorist content such as

incitement, misrepresentation, hatred, and violence.
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Also, the number of Internet users in Nigeria is above average and this reliance
makes most citizens vulnerable to terrorist content. The spreading of messages of
violence, fear, and threat entails grave risks to citizens and the society at large. Denning
(2000) posits that vulnerability requires some reliance on IT infrastructures.

The predominant theme from findings indicates that experts recognize that
cybersecurity technologies, including a set of operational measures, are useful for
mitigating the threat of terrorist expansion agenda in Nigeria cyberspace. The literature
review presented in Chapter 2 presented a variety of approaches, including content and
communication-based responses, to counter the use of cyberspace for violent extremism
and terrorist purposes. Berger (2015) suggested that the future of fighting the
organization of terrorism in cyberspace will rely on technologies and how they are
deployed. The study confirmed, based on experts’ opinions, that cybersecurity
technologies are valuable to prevent, detect, and deter terrorists in cyberspace.

The government of Nigeria has adopted a technology-neutral approach, which is a
form of regulatory process that prevents service providers from preferring one type of
technology over another in the provisioning of their services. The results of these study
are consistent with Berger’s (2015) findings of robust technology as one of the measures
to tackle terrorist incursions in cyberspace. The content monitoring tools are proactive
and reactive. It enables security to remove the terrorist material before it reaches the
public domain. It is the best and most successful tool against enemies in cyberspace. It
enables security agents to gather more intelligence about the actors through the analysis

of their messages. With this, the authority can have clear pictures of who they are and
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their mission. A proper review of their messages could help to distinguish between
hacktivists and cyber terrorists through adequate identification of threat actors’
intentions. The government can initiate a social approach to alleviate the threat or start a
dialogue with the actors when necessary. Also, it enables law enforcement agents to
identify the origin and trace the crime back to the threat actors through digital forensics
analysis.

The law enforcement and intelligence agencies collaborate with technology and
communication companies to suspend jihadist accounts and remove their messages so as
to reduce the effect before it diffuses to the entire online community. Government
stakeholders and security experts know that terrorist organizations seek to exploit the
opportunity of the interconnectivity of cyberspace. For this reason, making terrorists’
messages harder to access may reduce their activities and lessen the effect of their radical
ideological propagation on target populations. Nigeria lacks a formal policy, which has
inhibited both the government and the private sector from implementing coordinated
procedures and programs to address the weaknesses in their responses. The study allowed
me to investigate the multiple organizations responsible for protecting and enforcing the
law in Nigerian cyberspace. The need exist for active cooperation and interagency
interaction to strengthen the attack method against the adversaries. The findings of this
study are consistent with Osho and Onoja’s (2015) conclusions that domestic and
international alliances are a crucial aspect that must be integrated into the overall
strategy. This approach should involve consistent intelligence sharing and technology

transfer, which must be initiated by the appropriate authorities. Partnership with the
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private sector is vital because private organizations manage approximately 90% of the
communication infrastructures while the government only regulates their affairs. For
instance, Facebook, Twitter, WhatsApp and mobile phones are owned by private sectors.
Therefore, they remain the first line of defense and will continue to play a crucial role in
protecting and managing the information that goes to the public. The need exists for a
strong partnership between technology companies and the government to combat
terrorism in Nigerian cyberspace. This result is aligned with the work of Al Mazari et al.
(2016) on the need for coordination among national military and law enforcement
agencies and civilians.

Moreover, no public education program to inform the Nigerian public about the
risks in the cyber environment. The mobile Internet applications, which are most
accessible to the population via smartphones particularly increase the risks and could
inhibit the country from achieving the full benefits of an interconnected economy. Liang
(2015) argued that countering the strength of terrorist recruitment and influence must be
based on building resilience among populations vulnerable to radicalization.

In Chapter 2, Flashpoint (2016) posited that cyber terrorists use social media to
communicate with one another and the entire world because of the borderless nature of
cyberspace. I found out in the course of my study that ISIS uploads most of the
propaganda content for Boko Haram from outside Nigeria. Because cyberterrorists can
upload their content from anywhere, the source of such violent information or
propaganda does not necessarily have to be a country with a high level of technological

development. Hence, it is essential for the Nigerian government to ally with many
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countries with different backgrounds. Therefore, I fully emphasizes the importance of
cooperation in response to the threats coming from cyberspace.

I chose Cohen and Felson’s (1979) routine activity theoretical (RAT) framework
for the study. Security response to the terrorist activities in cyberspace can easily be
understood in RAT terms. Nigeria’s government can adopt and implement a law that
empowers security agencies to use technologies to prevent and counter violent extremism
broadly. Making it harder for terrorists to place content on online platforms by using new
artificial intelligence and machine learning tools to take down their messages will
frustrate them and decrease their motivation. The study established the veracity of this
notion based on experts’ perceptions of the effectiveness of cybersecurity technologies
and their practicality.

Moreover, there is a lack of awareness on the part of public and government, and
a failure to recognize the fact that the methods of countering terrorist activities in
cyberspace are improving in tandem with the level of sophistication of their tactics and
weapons. This failure is a significant source of vulnerability to cyberterrorism. Therefore,
increased awareness on the part of the public and private sectors could help to raise the
level of cooperation among law enforcement and technology companies. Overall,
awareness of the risk will help to reduce vulnerability.

By analyzing and understanding the threat posed by terrorist propaganda in
cyberspace to the public and entire national security of a nation, as well as the commerce
that these facilities support, the findings of this study advance knowledge in the discipline

of homeland security based on its exploration of logical questions related to this threat.
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Moreover, this study’s results extended disciplinary knowledge found in the peer-
reviewed literature described in Chapter 2, specifically in the thematic areas contained
within counterterrorism, national security, and cybersecurity.

Based on experts’ opinions, the organization and expansion of terrorism in
cyberspace is divided into three categories, which are: disruptive and destructive
information attacks, facilitation of technology to support an ideology, and
communication, fundraising, recruitment, and propaganda. The analysis revealed an
overlap between cybercrime techniques and cyberterrorism. The government is persuaded
to adopt and implement measures and to develop the capability to prevent and counter
violent extremism and terrorism in the cyberspace. These methods should comply with
Nigeria’s obligations under international law and respect for the applicable law under the
constitution.

The Global Counterterrorism Working Group (as cited in GCTF, 2017) states that
it is essential for the government to recognize the role of ICT and technology companies
as regards the availability and accessibility of terrorist content online. My study has
confirmed that law enforcement and intelligence agencies are helpless without the full
cooperation of the technology companies.

Finally, the study confirms that weak leadership, nepotism, corruption, and lack
of technological know-how continue to plague the agencies responsible for security in
Nigeria. Political instability, ethnic and religious influence, and inefficiency are
compounding the potential vulnerabilities to terrorism. Terrorist organizations in Nigeria

will recruit more “lone wolf” attackers, including suicide bombers in cyberspace. Boko
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Haram/ISIS are frequently using encryption technology to communicate unnoticed,
including the dark web, and cryptocurrencies to recruit new members and spread
propaganda. Given the level of increasing sophistication of cyber capabilities of young
people in Nigeria, it would be easy in future to acquire a capacity to make weapons of
mass destruction that can facilitate their operations, including weapons to conduct
physical attacks against targets. Given the level of poverty, government repression, and
lack of opportunities for young people, the country is a fertile ground for terrorist
recruitment. In future, terrorists and armed groups in Nigeria will attack critical
infrastructures, including financial and aviation systems, using cyberspace. It is just a
matter of when it will happen, hence the need for adequate response.
Limitations of the Study

As a qualitative interview study, the research is limited in scope and the duration
of the field work was May through June 2018. As I noted in Chapter 4, better and richer
data was obtained during face-to-face interviews. However, the study could only exploit
publicly available open-source data and was unable to use documents which are classified
in nature. This limitation precluded the examination of security documents related to
terrorist campaigns or intelligence, including material related to criminal activities
deemed to unreleasable.

Also, the study involved a limited number of participants which were not selected
from every sector of Nigeria. Most operators of non-governmental organizations and
activist groups hold strong opinions about privacy and civil liberty concerns as related to

the government’s cybersecurity program. The groups were not adequately represented in
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this study due to the scope of the research and limited resources. This limitation was
mitigated as much as possible by interviewing participants from multiple government
security agencies along with various representatives from the private sector and
academia, but this missing sector should be considered in future studies due to their
exposure to risk and diverse experiences and worldviews. The consensus and divergent
views of the participants are represented in the discussion in Chapter 4.

Despite this limitation, the results from the study and related interpretations
should be used to generate genuine interest and guide studies that examine this potent
threat. By using this study’s framework and method of gaining experts’ perception of the
role of cybersecurity technologies in combating the organization and expansion of
terrorism in cyberspace, knowledge in the discipline will be advanced. This study acts as
a foundation upon which further research can build to advance homeland security.

Recommendations

Research and analysis enable academia to provide innovative thinking and
perspectives on threats. Therefore, academia plays a significant role in counterterrorism.
Given the strengths and limitations of this study, the following recommendations are
presented in two segments. The first part focuses on recommendations to the government
of Nigeria as related to the findings, while the second section focuses on areas for future

research.
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Recommendations for Future Study

First, this research focused on the role of technology in mitigating the expansion
of terrorism in cyberspace. There is a need for further quantitative research to measure
the effectiveness of cybersecurity technologies in Nigerian cyberspace.

Second, there is a need for research in the area of international law enforcement
cooperation on the use of technologies. Future research should include analysis of
jurisdictional problems regarding the investigation of acts of terrorism in the West
African region. Considering should be given to how law enforcement cooperation should
be put into practice. Future studies should focus on how international bodies, such as
Interpol, Europol, and other regional training centers facilitate cooperation by examining
the principles of those entities and how they implement them.

Third, future research should focus on how terrorist organizations might use ICT
infrastructure for prospective attacks after being frustrated out of online platforms.
Fourth, given the Russian cyber-operation noticeable in the last US election, this study
should be replicated with a focus on information operations by nation-state actors like
Russia.

Implications

The findings from this qualitative interview study have contributed to positive
social change and thereby to Nigeria’s national security by providing data to key
stakeholders responsible for decision making and policy formulation regarding
cybersecurity, counterterrorism, intelligence operation, and law enforcement. If the

insights from this study are incorporated into Nigeria’s cyber strategies and capabilities,
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they could improve the capacity of the nation to confront a series of threats to its security
and simultaneously position itself better to reap the rewards in the form of peace and
stability. Also, the study provides impetus that helps the public, law enforcement, and the
intelligence community to build capacity using relevant cybersecurity technologies to
confront a series of cyber threats, especially the organization and expansion of terrorism
in cyberspace.

Due to societal reliance on ICT infrastructures, the security of cyberspace is
essential and a significant concern for Nigeria and the world at large. The insights from
this study will enable the government of Nigeria to develop counterterrorism measures
that will deny terrorists cyber sanctuary, including the elimination of terrorist resources
that allow the group to spread propaganda as well as conduct cyber mobilization and
recruitment. Moreover, the creation of a secure environment, including comprehensive
and integrated information operations are critical factors to consider for counterterrorism
operations.

As highlighted in the Nigeria National Cybersecurity Strategy, the country is
currently looking to build trust in the ICT sectors so as to facilitate economic growth,
diversity, and youth employment creation (ONSA, 2014). A long-term strategy of
building institutional capacity and fostering intellectual human capital, which has been
pointed out in this study, will add to national growth and positive social change.
Recommendations for the government of Nigeria

First, based on the assessment of Research Question 1, technology is significant in

fighting the expansion and organization of terrorism in cyberspace. As part of a long-term
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strategy, the government of Nigeria must work with the ministry of education in Nigeria
to develop curricula to groom future cyber experts. This step will create expertise and
inspire students to pursue the profession. Technology is a national security tool. Hence,
Nigeria’s cyber-capabilities must be established and well documented.

Collaboration is essential in the fight against the organization and expansion of
terrorism in cyberspace. As recommended in the Country Report 2016 released by the US
Department of State, it is essential for Nigeria’s government to strengthen its bilateral and
multilateral relationships (United States Department of State, 2017). Such ties will
facilitate technology transfer and information sharing among ally states and partners.
Cooperation and training to prepare for contingencies is the only proper way to guarantee
results in the event of a terrorist emergency.

Also, there is a need to create a military cyber command or an agency that will
mirror the United State Defense Advanced Research Projects Agency (DARPA). While a
cyber command would safeguard information security in the armed forces and across the
entire infrastructure of Nigeria, a similar agency to DARPA would focus on developing
emerging technologies for use by the military. The agency will facilitate technological
research, including capacity building to train people and create varieties of software that
will enable the government to develop a centralized protection system shielding.

Public partnerships and industry alliances are critical for technology and human
development. Nigeria’s government should implement a series of information security
measures based on a public-private partnership strategy in order to overcome the

technological lag in its cybersecurity science. Further, it is essential to strengthen the
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criminal justice system with a focus on prioritizing how to investigate and prosecute
suspected terrorism cases.

Finally, there is a need to commit to the rule of law. It is essential to establish and
maintain international standards of accountability. Commitment to the rule of law is
highly crucial in the war against terrorism. When confronting terrorism, democratic
governments must recognize not only whom they are fighting, but also the basis of the
fight. Therefore, when a government does not adhere to its laws, terrorists use it as
propaganda against the government. The public must see actions to combat terrorism as
being legal in order to warrant public support.

Conclusions

Emerging technologies play an essential role in countering the expansion and
organization of terrorism in cyberspace. The study’s findings suggest that the application
of technologies would be a solution to combat cyberterrorism activities. Terrorist
organizations have shifted the battleground to cyberspace because it is a cheap alternative
to communicate and coordinate activities with a high level of anonymity. Boko Haram
and other terrorist groups operating from Nigeria have used cyberspace to talk to the
world, sending fearful content, incitement, and violent messages.

The technological approach complemented with other strategies is the future of
the fight against the expansion of extremist ideology, mobilization, coordination, and
terrorist influence in cyberspace. For instance, technologies such as artificial intelligence

are crucial and will have enormous impact and boost counterterrorism efforts. As such,
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the role of cybersecurity technologies in tackling myriad cyberthreats, including
terrorists’ activities in online platforms cannot be overemphasized.

The results of this study provide insights into the national development of cyber
strategy and capability process in Nigeria. The qualitative interview study methodology
proved to be appropriate at this point in Nigeria because of the ongoing efforts to secure
the nation’s cyberspace from being entirely hijacked by terrorists. The results of this
study provide insights that deepen understanding of the role of technologies in combating
the expansion of terrorism in Nigerian cyberspace. The findings reveal that technologies
are useful for cyberspace patrol, surveillance, intelligence gathering, and prevention.
Technologies are selected based on the risks and must be tailored towards deterrence,
detection, prevention, and response. The findings confirm that the issue of civil liberty is
better overcome when the technological strategy is combined with other strategies,
including regulation, law, and procedures.

The study identified the importance of international cooperation and proposed that
the Nigerian government strengthen its bilateral and multilateral cooperation.
International collaboration will facilitate technology transfer, training, funding assistance,
and information sharing. Nigeria should establish a standard in line with international
laws while dealing with the issue of terrorism.

In the hope of contributing to positive social change by improving the security of
Nigerian cyberspace, | explored security experts’ perspectives on the role of
cybersecurity technologies in fighting the expansion of terrorism in cyberspace, including

the effectiveness and how it is deployed. I made recommendations based on my findings,
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to be implemented by stakeholders in public and private sectors. Also, additional future

research was recommended in Chapter 5 to improve the security of Nigerian cyberspace.
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Appendix B: Interview Protocol
Interview Protocol

Date:

Location:

Name of Interviewer:

Name of Interviewee:

Interview Questions:

1. Let me begin with what you can tell me about the risk associated with terrorist
organizations messages of violence, and radical ideology in the cyberspace?

2. What do you see as the role of technology in fighting expansion and organization of
terrorism?

3. How would you describe the current level of understanding of this kind of cyber threat
by senior government and private sector officials in Nigeria?

4. How would you characterize the ongoing efforts being undertaken to protect Nigerian
cyberspace from being entirely hijacked by terrorists to spread a message of violence?

5. What kind of technologies have been most useful to lessen terrorist networking in
cyberspace?

6. How do you select such technologies, what is your testimony about its effectiveness,
and how practical are these techniques without violating civil liberties, privacy, and the
fundamental human right to free speech?

7. What impact do such technologies have on privacy and individual liberties?

8. Which authority/ies is/are responsible for cybersecurity strategy? Where is this
determined/published?

9. What additional measures and policies could the government implement to
incorporate international best practices into how to use technology against terrorist

adversaries?

10. Is there anything else you would like to tell me?



