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Abstract 

Use of facial recognition technology (FRT) in criminal investigations is potentially 

controversial in terms of privacy rights. This study involved examining public 

perceptions regarding police officers’ use of FRT in criminal investigations. A qualitative 

research method and descriptive design were used to explore participants’ perceptions of 

FRT. The procedural justice theory and a pragmatic paradigm guided this general 

qualitative research. The target population for the study was 10 participants from the 

United States. Results of this study showed privacy concerns involved a lack of public 

anonymity and the risk of data breaches due to facial recognition. This shows use of FRT 

deprives individual anonymity and has negative implications on data privacy and long-

term storage. Transparency from law enforcement and consent for use of FRT in public 

spaces as well as public consent are necessary. The study contributed to positive social 

change in that it also included critical information regarding use of FRT, errors and 

misuse, risk of misidentification and lack of accountability for private companies, and 

challenges to FRT adoption for law enforcement. FRT has led to diverse public concerns 

that should be addressed to enhance legitimacy of law enforcement to use it.   
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Chapter 1: Introduction to the Study 

The current study involved examining citizen attitudes toward law enforcement’s 

use of facial recognition technology (FRT). With the increase in crime complexity, law 

enforcement has turned to using FRT in crime investigations, hoping the technology 

could help solve crimes (Fallik et al., 2020). However, using facial recognition 

technology has attracted criticism involving ethical concerns inherent in the technology 

when used by law enforcement in crime investigations. Some opponents of FRT in crime 

investigations have addressed not only potential privacy breaches but also racial profiling 

among officers. FRT is likely to falsely identify certain racial groups, particularly Black 

women, while breaching suspects’ privacy and confidentiality (Brayne & Christin, 2021; 

Kostka et al., 2021). Consequently, machine learning models supporting facial 

recognition may result in inherent privacy breaches, which can negatively affect rights to 

privacy and confidentiality (Ugwudike, 2020). 

Law enforcement benefits from integrating technology in crime investigations 

(Hartmann & Wenzelburger, 2021; Sajjad et al., 2020). Most reported crimes are 

investigated and solved (Kostka et al., 2021). Use of technology such as FRT has 

attracted the attention of stakeholders whose views vary considerably regarding ethical 

issues involving privacy. Although crime investigations are valuable contributors to 

crime processing, ethical problems arise given the potential breach of suspects’ identities 

before conviction (Fallik et al., 2020; Win et al., 2020).  

Studies dedicated to citizen attitudes on law enforcement use of FRT are few and 

reasonably limited. Hence, there is a need to study citizen attitudes toward law 
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enforcement’s use of FRT. This can contribute to social change by informing 

policymakers and law enforcement agencies about public concerns and expectations, 

leading to more transparent, ethical, and community-aligned implementation of such 

technologies, ultimately enhancing trust and cooperation between the public and law 

enforcement. In this chapter, I address existing literature on the topic. This is followed by 

a discussion of the problem statement and purpose. Next, I address the research question, 

theoretical framework, nature of the study, and definitions of terms. This is followed by 

assumptions, scope, delimitations, limitations, and significance of the study. 

Background 

FRT has revolutionized law enforcement and crime investigation in terms of 

identifying and apprehending suspects. This technology leverages advanced algorithms to 

analyze and compare facial features via images and videos via databases (Sajjad et al., 

2020). While FRT promises enhanced efficiency and accurate criminal investigations, it 

has also led to significant privacy concerns among citizens. 

Literature on this topic has extensively explored the dualistic nature of FRT in 

law enforcement. There is a potential for FRT to improve public safety and streamline 

investigative processes (Kostka et al., 2021). However, there are risks associated with 

mass surveillance, including the potential for misuse and erosion of privacy rights (Sajjad 

et al., 2020). Brayne and Christin (2020) stated there was a heightened risk of false 

positives, racial biases, and chilling effects on civil liberties. There is a growing tension 

between the benefits of FRT in terms of crime control and the imperative to protect 

individual privacy (McKay, 2020). 
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Despite the body of research, there remains a notable gap in understanding 

specific attitudes and perceptions regarding the use of FRT by law enforcement in 

localized contexts. Much existing literature focuses on theoretical or broad-scale 

analyses, with limited empirical data on public opinion within specific communities. 

Deployment of FRT by law enforcement agencies has not been extensively studied. The 

literature gap extends to general perceptions about using FRT by law enforcement. 

Privacy is not a local but a national concern. 

I aimed to address this gap by examining citizen attitudes toward using FRT in 

criminal investigations by law enforcement, with a particular focus on privacy concerns. 

Understanding local perceptions is crucial for several reasons. Firstly, it provided 

valuable insights regarding how they balanced their desires for security with their right to 

privacy. Secondly, it informs law enforcement agencies and policymakers about potential 

public resistance or acceptance, guiding development of policies that are both effective 

and respectful of civil liberties.  

Lastly, this study can contribute to broader discussions on the ethical use of 

emerging law-enforcement technologies, promoting transparency and accountability. The 

study was needed to bridge the knowledge gap regarding localized citizen attitudes 

towards FRT, offering empirical data that can shape responsible and community-aligned 

implementation of this technology in Jacksonville, Florida. By addressing privacy 

concerns and public perceptions, I sought to foster a more informed and balanced 

discourse on using facial recognition technology in law enforcement. 
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Problem Statement 

The situation or issue that prompted me to search the literature was privacy 

concerns by citizens arising from using facial recognition technology in criminal 

investigations and law enforcement. Although researchers have investigated this issue, 

the topic has not been explored. Existing studies have not adequately examined citizens’ 

privacy concerns arising from using FRT in law enforcement and crime investigations. 

Hodge Jr. (2020) noted FRT can be used to collect quality information for crime 

investigation and prevention, but might violate the rights of those under investigation, 

such as privacy and freedom of movement. Khan and Rizvi (2021) reported that FRT in 

crime investigations and law enforcement raises public privacy concerns. 

Furthermore, new technologies such as big data algorithms and cellphone tracking 

often affect individuals’ privacy; however, the government keeps them secret, limiting 

public accountability (Smith & Miller, 2022). As new technologies in law enforcement 

and crime investigation continue to emerge, more research is needed to identify privacy 

issues associated with using FRT. Therefore, the current study filled the gap in the 

literature regarding this topic. The specific research problem is the gap in the literature 

regarding citizen attitudes on the use of FRT in crime investigations and law 

enforcement, as it affects the privacy of those who are investigated. 

Purpose of the Study 

The purpose of this general qualitative study was to explore the public’s 

perceptions regarding police officers’ use of facial recognition technology in crime 

investigation and law enforcement. The current study used qualitative methods and a 
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descriptive research design. The sample included citizens who may or may not be aware 

of the use of facial recognition technology by local law enforcement in their area, 

depending on the specific knowledge of such activity by respondents and its use in their 

local community. The purpose is not compromised by whether law enforcement in the 

area a participant is using FRT or not. The gap in the literature is not about whether it is 

currently in use, but what the perceptions are about its use by law enforcement in their 

local community now or in the future, relating to citizens’ privacy. The sample size was 

10 individuals, contingent upon data saturation and emergent themes found during the 

coding process. The data collection instrument was a survey. 

Research Question 

 How does the public perceive law enforcement’s use of FRT? 

Theoretical Framework for the Study 

The theoretical framework that grounded this study is procedural justice theory, 

which highlights that people will review their respective authority as more legitimate if 

they are treated in a fair and just manner (Hagan & Hans, 2017). The logical connections 

between the framework presented and the nature of my study include the context of crime 

investigation and law enforcement, and procedural justice theory, which focuses on the 

decision-making process and how people are treated within the justice system. The theory 

emphasizes the importance of respectful, unbiased, and transparent procedures during law 

enforcement. Voice, a principle of procedural justice theory, states that people must 

express themselves during law enforcement. Police officers must give the public 
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opportunities to express their views and concerns. A detailed discussion of the theory and 

how it relates to the study was presented in Chapter 2. 

Nature of the Study 

Given the proposed study’s focus on exploring participants' perspectives of the 

studied research problem, a general qualitative study was selected. Qualitative studies are 

used when researchers seek to investigate a research problem based on participants' 

unique experiences and perspectives in their natural settings, commonly known as a 

naturalistic inquiry or perspective. Consequently, a qualitative descriptive design was 

justified for this study because the researcher intends to explore the public’s perceptions 

regarding police officers’ use of facial recognition technology in crime investigation and 

law enforcement in their local community, now or in the future.  

The general qualitative design is used when researchers want to engage the 

understanding of the research problem by systematically and accurately providing 

detailed descriptions of the study findings through non-quantifiable data. Given that the 

focus of this study was to provide rich and thick descriptions regarding the public’s 

perceptions of police officers’ use of facial recognition technology in crime investigation 

and law enforcement in general, a qualitative descriptive design was justified because 

such information cannot be quantified. 

The research phenomenon in this case is the public's perceptions of police 

officers' use of facial recognition technology in crime investigation and law enforcement. 

This phenomenon encompasses how the public views, understands, and feels about the 

implementation and implications of this technology by law enforcement in their 
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community, now or in the future. It includes public opinion on issues such as privacy, 

security, effectiveness, ethical considerations, and trust in law enforcement agencies 

using such technology. 

The researcher has elected a pragmatic paradigm to guide the general qualitative 

research methodology. Pragmatism involves research designs that incorporate operational 

decisions based on 'what will work best' in finding answers to the questions under 

investigation, and this enables pragmatic researchers to conduct research in innovative 

and dynamic ways to find solutions to research problems. Pragmatic studies often seek to 

understand the multiple factors involved in people's actions in a given situation. In this 

regard, the pragmatic approach helped the researcher avoid depending on 'general truth' 

but instead focus on real information that supports the dualism of mind and offers a 

pragmatic approach to the topic (Patton, 2014). To achieve the above objective, the 

general population for the study included members of the public in the United States.  

The target population for the study consisted of the public citizens of the United 

States. A sample consisted of 10 members of the public, citizens of the United 

States. Data collection was through surveys conducted through email. Throughout the 

study, participants' identities were concealed using pseudonyms such as Jane, John, and 

James, or P1 and P2 for participant one and participant two. A survey response was 

coded using NVivo software and analysed through Braun and Clack (2006), which is a 

six-step thematic analysis. All data was password-protected using passwords to prevent 

unauthorized access by third parties. 
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Definitions 

Data Protection: Legal control over access to and use of personal data to ensure 

privacy and protect against misuse or unauthorized access (Smith & Miller, 2022). 

Facial Recognition Technology (FRT): A biometric software application capable 

of uniquely identifying or verifying a person by comparing and analyzing patterns based 

on the person's facial contours (Almeida et al., 2022). 

Privacy: The right of individuals to keep their personal information secure and 

free from unauthorized access (Lee & Chin, 2022). 

Public Perception: The collective opinion or attitude of the public towards a 

particular issue or topic (Khan & Rizvi, 2021). 

Surveillance: Close observation, especially of a suspected spy or criminal, or the 

systematic monitoring of individuals for the purpose of influencing, managing, directing, 

or protecting. 

Assumptions 

Assumptions refer to the critical aspects of the study that are believed but cannot 

be demonstrated to be accurate by researchers (Theofanidis & Fountouki, 2018). There 

are several assumptions in this study. First, the researcher assumed the trustworthiness of 

the research data collected through different data sources, such as surveys. According to 

Creswell and Poth (2016), the constructivist research paradigm is premised on the 

assumption that meaning is fundamentally constructed through actual interpretation of 

individual or personal experiences (Merriam & Grenier, 2019). Consequently, the 

researcher trusted the data collected through a survey format designed to support study 



9 

 

participants in providing a rich description of their perceptions regarding police officers’ 

use of facial recognition technology in crime investigation and law enforcement. In so 

doing, this approach will influence conversation direction without introducing biases. 

Second, it was assumed that the recruited participants responded truthfully and 

accurately to the survey questions. The public may have been tempted to exaggerate their 

perceptions regarding police officers’ use of facial recognition technology in crime 

investigations and law enforcement. To encourage honest responses from participants, the 

consent process and introduction to the survey ensured confidentiality and described the 

use of pseudonyms in transcripts and reporting. Participant review was also used to 

ensure the accuracy of transcribed surveys before analysis, and member checking was 

used to verify the identification of themes with participants (Patton, 2014). 

Lastly, the researcher assumed that the instrument used in this study accurately 

assessed participants' perspectives of facial recognition technology in crime investigation 

and law enforcement. Careful considerations were made when crafting survey questions 

to explore the public’s perspectives. For instance, I based my initial draft of survey 

questions on previous scholarship on facial recognition technology in crime investigation, 

law enforcement, and public perspectives. 

Scope and Delimitations 

Delimitations are how a researcher describes the intentional (controlled) 

boundaries of the study (Theofanidis & Fountouki, 2018). The scope of this study was 

limited to examining how the public describes their perceptions regarding police officers’ 

use of facial recognition technology in crime investigation and law enforcement. The 
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researcher was not able to consider or control for forms of technology used in crime 

investigation, such as DNA phenotyping, gunshot technology, or automated fingerprint 

identification, which may be viewed differently by the public towards their effectiveness 

and consequences. The decision to limit the scope to facial recognition technology was 

based on the exploratory nature of this research question. The goal of this study was to 

explore the public’s perceptions regarding police officers’ use of facial recognition 

technology in crime investigation and law enforcement. Additional research may be 

needed to examine other forms of technology used in crime investigation, such as DNA 

phenotyping, gunshot technology, or automated fingerprint identification. 

The scope of this study was also limited to members of the public, 18 years or 

older, from the United States, whether they are aware or not of the police use of facial 

recognition technology in crime investigations in general or within their community. 

Though the researcher will consist of both men and women, no separate analyses were 

performed based on sex and gender, nor was the researcher proposed to draw any 

differences in success between different sexes or genders. However, population 

demographic characteristics were discussed and presented in Chapter 4. 

Limitations 

Limitations are potential weaknesses in the study, which the researcher may have 

limited control over (Theofanidis & Fountouki, 2018). Consequently, when investigating 

the public’s perceptions regarding police officers’ use of facial recognition technology in 

crime investigation and law enforcement, the study findings should be considered, 

including the following limitations. First, the researcher used convenience sampling to 
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select the participants for this qualitative study, and the sample size was relatively small, 

15-25. As a result, the sample may not be representative of the public in different areas, 

limiting data saturation (Creswell & Poth, 2016). 

 In such instances, the findings cannot be transferable or generalizable to 

individuals from other organizations or states in the United States. Second, given the 

descriptive nature of this study, a cause-and-effect relationship between the public’s 

perceptions regarding police officers’ use of facial recognition technology in crime 

investigation and law enforcement cannot be drawn. Because qualitative studies do not 

establish causation, the researcher could not establish the cause of crime or motivations 

for using facial recognition in crime investigations. 

Significance 

This study was significant in that, beyond the noted lack of research, results of 

this study will help fill the gap in the literature regarding the impact of police officers’ 

use of facial recognition technology in crime investigation and law enforcement, and the 

public’s privacy. Furthermore, the study provided a comprehensive analysis of the role 

and effectiveness of technology in criminal investigations. The law enforcers can use this 

study’s findings to develop effective strategies to protect individuals' privacy during 

crime investigations. The results of this study could also contribute to social change, as 

understanding ethical concerns of facial usage in crime investigation may, directly and 

indirectly, affect the lives of citizens in this local community.  

Successful implementation of strategies and support may improve the work 

environment for law enforcement by potentially decreasing ethical complaints by 
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members of the public, as well as helping law enforcement officers to thrive in crime 

investigation through acceptable technologies, thus providing the opportunity for law 

enforcement to contribute to the local crime rate. A decrease in crime from ethical 

technology integration may benefit the overall community and safety. 

Summary 

In this chapter, the researcher briefly previewed the existing literature review on 

the topic in the background section. This is followed by a discussion of the study’s 

problem statement and purpose of the study. Next, the researcher also previewed the 

study’s research question, theoretical framework, nature of the study, and term 

definitions. Other sections discussed include assumptions, scope, delimitations, 

limitations, and significance of the study. Chapter 2 presents the literature review section. 
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Chapter 2: Literature Review 

The situation or issue that prompted me to search the literature is privacy 

concerns arising from FRT among criminal investigations and law enforcement. 

Although researchers have investigated this issue, existing studies have not adequately 

examined privacy concerns arising from using FRT in law enforcement and crime 

investigations in order to facilitate exploration of this topic. The problem is that using 

technologies like FRT can result in privacy issues. To address the identified problem,  

purpose of this general qualitative study was to explore public perceptions regarding 

police officers’ use of FRT in crime investigations.  

Chapter 2 includes information about existing literature on using FRT in crime 

investigations. I discuss key studies on FRT in detail to assess current knowledge on the 

topic and how it informed the study. I present the search strategy, how sources were 

retrieved, and the parameters to find articles. Next, Thibaut and Walker’s procedural 

justice theory is explained in terms of how it informs the study. This is followed by key 

variables and concepts, as well as relevant themes and concepts emerging from existing 

literature. This is followed by a summary, conclusion, and transition to Chapter 3. 

Literature Search Strategy 

I used the following databases in this study: JSTOR, Springer, ResearchGate, 

EBSCOHost, Emerald Insight, SAGE Publications, PubMed, and ScienceDirect via 

Google Scholar and Walden University’s online library. I used the following key terms: 

facial recognition, technology and crime, crime, law enforcement technology, crime 

investigations, public views, ethics and technology, ethics and facial recognition, privacy 
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and technology, and trust and facial recognition. Only current sources were used. To 

ensure the most current information, all articles except seminal sources that were used to 

develop the theoretical framework were published between 2020 and 2024. 

Theoretical Foundation 

The study was grounded in Thibaut and Walker’s procedural justice theory. The 

procedural justice theory involves the way police and other legal authorities interact with 

the public and how characteristics of those interactions shape public views of police, their 

willingness to obey the law, cooperation with police in fighting crime, and actual crime 

rates (Thibaut et al., 1973). Community perceptions of procedural justice through their 

influence on all aspects of relationships with the law and the police can significantly 

impact public safety (Thibaut et al., 1973).  

The procedural justice theory is used for sociology and legal studies involving 

fairness of different processes that lead to different types of outcomes, and how such 

outcomes are perceived by the public (Tyler & Huo, 2002). This theory is based on the 

premise that perceived fairness of procedures applied by law enforcement or other forms 

of authority within different institutions considerably impacts individual acceptance of 

decisions and compliance with rules (Tyler & Huo, 2002). Since its initial proposition, 

the theory has had far-reaching implications for enhancing understanding of legitimacy, 

authority, and social order dynamics. 

Regarding the origins of the theory, its history dates to 1973. This theory was 

used to respond to the traditional views on outcomes of decisions and not processes to 

arrive at or provide such outcomes. Thibaut et al. (1973) stated that procedural justice is 
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significant not only in legal contexts but also in various social interactions or institutional 

settings. 

The procedural justice theory has four main components that contribute to 

perceptions of process fairness. The first component is voice. Voice is the opportunity 

that individuals in communities have to freely express their views, opinions, and concerns 

regarding decision-making processes (Tyler & Huo, 2002). Integrating different 

perspectives is imperative to ensuring procedures are considered and perceived as fair by 

people who are affected by such policies or outcomes (Thibaut & Walker, 1978). If 

people feel they have been involved and their concerns are heard, they are more likely to 

be receptive to outcomes, even if some decisions do not favor them (Tyler & Huo, 2002). 

I used this construct to assess how participants perceived FRT in crime investigations and 

if their voice was sought before its implementation. 

The second component is neutrality. Neutrality is authorities’ or decision-makers’ 

impartiality or objectivity when implementing decisions (Tyler & Huo, 2002). For a 

given process to be considered fair, decision-makers need to be impartial or unbiased and 

ground their decisions in transparency. Lack of favoritism and discrimination is important 

for maintaining trust in processes (Thibaut & Walker, 1978). This construct was used in 

this study to assess public views regarding the neutrality of FRT in crime investigations. 

The third component is respect, which relates to the considerate treatment of 

people by authorities or institutions. If individuals are treated in a dignified manner, they 

are more likely to consider procedures or systems as fair (Thibaut & Walker, 1978). Tyler 

and Huo (2002) explained that the procedural justice theory is built on acknowledging 



16 

 

individual rights and status within processes. This construct was used to explore public 

attitudes toward the use of FRT in crime investigations in terms of respecting privacy and 

confidentiality. 

The last component is trustworthiness, which refers to the belief that authorities 

are sincere and concerned with the well-being of those who are affected by their 

decisions (Thibaut & Walker, 1978). This is closely related to perceived motives and 

ethical standards of decision-makers (Tyler & Huo, 2002). When individuals trust the 

intentions of authorities, they are more likely to accept outcomes of procedures (Thibaut 

et al., 1973). This construct was used to address the research problem by assessing public 

attitudes regarding the trustworthiness of FRT in crime investigations. 

Literature Review Related to Key Variables and/or Concepts 

History of Race and Surveillance in the United States 

The following studies showed practices that raise serious concerns about personal 

privacy and civil liberties. The history of disproportionate surveillance of minority 

communities in the United States stretches back decades. During the civil rights era of the 

1950s and 1960s, federal agencies like the FBI closely monitored prominent activists 

such as Martin Luther King Jr. and Malcolm X through programs that often lacked proper 

limitations on data collection (Krishnamurthy, 2022). In more recent times, the Black 

Lives Matter movement has brought renewed attention to racial disparities in policing 

practices. The movement emerged following the 2013 killing of Trayvon Martin, drawing 

attention to issues of excessive force, unjustified arrests, and fatalities disproportionately 

affecting Black individuals (Phelps et al., 2021). 
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Government responses to protests against police misconduct have raised questions 

about appropriate surveillance use, particularly when focused on minority communities. 

For instance, during the 2015 protests over Freddie Gray's death, Baltimore police 

reportedly employed various surveillance technologies (Heh & Wainwright, 2022). 

Similarly, in 2020, federal agencies used aerial surveillance to monitor demonstrations 

following George Floyd's murder across multiple cities (Cohen & Fortune, 2022). The 

incidents illustrate an ongoing pattern of heightened surveillance directed at communities 

of color and those engaged in civil rights activism, raising concerns about privacy and 

constitutional rights. 

Government surveillance and profiling have impacted various minority groups in 

the United States, not just African Americans. The China Initiative, launched by the 

Department of Justice in 2018 and ended in 2022, serves as a recent example (Aho & 

Duffield, 2020). While ostensibly aimed at preventing espionage and intellectual property 

theft by the Chinese government (Aho & Duffield, 2020), the program led to widespread 

suspicion and racial profiling of Chinese American academics, including U.S. citizens 

and those without connections to the Chinese Communist Party. The initiative resulted in 

several wrongful arrests of individuals, such as Temple University's Xi Xiaoxing, 

UCLA's Guan Lei, University of Tennessee's Anming Hu, and National Weather 

Service's Sherry Chen (Wilce, 2021). These cases highlight the program's negative 

impact on the Chinese American community. Surveillance of Asian Americans has 

historical precedents. For instance, before and during World War II, the U.S. government 

extensively monitored Japanese Americans (Komisarchik et al., 2022). 
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Post-September 11, 2001, Muslim communities in the United States underwent a 

massive surveillance exercise. New York’s police and the CIA carried out surveillance of 

Muslim communities, stores, mosques, and student organizations for more than six years 

(Sirin et al., 2021). The approach involved putting on voice recorders, taking photographs 

of number plates, and videotaping. Such profiling continued even after the 9/11 incident. 

According to a Pew Research Center study conducted in 2017, 18% of Muslim American 

individuals stated they are targeted by airport security (Lajevardi et al., 2020). An 

analysis of the Transportation Security Administration records from 2015 to 2020 

showed more than 75 complaints of discriminatorily invasive searches or Islamophobic 

comments by TSA personnel against passengers of Middle Eastern origin. 

The “Demographic Unit” surveillance program operated by the NYPD, as well as 

the profiling of Muslim passengers implemented by the TSA, has been widely 

condemned as inefficient in preventing violent acts and inaccurate in the process 

(Lajevardi et al., 2020). The surveillance pattern is also noticeable in other communities 

as well. Along the U. S - Mexico border, Customs and Border Protection (CBP) has 

commonly used various technologies, including planes, boats, and radios, for tracking 

purposes and to identify individuals (Kawakubo, 2020). The practice is seen as the 

continuation of the history of hostility towards immigrants, especially Latinos. 

The scope of immigrant-focused surveillance extends well beyond physical 

borders. During both the Obama and Trump administrations, Immigration and Customs 

Enforcement (ICE) expanded its surveillance capabilities by purchasing technology from 

private companies like Palantir and Thomson Reuters (Nalbandian, 2022). The expansion 



19 

 

allowed ICE to track undocumented immigrants throughout the country using various 

data sources, including vehicle records, insurance information, tax records, social media 

activity, and phone records (Lajevardi et al., 2020). The trend of extensive data collection 

dates back as far as 1992. In 1992, the Drug Enforcement Administration (DEA) was 

bulk collecting phone call records from over 100 countries (Abraha, 2021). Over time, 

this practice likely gathered substantial information from immigrants communicating 

with family and contacts in Mexico, Central America, and South America.  

While government agencies often justify these surveillance measures as necessary 

for maintaining public order, preventing cyber theft, and protecting national security, the 

indiscriminate nature of such surveillance and associated public vigilantism has 

contributed to and been fueled by deep-rooted discrimination against communities of 

color in the United States (Kellar & Hall, 2022). The disproportionate impact on minority 

communities, particularly immigrant populations, highlights the need for greater scrutiny 

of surveillance practices and their effects on vulnerable groups. To address these ongoing 

injustices, increased public awareness and concrete policy measures are necessary. The 

results of this study contribute to new policies being enacted to safeguard our privacy, 

should the results indicate they need changing. 

Law Enforcement’s Use of FRT and Other Surveillance Technologies 

Recent technological advancements have significantly expanded the capabilities 

and reach of surveillance, particularly affecting communities of color. While suspicion 

and disproportionate monitoring of these communities have historical precedents, new 

tools like facial recognition technologies (FRT) and machine learning algorithms have 



20 

 

dramatically increased the precision and scope of potential surveillance (Hinton & Cook, 

2021). Law enforcement agencies at the federal, state, and local levels often utilize tools 

developed by the private sector. The collaboration allows access to vast amounts of data 

stored on private cloud servers, personal devices like smartphones, or publicly available 

on social media and online forums. 

 Of particular concern is the purchase of precise geolocation data by government 

agencies from data aggregators, who compile this information from smartphone apps and 

wearable devices (Sobel, 2023). The lack of robust privacy protections at the federal and 

state levels to address these technological advancements has led to significant risks for 

civilians, especially those already disproportionately targeted by the criminal justice 

system (Kellar & Hall, 2022). The enhanced surveillance methods used by law 

enforcement tend to exacerbate historical biases affecting communities of color. The 

interplay between private-sector technology and public-sector enforcement creates a 

powerful surveillance ecosystem (Johnson & Rostain, 2020). Facial recognition and other 

advanced surveillance technologies amplify law enforcement's reach, raising serious 

concerns about privacy, civil liberties, and the potential for reinforcing systemic biases. 

FRT 

FRT has become widely adopted by law enforcement at various levels. A 2021 

Government Accountability Office study revealed that approximately half of the 42 

federal agencies with law enforcement divisions were utilizing FRT. At the state and 

local level, a 2016 Georgetown Law report suggested that about 25% of agencies had 

access to this technology (Johnson et al., 2022; Smith & Miller, 2022). In the private 



21 

 

sector, Clearview AI has emerged as a major FRT provider for law enforcement since 

2017 (Aniulis, 2022). The company has amassed a vast database of billions of images by 

collecting publicly available photos from social media platforms and other websites.  

The service by Clearview AI allows clients to upload photos and receive 

automatic matches from extensive image repository. As of 2021, Clearview AI had 

established partnerships with more than 3,100 law enforcement agencies across federal 

and local jurisdictions (Friedman et al., 2023; Rhinelander et al., 2024). The collaboration 

enables these agencies to identify individuals beyond the scope of government-

maintained databases. To illustrate the scale of Clearview AI's operations, its database of 

nearly 10 billion images far surpasses the FBI's collection of about 640 million photos 

(Friedman et al., 2023). 

Clearview AI is just one of many private companies that collaborate with U.S. 

government agencies to gather and analyze personal data. Another significant player in 

this field is Vigilant Solutions, which specializes in capturing and storing license plate 

images and location data from billions of vehicles parked in various locations, including 

residential areas, commercial districts, and office complexes (Wesner & Blevins, 2021). 

As of 2016, Vigilant had provided access to its databases to roughly 3,000 local law 

enforcement agencies. In addition to its license plate recognition services, Vigilant 

Solutions offers a range of facial recognition products, such as FaceSearch, to law 

enforcement agencies at the federal, state, and local levels. Its client base includes major 

federal departments like the Department of Justice (DOJ) and the Department of 

Homeland Security (DHS) (Perritt Jr, 2021). 
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 A third company operating in this space is ODIN Intelligence. ODIN intelligence 

firm works closely with police departments and local government agencies to maintain a 

database focused on individuals experiencing homelessness (Markowski et al., 2021). 

ODIN's system employs facial recognition technology to identify these individuals and 

retrieve sensitive personal information, including age, arrest records, temporary housing 

history, and known associates. 

Following the 2020 protests sparked by George Floyd's death, several major tech 

companies, including Amazon, Microsoft, and IBM, announced temporary or permanent 

halts on selling facial recognition technologies to law enforcement agencies. The move 

was in response to growing privacy and ethical concerns surrounding these technologies 

(Arnett, 2022). However, these voluntary corporate moratoriums, while commendable, 

are insufficient to fully address privacy issues. The measures do not prevent government 

agencies from acquiring facial recognition software from other private companies that 

have not made similar pledges. Additionally, many prominent tech firms have not joined 

this initiative, and some continue to allow or enable the scraping of their user photos for 

use in third-party facial recognition databases.  

Similarly, government agencies retain various means of accessing industry-held 

data, with differing levels of due process required (Susha et al., 2022). For instance, 

while obtaining precise geolocation data from primary service providers often requires a 

warrant based on probable cause, agencies might circumvent this requirement by 

purchasing movement history data from data brokers without establishing probable cause. 
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Perceived Benefits of FRT in Crime Investigations 

While the use of facial recognition in crime investigation has attracted mixed 

reactions from the public and watchdogs, it is important to underscore that it has been 

crucially helpful in law enforcement as it relates to crime investigations and resolution 

(Kortli et al., 2020; Lohr, 2022; Qandeel, 2024). In this section, different benefits of 

facial recognition in crime investigation are discussed. Perceived benefits of facial 

recognition in crime investigation include improved effectiveness in solving crime, 

support for the deterrence effect, and improvement in public safety. 

Improved Effectiveness of Solving Crimes 

Facial recognition technology can be used to enhance crime solutions by 

identifying crime suspects. The technology enables law enforcement officers to link 

individuals to a crime for effective crime solutions by matching their faces with the 

images in the government database (Almeida et al., 2022; Bromberg et al., 2020). 

Research indicates that law enforcement officers and investigators use facial recognition 

technologies such as CCTV cameras to match the faces of prime suspects of criminal 

activity with images of individuals of interest under investigation for easier identification 

(Jacquet & Champod, 2020). Investigations have sometimes been delayed due to a lack 

of effective strategies for identifying crime suspects, which were historically restricted to 

matching stored images in government databases (Jacquet & Champod, 2020; Rezende, 

2020). 

However, facial recognition technology such as the Clearview app can lead to 

swift identification of the suspect and fast crime resolution (Rezende, 2020). In this line 
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of thought, the face is an important body part, and identifying it from multiple groups of 

people can be strenuous for investigators (Kaur et al., 2020). Thus, using facial 

recognition tools such as Betaface and BioID allows investigators to identify suspects for 

swift crime-solving (Kaur et al., 2020). Facial recognition can be used to identify crime 

suspects by matching their faces with several images in government databases, leading to 

effective crime resolution. 

Facial recognition promotes swift and timely arrests of the prime suspect. As a 

result, when using technologies such as facial recognition tools, including CCTV 

cameras, BioID, Betaface, and law enforcement officers can easily identify the suspect 

for apprehension and prosecution in a court of law (Bradford et al., 2020). Unlike 

traditional identification methods, facial recognition technology provides security 

providers with the ability to effectively and efficiently trace crime suspects by matching 

their faces with the stored images in databases, leading to timely arrest and prosecution 

based on the evidence collected (Sajjad et al., 2020). Such swift and timely crime 

resolution is due to the use of technology that allows law enforcement officers to conduct 

real-time identification checks in public spaces and databases (Bragias et al., 2021). 

In this regard, there has been an increase in the use of new technologies by police 

officers to help uncover heinous crimes for timely apprehension and prosecution of the 

prime suspects of crimes such as murder cases, theft, terrorism, and mass shooting 

incidents (Leslie, 2020; Sajjad et al., 2020). Therefore, it appears that adopting facial 

recognition technology can promote the timely apprehension of suspects for effective 

crime resolution. 
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New technologies such as facial recognition are important for law enforcement 

officers in tracking and monitoring crime suspects. Whereas it can be difficult to trace 

crime suspects across diverse locations for a crime committed in a different location, 

facial recognition technology has been an asset for law enforcement officers who use it in 

tracing the trail of crimes committed by prime suspects in diverse places (Bragias et al., 

2021). This leads to the effective investigation and prosecution of the suspects and 

subsequent resolution of the crime. Also, face recognition has become a highly accurate 

and efficient tool in investigation processes (Ali et al., 2021; Oloyede et al., 2020). Yet, 

some sensitive circumstances require secret approaches to identifying the crime suspects 

without endangering the lives of law enforcement officers conducting the investigation 

(Bromberg et al., 2020).  

In this regard, using technology devices such as Raspberry Pi can help law 

enforcement agencies equip officers with a hidden and secure face recognition system 

that can enable them to track and monitor suspects without risking their lives against 

criminals such as terrorists (Adjabi et al., 2020; Bromberg et al., 2020). Combining facial 

recognition technologies and covert methods can thus be effective in identifying suspects 

and evidence for crime, leading to prosecution and resolution of various crimes. Using 

facial recognition can help law enforcement officers track the movements of suspects of 

crime across diverse places, including organized crime and terrorism. Understanding the 

movement pattern of criminals or terrorists can help police officers trace criminal 

activities associated with the suspects, leading to their identification and subsequent 

arrest (Andrejevic & Selwyn, 2020; Rezende, 2020).  
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The movement patterns of suspects across diverse locations can be a challenge for 

law enforcement officers who aim to conduct their investigation into the crime committed 

by the suspects in separate places. Law enforcement officers have adopted facial 

recognition technologies to match the face identity of the suspects with stored images in 

databases (Almeida et al., 2022; Drozdowski et al., 2020). The matching helps them track 

and monitor the suspects for their arrest based on their location and movement patterns in 

different places (Almeida et al., 2022; Raju et al., 2022). Therefore, new technologies 

such as facial recognition can be effective in resolving crime through tracking and 

monitoring suspects for subsequent arrest regardless of their locations. 

Law enforcement officers may adopt facial recognition technologies in their 

investigations to avoid the false identification of suspects. Wrongful arrests due to false 

identification of suspects can be expensive for law enforcement agencies and derail the 

resolution of the crime (Kaur et al., 2020; Rezende, 2020). As a result, law enforcement 

agencies have adopted facial recognition technologies to ensure the accurate 

identification of the suspect. This ensures that law enforcement officers are apprehending 

the right person involved in a crime. Such technologies ensure the integrity of the 

investigation and the agencies by preventing false or wrongful apprehension of persons 

(Almeida et al., 2022). Findings consistent with Almeida et al. (2022) were reported in a 

qualitative study conducted by Bromberg et al. (2020), who indicated that facial 

recognition could help law enforcement officers swiftly verify their suspects’ identity, 

thus ensuring that police are investigating the real person involved in the crime (Almeida 

et al., 2022; Bromberg et al., 2020). Using facial recognition can promote accurate 
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verification and identification of suspects, leading to swift and timely crime resolution 

with high integrity during the investigation of the crime. 

Cases can be strengthened through a collection of evidence using facial 

recognition. This leads to effective crime resolution against the suspect in the court of 

law. Investigators may find facial recognition to be effective in the collection of evidence 

for presentation in court for the prosecution of the suspect. The information collected 

using this technology can help in identifying the presence of the suspect at the crime 

scene and authenticating the testimonies of the witnesses to help the jury determine the 

case against the suspect (Perkowitz, 2021). Further, Kotsoglou and Oswald (2020) found 

that facial recognition offers law enforcement officers information about the suspect, 

including when the crime was committed, the presence of the suspect at the scene of the 

crime, and crucial information linking the suspect with the crime. In some cases, the 

evidence collected by police officers can help strengthen and seal the case against the 

suspect before the jury and the judge in the court (Ali et al., 2021; Purshouse & 

Campbell, 2022). Verifiable and concrete evidence is key to the resolution of crime; 

facial recognition tools can help police officers identify evidence linking the suspect to 

the crime. 

Support of Deterrence Effect 

Adoption of facial recognition technologies can lead to a high perception of 

crime-related risks. Such perception concerning the risk of engaging in criminal activities 

with the knowledge of being monitored may deter individuals from engaging in crime 

(Smith & Miller, 2022). When possible, offenders perceive the presence of facial 
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recognition technology within the vicinity, they are less likely to get involved in crime 

due to the high possibility of being caught and subsequent prosecution of the suspect for 

the crime (Smith & Miller, 2022; Raskolnikov, 2020). The presence of facial recognition, 

such as CCTV cameras and voice recognition tools, may deter individuals from 

committing a crime because they know their faces can be tracked and recognized for 

arrest (Raskolnikov, 2020). Moreover, installing cameras in offices and residential areas 

that can record the faces of every inhabitant can deter future criminal activities as 

individuals may be scared of the likelihood of being caught while engaging in such 

activities (Raposo, 2023; Raskolnikov, 2020). As a result, facial recognition tools have 

become an effective safety measure used by various individuals and organizations to 

secure their property, as they can deter criminals from accessing the property or engaging 

in violent activities. 

Making facial recognition technology common in the public domain can deter 

people from engaging in criminal activities. Several facial recognition tools on streets, 

such as CCTV cameras, can prevent people from engaging in crime as they know their 

activities are being tracked and monitored by cameras (Anker et al., 2021). In this regard, 

the deterrence effect of facial recognition is enhanced and prevents criminal activities in 

such locations and facilities (Almeida et al., 2022; Bromberg et al., 2020).  

In one study to explore the use of facial recognition technology by law 

enforcement in Europe, Raposo (2023) highlighted that facial recognition provides law 

enforcement agencies with essential devices to combat serious criminal behaviors. Facial 

recognition technologies can be effective in deterring crime (Anker et al., 2021; Raposo, 
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2023). Conversely, some researchers indicated that overreliance on such technologies can 

be a great risk due to the ability of some individuals to interfere with such systems, 

including vandalism of security cameras before engaging in crime (Ali et al., 2021; 

Oloyede et al., 2020; Sarabdeen, 2022). Creating awareness about the presence of facial 

recognition technologies, such as security cameras, can be an important deterrence effect 

on preventing criminal activities such as theft, murder, and other serious crimes by the 

people. 

The increased capability of law enforcement officers to identify crime suspects 

enhances the crime deterrence effect of facial recognition in preventing crimes. Empirical 

research shows that the use of facial recognition provides law enforcement officers with 

the ability to verify, identify, and arrest crime suspects, leading to prosecution and 

possible incarceration (Kilmer & Midgette, 2020). This ability to swiftly arrest suspects 

using facial recognition indicates the effectiveness of such technologies in preventing 

future crimes (Alrahawe et al., 2021; Oloyede et al., 2020).  

In some cases, fingerprint and DNA procedures have been adopted to offer 

evidence in identifying the suspect using facial recognition collectible biometric traits, 

including eyes and face, as well as identify and detect crime tools in possession of the 

suspect, such as a gun and knife (Nesterova, 2020). This is used to get the needed data, 

such as CCTV videos and iris sensors for investigation, which deters individuals from 

engaging in criminal activities for fear of being apprehended for prosecution (Almeida et 

al., 2022; Bromberg et al., 2020; Nesterova, 2020). Adopting facial recognition 

technology has seen an increase in the capacity of law enforcement officers to detect 
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crime and identify suspects, which can deter criminal activities, as those who may be 

scared of being arrested, thus enhancing the deterrence effect. 

Installing facial recognition technologies can promote real-time monitoring and 

scrutiny, as well as offer alerts informing police officers of the intrusion of criminals. 

Research has shown mixed findings regarding law enforcement's ability to prevent crime, 

with some authors highlighting that the presence of facial recognition for real-time alerts 

of criminal activities can help law enforcement officers respond to crime scenes, 

enhancing the deterrence effect (Smith & Miller, 2022; Thomas et al., 2022). The quick 

response to crime scenes by law enforcement officers can prevent future occurrences of 

criminal activities due to the ability of police officers to counter the suspects before 

serious crime is committed (Duberstein et al., 2022). Yet, a study conducted to 

investigate the suitability of facial recognition-work surveillance cameras in both the 

private and public sectors revealed that private-sector workers embrace cameras in the 

workplace compared to public-sector workers. In addition, younger age groups among 

private workers are more likely to adopt and embrace facial recognition tools in the 

workplace than older workers (Almeida et al., 2022; Park et al., 2021). This makes it 

challenging for law enforcement officers to receive alerts for every possible crime 

activity in the location, affecting the deterrence effect of facial recognition. 

Implementing facial recognition tools can help prevent criminal activities in 

public areas. Public areas with prime assets and properties can be monitored using facial 

recognition tools such as surveillance cameras in places like shopping malls, bus stations, 

and sports arenas (Stark et al., 2020). The installation of such surveillance systems 
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ensures that these areas are free of theft and terrorism because the possible suspects may 

be scared of the high level of security installation in such places, which deters them from 

engaging in criminal activities (Bromberg et al., 2020). Consequently, public events may 

require security and surveillance to avoid risks such as terrorism and may need to have 

facial recognition tools installed to deter any threat from perpetrators of crime 

(Amankwaa & McCartney, 2021). The researchers suggest that facial recognition has a 

wider range of uses, including monitoring in security in public areas, tracking suspects of 

crime to prevent further criminal activities, and preventing crime in public events by 

deterring potential criminals from accessing such places (Amankwaa & McCartney, 

2021; Douglas & Welsh, 2022). Given the findings, facial recognition is an important 

aspect of public space security that helps prevent criminal activities through surveillance 

and monitoring. 

Improvements in Public Safety 

Effectively identifying crime suspects using facial recognition can help promote 

public safety. The adoption of facial recognition to identify suspects through the use of 

their faces and images in government databases can promote the safety of the public. 

When suspects are identified, law enforcement officers can arrest and prosecute them 

swiftly thus leading to improvement in public safety (Sibai, 2020). Related findings were 

reported in a qualitative study indicating that fast identification of suspects through facial 

recognition technology enables law enforcement officers to arrest criminals associated 

with criminal activities, thus preventing future crimes, and enhancing public safety 

(Ritchie et al., 2021). 



32 

 

Research suggests that the installation of facial recognition tools in public 

workspaces and areas such as train stations, bus stations, shopping malls, and other areas 

with public gatherings can help improve public safety (Hamilton, 2024; Ritchie et al., 

2021). This is due to the ability of law enforcement officers to monitor and track the 

movement of criminals such as terrorists that may opt to harm the public (Almeida et al., 

2022; Bromberg et al., 2020). Thus far, using facial recognition technology in public 

areas can help monitor and identify criminals in public and ensure public safety. 

Scanning of the footage using facial recognition technology can locate missing 

persons to enhance public safety. Past research demonstrates that law enforcement 

officers can use facial recognition technology to track movement patterns of missing 

people based on their faces. Such technological capacity enables law enforcement 

officers to track and rescue the missing people who may have been trafficked and arrest 

the perpetrators of the crime (Bragias et al., 2021). Hill et al. (2022) introduced police use 

of facial recognition technology in engaging the public in policymaking and indicated 

that public engagement is paramount and requires adequate and accurate information and 

enhanced public trust to discuss different perspectives on public safety.  

According to Hill et al. (2022), public safety can be enhanced through the 

installation of facial recognition to track the movement of criminals in society. However, 

other researchers suggest that increased cases of missing persons prompt the use of facial 

recognition technology in public places to enhance security (Johnson et al., 2022; 

Yesugade et al., 2024). The installation of such technologies may enable police officers 



33 

 

to easily conduct their investigation to locate missing children by tracking surveillance 

footage. This leads to improvement in public safety. 

Security at border points is a fundamental aspect of public safety that requires 

enhanced facial recognition technology. With the view among many in the public that 

some of the immigrants crossing the border can be a security threat, border security 

personnel employing facial recognition and other technologies to ensure those entering 

the country have legal documents is a welcome use of that technology (Ali et al., 2021; 

Drozdowski et al., 2020; Lynch, 2020). The use of such technologies promotes border 

security by deterring illegal trade and behaviors such as the trafficking of humans and 

drugs across the border (Fussey et al., 2021). 

People traveling across the border are screened using facial recognition 

technologies as well as fingerprint recognition to ensure a swift process and the 

prevention of criminals from entering the country (Fussey et al., 2021; Lai & Rau, 2021). 

This provides improved security at the border, contributing to an improvement in public 

safety (Bromberg et al., 2020). The adoption of facial recognition provides police officers 

with the ability to secure borders by enhancing immigration processing and screening to 

ensure no criminals enter the country, which leads to improved public safety. 

Perceived Risks and Concerns of Using FRT in Crime Investigations 

Facial recognition has become an effective method of investigating crimes and is 

actively used by the police and other law enforcement departments. However, the 

increasing adoption of facial recognition technology has raised controversy and concerns 

about people’s right to privacy, civil liberties, and the public (Faqir, 2023). Technology 
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raises three main concerns, which are privacy and civil liberties, misidentification and 

errors, and abuse and misuse (Bragias et al., 2021; Gikay, 2023). As the use of facial 

technology becomes more common, it is important to be aware of the balancing of 

policies necessary to prevent the misuse of the technology. The balance is between 

maintaining public safety while upholding individuals’ rights. 

Privacy and Civil Liberties Concerns 

The use of facial recognition in crime solving is still a very contentious issue to 

this date, especially among human rights organizations and other organizations that are 

against violations of people’s privacy. The threat of mass surveillance is relatively severe, 

as it allows police to monitor the movement and activity of a considerable number of 

citizens, sometimes without their permission (Qandeel, 2024). The capability has the 

potential to eliminate anonymity within public spaces (Lohr, 2022). Similar surveillance 

could result in the limitation of freedom of speech and assembly because of threats of 

violence during assemblies and protests (Kortli et al., 2020). Surveillance could gradually 

lead to changes in perception of citizens of what is acceptable in terms of privacy and 

nurture the formation of an authoritarian regime. 

With facial recognition technology being applied in crime investigations, there is 

a perceived insecurity about the data. The huge database containing the biometric 

information of people, particularly faces and other characteristics associated with faces, is 

an attractive resource for hackers and other cyber attackers (Lai & Rau, 2021). A security 

breach can result in the leakage of personal data belonging to millions of people and 

flagrant infringement of their right to privacy. While passwords or credit card numbers 
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can be easily changed in case they are stolen, it is not easy to do the same for biometric 

data. Such accounts raise questions about the possible repercussions of saving such data 

and measures for its protection (Coe & Atay, 2021). In addition, there is the risk of 

insider threats, which is a category of hackers that already have legitimate access to these 

databases and may misuse or disclose the data (Sarkar et al., 2021). The challenge means 

that privacy of individuals is at risk, as well as public confidence in police and other 

government bodies that adopt these systems. 

The problem of consent has not been addressed in the case of facial recognition 

systems, which becomes a challenge from ethical and legal perspectives. Many 

individuals are unaware that their biometric data is recorded and stored every time they 

navigate around certain spaces or utilize certain services (Dargan & Kumar, 2020). 

Hidden data collection occurs in various locations such as street cameras, airports and 

shops. Among the other forms of identification, such as fingerprint, ID, and facial 

recognition, can be performed from a distance and even without the knowledge of the 

subject (Ali et al., 2021). The challenge raises fundamental questions on self-ownership 

and privacy, particularly in the public sphere. The issue becomes more complicated 

because users have no means through which they can choose to be included in these 

databases (Scheuerman et al., 2020). Such data collection may also contravene privacy 

laws in some countries and is contrary to the principles of informed consent, which is an 

important requirement in many legal systems’ data protection laws.  

Facial recognition technology harms people of color and other minorities. Several 

studies have established that many facial recognition systems provide a lower accuracy 
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rate in identifying individuals from minority and ethnic groups (Stevens & Keyes, 2021; 

Williams, 2020). The challenge might lead to increased cases of misidentification, 

wrongful arrests, and more attention being paid to such groups of people. The 

misidentifications imply that, since law enforcement and criminal justice are some of the 

sectors utilizing facial recognition technology, existing racism and sexism will only be 

aggravated. The risk of prejudice leading to wrongfully convicting an innocent individual 

because of a faulty facial recognition system may further erode confidence of individuals 

in the police force (Cavazos et al., 2020). The higher error rates indicate that some groups 

are included in criminal databases more often to reassert and potentially even deepen 

discrimination in the justice system. 

Another problem that has been identified is that there is no cohesive legal 

framework that governs the employment and utilization of facial recognition technology. 

There has been no jurisdiction in the United States that has chosen a unique legal system 

regulating the utilization of this progressive technology, and so there is an extensive area 

of legal gaps (Stoyanova et al., 2020). As there are no norms for its application, facial 

recognition systems can be applied without any restrictions, which may be overbearing, 

and may be used by both governmental and non-governmental organizations.  

Consequently, no constraints: restrain threats, protect freedoms, or guarantee the 

efficient use of advanced technologies (Kaur et al., 2020). A legal system established 

before facial recognition technology may not be fully prepared to address current 

challenges. Lack of regulation is another factor escalating legal uncertainty for 

developers and users of facial recognition systems that may hinder technology 
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development while enabling dubious practices (Drozdowski et al., 2020). Thus, it is very 

crucial to have proper and sound legislation in the field to safeguard public interest 

without compromising on individual liberties and ethics in using the available 

technology. 

Reduced Misidentification and Errors 

False identification is a challenge in facial recognition in criminal justice. False 

positives are produced when the system maps the face of an innocent person to that of a 

suspect in its database (Waelen, 2023). Such occurrences could have serious implications, 

as the person may be arrested, investigated, or even convicted for crimes they did not 

commit. Challenges that an individual who is on the perceived wrong side of the 

algorithm can face are high degrees of emotional distress, a tarnished reputation, job loss, 

and a series of legal repercussions (O’Neill, 2024). Such errors can be more common in a 

particular group of people because of algorithmic bias, making existing disadvantages in 

the criminal justice system even worse.  

False positives also limit the confidence the public may have with the police and 

the technology in general (Purves & Davis, 2022). Thus, when facial recognition is used 

more actively in policing, more cases of misidentification and the restriction of citizens’ 

rights are possible. The challenge highlights the need to maintain high standards of 

accuracy, carry out periodic audits on the system, and have strong measures in place 

when using facial recognition technology in policing. 

The problem of algorithmic bias affects facial recognition systems used in crime 

investigations, as they are very reliable. The biases surface in the form of increased error 
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margins for given minority ethnicities (Gentzel, 2021). Such differences stem from 

deficiencies in training data sets, the incorporation of bias in algorithm design, and 

difficulties in detecting various facial characteristics. The implication of this bias is 

highly extensive and alarming. Such errors may contribute to even greater numbers of 

mistaken identities, unlawful detentions, and false arrests of persons from already 

stigmatized groups, worsening their interactions with the police (Chanin & Welsh, 2021). 

The bias also threatens to perpetuate and exacerbate the existing systemic prejudices in 

the criminal justice system. Such algorithmic biases may perpetuate a cycle of 

discrimination where having a flawed data set generates flawed police (Chu et al., 2023). 

Mitigating this problem involves a variety of training datasets, bias audits regularly, and 

teams with diversity in the process of algorithm creation. 

Another disadvantage of applying facial recognition technology in crime 

investigation is the quality of images used in the process. Research has shown that low-

resolution images and non-frontal face angles lead to low accuracy with inconceivable 

results and possible wrong identifications (Oloyede et al., 2020; Payal & Goyani, 2020). 

In real-life circumstances, for instance, in videos or photos taken by the witness, facial 

recognition circumstances are not optimal. The closed-circuit television images from old 

cameras or those photographed from a distance may not be sufficient for identification. 

Lateral face pose, in which the person whose image is being captured is not frontal to the 

camera, may lower the level of recognition because one or more of the fiducial markers 

of the face may be partially or fully obscured (Adjabi et al., 2020). The problems can 
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result in a situation where the system fails to recognize a suspect or recognizes an 

innocent person as a suspect. 

Facial recognition systems are not entirely accurate and have some imperfections, 

especially concerning the alterations of the appearance of a person. The alterations are 

age-related changes that affect the skin, including lines, skin elasticity, and even the 

facial bones. The FRT systems can face challenges when it comes to matching the current 

image to the one in the database, so there can be false negatives on the suspects (Rusia & 

Singh, 2023). Weight changes lead to shifts in facial skeletal structure and consequently 

affect algorithms that enable the depiction of some facial parameters. Other causes of 

misidentification include cosmetic procedures such as augmentation, piercing, tattooing, 

or operations (Sabharwal & Gupta, 2022). Moreover, putting on makeup or even a 

temporary change of the cosmetic appearance can pose issues for facial recognition 

algorithms (Khan et al., 2022). The alterations raise questions about the permanency of 

facial recognition databases and the need for frequent updates and dynamic algorithms. 

These studies demonstrate the misuse of facial recognition technology among the 

police and the clear way through which the effectiveness of any criminal inquiry may be 

compromised. As more such systems are integrated, there is a concern that investigators 

will excessively depend on face-matching algorithms, maybe even considering them as 

final results rather than leads (Raposo, 2023). Overconfidence can lead to overlooking 

other critical types of evidence including alibis, forensic data, and eyewitnesses receiving 

minimal attention (Drozdowski et al., 2020; Oloyede et al., 2020). The reality is that the 
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perceived objectivity of technology could mean that the investigators may reject evidence 

that goes against the technology or actively avoid other theories (Rossmo, 2021).  

The bias can be especially problematic given the current limitations and false 

positive/negative rates of the facial recognition system. Similarly, legal authorities such 

as juries and judges may develop overconfidence in facial recognition evidence without 

fully understanding the shortcomings and mistakes of a system (Ali et al., 2021; Seagate, 

2021). Over-reliance not only puts people at the risk of being incarcerated for crimes they 

did not commit but also fails to provide means for identifying actual offenders, which 

negatively affects people’s trust in the justice system. 

Studies on Public Perceptions of FRT in Law Enforcement 

Law enforcement agencies have been rapidly adopting various emerging 

technologies, including drones, body-worn cameras, and facial recognition technology 

(FRT). While these technologies are generally well-received by the public for personal, 

entertainment, and commercial applications, academic research consistently shows that 

people tend to be more cautious about their use by police forces (Drozdowski et al., 2020; 

Gkougkoudis et al., 2022). These studies show that in democratic societies, public 

confidence in police use of new technologies, including FRT, is crucial for maintaining 

strong police-citizen relationships. The approach has become even more critical in the 

aftermath of widespread protests against police actions in the United States and globally, 

which have highlighted the need for law enforcement institutions to improve and 

strengthen their relationships with the communities they serve (Bragias et al., 2021). 

Studies on advanced police technologies have shown that these new tools can potentially 
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damage police-citizen relationships if not implemented through a transparent, democratic 

process with clear usage guidelines (Fleet & Hine, 2022; Wright & Headley, 2021). 

The public backlash against police departments adopting Clearview AI serves as a 

prime example of this concern (Nwafor, 2023). However, there are instances where the 

public supports the use of new technologies by law enforcement, such as the use of FRT 

to identify participants in the Capitol riots. As FRT continues to be implemented by 

police agencies worldwide, including in the United States, the United Kingdom, China, 

and Australia, it becomes increasingly important to study and understand public 

perceptions of police use of this technology (Almeida et al., 2022; Bragias et al., 2021). 

Understanding is essential for developing policies and practices that balance the potential 

benefits of FRT in law enforcement with the need to maintain public trust and protect 

individual privacy rights. 

Facial recognition technology (FRT) encompasses automated systems designed to 

identify and differentiate human biometric features. While the specific implementation 

may vary across institutions, the core purpose remains consistent which is identification 

(Jayavadivel & Prabaharan, 2021; Krishnamurthy, 2022). Law enforcement agencies 

have deployed FRT in various forms, ranging from integration with closed-circuit 

television (CCTV) systems to incorporation in smart glasses and police body-worn 

cameras. The diversity in the application is evident in recent implementations and trials 

by different policing agencies (Guo & Kennedy, 2023). For instance, the Minnesota 

Department of Public Safety's Bureau of Criminal Apprehension employs a reactive 

approach, utilizing FRT after an incident to generate mug shot photo lineups for 
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identification purposes (Bragias et al., 2021). The system compares the biometric features 

of passing citizens against a pre-compiled list of violent suspects (Gikay, 2023). 

Police agencies face the challenge of using advanced technologies like facial 

recognition (FRT) to combat sophisticated crime while maintaining public trust. This 

requires a careful examination of public perceptions regarding FRT use in law 

enforcement (Limantė, 2024). The rapid evolution of FRT has created a gap between 

academic research and its practical implementation, with studies often lagging behind 

real-world applications. Current research primarily focuses on legislative frameworks and 

implementation concerns. However, significant qualitative gaps in the research remain in 

understanding the long-term effects on police-community relations, FRT's effectiveness, 

ethical considerations, transparency practices, and impacts on privacy rights (Hill et al., 

2022). Filling these research gaps is crucial for developing informed policies that enable 

police to effectively use FRT while preserving public legitimacy and balancing security 

needs with community support in democratic societies. 

Potential for Abuse and Misuse 

The utilization of facial recognition technology in cases of unauthorized 

surveillance compromises civil liberties and privacy. Police and other organizations 

utilizing this tool may tend to ignore several legal provisions of the law, conducting mass 

surveillance without probable cause or valid warrants (Sarabdeen, 2022). The challenge 

could further degenerate into tracking people's movements, associations, and activities in 

the public as well as in what could be presumed as private areas with installed 

surveillance cameras (Bragias et al., 2021; Gikay, 2023). The situation, when 
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uncontrolled, may violate constitutional rights of assembly, speech, and other freedoms 

because citizens will always feel that they are being observed (Gentzel, 2024). Similarly, 

the acquisition of extensive and comprehensive movement and behavioral data about 

people without their permission is also invasive in terms of data protection and privacy 

infringement (Robertson, 2020). The situation shows that there is a necessity for the 

development of efficient legislation and measures to prevent the police misuse of facial 

recognition technology. 

Facial recognition technologies may be applied for political purposes, thereby 

limiting democracy and freedom for people. The government can use it to monitor the 

citizens, the rebellious ones, protesters, activists, or any other person who is 

uncomfortable with the rulers (Land & Aronson, 2020). The capability is quite helpful in 

documenting records of political activities, organizations, and groups that may harass and 

intimidate people. In authoritarian states, such surveillance can be used for policing 

dissent, regulating media, and dealing with non-violent protests (Abraha, 2021; Kellar & 

Hall, 2022).  

In relatively developed jurisdictions, there is likelihood that people may be 

profiled for exercising their rights and then punished for exercising such rights, hence 

discouraging them from assembling or expressing themselves (Friedman et al., 2023; 

Rhinelander et al., 2024). Therefore, the detrimental impacts on political participation 

and communication erode democracy. Besides, the same technology could be deployed 

for spying on and seditious political entities, trade unions, or advocacy groups, thus 

violating the right to privacy and association (Siatitsa, 2020). Political targeting of this 
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kind results in a society where all forms of opposition are squashed by surveillance 

methods. 

Facial recognition technology poses a threat to personal safety, with possibilities 

of stalking and harassment as a result of the violation of privacy. When in the hands of 

law enforcement officers, security personnel, or even individuals who have enough 

technology awareness to hack into such systems, this powerful tool becomes very handy 

for their gains (Messing et al., 2020). For instance, the intruders might use it to track the 

movements, timetable, and interactions of the targeted persons. The real-time tracking 

feature of this technology in various surveillance systems is especially challenging in the 

possession of the wrong individuals (Ibrahim, 2022). Stalking may limit the mobility of 

the victim because he/she is always trailed by their stalker. Similarly, the pressure created 

by the awareness that every single action is being recorded leads to anxiety, paranoia, and 

significantly reduced quality of life (Taskiran et al., 2020). Thus, there should be proper 

access controls, auditing mechanisms, and severe penalties that will prevent revenge and 

constant harassment via facial recognition technology. 

The possibility of blackmail and extortion arises, given that facial recognition can 

be compromised. Companies with large facial recognition databases could compile an 

entire timeline, connections, and activity log of a certain person (Okolie, 2023). The 

information may reveal that the candidate visited some places or interacted with some 

people that can be used to blackmail them. The information could be used to blackmail 

victims and force them to provide money, grants, or any other concessions (Abraha, 

2021; Friedman et al., 2023; Kellar & Hall, 2022). In addition, such a possibility can put 
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an individual at the mercy of false accusations of having material evidence against them 

(Fletcher et al., 2024). The psychological impact of realizing that every move can and 

might be recorded and used against the person is tremendous, which most probably leads 

to behavioral alterations, self-censorship, and reduction personal freedom (Kitchin, 2020; 

Nalbandian, 2022). To avoid this kind of abuse, access to the data must be controlled and 

encrypted, and any person found to have abused the available systems must be 

apprehended. 

Discrimination is one of the major ethical concerns about facial recognition 

technology. The technology can be used to target certain racial or ethnic groups in a more 

aggressive manner, which can only lead to the escalation of racist processes in the work 

of the police and surveillance (Andrejevic & Selwyn, 2020). The challenge could lead to 

more arrests of certain people and, therefore, perpetual subjugation of certain ethnic 

groups. Similarly, the effectiveness of many facial recognition systems depends on race 

and gender, raising the likelihood of wrong stops, arrests, or even convictions among 

affected minorities (Krishnapriya et al., 2020).  

The challenge may result in systematic scrutiny in some parts of societies, hence 

infringing on the rights of the people to privacy by making them feel suppressed (Abraha, 

2021; Friedman et al., 2023; Kellar & Hall, 2022). In addition, when extended to other 

fields besides policing, including employment or housing, it is likely to fuel systematic 

racism by allowing the exclusion of people depending on their race or ethnicity (Aho & 

Duffield, 2020; Terhörst et al., 2021). The challenge requires not only solutions for 
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improving the overall reliability of the technology for all but also to prevent the 

technology from becoming a discrimination tool wherever possible. 

Personal privacy is infringed when data obtained through facial recognition 

interfaces is shared inappropriately. Once the data for facial recognition is captured, it is 

likely to be forwarded to other bodies, either the government or private organizations 

(Bonomi et al., 2020). Intrusion could be formal, where agencies formally ask for 

permission to collect data to expand their services, or could be informal, where data is 

hacked by people within the organization or by other unauthorized organizations (Aho & 

Duffield, 2020; Komisarchik et al., 2022). The intrusion can lead to a situation where 

third parties other than those intended for collection receive a comprehensive description 

of a person’s life (Moraes et al., 2021).  

While private businesses may use this data for advertising or targeting consumers, 

other government agencies may use this information for purposes entirely unrelated to 

law enforcement. The free and widespread sharing erodes individuals’ privacy and 

autonomy because they cannot manage their data (Aho & Duffield, 2020; Nalbandian, 

2022; Rezende, 2020). Similarly, once data is available in the public domain, anybody 

can access it. To solve this problem, better regulation of data protection, definition of 

how data is shared, improvement of security measures, and clarification on how this 

information is used and shared should be implemented. 

Perception Differences of FRT in Crime Investigations 

Different demographics view facial recognition differently based on their 

understanding and knowledge about the use of technology in crime investigations. 
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Demographics such as gender can affect the perception of facial recognition and its 

effectiveness (Wang & Siddique, 2020). People of younger ages are more likely to 

embrace facial recognition than older individuals (Aho & Duffield, 2020). According to 

some researchers, this is because younger people have enhanced skills in technology and 

perceive such technologies to be effective in improving public security (Bragias et al., 

2021; Gikay, 2023; Wang & Siddique, 2020).  

Young adults with technology skills have positive perceptions about the use of 

facial recognition technology due to its effectiveness in investigating criminal activities 

and identifying suspects for improved security (Moraes et al., 2021). On the other hand, 

older people are less receptive to new technologies, such as facial recognition, for 

enhanced security, as they doubt the ability of technology to promote security. Along 

with this view, older adults may be wary of facial recognition technology for fear of 

privacy concerns that can breach individuals’ data (Medapati et al., 2020; Wang & 

Siddique, 2020). The demographic age can be a determining factor in the perception of 

the use of facial recognition in crime investigations. 

Gender can affect people’s perception of facial recognition in crime 

investigations. Diverse variations across genders have been demonstrated concerning the 

perceptions of different individuals about facial recognition in crime investigation, with 

women being less inclined to facial recognition due to fear of privacy concerns (Saleem 

et al., 2023). Other studies have also examined facial recognition technologies law 

enforcement uses for crime investigation (Aho & Duffield, 2020; Komisarchik et al., 

2022; Lajevardi et al., 2020; Nalbandian, 2022). Limantė (2024) explored the use of 
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facial recognition technology to enhance security and found that women tend to be wary 

of facial recognition due to the fear of privacy concerns regarding their facial data and 

information. This leads to negative perceptions about using facial recognition in crime 

investigations among women. Similar findings to Limantė (2024) were reported in a 

study by Paul and Aslan (2021) to investigate real-time face recognition systems in crime 

investigation. The findings indicated that women are less likely to embrace facial 

recognition technology than men due to insecurity, privacy concerns, and abuse of 

personal data (Limantė, 2024; Paul & Aslan, 2021). Women are thus less inclined 

towards facial recognition technology for fear of security and privacy. 

On the other hand, men have been associated with positive perceptions 

concerning facial recognition in crime investigations. Studies have consistently 

demonstrated positive perceptions about using facial recognition in crime investigation, 

an essential tool for enhancing law enforcement activities, including investigating serious 

crimes (Henman, 2020). Men prefer deploying artificial intelligence and facial 

recognition technology in public administration and law enforcement (Friedman et al., 

2023; Rhinelander et al., 2024). This helps in ensuring the safety of public servants.  

While women’s main focus is on the security and privacy concerns of facial 

recognition, men mainly focus on the benefits of such technologies and crime 

investigation and deterrence (Kostka et al., 2021). Focusing on the positivity of facial 

recognition in crime investigation gives these men a positive perception of the 

technology, whereas women tend to have a negative attitude towards facial recognition 

technology (Ayyappan & Matilda, 2020; Kostka et al., 2021). The discrepancy in 
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findings shows the need for further research to demonstrate how variation in the 

demographics of gender affects the perception of facial recognition, especially women's 

perceptions. 

Geographical location can significantly impact perceptions concerning the use of 

facial recognition in crime investigations. People living in urban areas with a high rate of 

crime may have positive perceptions of facial recognition due to the high prevalence of 

such technology for crime investigation (Buil-Gil et al., 2021). Some studies, such as 

O’Malley and Smith (2022), highlighted that the increased crime rate prompts law 

enforcement officers to use facial recognition technology to enhance public safety. As a 

result of the high crime rate and use of facial recognition technology, individuals in urban 

areas have positive views regarding the use of technologies such as facial recognition for 

public safety (O’Malley & Smith, 2022). 

Still, rural areas experience limited crime rates with low adoption of facial 

recognition technology in crime investigations for public safety (He & Li, 2021). 

Individuals residing in remote areas with limited crime rates have limited experience with 

facial recognition technology. This makes them less inclined towards adopting facial 

recognition technology for public safety, including crime investigation (Ali et al., 2021; 

Drozdowski et al., 2020; Oloyede et al., 2020). The results show that people living in 

urban and rural areas have different views concerning facial recognition based on their 

exposure to technology. 
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Summary and Conclusions 

This chapter began with an introduction section providing an overview of the 

entire chapter. In the introduction part of Chapter 2, the problem statement and purpose 

statement were restated. The problem statement was presented, which was the privacy 

concerns of the citizens arising from using facial recognition technology in criminal 

investigations and law enforcement (Almeida et al., 2022; Lee & Chin, 2022). The 

purpose of this general qualitative study was to explore the public’s perceptions regarding 

police officers’ use of facial recognition technology in crime investigation and law 

enforcement in the United States. A section on literature search strategy followed this. 

This section included a detailed discussion of the databases searched and key terms used 

to search the databases. The search process was limited to five years, including only 

articles published from 2020 to 2024. Only the theoretical framework was exempted from 

the use of current sources, where seminal scholars are typically used to discuss the 

different concepts or constructs of their respective theories. 

After discussing the literature search strategy section, Thibaut and Walker’s 

(1978) procedural justice theory was introduced, and how it links to the study. The four 

primary constructs discussed included voice, respect, trustworthiness, and neutrality. At 

the end of the theoretical framework, it was established that the four constructs of 

Thibaut and Walker’s (1978) procedural justice theory, namely voice, respect, 

trustworthiness, and neutrality, are instrumental in shaping public attitudes toward using 

facial recognition in crime investigations. Thus, this directly grounded the research 

problem being studied, which sought to explore the public’s perceptions regarding police 
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officers’ use of facial recognition technology in crime investigation and law enforcement 

in the United States. 

After discussing the theoretical framework, a literature review related to critical 

variables and concepts was discussed. The key areas or themes discussed here included 

the history of race and surveillance in the United States. The perceived benefits of facial 

recognition in crime investigation: This section discusses perceived risks and concerns of 

using facial recognition in crime investigations, including improving privacy and civil 

liberties and reducing misidentification and errors. 

Another section discussed the perceived risks and concerns of using facial 

recognition in crime investigations (Kortli et al., 2020; Lohr, 2022; Qandeel, 2024). 

Among the perceived benefits of facial recognition in crime investigation are improved 

effectiveness in solving crime, support deterrence effect, and improvement in public 

safety (Almeida et al., 2022; Bromberg et al., 2020). The last section presented studies on 

public perceptions of facial recognition usage in law enforcement. 

The most challenging aspect of applying facial recognition technology is the 

concealment of its usage by law enforcement. In some cases, such systems are 

implemented secretly, and people do not know when and in what circumstances their 

biometric data is being collected and used (Krishnamurthy, 2022; Urquhart & Miranda, 

2022). In turn, the secrecy undermines well-informed public debate about properly 

calibrating security imperatives and privacy liberties (Almeida et al., 2022; Bromberg et 

al., 2020). Lack of transparency poses a challenge to the public in evaluating these 
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systems' efficiency, reliability, and possible prejudices (Friedman et al., 2023; 

Rhinelander et al., 2024; Ritchie et al., 2021).  

The lack of information can create rumors and escalate tension between the police 

and the people they are supposed to protect, thus hampering their work. Likewise, this 

reduces the capacity of watchdog organizations, researchers, and policymakers to 

scrutinize the technology and come up with suggestions or recommendations on the 

extent to which the technology should be utilized (Bromberg et al., 2020). There should 

be policies that require facial recognition system disclosure, reporting, and public 

participation in planning and decision-making of the use of the technology. 

While several studies have been conducted on the use of technology in law 

enforcement, most of the studies have been general, with no current research focused on 

exploring the public’s perceptions regarding police officers’ use of facial recognition 

technology in crime investigation and law enforcement (Almeida et al., 2022; Lee & 

Chin, 2022). Through a general qualitative design, this study sought to address this gap in 

the literature by exploring the public’s perceptions regarding police officers’ use of facial 

recognition technology in crime investigation and law enforcement in the United States. 

The next chapter presents a detailed discussion of the research methods used to conduct 

this study in Chapter 3. This includes, but is not limited to, research design and rationale, 

the researcher's role, methodology, trustworthiness issues, and ethical procedures. 
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Chapter 3: Research Method 

The issue that prompted this study was privacy concerns of citizens arising from 

FRT in criminal investigations and law enforcement. Although researchers have 

investigated issues associated with this, they have yet to adequately examine citizens’ 

privacy concerns arising from using FRT in law enforcement and crime investigations. 

Despite the increasing body of research, there remains a notable gap in understanding 

specific attitudes and perceptions regarding this topic.  

This chapter includes information about the research methodology and design that 

were used to address the research problem. I address the research design and rationale, 

my role as the researcher, instrumentation, participant recruitment, sampling strategy, and 

data collection. I also discuss data analysis plans, issues of trustworthiness, and ethical 

considerations. The chapter concludes with a summary and transition to Chapter 4. 

Research Design and Rationale 

A qualitative research method was used to explore public perceptions regarding 

police officers' use of FRT in crime investigation and law enforcement. Researchers use 

qualitative research to investigate phenomena using participants’ views, perceptions, and 

attitudes in their natural settings (Merriam & Grenier, 2019). Merriam (2002) asserted 

that the qualitative research method is used to describe a phenomenon in detail using 

participant perceptions and experiences for an enhanced understanding of phenomena.  

In addition, I explored privacy concerns associated with FRT software. According 

to Almeida et al. (2022), FRT has raised questions concerning privacy and risks of 

personal information being received by unscrupulous persons. Therefore, I collected 
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detailed information on privacy issues and strategies that might be used to protect the 

privacy of individuals and organizations under investigation. This was achieved using 

probing questions to collect detailed descriptions of public perceptions, opinions, and 

views on the topic. The research question for this study was: How does the public 

perceive law enforcement’s use of FRT? 

I used nonnumerical data to investigate the phenomenon of interest. Qualitative 

researchers use nonnumerical data to investigate a phenomenon that cannot be quantified, 

and quantifying the phenomenon may hinder understanding (Merriam & Grenier, 2019). 

This topic is based on participants’ experiences and perceptions. The qualitative research 

method was appropriate for investigating the topic. Researchers use quantitative research 

methods to investigate phenomena by examining relationships between study variables 

(Bloomfield & Fischer, 2019). Quantitative research involves using figures and numbers 

(Patton, 2014). However, this method was inappropriate for this study.  

Mixed methods research was also considered for this research, but were 

inappropriate. Researchers use this research method to investigate phenomena using 

qualitative and quantitative data (Shorten & Smith, 2017). This allows researchers to 

explore a phenomenon in depth by substituting the weakness of one research method with 

the strength of the other (Dawadi et al., 2021). It was inappropriate for this study. I only 

intended to collect and interpret qualitative data to describe the topic. 

I used a qualitative descriptive research design. Qualitative researchers use 

descriptive research to systematically and accurately describe features and facts of 

populations or phenomena of interest (Dulock, 1993). The descriptive research design is 
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used to accurately portray characteristics of phenomena or groups with precision 

(Dulock, 1993). This enables researchers to discover new meanings, describe what exists, 

and determine frequency with which events or phenomena occur (Koh & Owen, 2000).  

The qualitative descriptive research design is aligned with this study’s purpose 

and problem statement. The issue that prompted this research was public privacy 

concerns and attitudes toward police using FRT to enforce the law and investigate crimes. 

Lambert and Lambert (2012) noted the descriptive research design is used to investigate a 

problem continually as the phenomenon unfolds. I used the qualitative descriptive 

research design to address what and how questions and understand the topic. 

The qualitative research designs that were considered for this study included the 

phenomenological research design, ethnographic research, and grounded theory. A 

phenomenological research design was not used. Researchers use a phenomenological 

research design to explore participants’ lived experiences regarding phenomena 

(Neubauer et al., 2019). Alhazmi and Kaufmann (2022) asserted the phenomenological 

research design is used to understand the universal significance of problems without 

considering experiences, assumptions, and preconceived conclusions about phenomena. I 

did not use a phenomenological research design to explore the phenomenon of interest 

since my goal was not to address participants’ lived experiences but rather how 

participants systematically and in detail described impacts of public perceptions on their 

use of FRT in crime investigations and law enforcement. 

Grounded theory is a qualitative research design used when researchers intend to 

develop a new theory from scratch using the participant’s experiences, perceptions, and 



56 

 

views (Glaser & Strauss, 2017). Since the researcher did not intend to develop a new 

theory to describe the current phenomenon, grounded theory was discarded. The 

researcher also explored the appropriateness of an ethnographic research design. 

Qualitative researchers use an ethnographic research design to investigate the 

participants’ culture and norms (Fusch et al., 2017). This research design was discarded 

because the researcher did not intend to explore the participants’ culture but to investigate 

the public’s perceptions of police officers’ use of facial recognition technology in crime 

investigation. Therefore, the incompatibility of these research designs leaves the 

descriptive research design as the most appropriate research design that the researcher 

may use to explore and describe the public’s perceptions of police officers using facial 

recognition technology to investigate crimes and enforce the law. The research question 

was developed with a qualitative descriptive design to facilitate alignment. 

Research Question 

How does the public perceive law enforcement's use of facial recognition 

technology?  

Role of the Researcher 

Qualitative researchers play different roles when conducting research. The 

researcher’s first role is collecting and analyzing data, hence the primary research 

instrument. Yin (2015) asserted that as primary research instruments, the researcher will 

actively participate in selecting the best research method, research design, and data 

source that will be used to collect data about the phenomenon. The second researcher’s 

role is to develop personal relationships with the research participants. Patton (2002) 
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explained that developing personal relationships with the study participants will ensure 

that the researcher creates a research environment that exudes trust. This allowed 

participants to relax and openly respond to the survey questions, providing the researcher 

with detailed and honest information about the study phenomenon. 

Qualitative researchers are also tasked with addressing issues of bias and 

upholding the required ethical considerations throughout the research process. The 

qualitative researcher in this study addressed instances of researcher bias using member-

checking techniques, an expert panel, and keeping a reflective journal. Researcher bias 

constitutes unjustifiable myths, preconceived conclusions, and assumptions that might 

affect the credibility of research findings (Patton, 2014). The researcher addressed 

instances of bias by allowing research participants to review, adjust, and correct their 

responses and using an expert panel to review and align the questions with the study’s 

problem and purpose. 

In addition to addressing researcher bias, the researcher will uphold the ethical 

assurances of justice and respect for persons. The researcher also sought approval from 

the research site and the Institutional Review Board before conducting the study. After 

the necessary approvals and permissions, the researcher also ensured that the participants 

signed the informed consent to inform them that participation is voluntary. It is also the 

researcher’s role to protect the privacy of the study participants. The researcher ensured 

the participants’ confidentiality by replacing their identities with pseudonyms or 

alphanumeric codes (Yazan, 2015). 
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Methodology 

Participant Selection Logic 

The target population for this study included members of the public aged 18 years 

or older from the Jacksonville, Florida area. However, the use of the Walden Pool opens 

up the study to a diversity of locations, so the parameters of the study will allow for any 

qualifying citizen in the United States. Diversity did not diminish the reliability and 

generalization of results, although it may increase them. The use of the Walden Pool 

helped ensure the study met respondent saturation requirements. This target population 

aligned with the study’s focus on describing how the public perceives the police using 

facial recognition technology to investigate crimes and enforce the law.  

The researcher recruited the sample from this target population using a set of 

inclusion and exclusion criteria. A purposive sampling technique was used to identify and 

select the participants needed for this study. The purposive sampling technique is a non-

probability sampling technique used by researchers to select participants who share 

common characteristics relevant to the study (Paliankas et al., 2015). The purposive 

sampling technique selects information-rich cases, allowing the researcher to explore and 

describe a phenomenon in depth (Campbell et al., 2020).  

With purposive sampling, the researcher is better placed to learn new information 

about the phenomenon being investigated using the participants’ insights and knowledge 

(Patton, 2014).  

The researcher used purposive sampling to identify and recruit participants. I 

recruited participants who were at least 18, lived in the United States, and were aware 
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that the police used FRT in criminal investigations of citizens, whether in local 

communities or elsewhere. 

I excluded potential participants below 18, nonresidents of the United States, and 

those who were not aware of the use of this technology by police. I was to recruit 15-25 

participants from the general public. The researcher recruited this sample based on the 

recommendations of previous qualitative researchers concerning the optimum sample for 

qualitative descriptive research. Krejcie and Morgan (1970) reported that a sample of 2-

15 participants was suitable for qualitative descriptive research. Mason (2010) 

established that a sample of 10 participants was enough for the researcher to achieve data 

saturation.  

Differently, Hennink and Kaiser (2022) found a sample of 7-19 participants and 

4-6 focus groups as appropriate for qualitative research. Therefore, based on the 

preceding recommendations, a sample of 15-25 participants was enough for this study. 

However, the researcher used the concepts of data saturation and emergent themes found 

during coding to determine the actual sample size for the study. Data saturation refers to 

the point in research where there is a redundancy of information obtained from 

participants. 

Instrumentation 

The survey was the primary data collection instrument. The choice of surveys as 

the primary data collection instrument was based on the opportunities for reciprocities 

and engagement between the researcher and the participants. Cypress (2017) explained 

that semi-structured surveys allow researchers to create a rapport with the participants, 
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allowing for an open and honest response to the survey questions. The researcher used 

surveys for this study because they are flexible (Patton, 2014). The appropriateness of 

surveys for this study is also informed by the opportunity to collect detailed information 

about a phenomenon using probing questions. The researcher also used probing questions 

to seek clarification from participants on unclear responses. The use of probing questions 

also solicits more information on other answers. 

A survey protocol was developed and used to guide the survey process. ee 

Appendix B). Before and during the survey process, the researcher will uphold the 

participant’s confidentiality using pseudonyms. To ensure that the survey questions 

provided the researcher with the needed information, the researcher constituted an expert 

panel to assess the self-sufficiency of the survey questions. The expert panel consisted of 

two Ph.D. holders in the fields related to the research. The researcher used the expert 

panel to check how the research questions are worded, identify instances of researcher 

bias, and align the questions with the study’s purpose and problem statements. The 

responses from the expert panel ensured that the survey developed allowed the researcher 

to collect the data that addressed the gap in the literature. 

Procedures for Recruitment, Participation, and Data Collection 

I recruited participants after receiving approval from the Walden University 

Institutional Review Board for the Walden Pool. The researcher also used recruitment 

flyers posted at the local library. Prospective participants contacted the researcher using 

the contact information. The researcher replied with a link to the survey on 

SurveyMonkey. The first page of the survey was a set of screening questions for 
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determining whether the prospective participant meets the inclusion criteria for the study. 

Prospective participants who indicated that they do not meet the inclusion criteria for the 

study were linked to a page on which they were thanked for their interest in the study and 

informed that they are not eligible to participate. Prospective participants who confirmed 

that they meet the inclusion criteria were linked to the second page of the survey, the 

informed consent form.  

 Prospective participants were asked to read the informed consent form. They 

were invited to contact the researcher if they had questions or concerns, and to take at 

least 24 hours to consider the terms of informed consent. They were asked to indicate 

whether they do or do not accept the terms. Prospective participants who accepted the 

terms proceeded to the survey. Prospective participants who declined the terms were 

linked to a page where they were thanked for their time and informed that they had 

elected not to participate.  

The survey took 15-20 minutes to complete. This time allowed participants 

enough time to respond thoughtfully to all the survey questions. During the surveying 

process, participants’ identities were concealed using pseudonyms. SurveyMonkey 

compiled the survey data. The researcher downloaded the data, created a summary of 

each participant’s responses, and emailed the summary to the participant for member 

checking. The participants had five days to confirm or correct the summaries. After 

member-checking, the researcher prepared the transcribed surveys for data analysis. The 

researcher stored all electronic data on a password-protected computer. Hardcopy data 
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was stored in a secure cabinet at the researcher’s home for three years, after which they 

will be destroyed. 

Data Analysis Plan 

The data analysis process started after participants have member-checked the 

survey transcripts. After transcription and member-checking, the researcher followed the 

thematic analysis steps by Braun and Clarke (2006) to analyze the data. According to 

Braun and Clarke (2006), the first step in thematic analysis is familiarization with the 

data. In this step, the researcher read and re-read the survey transcripts multiple times to 

understand the information shared by the participants about the phenomenon. In this step, 

the researcher identified phrases and terms that may be developed into themes. This was 

achieved by identifying keywords or phrases in the data set. 

The second step is generating initial codes. The researcher identifies repetitive 

phrases and keywords that may form codes (Braun & Clarke, 2006). To aid this process, 

the researcher used NVivo software to sort and code the information shared by the 

participants. After generating the initial codes, the third step is searching for themes. The 

researcher analyzed the NVivo-generated codes for potential themes. The researcher 

reviewed and combined the established categories to form potential themes. The 

researcher reviewed the searched themes in step four.  

The review of the themes ensured that they align with the research problem, 

purpose, and questions. After reviewing the themes, the researcher named and defined the 

themes in step five. Braun and Clarke (2006) noted that the researcher will assign names 

to the reviewed themes for easy identification and discussion in the write-up step. The 
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last step of thematic analysis is a thematic write-up. The researcher discussed the themes 

based on how they answer the research questions and confirm or disconfirm findings 

reported in previous studies as reviewed in the literature review section. The final report 

discussed the public’s perceptions regarding police officers’ use of facial recognition 

technology in crime investigations and law enforcement in local communities now or in 

the future. 

Issues of Trustworthiness 

In qualitative research, issues of trustworthiness are used to evaluate the rigor of 

the research findings (Cypress, 2017). To establish the trustworthiness of this study, the 

researcher must demonstrate that the findings are precise, consistent, and detailed. 

Therefore, to achieve trustworthiness, the researcher will ensure the study’s credibility, 

confirmability, transferability, and dependability (Lincoln & Guba, 1985). 

Credibility 

Credibility refers to the believability of the study findings or readers' confidence 

in the reported findings (Lincoln & Guba, 1985). The researcher ensured this study’s 

credibility through member checking. Member checking is a process whereby the 

researcher allows the participants to review their survey transcripts before the final 

analysis. Through member checking, the researcher addressed the possibility of 

researcher bias and, as a result, enhance the study’s credibility (Cohen & Crabtree, 2006). 

Transferability 

Transferability is defined as applying the research findings to other research 

contexts (Lincoln & Guba, 1985). Kornbluh (2015) asserted that transferability is 
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important in research as it allows the researcher to establish the applicability of the 

research findings in other contexts. The researcher ensured the transferability of this 

research through thick descriptions. The researcher described the different research 

processes in greater detail so that other researchers may replicate the study. 

Confirmability 

Confirmability is the extent of neutrality or objectivity of study findings as 

informed by the participants’ views, devoid of the researcher’s bias (Lincoln & Guba, 

1985). An audit trail was used to uphold the objectivity of this study’s findings. The 

researcher used the audit trail to provide a detailed account of the research process, 

starting with formulating the problem statement, selecting the research methodology, 

participant recruitment, data collection, and data analysis. Documenting raw data in detail 

supported the study’s confirmability. 

Dependability 

Dependability is the consistency of the research findings (Lincoln & Guba, 1985). 

The researcher ensured the dependability of this study through an audit trail and a 

detailed description of the different research processes (Cope, 2014). Accurately 

describing the participant recruitment process, sample selection, data collection, and 

analysis ensured the consistency of this study's findings (Cope, 2014). An expert panel 

was also used to warrant that the findings of this study are dependable. 

Ethical Procedures  

The study was conducted based on the guidelines provided by Walden IRB. 

Approval was obtained from the Walden IRB before seeking participants (approval # 07-
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08-25-0316798). Upon approval, the researcher contacted participants for the study. The 

researcher ensured that all Belmont report principles of justice, beneficence, and respect 

are adhered to (Office for Human Research Protections [OHRP], 2018). The researcher 

guaranteed that all participants have equal opportunity to participate in the study. The 

researcher also ensured that participants understood the study and felt safe while 

participating in the study (OHRP, 2018). All participants were allowed to review 

transcripts as assurance that their intentions are not misrepresented. 

Before taking part in this online survey, participants were asked to sign a consent 

form for voluntary participation in the study. Pseudonyms were used to conceal 

participants' real identities from third parties (Cypress, 2017). Dissatisfied participants 

were free to disqualify from the study at any time, and their data was discarded. All data 

gathered will be stored for five years before being destroyed. Electronic data will be 

deleted from personal computer hard disks. Information stored in hard copies will be 

shredded. 

Summary 

This general qualitative study explored the public’s perceptions regarding police 

officers’ use of facial recognition technology in crime investigation and law enforcement 

in the United States. A qualitative research method and descriptive research design to 

describe the phenomenon in detail. A qualitative descriptive study focuses on providing a 

detailed description of a given phenomenon without making prior assumptions while 

maximizing participants’ perspectives of the phenomenon. Emailed surveys were used to 

collect data. The researcher also discussed the methodological procedures, which 
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included participant selection, recruitment, and data collection. The researcher also 

discussed the researcher's role, issues of trustworthiness, and ethical considerations. In 

Chapter 4, the researcher presented the findings using the discussed research 

methodology. 
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Chapter 4: Results 

The purpose of this general qualitative study was to explore public perceptions 

regarding police officers’ use of FRT in crime investigations and law enforcement. I used 

qualitative methods and a descriptive research design. The sample included citizens who 

were aware of FRT use by local law enforcement in their area. The research question to 

guide this study was: How does the public perceive law enforcement’s use of FRT? This 

chapter includes a description of participants. I describe data collection procedures, 

followed by data analysis. I then proceed with a presentation of results, which are 

organized by theme. A summary of findings concludes this chapter.  

Demographics 

I used purposive sampling to identify and recruit 18 participants. I recruited 

participants who were 18 or older, resided in the United States, and were aware of police 

using FRT in criminal investigations of citizens, whether in their communities or 

elsewhere. 

Data Collection 

I recruited participants from the Walden University participant pool after 

receiving approval from the Institutional Review Board (IRB). I also used recruitment 

flyers that were posted at a local library. Prospective participants contacted me using the 

contact information. I replied with a link to the online survey via SurveyMonkey. The 

first page of the online survey was a set of screening questions for determining whether 

prospective participants met the inclusion criteria. Prospective participants who indicated 

they did not meet the inclusion criteria for the study were linked to a page where they 
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were thanked for their interest in the study and informed that they were not eligible to 

participate. Prospective participants who confirmed they met the inclusion criteria were 

linked to the second page of the online survey, which was the informed consent form.  

These participants were asked to read informed consent forms. They were invited 

to contact me if they had questions or concerns, and to take at least 24 hours to consider 

the terms. They were then asked to indicate whether they did or did not accept the terms. 

Prospective participants who accepted the terms proceeded to the online survey. Those 

who declined terms were linked to a page where they were thanked for their time and 

informed that they had elected not to participate.  

The online survey took 15 to 20 minutes to complete. This allowed participants 

enough time to respond thoughtfully to all online survey questions. During the surveying 

process, participants’ identities were concealed using pseudonyms. SurveyMonkey was 

used to compile online survey data. I downloaded data, created summaries of participant 

responses, and emailed summaries to participants for member checking. Participants had 

5 days to confirm or correct summaries. After member-checking, I prepared transcribed 

surveys for data analysis. I stored all electronic data on password-protected computers. 

Hardcopy data will be stored in a secure cabinet at my home for 3 years, after which it 

will be destroyed. 

Data Analysis 

The data analysis process started after participants member-checked online survey 

transcripts. After transcription and member-checking, I followed inductive thematic 

analysis steps by Braun and Clarke to analyze data. According to Braun and Clarke 
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(2006), the first step in thematic analysis is familiarization with data. During this step, 

researchers read and reread online survey transcripts multiple times to understand 

information shared by participants about the phenomenon. They identify phrases and 

terms that may be developed into themes. This was achieved by identifying keywords and 

phrases in the data set. 

The second step was generating initial codes. To aid this process, I used NVivo 

software to sort and code information shared by participants. First, participants’ 

responses were broken into text segments that each expressed a single idea that was 

relevant to addressing the research question in this study. A total of 159 relevant text 

segments were identified. These were then assigned to codes via labeling each of them 

with a brief descriptive phrase that summarized their meaning. When different text 

segments had similar meanings, they were assigned to the same code, and in this way, 

data were coded inductively. The 159 relevant text segments were grouped into 20 codes 

(see Table 1).  

Table 1 

Data Analysis Code Frequencies 

Code (alphabetized) 
n of text segments 

assigned 
Concerned about misidentification 15 

Concerned about privacy breach 6 

Constitutional rights 5 

Expect some privacy in public 5 

Important to obtain public consent 12 
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Code (alphabetized) 
n of text segments 

assigned 
Lack of accountability 9 

Law enforcement should be highly transparent 16 

Misuse of data 9 

Multifactor authentication 2 

Negative impact on privacy 7 

No concerns about long-term storage 2 

No concerns about misidentification 5 

No concerns about private companies 3 

No concerns about type of data collected 4 

No expectation of privacy in public 14 

Not important to obtain public consent 6 

Public anonymity no longer possible 20 

Public anonymity still possible 4 

Right to notification 7 

Risk of data breach 8 

 

During the third step of analysis, themes were formed. Related codes were first 

grouped together to form a smaller number of broader categories. Related categories were 

then grouped together to form themes. The 20 initial codes were grouped to form eight 

categories, and the eight categories were grouped to form three major themes.  

I reviewed themes in step four. This review ensured they aligned with the research 

problem, purpose, and question. After reviewing themes, I named and defined themes in 
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step five. Braun and Clarke (2006) noted researchers assign names to reviewed themes 

for easy identification and discussion during the write-up step. The last step of thematic 

analysis was a thematic write-up. I discussed themes based on how they answered the 

research question (see Table 2). 
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Table 2 

Grouping of Codes to Form Categories and Themes 

Theme 
Category grouped to form theme 

Code grouped to form category 
n of text segments 

assigned 
Theme 1: Privacy concerns included lack of public anonymity 
and the risk of data breaches 

41 

Category: Concerns about impacts of long-term storage of 
facial recognition data 

17 

Negative impact on privacy  

No concerns about long-term storage  

Risk of data breach  

Category - Impacts of FRT on ability to remain anonymous 
in public 

24 

Public anonymity no longer possible  

Public anonymity still possible  

Theme 2: Rights expectations included transparency from 
law enforcement and consent for use of FRT in public spaces 

67 

Category: Expectations for privacy 19 

Expect some privacy in public  

No expectation of privacy in public  

Category: Rights citizens should have regarding their privacy 30 

Constitutional rights  

Multifactor authentication  

Right to notification  

Law enforcement should be highly transparent  
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Theme 
Category grouped to form theme 

Code grouped to form category 
n of text segments 

assigned 
Category: Importance of public consent 18 

Important to obtain public consent  

Not important to obtain public consent  

Theme 3: Concerns about errors and misuse included risk of 
misidentification and lack of accountability for private 
companies 

51 

Category: Misidentification concerns 20 

Concerned about misidentification  

No concerns about misidentification  

Category: Concerns about type of personal data collected 
through FRT 

19 

Concerned about privacy breach  

Misuse of data  

No concerns about type of data collected  

Category: Concerns about involvement of private companies 12 

Lack of accountability  

No concerns about private companies  

 

Trustworthiness 

In qualitative research, issues of trustworthiness are used to evaluate the rigor of 

the research findings (Cypress, 2017). To establish the trustworthiness of this study, the 

researcher must demonstrate that the findings were precise, consistent, and detailed. 
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Therefore, to achieve trustworthiness, the researcher ensured the study’s credibility, 

confirmability, transferability, and dependability (Lincoln & Guba, 1985). 

Credibility 

Credibility refers to the believability of the study findings or readers' confidence 

in the reported findings (Lincoln & Guba, 1985). The researcher ensured this study’s 

credibility through member checking. Member checking was a process whereby the 

researcher allowed  participants to review their online survey transcripts before the final 

analysis. Through member checking, the researcher addressed the possibility of 

researcher bias and, as a result, enhanced the study’s credibility (Cohen & Crabtree, 

2006). 

Transferability 

Transferability is defined as applying the research findings to other research 

contexts (Lincoln & Guba, 1985). Kornbluh (2015) asserted that transferability is 

important in research as it allows the researcher to establish the applicability of the 

research findings in other contexts. The researcher ensured the transferability of this 

research through thick descriptions. The researcher described the different research 

processes in detail so that other researchers may replicate the study. 

Confirmability 

Confirmability was the extent of neutrality or objectivity of the study findings, as 

informed by the participants’ views, devoid of the researcher’s bias (Lincoln & Guba, 

1985). An audit trail was used to uphold the objectivity of this study’s findings. The 

researcher used the audit trail to provide a detailed account of the research process, 
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starting with formulating the problem statement, selecting the research methodology, 

participant recruitment, data collection, and data analysis. Documenting raw data in detail 

supported the study’s confirmability. 

Dependability 

Dependability is the consistency of the research findings (Lincoln & Guba, 1985). 

The researcher ensured the dependability of this study through an audit trail and a 

detailed description of the different research processes (Cope, 2014). Accurately 

describing the participant recruitment process, sample selection, data collection, and 

analysis ensured the consistency of this study's findings (Cope, 2014). An expert panel 

was also used to warrant that the findings of this study were dependable. 

Results 

The research question used to guide this study was: How does the public perceive 

law enforcement's use of facial recognition technology (FRT)? Three themes emerged 

during data analysis to address this research question. The themes were: (Theme 1) 

privacy concerns included lack of public anonymity and the risk of data breaches, 

(Theme 2) rights expectations included transparency from law enforcement and consent 

for use of FRT in public spaces, and (Theme 3) concerns about errors and misuse 

included risk of misidentification and lack of accountability for private companies. The 

following sections are presentations of these themes. 
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Theme 1: Privacy Concerns, Including Lack of Public Anonymity and Risk of Data 

Breaches 

The first theme identified during data analysis indicated that privacy concerns 

included lack of public anonymity and the risk of data breaches. This theme was formed 

by clustering two categories, including impacts of FRT on the ability to remain 

anonymous in public and concerns about long-term storage of facial recognition data. 

The first category indicated participants’ perceptions of the impacts of FRT on the ability 

to remain anonymous in public. Fourteen of the participants indicated the concern that 

FRT deprived citizens of the ability to remain anonymous in public. P17 stated in a 

representative response, “I absolutely think facial recognition technology completely 

removes our ability to remain anonymous regardless of where we are,” indicating a 

concern that FRT made anonymity impossible in public spaces. Similarly, P3 stated, 

“There is no way to remain anonymous in public with facial recognition technology.” 

P15 stated: 

Facial recognition technology threatens the ability to remain anonymous in 

public, a fundamental aspect of American life and democracy. The Supreme 

Court recognized the importance of anonymity in protecting free association and 

speech in NAACP v. Alabama (1958). If my face is constantly scanned and 

logged while attending a church service, a pro-life rally, or a town hall meeting, 

or even a night out eating at Qdoba with my family, could be quietly documented 

and used against me, chilling my liberty. 



77 

 

P15 noted the importance of anonymity for protecting free speech and association, 

and indicated the concern that being deprived of anonymity in public spaces could have a 

chilling effect on constitutionally protected liberties. P7 expressed a concern about the 

creation of databases using FRT and the ability to track individuals’ movements, stating, 

“I believe that it threatens privacy by potentially creating databases, and being able to 

trace patterns of people’s daily habits.” P7 elaborated by adding, “I think as facial 

recognition technology evolves, it will remove any possibility for anonymity in public,” 

indicating that further evolution of the technology would be necessary before it deprived 

members of the public of their anonymity. 

Four participants provided discrepant data, indicating that they were not 

concerned about the loss of public anonymity resulting from FRT. P9 stated in a 

representative response, “I am not concerned with remaining anonymous in public.” P18 

also expressed a lack of concern: “In public, we don’t have the expectation of privacy, so 

it doesn’t affect me.” These participants did not disagree that FRT would deprive 

members of the public of anonymity. Rather, they agreed with the other participants that 

FRT would deprive members of the public of their anonymity, but they indicated that 

they were not concerned about this. 

The second category from which the first theme was formed indicated 

participants’ concerns about the long-term storage of FRT data. Eight participants 

indicated that they had concerns about a data breach. P2 stated in a representative 

response, “The longer it is stored, the more opportunity there is to be accessed for 

nefarious purposes,” indicating that data stored for the long-term might be accessed by 
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bad actors and used in a manner detrimental to the interests of members of the public. P3 

expressed a similar concern, writing, “My concerns are that once we are storing this type 

of data, it becomes very easy to be hacked and that data stolen.” In a further example, 

P14 stated, “I believe that valuable information should be kept only as needed. The 

longer is kept the more of risk to fall in the wrong hands,” indicating in agreement with 

the other participants the concern that FRT data could be stolen in a cyberattack and used 

for criminal purposes.  

Seven participants expressed concerns that privacy would be negatively impacted 

by the long-term storage of FRT data. P7 stated, “I think personal privacy will be a thing 

of the past with the use of facial recognition.” P4 agreed, stating, “I consider that long-

term [storage of data] would impact personal privacy.” P11 stated in another 

representative response, “If your facial data is stored for years, you could be identified, 

tracked by your identity,” indicating that members of the public might lose their ability to 

remain anonymous in public and that their movements might be tracked. 

Two participants agreed with the other participants that the long-term storage of 

FRT data was a threat to privacy, but they indicated that they were not concerned about 

this threat. P9 stated that the privacy concern was a sign of illegitimate intentions: “If 

individuals are concerned with personal privacy in public, they are most likely up to no 

good.” P16 indicated that privacy was already eliminated in the digital age, so the 

additional threat represented by the long-term storage of FRT data did not matter: “I don't 

believe the long-term storage of facial recognition data would impact me either way. If 

you have been on a computer in the last 15-20 years, you have data that is potentially 
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stored somewhere.” These participants expressed the perception that the concern over 

privacy related to the long-term storage of FRT data was either illegitimate or 

superfluous. 

Theme 2: Rights Expectations Including Transparency from Law Enforcement and 

Consent for Use of FRT in Public Spaces 

The second theme to be identified during data analysis indicated that rights 

expectations included transparency from law enforcement and consent for use of FRT in 

public spaces. This theme was formed by clustering three categories. The first category 

indicated the participants’ expectations for privacy while in public. Fourteen of the 

participants indicated that they did not expect privacy while they were in public. P3 

stated in a representative response, “There is no expectation of privacy in a public space.” 

P2 agreed, citing the ubiquity of surveillance technology in public spaces: “I believe there 

is no expectation of privacy for individual faces once they are out in public, because 

individuals are already under surveillance through CCTV and other mediums.”  

P6 expressed distrust in institutions that claimed to afford privacy to members of 

the public, saying that the expectation for privacy was, “Nonexistent. No matter how 

much I want it, it will never be afforded to me. And no matter how much a company or 

governmental agency says that they are giving me privacy, it is a lie.” P17 stated in 

another representative response, “My expectations for privacy in public is already pretty 

low, but now, with facial recognition technology, there could be none.” P18 also wrote, 

“If I am entering public places, I have no expectation of privacy.” P16 indicated that FRT 

was the reason for a lack of expectation of privacy in public spaces: 
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I wouldn't expect to have overall privacy in public areas when facial recognition 

technology is utilized. On the road, sidewalks, parks, or other public areas, I 

wouldn't have an expectation of privacy. Indoors, restaurants, stores, etc., there 

would be the expectation of privacy based on the policy of these establishments. 

These participants indicated that they did not expect privacy in public places, but they 

indicated that they regarded the loss of privacy as an accomplished fact rather than as 

their own preference.  

Four participants indicated that they had an expectation of some privacy while in 

public spaces. P15 stated: 

As an American who believes deeply in both the Constitution and the God-given 

rights acknowledged in the Declaration of Independence, I recognize that while 

we have a lower expectation of privacy in public spaces, that does not mean the 

government has unchecked authority to track and catalog our every movement. 

The Fourth Amendment clearly protects us against unreasonable searches and 

seizures, which, in my view, extends to mass data collection without 

individualized suspicion. 

P15 regarded mass data collection without individualized suspicion as a violation 

of the Fourth Amendment of the US Constitution. While recognizing that it was 

unreasonable to expect the same privacy in public spaces that an individual would be 

afforded in private spaces, P15 expressed the perception that tracking and cataloging 

individuals’ movements in public without due process was an illegal search and seizure. 

Similarly, P11 stated, “I understand that public space naturally comes with a lower 
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expectation of privacy. I still believe there should be clear limitations and transparency 

when facial recognition technology is involved.” Like P15, P11 did not believe that 

members of the public gave up their right to privacy when they entered public spaces. 

The second category grouped to form Theme 2 indicated the perceived 

importance of obtaining consent from members of the public before utilizing FRT in 

public spaces. Twelve participants expressed the belief that obtaining consent was 

important. P2 stated, “In the absence of a threat to national security, it is important for 

law enforcement to obtain consent.” P2’s response indicated a perception that a threat to 

national security would constitute a sufficient level of urgency to override the public’s 

right to consent. P3 stated: 

I feel it is very important for the agency to get the public's consent, or at least 

send out a statement making the public aware that this technique is being used and 

for what purpose. I think anything to do with facial recognition technology should 

be very transparent. 

P3 indicated that the public’s consent should be obtained, or implied consent 

should be obtained by notifying the public of the technology’s use and purpose, and then 

allowing them to decide whether to enter the spaces where it was utilized. P7 also 

believed that consent should be obtained: “I think it’s extremely important that law-

enforcement obtain permission before using facial recognition software. I think that 

recognition software unchecked is potentially dangerous, just casting a wide net and 

seeing what I caught. Similar to license plate readers.” Like P15, P7 was concerned that 

tracking movements without individual suspicion constituted a violation of the Fourth 



82 

 

Amendment. Similarly, P15 stated, “I strongly believe law enforcement should obtain 

public consent, or at a minimum, clear legislative approval, before deploying facial 

recognition widely in public spaces,” indicating two alternatives, either explicit consent 

from the public or approval from the legislators who had jurisdiction over the space. P17 

expressed a belief in the principle of governmental transparency: 

I absolutely believe signs ought to be posted, displaying publicly that this area has 

cameras using facial recognition technology. I'm not sure such a sign would deter 

me from using that area, but government transparency is very important to me. 

P17 noted that signage announcing the use of FRT might not be a deterrent to 

accessing public spaces, but that governmental transparency required clear indicated of 

when, where, and how FRT was being deployed.  

Six participants provided discrepant data, expressing the belief that obtaining the 

public’s consent for the use of FRT was not necessary or important. P9 stated in a 

representative response, “Public consent is not warranted. There is no expectation of 

privacy in public spaces. Security cameras have been in wide use since the 1970s and 

help to solve crimes and protect victims.” P9 did not address the consideration that 

traditional security cameras did not access databases. P16 agreed with P9, stating in 

another representative response, “Public is public, so I don't believe that law enforcement 

should have to get special permission or consent from anyone to utilize this technology,” 

indicating the belief that members of the public did not have a reasonable expectation of 

privacy in public spaces.  
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The third category, grouped to form Theme 2, indicated participants’ beliefs 

regarding the rights citizens should have related to their privacy. Sixteen participants 

indicated that members of the public had a right to transparency from law enforcement 

regarding the use of FRT. P2 stated of law enforcement, “They should be 100% 

transparent when that transparency does not threaten national security,” indicating 

support for a national security exception to the proposed transparency requirement for 

FRT use. P3 expressed beliefs about what law enforcement should be required to 

disclose: “I believe law enforcement agencies should be required to disclose what data is 

being collected and how it is being stored.” P7 agreed with P3: “I think they should be 

fully transparent on the data of the collect and where it’s used and stored, and for what 

purpose they’re collecting the data.” P6 believed law enforcement should be transparent 

about the automated scanning and recognition of faces: “They should tell us that we are 

being scanned, like they inform us that we are being recorded.” P15 also stated 

transparency was essential: 

Law enforcement should be fully transparent about when and how they use facial 

recognition, as secrecy can lead to constitutional violations. Case law such as 

Katz v. United States (1967) established that privacy expectations apply when 

government surveillance intrudes into personal life, even in areas the public can 

observe. When law enforcement conceals its surveillance methods, it becomes 

impossible for the public or the courts to evaluate whether the technology is 

infringing on Fourth Amendment rights. Transparency also aligns with the 

principles reinforced in Carpenter v. United States (2018), which emphasized that 
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emerging surveillance technologies require careful judicial and public scrutiny to 

prevent overreach. 

P15 expressed the belief that transparency about law enforcement’s use of FRT 

was necessary for holding law enforcement accountable. Without transparency, the 

danger that surveillance technology would be used in violation of the public’s rights was 

increased.  

Seven participants expressed specifically that members of the public had a right to 

be notified of when, where, and how FRT was in use. P3 stated in a representative 

response, “I feel that citizens should have the right to be notified anytime this type of 

technology is being used and for what purpose.” In another representative response, P7 

stated, “I think the people should be notified when entering places or areas that facial 

recognition is being used, and they should be able to find out how it’s being used.” These 

participants believed that law enforcement should be required to notify members of the 

public of where and how FRT was being used, and that this notification was necessary for 

upholding the public’s rights.  

Theme 3: Concerns About Errors and Misuse, Including Risk of Misidentification 

and Lack of Accountability for Private Companies 

The third theme identified during data analysis indicated concerns about errors 

and misuse included risk of misidentification and lack of accountability for private 

companies. This theme was formed by grouping three categories. The first category 

indicated the participants’ concerns about the involvement of private companies in law 
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enforcement’s deployment of FRT. Nine participants indicated that they were concerned 

about a lack of accountability for private companies. P15 stated: 

Allowing private companies to develop and operate facial recognition for law 

enforcement is dangerous because it merges corporate profit motives with 

government power. These companies are not directly accountable to the people, 

yet they hold the keys to data that could impact our freedom. This creates a 

scenario ripe for abuse and undermines the constitutional principle that 

government power must remain under citizen oversight. 

P15 expressed the concern that delegating law enforcement activities involving 

FRT to private companies would give those organizations governmental power without 

governmental accountability. P2 agreed, writing, “My concern is there would be no 

accountability.” P11 expressed the belief that delegating law enforcement’s use of FRT to 

private companies would increase the risk of violations of privacy: “When private 

companies are involved, it seems there are higher risks that facial recognition will be 

used in ways that could invade privacy.” These participants expressed concerns about law 

enforcement delegating the use of FRT to private companies that might lack 

accountability to the public. 

The second category, grouped to form Theme 3, indicated the participants’ 

concerns about the data collected through FRT. Nine participants indicated that they had 

concerns about the misuse of data collected through FRT. P2 indicated that a lack of 

transparency on the part of law enforcement led to concerns about the misuse of FRT 

data: “If its use is not regulated, then there is no transparency as to its intended use which 
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is presumably public safety.” P3 expressed a concern about the selling or sharing of 

sensitive information with private entities: “I would be concerned that personal 

information could be gathered and sold to companies and associations.” P5 stated of 

FRT, “If it is used in the wrong way, it can be a threat to everyone.” P15 stated: 

Facial recognition captures unique biometric data that goes far beyond a casual 

photograph, it is the digital “fingerprint” of a person’s face. If this information is 

stored or shared with third parties, it could allow the government, or even private 

companies, to track where I worship, whom I associate with, and even my 

political activities, all of which are protected under the First Amendment’s 

guarantees of free speech, religious liberty, and assembly. 

P15 expressed a concern about FRT data being misused to violate First 

Amendment rights if it were collected inappropriately by law enforcement or private 

entities. P18 expressed a concern about data being accessed by bad actors in a 

cyberattack and then misused: “I think what worries me is the risk of that data being 

stolen through breaches and misused.” These participants expressed concern that FRT 

data could be used for purposes other than legitimate law enforcement ones. 

Four participants provided discrepant data, indicating that they had no concerns 

about the type of FRT data collected or the uses to which the data were put. P9 stated: 

“I'm not concerned with it, as a law-abiding citizen.” Similarly, P16 stated in a 

representative response, “There is not concern for me concerning the data collected.” 

These participants believed that public surveillance and use of FRT was only a concern 

for bad actors.  



87 

 

The third category, grouped to form Theme 3, indicated the participants’ concerns 

about misidentification through FRT. Fifteen participants indicated that they were 

concerned about the potential for misidentification. P2 feared that law enforcement would 

violate the rights of a person misidentified by FRT: “I am very concerned about 

misidentification, as it could lead to an individual being wrongfully accused of a crime. 

Once an individual is misidentified, it triggers a law enforcement or governmental 

intrusion into an individual's privacy.” P8 noted that FRT might be able to distinguish 

between similar-looking people: “You could get a false positive for someone who might 

look like you.” P10 expressed the concern that FRT evidence based on a misidentification 

might be used as leverage to obtain false confessions: “It could be used to get people to 

confess to crimes they maybe did not commit.” P14 advocated for multifactor 

authentication to alleviate concerns about misidentification: “That is a concerning point, 

this is why I believe the technology should always be backed up by a secondary 

identification method.” These participants believed that the potential for misidentification 

through FRT was a significant concern. 

The remaining three participants provided discrepant data, indicating that they 

were not concerned about the potential for misidentification through FRT. P4 did not 

believe misidentification was possible: “I do not think it could result in misidentification 

when using facial recognition technology.” P16 expressed confidence that multifactor 

authentication would exonerate anyone who was misidentified with FRT: “There is 

always the potential for misidentification in life. Everyone has a doppelganger, and if you 

haven't done anything wrong, through DNA analysis and other means, you will be just 
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fine.” P17 believed that traditional methods of identification involved a greater risk of 

misidentification than FRT: “Obviously, human error and eyewitnesses should naturally 

pose a bigger threat of misidentification.” These participants either did not believe that 

FRT posed a risk of misidentification or believed that the risk was acceptable as an 

improvement on traditional methods, given that errors could be corrected through 

multifactor authentication. 

Summary 

A total of 18 participants responded to the online survey. Three themes emerged 

during data analysis to address this research question. The first theme identified during 

data analysis indicated that privacy concerns included a lack of public anonymity and the 

risk of data breaches. This theme was formed by clustering two categories, including 

impacts of FRT on the ability to remain anonymous in public and concerns about long-

term storage of facial recognition data. The first category indicated participants’ 

perceptions of the impacts of FRT on the ability to remain anonymous in public. Fourteen 

of the participants indicated the concern that FRT deprived citizens of the ability to 

remain anonymous in public.  

Four participants provided discrepant data, indicating that they were not 

concerned about the loss of public anonymity resulting from FRT. The second category 

from which the first theme was formed indicated participants’ concerns about the long-

term storage of FRT data. Eight participants indicated that they had concerns about a data 

breach. Seven participants expressed concerns that privacy would be negatively impacted 

by the long-term storage of FRT data. Two participants agreed with the other participants 
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that the long-term storage of FRT data was a threat to privacy, but they indicated that 

they were not concerned about this threat. 

The second theme to be identified during data analysis indicated that rights 

expectations included transparency from law enforcement and consent for use of FRT in 

public spaces. This theme was formed by clustering three categories. The first category 

indicated the participants’ expectations for privacy while in public. Fourteen of the 

participants indicated that they did not expect privacy while they were in public. Four 

participants indicated that they had an expectation of some privacy while in public 

spaces. The second category, grouped to form Theme 2, indicated the perceived 

importance of obtaining consent from members of the public before utilizing FRT in 

public spaces.  

Twelve participants expressed the belief that obtaining the public’s consent was 

important, either through legislative action or transparent announcements that the 

technology was in use. Six participants provided discrepant data, expressing the belief 

that obtaining the public’s consent for the use of FRT was not necessary or important. 

The third category, grouped to form Theme 2, indicated participants’ beliefs regarding 

the rights citizens should have related to their privacy. Sixteen participants indicated that 

members of the public had a right to transparency from law enforcement regarding the 

use of FRT. Seven participants expressed specifically that members of the public had a 

right to be notified of when, where, and how FRT was in use. 

The third theme identified during data analysis indicated concerns about errors 

and misuse included risk of misidentification and lack of accountability for private 
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companies. This theme was formed by grouping three categories. The first category 

indicated the participants’ concerns about the involvement of private companies in law 

enforcement’s deployment of FRT. Nine participants indicated that they were concerned 

about a lack of accountability for private companies. The second category, grouped to 

form Theme 3, indicated the participants’ concerns about the data collected through FRT. 

Nine participants indicated that they had concerns about the misuse of data collected 

through FRT. 

 Four participants provided discrepant data, indicating that they had no concerns 

about the type of FRT data collected or the uses to which the data were put. The third 

category, grouped to form Theme 3, indicated the participants’ concerns about 

misidentification through FRT. Fifteen participants indicated that they were concerned 

about the potential for misidentification. The remaining three participants provided 

discrepant data, indicating that they were not concerned about the potential for 

misidentification through FRT. Chapter 5 includes discussion, interpretation, and 

recommendations based on these findings. 
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Chapter 5: Discussion, Conclusions, and Recommendations 

The problem that was addressed through this study was the gap in literature 

regarding citizen attitudes on use of FRT in crime investigations and law enforcement, as 

it affects the privacy of individuals under investigation.  These technologies can result in 

privacy issues. The purpose of this study was to explore public perceptions regarding 

police officers’ use of FRT in crime investigations and law enforcement. I used 

qualitative methods and a descriptive research design. The sample included citizens who 

were aware of FRT use by local law enforcement in their area. The research question for 

this study was: How does the public perceive law enforcement’s use of FRT? I followed 

the inductive thematic analysis steps by Braun and Clarke to analyze data.  

After analyzing data via interviews, three themes were identified to address the 

research question. The first theme included privacy concerns regarding the lack of public 

anonymity and the risk of data breaches involved with FRT, as it deprived citizens of the 

ability to remain anonymous in public, and privacy was negatively impacted by the long-

term storage of FRT data. The second theme was rights expectations, including 

transparency among law enforcement and consent for use of FRT in public spaces, as 

some participants did not expect privacy while they were in public, while other 

participants stated they expected some privacy while in public spaces.  

Further, participants reported obtaining public consent was important, either 

through legislative action or transparent announcements that technology was in use, while 

other participants expressed the belief that obtaining public consent for the use of FRT 
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was not necessary or important. As a result, results showed members of the public had a 

right to transparency from law enforcement regarding the use of FRT.  

The third theme involved concerns regarding errors and misuse, including the risk 

of misidentification and lack of accountability for private companies. Participants 

indicated they were concerned about the lack of accountability among these companies as 

well as the misuse of data. Four participants provided discrepant data, indicating they had 

no concerns about the type of FRT collected or its uses. Chapter 5 includes 

interpretations of findings, limitations, and recommendations for further research and 

practice. The chapter concludes with a section on implications for social change and a 

conclusion.  

Interpretation of the Findings 

In this study, thematic data analysis was adopted to evaluate three primary data 

themes as identified during data analysis to address the study’s research question. 

Discussion and interpretation of findings are based on emerging themes during thematic 

data analysis. 

Theme 1 

Based on data, findings revealed that concerns regarding lack of anonymity as a 

result of FRT and high risks of data breaches for collected facial information. While 

some participants stated FRT deprived them of the ability to remain anonymous, other 

participants were not concerned about loss of public anonymity resulting from FRT. 

Participants noted the importance of anonymity for protecting free speech and 

association, and indicated concerns that being deprived of anonymity in public spaces 



93 

 

could have a chilling effect on constitutionally-protected liberties. According to 

participants, the creation of databases using FRT and the ability to track individual 

movements may remove any possibility for anonymity in public. This suggests further 

evolution of technology would be necessary before it deprives anonymity. Regarding 

long-term storage, participants indicated they had concerns about data breaches, as they 

may be impacted by long-term storage.  

Qandeel (2024) noted that mass surveillance allows the police to monitor the 

movements and activities of citizens, sometimes without their permission, as there is a 

lack of anonymity and privacy. FRT has the potential to eliminate anonymity within 

public spaces (Lohr, 2022). Similar surveillance could result in limitations on freedom of 

speech and assembly because of threats of violence during assemblies and protests (Kortli 

et al., 2020). Aligning with study findings, surveillance could gradually lead to changes 

in perceptions of citizens regarding what is acceptable in terms of privacy and lead to 

authoritarian regimes (Lai & Rau, 2021). As a result, security breaches can result in the 

leak of personal data belonging to millions of people and flagrant infringement of their 

right to privacy. This study highlights the need for law enforcement agencies to enhance 

FRT data privacy within the public domain.  

Theme 2  

The second theme involved rights expectations, which included transparency 

among law enforcement and consent for use of FRT in public spaces. Participants 

indicated they did not expect privacy while they were in public. However, some 

participants reiterated they expected some privacy while in public spaces and 
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transparency from law enforcement officers. Results imply that while FRT may be for the 

public good to enforce law and order and promote transparency in terms of conduct of 

police officers, its adoption has led to great concerns due to lack of privacy. Participants 

expressed mixed perceptions regarding privacy concerns, with some noting they were not 

concerned about privacy, while others were concerned about their privacy. The study 

findings are consistent with previous research which indicated FRT is likely to lead to 

breaching the suspects’ privacy and confidentiality. Machine learning models supporting 

facial recognition may have inherent privacy breaches, which can negatively affect rights 

to privacy and confidentiality (Ugwudike, 2020). 

Participants understood obtaining public consent was important, either through 

legislative action or transparent announcements that technology was in use. However, 

some participants expressed the belief that obtaining public consent for use of FRT was 

not necessary or important to them, but transparency was more important. Results also 

indicated public rights to transparency among law enforcement regarding use of FRT. 

Study findings suggest the need to be notified of when, where, and how FRT was in use 

to enhance transparency.  

These findings align with previous research, which indicated that many people are 

unaware that their biometric data is recorded and stored without their consent every time 

they navigate around certain spaces or utilize some services (Dargan & Kumar, 2020). 

Hidden data collection occurs in various locations such as street cameras, airports as well 

and shops, and among the other forms of identification, such as fingerprint, ID, and facial 

recognition, can be performed from a distance and even without the knowledge of the 
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subject (Ali et al., 2021). The challenge raises fundamental questions on self-ownership 

and privacy, particularly in the public sphere. Therefore, law enforcement agencies may 

need to obtain the public’s consent when using FRT to enhance trust and their legitimacy 

in the public domain.  

Theme 3  

This theme of concerns about errors and misuse highlights the risk of 

misidentification and the lack of accountability for private companies. Some participants 

expressed that they were concerned about the involvement of private companies in law 

enforcement’s deployment of FRT, as these private companies lack accountability in the 

use of data obtained through FRT. The participants reported that they had concerns about 

the misuse of data collected through FRT. Although some participants highlighted their 

lack of concerns about the type of data collected through FRT or how such data was used, 

the overall results show that data misuse was a concern for the public, as private 

companies are more likely to misuse the data.  

These findings concur with previous research, which indicated that many facial 

recognition systems provide a lower accuracy rate in identifying individuals from 

minority and ethnic groups due to misuse by law enforcement officers (Stevens & Keyes, 

2021; Williams, 2020). The challenge might lead to increased cases of misidentification, 

wrongful arrests, and more attention being paid to such groups of people. The 

misidentifications imply that, since law enforcement and criminal justice are some of the 

sectors utilizing facial recognition technology, existing racism and sexism may only be 

aggravated due to a lack of accountability. The risk of prejudice leading to wrongfully 
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convicting an innocent individual because of a faulty facial recognition system may 

further erode the confidence of individuals in the police force (Cavazos et al., 2020). The 

higher error rates indicate that some groups are included in criminal databases more often 

to reassert and potentially even deepen discrimination in the justice system. 

Another aspect of concern that the majority of the participants had was the likely 

misapplication of FRT by the law enforcement officers. Participants expressed that their 

major concern about the use of FRT was the misapplication of the FRT by the police 

officers, as most officers may misapply the information collected through FRT. Despite 

some participants highlighting that they were not concerned about the potential for 

misidentification through FRT, the findings provided insights into the misapplication of 

the FRT.  This suggests that the users of FRT may use it in situations other than 

surveillance, including getting privacy information about members of the public.  

The results disconfirm other studies, which indicated that, as there are no norms 

for its application, facial recognition systems can be applied without any restrictions, may 

be overbearing, and may be used by both governmental and non-governmental 

organizations (Kaur et al., 2020). Consequently, no constraints: restrain threats, protect 

freedoms, or guarantee the efficient use of advanced technologies (Kaur et al., 2020). 

This may exacerbate the misuse of FRT in the public domain. Yet, the results of the 

current study support previous research indicating that lack of regulation is another factor 

escalating legal uncertainty for developers and users of facial recognition systems that 

may hinder technology development while enabling dubious practices (Drozdowski et al., 

2020). Thus, it is very crucial to have proper and sound legislation in the field to 
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safeguard public interest without compromising on individual liberties and ethics, to use 

the available technology.  

Limitations of the Study 

This section presents limitations of the study. Limitations are the potential 

weaknesses in the study, which the researcher may have limited control over 

(Theofanidis & Fountouki, 2018). Consequently, when investigating the public’s 

perceptions regarding police officers’ use of facial recognition technology in crime 

investigation and law enforcement, the study findings were considered, including the 

following limitations. First, the researcher used convenience sampling to select the 

participants for this qualitative study, and the sample size was relatively small, 18 

participants. As a result, the sample may not represent the entire public in different areas, 

limiting data saturation (Creswell & Poth, 2016). In such instances, the findings cannot 

be transferable or generalizable to individuals from other organizations or states in the 

United States. Second, given the descriptive nature of this study, a cause-and-effect 

relationship between the public’s perceptions regarding police officers’ use of facial 

recognition technology in crime investigation and law enforcement could not be drawn. 

Because qualitative studies do not establish causation, the researcher could not establish 

the cause of crime or the motivations for using facial recognition in crime investigations. 

Implications 

Positive Social Change 

The findings of this study may help law enforcement departments prioritize 

transparency to enhance public trust, as suggested by participants. Participant highlights 
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the need for transparency from the law enforcement officers, suggesting the need for 

enhanced public trust. The desire by participants for law enforcement officers to ensure 

there is transparency demonstrated the need for these agencies to foster accountability 

and transparency when using FRT to build public trust. As a result, important policies 

could help reduce fears among citizens concerning surveillance by law enforcement 

officers and promote the legitimacy of the officers using FRT data. Lack of transparency 

poses a challenge to the public in evaluating these systems' efficiency, reliability, and 

possible prejudices (Friedman et al., 2023; Rhinelander et al., 2024; Ritchie et al., 2021). 

Additionally, the lack of information can create rumors and escalate tension between the 

police and the people they are supposed to protect, thus hampering their work (Friedman 

et al., 2023).  

The results of this study may help law enforcement agencies understand the 

impact of police officers’ use of facial recognition technology in crime investigation and 

law enforcement, and on the public’s privacy. This would help them strengthen policies 

on privacy and data protection. Participants were concerned about their anonymity and 

long-term data storage, including the fear of breaches of data by private companies 

running the FRT. The law enforcers can use this study’s findings to develop effective 

strategies to protect individuals' privacy during crime investigations. The capability has 

the potential to eliminate anonymity within public spaces (Lohr, 2022). Similar 

surveillance could result in the limitation of freedom of speech and assembly because of 

the threats of violence during the assemblies and protests (Kortli et al., 2020). 

Surveillance could gradually lead to changes in the perception of the citizens of what is 
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acceptable in terms of privacy and nurture the formation of an authoritarian regime. As a 

result, there is a need for law enforcement agencies to enforce privacy protection to 

address data breaches.  

The results of this study could also contribute to social change, as understanding 

ethical concerns of facial usage in crime investigation may, directly and indirectly, affect 

the lives of citizens in this local community. Participants in this study reported that they 

were concerned about the lack of accountability and transparency among private 

companies offering FRT services. Law enforcement agencies and companies providing 

FRT services should use this study’s findings to understand the need for accountability 

and create effective accountability measures that would help ensure that FRT is ethically 

implemented in the public sphere. The new technologies, such as big data algorithms and 

cellphone tracking using FRT, often affect individuals’ privacy; however, the government 

keeps them secret, limiting public accountability (Smith & Miller, 2022).  

Given participants’ concern about misapplication and misidentification of FRT, 

law enforcement agencies and private partners can learn to enhance the FRT system’s 

accuracy by creating measures to highlight people who have been wrongly identified. 

This would help in the reduction of harm related to misapplication and misidentification 

of FRT data. Technology firms offering FRT services can learn from this study’s findings 

to develop systems that would accurately and correctly identify individuals of interest 

without misidentifying persons.  

False identification is a challenge in facial recognition in criminal justice. False 

positives are produced when the system maps the face of an innocent person to that of a 
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suspect in its database (Waelen, 2023). Such occurrences could have serious implications 

as the person may be arrested, investigated, or even convicted for crimes they did not 

commit.  

The results may help law enforcement officers and technology providers in 

successful implementation of strategies and support to improve the work environment for 

law enforcement. This can potentially decrease ethical complaints by members of the 

public, as well as help law enforcement officers thrive in crime investigation through 

acceptable technologies, thus providing the opportunity for law enforcement to contribute 

to the local crime rate. A decrease in crime from ethical technology integration may 

benefit the overall community and safety. 

Theoretical Implications 

The study was grounded in Thibaut and Walker’s (1978) procedural justice 

theory. Procedural justice theory is based on the premise that the perceived fairness of 

procedures applied by law enforcement or other forms of authority within different 

institutions considerably impacts individuals' acceptance of decisions and compliance 

with the rules (Tyler & Huo, 2002). The findings support the component of voice, which 

is the opportunity that individuals in a community have to freely express their views, 

opinions, and concerns regarding a given decision-making process. (Tyler & Huo, 2002).  

Participants suggested the need for consent and transparency to allow the public 

to voice their concerns and make decisions regarding the use of FRT. Integrating 

different perspectives is imperative to ensuring that the procedures being implemented 

are considered and perceived as fair by people affected by such policies or outcomes 
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(Thibaut & Walker, 1978). This implies the need for consent, transparency, and 

engagement in decision-making.  

The findings support the component of neutrality, which is the authorities' or 

decision-maker's impartiality or objectivity when implementing a given decision (Tyler 

& Huo, 2002). Participants’ suggestions for accountability by private companies promote 

neutrality and unbiased oversight by law enforcement. For a given process to be 

considered fair, the decision-makers need to be impartial or unbiased and ground their 

decisions on a transparency criterion. The lack of favoritism and discrimination is 

important for maintaining trust in the process (Thibaut & Walker, 1978).  

The results on clear policies and notifying the public about the use of FRT support 

the third component of respect, which relates to the considerate treatment of people by 

authorities or institutions. If individuals are treated in a dignified manner, they are more 

likely to consider the procedures or system being imposed as fair (Thibaut & Walker, 

1978).  Tyler & Huo (2002) explain that procedural justice theory is built on 

acknowledging individuals' rights and status within the process. The last component is 

trustworthiness, which refers to the belief that authorities are sincere and concerned with 

the well-being of those affected by their decisions (Thibaut & Walker, 1978). The 

findings support this component by establishing that the public deserves clear policies 

and notifications about FRT use for sustainable trust.  

Recommendations 

There is a need for the development and implementation of clear FRT policies 

that can be accessed by the public regarding the use of FRT data. Such policies may 
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provide details regarding how FRT can be used, procedures for the long-term storage of 

data obtained through FRT. The law enforcement institutions can leverage this study’s 

findings to publish various policies that would guide the use of FRT data, accessibility by 

the public, and storage period. In this regard, creating public portals would help 

community access and feedback that enhances fairness in law enforcement practices in 

the public domain. Integrating different perspectives is imperative to ensuring that the 

procedures being implemented are considered and perceived as fair by people affected by 

such policies or outcomes (Thibaut & Walker, 1978).  

Law enforcement agencies should adopt clear consent protocols for the use of 

FRT in the public space. There is to establish proper mechanisms through which 

approvals can be obtained, including getting approvals from the city council and the 

legislature. This recommendation concurs with the participants’ desire for clarity and 

transparency in using FRT in the public space. Policymakers can scrutinize the 

technology and come up with suggestions or recommendations on the extent to which the 

technology should be utilized (Bromberg et al., 2020). There should be policies and 

protocols that require facial recognition system disclosure, reporting, and public 

participation in planning and decision-making of the use of the technology.  

Given the descriptive nature of this study, a cause-and-effect relationship between 

the public’s perceptions regarding police officers’ use of facial recognition technology in 

crime investigation and law enforcement could not be drawn. Because qualitative studies 

do not establish causation, the researcher could not establish the cause of crime or the 
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motivations for using facial recognition in crime investigations by adopting quantitative 

correlation studies to establish causation between variables.  

Future research may be considered to investigate diverse settings and populations 

other than law enforcement. Future researchers should examine perspectives of FRT 

among diverse populations across different demographics, including gender, race, and 

economic status, and different regions. Further, more studies should be conducted to 

explore how FRT accuracy can enhance public trust in the use of FRT by law 

enforcement departments.  

Conclusion 

This study has provided insights into citizen attitudes on the use of facial 

recognition technology in crime investigations and law enforcement, as using 

technologies like facial recognition during law enforcement can result in privacy issues. 

Facial recognition technology for policing purposes can collect quality information for 

crime investigation and prevention, but it might violate the rights of those under 

investigation, such as privacy and freedom of movement. The results of this study 

showed that privacy concerns involved a lack of public anonymity and the risk of data 

breaches in facial recognition. This shows that the use of FRT deprives the public of its 

anonymity and negative implication on FRT data privacy and long-term storage.  

In this study, one can learn that transparency from law enforcement and consent 

for use of FRT in public spaces, and the public’s consent are rights expectations of the 

public. As a result, the study offers insights that members of the public have a right to 

transparency from law enforcement regarding the use of FRT. The study also offers 
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critical information regarding the use of FRT, suggesting errors and misuse, including the 

risk of misidentification and lack of accountability for private companies, were 

challenges to FRT adoption by law enforcement. Therefore, while FRT implementation 

has diverse public concerns that should be addressed to enhance the legitimacy of law 

enforcement to use it.  
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