
Walden University Walden University 

ScholarWorks ScholarWorks 

Walden Dissertations and Doctoral Studies Walden Dissertations and Doctoral Studies 
Collection 

1-22-2026 

Strategies Financial Institutions Use to Mitigate Security Breaches Strategies Financial Institutions Use to Mitigate Security Breaches 

for Mobile Customers for Mobile Customers 

STEVEN F. KNESE 
Walden University 

Follow this and additional works at: https://scholarworks.waldenu.edu/dissertations 

This Dissertation is brought to you for free and open access by the Walden Dissertations and Doctoral Studies 
Collection at ScholarWorks. It has been accepted for inclusion in Walden Dissertations and Doctoral Studies by an 
authorized administrator of ScholarWorks. For more information, please contact ScholarWorks@waldenu.edu. 

http://www.waldenu.edu/
http://www.waldenu.edu/
https://scholarworks.waldenu.edu/
https://scholarworks.waldenu.edu/dissertations
https://scholarworks.waldenu.edu/dissanddoc
https://scholarworks.waldenu.edu/dissanddoc
https://scholarworks.waldenu.edu/dissertations?utm_source=scholarworks.waldenu.edu%2Fdissertations%2F18989&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:ScholarWorks@waldenu.edu


 

 

 

  

 

 

Walden University 

 

 

 

College of Management and Human Potential 

 

 

 

 

This is to certify that the doctoral study by 

 

 

Steven F. Knese 

 

 

has been found to be complete and satisfactory in all respects,  

and that any and all revisions required by  

the review committee have been made. 

 

 

Review Committee 

Dr. Cheryl Waters, Committee Chairperson, Information Technology Faculty 

Dr. Geraldine Light, Committee Member, Information Technology Faculty 

 

 

 

 

 

 

Chief Academic Officer and Provost 

Sue Subocz, Ph.D. 

 

 

 

Walden University 

2026 

 

  



 

 

 

 

Abstract 

Strategies Financial Institutions Use to Mitigate Security Breaches for Mobile Customers 

by 

Steven F. Knese 

 

MSIT, Walden University, 2018 

MSIS, Nova Southeastern University, 2015 

MBA, Nova Southeastern University, 2009 

BS, Florida International University, 2002 

BA, Florida International University, 2002 

 

 

Doctoral Project Submitted in Partial Fulfillment 

of the Requirements for the Degree of 

Doctor of Information Technology 

 

 

Walden University 

 March 2026 

 



 

 

Abstract 

Mobile fraud attack rates are increasing rapidly. Financial institutions, cybersecurity 

managers, and regulators need effective strategies to reduce consumer financial harm and 

operational risk. Grounded in the cybernetics model, this qualitative, pragmatic 

inquiry identified the cybersecurity strategies that cybersecurity professionals use at 

financial institutions to mitigate data breaches for mobile customers accessing financial 

data. Data were collected from five cybersecurity professionals through semistructured 

interviews and from publicly available documents and guidance issued by financial 

institutions and standards bodies. Six significant themes emerged from thematic analysis: 

implementing multifactor authentication, deploying virtual private networks (VPNs), 

delivering user education, promoting regular account monitoring, endorsing 

authentication apps, and enforcing strong password policies. A key recommendation is to 

integrate cybernetic principles into the design of multifactor authentication to enhance 

security protocols. The implications for positive social change include the potential for 

financial institutions and policymakers to implement the identified strategies to protect 

consumers’ livelihoods and reduce operational and transactional risks. 
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Section 1: Foundation of the Project  

Background of the Problem 

As the adoption of mobile devices for transmitting financial information 

increases, so do the opportunities that cybercriminals can exploit. With over 90% of 

Americans owning a smartphone, financial transactions are increasing at an 

unprecedented rate (Gelles-Watnick, 2024). The growth of financial transactions 

amplifies the risk, with a global estimated cost of cybercrime in the cybersecurity market 

projected to surge to $5.7 trillion by 2028 (Petrosyan, 2023). Identity theft is the fastest-

growing type of crime in the United States and globally (Sobers, 2019). Users often 

blame identity theft on other authorities and do not accept responsibility for their own 

identity theft, thereby compounding a responsibility problem (Farrar et al., 2020). 

Financial institutions identify common barriers to consumer adoption of mobile 

technology for financial transactions. Over 70% of mobile consumers are concerned 

about security strategies for mobile financial transactions, as 50% of all financial apps do 

not have security baked in (Federal Deposit Insurance Corporation, 2011). Financial 

centers recognize that the adoption of newer mobile cybersecurity technology, skill 

development, and deployment are essential to safeguard mobile financial transactions. 

Sixty-five percent of mobile payment users had used three or more payment types in the 

past month, compared with 45% of traditional payment users (Pew Research Center, 

2019). This research examines the methods and tools employed by financial institutions 

to secure their networks for mobile financial transactions. 
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Problem Statement 

For the fourth quarter of 2020, U.S. consumers predominantly completed their 

banking transactions through apps on devices more often than any other method 

(American Bankers Association, 2023). The House Subcommittee on Cybersecurity 

(2023) has estimated that malicious cyber activity costs the U.S. economy $100 billion 

annually. The general information technology (IT) problem addressed in this project is 

the lack of security awareness for online financial transactions completed through mobile 

devices. The specific IT problem is that some cybersecurity professionals at financial 

institutions lack effective strategies for implementing cybersecurity measures to mitigate 

data breaches for their mobile customers who access financial data. 

Purpose Statement 

This qualitative, pragmatic inquiry identified the cybersecurity strategies that 

cybersecurity professionals use at financial institutions to mitigate data breaches for 

mobile customers accessing financial data. The studied population includes the websites 

of financial institutions, the U.S. government, and the National Institute of Standards and 

Technology (NIST), as well as publicly available websites governing mobile financial 

transactions and cybersecurity professionals’ articles and websites. This project may 

benefit society by enabling the secure and easy transmission of mobile financial data, 

thereby protecting people’s livelihoods and reducing operational and transactional risks. 

Identifying and implementing effective cybersecurity strategies can enhance the customer 

experience, promote responsible use, and mitigate the threat of cybercrime. Positive 
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social change may include customers who adopt mobile technology in greater numbers 

for financial data transmission, resulting in lower costs and fees.  

Nature of the Project 

I chose the qualitative pragmatic inquiry approach for this project, which involves 

a systematic examination of social phenomena in natural settings. Bhandari (2020b) 

states that qualitative research focuses on the circumstances that occur, answers questions 

about experience, provides meaning, and creates a perspective that informs the effects of 

those circumstances from the perspective of those involved. This project aimed to gain a 

deep understanding of the methods used by cybersecurity professionals to mitigate 

financial data breaches involving consumers and their use of mobile devices for banking 

purposes. Hypothesis tests in quantitative studies require statistical data from researchers 

who employ a quantitative approach to make decisions about observed effects (Mishra et 

al., 2019). Qualitative research is not designed for hypothesis testing, as that would 

involve converting qualitative data into categorical data that is measurable statistically 

(Chigbu, 2019). A mixed-method is suitable for a project that combines qualitative and 

quantitative approaches, noting that the project will not require numerical testing. I did 

not choose the mixed-methods approach because it is typically used in the behavioral, 

health, and social sciences, as well as multidisciplinary settings, for complex situational 

or societal research (George, 2021).  

I used the qualitative pragmatic inquiry for this project. Pragmatic inquiry 

research studies provide a deep understanding, description, and explanation of the 

expert’s perspective on what worked and how it relates to the phenomenon (Ramanadhan 
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et al., 2021). I employed a qualitative pragmatic inquiry to examine this real-world 

phenomenon, aiming to generate an in-depth understanding of the security protocols 

utilized by cybersecurity professionals within financial institutions. Ethnographic 

research involves distinct cultures or cultural groups (Singh, 2023). Ethnography was 

unsuitable for this study, as the research did not focus on a distinct culture or cultural 

group. Other qualitative research approaches include narrative, phenomenology, and case 

studies (Hoover, 2021). The narrative method explores an individual’s life (Turnbull et 

al., 2023). The narrative method was considered inappropriate for this study, as the 

research does not seek to explore an individual’s life. Phenomenology aims to understand 

a phenomenon and is particularly suitable for researching people’s experiences (Picton et 

al., 2017). Phenomenology is not suitable for the project, as it is not concerned with 

explaining life experiences. Case studies are usually for a single instance. 

Research Question 

What security strategies do cybersecurity professionals at financial institutions 

use to mitigate data breaches for mobile customers who access financial data? 

Conceptual Framework 

Wiener (1961) established that cybernetics examines human-machine interaction 

by analyzing diverse systems through the principles of feedback, control, and 

communication. The conceptual model of cybernetics drives this research to observe the 

strategies employed by cybersecurity professionals in implementing security for financial 

transactions made by their mobile customers using mobile devices. Wiener (1961) 

defines cybernetics as an approach to exploring information security and cybersecurity, 



5 

 

as well as their overlap (Kushal & Arun, 2017). Cybernetics examines human-machine 

interaction through systematically analyzing feedback, control, and communication 

principles (Wiener, 1961). Cybernetics is a suitable conceptual model for understanding 

the key factors influencing cybersecurity professionals’ mobile device cybersecurity 

strategies.  

Cybernetics is used to understand the strategies of cybersecurity professionals 

to protect mobile financial transactions. Cybernetics encompasses eight key 

characteristics: feedback, threshold, energy, intelligent systems, human behavior and 

psychology, automata theory, game theory, and quantitative analysis (Kushal & Arun, 

2017). Feedback, thresholds, and intelligent systems relate to communication between 

machines that utilize intelligent systems. Energy drives computing devices, information 

flow, and algorithms (Tataroiu et al., 2019). Threshold limits and mechanistic feedback 

provide the limitations on any system. Human behavior and psychology depict a training 

need. Automata theory is the communication between humans and the control of 

machines. The theory of games is closely related to engaging and interactive training 

experiences. Quantitative analysis is a quantifiable component.  

This research explores strategies of cybersecurity  professionals’ strategies to mitigate the 

security risks associated with financial transactions conducted on mobile devices. The 

research employs the conceptual model of cybernetics to examine the factors affecting 

cybersecurity professionals’ choices of strategies to mitigate security risks associated 

with emerging mobile technology used for financial services.  
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Definition of Terms 

Completely Automated Public Turing Test To Tell Computers and Humans Apart 

(CAPTCHA) is an interactive feature added to web forms to differentiate the form used 

by humans and automated agents by entering the text from a distorted image or taken 

from an audio recording (NIST, 2020b). 

Dynamic Card Verification. Authentication codes are uniquely generated and 

tailored for every credit card transaction (Secure Technology Alliance, 2020). 

Denial of Services Attack (DOS). DOS prevents the availability of stored 

information (Xu et al., 2020a). 

Enterprise Mobility Management. Management of physical controls for mobile 

devices, ensuring trusted mobile device networks, controlling content, and applications, 

has been introduced as enterprise mobility management (Franklin, 2019). 

Mobile Application Management. Software development is responsible for 

provisioning and controlling access to mobile apps used in mobile financial transactions 

as part of mobile application management (Bunyakiati & Sammapun, 2019). 

Mobile Device Management. Remote monitoring of mobile devices, permissions 

management, file management, and application management of mobile devices (Hayes et 

al., 2020). 

Multi-Factor Authentication. The end-user inputs different authentication factors, 

including users’ knowledge, possession of a token device, and inheritance; a biometric is 

a multi-factor authentication (Sharma, 2019). 
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Assumptions, Limitations, and Delimitations 

Critical limitations often arise when conducting scholarly research. The 

deficiencies include, but are not limited to, the availability of resources, the interviewer’s 

lack of skills for the reasoning process, and inherent failings. Clarification is necessary 

for the three categories of phenomena: assumptions, limitations, and delimitations.  

Assumptions 

Two primary philosophical assumptions exist: ontology and epistemology 

(Burrell & Morgan, 1979). Ontology refers to our assumptions about how we perceive 

the world, and epistemology is the study of the correct way to understand the world 

(Bhattacherjee, 2012). Psychologists believe that social reality is conceptualized from 

both objective and subjective perspectives. The assumptions underpinning this project 

have been recognized and explicitly articulated. The first assumption is that the websites 

of cybersecurity financial institutions, cybersecurity professionals, the U.S. government, 

and NIST’s publicly available websites governing mobile financial transactions reveal 

that two-factor and multifactor authentication lowers the risk of financial transmission 

breaches. The second assumption I am operating under is that the cybersecurity personnel 

of financial institutions are highly trained and well-versed in data breaches. The third 

assumption is to employ a pragmatic approach in analyzing qualitative data, which will 

provide the necessary information to answer the research question. The fourth assumption 

is that individual websites’ interpretations might illuminate the research direction. 

NCapture, a web browser extension compatible with Google Chrome, facilitates the 

systematic collection of online content for subsequent importation into NVivo 15, a 
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leading software platform for qualitative data analysis. This project was underpinned by 

both objective and subjective paradigmatic assumptions, acknowledging the 

epistemological value of each framework in interpreting social reality. I employed the 

most recent iteration of NVivo 15 to support a rigorous thematic analysis of the collected 

data. NVivo 15 offers advanced analytical tools that enable researchers to interrogate 

qualitative datasets with greater depth and precision. The analytical process remained 

grounded in thematic analysis, allowing for the identification, analysis, and interpretation 

of patterns of meaning within the data. I implemented strategies to minimize 

methodological constraints, restrictions, defects, and shortcomings, reducing study 

limitations. However, limitations are inevitable in every project (Busse et al., 2016). 

Using a qualitative approach in this project presents the first primary limitation. A 

limitation is that the data sources may limit the findings in the research due to issues with 

credibility, transferability, dependability, and conformability (Nowell et al., 2017). 

Delimitations 

Delimitations are boundaries or limitations that a researcher establishes to ensure 

the project’s aims and objectives are achievable (Theofanidis & Fountouki, 2019). This 

research has six delimitations. First, I researched large financial institutions that offer 

mobile access to financial data. Second, cybersecurity professionals who have the 

authority to implement mobile security measures. Third, I considered only cybersecurity 

professionals with at least three years of experience in mobile cybersecurity. Fourth, only 

cybersecurity professionals who conduct mobile financial security measures were 

considered. Fifth, only the websites of large financial institutions, the U.S. government, 
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and NIST’s publicly available websites that govern mobile financial transactions were 

reviewed.  

Significance of the Project 

Contribution to Information Technology Practice  

Similar research on mobile information security using the conceptual cybernetics 

model also exists. Given the lack of published literature, this additional research on 

strategies used by cybersecurity professionals to mitigate security breaches on mobile 

devices using cybernetics may enhance IT security practice. This project may lead to 

further research on security methodologies for mobile devices, drawing on the principles 

of cybernetics. This multidisciplinary approach encompasses control, system, and 

information theories.  

Implications for Social Change 

Mobile devices are rapidly changing the day-to-day business activities of global 

business and financial organizations. Mobile devices are poised to replace traditional 

financial operations and processes (Damen, 2021). Financial institutions enhance 

consumer value by providing mobile security and threat management solutions. The Pew 

Research Center (2021) stated 97% of Americans own cell phones. Wi-Fi hotspots in 

coffee shops, libraries, airports, hotels, universities, and other public places are 

convenient. However, often, they are not secure (Federal Trade Commission, 2021a). 

Positive social change may result from the security strategies developed by this project, 

enabling cybersecurity professionals at financial institutions to implement best practices 

that protect their mobile customers’ financial transactions while on Wi-Fi hotspots in 
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various public places, such as coffee shops, libraries, airports, hotels, universities, and 

other public venues, which may decrease fraud.  

Information security awareness procedures and policies developed for this project 

regarding mobile financial transactions may provide an additional layer of security for 

individuals using public networks. Mobile financial consumers and financial institutions 

may experience social change through cost savings, as the convenience of mobile 

financial transactions attracts customers in higher numbers, thereby mitigating mobile 

security concerns. Financial centers and consumers who utilize mobile technology in 

financial transactions can save time and transportation costs, reduce the need for 

employees to complete transactions, and contribute to the “green theme” by minimizing 

paperwork (Pazarbasioglu et al., 2020).  

A Review of the Professional and Academic Literature 

Overview of Academic Literature 

This literature review provides a framework of financial cybersecurity 

advancements completed using mobile devices. Recently, cybersecurity research has 

expanded to include financial transactions facilitated by mobile technology. A literature 

review identifies peer-reviewed literature that utilizes various cybersecurity 

methodologies involving mobile devices to transmit financial data. This pragmatic 

inquiry examines the security strategies employed by cybersecurity professionals at 

financial institutions to mitigate financial security breaches affecting their mobile 

customers. The literature review focuses on the cybersecurity measures to protect mobile 

financial transactions.  
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This project explores the current strategies employed by cybersecurity 

professionals within financial institutions, with a particular focus on banking institutions, 

to provide illustrative examples. Some of the current strategies are CAPTCHA used to 

differentiate between real users and automated users, data encryption which translates 

data into another form that requires a key, dynamic card verification, which replaces a 

card verification value (CVV), hypertext transfer protocol secure (HTTPS) is a 

continuation of HTTP with a secure communication, Transport layer security (TLS) is a 

cryptographic protocol designed to provide secure network communication, Mobile 

application management (MAM) controls end-user use of an enterprise IT application, 

enterprise mobility management (EMM) secures enterprise and employee own devices, 

mobile device management (MDM) is mobile device management, multi-factor 

authentication (MFA) requires two or more authentication methods, and two-factor 

authentication (2FA) is a two-step verification, and virtual private networks (VPNs) 

protects private data transmitted over a public network. 

This project contains references from 269 informational articles, peer-reviewed 

journal articles, and conference proceedings. Table 1 provides the matrix for literature 

comparison. The primary research libraries and databases include the Walden University 

Library, ACM Digital Library, Pew Research Center, EBSCOhost (Computers, Applied 

Science & Technology), IEEE Computer Society Digital Library, ScienceDirect, Google 

Scholar, NIST, and ProQuest Computing.  The peer-review status of articles was verified 

using Ulrich’s Global Serials Directory and individual journal websites. I reviewed 282 

articles for this project, of which 217 are citations in the literature review. Of the 278 
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articles, 236 (84%) were peer-reviewed, and 233 (83%) were published within five years 

of my anticipated 2025 graduation date. I selected keywords to align with the research 

question and enhance search engine optimization. Keywords include cybercrime, Mobile 

Financial Technology (MFT), mobile financial transactions, and mobile financial 

technology. CAPTCHA, data encryption, dynamic card verification, hypertext transfer 

protocol, secure multi-factor authentication, and VPNs. The search strategy utilized 

keywords, key phrases, and an organized structure, combined with keywords relevant to 

my research question.  

Table 1 

 

Matrix of Literature Comparison 

Reference data Total number 

Total references 282 

Total peer-references references 260 

Total non-peer-reviewed references 22 

Seminal sources 33 

Conference papers 6 

Total published within five years of publication 233 

Total published outside of five years from publication 26 

Total percentage of peer-reviewed source material 92% 

Total percentage of material published within five years 92% 

Total percentage published within five years and peer-reviewed 92% 

 

Strategies Found in the Literature 

The literature review is a piece of discursive prose, not a list that describes or 

summarizes  each literature review (Simon Fraser University, 2022). The organizing 

principle is thematic around a specific topic or issue (University of West Florida, 2021). 

The issue is an IT problem that some cybersecurity professionals at financial institutions 
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lack effective strategies to implement cybersecurity measures that mitigate data breaches 

for their mobile customers who access financial data.  

This pragmatic inquiry aims to identify the cybersecurity strategies cybersecurity 

professionals use at financial institutions to mitigate data breaches for mobile customers 

who access financial data (Ramanadhan et al., 2021). Some of the themed strategies 

sought are creating a secure cyber ecosystem, defining an assurance framework, utilizing 

open standards, enhancing the regulatory framework, developing mechanisms for IT 

security, leveraging E-governance services, and protecting critical information 

infrastructure (TutorialsPoint, 2022). 

Creating a secure cyber-ecosystem involves multiple devices from various entities 

(Bederna & Rajnai, 2022). The leading players included governmental agencies, private 

organizations specializing in cybersecurity, and other private entities (U.S. Department of 

Homeland Security, 2019). One strategy is maintaining a solid cyber-ecosystem where 

cyber devices depend on each other for automated security decision-making, mitigating 

cybersecurity risks, reducing attacks, and quick recovery from a cybersecurity attack 

(Cybersecurity & Infrastructure Security Agency [CISA], 2022). Other monitoring 

techniques from software products may supervise the cyber-ecosystem (U.S. Department 

of Defense, 2022). A symbiotic relationship, which denotes a mutually beneficial one, 

involves three key structures: automation, interoperability, and authentication (CISA, 

2019). Automation will facilitate the installation of advanced security measures, expedite 

cybersecurity processes, and enable swift, informed cybersecurity decisions (NIST, 

2020a). Interoperability galvanizes collaborative actions, increases awareness, and 
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involves artificial intelligence (AI) learning (Kaspersky, 2020). Authentication 

procedures enhance the identification and verification technologies that deliver 

heightened security, increased affordability, ease of implementation, and use for 

administration, scalability, and interoperability (ISC2, 2023). 

The assurance framework objectively reviews the evidence, independently 

assessing the organization’s governance, risk management, and control processes (The 

University of the Sunshine Coast, 2022). Defining and creating an assurance framework 

involves outlining global compliance standards, which traditional products, proven 

processes involving credentialed personnel, and the latest technological standards provide 

(Utah State University, 2022). The Cybersecurity Assurance Framework provides 

national security requirements (The White House, 2021). The framework involves critical 

infrastructure organizations and the requirements governing actions (The White House, 

2021). 

Open Standards involve interoperability and data exchange among various 

products and services intended for adoption by a wide range of users (U. S. Department 

of Defense, 2020). Open standards play a vital role in the information security approach, 

including diverse geographical regions and managing societal regulations (Winters, 

2019). Open standards enhance key processes, integrate multiple systems with controls, 

provide an environment for users to evaluate new products and services, facilitate the 

adoption of new technologies or business models, facilitate understanding of 

complexities, and promote economic growth (U.S. Department of Education, 2017). 

Open standards enable security network developers to meet requirements while providing 
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visual details of the testing process and outcomes. The primary objective of cybersecurity 

open standards is to enhance the security of IT systems, networks, and critical 

infrastructures for the secure transmission of data (Hill, 2022). Security technology for 

the financial industry, which relies heavily on online financial transactions, has not kept 

pace with the rapid development of IT systems and data. It exposes users to online 

vulnerabilities (Tse, 2022). Open security standards provide an environment for sharing 

knowledge, best practices, and a common understanding of concepts, terms, and 

definitions (Richardson, 2024).  

Enhancing and strengthening the regulatory framework secures a cyberspace 

ecosystem and strengthens the regulatory framework (Peters, 2022). Regulatory 

frameworks encompass local, state, national, and international legal devices (Dinapoli, 

2021). They can be mandatory and involve laws and regulations. They may also be 

voluntary, as evidenced by the issuance of codes of conduct. Securing a regulatory 

framework promotes research and development, enhances human resources through 

education and training, encourages organizations to promote a chief information security 

officer (CISO), and effectively implements partnerships (Raza, 2020). The elements of a 

regulatory framework are technical standards, economic regulation, quality of service, 

environmental regulation, contractual agreements, licensing, regulatory processes, and 

standardization (USAID, 2021). Maintaining compliance by utilizing open sources of 

information related to the regulatory framework can help an entity mitigate security 

breaches and data loss risks.  



16 

 

Developing mechanisms for IT security includes technical tools and techniques to 

implement security services (Wadhwa, 2023). A mechanism may act alone or in 

conjunction with other symbiotic controls to provide a secure environment for a 

particular service. IT security mechanisms incorporate symbiotic controls, end-to-end 

security measures, and data encryption protocols (Zheng et al., 2021). Link-oriented 

measures deliver security between nodes. End-to-end is a medium that transports 

protected protocol data units from source to destinationassociation-oriented measures 

modified sets of end-to-end measures. Data encryption may include ciphers and public-

key ciphers, which encode information to be decoded by authorized personnel 

(Simplilearn, 2020). 

Securing E-Governance Services is using the web to deliver public information 

and services (Zakrzewska & Miciuła, 2021). E-governance applications empower citizens 

and businesses to conduct online transactions that might otherwise require a visit to a 

physical office. There are four primary types of e-governance: government-to-

government, government-to-citizen, government-to-business, and government-to-

employee (D’Agostino et al., 2019). E-government services enable businesses and 

citizens to find the necessary information or service. E-government services are 

transacted through data encryption in transmission, applying detection mechanisms, and 

authenticating users. 

Critical Information Infrastructure Protection (CIIP) refers to the assets, systems, 

and functions essential for maintaining business operations. One of the CIIP sectors is 
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related to banking and finance. The threats to CIIP are massive, involving attacks from 

ubiquitous sources (The World Bank, 2021).  

Conceptual Design 

Cybernetics examines human-machine interaction by analyzing systems using 

feedback, control, and communication principles (Wiener, 1961). The conceptual model 

of cybernetics drives this research to observe the strategies employed by cybersecurity 

professionals in implementing security for financial transactions made by their mobile 

customers using mobile devices. Cybernetics is an approach to exploring information 

security perspectives (Wiener, 1961; see also Kushal & Arun, 2017). Cybernetics 

constitutes the systematic study of human-machine interaction, grounded in the premise 

that researchers analyze varied systems by examining feedback loops, control 

architectures, and communication protocols (Wiener, 1961). Cybernetics is a suitable 

conceptual model for understanding the key factors influencing cybersecurity 

professionals’ mobile device cybersecurity strategies.  

Cybernetics is used to understand the strategies employed to protect mobile 

financial transactions. Cybernetics comprises eight characteristics: feedback, threshold, 

energy, intelligent systems, human behavior and psychology, automata theory, the theory 

of games, and quant analysis (Kushal & Arun, 2017). Feedback, thresholds, and 

intelligent systems relate to communication between machines that utilize intelligent 

systems. Energy drives computing devices, information flow, and algorithms (Tataroiu et 

al., 2019). Threshold limits and mechanistic feedback provide the limitations on any 

system. Human behavior and psychology depict a training need. Automata theory is the 
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communication between humans and the control of machines. The theory of games is 

closely related to engaging and interactive training experiences. Quant analysis is a 

technique using mathematical and statistical methods.  

This research examines the strategies employed by cybersecurity professionals to 

mitigate the security risks associated with financial transactions conducted on mobile 

devices. It examines the strategies these professionals employ to mitigate these risks. The 

research employs the conceptual cybernetics model to examine the factors that affect the 

strategies of cybersecurity professionals in mitigating security risks associated with 

emerging mobile technology used in financial services.  

Development and Features of Cybernetics 

Anaxagoras of Clazomenae was an influential Presocratic natural philosopher and 

scientist who lived and taught in Athens, Greece. A form-matter dualism variant in 

cybernetics emerged from Anaxagoras, who lived from 500 to 428 B.C.E. (Patzia, n.d.). 

Socrates, Plato, and Aristotle examined the work of Anaxagoras, seeking to uncover an 

efficient cause rather than a purpose-driven explanation. Norbert Wiener, the founder of 

cybernetics, employed dualism to demonstrate that information constitutes a distinct 

reality from matter and energy (Wiener, 1961). Wiener proposed the theoretical 

foundations for cybernetics, or control and communication, which involves controlling 

the flow of information in systems with feedback loops. 

Some information security subfields are cryptography, information leakage, 

intrusion detection, information flow security, digital forensic analysis, and information 

security for networks and mobile devices (Jain, 2021). Users may have prevented failures 
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in information security and project outcomes by applying cybernetic principles when 

implementing information security mechanisms or projects. (Kushal & Arun, 2017). 

Computer networks provide the backbone for financial centers, healthcare, governments, 

public infrastructure, and other industries; cybersecurity has emerged as a significant 

research area for academia, industry, and government. Cybernetics originates from the 

Greek words kybernetes and kybernetikos, which describe a steering device capable of 

steering or guiding human governance (Britannica, 2021). Cybernetics encompasses and 

is not limited to AI, learning, adaptation, cognition, convergence, social control, efficacy, 

efficiency, connectivity, and communication (Mitra, 2019). Cybernetics, developed by 

Wiener in 1948, can be considered a relatively recent science of control. Cybernetics is 

similar to the science of organization. A characteristic of cybernetics is evident in the 

construction of models. Cybernetic models are hierarchical and adaptive to feedback 

models (Balleine & Dezfouli, 2019). Cybernetics is involved in the processing and 

control of information. A key concept in cybernetics is feedback, as complex systems 

adapt to environmental factors through feedback (Jakubik, 2021). Wiener (1948) explores 

dynamic systems and how feedback influences behavior. Control theory is a system’s 

output generated by a control stimulus, with the output measured (Peng et al., 2022). The 

control system comprises two components: the control object and the controller (Peng et 

al., 2022). 

Cybernetics is a control theory that compares the actual state of a system with a 

prescribed standard. Wiener (1948) defined cybernetics as the project of information and 

control in animals and machines. Cybernetics deals with how things behave, rather than 
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with the things themselves, by asking what a thing does and what it can do. We can 

understand computer systems through the lens of cybernetics. Cybernetics crosses many 

disciplines. Cybernetics has enabled some disciplinary concepts to emerge and has helped 

us understand them. “Cyber” is short for cybernetics and relates to computerized systems, 

security, and IT security through cybersecurity, cyberattacks, and cyber threats (Li & Liu, 

2021). With the rise and popularization of online transactions, mobile devices, and 

intelligent systems, cybersecurity has become a crucial aspect of modern financial 

institutions' security (McLennan, 2022). 

Cybercriminals scan networks, develop exploits, and attack systems. At the same 

time, cybersecurity professionals detect the attacks, analyze exploits, and continue to 

patch systems. Defenders may not proactively address some exploits, leaving system 

vulnerabilities unpatched. Developing cybersecurity may be based on cybernetics using 

control theory, systems theory, and information theory applied to regulatory security 

systems to develop online security systems (Yan, 2022). Cybernetics shows how 

principles and protocols unify systems. Cybernetics regards systems as complex, 

multidimensional networks of information systems. In the future, cybernetic systems that 

think will distinguish open systems that exchange information with other intelligent 

environmental networks. Cybernetics may provide a consistent paradigm for the 

development of AI.  

Cybernetic epistemology is concerned with addressing philosophical issues 

related to computational knowledge representation (American Psychological Association, 

2018). Cybernetic epistemology is entirely observer-dependent (Alicea et al. 2020). 
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Information Warfare is the context of cybernetics using complexity theory to analyze 

discovery (Bindas, 2020). Information Warfare is destructive against information assets, 

systems, computers, and networks that support power grids, communications, financial 

transactions, and transportation systems (Lewis, n.d.).  

Advantages of Cybernetics 

Cybernetics may ground corporate governance. Various cybernetics are employed 

in communication channels, decision-making, and control tools, providing strategies for 

overcoming human variations and the limitations of complex management (Umpleby et 

al., 2019). Cybernetics enables us to view a company as a standalone system and analyze 

how organizational units influence decision-making processes in-depth. Control and 

regulation are inherent to any successful organization. A cybernetic management 

approach, known as a “hard systems approach,” can self-regulate, maintain a steady state, 

and retrieve information (CEOpedia, 2019). Cybernetics aids in stability when 

disruptions threaten machines, software, organisms, and organizations (Popa, 2022). 

Cybernetics may be considered a universal language and framework that is understood by 

scientists and designers from diverse disciplines, facilitating effective communication. 

Discovering a connection between cybernetics and information security may be used to 

circumvent the complex research challenges in information security (Kushal & Arun, 

2017). 

Cybernetics steers, governs, and navigates various disciplines toward their desired 

goals. Cybernetics has existed for over seventy years, beginning with the development of 

automation and control in electrical and mechanical systems and extending to biological, 
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social, and learning systems (Chepin, 2021). This qualitative project employed 

cybernetics, a framework grounded in constructivist principles. Constructivism involves 

engaging, exploring, explaining, elaborating, and evaluating. Cybernetics is a 

transdisciplinary approach to observing regulatory systems. This approach provides 

feedback with the outcomes used as inputs for further action. Cybernetics for the 

Doctorate of Information Technology  (DIT) interviewing process examined the 

technological controls of security systems that protect mobile financial data transactions. 

Cybernetics studies the controls of any system that employs technology (Loshkarev, 

2021). 

Disadvantages of Cybernetics 

Many professionals associate cybernetics with computers and robotics, 

overlooking the fact that cybernetics may be informed by a general theory of information 

and regulation that openly challenges the ontology established by modern science 

(Umpleby et al., 2019). Another disadvantage of not supporting fundamentals in 

Cybernetic research is that essential ideas evolve, and researchers must address them. 

Cybernetic science lacks educational programs in universities.  

Cybersecurity is more reactive than proactive for the transmission of financial 

data over mobile devices. A limitation in current cybersecurity research is its reactive and 

application-based nature (August, 2021). Cybernetics’ disadvantages include 

circumventing bounded rationality in decision-making, obtaining accurate information, 

and using control to manage complexity (Bardin & Ferrari, 2022). Control mechanisms 

include a standard of goals obtained through feedback to identify performance variations. 
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Although in use since the era of Plato’s Greece, cybernetics is helpful for IT studies. A 

disadvantage is that some professionals lack understanding of the recent application of 

cybernetics in information gathering (Mayer, 2021). Communication between humans 

and machines, as well as between machines, may not fit all situated cybernetics (Kushal 

& Arun, 2017). Cybernetics research receives little support from government agencies or 

the private sector (Umpleby et al., 2019). 

Justification for Cybernetics in This Project 

A cybernetic session gathers information quickly and effectively, and organizers 

can easily arrange it for interviewees. Cybernetics’ range of uses includes identifying 

needs for management information, developing policies, and managing financial 

resources (Bell et al., 2021). Random thoughts generate concepts that may be meaningful. 

The interviewees felt inclusion, which leads to higher involvement. The Cybernetic 

Approach is relatively new, providing an environment for mutual understanding. 

Interviewers may come to the point directly because of cybernetics. Interpersonal social 

mechanisms are rigid, whereas the Cybernetic Approach allows for sharing more ideas. 

Security professionals should incorporate the philosophy of cybernetics into efforts to 

mitigate vulnerabilities in computing systems. Experts define information security as a 

mechanism that protects information and maintains the relationships between the two. 

Researchers have found that information security and cybernetics share a strong bond, 

which can help solve some of the complex research challenges in information security. 

Deploying the information security mechanism creates a relationship between 

information security and cybernetics (Kushal & Arun, 2017).  
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Information security protects information and the order of relations between two 

entities, requiring security checks to be performed along with the transaction. An order of 

relationships involves information security that checks the information from the first 

entity and then allows the flow to the second entity. An end-user demonstrates 

authentication by entering a username and password, after which the system directs them 

to a multifactor authenticator to complete the secure transaction. Weiner (1961) proposed 

the theory of the game in cybernetics. A user entering a password demonstrates game 

theory and illustrates how users communicate with machines. The machine displays 

whether the password was correct or incorrect. If the password is correct, the machine 

displays the contents of what the user wants, demonstrating communication between the 

machine and another machine. Game theory is widely used in information security 

(Kushal & Arun, 2017). Security researchers can apply Wiener's (1961) cybernetic 

philosophy to address research challenges.  

Application of Cybernetics in Previous Studies 

Peña-Ayala and Cárdenas-Robledo (2019) defined a proactive and reactive 

mechanism applied in U–Learning settings, a cybernetic method to regulate learning 

through learning strategies. Research grounded in cybernetics is applied in psychotherapy 

and family therapy (Umpleby et al., 2019). Reflexivity theory examines the data 

collection and interpretation process, a component of cybernetics that may be beneficial 

to government regulators managing economic systems. Scholars and practitioners apply 

theories of information, regulation, and cybernetic management to understand and 

operate knowledge-based economies. Social scientists Schweizer and Lazurko (2020) 
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introduced Cross-Impact Balances which is a quasi-qualitative method of cross-impact 

balances that allows for a potential bridge between social scientific applications. Kastberg 

(2020) studied communication. Müller (2018) explores the shift from It-Science to Bit-

Science through the framework of second-order science and new cybernetics. The 

transformation from It-Science to Bit-Science was a dual revolution in complexity and 

reflexivity, bringing about fundamental changes in scientific production processes, 

reconfiguring the architecture of science, introducing new research designs, and 

identifying complex patterns that intersect with societal and natural sciences. Grevtseva 

et al. (2019) published “The Cybernetic Approach as the Digital Competence of the 

Future Electronics Engineers.” This work acknowledges that digital competence is an 

integral component of the professional competence content in cybernetic pedagogy. 

Tamir (2020) published “Effortful Emotion Regulation as a Unique Form of Cybernetic 

Control.” The project involved cybernetic and feedback control processes in self-

regulating behaviors. Apter (1970) published “Cybernetics: A Case Project Of A 

Scientific Subject-Complex.” Apter (1970) asserted that cybernetics could also be a 

contributing source to some other discipline. Apter (1970) also stated that subject 

specialists naturally use tactics that mirror cybernetics.  

Supporting Conceptual Models 

Mayr and Thalheim (2021) state that modeling or reasoning with models is a 

basic human capacity for coping with and understanding complex phenomena. 

Cybernetics is concerned with modeling. Donevski and Zia (2022) developed the 

cybernetic model of self-control by postulating that the context of self-control occurs 
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within a test–operate–test–exit (TOTE) loop. Individuals enter TOTE loops when they 

establish goals. The first action test evaluates the current state and the future goal state. 

Individuals need to take action to close the achievement gap. When the individual attains 

the goal, they exit the TOTE loop. Individuals perceive a positive effect as a movement 

towards a goal, contrasted with an adverse effect as a movement away from a goal. 

Rosenkranz and Holten (2007) published “Combining Cybernetics and Conceptual 

Modeling: The Concept of Variety in Organizational Engineering.” Combining 

cybernetic theories with conceptual modeling promotes the analysis and design of 

information systems by employing conceptual models that may contribute to 

organizational paradigms. Rosenkranz and Holten (2007) published “Combining 

Cybernetics and Conceptual Modeling: The Concept of Variety in Organizational 

Engineering.” Rosenkranz and Holten suggest that combining cybernetic theories with 

conceptual modeling may be necessary to analyze and design information systems, 

thereby achieving alignment between business and IT. Schwaninger (2003) published “A 

Cybernetic Model to Enhance Organizational Intelligence,” which focused on modeling 

organizational cognitive processes. Kovalchuk et al. (2022) published “Three-stage 

intelligent support of clinical decision making for higher trust, validity, and 

explainability,” which outlines the building of decision support systems (DSSs) using 

data-driven (DD) predictive modeling. Management science models have increased in 

decision support systems (DSS) involving individuals and cybernetics.  
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Contrasting Conceptual Models 

Rezk and Gamal (2020) presented models and theories on effective schooling. 

Rational control theory, contingency theory, public choice theory, and retroactive 

planning are key theories that explain educational effectiveness. A fifth theoretical 

perspective is chaos theory. The following principles are theory-embedded: proactive 

structuring, fit, market mechanisms, the cybernetic principle, and self-organization. The 

Cybernetic principle contrasts with the Cybernetic loop's assessment, feedback, and 

corrective action. Thumbadoo and Taylor (2021) contrast cybernetics, which uses a 

feedback loop with other forms of reasoning, learning, cognition, adaptation, emergence, 

communication, and efficiency. Circularity is a systemic entity organized as a discrete set 

of components whose functional interrelationships are related (American Society for 

Cybernetics, n.d.). Panagia (2021) stated that cybernetics contrasted circularity by 

demonstrating that negative feedback loops regulate control systems. Cybernetics 

contrasts with other methods that deal with complex systems. Cybernetics is relevant in 

projecting complex systems as constantly evolving loops (Geckeler, 2020). Conventional 

science is concerned with projecting parts, reductionism, which explains the whole. 

Cybernetics differs from conventional science in that it focuses on goal-directed 

behavior. 

Financial Transactions by Mobile Platforms Defined 

Cybercrime targeting individuals who use mobile devices for financial data 

transactions has reached unprecedented levels, with anticipated growth primarily driven 

by escalating cybersecurity threats. Cybercriminals utilize various computational devices 
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to execute illicit transactions for financial gain. There is disagreement on whether mobile 

financial transaction data can be adequately protected (Ali, 2019). Cybercrimes include, 

but are not limited to, identity theft, phishing, vishing, denial-of-service (DOS) attacks, 

malware, hacking, social engineering, automating online banking fraud, and exploiting 

mobile phones and other electronic gadgets, as well as social networks and the emergence 

of electronic media platforms (Ali, 2019). The Security.org Team (2023) found that 65% 

of credit and credit card holders have been victims of fraud at some point in their lives, 

up from 58% the previous year. Security.org Team (2023) states that fraud affects about 

151 million Americans. A project by Gomes et al. (2020) states that only 50% of 

respondents can differentiate between a trusted and an untrusted email. Social 

engineering is one of the most significant challenges to network security for mobile 

transactions, as it exploits the natural human tendency to trust (Salahdine & Kaabouch, 

2019). Mobile users represent a significant risk increase due to the rapid spread of mobile 

devices.  

The rapid spread of mobile devices, including smartphones, tablets, laptops, and 

other portable devices that offer computing technology, has accelerated mobile financial 

transactions. A 2020 study by researchers in Australia found that 84% of the population 

used mobile technology to access the Internet, with 79% accessing the Internet multiple 

times a day (Kaviani et al., 2020). Mobile platform adoption in 2017 and 2018 

encompassed over 2 billion Android mobile devices and 1.3 billion iOS mobile devices, 

which operate on various smartphones, tablets, and other mobile devices (Soh & Grover, 

2020). Android malware poses a significant threat to the information security of mobile 
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financial transactions, as mobile users are often unaware that they are granting 

permission for malware infections (Chakravarty & Varma, 2020). Each financial 

institution governs what features an app performs and what unique services it offers to 

protect the mobile user. Most mobile financial apps offer features such as checking 

account balances, processing electronic payments, facilitating remote check deposits, 

transferring funds, and downloading electronic financial statements (Karjaluoto et al., 

2019). The system may hack devices that run Android, bypass Samsung's secure boot 

mechanism, and jeopardize financial transactions (Claudinei Morin et al., 2020). 

Mobile banking involves making financial transactions on any mobile electronic 

device. Mobile banking financial transactions can range from as simple as checking 

balances to as complex as account administration. Mobile banking refers to the provision 

of financial services, including conducting bank and stock market transactions, managing 

accounts, and accessing customized financial information (American Bankers 

Association, 2023). Convenience, safety, reliability, efficiency, and responsiveness were 

key factors in the adoption of mobile financial transactions completed through apps 

(Zhao & Bacao, 2021). Many financial institutions have been offering mobile banking 

(m-banking) as customer adoption shifts from the traditional pc to smartphones, tablets, 

and mobile apps (Shevlin, 2021). Consumers have demanded mobile financial services 

that provide them with control over their finances, access to money, convenience, 

affordability, security, customer service, and long-term financial management tailored to 

their specific needs (Ullah et al., 2022). Real-time alerts give consumers control over 
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their finances, providing awareness of money deposited and withdrawn from their 

accounts.  

Financial providers offer quick access to funds, allowing consumers to pay bills 

and make purchases. Using mobile financial transactions is convenient, as it saves 

consumers time and effort (Marginingsih et al., 2019). Mobile financial transactions have 

reduced costs for consumers and financial institutions, making transactions affordable 

(Marginingsih et al., 2019). Consumers look for and expect long-term financial 

management and demand advice on money management, such as spending reports and 

other tools to help them attain their financial goals (Marginingsih et al., 2019). Financial 

center customers are demanding protection for their financial transactions using mobile 

technology. Consumers want security to protect against the electronic theft of monetary 

funds and professional information (Chuang et al., 2020). With the rapid adoption of 

mobile devices, financial transactions are becoming increasingly challenging to secure, as 

strategies to ensure data protection and privacy are being compromised (Zeybek et al., 

2019). Mobile phones are the most widely used mobile devices for transacting financial 

information. At the same time, the security systems vary widely, protecting those 

financial transactions (Zeybek et al., 2019). Mobile device threats are on the rise and can 

lead to data loss, security breaches, and regulatory compliance violations (Awan, 2023). 

Device protection involves physically securing the device in a safe environment to 

prevent theft. Mobile device infrastructure encompasses the execution of mobile apps on 

mobile operating systems and the utilization of wireless transmission systems.  
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More than 87% of the U.S. population now owns a mobile phone, and over half of 

them have smartphones (FDIC, 2012). Consumers are increasingly relying on mobile 

devices (FDIC, 2022). Accepting mobile devices is a top priority for many organizations 

because research shows that increased mobility helps enterprises improve operations and 

productivity; however, this adoption also increases security threats (Gontovnikas, 2021). 

Reducing threat areas to protect mobile financial transactions includes AI, trusted 

platform module (TPM), blockchain, CAPTCHA tests to tell computers and humans 

apart, consumer awareness through training, data encryption, dynamic card verification, 

HTTPS, MAM, MFA, physical security, secure socket layer (SSL), security token device, 

and VPNs.  

Artificial Intelligence and Machine Learning Security 

A Cybint project revealed that human error is the primary cause of 95% of 

cybersecurity breaches, and 88% of organizations experience phishing attacks (Drexel 

University, 2021). AI and data analytics work together and are distinct, with applications 

in project operations and computer fields. AI’s cybersecurity role is to secure company 

assets and protect user data. AI employs machine learning and deep learning to 

comprehend network behavior and structure identifiable patterns (Atske, 2023). The 

advantages of integrating AI with cybersecurity include threat detection, bot blocking, 

breach prediction, and endpoint protection (Drexel University, 2021). AI’s threat 

detection is paramount to a security countermeasure, providing a security measure against 

cyberattacks (CISOMAG, 2020). AI can potentially mitigate the escalating number of 

destructive bot attacks on e-commerce sites through the use of supervised and 
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unsupervised machine learning algorithms (Columbus, 2020). AI security-based systems 

can predict how and where enterprises are most likely to be breached, providing a 

framework for implementing security resources and allocating security tools toward areas 

of vulnerability (Goodman, 2019). AI security-enabled endpoint solutions can track and 

continuously monitor all endpoint activities, identifying each electronic transaction as 

either malicious or approved (Young, 2021).  

Zion Market Research (2019) predicts that the global cybersecurity market’s AI 

segment was USD 7.1 billion in 2018 and is expected to reach approximately USD 30.9 

billion by 2025, at a compound annual growth rate of slightly above 23.4% between 2019 

and 2025. Researchers categorize AI in the cybersecurity market based on its offering, 

security, technology, security solutions, and end-user. The market encompasses hardware 

(including processors, memory, and network components), software (such as AI 

platforms and AI solutions), and services.  

TPM, HSM, and Hardware Security 

Using hardware-enabled security features can elevate cybersecurity to a new level 

by enabling centralized control, identifying machine entities, covering all states of 

information at rest, in transit, and in use, as well as utilizing random access memory, the 

software development lifecycle, and machine identity deployment in DevOps processes 

(Bartock et al., 2022). Centralized management of machines reduces the complexity of 

implementing a policy across devices and workloads. Trusted Platform Module (TPM) 

provides hardware-based, security-related functions. It is a secure cryptographic 

processor that performs cryptographic operations. The TPM has physical or embedded 
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security technology installed on a computer’s motherboard or processor, generating and 

storing parts of PC encryption keys (Intel, 2021). The chip includes embedded physical 

security, making it tamper-resistant, and malicious software cannot affect the security 

functions of the TPM (Microsoft, 2022). A TPM is a tamper-resistant integrated circuit 

built into newer computer motherboards that can perform cryptographic operations to 

provide sensitive information, such as passwords and cryptographic keys (Trusted 

Computing Group, 2022).  

Hardware security modules (HSMs) are hardware devices that can be integrated 

into a computer's motherboard. However, manufacturers build more advanced models 

into the hardware chassis as external devices that users can access via the network. The 

HSM generates a key and sends data to an HSM for encryption, decryption, or 

cryptographic signing. If the system detects tampering, it destroys the key (Kontesoy, 

2022). Cryptographic key management systems (CKMS) are hardware, software, or 

firmware that function as approved cryptography (Barker & Barker, 2019). 

Blockchain 

Blockchains are tamper-evident and tamper-resistant digital ledgers of 

transactions that are replicated and spread across a network of computer systems. These 

systems record transactions in a shared ledger within the network, where no transaction 

can be changed once it has been published. (Rodeck, 2021). Many nodes must verify and 

confirm the integrity of new data before a new block can be added to the ledger, allowing 

nodes to solve complex mathematical equations to process decentralized transactions 

(Rodeck, 2021). Multiple nodes must verify blockchain transactions to ensure integrity, 
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thereby reducing data storage errors. A malicious actor perpetrating an attack must hack 

every node that stores the information, which is nearly impossible (Rodeck, 2021). 

Blockchain security technology is a leading innovation in security for the finance 

industry, aiming to reduce fraud, facilitate quick and secure transactions and trades, and 

support risk management within the interconnected global financial system (Zaid 

Almahirah, 2021). Blockchain technology encompasses decentralization, high 

confidence, and tamper resistance, which maintain an advantage through reduced 

resource consumption, improved scalability, the absence of central authority, and 

enhanced trust (Hu, 2022). 

Completely Automated Public Turing Test to Tell Computers and Humans Apart  

CAPTCHA is the first line of defense in preventing unauthorized web bots from 

accessing web-based services (Hitaj et al., 2021). HTTPS is required as an additional 

layer of security when transmitting financial data. Websites not optimized for HTTPS 

will experience difficulties incorporating innovative, web-based platform security 

measures. If organizations do not use HTTPS, they will struggle to implement security as 

the internet continues to evolve. Attackers use computer programs to attack websites, 

while CAPTCHAs provide preventive measures to mitigate the attacks (Wang et al., 

2021). The different categories of CAPTCHA are text, audio, video, and  image based. 

The Text CAPTCHA is designed and implemented quickly, requiring users to recognize 

and submit the correct characters from an array of distorted characters masked in grids 

and background noise. 
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In contrast, the audio CAPTCHA portion, which requires users to submit the 

correct characters as audio CAPTCHA over a noisy background, is typically used in 

conjunction with other CAPTCHAs for the visually impaired (Arnott, 2023). Developers 

have recently developed Video CAPTCHA, which requires users to watch and correctly 

answer questions about the content (Arnott, 2023). Lastly, image-based CAPTCHAs 

require users to select parts of an image based on the question asked about the image 

(Arnott, 2023). CAPTCHA utilizes these categories to determine whether the user is a 

human or a computer. CAPTCHA development requires automated computer programs 

that generate and grade tests, are made public through an openness disclosure, provide an 

environment that allows users to solve tests quickly, and offer security by using program-

generated tests that are difficult for computers to solve (Arnott, 2023). Malicious actors 

can defeat any CAPTCHA, including audio, text, video, or image-based formats, by 

employing low-cost human labor to solve it. CAPTCHA is a program that distinguishes 

between machine and human input. CAPTCHA is among the most common methods of 

authentication used by websites and web services (Alqahtani & Alsulaiman, 2020). 

CAPTCHA maintained an accuracy of 85.32% and solved 56.29% of reCAPTCHA. This 

advanced risk analysis engine initially presented additional challenges (Alqahtani & 

Alsulaiman, 2020). CAPTCHA protects search engine databases and prevents attackers 

from exploiting their sensitive data. OCR uses image-processing algorithms to recognize 

readable characters from optical data (Bodkhe, 2021). Advances in optical character 

recognition (OCR), image-processing algorithms, and text-based CAPTCHA cannot 

guarantee authentication (Alqahtani & Alsulaiman, 2020). Vicarious, a developing AI, 
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solved modern CAPTCHA using character recognition with nearly 90% accuracy 

(Bodkhe, 2021).  

An additional format for CAPTCHA is reCAPTCHA, which requires users to 

enter letters from distorted images for authentication within the reCAPTCHA interface. 

The reCAPTCHA interface serves two purposes: to protect websites from bots and 

digitized text (Xu et al., 2020b). The reCAPTCHA is not immune to AI and OCR, posing 

significant threats to reCAPTCHA (Bodkhe, 2021). Although more complex text 

distortion can make CAPTCHA and reCAPTCHA difficult for machine hacking, it also 

makes the text more difficult for users to read. 

Cloud security can be enhanced using Generating panOptic Turing Tests to Tell 

Computers and Humans Apart (GOTCHA), a recently developed image-based 

CAPTCHA that utilizes image labeling and recall for authentication. Fighting ubiquitous 

automated attacks on users’ data and privacy involves distinguishing between humans 

and computers, authenticating a human user, and identifying computerized attacks (Dinh 

& Ogiela, 2022). CAPTCHAs require users to identify and match images with custom 

labeling options. Attackers can defeat image-based CAPTCHA using content-based 

image retrieval and annotation techniques. All CAPTCHA and reCAPTCHA systems 

rely on the Turing test. The Turing test refers to the ability of machines to deceive people 

into thinking that computers are human (Frankenfield, 2023). Security teams combine 

CAPTCHA and reCAPTCHA with other strategies to prevent the loss of financial 

information and fortify privacy. Involving GOTCHA interaction is a powerful tool in 

computer security.  
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Consumer Awareness 

Employees and consumers represent a massive cybersecurity threat. The human 

user is the weakest link in any cybersecurity strategy (Legrand, 2022). ). Employees and 

consumers are responsible for 46% of cybersecurity incidents worldwide (Kaspersky 

Lab, 2017). Employees and consumers often conceal cybersecurity breaches. Forty-five 

percent of companies (over 1,000 employees) have experienced employees who hid 

cybersecurity incidents (Kaspersky Lab, 2017). A Kaspersky Lab (2017) survey found 

that uninformed or careless employees and consumers are the most likely cause of 

cybersecurity breaches. Human errors have substantially impacted IT security, increasing 

the likelihood of cybersecurity breaches (Legrand, 2022). Investigations of security 

breaches have revealed a substantial impact of human errors, leading to data breaches 

(Yadav, 2023). 

Users write down passwords, hide the notes under the mouse pad, turn off 

security on their computers, give out passwords through socially engineered tricks, and 

access non-essential data for job requirements. Cybersecurity concerns for businesses 

include that 47% of employees and users have shared inappropriate data on their mobile 

devices, 46% have misplaced their handheld devices, and 44% have accessed 

inappropriate IT resources (Kaspersky Lab, 2017). Cybercriminals are aware that they 

can exploit human users by employing social science and psychological techniques to 

gain access through phishing emails, weak passwords, and fake tech support calls (Li et 

al., 2019). Phishing fraud is becoming the most popular cybercrime (Athulya & Praveen, 

2020). IBM (2019) reported that 19% of the cybersecurity attacks involved the finance 
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and insurance industries. Some industries are particularly lucrative to cybercriminals, 

offering financial services such as bank account information and payment card data, 

which can be quickly monetized using cryptocurrency through the Dark Web (Hai Thanh 

Luong, 2023). Cybercriminals recognize that bank networks can rapidly transfer large 

sums of money into accounts controlled by criminals and may sell personally identifiable 

information (PII) on the dark web for a profit (Zaharia, 2019). To help address this 

problem, Elifoglu et al. (2018) have called for a better understanding of user behavioral 

theories to educate users on protecting mobile devices while transacting financial data. 

The most widely used behavioral theories are general deterrence theory, the 

theory of planned behavior, protection motivation theory, social bond theory, and social 

learning theory. General deterrence theory examines the likelihood of organizations 

punishing users who fail to follow established security policies. The security action cycle, 

embedded within the general deterrence theory, serves as a model for addressing user 

security violations. The model comprises four stages: deterrence, prevention, detection, 

and remedies. Deterrence includes policies, guidelines, and awareness programs. 

Prevention occurs when deterrence fails, and organizations accomplish it through 

physical or procedural controls. Detection mechanisms address computer abuse by the 

user. Organizations implement remedies when they detect and deal with user computer 

abuse by employing policies and rules (Elifoglu et al., 2018).  

A second relevant theory, the Theory of Planned Behavior, posits that a user's 

intentions can predict their behavior. A user’s attitude, behavior, social factors, and 

control factors mainly affect the theory of planned behavior. Before a user adopts positive 
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behavior, they must be motivated to comply through a favorable appraisal (Substance 

Abuse and Mental Health Services Administration [SAMHSA], 2019). Users’ perception 

of a legitimate policy will aid in the users’ acceptance of policy compliance. The 

protection motivation theory refers to the users’ motivation in response to threat and 

coping appraisal (SAMHSA, 2019). The coping appraisal includes self-efficacy, response 

efficacy, and response cost (Shillair, 2020). Self-efficacy is the user’s ability to avert a 

potential loss. Response efficacy is the users’ compliance with the policy. Response cost 

refers to the users’ perceived opportunity costs, including monetary, time, and effort 

costs. The social bond theory is a common field of criminology, suggesting that strong 

bonds among users will lessen computer abuse. The Social Learning Theory posits that 

perceptions among user groups are influenced by their associations’ actions and beliefs 

(Western Governors University, 2020). Users who hold negative perceptions of the 

industry are less likely to accept the correct policies and existing security measures 

(Western Governors University, 2020).  

Information security is a top concern for CEOs. Educating users to be compliant 

when transmitting financial data on mobile devices strikes a balance between ease of use 

and effective policies. There are numerous challenges to teaching users about compliance 

with security strategies when transacting financial data over mobile devices. The end-

users are often unaware of strong passwords, are not using MFA, fall for phishing scams, 

share passwords, lose their mobile devices, ignore system updates, turn off anti-virus, and 

use old software that is not supported (Kassner, 2020). Providing consumers with an 

easy-to-follow security training program is key to acceptance. One cybersecurity strategy 
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may be built into a financial app that encrypts financial data, thereby protecting financial 

transmission without requiring user involvement in security training.  

Data Encryption 

Data encryption translates the original computer code into a different form of 

code. The data is encrypted and sent to the source computer through an encryption key. 

As the receiving computer uses a decryption key, it reveals the original computer code. 

Data encryption is one of the most successful and powerful tools for organizations to 

transmit data securely (Lord, 2019). Data encryption uses encryption algorithms, playing 

a valuable role in protecting digital data. The algorithms provide confidentiality, 

authentication, integrity, and non-repudiation. Confidentiality protects data against 

unintentional, unauthorized, and unlawful access, including information privacy. 

Authentication of data is a process of confirming its integrity. Data authentication 

involves receiving data from a verified source that is accurate and correct. Integrity 

ensures the authenticity of the information, which has not been altered and comes from a 

known, verified source. Non-repudiation is the assurance that the entity or person who 

sent the data cannot deny sending that data. The U.S. Department of Commerce’s NIST, 

in collaboration with the Advanced Encryption Standard (AES), has resulted in a $250 

billion economic impact over the last 20 years (NIST, 2020b). AES specifies a 

cryptographic algorithm to be used for data protection. 

The AES algorithm is an asymmetric block cipher that encrypts data into 

ciphertext and then decrypts it, converting it back to the original data, known as plaintext 

(NIST, 2020a). Data encryption protects the privacy of communication between a 
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browser and servers. A secure session uses Transport Layer Security (TLS) Encryption 

protocol. The TLS protocol requires public and private keys. The browser and server 

know keys, which are randomly chosen numbers. Systems distribute keys to the browser, 

which uses the numbers to encrypt messages transmitted wirelessly or by wire to the 

server, which holds the keys for decryption. A padlock icon in the browser window 

indicates that the site is in secure mode.  

The Gramm-Leach-Bliley Act, enacted in the United States, requires financial 

institutions, including banks, securities firms, insurance companies, and other financial 

service providers, to protect the integrity and security of their customers' data. The 

financial service provider is subject to significant criminal and civil penalties for breaches 

of consumer financial information. Any financial institution that processes financial data 

must encrypt all data transfers, protect against anticipated threats, and adhere to 

established standards and best practices to safeguard consumer data (Crane, 2019). The 

Gramm-Leach-Bliley Act requires financial institutions to protect non-public personal 

information (NPI) and to communicate how they share NPI with customers clearly. The 

Gramm-Leach-Bliley Act also requires financial institutions to protect non-public 

personal information (NPI) and inform customers how they share NPI. The Privacy of 

Consumer Financial Information regulation requires financial institutions to implement 

and maintain a comprehensive information security program. The IT control objectives of 

the Sarbanes-Oxley Act require financial institutions and other companies to determine 

whether encryption controls are necessary to protect the confidentiality of data 

transmitted over the Internet (Silent Circle, 2019).  
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The states have laws governing the transmission and encryption of protected data. 

Many states have laws requiring a secure connection or the encryption of Social Security 

numbers during transmission. The measure of an appropriate level of protection is the 

Card Industry Data Security Standard (PCI DSS) (Sulistyowati et al., 2020). The PCI 

DSS is a security standard developed by Visa, MasterCard, American Express, Discover, 

and JCB to ensure the safe transmission of financial data. The Payment Card Industry 

Security Standards Council (PCI SSC) manages PCI DSS. This independent body 

oversees financial data for credit card companies. All companies that store, process, and 

transmit cardholder financial data implement PCI DSS (PCI Compliance Guide, 2020). 

The PCI DSS is an independent body that regulates standards for participating credit card 

companies, constantly evolving and responding to new security threats.  

Dynamic Card Verification 

Dynamic card verification replaces a static CVV with a new CVV number 

generated at regular intervals. Manufacturers designed a dynamic card verification 

system with an electronic ink display powered by a thin lithium battery, generating a new 

CVV number at regular intervals that consumers can customize (Segal, 2019). 

Counterfeit card fraud had declined by 80% at brick-and-mortar stores, prompting thieves 

to shift their focus to online fraud for financial transactions (Segal, 2019). In 2016, 

Idemia introduced dynamic CVV Motion Code-enabled credit and debit cards, which 

display a changing e-ink number on the back of the card according to a Visa-supplied 

algorithm (Segal, 2019). Past tests by Idemia, which utilized over 600,000 cards and 
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processed more than 4 million transactions across 10 international locations, yielded no 

card-not-present fraud (Huffman, 2020). 

Newer dynamic CVV cards create a new code periodically, unlike usual ones that 

maintain a static code. Some problems with the new dynamic CVV cards, which change 

the number too frequently, include the possibility that a customer might not complete an 

online transaction, potentially placing a faster drain on the lithium battery and resulting in 

the added expense of the new card. Cost is a significant variable, as a chip card costs $2 

to $4 compared to a dynamic CVV card, priced at around $15 (Segal, 2019). The new 

dynamic CVV cards support Visa and Mastercard and refresh automatically, freeing users 

from other tasks. The dynamic CVV card integrates with a mobile and server solution 

that aligns with this project. Credit card thieves are shifting to online fraud; dynamic 

CVVs are one more successful security measure in financial data transactions involving a 

credit card. 

Hypertext Transfer Protocol Secure, Transport Layer Security, and Domain Name 

System 

HyperText Transfer Protocol Secure  (HTTPS) extends HTTP, and users widely 

employ it for secure communication over computer networks. Cybercriminals may 

develop effective ways to mitigate HTTPS data transfer in an encrypted format from the 

server. HTTPS is vulnerable to DigiNotar’s breach, Apple’s #gotofail, and OpenSSL’s 

Heartbleed. Many security technologists are working to address the security issues with 

HTTPS. HTTPS transfers data from the server in an encrypted format and establishes an 

encrypted link between the web browser and a web server using TLS. TLS establishes an 
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encrypted link between the browser and the server, or between the server and the server, 

or between the client and the server. TLS ensures that the information in transit stays 

private and secure. The security provided includes website authentication and protection 

of transmitted data’s privacy and integrity. It thwarts man-in-the-middle attacks and 

protects against eavesdropping and tampering with the transferred text. HTTPS is HTTP 

sent over TLS, using a TLS certificate, a digital certificate that provides encryption. 

HTTPS’s main advantages are secure communication, data integrity, privacy and 

security, fast performance, search engine optimization (SEO), and safe future 

transmission (Crowe, 2020). The use of HTTPS is increasing, protecting many websites, 

securing accounts, safeguarding identities, and maintaining web browsing privacy.  

HTTPS is a secure version of the HTTP protocol, which replaces HTTP’s Secure 

Socket Layer with TLS for encryption and authentication. The RFC2818 digital 

certificate certification, or HTTP over TLS, specifies HTTPS (Russell, 2020). 

Eavesdroppers may be able to access IP addresses, port numbers, domain names, the 

amount of data sent, and the session duration, and the data remains encrypted by TLS 

(Russell, 2020). The encryption encompasses the request URL, website content, query 

parameters, headers, and cookies, ensuring that any financial transaction involving credit 

card numbers, banking information, and social security numbers remains secure. 

Organizations commonly use HTTPS and TLS with other security strategies.  

The DNS protocol has been used for over thirty years (Bumanglag & Kettani, 

2020). DNS is an essential method for resolving domain names into Internet Protocol (IP) 

addresses. The protocol lacks built-in security mechanisms to address confidentiality, 



45 

 

integrity, or availability, the CIA Triad. Malware may use the DNS to complete the 

attacker’s objectives and establish command and control. The latest security enhancement 

for DNS is the use of HTTPS. HTTPS is a more modern approach to protecting 

transmitted data through browsing software.  

Mobile Application Management, Enterprise Mobility Management, and Mobile 

Device Management 

Mobile Application Management (MAM) controls devices, while Mobile Device 

Management (MDM) focuses on securing specific applications on mobile devices. These 

management techniques may be necessary due to the explosion of mobile technology. 

MAM is the software and services necessary for provisioning and controlling access to 

proprietary mobile apps. MDM is proprietary software that enables IT administrators to 

manage, secure, and enforce policies for smartphones and mobile devices. EMM is 

significant for security by using people, processes, and technology to manage mobile 

devices, wireless networks, and other mobile computing services. EMM is a system that 

prevents unauthorized access to enterprise applications, such as those offered by financial 

institutions. The security offered by EMM is password protection, encryption, and wipe 

technology, or the ability to have the device remotely wiped of all data (Rouse, 2019). 

Users expect mobile devices to operate efficiently and have high security levels, which 

drives the mobile market.  

The concept of Bring Your Own Devices (BYOD) is driving MDM. MDM is a 

security solution that monitors, manages, and secures mobile devices, including laptops, 

smartphones, and tablets (Batool & Masood, 2020). The mobile operating system 
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developers and mobile device manufacturers control MDM. MDM features include 

device inventory and tracking, app distribution, remote wipe, password enforcement, app 

whitelisting and blacklisting, and data encryption. Device inventory and tracking can 

occur in real-time and may be automated. 

Additionally, the business entity controls the distribution of the app to trusted 

users. The remote wipe is a security measure that allows a network administrator to 

remotely erase all data from a lost or stolen mobile device. Additionally, password 

enforcement is a set of rules that users must follow for IT security purposes. Additionally, 

app whitelisting specifies a list of approved software applications that users can install on 

their mobile devices. 

Blacklisting is a network administration technique used to prevent the installation 

of unwanted apps or programs (Iwuozor, 2021). Whitelisting and blacklisting deter the 

installation of malware (Proctor, 2021). 

Multi-Factor Authentication and Two-Factor Authentication 

Passwords are a form of single-factor authentication and are not enough to secure 

mobile devices for mobile transactions (Cybersecurity and Infrastructure Security 

Agency, 2020). To help increase security, IT security teams require MFA and 2FA for 

mobile financial transactions. MFA mandates users to verify their identities by providing 

multiple pieces of evidence to access a device, website, or application (Alqahtani et al., 

2020). The authentication factors may include knowledge, possession, and inheritance. 

Knowledge authentication involves information that only the user knows, such as 

passwords or answers to questions. Possession authentication is when the user supplies an 
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item, such as a one-time password or a YubiKey (a hardware authentication device). 

Finally, an individual’s biometric authentication, such as a fingerprint, retina scan, or 

voice, is unique. MFA uses two or three of the previously listed authentication factors, 

whereas 2FA uses only two. The Payment Card Industry Data Security Standard (PCI 

DSS) no longer accepts 2FA, only MFA (Lebeaux, 2023). Organizations need at least 

two authentication factors to be PCI compliant.  

Although end-users often prefer single-factor authentication (SFA) for its 

simplicity and user-friendliness, attackers exploit SFA, the weakest form of 

authentication, to compromise users' accounts. In contrast, MFA increases security 

because even if one credential becomes compromised, unauthorized users cannot meet 

the second authentication requirement (CISA, 2022). End users, the financial clients of 

various financial institutions, will not use tedious and slow authentication. The end users 

may find quick workarounds for the three authentication factors. Users have 

demonstrated the workarounds by writing password notes and placing them under 

keyboards (LaConte, 2019).  

The three authentication factors are possession, knowledge, and inherence. 

Financial institutions may employ these factors in multifactor transaction authentication 

(Cybersecurity and Infrastructure Security Agency, 2022b). Authentication is a crucial 

safeguard that prevents unauthorized access and protects sensitive financial information 

(Cybersecurity and Infrastructure Security Agency, 2022a). Although MFA and 2FA are 

effective ways to protect financial transactions, requiring an MFA policy within an 

organization can reduce security threats to financial data by 99.9% (Sharp, 2019). MFA 
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or 2FA is an effective way to protect financial transactions (Maciej et al., 2019). End-

users may perceive MFA as difficult or inconvenient. Many different authentication 

methods exist, differing in protection and cost. A new standard is on the horizon. This 

new standard is known as the Fast Identity Online (FIDO) alliance, which has developed 

FIDO2 (Noor, 2020). The Fast IDentity Online alliance includes the U.S. government, 

Australia, Germany, and the World Wide Web Consortium (W3C).  

Virtual Private Networks 

A VPN provides a secure connection method, adding security and privacy when 

using public and private networks, such as Wi-Fi and the internet (Federal Trade 

Commission, 2021b). VPNs hide IP addresses, change IP addresses, encrypt data 

transfers, mask locations, and provide access to blocked sites (Crawshaw, 2021). 

Connecting to a VPN conceals the actual IP address, providing anonymity. VPNs provide 

a different IP address that observers cannot trace back to the user's actual location. 

Further, a VPN will protect data by encrypting data transfers while using public Wi-Fi. 

Users can select any country of origin for their IP address. Because some countries may 

block websites while users are traveling there, a VPN typically allows access to all 

blocked sites. Governments worldwide experienced a 1,885% increase in ransomware 

attacks, and the healthcare industry saw a 755% increase in such attacks in 2021 (Taylor, 

2022). One of the security solutions for mobile financial data transactions is an IP-based 

Virtual Private Network (IPVPN). The primary objective of a VPN is to establish a 

secure network tunnel on the public internet using encryption technology, which enables 

the transmission of data securely and prevents others from intercepting packets. 
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VPNs are essential for device security, as simple methods exist to intercept data 

transfers, such as Wi-Fi spoofing and Firesheep. Wi-Fi spoofing is counterfeiting an 

access point, tricking the user into connecting through a hacker’s hotspot (Jiang et al., 

2020). A Man-in-the-Middle attack allows a cybercriminal to intercept another user’s 

Internet connection, retrieving all information transmitted, including passwords and 

financial data. The hacker may sign onto the user’s financial site with all access 

privileges. Firesheep, an extension for the Firefox browser, utilized a packet sniffer to 

intercept unencrypted session cookies, revealing sensitive information. To help mitigate 

these kinds of attacks, Mobile Virtual Private Network (mVPM) performs better on a 

wireless network as VPN apps encrypt, or scramble, the data sent between (Federal Trade 

Commission, 2021a). 

VPN encryption encodes data so that another computer with the correct decoder 

can read it. An encryption key is used to encrypt and decrypt data. Computers make a 

tunnel between Internet connections that can be encrypted. VPNs do more than encrypt 

and decrypt data. A site-to-site VPN uses Internet Protocol Security Protocol (IPSec) or 

Generic Routing Encapsulation (GRE). Using a VPN in VPN Tunneling Mode ensures 

the VPN encrypts the data during transmission. However, this secure method is not 

enough to prevent hacks (Karaymeh et al., 2019). The public Internet, wireless or wired, 

is not secure. Therefore, a VPN establishes a secure, private, internal network over an 

insecure public network. VPNs must utilize strong cryptography, such as the Internet 

Security Association and Key Management Protocol (ISAKMP) or the Internet Key 

Exchange (IKE) policy (National Security Agency, 2020). 
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Application Development 

Building and deploying popular financial institution apps for mobile devices 

requires supporting various operating environments and portable computing devices such 

as smartphones or tablets. Mobile users comprise 97% of US adults who use applications 

to fulfill their different needs (Pew Research Center, 2024). Many mobile devices and 

their operating environments expose apps to intrinsic vulnerabilities; however, increased 

protection can mitigate them. Many financial institutions recognize mobile customized 

apps’ ease of use and security power that address individual operating systems’ 

vulnerabilities (Shahriar et al., 2020) Mobile banking apps can be used anywhere a 

network connection exists and offer 24/7 services: viewing balances, viewing recent 

transactions, making bill payments, transferring funds, contacting customer service, 

opening new accounts, and reordering checks. The use of customized mobile apps to 

access financial data offers improved security. Financial centers may leverage the 

security development in any customized mobile app. Mobile banking apps appeal to 

financial centers for cost savings and increased security while offering consumers a wide 

range of services that can be accessed quickly (Hossain Shahriar et al., 2020). Consumer 

adoption using mobile apps offers cost savings that are ten times cheaper than ATM 

transactions (Samojło, 2019).  

Requiring clients of financial institutions to access and transmit financial data 

through a customized app with built-in security measures enhances security. Financial 

institutions enhance app security through MFA, use of Near Field Communication 

(NFC), employing end-to-end encryption, use of biometrics, real-time text and email 
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alerts, use of paperless banking, utilize behavior analysis, safe digitized documentation, 

and usage of secure access (Ozkan & Bicakci, 2020). Financial companies are 

transitioning from a reactive security discipline to a predictive and proactive approach by 

developing custom apps. Managed security services in financial apps have MFA built 

into custom mobile apps that do not store data, thereby limiting the risk of viruses on 

mobile devices (McCue, 2019). 

Transition and Summary 

This section includes a background and review of the literature regarding security, 

privacy, and reliability strategies for secure access to financial data. This review 

categorically organizes security techniques that secure the transmission of financial data. 

The search strategy included research libraries and databases, as well as the Walden 

University Library, ACM Digital Library, Pew Research Center, EBSCOhost 

(Computers, Applied Science & Technology), IEEE Computer Society Digital Library, 

ScienceDirect, Google Scholar, NIST, and ProQuest Computing. The literature focused 

on four key areas: (a) the two characteristics of cybernetics, extrinsic dimension and 

vulnerability, (b) security strategies, and (c) vulnerabilities.  

The focus was on CAPTCHA, consumer awareness, data encryption, dynamic 

card verification, HTTPS, MAM, MFA, physical security, SSL, security token device, 

and VPNs. Cybersecurity professionals at financial institutions use security strategies to 

mitigate security breaches for their mobile customers. More security strategies are 

currently under development.  
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The literature review section aims to provide insight into financial transactions 

conducted over mobile devices, highlighting the lack of security policies among financial 

organizations. The research methodology appears to be disconnected from the coherence 

of research approaches that protect mobile financial transactions. Furthermore, the 

literature review highlights the adoption of security measures that help mitigate security 

breaches for their mobile customers. To successfully implement mobile financial 

transaction security, cybersecurity professionals must reduce security threat vectors to the 

institution and provide a proven security plan that governs mobile financial transactions.  

The literature review focuses on using the general deterrence theory. General 

deterrence theory examines the likelihood that organizations will punish users for failing 

to adhere to established security policies. The security action cycle, embedded within the 

general deterrence theory, serves as a model for addressing user security violations. The 

model comprises four stages: deterrence, prevention, detection, and remedies. Deterrence 

comprises policies, guidelines, and awareness programs. However, prevention is most 

effective when deterrence fails, and physical or procedural controls can help mitigate 

security risks. Detection mechanisms address computer abuse by the user. Organizations 

implement remedies when they detect and deal with user computer abuse by employing 

policies and rules. Section 2 of the proposal identifies the role of the researcher and the 

active participants. Section 2 also highlights the research methods, the intended design, 

and the data collection method.   
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Section 2: The Project 

Purpose Statement 

This qualitative pragmatic inquiry aims to identify the cybersecurity strategies 

cybersecurity professionals use at financial institutions to mitigate data breaches for 

mobile customers who access financial data.  

This project may benefit society by enabling the easy and secure transmission of 

mobile financial data, protecting people’s livelihoods, and reducing operational and 

transactional risks. Identifying and implementing effective cybersecurity strategies can 

enhance the customer experience, promote responsible use, and help mitigate the threat of 

cybercrime. Positive social change may include customers who adopt mobile technology 

in greater numbers for financial data transmission, resulting in lower costs and fees.  

Role of the Researcher 

As the sole researcher for my project, I am the primary source of data collection.  

Institutional Review Board approval was obtained for this research project under protocol 

number 04-04-23-0599888. Yin (1981) stated that qualitative research requires the 

researcher to collect primary data. The final report requires data collection from all sources 

that informed the project. The sources that informed the project were participants and Internet 

sources. Researchers mitigated personal bias during data collection to prevent data 

corruption. 

I am familiar with the topic, having covered numerous classes on cybersecurity at the 

master’s level. My bank account was seriously compromised twice without any loss of funds, 

and I worked closely with my financial institution to mitigate both security breaches. With 
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professional experience, having taken classes on security at the master’s level, and teaching 

cybersecurity tactics in the classroom at the undergraduate level, I have a logical basis for 

conducting the project. No personal or business relationships exist with the participants of the 

project. The most challenging aspect of data collection is that the sources of evidential 

support are relevant, and the researcher must be knowledgeable about their relevance (Yin, 

1981). A protocol governs data collection, encompassing topics to explore, the minimum 

amount of data to collect, types of interviewees, types of documents to analyze, observations 

to make, and relevant evidence (Yin, 1981). I have no relationship with any participants and 

have not met them prior. 

Congress established the National Commission for the Protection of Human Subjects 

of Biomedical and Behavioral Research to address issues related to the protection of human 

subjects in research (American Psychological Association, 2023). Ethical research, defined 

by the Belmont Report, requires adherence to all federal laws and regulations, a research 

project approved by an Institutional Review Board (IRB), protection of personally 

identifiable information, regulated scholarly and journalistic activities regarding the 

collection of personal information, and compliance assertion (Nagai et al., 2022). The seven 

guiding principles for ethical research are social and clinical value, scientific validity, fair 

subject selection, favorable risk-benefit ratio, independent review, informed consent, and 

respect for the subjects (Nagai et al., 2022). 

I adhered to the seven principles by treating all human participants equally, fairly, 

and without harm, with respect to the interviewees’ rights, before, during, and after 

conducting my project, staying within the confines of the Belmont Report. I have completed 

the National Institute of Health (NIH) Office of Extramural Research web-based training 
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course on protecting human research participants (see certificate in Appendix A). The 

researchers informed all participants that their names and identities would be kept 

anonymous. All participants were shown an informed consent form and were briefed not to 

disclose information obtained during the interviewing process, thereby maintaining 

participant confidentiality and further protecting their identities.  

Bias affects ethical research and significantly influences project outcomes (Yin, 

1981). Bias is a deviation or trend from the truth in data collection, analysis, interpretation, 

and publication, which can lead to misleading conclusions (Popovic & Huecker, 2024). I am 

using the conceptual model of cybernetics for this project. Cybernetics was employed as a 

conceptual model to elucidate the key factors that influence mobile device cybersecurity 

strategies employed by cybersecurity professionals. A conceptual framework that utilizes 

multiple dimensions of the case-theory relation facilitates researchers' navigation process, 

revealing relationships between the case and project (Luft et al., 2022). I took necessary 

measures to avoid bias in my case project. I used NCapture, a web browser extension for 

Chrome, which enables the gathering of web content to import into NVivo 15, facilitating 

qualitative data analysis. NVivo 15, the latest edition, provides tools to ask questions 

about the collected data. Data analysis would still involve a thematic analysis. I collected 

data from the websites of financial institutions, the U.S. government, and NIST's publicly 

available websites that govern mobile financial transactions. Data collection also 

involved publications by cybersecurity professionals on websites and/or in articles.  
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Research Method and Design 

Method 

Researchers conducting research studies employ one of three research methods 

(Galauner, 2021). These methods include (a) qualitative analysis, (b) quantitative 

analysis, and (c) mixed methods research. Qualitative research involves collecting, 

organizing, and interpreting transcriptions from notes and recordings (Bhandari, 2020b). I 

am employing a qualitative, pragmatic inquiry for this research, which focuses on 

collecting primary and secondary data, corroborating public documents, websites, and 

artifacts (Wickham, 2019). I researched the in-depth understanding, description, and 

explanation of the expert’s perspective on what works and how it relates to the 

phenomenon of cybersecurity implemented to mitigate data breaches for mobile 

customers accessing financial data (Streefkerk, 2019). Qualitative analysis has improved 

rigor, and qualitative data reviewers expect researchers to have addressed negative issues 

from the start of the research project (Johnson et al., 2020). Implementing qualitative 

pragmatic inquiry for this research project is appropriate, as it allows the study to focus 

on real-world experiences (Kaushik & Walsh, 2019). One of the strengths of qualitative 

research is its ability to explain processes and patterns of evidence-based phenomena 

(Holtrop & Glasgow, 2020). Pragmatic inquiry research studies aim to answer questions 

focused on an in-depth understanding, description, and explanation of what works and 

how it relates to the phenomenon of interest (Wagenaar et al., 2022). Qualitative 

pragmatic inquiry may involve qualified business professionals from one’s professional 
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or social networks, social media, government websites, and referrals from qualified 

participants (Harris, n.d.).  

The goal of this project is not to test a hypothesis or work with variables. 

Quantitative methods utilize objective measurements and mathematical, statistical, or 

numerical data analysis collected through questionnaires, surveys, and polls (Bhandari, 

2020c). Researchers may manipulate the quantitative data involving pre-existing 

statistical data (Williams, 2021). The structure for quantitative design follows the 

scientific method, which uses deductive reasoning to formulate a hypothesis (Rutgers 

University Libraries, 2021). The quantitative methodology was inappropriate for my 

research, as my goal was not to examine differences or relationships among variables or 

formulate and test hypotheses. 

The quantitative research method did not meet this project’s goals. Understanding 

the participants’ experiences may enhance the interpretation of the research findings 

(Bhandari, 2020a). Qualitative researchers aim to understand the lived experiences of 

participants from their own perspectives (Pfeifer & Dolan, 2023). This project aims to 

understand the experiences and profound insights into the phenomenon of cybersecurity 

professionals.  

Mixed-methods research combines qualitative and quantitative research methods 

within a single project. Mixed methods research advances the integration, or “mixing,” of 

quantitative and qualitative data within a single case project or sustained inquiry program 

(George, 2023). The project did not fit a mixed-methods approach. Implementing a 

mixed methods research project combines methodologies that have been seen as 
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problematic, as quantitative and qualitative methodologies belong to separate and 

incompatible models (Vedel et al., 2019).  

Research Design 

The Qualitative Pragmatic Inquiry approach uses new data to formulate an 

understanding of a problem. It provides the means to address that problem (Morgan & 

Nica, 2020). Cybersecurity systems are complex, and history has taught us that 

cybersecurity complexity will continue to increase. Pragmatic approaches to qualitative 

analysis can be valuable for information security researchers, as they enable the strategic 

gathering of research through qualitative analysis (Ramanadhan et al., 2021). Pragmatism 

uses research designs that involve decisions based on answering the questions under 

investigation (University of Nottingham, 2022). The qualitative pragmatic inquiry 

approach was employed in this project by strategically combining and drawing on various 

sources. 

NCapture, a web browser extension for Chrome, allowed the gathering of web 

content to be imported into NVivo 15. NVivo 15 provided qualitative data analysis. 

NVivo 15, the latest edition, provides tools to ask questions about the collected data. Data 

analysis would still involve a thematic analysis.  

Several research methods were considered for this project, including narrative and 

phenomenological approaches (Neubauer et al., 2019). Some qualitative research 

approaches are narrative, phenomenology, and case studies (Hoover, 2021). The narrative 

method explores an individual’s life (Turnbull et al., 2023). The narrative method is 

inappropriate because I am not exploring an individual’s life (Dahlstrom, 2021). 



59 

 

Phenomenology aims to understand a phenomenon and is particularly suitable for 

researching people’s experiences (Picton et al., 2017). Phenomenology is a research 

strategy well-suited for exploring life experiences (Neubauer et al., 2019). 

Phenomenology is not suitable for the project, as it is not concerned with explaining life 

experiences. 

Researchers use purposive sampling to select a sample based on a population 

(McCombes, 2019a). Targeting individuals with specific criteria may ensure data 

saturation. Identifying enough participants to meet the established research requirements 

was necessary. Research participants were selected for the project based on pre-

established criteria, with an emphasis on minimizing bias as much as possible (Moser & 

Korstjens, 2023). Data saturation is critical to the project’s success, as it must occur 

(Damyanov, 2023). I chose a project population based on a pre-described standard that 

will help achieve data saturation within the targeted population. Data saturation was the 

goal of all qualitative inquiry research studies (Yang et al., 2022). Concepts and 

evaluation of saturation involved qualitative research. Qualitative studies reach data 

saturation when researchers discover no new categories or themes (Damyanov, 2023). I 

utilized internal and external organizations’ documents, a semistructured interview 

process, and a data triangulation methodology to ensure that the research had reached 

saturation. Data saturation becomes apparent when researchers triangulate all data types 

and discover no new content (Fusch et al., 2018). 
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Population and Sampling 

I completed data collection through the websites of financial institutions, the U.S. 

government, and NIST's publicly available websites that govern mobile financial 

transactions. Data collection also involved publications by cybersecurity professionals on 

websites and/or in articles. The Federal Financial Institutions Examination Council 

(FFIEC) guidance states that all financial institutions must assign one information 

security officer responsible and accountable for implementing and monitoring the 

program (Morris & Rumph, 2020). The duties of a cybersecurity manager are 

intensifying and involve taking on new roles. The information security officer plays a 

dynamic role in the organization, providing decision-makers with the necessary 

information for effective governance (Morris & Rumph, 2020). Targeting cybersecurity 

professionals who met targeted roles through sampling may increase the depth of the 

project results. 

The population for this research project consisted of individuals with experience 

in cybersecurity within financial institutions. For this project, I implemented purposive 

sampling to help identify data collection sources through financial institutions’ websites, 

U.S. government websites, and NIST’s publicly available websites governing mobile 

financial transactions. Data collection involved evaluating cybersecurity professionals’ 

work through professional websites and articles that met the criteria to answer the 

research question. Purposive sampling is mainly used in qualitative research to identify 

and select data gathered from cases related to the project (Nikolopoulou, 2022). Using 

purposive sampling involves the least resources and quickly identifies individuals with 
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experience within the research project. There are several different purposive sampling 

strategies. Criterion sampling appears to be the most popular method for purposeful 

sampling (Nikolopoulou, 2022). Purposive sampling identifies common patterns, 

discovers variations, reduces variations, simplifies analysis, and facilitates group 

interviewing. The use of purposive criterion sampling allows for the selection of 

participants with extensive experience in cybersecurity skills. It provides a means to 

target those qualified individuals. The participants for this research project were selected 

using specific criteria to ensure success. The criteria for participant selection were (a) 

must be over 21 years of age; (b) must be a cybersecurity professional; (c) must know 

about IT mobile security related to financially transacted events over mobile networks, 

and (d) must be willing to share their experiences, whether positive or negative. 

I achieved data saturation by targeting specific information generated by NVivo 

15. Targeting cybersecurity professionals who share cybersecurity roles will ensure data 

saturation. A qualitative research project begins with a comprehensively scoped sampling 

plan that enables the selection of diverse participants and cases to provide rich data 

(Moser & Korstjens, 2023). Data saturation is crucial for ensuring the project's success. 

Data saturation has gained widespread acceptance as a methodology in qualitative 

research, and further data collection or analysis is not necessary once data saturation is 

achieved (Damyanov, 2023).  

Data saturation is vital when determining sample size (Hennink & Kaiser, 2021). Several 

articles and books suggest that anywhere from five to 50 participants are adequate to 

achieve data saturation in qualitative research (Yang et al., 2022). Data saturation 
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determines sample size and differs for each project when no new information or themes 

are observed (Moser & Korstjens, 2023). Using the cultural consensus model, as few as 

10 informants are needed to establish a consensus reliably (Atran et al., 2005). Yang et al. 

(2022) provided a comprehensive analysis of saturation concepts and their evaluation in 

qualitative research methodologies. I received IRB approval before proceeding (04-04-

23-0599888) further into the interviewing process. The IRB review aims to ensure that 

researchers take appropriate steps to protect the rights and welfare of human subjects 

participating in the research. (U.S. Food & Drug Administration, 2019). I provided a 

consent form for the participants to review before the research interview. I reviewed the 

interview process with all participants and allowed them time to ask any questions or 

express concerns they might have.  

Ethical Research 

Anonymity and protection of research participants remain essential to data 

collection, as researchers must protect stakeholder identities (Dhirani et al., 2023). 

Protecting participants’ privacy allows them to remain anonymous by collecting data in a 

private space, encrypting computer-based files, storing documents in a locked cabinet, 

and removing personal identifiers from project documents as soon as possible, thereby 

avoiding the collection of personal data identifiers (Purdue University, 2019). I obtained 

informed consent before conducting any interviews, and participants could refuse 

participation at any point (Roberts, 2019).  

The Walden University IRB process requires preapproval before a researcher can 

begin the research. The IRB process ensures that researchers meet all requirements 
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related to the human rights of participants. Morally sound practices lead to an ethically 

based research project. I reminded participants that participation is voluntary; they can 

withdraw from the project at any time. Walden University will not grant credit for student 

work conducted without the IRB’s ethics approval or that otherwise fails to comply with 

IRB requirements. To maintain compliance with the IRB process, I completed the 

National Institutes of Health (NIH) training and received a certificate of completion. I 

completed Certificate Number 2496885 in September 2017. Maintaining trust is 

paramount when conducting research. Protecting the research participants is required. I 

used a coding system for the research participants and the participants’ financial centers.  

Only I have access to the participants’ names and code names, which will ensure 

their anonymity. I used code names, such as P1, P2, and so forth, instead of participant 

names. I guaranteed the participants’ confidentiality throughout the entire research 

process. Once the interview process finished, I provided the participants with a bulleted 

summary of their interview comments to allow for participant review. I stored the 

information on my computer in a secure, encrypted vault. The Walden University IRB 

process requires researchers to destroy interview data five years after the CAO approves 

the completed project. I will accomplish this by setting a date on my Google Calendar 

and then deleting the files in an encrypted format.  

Data Collection 

Instruments 

I was the primary data collection instrument for this qualitative pragmatic inquiry. 

The researcher is an active respondent in the research process, also known as researcher-
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as-instrument (Pezalla et al., 2012). I analyzed the data, identifying themes and patterns 

until I reached data saturation. An experienced interviewer possesses the following skills: 

technical competence, interactive competence, attention to detail, leadership, good 

communication skills, and awareness of previous knowledge and personal bias 

(Helfferich, 2019). Triangulation provides a method to promote social change, mitigate 

bias, and achieve data saturation, thereby adding depth to the collected data (Fusch et al., 

2018). I used NCapture, a web-browser extension for Chrome, which enabled me to 

gather web content and import it into NVivo 15. NVivo 15 provided qualitative data 

analysis. NVivo 15, the latest edition, provided tools to ask questions about the collected 

data. The data analysis involved a thematic analysis. Semi-structured questions have a 

clear purpose, a defined content type, and a sequence of open-ended exploration, 

encouraging respondents to answer in their own words (George, 2022).  

The data collection process requires identifying common themes and patterns 

through the interview process to reveal an understanding of the research question. I 

gathered information from websites using Ncapture. This project involved the websites of 

financial institutions, the U.S. government, and NIST, publicly available websites 

governing mobile financial transactions. Data collection involved cybersecurity 

professionals’ publications through websites and/or articles. 

Data Collection Technique 

I gathered web content and imported it into NVivo 15. NVivo 15, the latest 

edition, provided tools to ask questions about the collected data. Data analysis involved 

thematic analysis. Scientific or academic research was handled objectively by a seasoned 
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interviewer. The participant bias stems from the respondents’ desire to answer correctly 

rather than honestly. Identifying potential participant and researcher biases helped find 

the appropriate preventive measures (Pannucci & Wilkins, 2011). 

I searched the targeted financial institutions’ websites and open-source 

intelligence, obtained the written policies, and found institutional documents from the 

financial organizations contributing to the research. I gathered data from at least six 

mobile cybersecurity professionals. 

Data Organization Techniques 

Data collection techniques were employed to ensure the reliability of the data 

during my data collection process. Many qualitative studies employ rigorous standards to 

ensure trustworthiness and integrity throughout the data analysis process, including the 

use of computer software, peer review, and an audit trail (Johnson et al., 2020). An audit 

trail describes the step-by-step processes and decision-making throughout the project that 

the author maintains, which occurs prior to manuscript development, thereby enhancing 

confirmability (Johnson et al., 2020). Organizing the research before starting the process, 

with approved documentation procedures in place, is essential to ensure research 

integrity, organization, and efficiency. I began the data collection process by defining my 

research, choosing my methodology, and planning the data collection procedures 

(Bhandari, 2020a).  

I used Microsoft Word, Excel, NCapture, and NVivo 15 to organize the notes and 

transcription for proper organization. Transcribing was completed and stored in 

Microsoft Word. Excel keeps track of data entry, storage, analysis, and visualization for 
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later analysis. NVivo 15, the latest edition, allows for a direct Excel file upload and 

conversion. NVivo 15 also provides tools to ask questions about the data collected.  

Data Analysis Technique 

A qualitative pragmatic inquiry project, often used for business research, best fits 

a specific subject for describing, comparing, evaluating, and understanding different 

aspects of a research problem (McCombes, 2019b). A qualitative project gathers data 

from credible sources to answer the overarching research question. Data analysis for 

qualitative case studies originates from multiple sources, is categorically aggregated, and 

seeks themes within the data. The interpretive phase, the final phase, involves 

generalizing the data (Capella University, n.d.). Thematic analysis of the data was 

conducted using NVivo 15, which transcribes the interviews and group responses, 

identifies and catalogs themes, establishes connections, facilitates comparisons within the 

data, and provides organization (McNiff, 2022). Excel codes and tracks themes in 

qualitative data by creating themes and sub-themes through columns, keeping the data 

organized and easy to examine. A researcher may create new themes and sub-themes in 

additional columns and examine how each participant’s responses relate to these themes 

(Fearon, 2023). The method involves identifying a collection of themes from the data, 

with the hope that relevant insights about lessons learned from the case will emerge. 

Thematic analysis is a method of analyzing qualitative data gathered through interviews. 

Thematic analysis follows a six-step process: familiarization, coding, generating themes, 

reviewing themes, defining and naming themes, and writing up (Caulfield, 2019). The 

theoretical framework identified a theory cluster, categorized theories, specified the 
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relevant theories for the research, and outlined how the project will contribute to 

answering the research question. The conceptual framework illustrated the relationships 

among these ideas and their relevance to the research project (Edwards, 1998). Yin 

(2016) maintains that data must be checked and rechecked for accuracy; the analysis 

must be thorough and addressed, and then bias must be dealt with. Yin’s five‑phased 

cycle is: (a) compiling, (b) disassembling, (c) reassembling (and arraying), (d) 

interpreting, and (e) concluding (Yin, 2016). The formal analysis begins with compiling 

the field notes. Next, I break down the compiled data, constituting a disassembly 

procedure. I used NVivo 15 for qualitative data analysis to identify themes and emerging 

patterns, uncover richer insights, and produce articulated, defensible findings. I used 

NVivo 15 to qualitatively analyze textual and audiovisual data sources, organize and 

code multiple data sources, assign attributes to data for comparative purposes, and 

facilitate querying and searching data (Georgia State University Library, 2021). 

Establishing data patterns facilitates the identification of emerging themes by 

transforming codes into categories. It allowed the researcher to identify commonalities or 

patterns as they focused on the data during analysis.  

Reassembly is the process of assembling arrangements and  recombination. 

Fourth, interpreting the reassembled data and concluding is the final phase of interpreting 

the results. NVivo’s latest edition, NVivo 15, provides an organized and structured 

approach to data analysis. The data is stored in one place, works efficiently with 

qualitative data, facilitates subgroup analysis, and helps researchers be more efficient. 

Using methodological triangulation for this project aided in understanding the 
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overarching research question through the combination of primary and secondary data 

collection methods. Understanding multiple data sources gave the researcher a firm 

foundation for answering the research question. I implemented data triangulation in this 

research. The data triangulation technique combines datasets. Data triangulation requires 

researchers to compare datasets for convergence, complementarity, and divergence, 

enabling methods to validate findings when they agree mutually. Researcher bias is 

always a concern. Triangulation minimized researcher bias (Bhandari, 2022).  

Reliability and Validity 

Reliability and validity are concepts used to evaluate the quality of research based 

on data. Reliability refers to consistency, while validity concerns the accuracy of a 

measure. A project demonstrates reliability when researchers duplicate its results with the 

same outcome. Validity is the consistent measure of what is to be measured (Middleton, 

2019).  

Dependability 

Dependability is reasonably ensured for the project through repeatability, as 

evident in the interview protocols and questions (see Appendix B; Universal Teacher, 

2019). When the interview commences, Dependability emphasizes the need for the 

researcher to account for the changing context within the research (Trochim, 2020). I 

used data triangulation and member checking to ensure the dependability of the data 

collected (Noble & Heale, 2019). The use of data-collecting instruments did remain 

consistent. I created an audit trail, enabling others to replicate similar results behind my 

research project (Carcary, 2020).  
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Credibility 

Credibility involves demonstrating that the results of qualitative research are 

credible or believable by checking the sources in the project. The participants are crucial 

to judging the credibility. Credibility may depend on the researcher’s training, 

experience, track record, status, and presentation (Johnson et al., 2020). 

Transferability 

Transferability is the researcher’s responsibility for generalizing in the qualitative 

project. Transferability refers to the extent to which researchers can accurately generalize 

or apply qualitative research findings to other contexts. Transferability means researchers 

can apply the results to other contexts. Transferability in qualitative research refers to the 

extent to which the results of interview data can be applied beyond the bounds of the 

project (My Dissertation Coach, 2020). 

Confirmability 

Confirmability is the final step in establishing trustworthiness for a qualitative 

researcher. Confirmability concerns whether researchers base the project's findings on 

participants' narratives and words rather than on potential researcher biases. The findings 

are shaped more by participants than by a qualitative researcher (Complete Dissertation, 

2021). Following Carcary (2020), who proposed that audit trails develop trustworthiness, 

I used a research audit trail to establish confirmability. 

Transition and Summary 

In Section 2, I provided details of my project, indicating that the purpose was to 

explore the strategies that cybersecurity professionals use at financial institutions to 
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mitigate data breaches for their mobile customers who access financial data. Section 2 

covers data collection and analysis techniques to obtain the organization’s data. The 

researcher is the primary instrument for data collection. I used data triangulation to create 

themes and patterns, ensuring data saturation. I employed a Qualitative Pragmatic 

Inquiry, which involved primary data collection through semi-structured interviews, as 

well as secondary data collection from corroborating public documents and websites. 

In Section 3, I present the research findings and discuss how they have benefited 

entities and society through social change. I followed all guidelines regarding 

participants’ ethical responsibilities and treatment, as required by the IRB and outlined in 

the Belmont Report. I recorded and documented the research findings, including 

conclusions, recommendations, and potential future projects.   
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Section 3: Application to Professional Practice and Implications for Change 

Overview of Project 

This qualitative pragmatic project aimed to identify the cybersecurity strategies 

cybersecurity professionals use at financial institutions to mitigate data breaches for 

mobile customers who access financial data. The targeted population consisted of 

cybersecurity professionals in the Southeast United States who have 3 years or more of 

experience protecting financial transactions on mobile devices. The cybersecurity 

professionals within these educational institutions all had experience successfully 

securing mobile devices within their respective institutions. The process included semi-

structured interviews and interactive member checking to minimize bias. I conducted five 

interviews with cybersecurity professionals who have three or more years of experience 

protecting financial transactions on mobile devices. I collected data from five interviews, 

four U.S. government agencies, three banking associations, and 10 national banks to 

gather recommendations for protecting financially transacted data on mobile devices. 

Section 3 presents the findings of my research project on securing financial transactions 

over mobile devices. Information gathered from the five interviews, four U.S. 

government agencies, three banking associations, and 10 national banks on what they 

recommend to protect financial transactions over mobile devices, yielded rich data that 

provided themes. The conceptual framework was grounded in cybernetic theory to 

analyze the mechanisms to secure online financial transactions. Cybernetics provided a 

conceptual framework for understanding and describing natural and artificial systems by 

focusing on the principles of control, communication, and feedback loops. Cybernetics is 
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the scientific study of regulatory systems, control within those systems, and how the 

system regulates the flow of information (Olobia, 2021). 

The interviews and data from online sources yielded rich data that provided six 

major themes to emerge in the research. Establishing themes required a continued review 

of the data obtained from five interviews, four U.S. government agencies, three banking 

associations, and ten national banks. Establishing themes and minimizing bias required 

data triangulation to ensure that online security recommendations protecting financially 

transacted data, obtained from publicly available resources, aligned with my research 

findings. Cybernetic theory served as the guiding conceptual framework for examining 

methods to secure online financial transactions. Cybernetics offers a conceptual 

framework for understanding and describing natural and artificial systems, focusing on 

the principles of control, communication, and feedback loops.  

Presentation of the Findings 

The central research question for this project was: What security strategies are 

cybersecurity professionals using to mitigate data breaches for mobile users accessing 

financial data? This qualitative pragmatic inquiry aimed to answer the project’s central 

research question. For the analysis, my interviews included five participants, who 

addressed eight questions related to the research question. These participants included 

individuals from South Florida. After receiving the participant responses, I transcribed 

their inputs using NVivo 15, reviewed the transcriptions, and sent them to the individuals 

to validate the accuracy of the captured input. One participant requested changes, which I 

incorporated into my research.  
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Additionally, the five participants confirmed that I had transcribed the interviews 

correctly. The interview questions yielded six overarching themes. A qualitative research 

project achieves data saturation when researchers identify no new themes. (Rahimi & 

Khatooni, 2024). I identified themes through data analysis, utilizing NVivo 15, and 

conducted interviews with five participants. Additionally, I analyzed publicly available 

recommendations from four U.S. government sites, three seminal sources from well-

known cybersecurity magazines, and ten banks' recommendations. 

It became apparent that I had reached data saturation after the fifth interview, 

collecting data from online governmental sites, banking associations, and bank 

recommendations to their customers. No new insights or themes emerged, indicating that 

collecting further data would be redundant and not add valuable information to the 

project. The five participants have at least three years of experience protecting online 

financial transactions made by mobile devices. Six themes emerged from the research: 

protecting online financial transactions using mobile devices. Six themes became known 

through this project: (a) using dual and multifactor authentication, (b) applying a VPN, 

(c) checking accounts frequently, (d) creating authenticator apps, (e) encouraging use of 

strong passwords, and (f) promoting user education. I recorded the frequency of 

responses for the six themes in Table 2. 

I present each theme in the following table, visualizing data results using NVivo 

15 software. To understand the results presented in the table, first identify the central 

theme on the left side of the table. The table presents numerical counts in two columns: 

Participants and Documents. Numbers in the Participants column indicate how often 
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interviewees mentioned each theme. Likewise, under Documents, I collected the data 

through online sources. 

Table 2 shows zero participant recommendations for “Checking Accounts 

Frequently”, “Applying a VPN”, and “Using Strong Passwords.” Cybersecurity 

professionals do not recommend frequently checking financial accounts for several 

reasons. The user may be overloaded with anxiety, which distracts from meaningful, 

preventative steps (NIST, 2023). A VPN’s primary function is to encrypt an internet 

connection and mask an IP address, not to be used as an authentication tool. A VPN will 

not protect a user’s financial accounts if someone already knows their username and 

password. MFA secures user logins by verifying identity, while a VPN secures the data 

as it travels across a network (New Jersey Cybersecurity & Communications, 2025). 

Using strong passwords may lead to users writing down the passwords, making typos, 

and experiencing password fatigue. Users may be overwhelmed with the directive to 

create long and complex passwords, leading to employee workarounds that compromise 

security (Rooney et al. 2024). 

All participants in this study made minor, insignificant comments about checking 

accounts frequently, using a VPN, and employing strong passwords. Some questions 

addressed in this project involved asking: “What cybersecurity is the most effective in 

mitigating data breaches for mobile customers who access financial data?” Financial 

institutions’ strategies to mitigate security breaches for mobile customers have changed 

to newer techniques, with MFA emerging as a clear choice.  
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Table 2 

 

Themes 

 Participants Documents 

Themes Count Count 

Using DFA/MFA 5 13 

Check Accts Frequently  0 2 

Authentication App 2 2 

User Education 2 7 

Applying a VPN 0 6 

Strong Passwords  0 12 

Note. DFA/MFA = Duo Factor Authentication and Multifactor Authentication; VPN = 

Virtual Private Network.  

Theme 1: Using Dual and Multifactor Authentication 

A password is a single type of factor. The most common types of factors are (a) 

something you know, which includes a password or PIN; (b) something you have, which 

includes a smartphone, a token device, and a secure USB password key; and (c) 

something you are, which includes a fingerprint, retina scan, and facial recognition. MFA 

requires a user to present two or more credentials to identify the user’s identity. Dual or 

multifactor authentication works by registering a third-party app, such as the Microsoft 

Authenticator App, as the second factor. Microsoft states multifactor authentication has 

blocked over 99.2% of account-compromised attacks (Najshahid, 2025). CISA (2024) 

found that using MFA makes your accounts 99% less likely to be hacked. All participants 

who took part in the live interviews unanimously recommended 2FA or MFA. Thirteen 

out of 17 online sources recommended 2FA or MFA. MFA and 2FA are necessary for 

organizations to protect user accounts, assets, and data. Breaking through single-factor 

authentication is easy for cybercriminals. Single-factor authentication often uses only one 
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password. The subset of MFA is 2FA, which requires users to submit two types of 

authentication. MFA requires at least two types of authentication, so 2FA is a form of 

MFA, but not all MFAs are 2FAs. Providing online security presents challenges for many 

financial organizations and large financial institutions due to many factors, including the 

increasing sophistication of cyber threats, the vast amounts of sensitive data they handle, 

and the need to balance security with user convenience. The Federal Bureau of 

Investigation (2023), which publishes the Internet Crime Complaint Center Report (IC3), 

reported that total losses from 2019 to 2023 exceeded $37 billion, as shown in Figure 1. 

Cybersecurity & Communications Integrated Cell (2024) reported that 2FA and MFA can 

block 99.9% of attacks against online accounts.  

Figure 1 

 

Internet Crime Complaint Center Report (IC3) 

 
Note. Accessibility Description: Chart includes yearly and aggregate data for complaints 

and losses from 2019 to 2023. Adapted from Federal Bureau of Investigation (2023). 
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The first central theme from the research was the importance of dual and 

multifactor authentication. All participants in my project stated the importance of using 

MFA as an integral component of their cybersecurity practices. Participant 1 stated, 

“Nowadays, we are pushing towards having some sort of multi-factor authentication for 

the clients.” Participant 2 stated, “The biggest bang for your buck anyone can use now is 

multi-factor authentication.” Participant 3 stated, “We are switching users to MFA.” 

Participant 4 stated, “What we are using now is MFA.” Participant 5 stated, “MFA is 

effective when the application is on the end user’s phone.” DFA and MFA significantly 

increase security by requiring multiple verification methods to access an account. 

Theme 1: Connection to Literature 

Cybernetics is the science of control and communication in systems, with a focus 

on feedback systems (Wiener, 1961). Cybernetics conceptualizes systematic 

configurations of interconnected systems that can be programmed to enable regulation 

and adaptation. Using the cybernetic theory, MFA can be understood and enhanced. 

Cybersecurity professionals might have prevented failures in information security and 

related projects if they had sufficiently incorporated cybernetic principles while 

implementing security mechanisms and projects (Kushal & Arun, 2017). Cybernetic 

principles will guide the setting of policies, which are regulations and implementations 

that control. Cybernetics, developed by Wiener in 1948, can be considered a relatively 

recent science of control. Control theory examines how a control stimulus generates a 

system's output, which is then measured by the sensors (Peng et al., 2022). MFA is the 

control mechanism. The control system comprises two components: the control object 



78 

 

and the controller (Peng et al., 2022). Cybernetics is concerned not with the nature of 

entities but with their behavior patterns, focusing on what an entity does and is capable of 

doing. The regulation is that only approved users will have access to sensitive 

information. Control and regulation are inherent to any successful organization. A 

cybernetic management approach, known as a “hard systems approach,” can self-

regulate, maintain a steady state, and retrieve information (Antai & Hellberg, 2024). 

Applying cybernetic principles to MFA helps to initiate more adaptive, intelligent, and 

robust security systems. Developing cybersecurity may be based on cybernetics, utilizing 

control theory, systems theory, and information theory to inform the design of regulatory 

security systems, ultimately enhancing online security (Yan, 2022). Cybernetics for the 

Doctorate of Information Technology (DIT) interview process examined the 

technological controls of security systems that protect mobile financial data transactions. 

Cybernetics studies the controls of any system that employs technology (Loshkarev, 

2021). 

As a theoretical framework, cybernetics underpins security design by emphasizing 

feedback, control, and regulation, principles exemplified in mechanisms such as MFA. 

Cybernetics can provide a framework for understanding how to plan and implement 

MFA. MFA uses cybernetic security mechanisms through feedback loops, which enhance 

the integrity of authentication systems (CISA, 2024). The synergy of cybernetic security 

and MFA protects sensitive data (Hudson, 2022). This type of system will enhance 

cybersecurity for online financial transactions. 
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In an interdisciplinary field, cybernetics examines the regulation and information 

flow mechanisms of complex systems. Cybernetics is the conceptual framework that 

drives this research, which aims to observe the strategies employed by cybersecurity 

professionals in implementing security for financial transactions made by their mobile 

customers using mobile devices. Cybernetics is an appropriate conceptual framework 

model to explain the critical factors that affect mobile device cybersecurity strategies, as 

demonstrated by the use of MFA. Cybernetics encompasses eight key characteristics: 

feedback, threshold, energy, intelligent systems, human behavior and psychology, 

automata theory, game theory, and quantitative analysis (Kushal & Arun, 2017). The 

system generates feedback loops in MFA when it responds to authentication attempts. 

Each feedback loop can be considered a control mechanism that maintains system 

integrity. Using thresholds in MFA, a loop may escalate due to failed login attempts, 

generating a correction for the user. Adaptive MFA systems may adjust authentication 

requirements based on risk assessment. Each state and transition within MFA is regulated 

by system inputs and logical processes, reflecting core cybernetic principles of control, 

feedback, and adaptive regulation. The theory of games involving MFA raises the 

complexity of factors when bad actors try to access a system, thereby increasing the 

required steps for authentication.  

Weiner (1961) proposed the theory of the game in cybernetics. Entering a 

password illustrates game theory by representing a communicative exchange between the 

user and the system. The machine displays whether the password was correct or 

incorrect. If the password is correct, the machine displays the contents of what the user 
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wants, demonstrating communication between the machine and the user. Game Theory is 

widely used in information security (Kushal & Arun, 2017). Wiener's cybernetic 

philosophy provides a conceptual framework that researchers can apply to address 

research challenges in information security. Cybernetics’ range of uses includes 

identifying needs for management information, developing policies, and managing 

financial resources (Bell et al., 2021).  

Theme 2: Check Accounts Frequently  

In this project, only two articles and no participants stated the importance of 

checking accounts frequently. Discovering a breach at that point is more reactive security 

than proactive security. Checking accounts frequently can help minimize losses, although 

it is essential to note that it will not prevent intrusion. Constantly checking accounts is 

time-consuming and tedious for multi-account holders. Misinterpretations may arise from 

misidentifying some transactions as not legitimate. Some institutions recommend 

checking all financial accounts frequently. Those institutions state that preventing an 

intrusion is paramount to checking accounts frequently.  

Cybernetics is not commonly used to verify financial accounts, as it is not a direct 

application in this field. Using a cybernetic approach to protect online financial systems 

involves automating the monitoring of financial accounts to alert users to unusual activity 

and spending patterns (Luna, 2024). Cybernetics is the study of the use of feedback loops 

in self-regulating systems. The cybernetic framework will help design systems that alert 

for automated transfers, limit withdrawals, or lock authorized cards. Cybernetics is not a 
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tool used directly to protect accounts. However, its principles may enhance automation in 

monitoring and managing financial accounts through feedback loops. 

All participants stated that it is good practice to check financial accounts 

frequently. Although preventing data breaches remains the primary goal, no organization 

is 100% protected from a financial security breach (Mahon, 2021). Identifying a breach 

early may save a significant financial loss. PNC Bank recommends checking online 

financial accounts at least twice a week for a balanced approach. Bank Five states that 

customers must check their financial accounts frequently to spot unusual activity quickly. 

Chase Bank advises checking financial accounts at least once every few days. Citizens 

Bank’s approach is to check online financial accounts based on usage. Checking accounts 

with numerous debits and credits requires frequent review. Account holders must check 

an inactive savings account at least once a month. Discover recommends logging in every 

day to catch a data breach early. Citibank recommends monitoring financial accounts at 

least once a week. TD Bank recommends that you monitor your online financial accounts 

once a week as a good starting point. A combination of seventeen articles by financial 

institutions and government sites recommends checking online financial accounts 

frequently, which means at least twice a week if not daily. 

Theme 2: Connection to Literature 

The U.S. Department of Defense utilizes effective monitoring, which is critical 

for network security and a fundamental component of the Risk Management Framework, 

an automated method for checking financial accounts. Automating account checking is a 

recommended method for consumers to monitor their financial accounts more efficiently. 
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Automation will facilitate the installation of advanced security measures, expedite 

cybersecurity processes, and enable swift, informed cybersecurity decisions (NIST, 

2020a). Cybernetic principles are foundational ideas in interdisciplinary studies that use 

biological, mechanical, social, or digital control systems (ScienceDirect, 2024). When 

checking accounts frequently, the cybernetic connection for account alerts is an 

automated financial account alert through feedback looping (Albasheer et al., 2022). The 

end user is alerted to check a financial account that has been compromised manually. 

Account alerts inform users through text, email, or push notifications about activity in 

their bank accounts, such as balance changes, transactions, or suspicious activity. The 

user will then manually check the financial accounts. Applying cybernetic principles to 

financial accounts, systems will automatically monitor changes in financial data and 

inform the user.  

Theme 3: Authentication App 

An authentication app is used in mobile technology, providing an extra layer of 

security. The app is often designed and implemented by a specific institution. The 

institution can enhance control over user access by offering increased security within the 

app. Two participants and two articles recommended the use of an authentication app. 

The authentication app may allow users to set up MFA in a more secure environment. 

Authentication apps generate one-time passwords that change frequently, making it 

difficult for a threat actor to identify. Phishing risks decrease as codes are generated 

within the app and not sent via email or SMS. Usually used through a smartphone, some 

disadvantages may arise. The phone may run low on battery power or become 
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inaccessible. Moving an app to another phone is difficult. Malicious apps may mimic 

legitimate ones, causing users to experience a steeper learning curve and longer account 

access times. Compatibility issues may include using a VPN. Not all VPNs are 

compatible with all authentication apps.  

Cybernetic principles can guide the design of authenticator apps, providing a 

framework for implementing monitoring systems built into the app. Apps monitor 

deviations in user behavior, triggering a feedback loop alerting a financial institution or 

the user (Samojło, 2019). Cybernetics offers a systematic framework for designing and 

analyzing control loops (Geckeler, 2020). Using a cybernetic framework, a system for 

ongoing account monitoring may have a control loop in which transactional data serve as 

inputs. The system bases its decision outputs on user feedback when it detects deviations 

from preselected patterns. This feedback-driven regulation enables continual account 

monitoring. 

Theme 3: Connection to Literature 

Building and deploying popular financial institution apps for mobile devices 

requires supporting various operating environments and portable computing devices such 

as smartphones or tablets. Mobile users comprise 97% of U.S. adults who use 

applications to fulfill their different needs (Pew Research Center, 2024). MAM, EMM, 

and MDM are management techniques for controlling mobile device security. MAM 

controls the device, whereas MDM focuses on specific applications to secure mobile 

devices. MAM is the software and services necessary for provisioning and controlling 

access to proprietary mobile apps. Cybernetic design in MAM supports ongoing 
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monitoring and feedback loops to detect app anomalies, policy violations, and security 

threats.  

MDM is proprietary software that enables IT administrators to manage, secure, 

and enforce smartphone and mobile device policies. Applying cybernetic principles in 

MDM leads to the design and implementation of proprietary app development, enabling 

security management to control, secure, and enforce policies. Cybernetics, as a control 

mechanism in complex MDM app development, utilizes feedback systems that 

continuously collect data on device status, user behavior, and compliance, then respond 

through an automated response based on that system. MDM is a security solution that 

monitors, manages, and secures mobile devices, including laptops, smartphones, and 

tablets (Batool & Masood, 2020). 

EMM is significant for security by using people, processes, and technology to 

manage mobile devices, wireless networks, and other mobile computing services. EMM 

is a system that prevents unauthorized access to enterprise applications, such as those 

offered by financial institutions. The security offered by EMM is password protection, 

encryption, and wipe technology, or the ability to have the device remotely wiped of all 

data (Rouse, 2019). Cybernetics plays a crucial role in the design of EMM, employing 

closed-loop control to provide continuous feedback and adapt decision-making to the 

established criteria (Franklin et al., 2020). Considering the cybernetic model, EMM 

functions as the control center, using feedback from other subsystems and comparing it to 

the desired states. 
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Theme 4: User Education 

Two participants and seven articles recommended user education. Patel (2019) 

found IT security’s weakest link is human users. Humans can undermine any security 

system. Employees’ mistakes lead to security incidents 88% of the time (Patel, 2019). 

These can occur through mistakes or a lack of knowledge. Providing an ongoing 

education program for cybersecurity training to educate users is expensive and tedious. 

Barriers to a cybersecurity training program include a lack of time, resources, and 

employee motivation, according to the National Cybersecurity Alliance (2024). No 

program has been developed in a reliable and foolproof way to educate the workforce in 

cybersecurity compliance, according to ISC2 (2025). One way to train the workforce is to 

send them phishing simulations, which include fake but realistic-looking emails, to test 

employees' ability to recognize phishing emails. This technique will demonstrate if the 

employee training regarding phishing emails is successful.  

A component of cybernetics is the science of communication in systems that 

interact with humans (Olobia, 2021). Applying cybernetics to user education enables 

users to learn effectively while receiving immediate feedback. When users fail 

authentication, the system recognizes the failure and responds by providing learning 

scenarios that correct the failed behaviors. 

Theme 4: Connection to Literature 

Cybernetics aids user education by providing feedback, suggesting behavior 

modification, and continuous learning. Cybernetics is characterized by feedback, as 

complex systems adapt to environmental factors through feedback (Jakubik, 2021). The 
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cybernetic approach to users classifies users as an integral part of a self-regulating 

system, with real-time feedback and behavioral reinforcement that shape decision-

making. By integrating cybernetic principles into user education, organizations can 

develop adaptive learning environments that provide users with continuous feedback and 

corrective actions. Control theory is a system’s output generated by a control stimulus, 

with the output measured (Peng et al., 2022). The control system comprises two 

components: the control object and the controller (Peng et al., 2022). 

Theme 5: Applying a VPN 

A VPN encrypts data for transmission by establishing a digital connection 

between a user’s computer and a VPN server. Six articles and no participants 

recommended a VPN. Benefits of using a VPN include preventing unauthorized access to 

a connection by people, software, and web browsers. A VPN hides personal information 

from hackers and masks a user’s real IP address and location. The VPN blocks browsing 

habits.  

A VPN should provide enhanced cybersecurity, but this is not always the case. 

Some of the disadvantages of using a VPN include a slower internet connection. The data 

encryption may slow down transmission rates. VPNs may collect a user’s data, have 

weak security, and use less advanced algorithms. VPNs are not compatible with some 

devices. Premium VPNs are expensive and can impact budgets. VPNs may allow users to 

access various sites that are blocked in specific geographic locations. Various countries 

ban VPNs to restrict access. A VPN will not protect against voluntary data releases.  
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Cybernetics, a project of control, provides feedback loops in a VPN connection by 

providing information on latency, packet loss, and encryption integrity (Kristel et al., 

2024). Suppose the quality of a VPN connection drops. In that case, the cybernetically 

designed system may switch servers and protocols, maintaining a secure and stable 

connection. VPNs employ cybernetic monitoring to detect disconnections and may 

trigger disconnect procedures to prevent data loss.  

Theme 5: Connection to Literature 

A VPN provides a secure connection method, adding privacy while using public 

and private networks, such as Wi-Fi and the internet (The Federal Trade Commission, 

2021b). VPNs that employ cybernetic theory actively utilize the control, communication, 

and adaptive feedback mechanisms that enable secure and reliable data transmission over 

untrusted networks. A Mobile Virtual Private Network (mVPN) performs better on a 

wireless network, as VPN apps encrypt, or scramble, the data sent between devices 

(Federal Trade Commission, 2021a).  

Looking at a VPN through the cybernetic lens reveals a self-regulatory control 

system. A VPN operates as a closed-loop feedback system. A VPN responds to 

environmental inputs and enforces rules to maintain the system’s desired secure state. 

One of the security solutions for mobile financial data transactions is an IP-based Virtual 

Private Network (IPVPN). The primary objective of a VPN is to establish a secure 

network tunnel on the public internet using encryption technology, which enables the 

transmission of data securely and prevents others from intercepting packets. 
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Theme 6: Strong Passwords 

No participants and twelve articles recommended strong passwords. The 

participants in this project said that strong passwords can present problems that lead to 

data breaches. Complex passwords can be challenging to remember. Complex passwords 

are difficult to remember, and employees often will write down the password and place it 

under the mouse pad. Entering complex passwords takes more time, reducing 

productivity with the worker. Shoulder surfing may occur when the user takes more time 

to complete them. Complex passwords do not guarantee security. MFA protects an 

account when the threat actor has obtained the password (Solomon, 2024).  

Increasing computing power is rendering many passwords ineffective in 

protecting financial accounts. Modern computers can crack a brute-force password more 

quickly using graphics processing units (GPUs). GPUs and parallel processing can try 

billions of password combinations per second (Ibrahim Alkhwaja et al., 2023). Smart 

Guessing Algorithms and AI utilize specialized password-cracking tools to reveal 

complex passwords. Complex passwords will not protect against phishing, malware, or 

password reuse threats.  

Passwords are insecure because they can be shared, guessed, or stolen. Over 50% 

of younger individuals admit to sharing passwords with friends, and 59% report reusing 

passwords across multiple sites (iProov, 2021). iProov (2021) stated that in the United 

States, 60% of consumers needed to change a password due to a data breach, and the 

average American abandoned 16 online purchases every year because of forgotten 

passwords. The end of the password could be near.  
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Cybernetics will direct strong password creation. Feedback loops in password 

creation provide real-time feedback on password complexity and strength, informing 

users if password requirements are not met. Users can utilize cybernetic principles to 

create policies that adjust passwords to meet requirements through control loops. 

Cybernetics involves adapting policies based on inputs and environmental factors. 

Cybernetics monitors ongoing communication, reporting security leaks on the dark web. 

The cybernetic principle applies to the complexity of passwords by providing feedback 

on complexity, involving a control system that enforces policies, facilitates adaptation, 

and corrects errors (Kristel et al., 2024). 

Theme 6: Connection to Literature 

Passwords are a form of single-factor authentication and are not enough to secure 

mobile devices for mobile transactions. To help increase security, IT security teams 

require MFA and 2FA for mobile financial transactions. MFA mandates users to verify 

their identities to provide multiple pieces of evidence to access a device, website, or 

application (Alqahtani et al., 2020). Passwords are controls for user access to mobile 

systems. In cybernetics, passwords are in a closed-loop feedback system. In a 

cybernetically designed system, the device and software monitor user authentication 

attempts, detecting anomalies such as failed login patterns, and then compare them to the 

established criteria, generating a response. When a user inputs a correct password, this 

prompts for MFA, which increases security because even if one credential becomes 

compromised, unauthorized users cannot meet the second authentication requirement 

(CISA, 2022). 
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I made a notable observation about Theme 5 (using VPNs), which revealed that 

only 6 out of 17 banks and government sites recommended using VPNs. Twelve of 17 

banks and governmental sites recommended strong passwords. None of the cybersecurity 

professionals in the participant group recommended VPNs and strong passwords for 

cybersecurity. The constantly evolving security landscape necessitates additional security 

measures beyond a VPN or a strong password. Many cybersecurity professionals do not 

emphasize VPNs and strong passwords because they are aware of more advanced threats, 

and these tools have inherent limitations. Although banks and other public institutions 

often promote these strategies as a first line of defense, experienced cybersecurity 

professionals focus on higher security standards that address the deeper vulnerabilities in 

modern systems (CISA, 2020, 2025). Checking accounts frequently will only reveal that 

an attack has occurred, and does not offer protection for an account.  

Applications to Professional Practice 

This qualitative pragmatic inquiry aims to identify the cybersecurity strategies 

cybersecurity professionals use at financial institutions to mitigate data breaches for 

mobile customers who access financial data. The participants agreed that using MFA 

mitigated unwanted financial transactions and account intrusions. Financial institutions’ 

specific IT problem is that some cybersecurity professionals lack effective strategies to 

implement cybersecurity measures that mitigate data breaches for their mobile customers 

who access financial data.  

Cybersecurity has evolved throughout the years. Cybersecurity professionals were 

often reactive in mitigating data breaches to financial accounts. Some of the tools 
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invented by cybersecurity professionals were passwords, antivirus software, and 

firewalls. These tools faced many limitations. Suppose a threat actor discovers one factor 

of authentication. In that case, MFA increases the challenge for a hacker to gain access to 

financial information. Cybersecurity professionals revolutionized security for mobile 

financial transactions by introducing MFA. CISA (2024) reported that MFA blocks 99% 

of automated account hacking attempts. In the 1980s, hackers realized that the 

widespread adoption of personal computers by businesses and individuals created 

opportunities for the exploitation of digitally stored data (National Cybersecurity 

Alliance, 2024). Hacking mitigation techniques, which involved antivirus software and 

firewalls, emerged in the early 1980s and 1990s. This research project employed 

cybernetic theory as its contextual framework. Cybernetic theory states that systems react 

to outputs generated and then use that information to control a cycle of MFA further. 

MFA feedback mechanisms prompt users to take action after they enter an initial 

password, demonstrating the cybernetic principle of regulation and control. Tax preparers 

are required to use MFA to protect clients. As of June 2023, the IRS mandates that 

financial institutions, tax preparers, and tax preparation companies of all sizes must use 

MFA to protect clients' sensitive information (IRS, 2024).  

Companies are turning to the cloud to provide storage and other services. MFA 

protects sensitive information in cloud accounts. Organizations protect remote desktop 

access by using MFA. The Health Insurance Portability and Accountability Act (HIPAA) 

requires protection for individuals’ health information. MFA will put firms in 

compliance. Legal firms with large databases containing clients’ sensitive information 
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utilize MFA for enhanced client protection. The federal government and the vendors they 

work with mandate the use of MFA for federal agencies. The FTC Safeguards Rule 

requires businesses that handle consumer data to maintain robust security measures to 

protect customer information from unauthorized access (Federal Trade Commission 

(2024). There is considerable demand for MFA from companies that currently use it and 

are considering adopting it in the future (Introspective Market Research. (2025).  

Implications for Social Change 

Mobile devices are rapidly changing the day-to-day business activities of global 

business and financial organizations. Mobile devices are poised to replace traditional 

financial operations and processes (Damen, 2021). Financial institutions add consumer 

value by offering mobile secure content and threat management. According to the Pew 

Research Center (2021), 97% of Americans own cell phones. Wi-Fi hotspots in coffee 

shops, libraries, airports, hotels, universities, and other public places are convenient. 

However, these systems often fail to provide adequate security (Federal Trade 

Commission, 2021a). Positive social change may result from the security strategies 

developed by this project, enabling cybersecurity professionals at financial institutions to 

implement best practices that protect their mobile customers’ financial transactions while 

on Wi-Fi hotspots in various public places, such as coffee shops, libraries, airports, 

hotels, universities, and other public venues, which may decrease fraud. 

Information security awareness procedures and policies developed for this project 

regarding mobile financial transactions may provide an additional layer of security for 

individuals using public networks. Mobile financial consumers and institutions may 
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experience social change through cost savings as more people adopt the convenience of 

mobile financial transactions, driven by mitigated mobile security concerns. Financial 

centers and consumers who utilize mobile technology in financial transactions can save 

time and transportation costs, reduce the need for employees to complete transactions, 

and contribute to the “green theme” by minimizing paperwork (Pazarbasioglu et al., 

2020).  

Recommendations for Action 

This qualitative pragmatic inquiry revealed the importance of using MFA. Implementing 

MFA represents a crucial step in enhancing account security and mitigating cyber threats. 

Identifying major software, systems, and client needs is a first step. Then, implement 

MFA wherever possible in identified areas that require cyber protection, prioritizing 

systems and accounts that require immediate protection. Users, whether employees or 

clients, must be educated on the use and value of MFA. The users need clear 

communication explaining what MFA is and why it is important. Organizations and users 

that transmit financial data need to recognize the benefits that MFA provides in 

mitigating intrusions, thereby protecting both institutional assets and customer 

information. Organizations seeking to implement effective MFA must navigate the 

tension between security requirements and user productivity. The selected authentication 

mechanisms should provide robust protection while avoiding unnecessary complexity 

that could frustrate users or encourage workarounds. This balance is particularly crucial 

for small businesses, where 43% of companies with 250 or fewer employees suffer data 
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breaches (Gasnick, 2023). Formalized policies that define MFA requirements and 

implementation standards ensure consistent application across all organizational levels.  

Using authenticator factors includes something you know, something you have, 

and something you are. The user must select at least two authentication factors to ensure 

security. The more layers added, the more secure the accounts will be. Using an SMS-

based MFA is a good starting point, but it is not comprehensive. The mobile devices’ 

Subscriber Identity Module (SIM) is vulnerable to SIM swapping and interception 

(Brennan & Smith, 2022). Push-based authentication is a user-friendly method that 

requires user input. Two-factor authentication usually involves the user’s PIN on mobile 

devices. Through social engineering, push authentication may reveal a personal PIN to a 

hacker. The hacker may send fake push requests from the users’ known companies. 

Hardware tokens provide a higher level of security. Hardware tokens are physical devices 

that resemble a USB drive, generating a unique, time-based code (Microsoft Ignite, 

2025). Users must enter the code quickly, as the MFA and hardware-based device 

require. Organizations must implement MFA on accounts with sensitive information, 

including financial information, email, and cloud storage. Employees and stakeholders 

need to be convinced and trained on the successes of using MFAs. Organizations should 

strike a balance between strong security and user convenience, creating seamless and 

easy experiences. Administrative accounts must use MFA. Administrative accounts 

provide users with policies and passwords. The information is very valuable to hackers or 

other threat actors. Institutions must research the compliance standards required by the 

General Data Protection Regulation (GDPR), HIPAA, and the Payment Card Industry 
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Data Security Standard (PCI DSS; IT Governance, 2025). Often, the compliance 

standards require MFA. MFA can also include biometric identification. Biometric 

identification may include fingerprints, face recognition, and retinal scans. MFA provides 

a critical layer of security that protects access to accounts with sensitive information. 

Institutions must balance security with MFA while keeping the user’s convenient 

experience.  

Recommendations for Further Project 

Cybernetics and MFA are two distinct but related fields. When both are involved 

with each other, they provide valuable information regarding protecting online financial 

information. Cybernetics, when applied to a security system designed for MFA, should 

yield more levels of security. Through cybernetic analysis, researchers can assess MFA 

feedback loops and determine how MFA may counter future security threats. Researchers 

can apply cybernetic frameworks to evaluate MFA feedback mechanisms and anticipate 

system responses to emerging attack vectors. Balance in a security system needs to be in 

place, as user fatigue results from strict systems that require complex MFAs. Cybernetics 

may project human behavior to build more adaptive MFA systems. Cybernetics could aid 

in creating AI systems that would augment the human element in MFA. Cybernetics is 

user-machine communication. MFA may need to adapt human actions and feedback, and 

cybernetics can help understand how to simplify those processes while enhancing 

security. Creating autonomous security systems that are self-regulating is a part of 

cybernetics. Security systems can become self-regulating, combining both cybernetics 
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and MFA techniques. Cybernetics and MFA techniques can guide autonomous response 

reporting.  

In the future, biocybernetics and security may involve MFA containing unique 

user brainwave patterns for authentication. Quantum computers have incredible 

computational power that could break any encryption method. Cybernetic models may 

design MFA systems that will mitigate attacks by quantum computing. MFA frameworks 

incorporate biometric modalities including fingerprints, facial recognition, iris scans, and 

voice recognition. Cybernetically designed, AI-driven MFA biometric systems may 

evolve and succeed, protecting systems from quantum computer attacks. 

Reflections 

In more than 16 years of teaching computer-related courses, I have observed 

relatively few significant changes in the instructional approaches to this field. Staying up-

to-date is challenging. When I began the doctoral degree, I investigated the security 

strategies used by cybersecurity professionals to mitigate data breaches for mobile users 

accessing financial data. I was at the data collection point when my participants backed 

out, citing they had received notices not to speak with anyone about their institutions’ 

security policies. This setback delayed my progress approximately one year as I 

reapproached the IRB and revised my project to employ a pragmatic approach. Another 

challenge was learning how to write with a scholarly voice. I have learned how to 

conduct research, scholarly writing, and analyze data. I networked to find participants. 

No other method worked. Finding and interviewing my participants took about three 

months.  
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Attending courses at Walden University’s DIT program has greatly impacted my 

students at two state colleges and a university. Walden University heightened my 

awareness that project-based learning modalities prove most effective in teaching 

students, as these approaches foster competitiveness and promote self-directed learning. 

My schools use a skills assessment management system from third-party educational 

software developers. Automated assessment systems grade student projects while 

generating real-time feedback. I often remind my students that they have the best learning 

experience with project-based learning. 

When I began my project, my preconceived bias was that VPNs would be widely 

recommended and used by cybersecurity professionals to mitigate online threats. 

Subsequent research established that MFA affords superior comprehensive protection 

compared to earlier authentication methods. I realized that security to protect financial 

transactions was evolving faster than my studies. I ensured reliability and credibility, 

triangulated the data, and used member checking. I applied NVivo 15 to develop data-

driven themes through inductive analysis, thus minimizing the risk of researcher-imposed 

bias or data skewing. Summary and Project Conclusions 

Cyber threats are evolving at a rapid pace. Organizations' reliance on reactive 

security paradigms rather than proactive frameworks has resulted in billions of dollars in 

financial losses. Finally, a newer technique, MFA, has been found to mitigate over 99% 

of intrusions (CISA, 2024). The federal government requires an MFA for many financial 

institutions, tax preparers, and other institutions that handle sensitive consumer 
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information. Cybersecurity professionals must develop a culture that embraces MFA as a 

fundamental layer of defense in any security strategy.  

My project’s problem statement is “The financial institutions’ specific IT problem 

is that some cybersecurity professionals lack strategies to implement cybersecurity in 

mitigating data breaches for their mobile customers who access financial data.” This 

project’s findings suggest that MFA’s demonstrated effectiveness as a cybernetic control 

mechanism regulating access and system behavior has contributed to its widespread 

adoption within the cybersecurity professional community. Much financial data was 

breached, with many large-scale data breaches reported only a few years ago. Global data 

breach incidents exact an average financial toll of $4.9 million per organization (IBM, 

2024). The proliferation of MFA implementation among financial institutions correlates 

with significant reductions in breach-related financial losses (IBM, 2025).   
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Appendix B: Interview Protocol 

 

•    Greet the participant and help them feel at ease.  

•    Thank the participant for taking the interview.  

•    Ensure the participant is advised that they can withdraw from the interview at any 

time without any penalty.  

•    Advise the participant that the recording has begun and ensure strict confidentiality of 

the recorded content. 

•    Being in this interview will involve a small amount of time recording a ten questions. 

With the protections in place, this semi-structured interview would pose minimal risk 

to your well-being. The interview questions will not number more than 10 

•    I will identify the participants and date of interview.  

•    I will begin the interview with the questions provided.  

•   I plan to interview five to ten security professionals. I will review the online security 

policies of two or more companies to ensure data saturation.  

Interview Questions 

 

What security strategies are in use by cybersecurity professionals at financial 

institutions to mitigate security breaches for their mobile customers? 

1. How do you use your cybersecurity to mitigate data breaches for mobile 

customers who access financial data? 

Probe: What cybersecurity do you have at your disposal? 

2.  What cybersecurity has been found to be the most effective in mitigating data 

breaches for mobile customers who access financial data? 
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 3. What cybersecurity measures do you identify as least effective? 

4. How do you perceive successful techniques enabling users in current cybersecurity 

strategies? 

5. What is your evaluation of the current cybersecurity that mitigates data 

breaches for your mobile customers?  

6. What challenges do you face regarding protecting financially transmitted 

information using mobile devices? 

7.  How would you describe the effects of cybersecurity on mitigating data breaches 

for your mobile customers who access financial data? 

8. Is there anything else you would like to add reflecting on your cybersecurity for 

data breaches used by mobile customers who access financial data? 
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