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Abstract

Educational technology (EdTech) interoperability throughout cyberspace provides the financial opportunity
to collect and sell student privacy information in digital learning environments, challenging school leaders to
govern schools and keep children safe. School leaders provide the resources, funding, planning, decision
making, and administration for EdTech cybersecurity practices and policies, yet little is known about what
public school leaders understand. A quantitative study was designed using primary data collected from an
online survey. Four research questions guided this study: What are the differences in cybersecurity practices
and policy response scores (1) between male and female school leaders; (2) among leaders with different
educational achievements; (3) among leaders of different age ranges; and (4) among leaders of different types
of school districts? Participants were purposefully identified by their roles from 1,121 Texas public school
districts. The sample population was n = 173 and consisted mainly of board members, superintendents,
principals, and other district managers. Analysis of variance (ANOVA) was used to determine significant
differences between the variables, which revealed a significant difference between men and women in terms of
technical terminology, with F (3, ;1) = 5.28, MSE = 3.50, p = .023, n2 = .030, n = 173. Mode analysis revealed
that 33.98% of participants correctly responded to questions about EdTech practices affecting children in
schools, and 40.70% correctly responded to questions about school cyber practices, indicating knowledge gaps
exist. The implications of narrowing the knowledge gap in schools are critical, leading to potential
improvements in student digital security and safety. Also, narrowing the gap can mitigate analytical profiling
throughout a student’s lifetime, which can lead to loss of education, job, and financial opportunities.
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Introduction

Little is known about school leaders’ basic literacy in cybersecurity when it comes to educational technology
(EdTech), cybersecurity practices, and policies affecting students in digital learning environments in K-12
public schools. According to researchers, the majority of individuals in school leadership positions lack
sufficient understanding, making it unclear precisely what they know about cybersecurity practices and
policies within the schools they govern (Archambault, 2021; Becker & Levin, 2020; Boninger & Molnar, 2020;
Moore et al., 2021).

Understanding of cybersecurity practices and policies is critical. School leaders have the responsibility to
prioritize curricula, policies, learning applications, resources, decision making, and governance of
cybersecurity and digital literacy throughout the schools (Elmali et al., 2020; Fouad, 2022; Moon, 2018).
School leaders should also be cognizant of the security issues, practices, and policies affecting students
throughout the school environments they oversee (Becker & Levin, 2020; Symons & Pierce, 2019).

Over time, digital dossiers are accumulated on students and are used in predictive analytics, which can result
in identity, financial, and future opportunity losses relating to, for example, employment, health insurance,
and education (Archambault, 2021; Keeny, 2019; van der Hof et al., 2020). Digital dossier mishandling can
lead to unwanted informational exposures, such as “outings” of individuals with alternative lifestyles (Werbin
et al., 2017), and can lead to digital redlining—a method of algorithmic discrimination that is nontransparent
to the public and can marginalize racial and socioeconomic groups (Brown & Klein, 2020).

Security breaches occur when companies sell and resell information multiple times (Archambault, 2021;
Weller, 2018). These breaches, as well as the selling of student information, can lead to cyberbullying, trolling,
manipulation of children online, and sex trafficking (Cramer, 2020; Torbert, 2021). Additionally, breached
information is often sold on the digital black market (Fontichiaro, 2019; Fouad, 2022; Symantec, 2019;
United States Government Accountability Office [USGAO], 2020; van der Hof et al., 2020). As there are no
expiration dates or time regulations on EdTech organizations with regard to data collection (Archambault,
2021; Renz & Hilbig, 2020), the consequences of EdTech mismanagement can occur throughout students’
adult lives.

Literature Review

Educational Technology Rise and Dominance

EdTech began evolving rapidly in 1998, through the internet, in support of collaborative learning. EdTech
became a method to lower costs (Renz & Hilbig, 2020; Weller, 2018), as technology provided a means by
which educational content could be reused without recreating materials (Renz & Hilbig, 2020; Weller, 2018).
Additionally, packaging learning materials in software benefited the educational sector by lowering labor
costs, as the world needed only a few examples of content for instruction (Corbett, 2018; Pise, 2019; Weller,
2018). Although these purposes may have contributed positively to the academic field, the potential for
problems arose.

As EdTech firms evolved, through venture capitalism and lobbying efforts (Boninger & Molnar, 2020;
Cramer, 2020), student data became a commodity, collected and sold, for companies such as Google,
Microsoft, Apple, Meta, and Amazon (Archambault, 2021). Lobbying by philanthropists, such as Bill and
Melinda Gates, prompted the incorporation of EdTech into schools (Boninger & Molnar, 2020). Additionally,
during the No Child Left Behind era, student achievement tests resulted in massive data, which provided
further circumstances to incorporate technology into education (Boninger & Molnar, 2020). Education
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has become so profitable that EdTechs make approximately 90% of their revenue from collecting and selling
data (Archambault, 2021), and, in recent years, compounding factors, including the COVID-19 pandemic and
private education, forced public school leaders to turn to companies that could provide lower costs, free
services, and free products to classrooms (Fouad, 2022).

EdTech companies enjoy favorable laws (Archambault, 2021), such as Section 230 of the Communication
Decency Act, an immunity law that provides legal shielding from responsibility and accountability (Cramer,
2020). Historically, Section 230 allowed companies to build and prosper during their startup years (Cramer,
2020). Section 230 also contains the Good Samaritan clause, which enables EdTech organizations to self-
regulate (Cramer, 2020; Hill, 2019). This disallows transparency and enforcement (Archambault, 2021;
Boninger & Molnar, 2020; Hill, 2019) and becomes an additional legal shield for technology firms to keep
data collection processes and procedures hidden from the public (Boninger & Molnar, 2020). Along with
Section 230, the Family Educational Rights and Privacy Act (FERPA) was amended so that schools could
release information as directory information without consent. Directory information is defined according to
individual schools’ interpretations and differs across applications and schools (Marek & Skrabut, 2017; Parks,
2017). Additionally, FERPA was changed in 2009 and 2011 to allow EdTech organizations to become school
officials, giving companies the legal right to collect and sell student data without parental consent
(Archambault, 2021; USGAO, 2020; Jones et al., 2020). School contracts with school officials allow for
sharing data with third parties, which can then use this student information outside the intended domains
(Boninger & Molnar, 2020). Contributing to the confusion for public and school leaders is that Section 230
and the Children’s Online Privacy Protection Act (COPPA) apply to EdTech organizations but not schools, and
FERPA applies to schools but not to EdTech organizations (USGAO, 2020).

Kim et al. (2020) argue that companies are disinclined to prioritize privacy unless compelled by public
opinion. Cramer (2020) suggests that technology organizations are disincentivized to protect children’s
privacy and are rewarded for their practices because there is currently no accountability. The lack of
transparency and favorable legal immunity laws perpetuate data extraction business practices (Archambault,
2021; Boninger & Molnar, 2020; Fouad, 2022; Jones et al., 2020; Torbert, 2021). Parents have little recourse
when breaches and harm occur and are instructed to file complaints under FERPA. To date, however, no
FERPA tort cases exist, as the federal government is disinclined to enforce or take actions against EdTech
companies (Boninger & Molnar, 2020; Marek & Skrabut, 2017; Schrameyer et al., 2016). And, as EdTech
organizations enjoy insufficient federal oversight during mergers, this allows them to become monopolies and
extort market power. Moreover, since few competitive threats exist, these firms can extract data with little
privacy protection and maximize profitability (United States House of Representatives, Committee on the
Judiciary, Subcommittee on Antitrust, Commercial, and Administrative Law, 2022). Data control is market
control (Mahari et al., 2021), and there is no expiration on extracted data (Renz & Hilbig, 2020). With data
control practices excluding competitors, data power becomes a dominant force (Mahari et al., 2021).

In addition to monopolization, consequences of the COVID-19 pandemic benefited EdTech. School leaders
were generally unprepared to implement technology (Moore et al., 2021), just as schools were forced to shift
rapidly to online learning (Bakhshaei et al., 2020). The premature adoption and rapid implementation of
technology led to insufficient cybersecurity knowledge within educational domains (de Paula, 2021; Johnson
et al., 2021). Companies such as Google provided products and services to the academic sector; Chromebooks,
for example, were loaded with Google browsers, Gmail, and G Suite applications (Archambault, 2021; de
Paula, 2021). The pretense of free services provided the means for collecting student data, because Google had
ample accessibility through its products (Archambault, 2021). The collection, selling, and reselling of data
render students and children in schools the de facto assets and products of EdTech organizations (Boninger &
Molnar, 2020).
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How Student Data is Extracted

The internet can be considered a massive cyber spider web, where the threads are digital flow, and the
connecting points of the threads at each end are the point sources (Human Centered Design & Engineering,
2021). In today’s learning landscape, a child moves in and out of applications and is tracked and monitored
(Boninger & Molnar, 2020), with data being collected at point sources. Hidden actors accomplish the data
extraction at these point sources, and the data is then often sold to the highest bidder in hidden marketplaces
(Brown & Klein, 2020). Google is an example of a significant hidden and multi-faceted actor, which operates
as a friendly browser and provides navigation to domains in exchange for extracted data (Archambault, 2021;
de Paula, 2021; Fontichiaro, 2019).

As the main force behind student data extraction is profit, EdTech organizations’ goals are in conflict with the
goals of public education (Hackman & Reindl, 2022; Moore et al., 2021; Renz & Hilbig, 2020; Torbert, 2021).
Researchers suggest that educators are primarily unaware of the tension between entities, cyber business
practices, and consequences affecting children (Buchanan et al., 2019; Center for Democracy & Technology,
2020; Johnson et al., 2021).

Purpose of the Present Study

The purpose of this study was to ascertain school leaders’ understanding of cybersecurity practices and
policies in public schools. School leaders included superintendents, assistant superintendents, principals,
assistant principals, board members, and other district leaders with decision-making responsibilities. There
were four independent variables and five dependent variables in the study. The following research questions
guided the study and were the independent variables:

1.0 RQ1: What are the differences between the cybersecurity practices and policy response scores
of male and female school and district leaders?

1.0.1  Hoe1: There are no significant differences between the cybersecurity practices and
policy response scores of male and female school district leaders.

1.0.2  Ha1: There are significant differences between the cybersecurity practices and policy
response scores of male and female school district leaders.

2.0 RQ2: What are the differences among cybersecurity practices and policy response scores in
terms of school district leaders’ educational achievements?

2.0.1 Hy2: There are no significant differences among cybersecurity practices and policy
response scores in terms of school district leaders’ educational achievements.

2.0.2 H,2: There are significant differences among cybersecurity practices and policy
response scores in terms of school district leaders’ educational achievements.

3.0 RQ3: What are the differences among cybersecurity practices and policy response scores in
terms of school district leaders’ age ranges?

3.0.1  H,3: There are no significant differences among cybersecurity practices and policy
response scores in terms of school district leaders’ age ranges.

3.0.2  H,3: There are significant differences among cybersecurity practices and policy
response scores in terms of school district leaders’ age ranges.
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4.0 RQ4: What are the differences among cybersecurity practices and policy response scores in
terms of school district leaders’ district types?

4.0.1  Ho4: There are no significant differences among cybersecurity practices and policy
response scores in terms of school district leaders’ district types.

4.0.2  Hagq: There are significant differences among cybersecurity practices and policy
response scores in terms of school district leaders’ district types.

The hypotheses and research design were developed to determine if gender, educational achievement, age
range, or district type affected leaders’ knowledge of cybersecurity practices and policies in schools. The
research questions and design specifically focused on factors discovered from the literature research.

Methods

This study used a quantitative approach with one-way ANOVA and Bonferroni pair-wise post-hoc analysis to
determine if there are significant differences among the sample population of n = 173 school leaders in their
response scores to an online survey conducted in Qualtrics. All participants were purposely selected by their
job roles from public websites. The independent variables were the demographic factors derived from the
research questions. The dependent variables were the response scores inductively arranged into categories
and summed in SPSS. The theoretical framework guiding this study was Nissenbaum’s contextual integrity
theory on information privacy and transmission flow (Nissenbaum, 2004, 2009; Human Centered Design &
Engineering, 2021). According to Nissenbaum (2009), the structure of information transmission and privacy
should be within the boundaries of what is acceptable by societal norms.

Participants

The purposeful sampling method was used to recruit school leaders from 1,121 Texas Independent School
Districts (ISDs) (State of Texas, n.d.). The sample population was n = 173 and consisted of n = 92 females, or
53.2%, and n = 81 males, or 46.8%. Board members were n = 52, or 30.1%, superintendents and assistant
superintendents n = 20, or 11.5%, principals and assistant principals n = 70, or 40.5%, and all other district
leaders n = 31, or 17.9%.

The actual sample participants were 96.7% of the G*Power recommendations, so the full sample rate could
not be achieved. 25,965 email invitations were sent to individuals, resulting in n = 218 total responses and n =
173 finished responses. The response rate was less than 1%.

Instrumentation

The instrument consisted of six background questions, one technology self-awareness question, and 23 true or
false questions. The 23 true or false questions were inductively categorized into five dependent variables and
summed in SPSS. The assumption was that summing scores would capture a better participant response and
measure the same variable. Individual question responses would not be as reliable and reflect an individual’s
score. Creswell and Guetterman (2019) indicated that summing scores can increase reliability and the
respondents’ intentions. The five dependent variables were:

1.0 Basic school technology understanding
2.0 Basic technology terminology understanding

3.0 Basic EdTech practice understanding
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4.0 Basic school cyber practice understanding

5.0 Basic school cyber policy understanding

The scales of measure for the instrument were originally nominal and transformed into ordinal scales in SPSS.
Design

The design was a non-experimental quantitative analysis of primary response scores from an online
instrument that was pilot-tested and expert-reviewed with a S/CVI of .98 and CV/U of .90. Participants’
responses to the instrument were tested with Cronbach’s alpha at a = .445 for a multi-dimensional measure
and deemed acceptable (Ekolu & Quainoo, 2019; Taber, 2018). The five dependent variables were inductively
categorized and grouped from 23 nominal survey questions. The questions assessed basic understanding of (1)
school technology, (2) technology terminology, (3) EdTech practices, (4) school cyber practices, and (5) school
cyber policies. Multiple question responses were summed for each category of the dependent variable. Four
independent variables were gender, education, age range, and district type. G*Power analysis for ANOVA with
four groups indicated a recommended sample of n = 179. The ANOVA analysis was chosen to compare the
means of the variables without covariates or interactions from other variables.

Ethics Procedure

Ethics approval for this study was granted through the IRB process (IRB 01-30-24-1186700). All individuals
were contacted electronically through Qualtrics and informed of their right to participate or decline
participation. The population was notified of the purpose of the study, how the responses would be used, and
how long the participants’ information would be kept. Participants were not offered incentives.

Data Collection

Participant population contact information was compiled from public websites. Email reminders were sent to
unfinished survey participants in two intervals. Data collection occurred from February 25, 2024 to April 25,
2024. The total emails sent were 25,965 and distributed through Qualtrics. Of the n = 173 sample participants,
n = 147 had advanced educational degrees, representing 84.97% of the sample population. The participants’
ages ranged mainly between 40 and 60 years, n = 138, representing 79.77% of the sample population. The
districts represented were 38.2% rural, n = 66; 35.3% suburban, n = 61; and 26.1% urban, n = 46. The
response data were collected in CSV format from Qualtrics and downloaded into MS Excel 2021 for filtering,
organization, and initial analysis. The data were re-coded from the nominal to the ordinal scale, identifying
information was deleted, and the remaining data were uploaded into IBM’s SPSS (Version 29) for ANOVA
statistical analysis. Non-parametric data were analyzed through Kruskal-Wallis (K-W). The response scores
were inductively categorized and summed in SPSS into five dependent variables based on question types. Any
missing response data were excluded from the summation.

Data Analysis

Data analysis was performed in SPSS (Version 29). One-way ANOVA tests were used to analyze the variables.
ANOVA was selected to focus on the variables’ difference in variances. One-way ANOVAs were chosen to
compare the means from the research questions as independent factors with the dependent variables without
covariates or interactions of other variables. The Fisher analysis of variance, or F ratio, was calculated from
the ANOVAs to determine the variations between and within the variables or the overall difference among the
variables tested (Salkind & Frey, 2020; Tanner, 2012). The ANOVA calculated the descriptive statistics, such
as mean, standard deviation, standard error of the variables, and frequency. Levene’s test was used to check
homogeneity. Normality was analyzed through skewness and kurtosis testing. Partial eta-squared sampling
was used to check effect sizes and confirm sample size adequacy. Bonferroni pair-wise comparisons were
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performed post-hoc where significant differences existed between the means of the variables. Significant
values were determined through post-hoc analysis with p < .05. Kruskal-Wallis was conducted where data
indicated non-parametric conformity. Alpha was set at a = .05. (See Table 1.) Correct responses to the true
and false portion of the survey were calculated in MS Excel to determine the percentage of correct responses.
(See Table 2.)

Results

Table 1 contains the SPSS statistical analysis summary. There were significant differences between genders in
terms of technology terminology, with F(1, 171) = .528, MSE = 3.50, p = .023, and n2 = .030. Bonferroni ad-
hoc pairwise testing showed significance between males and females in terms of basic technology terminology
knowledge, with p = .023. No other significant differences were found between the variables. Alpha was set at
a=.05.

Table 1. SPSS Summary

Independent Dependent Sample M SD Sig F n2 K-W DF

variable variable

Gender School 173  10.399  1.021 0.522 0.411 0.002 1
technology

Gender Technology 173 4.960 0.824 0.023*% 5.285 0.03 1
terminology

Gender EdTech 173 8.000 1.649 0.713 0.136 0.001 1
practices

Gender School cyber 173 5.595 0.895 0.584 0.301 0.002 1
practices

Gender School cyber 173 6.619 0.924 0.256 1.298 0.008 1
policies

Education School 169  10.402 1.025 0.260 1.349 0.024 3
technology

Education Technology 169 4.970 0.826 0.812 0.318 0.006 3
terminology

Education EdTech 169 7.976  1.643 0.510 0.774 0.014 3
practices

Education School cyber 169 5.586 0.890 0.251 ** ** 0 4.103%F 3
practices

Education School cyber 169 6.603 0.921 0.089 2.211 0.039 3
policies

Age range School 172  10.407  1.019 0.050 0.792 0.014 3
technology
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Age range Technology 172 4.959 0.826 0.413 0.96  0.017 3
terminology

Age range EdTech 172 8.006  1.653 0.916 0.171 0.003 3
practices

Age range School cyber 172 5.605 0.889 0.658 0.536 0.009 3
practices

Age range School cyber 172 6.616 0.926 0.160 1.698 0.029 3
policies

District type School 173  10.399  1.021 0.462 0.775 0.009 2
technology

District type Technology 173 4.960 0.824 0.420 0.872 0.010 2
terminology

District type EdTech 173 8.000 1.649 0.320 1.148 0.013 2
practices

District type School cyber 173 5.595 0.895 0.173 1.77 0.020 2
practices

District type School cyber 173 6.619 0.923 0.542 0.614 0.007 2
policies

Table 2. Mode Analysis of True or False Responses

Dependent variable Correct (n) Incorrect (n) Total (n) Correct (%) Incorrect (%)

School technology 764 271 1035 73.82 26.18

Technology 348 162 510 68.24 31.76

terminology

EdTech practices 351 682 1033 33.98 66.02

School cyber practices 280 408 688 40.70 59.30

School cyber policies 458 229 687 66.67 33.33

Symons and Pierce (2019) stated that school leaders should be cognizant of the security issues, practices, and
policies impacting the students throughout their school districts, as prior evidence suggests that children are
adversely affected by digital profiling and the commoditization of their privacy data (Lou & Kim, 2019;
Radesky et al., 2020; van der Hof et al., 2020). In this study, the cyber practices inquiry covered collecting,
selling, and reselling children’s school privacy information. In one example, participants incorrectly thought
EdTech firms must be certified, regulated by the government, and are liable for the harm they cause—or
contribute to—in civil court. Study findings also revealed that only 34% of school leaders responded correctly
to questions about essential EdTech organizations’ cyber practices, indicating that approximately 66% did not
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answer the questions correctly, and it can be determined that their knowledge is insufficient. Additionally,
only 41% of participants responded correctly to questions about basic school cyber practices. This finding
indicates that approximately 59% did not answer correctly. As an example, school leaders did not understand
that EdTech entities are immune from harm caused by their actions and that because of that immunity status,
parents (whose children are harmed) are told to file a complaint with FERPA, with no recourse. Section 230
protects EdTech companies from liability. Archambault (2021) argues that there have been no civil cases
through FERPA and that parents have little legal remedy.

The lack of EdTech certification and test requirements conceals current practices. Boninger and Molnar
(2020) explained that transparency and scientific rigor are lacking and that EdTech companies are selling and
using buzzwords for economic gain without certifying their applications to meet standards that would avoid
negatively affecting children. Additionally, no regulatory framework discloses how the student’s information
is collected—and for what purposes it will be used (Boninger et al., 2017). Furthermore, since legislators
require minimal governance from technology companies, oversight is remanded to school districts (Cramer,
2020; Hill, 2019), but the school districts mostly overlook EdTech cyber practices (Fouad, 2022).

The question about school cyber practices involved FERPA and COPPA policies and compliance, addressing
parental consent, transmission, and posting of student data, as well as basic school data violations. The study
findings indicated that 59% of school leaders were insufficiently knowledgeable regarding emailing student
information, posting pictures on social media, parental notifications, and FERPA age requirements. This is
arguably because cyber business practices are counterintuitive to norms, values, and the expectations of
society Nissenbaum (2009). The findings of this study also indicate that approximately two-thirds of
participants were insufficiently knowledgeable regarding data extracting, selling, and reselling operations, and
many student data violations occurred because educators emailed information to incorrect sources or posted
privacy information on websites (USGAO, 2020). Actions of staff members, teachers, administrators, and
support personnel are attributed to approximately 33% of the cybersecurity violations in U.S. schools between
2015 and 2020 (USGAO, 2020).

As noted above, researchers maintain that student privacy data can be disclosed to EdTech companies under
the FERPA school official exception clause without parental or student consent (Archambault, 2021; USGAO,
2020; Jones et al., 2020). Under the school official rule, institutions can release student data to contractors,
consultants, volunteers, and all parties who could otherwise perform an educational function (Jones et al.,
2020). Researchers argue that data mining of children’s digital information will only increase as companies
develop newer technologies and methodologies driven by the value of student data (Marcu & Danubianu,
2019; van der Hof et al., 2020).

The study findings indicate that gender could affect school leaders’ understanding of technology terminology
(the comprehension of digital communication), which can assist school leaders in making informed decisions
regarding the digital products and services planned, implemented, and maintained throughout school
districts. The sample size of females, for this study, was n = 92 and males n = 81, with the female sample size
being 12% more than male. The ANOVA results for this study showed significant differences between males
and females in terms of their knowledge of basic technology terminology, F(;,171) = 5.26, MSE = .350, p = .023,
n2 = .030, n = 173. These ANOVA results align with prior research and suggest that gender can affect decision
making and outcomes (Davidson et al., 2020; Guedes et al., 2023). Therefore, it can be argued that gender
plays a factor in understanding technology terminology and its implications at the school district governing
levels, which can influence district and school technological decision-making.

The State of Texas grants independent school districts (ISDs) autonomy over school governance (Texas
Education Code § 13.001, 1995), indicating that ISD leaders have authority, decision-making power, and
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oversight of cyber decisions, policies, and practices. Because leaders plan, implement, and govern within state
laws (Texas Education Code § 13.001, 1995), they can establish criteria and oversee EdTech organizations.

Discussion

Educators lack an understanding of data flows and the data collection process used by technology companies
(Livingstone et al., 2019). Specific data mining targeted at education is a new field of research that allows
academic decision-makers to have a deeper understanding of the educational needs of their institutions
(Marcu & Danubianu, 2019).

The mode analysis for this study found that school leaders lacked sufficient understanding of cyber policies
and practices in public schools—and that there are knowledge gaps in digital literacy, as leaders often remand
cyber issues to IT departments, where personnel have little authority to institute policy interventions and lack
decision-making power and oversight (Fouad, 2022). Researchers also suggest most leaders are unaware of
the data collection activities, potential consequences, and cyber violations that can occur within digital
learning environments (Buchanan et al., 2019; Center for Democracy & Technology, 2020; Johnson et al.,
2021).

Additionally, the study findings show a significant difference between male and female response scores in
terms of technology terminology, such as understanding the terms and operations of the Internet of Things
and thumb drives. The respondents were 85% advanced degree holders. Pew Research (2019) found that
understanding of technology-related issues varies greatly depending on the topic, term, or concept and that
adults with bachelor’s or advanced degrees tend to understand technology better. Nevertheless, the findings
suggest that even among those with advanced degrees, there are gender differences with regard to technology
concepts. And the knowledge gaps are expected to continue and grow as digital technology rapidly advances
and school districts attempt to keep pace (McDermott et al., 2019).

Researchers argue there is no evidence that student cybersecurity issues are likely to go away, because, as
technology evolves, the practices of privacy invasion will, as well (Adams, 2017; Livingstone et al., 2019;
Moon, 2018). Profitability will influence the commoditization of student data, affecting those responsible at
the districts and schools for keeping children and their information safe (Archambault, 2021).

Regardless of EdTech companies’ profitability, society expects children to be kept from harm in educational
domains, but the current cyber practices and policies are in tension with the expectations of societal norms.
Nissenbaum (2009) argues that the digital information flow is disrupted when this tension occurs, and the
contextual integrity framework is violated. Additionally, there is rising concern about losing control over
personal information in the public discourse, an individual’s ability to discern privacy boundaries, and
understanding legal boundaries for private and public parties regarding privacy (Livingstone et al., 2018).

Conclusions and Recommendations

Nissenbaum (2018) argues that something is missing from the bodies of law and regulations regarding privacy
and that new technologies, practices, and institutions cross the privacy thresholds, as evidenced by public
hearings, while legislation and enforcement lag behind. Although it may be unfair to place the sole
responsibility for children’s cyber safety on school leaders, EdTech organizations and parents are obligated to
provide cybersecurity oversight and protection for their children. It is also reasonable to believe that these
companies should be accountable for protecting children and their privacy.
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This study focused on school leaders from the state of Texas who were tasked with governing schools under
their charge, including the expectations that students and their data will be safe, utilizing the technology
approved for district use—schools are where society expects children to be as safe as possible from harm. The
combination of cyber business practices, inadequate and oblique laws, and school cyber violations, however,
hinders cybersecurity and puts children and their privacy at risk (Nissenbaum, 2019).

School leaders’ lack of cyber business practices and understanding can lead to consequences for children,
including barriers to future educational opportunities, employment, health care, and financial and identity
losses (Brown & Klein, 2020; Cramer, 2020; Torbert, 2021). Leaders with a solid understanding of cyber
business practices can assist with providing support and resources to schools, establishing age-appropriate
curricula, raising the awareness of teachers and staff, and practicing governance of EdTech firms throughout
districts.

Because the study results indicate educational leaders have cyber knowledge gaps, narrowing these gaps can
assist with establishing safe cybersecurity procedures throughout districts. This can be accomplished through
a multi-faceted approach, such as increasing the cybersecurity knowledge of public school personnel;
developing age-appropriate cyber literacy curricula; and implementing safeguards, such as Nissenbaum’s’
ought or ought not concept, which can be implemented during the planning, designing, developing, and
implementing stages of technology in schools. Nissenbaum’s (2009) contextual theory can lead to improving
student digital security and safety in public schools throughout the United States and internationally. As
suggested by Nissenbaum (2009), the ought or ought not concept is an ethical question to be asked at each
stage, by relevant personnel from engineers to lawmakers: Ought this to be as society expects or ought not? If
the answer is “Ought not,” there is a disruption.

Limitations

The limitations of this study included generalizing that the individual participants represent the population by
restricting the study to the state of Texas, having less than the recommended sample rate response, and
discovering that the majority of the sample participants were advanced degree holders. The sample
population collected for the study was n = 173 from the Texas ISDs, representing 96.7% of the G*Power
recommendation for an ANOVA with four group levels. The participants represented a well-educated sample
population, with approximately 85% earning at least a master’s or higher degree. Purposeful sampling with
the quantitative approach confined participants’ responses to the online survey, based on their roles. The
instrument questioning was closed-ended and did not help to understand the participants’ responses. Some
participants had incomplete answers. Additionally, there may have been occurrences where some participants
attempted to provide acceptable responses instead of truthful answers or may have guessed and rushed
because of survey fatigue. Cronbach’s alpha to the response questions from the instrument was calculated at a
= .455, which may raise reliability concerns to some researchers but, according to prior research, is deemed
acceptable because of the multi-dimensional content the instrument measured (Ekolu & Quainoo, 2019;
Taber, 2018). Barera et al. (2021), Ekolu and Quainoo (2019), and Taber (2018) concurred that any standard
threshold or criteria for alpha for an instrument that measures multiple concepts should be between .15 and .5
(Ekolu & Quainoo, 2019). The instrument assesses participants’ basic understanding of EdTech cybersecurity
practices and policies and should not be highly consistent, because the measurement assesses multiple and
different concepts of EdTech cybersecurity practices and policies.
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