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Abstract 

The healthcare industry has been impacted by an increase in cybersecurity breaches 

because of cyberattacks when using telemedicine. It is crucial that information 

technology (IT) managers in the private healthcare industry protect personal health 

information (PHI) to uphold patients’ right to privacy, maintain their trust, prevent legal 

ramifications, and to comply with government regulations. This qualitative pragmatic 

research used the integrated system theory (IST) as a road map to explore effective 

cybersecurity strategies used to protect PHI in telemedicine. The participants were seven 

IT managers in the private healthcare industry within the United States who had 

experience with cybersecurity strategies implementation to protect PHI from cyberattacks 

when using telemedicine. Data were collected using semistructured face-to-face 

online/virtual interviews, voice recordings and researcher notes, and publicly available 

online documents. The analysis focused on five major themes: (a) protection from 

unauthorized disclosure, (b) risk management, (c) cybersecurity awareness and education, 

(d) privacy, and (e) data-loss prevention. Some recommendations for IT managers are to 

implement an integrated data protection strategy that includes security mechanisms, such 

as encryption and access control, while keeping a balance between confidentiality, 

integrity, and availability, as well as to ensure that personnel receive cyber awareness 

training and education to recognize threats. The implications for positive social change 

rest on the potential for IT managers to enhance cybersecurity measures to reduce PHI 

data exposure in telemedicine, thus improving healthcare outcomes for individuals and 

potentially increasing individuals’ quality of life.   
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Section 1: Foundation of the Study  

Background of the Problem 

Telemedicine technology offers a great advantage in communication, especially 

since the development of smart technology, such as smartphones, tablets, wireless 

monitoring, face-to-face (video) calls, and messaging, including capabilities of utilizing 

many applications (apps) simultaneously. In the past decade, the proliferation of this 

technology has made possible its use to provide healthcare services at a distance; this 

concept is known as telemedicine (Chellaiyan et al., 2019). A consumer-driven adoption 

of telemedicine technology is positively impacting society with lower cost patient care 

service by having access to healthcare from a remote location (Haleem et al., 2021).  

Telemedicine’s benefits go beyond the medical realm; it brings socioeconomic 

benefits and health education growth, increases healthcare quality, and, more importantly, 

leads to a better quality of life (Salsabilla et al., 2021). Although society benefits from the 

use of telemedicine, there are still concerns about protecting personal health information 

(PHI) and meeting security challenges encountered with the Health Insurance Portability 

and Accountability Act (HIPAA; Wasserman & Wasserman, 2022). The extensive use of 

this technology might increase the exposure of PHI used in telemedicine (Sethuraman et 

al., 2020). Nevertheless, it is important to explore and learn from those who have 

embraced this technology, along with all the benefits telemedicine brings to communities, 

societies, and countries. 
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Problem Statement 

Cybersecurity gaps in the protection of PHI are affecting patient care and the safe 

implementation of telemedicine in the healthcare industry (Bhuyan et al., 2020). The U.S. 

Department of Health and Human Services in the 2019 Civil Rights Breach Report 

indicated that healthcare records exposure had increased by 82% from the previous year 

(Chua, 2021). The general information technology (IT) problem is that some IT managers 

in the healthcare industry lack cybersecurity strategies to protect their customers’ PHI. 

The specific IT problem is that some IT managers in the healthcare industry lack 

cybersecurity strategies to protect their customers’ PHI from cyberattacks when using 

telemedicine. 

Purpose Statement 

The purpose of this qualitative pragmatic research was to explore successful 

strategies that some IT managers in the healthcare industry use to protect their customers’ 

PHI from cyberattacks when using telemedicine. The target population consisted of seven 

IT managers in the private healthcare industry  within the United States who had 

experience with cybersecurity strategies implementation to protect PHI from cyberattacks 

when using telemedicine. The implication for positive social change rests on the potential 

to reduce PHI data exposure in telemedicine from cyberattacks, inadvertently accessed, 

shared, sent, and/or received. The reduction of data exposure, therefore, improves 

healthcare at a distance and has the potential to increase individuals’ quality of life that 

otherwise would be at risk by the lack of cybersecurity on PHI used for patient care.  
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Nature of Study 

For this research, qualitative, quantitative, and mixed-methods methodologies 

were considered. The qualitative method was selected and was deemed appropriate for 

this study based on the need to obtain insight into participants’ experiences on the subject 

being studied. Ngenye and Kreps (2020) affirmed that through the qualitative method 

participants could express their ideas and share their lived experiences. Therefore, the 

qualitative methodology was selected because it allowed me to explore and learn from 

the participants’ experiences. Bloomfield and Fisher (2019) explained that the 

quantitative methodology uses statistical data to evaluate a hypothesis. It cannot provide 

an in-depth description to explore an issue; the qualitative methodology can deliver those 

life experiences. The quantitative methodology was not selected because quantitative 

methods focus on empirical data and do not allow participants to share their experiences. 

Mixed-methods methodology integrates elements of qualitative and quantitative research 

approaches (Akerblad et al., 2021). Consequently, the mixed-methods approach was not 

selected because I was not using the quantitative research approach. Therefore, the 

qualitative research methodology was the most appropriate for this study. 

For the research design, case study, narrative, phenomenology, ethnography, and 

pragmatic inquiry were considered. Pragmatic inquiry design was chosen because it was 

deemed to be the most appropriate research design that could be used to gain direct 

access to IT managers, their real-world experiences and explore the issue being studied. 

According to Kelly and Cordeiro (2020), pragmatic research design focuses on the 

participants’ practical experiences, which yields deep insights on the topic studied. 
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Furthermore, Ramanadhan et al. (2021) assured that pragmatic inquiry is an efficient and 

excellent approach and could be used to answer the whys and hows of an issue and can be 

tailored to explore a research question. Therefore, pragmatic inquiry was selected 

because it allowed me to reach IT managers (decision makers) and gain deep insight into 

the strategies they use to protect their customers’ PHI when using telemedicine. Pino 

Gavidia and Adu (2022) suggested that narrative design is an ontological category that is 

focused on the lived human condition. The narrative design was not selected because the 

human condition is not going to be studied. According to Asenahabi (2019), 

phenomenological design is philosophical. Therefore, the phenomenological design was 

not selected because this research was not focused on studying a phenomenon. This 

research focused on gaining insight into cybersecurity strategies used to protect PHI. 

Polukhina (2022) suggested that ethnography design focuses on the observation of 

primitive cultures for an extended period, such as anthropology and sociology research. 

Thus, ethnography design was not selected because the focus of this study was not 

studying primitive cultures. The ability to tailor the pragmatic inquiry towards the in-

depth exploration of the issue being studied and to answer the research question were the 

reasons that pragmatic inquiry design was chosen. 

Research Question 

What effective strategies do IT managers in the healthcare industry use to protect 

their customers’ PHI from cyberattacks when using telemedicine? 
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Interview Questions 

1. What types of cyberattacks have you experienced against customers' PHI 

when using telemedicine? 

2. What security policies do you use to protect customers' PHI against 

cyberattacks when using telemedicine? 

3. How does the implementation of those security policies protect customers' 

PHI against cyberattacks when using telemedicine? 

4. What do security policies maintenance do for customers' PHI against 

cyberattacks when using telemedicine? 

5. What strategies do you use to minimize the risk of cyberattacks when using 

telemedicine? 

6. How do you manage those strategies to mitigate the risk of cyberattacks to 

protect customers' PHI when using telemedicine? 

7. How do you measure the performance of the security controls implemented to 

protect customers' PHI against cyberattacks when using telemedicine? 

8. What factors do you consider when auditing the strategies for protecting 

customers' PHI against cyberattacks when using telemedicine? 

9. What strategies do you use to protect customers' PHI against cyberattacks 

when using telemedicine? 

10. How do you respond to cyberattacks against customers’ PHI when using 

telemedicine? 
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Conceptual Framework 

The conceptual framework used in this study was the integrated system theory 

(IST) of information security management, developed by Hong et al. in 2003. The IST is 

based on five theories, security policy theory, risk management theory, control and audit 

theory, management system theory, and contingency theory (Sindhuja, 2021). The IST of 

information security management (ISM) integrates the necessary areas to provide PHI 

protection used in telemedicine. According to Hong et al., the security policy theory 

addresses establishing, implementing, and maintaining information security policies to 

meet organizational security requirements. The risk management theory indicates that 

through analysis and evaluation, threats and vulnerabilities can be assessed to minimize 

the risk. The control and audit theory establishes and implements information security 

control systems and conducts audit procedures to measure control performance. The 

management system theory establishes and maintains an information security 

management system (ISMS) to regulate and guard information assets. And the 

contingency theory includes strategies to prevent, detect, and respond to threats and 

vulnerabilities impacting the organization.  

Diesch et al. (2020) suggested that implementing an integrating approach makes a 

strong basis for information security management. The IST of ISM was chosen as the 

conceptual framework because it aligned with the protection of PHI in telemedicine. An 

integrated approach is especially necessary for the healthcare industry, where the 

organization’s mission and business strategies must be taken into consideration because 

lives depend on it. The IST was used to explore how the private healthcare industry’s 
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strategies were used to protect customers’ PHI from cyberattacks and meet government 

security requirements. Also, it was used to explore how IT managers in the private 

healthcare industry  analyze and evaluate vulnerabilities to minimize risks, perform 

control over information security, and conduct audits to maintain an appropriate security 

level. Additionally, I sought to explore how IT managers implement ISMS to protect 

assets and explore the strategies they implemented to detect and respond to threats 

impacting the healthcare industry. 

Definition of Terms 

Cybersecurity: The use of policies, processes, procedures, and/or technology to 

prevent unauthorized access to systems or information (Ahmed et al., 2022). 

IT managers: IT professionals who possess certain education and skills in 

cybersecurity who have the authority to make changes or impact the outcome of a 

decision (Shaikh & Siponen, 2023). 

Mobile health (mHealth): The practice of using mobile devices such as 

smartphones and tablets in the practice of medicine and public health (Moreno-Ligero et 

al., 2023). 

Cyberattacks: Malicious activities that deny and/or disable access to information 

to compromise resources such as systems, data, and personal information, which in turn 

are used to exploit businesses or individuals, such as phishing attacks (Alabdan, 2020). 

Personal health information (PHI): Also referred to as protected health 

information under the privacy rule. Refers to information that is stored or transmitted by 

cover entities (i.e., medical facility) and can be used to identify an individual, regardless 
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of its format (verbal, electronic, or paper), with the exception of education and 

employment records (National Institute of Standards and Technology [NIST], n.d.). 

Southeast Region of the United States: Refers to Alabama, Florida, Georgia, 

Kentucky, Mississippi, North Carolina, South Carolina, and Tennessee (Wage and Hour 

Division, n.d.). 

Telehealth: The use of technology to deliver healthcare, health information, or 

health education from a distance (Mseke et al., 2023). 

Telemedicine: The delivery of health services via remote telecommunications 

(Cardile et al., 2023). 

Assumptions, Limitations, and Delimitations 

Assumptions, limitations, and delimitations are necessary activities of a study that 

affect the research and outcome; those influencing this study are described next. 

Assumptions 

According to Caster (2020), assumptions are statements believed to be true, 

normally, and have not been verified, or for a specific purpose such as building a theory, 

such as circumstances under the statistical techniques that produce valid results. It was 

assumed that participants understood the importance of this study and responded honestly 

to the collection of instruments. Also, it was assumed that IT managers shared successful 

cybersecurity strategies they implemented, thus helping to further validate my study and 

its societal impact. 
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Limitations 

Limitations are conditions beyond the researcher’s control that need to be 

identified because of the impact they can have on the outcome of a study. Limitations 

could place restrictions on methodology and conclusions that may potentially affect the 

research results (Greener, 2018). Data quality becomes a limitation in a qualitative 

pragmatic inquiry because the researcher has no control over the data collected and their 

appropriateness (Hayashi et al., 2019). Some of the limitations of this study were the 

accuracy of data collected and validating the data, which depended on participants' 

honesty. 

Delimitations 

Delimitations are the conditions the researcher imposes on a study (Theofanidis & 

Fountouki, 2019). The delimitations in this study included the target population of IT 

managers with experience implementing or using cybersecurity strategies to protect PHI 

from cyberattacks when using telemedicine. Additionally, participating IT managers had 

to be from the United States and work for the private healthcare industry (not be public 

industry employees) or work supporting healthcare, which constituted a smaller pool than 

IT managers from other industries that could provide additional information, such as 

government industry (federal/local). 

Significance of Study 

Contribution to Information Technology Practice 

In looking for scholarly articles or studies that could provide some insight into 

cybersecurity strategies used to protect PHI and that have been implemented in the 
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healthcare industry to provide healthcare at a distance, little information was found about 

the topic. These study findings have the potential to benefit IT practice by filling the gap 

in the effective implementation of cybersecurity strategies of PHI protection used in 

telemedicine. 

Implications for Social Change 

These study findings benefit society by potentially reducing PHI exposure from 

cyberattacks, increasing telemedicine adoption, and reaching people at remote locations 

in which healthcare is scarce or nonexistent. Enhancing PHI protection by limiting data 

access to those with the need to know and preventing data exposure could potentially 

benefit individuals, patients, the community, the government, and other organizations that 

directly or indirectly work in the healthcare industry. Moreover, this study affects social 

change by motivating readers to promote the well-being of society, encouraging self-

worth, and increasing health education by learning about the strategies to protect PHI. 

Another way to impact social change is making myself available to the community and 

dedicating this study to raise awareness on approaches to secure PHI that others can use 

as guidance. 

A Review of Professional and Academic Literature 

This literature review emphasized three main aspects of the study: (a) 

cybersecurity strategies used to protect PHI in telemedicine, (b) use of the IST as the 

conceptual framework, and (c) resources to increase cybersecurity strategies 

implementation, providing a background for and insight into exploring effective 

cybersecurity strategies IT managers use to protect PHI in telemedicine.  



11 

 

The literature review includes an introduction, a critical analysis and synthesis of 

the literature, the conceptual framework, and a discussion of the five major themes 

surrounding data cyberattacks: (a) protection from unauthorized disclosure, (b) risk 

management, (c) cybersecurity awareness and education, (d) privacy, and (e) data-loss 

prevention. The literature review revealed the most common themes that impacted PHI in 

the healthcare industry. Those themes were identified through literature review. The 

themes were analyzed and synthesized against various sources of information. 

Furthermore, the themes offer cybersecurity strategies and contextual information on 

issues encountered throughout the literature review. 

The search strategy started with a broad exploration using keywords from the 

topic being researched, such as security and privacy, cybersecurity strategies, and PHI. It 

was then narrowed down, adding other keywords such as mHealth, telemedicine, and 

telehealth to make the search more specific to the topic. Articles from the Walden 

University Library were searched. Thoreau, a multidata base search tool, was used to 

query Walden’s University Library collections and ERIC databases. Google Scholar was 

used to broaden the search beyond the Walden University’s library. 

The literature review incorporated data from multiple sources about the topic that 

was studied. Snyder (2019) indicated that a good literature review shows a suitable 

approach to searching for or choosing sources. The literature review contains eighty-two 

sources such as research reports, scholarly journals, seminal scholarly articles, and theses 

and dissertations, of which 90% were peer reviewed. Also, 91% of all the sources have a 
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publication date within the last 5 years. To ensure that the publications were peer-

reviewed, they were verified via the Ulrich database.  

Through this study, readers are provided an understanding of challenges IT 

managers encounter when attempting to protect their customers’ PHI from cyberattacks 

when using telemedicine. The next section focuses on the application of the applied IT 

problem. It entails a synthesis and analysis of the literature about the conceptual 

framework to include supporting and contrasting theories/conceptual models and how it 

relates to the protection of PHI used in telemedicine. 

Application to the Applied IT Problem 

The purpose of this qualitative pragmatic inquiry was to explore effective 

strategies used by IT managers in the private healthcare industry  to protect customers’ 

PHI from cyberattacks when using telemedicine. Cybersecurity strategies vary, 

depending on the assets needing to be protected. Iwaya et al. (2020) mentioned that 

addressing cybersecurity to protect PHI includes several aspects that need to be 

considered: the type of telemedicine device technology, when the data are in motion, and 

when the data are at rest. Some of those aspects to protect PHI identified by Iwaya et al. 

included in this study are secured transmission such as virtual private network, transfer 

protocols, using certificates for authentication, authorization and permissions, data 

encryption, secure storage, data access, and cybersecurity awareness and training. 

Ogbonna (2020) mentioned data encryption as an essential aspect to protect PHI data in 

motion. Rothstein et al. (2020) argued that encrypting data at rest for telemedicine could 

improve privacy and security issues with PHI, biometrics, identity, and credit card 
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information exposures. Rothstein et al. (2020) added that government agencies should 

hold manufacturers accountable for the inadequate built-in security on devices used for 

telemedicine. For this study, I focused on a target group of seven IT managers in the 

private healthcare industry  performing distinct roles. Tejay and Mohammed (2023) said 

that IT managers’ roles can be found in executive-level management such as chief 

technology officer (CTO), chief information officer (CIO), and chief information security 

officer (CISO); mid-level management such as IT and audit directors; low-level 

management such as team lead and information security (IS) managers; and personnel 

such as security analysts and cyber architects or engineers, among others. Likewise, 

Obitade (2019) identified IT managers in executives’ roles such as vice presidents of IT, 

directors, and CIOs. Furnell (2021) stated that IT managers include technical and 

nontechnical individuals such as cybersecurity analysts, IT risk information security 

manager, information assurance engineer, information security manager, information 

security officer, chief information security architect, pen tester, and threat analyst, policy, 

and organizational security culture. Houston (2019) said that IT managers range from 

system architects to lawyers and mentioned roles such as digital forensics specialist, 

analysts, cyber operations planners, technical support, IT project managers, and 

information system security managers (ISSMs), adding that IT managers need to be able 

to interact and communicate with non IT individuals. 

Conceptual Framework: Integrated System Theory  

According to Malodia et al. (2021), a conceptual framework can be used as a 

roadmap to help readers understand various aspects of a topic and construct an integrated 
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policy foundation. The IST of information security management was chosen as a 

roadmap to help understand effective strategies IT managers could use to protect PHI in 

telemedicine. Hong et al. (2003) said that the IST of information security management 

enhanced information (data) confidentiality, integrity, and availability (CIA), by ensuring 

that they complement each other. Hong et al. explained that the IST evolved out of 

necessity while in search of information security material. Hong et al. identified a lack of 

research in information security and developed the IST to further information security 

management with the intent of applying it to many different environments; each theory 

was based on previous work by other scholars. Alawonde (2020) used the IST as the 

framework for the study he conducted on information security strategies in the financial 

industry; he mentioned that the five theories that compose the IST are security policy 

theory, risk management theory, control and audit theory, management system theory, 

and contingency theory. Sindhuja (2021) assured that the five theories that encompass the 

IST are founded on information security concepts. Sindhuja added that when 

organizations assume information security management concepts, they line up with the 

organization’s objectives. Alawonde said that when the five individual theories are 

combined, they form a strong framework suitable to address confidentiality, integrity, and 

availability issues to protect data. 

The Security Policy Theory 

The security policy theory developed by Hong et al. in 2003 was based on 

policies that measure establishing, implementing, and maintaining information security 

policies to protect organizational resources. Researchers Zaini et al. (2018), Zaini et al. 



15 

 

(2020), and Wu et al. (2020) used factors such as establishing, implementing, and 

maintaining information security policies to protect PHI data and resources. Likewise, 

Zaini et al. (2020) utilized the data protection factor as a key element to address 

organizational practices. Their results showed that although these factors are essential, if 

not implemented appropriately, they could negatively impact the organization. Zaini et al. 

(2018) evaluated how to protect the organization’s data and people, while Zaini et al. 

(2020) utilized data protection to address organizational policies, plans, and procedures. 

Although Zaini et al. (2018) and Zaini et al. (2020) used similar factors to those of Wu et 

al., their research results were different from those of Wu et al. They all measured 

implementation and maintenance factors of the security policy, but Wu et al. measured 

the effectiveness of information security as well, which they included in their research 

about smart cities systems using green energy. Although the researchers used varied 

factors to measure security policy, they all attained the desired data protection in their 

environment.  

The Risk Management Theory 

The risk management theory involves aspects of risk management process and 

risk analysis and includes factors such as managing, analyzing, evaluating, assessing, and 

controlling risk within an organization. Researchers Pal and Mukhopadhyay (2018), 

Arogundade et al. (2021), and Muraguri et al. (2019) used factors such as risk analysis 

and evaluation, assessment, and control to decrease risk levels and risks costs for 

organizations. Their research results showed that by incorporating the necessary factors 

that pertain to the specific organization’s environment, risk management can be 
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accomplished. Pal and Mukhopadhyay established their research framework on the risk 

management theory and measured how risk analysis and assessment identify attack types 

to decrease the organization’s risk levels and risk costs. Arogundade et al. evaluated how 

an organization could use the risk management process to identify critical information, 

security risks and control measures to protect an organization’s assets. Muraguri et al. 

implemented the risk management theory to analyze and evaluate, assess, and control risk 

that resulted from vulnerabilities, and they assessed how to protect organizational assets. 

Even though all researchers utilized the risk management theory in their research, not all 

measured the same factors, but they customized them to fit their organizational needs. 

Thus, they reached the same outcome of protecting organizational assets. 

Control and Auditing Theory 

The control and auditing theory was developed by Hong et al. in 2003; it was 

based on previous research papers about the establishment, implementation, and audit 

information security controls from unauthorized access events. Researchers Muraguri et 

al. (2019), Zaini et al. (2020), and Bratu (n.d.) considered factors of the control and 

auditing theory to measure personnel, systems, and network security controls to improve 

the cybersecurity posture of an organization’s assets. Their research results showed that 

many of the threats were from internal sources. Thus, establishing a cybersecurity 

training and awareness program, in addition to implementing more access control over 

systems vulnerabilities, could decrease the threat level.  

Muraguri et al. (2019) measured personnel, systems, and network security 

controls to examine risk in systems security vulnerabilities that resulted from 
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inappropriate configurations. Likewise, Zaini et al. (2020) measured the same factors 

Muraguri et al. did, but in addition Zaini et al. considered the access control factor to 

protect the organization from internal and external threats. Bratu (n.d.) measured the 

same factors as Zaini et al. (2020) and audited security controls established to reduce 

internal threats, which increased the organization’s cybersecurity posture. All researchers 

used control and auditing theory in their research and measured the same factors. 

Muraguri et al. achieved a cybersecurity readiness to protect organizational assets, while 

Zaini et al. (2020) measured an additional factor, access control, which achieved an 

integrated approach to protect organizational assets. Bratu measured the same factors as 

Zaini et al. (2020) to protect organizational assets as well. All reached the same 

conclusion that people are the main issue, and technical control alone are not sufficient to 

achieve a strong cybersecurity posture, but cyber awareness and training/education are 

necessary to protect from internal threats. 

The Management System Theory 

The management system theory grew from organizational requirements and an 

information security architecture that Hong et al. (2003) used to establish an information 

security management system to oversee assets. Researchers Hong et al. and Alawonde 

(2020) used factors such as policy definition and management of risk, which are 

important within an organization's assets. Their results showed that although these 

systems are critical, if not implemented correctly, they could negatively impact the 

organization. Alawonde’s research evaluated how policy definition and management of 

risk impacted organizational assets. His research results are like those of Hong et al., as 
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the researchers used the same factors in determining if management systems are 

important within organizations. Although the researchers used different variables to 

measure security management, their research demonstrated that management systems 

encompass multiple facets of the organization (Alawonde, 2020). Alawonde, contrary to 

Kitsios et al. (2022), explained that organizations simply base their plans and policies on 

an information security management system, even if the management system 

encompasses multiple facets of the organization overall. 

The Contingency Theory 

Hong et al. (2003) developed the contingency theory as part of the IST. The 

contingency theory evolved from the need to meet the demands of the emerging changes 

in the settings of information security because of technological advances (Hong et al., 

2003). The contingency theory focuses on factors such as preventing, detecting, and 

reacting to threats and vulnerabilities while meeting the organization’s objectives (Hong 

et al., 2003). Researchers Zaini et al. (2020), Wu et al. (2020), and Alawonde (2020) 

considered contingency factors such as prevention, detection, and reaction to threats and 

vulnerabilities to improve cybersecurity posture in an organization. Their research results 

showed that by implementing those factors, they increased contingency management, 

which is a crucial part of information security. Thus, enhancing cybersecurity posture. 

Zaini et al. (2020) measured detection and response factors to implement an initiative-

taking cybersecurity posture.  

Wu et al. (2020) used the contingency theory as the foundation for their study to 

measure virus prevention and detection of information security policy to evaluate its 
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efficacy. Alawonde (2020) included the contingency theory as part of his study 

framework, which measured prevention, detection, and reaction to cyber vulnerabilities 

and threats in the financial industry to prevent cyber exploits, which increased 

organizational cybersecurity posture. All researchers measured the same factors in the 

contingency theory in diverse ways and applied them to different industry settings, and 

they all managed to increase cybersecurity posture in organizations. 

The integration of the five theories mentioned in the above paragraphs formed the 

IST, which is universally used in different industries and facets/settings in today’s 

organizations, economy, and society. Figure 1 depicts a visual representation of the IST, 

which consists of five individual theories: security policy theory, risk management 

theory, control and audit theory, management system theory, and contingency theory, 

integrated into one. 
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Figure 1 

Integrated System Theory Conceptual Framework 
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organization’s environment; he stated the importance of an integrated system approach to 

protect assets such as data and operational procedures from insiders’ threats. In recent 

research, IST, which is already an integrated theory, has been integrated further with 

other theories to further enhance security for information systems, organizations, social 

theories, communities, and societies that use smart technology. Gul (2019) adopted the 

IST framework to the big data security concept, which applies the five IST theories to big 

data: big data security policy, big data risk management, internal controls/security 

measures, big data auditing, and contingency management. Gul (2019) said that big data 

purpose security is data access protection by focusing on confidentiality, integrity, and 

availability.  

Zaini et al. (2018) based their research on the IST, which integrates human 

interactions and the protection of information systems assets. Zaini et al. (2018) said that 

the IST can be used in organizations according to a specific situation (internal/external). 

Another example is the use of the IST to protect organizations from data breaches. 

Sindhuja (2021) suggested that the IST approach is critical to assess the security of an 

organization that operates supervisory control and data acquisition (SCADA) to prevent 

attacks and minimize failures. Sindhuja (2021) used the IST and applied it to his study to 

measure information security strategies in organizations and the organizations’ awareness 

in implementing security measures where necessary.  

Similarly, Chai and Zolkipli (2021) argued that information security strategy in 

organizations (ISSiO) is essential to the organization’s settings, technology, and 

management. Another recent research involving IST is the smart city development in 
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Taiwan, Wu et al. (2020) based their study in the IST developed by Hong et al. (2003) 

with a slight modification, their framework used the contingency theory as a basis and 

integrated the other four theories as activities of information security management. Wu et 

al. (2020) explained that a smart city is considered a city’s digital information integrated 

with cloud computing, mobile devices, information security, and Internet of Things (IoT). 

Wu et al. (2020) examined information security policies, implementation, characteristics, 

effectiveness, and maintenance of Taiwan smart cities.  

Analysis of IST 

The IST was developed as an integrated approach to protect organizations' 

resources and assets such as data, hardware, and software by using a combination of 

different approaches (Hong et al., 2003). Information is the most significant asset any 

organization could have; therefore, a combination approach such as the IST, which 

integrates more than a security management policy alone, is required to protect it (Erceg, 

2019). Erceg (2019) agreed with Hong et al. (2003) to safeguard information (data), one 

needs an integrated approach that considers varied factors such as policies, procedures, 

strategies, and security. The IST integrates the necessary elements that can be used to 

protect PHI in telemedicine.  

You et al. (2016) agreed with Hong et al. (2003) and Erceg (2019) in that a 

combined approach is key in protecting data from cyberattacks, by implementing 

cybersecurity policies, risk management, internal control and auditing, management 

systems, and contingency approaches in IST is what makes a strong basis for information 

security management. You et al. (2016) claimed that the IST developed by Hong et al. 
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(2003) became the cornerstone for researchers studying information security with a 

combined approach. Furthermore, Muraguri et al. (2019) urged organizations 

leaders/executives to get involved in cybersecurity strategies, policies, and their 

implementation. 

In the security policy theory, Hong et al. (2003) addressed information security 

policies that meet organizational security requirements. In the risk management theory 

Hong et al. (2003) addressed threats and vulnerabilities can be evaluated to minimize the 

risk by using analysis and evaluation. In the control and audit theory, Hong et al. (2003) 

established and implemented information security control systems and conducted audit 

procedures to measure control performance. In the management system theory Hong et 

al. (2003) established and maintained an information security management system 

(ISMS) to regulate and guard information assets. In the contingency theory, Hong et al. 

(2003) addressed strategies to avoid, detect, and respond to threats and vulnerabilities 

impacting the organization. 

Hong et al. (2003) with the IST framework introduced the integration of multiple 

information security management components developed to protect information systems 

assets and assist organizations in identifying behaviors towards information security 

practices. An approach such as the IST is suitable and needed to protect PHI. The 

complexity of today’s telemedicine technology and their intricate communication 

features and capabilities need a diverse protection that takes into consideration practical 

methods and the human factor in an organization, government, and society, such as the 

IST. De Oliveira et al. (2021) reiterated the intricacy of cyberattacks require a unified 
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approach; although they did not use the IST in their study, they came to the same 

conclusion as Hong et al. (2003), both concurred in the use of an integrated approach to 

protect assets and align the organization’s information security management and business 

practices.  

Likewise, Iwaya et al. (2020) concluded that an integrated approach was crucial to 

protect PHI for mHealth, a form of telemedicine. Iwaya et al. (2020) used an integrated 

framework that focused on security and privacy of PHI in telemedicine, but as De 

Oliveira et al. (2021), he did not use the IST. Therefore, You et al. (2016) argued that it is 

essential to utilize an integrated approach tailored to information security management 

among different organizations in different environments that are focused on a common 

goal, data protection. You et al. (2016) perception and analysis of the IST seemed to 

indicate that the IST would be necessary for the healthcare industry where the 

organizations’ mission and business strategies must be taken into consideration because 

lives depend on it. 

Analysis of Supporting Theories 

Before the IST conceptual framework was chosen to base this study on, other 

frameworks or theories related to cybersecurity strategies to protect PHI in telemedicine 

were considered. Some of the discovered theories specified Telehealth and others 

included healthcare security in their topic, but many theories focused on adoption, not on 

the technical aspect of the technology to protect data. The following section discusses the 

Integrated System for Information Security Management (ISISM) and Information 

Security Management (ISM) Holistic Approach as supporting frameworks revolving 
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around the research question to address the security aspect of the issue but were not 

select. 

Integrated System for Information Security Management (ISISM). The 

ISISM framework was implemented by Yang, Ku, and Liu in 2016, it consists of an 

integrated approach focusing its foundation on the knowledge of security requirement 

engineering. Yang et al. (2016) included a risk analysis approach in their integrated 

framework like Hong et al. (2003), but they used a security requirement engineering 

method as a foundation, contrary to Hong et al. that used a contingency theory as the 

foundation of their framework. ISISM consists of the Security Quality Requirements 

Engineering (SQUARE) to address security requirements, a National Institute of 

Standards and Technology (NIST) guide for risk management, the CCTA Risk Analysis 

and Management Methodology (CRAMM) for risk assessment, and the Operationally 

Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE) Allegro methods with a 

focus on security risk assessment process, and asset vulnerability and thread analysis with 

the organizational goals (Yang et al., 2016).  

SQUARE is used to generate and document systems and software security 

requirements, such as security policies; it is supposed to increase security by performing 

security measures, risk assessment requirements, and to protect assets while considering 

the cyberattacks perspective for the ISISM framework (R. A. Khan et al., 2023). NIST 

guide for information technology systems, such as NIST 800-30, is used to strengthen 

information security and provide technical and nontechnical individuals with risk 

assessment processes and procedures in risk identification, risk analysis, risk evaluation, 
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and risk management to mitigate risk for their IT assets (Fikri et al., 2019). CRAMM was 

developed by a British organization and designed for broad industries, large 

organizations, and governments to conduct risk analysis (ENISA, n.d.). Yang et al. 

(2016) adopted CRAMM to compute the risk in assets value vs. the vulnerabilities (risk 

analysis) and to provide users with options like avoiding, reducing, or accepting risks 

(risk management). OCTAVE Allegro is used to assess information security risks, to 

develop risk management processes that evaluate and identify the organization’s risk 

tolerance, mission-essential assets and its vulnerability and threats, and to determine and 

evaluate potential threats if they occurred (Gerardo & Fajar, 2022). The adoption of those 

approaches in the ISISM formed a unified framework that organizations can use to 

accomplish the evaluation of business impact analysis, risk analysis, and to generate 

information security policies that meet organizations’ practical requirements, in which 

processes for information security management are handled appropriately (Rivers, 2020). 

However, ISISM focuses on the risk analysis aspect of information security engineering, 

creating a gap that could potentially expose PHI, thus I did not select it.  

Information Security Management (ISM) Holistic Approach. A 

comprehensive approach is essential for information security management to be 

successful (Ali et al., 2021). According to Soomro et al. (2016) information security 

management is the primary concern due to the increase in data breaches exposing PHI, by 

identity theft and online cyberattacks that impact organizations; thus, an ISM 

comprehensive approach was developed. Tu et al. (2019) agreed with Soomro et al. 

(2016) and utilized the information security management comprehensive approach, which 
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aligns IT and human resources management, but added information security activities 

such as policy, compliance, and awareness, which significantly impacted the 

management of information security.  

The factors involved in the ISM Holistic approach used by Soomro et al. (2016) 

includes information security and management focusing on the alignment of information 

security policies and business strategies, with the involvement of the C-suite/top 

management, such as CIO, CHIO, CFO, and CEO (Shaikh & Siponen, 2023). 

Information security policy awareness and training include a comprehensive policy, 

security control features, and an awareness and training program to achieve an integrated 

approach (Perez-Gonzalez et al., 2019). Information security and integration of 

managerial and technical activities, refers to the integration of technical actions such as 

the acquisition of security hardware, software, and types of internal controls to process 

the organization’s data, as well as nontechnical actions such as developing a security 

policy, providing information security policy awareness training to ensure success in 

information security management (Soomro et al., 2016).  

Information security management and the human aspect refers to taking into 

consideration the human factor in the organization and not relying on the technical aspect 

only, by adopting a comprehensive approach (technical and nontechnical aspects) 

information security compliance may be enhanced (Tanoh et al., 2022). The lack of 

employees’ awareness in information security is responsible for data breaches such as 

those caused by cyberattacks (Muraguri et al., 2019). Information security as an overall 

business security issue focuses on the management of risk mitigation and its impacts to 
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the organization’s business, its market value, and its business reputation; moreover, if 

management becomes more involve in information security, it could potentially increase 

organization’s compliance (Soomro et al., 2016).  

Strategic alignment of business and IT/IS and security management issues refers 

to the business strategies aligned with IT security, budget, and policies, for the 

organization’s security compliance to be successful (Soomro et al., 2016). 

Business/enterprise information architecture, infrastructure and security management 

focuses on the enterprise relationship between information architecture and information 

security as a holistic approach, to include business architecture plans and design security 

solutions, and argued that for the organization’s assets to be protected, top management 

needs to ensure the business architecture and information security management aligned 

and are managed appropriately (Soomro et al., 2016). Social media and security 

management refers to the significant role social media plays in our society, especially the 

sharing of information, and the security and privacy concerns of sensitive information 

potentially exposed (Soomro et al., 2016). Soomro et al. claimed that social media 

practices and an organization’s desire for information security are not aligned. So, despite 

the advantages social media offers, Al-Muhtadi et al. (2019) recommended their 

comprehensive approach to have organizations incorporate social media controls, such as 

security policy, education and training, incident planning and response. 
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Analysis of Contrasting Theories 

The following section includes and clarifies why the technology acceptance 

model (TAM), and technology-organization-environment (TOE) Frameworks were not 

appropriate and did not fit the intended research purpose.  

Technology Acceptance Model (TAM) 

TAM at first seemed to align with the research topic and the world view presented 

in some of the articles, which acceptance of the new MHealth technology was a 

commonly mentioned subject. According to Nie et al. (2023), TAM was developed by 

Fred Davis in 1985, to show users interaction and acceptance of emergent technologies. 

Furthermore, Zin et al. (2023) indicated that TAM was later expanded to predict users’ 

acceptability of a technology. Zin et al. (2023) added that TAM could be used to predict 

patients' and healthcare providers' intention to utilize telemedicine technology. Alsyouf et 

al. (2023) indicated that TAM is frequently used to predict users’ adoption of emergent 

technology, and it would be an excellent theory to study users’ behavior towards the use 

of a personal health record system, in which security and privacy were the main factors. 

Alsyouf et al. (2023) went on to say that telemedicine implementation depends 

significantly on security and privacy issues addressed. Zin et al. (2023) described TAM 

as the most recognized model for healthy IT implementation and utilized processes. 

Alsyouf et al. (2023) added that TAM clarifies the different intentions human behavior 

may have about adopting technology. However, the study is not about acceptance of the 

use of technology but about cybersecurity strategies used to protect PHI. Although TAM 

seems relative to the study researched, its use resulted in a contrasting theory. 
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Technology-Organization-Environment (TOE) Framework 

TOE is another theory/framework that I initially thought was suitable but resulted 

in being contrasting. The TOE framework is used in adopting innovative technology, to 

include user interaction, challenges, and aspects that impact the embrace of that 

technology (Y. Kim & Kim, 2021). Furthermore, Ullah et al. (2021) assured that the TOE 

delivers an all-inclusive user approach to emergent technology, and it is considered as a 

risk management framework. Likewise, Ngongo et al. (2019) indicated that that TOE 

does not address many cybersecurity aspects and decided to add to the TOE framework 

cybersecurity factors aspect which in turn theory to study mHealth adoption at a 

healthcare organization in Africa. S. Wallace et al. (2020) stated that the TOE is a theory 

that concentrates on technology adoption and that is widely used for healthcare 

technology systems adoption. Aligarh et al. (2023) added that the TOE framework could 

be used as an analytical tool to learn how different organizations adopt many emergent 

technologies. Das and Bala (2023) offered some examples of industry and settings in 

which the TOE was utilized to understand the adoption of different technology, such as 

understanding information systems in healthcare, grasping telemedicine, and 

understanding the basic aspects influencing cloud computing adoption. Yang et al. (2022) 

claimed that TOE is an appropriate framework to be used in the healthcare industry to 

understand modern technology adoption. Nevertheless, as was ascertained, the TOE 

focuses on adoption of technology and usefulness, thus it was not appropriate to adopt as 

a framework for this study.  
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Summary of Conceptual Framework 

In the conceptual framework section of the study, the selected framework IST is 

presented. Supporting theories/approaches such as the ISISM, and the ISM Holistic 

Approach, both integrated approaches, were unsuitable. Two contrasting 

theories/frameworks such as the TAM and TOE were considered, however, both focused 

on technology adoption. There was another framework not included but worth 

mentioning, the MHealth Apps Security Framework (MASF) by Hussain et al. (2018). 

Although MASF approach includes security and privacy aspects of telemedicine using 

mHealth apps, its focus is specifically on the smartphone Android platform. Therefore, 

MASF is not the appropriate framework for this study. In this study the focus was on 

cybersecurity strategies used in telemedicine to protect PHI that could be used across 

devices and not specific to a mobile device platform, such as Android or Apple. The IST 

of ISM is the most suitable because it offers protection from different angles, 

encompasses multiple facets of security for the organization, and aligns IT strategies with 

the organization’s goals. 

Analysis of Potential Themes 

There were many themes identified during the review of literature and five main 

themes were the most common ones; these included (a) protection from unauthorized 

disclosure, (b) risk management, (c) cybersecurity awareness and education, (d) privacy, 

and (e) data-loss prevention. The main themes are discussed in more detail in this section 

under each subtopic. 
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Protection From Unauthorized Disclosure 

Protection from unauthorized disclosure refers to securing the data by utilizing 

security strategies to prevent sensitive data from being accessed/disclosed (Butt et al., 

2023). The Security Policy Theory of the IST framework addresses protection from 

unauthorized disclosure by identifying the establishing, implementing, and maintaining 

information security policies to protect organization’s data and sensitive information 

resources. According to Seh et al. (2020), unauthorized disclosures have been linked 

directly to data breaches on healthcare organizations as results from cyberattacks. Seh et 

al. (2020) added that almost 30% of the data breaches in the last decade were results of 

unauthorized disclosure. Their research indicates sensitive data breaches impacted over 

157 million people in the healthcare industry between 2015 and 2020. Protection from 

unauthorized disclosure is challenged by users’ roles and permissions, poor security 

implementation design, and lack of access policies, consequently impacting healthcare 

data breaches. 

Some security strategies used to protect data from unauthorized disclosure include 

access control, encryption, and firewalls (Bandari, 2023). Access control, encryption, and 

firewalls improve protection from unauthorized disclosure by potentially preventing data 

breaches when physical security strategies fail (Basil et al., 2022). Access control is a 

technique used to protect data by controlling who has access to it, such as username and 

password to logon and/or security group membership (Jin et al., 2020). Furthermore, 

access control is key in the protection of PHI and a HIPAA requirement (Jin et al., 2020). 

Encryption is a mechanism used to make the data unreadable to unauthorized users, 
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preventing the disclosure of data such as PHI (Bandari, 2023). Firewalls are utilized to 

protect from unauthorized disclosure by blocking unauthorized users from gaining access 

to the network, thus preventing data breaches (Basil et al., 2022).  

Another threat to unauthorized PHI disclosure is the poor security when using 

telemedicine, which impacts not only patients, but healthcare professionals alike (Sendelj 

& Ognjanovic, 2022). Many healthcare organizations have written telemedicine 

guidelines that identified security risks associated with sensitive data exposure and the 

protection from unauthorized disclosure, such as implementing encryption when using 

telemedicine (El Komy et al., 2023). Protection from unauthorized disclosure can be 

accomplished by implementing the security strategies mentioned above, which focus on 

preventing sensitive data from reaching the wrong people but making sure that the right 

people can get it and keep the data safe. 

Risk Management 

Risk management refers to processes or actions taken to minimize risk, such as 

assessment, evaluation, and mitigation activities among others (Fikri et al., 2019). Risk 

management is addressed in the IST framework by the Risk Management Theory, which 

surrounds risk management process in its entirety, from managing, analyzing, evaluating, 

assessing, and controlling risk within an organization. It is addressed in the Management 

System Theory, which focuses on measuring how to manage risks of information security 

management systems and policies definition negatively impacting the organization 

overall, if not implemented properly. Risk management is a critical aspect to 

organizations that want to protect their resources from cybersecurity attacks, from 
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prevention, mitigation, and remediation (Shaikh & Siponen, 2023). D. Kim et al. (2020) 

presented the Risk Management Framework (RFM), created by NIST to protect 

healthcare organizations’ resources and networks from cyberattacks, which addresses 

sensitive data exposure in telemedicine. The RMF consists of technical safeguards, 

security policies, and procedures established that when integrated with other factors in 

organizations reduces the risk and potential to cyberattacks (D. Kim et al., 2020). Risk 

management entails different measures to protect assets in organization types, which can 

be applied in the healthcare industry to protect PHI when using telemedicine.  

Risk management in the healthcare industry focuses on methods to protect 

sensitive data, such as PHI. However, to control cybersecurity risk in the healthcare 

industry, it is crucial to implement a risk management process to protect PHI from 

cyberattacks (Sardi et al., 2020). Grayson et al. (2023) used the RMF and assessed 

privacy risks from cybersecurity attacks in telemedicine that showed Phishing as a high-

risk threat in the exposure of PHI. Furthermore, Grayson et al. (2023) identified ways to 

protect and mitigate the compromise of PHI by implementing an integrated approach 

comprised of technical safeguards, policies, and procedures such as encrypting in 

telemedicine. Poleto et al. (2021) stated that risk management when using telemedicine 

involves risk identification, risk analysis, and risk evaluation by implementing policies 

and procedures, establishing a baseline, assessing the risk, and notifications of events 

related to risks. PHI can be protected in the healthcare industry when using telemedicine, 

despite the challenges that healthcare organization face can be addressed by the 

implementation of a robust risk management plan. 
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Cybersecurity Awareness and Education 

Cybersecurity awareness and education as addressed in the IST framework by the 

Control and Audit Theory, focuses on improving organization’s cybersecurity posture by 

protecting its assets from internal threats, while exercising control over the network and 

managing risk of their resources. Cybersecurity awareness and education is not only a 

critical element but a requirement for the healthcare industry to protect PHI from 

cyberattacks on data, assets, and resources (Nifakos et al., 2021). Cybersecurity 

awareness and education enhances employees’ understanding of recognizing potential 

cyberattacks such as cyber and reducing organizational risk (Pranggono & Arabo, 2021). 

Likewise, Aldawood and Skinner (2019) agreed with Pranggono and Arabo (2021) that 

educating employees in cybersecurity reduces organizational risk to cyberattacks. 

According to Niki et al. (2022), cyberattacks are the main cause of cybersecurity 

breaches in the healthcare industry. Ali et al. (2021) stated the importance of 

cybersecurity awareness and training especially for IT professionals and claimed that IT 

professionals are responsible for 70% of security incidents in organizations. Niki et al. 

(2022) elaborated that cyberattacks affect everyone, not only IT employees in the 

healthcare industry, therefore, education and/or awareness and training in cybersecurity 

must consider an integrated education approach.  

Pranggono and Arabo (2021) research evaluated cyberattacks in the healthcare 

industry during the COVID-19 pandemic in 2020 and found phishing and ransomware 

attacks to be the most common and effective cyberattacks. Furthermore, cyberattacks 

have become more elaborate, to the point that they portray legitimate by using a secure 
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socket layer (SSL) connection (Pranggono & Arabo, 2021). Aldawood and Skinner 

(2019) research evaluated a cybersecurity training and awareness program that focused 

on social engineering. Aldawood and Skinner (2019) found that there is a lack of 

cybersecurity awareness and training in social engineering such as Phishing among the 

organization’s employees. A critical factor in protecting from social engineering attacks 

such as cyber, is the lack of user education, which can reduce organization’s risks (Chanti 

& Chithralekha, 2022). Niki et al. (2022) found that cybersecurity awareness and training 

delivery methods need improvement and a way to connect with a diversity of employees.  

Similarly, Zwilling et al. (2022) identified the need for IT professionals to receive 

education from a university with a cybersecurity curriculum, to include Phishing 

simulator training, so an increase in initiative-taking cybersecurity posture is developed. 

Consequently, cybersecurity employee awareness and education should utilize delivery 

methods like gamification and simulations, as well as including essential factors in 

protecting an organization’s assets such as types of cyberattacks, common attackers’ 

activities, and employee contribution in protecting PHI (Niki et al., 2022). Cybersecurity 

awareness is a necessity for everyone, and initiative-taking education is the key to 

protection. 

Privacy 

Privacy refers to an individual’s right to have their PHI protected/safeguarded 

(Alfawzan et al., 2022); it limits what others are allowed to see. Data privacy involves 

educating users on how to use and share sensitive data, employing technical safeguards 

such as encrypting the data, and awareness of how to manage and protect the PHI (Basil 
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et al., 2022). Privacy is addressed in the IST framework by the Management System 

Theory, which establishes information systems policies definition and risk management 

to protect organizations’ assets and resources. Also, privacy is addressed by the Security 

Policy Theory, which focuses on protecting PHI by applying policies and procedures 

across the organization. Bhuyan et al. (2020) presented concerns with PHI privacy in 

telemedicine. According to Bhuyan et al. (2020), cybersecurity breaches in the healthcare 

industry are compromising patients’ data. Privacy is key to telemedicine, according to Al-

Muhtadi et al. (2019). The absence of controls to collect, use, and disclose sensitive 

information places PHI at risk. Bai et al. (2022) stated that the risk of PHI exposure have 

increased when using telemedicine, because of the poor privacy and security features 

such as authentication, access control, and encryption to protect PHI from cyberattacks, 

thus exposing PHI to security breaches.  

Privacy is not only necessary but required to oversee PHI data in the healthcare 

industry. On multiple cyberattacks perpetrated in 2022 among three healthcare 

organizations, in one the PHI privacy was compromised for 54,000 individuals, in 

another cyberattack compromised over 8,000 patients’ data (Alabdulatif et al., 2022). 

Furthermore, Alqurashi et al. (2023) claimed that PHI privacy is one of the biggest 

concerns in telemedicine, hindering society from engaging more in telemedicine. Bhuyan 

et al. (2020) suggested that limited regulations governing PHI protection in telemedicine 

are a security challenge and current HIPAA laws are not defined to address current 

technologies. Cartwright (2023) stated that out of date hardware is a high-risk and 
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common vulnerability that makes organizations more propense to data breaches and 

potentially exposing PHI.  

Data-Loss Prevention 

Data-loss prevention (DLP) is a countermeasure to minimize data compromise 

from cyberattacks (Shahbaznezhad et al., 2021). DLP involves blocking actions taken to 

extract or obtain sensitive data from organizations’ systems as results from cyberattacks 

(Ansari & Khaliq, 2022). DLP is addressed in the IST framework by the Contingency 

Theory, which focuses on countermeasures to prevent, detect, and react to cyberattacks 

on sensitive data like PHI, preventing it from leaving the organization. Some 

cybersecurity strategies involving DLP are encryption to protect sensitive information 

such as PHI, authentication such as multi factor authentication (MFA) to ensure the right 

people have access to the data, and data backups to restore systems data as a 

response/reaction from cyberattacks (Javaid et al., 2023). Grayson et al. (2023) stated that 

DLP can increase the chances of keeping sensitive data such as PHI safe, whether the 

data is at rest or in-transit (F. Khan et al., 2021). Keeping sensitive data protected is key 

to any business, but when it comes to healthcare in which people’s lives are at stake, it 

becomes essential. 

There are strategies used in DLP today that include the protection of sensitive 

data. Alshammari (2020) studied the DLP topic and found that DLP can protect PHI 

regardless of the data state (at rest, in motion, or in use). Alshammari (2020) concurred 

with Javaid et al. (2023) in that encryption is a crucial strategy in protecting PHI and 

added that security policy and compliance, data identification, and access control are 
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needed for DLP to be successful. Likewise, Herrera Montano et al. (2022) agreed with 

Alshammari (2020) in using encryption in DLP to protect sensitive data, such as PHI in 

the healthcare industry. Furthermore, Herrera Montano et al. (2022) suggested an 

integrated approach in DLP strategies, in addition to encryption the use of hash to verify 

if the data being retrieved matches the predefined value, biometrics (MFA) to 

authenticate authorized users. DLP can be accomplished in the healthcare industry using 

trigger alerts, blocking action, and when used with an integrated approach of strategies, it 

can be successful.  

Relationship of the Study to Previous Research 

It was not until a decade ago that cybersecurity research on telemedicine gained 

attention, but IT research on cybersecurity protecting PHI from cyberattacks in the 

healthcare industry when using telemedicine is scarce. Studies focused on the use, 

adoption, and acceptance of telemedicine. Lang (2018), in an article for the information 

systems security association (ISSA), presented telemedicine from the cybersecurity point 

of view and expressed the lack for cybersecurity strategies such as built-in security in 

software or application design, automated security policies, and access control, when 

using telemedicine. Shahbodin et al. (2019) discussed a telemedicine cybersecurity 

strategy that accentuated factors regarding its privacy, security, and confidentiality. The 

research highlighted the crucial role telemedicine plays in society by facilitating remote 

care with lower costs but increasing privacy and security risks that could potentially 

expose PHI (Shahbodin et al., 2019).  
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Similarly, Jalali et al. (2021) authored an article emphasizing the importance of 

securing sensitive data by applying security and privacy techniques to protect the data 

while using telemedicine. Moreover, Jalali et al. (2021) stated that cyberattacks have 

proliferated in telemedicine since the COVID-19 pandemic, exposing PHI and patient 

data. Likewise, Alabdulatif et al. (2022) identified a research gap in cybersecurity for the 

healthcare industry and the lack of use an integrated approach to address the protection of 

sensitive data in telemedicine. Iqbal et al. (2022) stated that sensitive data needs to be 

protected from cyberattacks when using telemedicine and key aspects to protect it involve 

privacy and security. Dey (2023) presented a potential security solution, encrypting the 

communication session by synchronizing the patient session key with the medical 

provider session key, forming an exclusive key, when using telemedicine to protect 

sensitive data.  

Cyberattacks are still at large, but there is new research and viable solutions in the 

horizon. This study helps to close a gap in the literature about cybersecurity strategies to 

protect PHI in the healthcare industry when using telemedicine. Moreover, closing that 

research gap with this study positively impacts on the IT professionals, healthcare 

professionals, and society overall. 

Transition and Summary 

In section 1 of this research study, the background of the problem, which provides 

an overview and introduction of the topic, is presented. The problem statement states the 

gaps in the study and introduces the challenge of PHI security in telemedicine. The 

purpose statement presents the intention, benefits, and implications for social change in 
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this study. The nature of the study shows the methodologies considered and the selected 

one and the reason for the selection. 

Section 1 includes the research question, and the conceptual framework, which 

provides a background of the framework and establishes the based on the theory for the 

study. Section 1 also included the significance of the study which highlights strategies 

that benefit society. Section 2 provides an overall understanding of the research project 

and presents a plan for the study. Also included is the role of the researcher, participants 

and population sampling, ethical research, data collection, organization, and analysis, and 

reliability and validity.  
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Section 2: The Project 

Section 2 includes a restatement of the purpose of this study; provides details on 

the reason behind the selected methodology, including access to participants; and outlines 

the researcher’s bias. Also, it addresses the role of the researcher, participants, the 

research method and design, population and sampling, and ethical research. Further, it 

includes data collection, data analysis technique, reliability, and validity, and it concludes 

with a transition into Section 3, summarizing Section 2.  

Purpose Statement 

The purpose of this qualitative pragmatic research was to explore strategies IT 

managers in the healthcare industry use to protect their customers’ PHI from cyberattacks 

when using telemedicine. The target population consisted of seven IT managers in the 

private healthcare industry  within the United States who had experience with 

cybersecurity strategies implementation to protect PHI from cyberattacks when using 

telemedicine. The implications for positive social change rest on the potential to reduce 

PHI data exposure in telemedicine from cyberattacks, inadvertently accessed, shared, 

sent, and/or received. The reduction of data exposure can improves healthcare at a 

distance and has the potential to increase individuals’ quality of life that otherwise would 

be at risk by the lack of cybersecurity on PHI used for patient care. 

Role of the Researcher 

Qualitative researchers play a key role in data collection. According to Clark and 

Veale (2018), the researcher’s role is to gain insight into the participants’ environment 

and experiences as the main data collection instrument. My role as the researcher in the 
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data collection process was to be the primary data collection instrument. Participants 

were engaged to understand their environment and experiences. The researcher’s 

familiarity with their geographical location, community, or professional contacts could 

influence the research results. According to Wadams and Park (2018), the researcher’s 

relationship with their place of work, participants, and the area where they live may 

impact the outcome of the research. Wadams and Park (2018) suggested some strategies 

to mitigate researchers’ bias: (a) explicitly documenting their worldviews/personal beliefs 

in field notes; (b) using open-ended questions, so the researcher’s influence on data 

collection is limited; (c) peers reviewing data collected, analysis, and findings, which 

could establish internal validity by peers counteracting researchers’ bias; (d) continuously 

asking analytical questions to bring insight on the topic; and (e) aligning their 

values/beliefs in relation to the study, enhancing validity of the data and giving the 

researcher deeper understating on participants’ experiences.  

My relationship with the topic extended to work experience. I had no prior 

knowledge of who the participants were; thus, no relationship with the participants was 

formulated for the study. Nevertheless, to mitigate bias that could influence the outcome 

of the study, open-ended questions were used, the study was reviewed by peers and 

mentors, and I maintained an analytical position throughout to reduce impacting the 

outcome of this study. 

A researcher must maintain discretion during the research process. Researchers' 

ethical responsibility is to keep confidentiality and safeguard information trusted to them 

without disclosing it (Eagleson et al., 2017). According to L. Wood (2017), researchers’ 
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responsibility to protect participants and the data they provide, ensuring that ethical 

practice is followed and that participants are treated fairly, was established by the 

Belmont Report of 1979. The ethics standards in the Belmont Report protocol were 

adhered to across all phases of the study. Integrity is an essential part of my values. 

Integrity was maintained as a standard during the various stages of the study. 

Researchers could inadvertently introduce bias to their research, based on their 

beliefs, values, and education received since childhood. To reduce researcher bias, 

researchers should disclose their values, worldviews, prejudices, and experiences they 

bring to the research study (Sutton & Austin, 2015). A fair and without-bias interview 

protocol was developed. All participants received an explanation of the process. 

Kaewkungwal and Adams (2019) said that the researcher’s personal, professional, and 

economic worldviews could introduce bias into the research and recommended that 

researchers avoid introducing bias, understand and follow their organizations’ board of 

ethics policy, consider potential risks to participants, and protect them. Therefore, to 

reduce bias, the Walden University Institutional Review Board (IRB) study number 07-

26-24-0664321 policy was reviewed and understood.  

Participants 

IT managers such as CIOs, CISOs, and IS personnel in the private healthcare 

industry were key participants who possessed authority to impact policy changes. The 

criteria for which the participants were eligible and selected were a critical aspect of this 

study. McNair et al. (2016) and White and Hind (2015) used a broad criterion because it 

was challenging to obtain participants with limited parameters. Restricted or limited 
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criteria could exclude participants (Martínez-Mesa et al., 2016). The following criteria 

were used to find participants who met the following requirements: IT managers in the 

private healthcare industry  within the United States who had experience with 

cybersecurity strategies implementation to protect PHI from cyberattacks when using 

telemedicine. Those candidates who did not meet these criteria did not take part in the 

study.  

Peticca-Harris et al. (2016) said that gaining access to participants is key to 

conducting research and added that gaining access to participants entails finding and 

securing participants for research. Peticca-Harris et al. stated that to gain access to 

participants, researchers must create rapport with gatekeepers as facilitators who enable 

access, monitor, and control activities with participants. Marks et al. (2017) used social 

media and a liaison to gain access to suitable participants. To gain access to participants, 

social media websites such as LinkedIn and members of associations such as Health IT 

and Health Information and Management Systems Society (HIMSS) were used. Cooper 

(2017) suggested that the use of a consent form protects participants because it specifies 

the anonymity and confidentiality of the participants. Before engaging in data collection 

from potential participants, I obtained approval from Walden’s IRB, which I provided to 

potential participants with a consent form. 

Developing a good working relationship with participants is essential in gaining 

their trust. Weller (2017) assured that rapport is fundamental to ethical research practice 

and involves communicating with participants and establishing a relationship prior to an 

interview. Dempsey et al. (2016) suggested that to build rapport with a participant, the 
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researcher should practice active listening, make participants feel at ease, and share 

personal stories and invite participants to do so as well. Drabble et al. (2016) stated that 

cultivating rapport between the researcher and participants is vital to engaging 

participants in having a productive interview. Drabble et al. added that to build rapport, 

the researcher and participant can engage in small talk prior to the interview, discuss the 

interview objective, and talk about the interview afterwards, such as in the researcher 

responding to questions the participant may have. To establish rapport with participants, a 

relationship with participants was established by conversing via phone, exchanging 

emails, or making video calls. This process allowed participants to become familiar and 

comfortable with the research study, discuss the interview process, and receive answers 

to questions they might have. 

Research Method and Design 

The three main methods in research include qualitative, quantitative, and mixed 

methods. Researchers use qualitative methods to answer the research question(s), based 

on the participants’ point of view and lived experiences (Hammarberg et al., 2016). The 

purpose of this study was to explore the successful strategies participants used to protect 

PHI in telemedicine.  

Research Method 

In research, there are two main categories, quantitative and qualitative; 

quantitative is precise in the use of numbers, and qualitative concentrates on people’s 

lived encounters (Rutberg & Bouikidis, 2018). The combination of the two is referred to 

as mixed-method, which consists of numerical data and words describing data collection 
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(Rutberg & Bouikidis, 2018). I considered qualitative, quantitative, and mixed-methods, 

and I selected the qualitative research method. According to Aspers and Corte (2019), it 

is hard to describe the main essence of  qualitative methodology; however, they defined 

qualitative methods as an explorative process in which a strategy is developed to obtain 

deeper understanding of the phenomenon being studied. Aspers and Corte added that 

qualitative methods are not scientific and are not as accurate as quantitative methods that 

use empirical data; therefore, qualitative methods are more susceptible to subjective 

analysis. Similarity, Mohajan (2018) stated that qualitative methods are a way in which 

people explain individuals’ experiences and understand their environment. Qualitative 

methods involve logic, discourse analysis, open-ended questions, focus groups, pragmatic 

inquiry, ethonography, and grounded theory (Mohajan, 2018). Moreover, Park and Park 

(2016) suggested that the qualitative method is how researchers gain understanding and 

explore experiences that individuals have in common with a phenomenon or topic. 

Qualitative methods focus on applied discoveries and findings, such as the use of 

research question(s) and field study in natural settings (Park & Park, 2016).  

Qualitative methods can be used to obtain deep insight from individuals’ 

experiences. Pope (2020) said that the essence of qualitative methods is that the 

researcher focuses more on conducting research on participants and less on the subject; 

the researcher and participants develop a rapport, trust, and close relationship. 

Researchers use qualitative methods to gain a deep understanding of peoples' experiences 

and to provide insights into their actions or behaviors (Rosenthal, 2016). In addition, 

qualitative methods are useful to explore participants’ personal view in researching a 
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concept (Bhattacharyya & Pradhan, 2019). Likewise, Tahamtan et al. (2017) conducted a 

study that utilized the qualitative method to provide in-depth insight into the participant's 

experience in adopting smartphones. Likewise, Birt et al. (2016) used semistructured in-

depth interviews in qualitative research to understand participants’ experience with a 

medical issue. I chose the qualitative research method because it allowed me to use 

semistructured questions to explore the participants’ experiences and gain insight on the 

strategies participants used to protect PHI in telemedicine, which was the emphasis of the 

study. Therefore, the qualitative method was the most appropriate approach to gain in-

depth insight into strategies used by participants to protect PHI. 

Quantitative methodology was considered; however, it was not chosen. 

Quantitative methods focus on quantifying data, testing a hypothesis, or theory. Park and 

Park (2016) described quantitative methods’ attributes as structured, deductive, accurate 

and reliable, and objective. Park and Park stated that quantitative methods utilize 

hypothesis testing to attain research goals. Goertzen (2017) defined quantitative methods 

as focused on data collection and analysis that can be shown numerically. Goertzen added 

that quantitative methods use statistical analysis, can be measured and quantified, are 

objective, and involve the collection of data as numerical counts. McCarthy et al. (2017) 

agreed with Goertzen in that quantitative methods are objective, quantifiable, and 

measureable, and concurred that with quantitative methods, data analysis is based on 

statistical data. As discussed in this paragraph, quatitative methods are empirical in 

nature. 
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In quantitative methods, researchers have an empiral mindset, and they emphasize 

the significance of ideas such as objectivity, validity, or bias based on strict logic (Zyphur 

& Pierides, 2020). Bansal et al. (2018) suggested that many quantitative researchers have 

made their decision when they commence their study, making the data and their analysis 

acceptable to answer their research questions. Quantitative methods’ nature of engaging 

in testing limits researchers’ ability to explore phenomena (Else-Quest & Hyde, 2016). In 

this study, a theory or hypothesis was not tested, nor were quantitative data collected. 

This study was about gaining insight into participants’ experiences and exploring 

effective strategies used to protect PHI. Because the emphasis of this study was exploring 

strategies IT managers use to protect customers' PHI from cyberattacks when using 

telemedicine, the quantitative method did not meet those needs. Therefore, it was not 

selected, as the quantitative method is an empirical process that concentrates on 

hypothesis testing. 

The mixed-method approach was considered; however, it was not chosen. Mixed 

methods combine qualitative and quantitative methodologies (Dawadi et al., 2021). 

According to Palinkas et al. (2019), mixed methods is an approach that follows 

qualitative and quantitative concepts and is usally conducted by a team of researchers. 

Palinkas et al. elaborated that researchers collect and analyze data, integrate the findings, 

and reach a conclusion using qualitative and quantitative approaches simultaneously. 

Schoonenboom and Johnson (2017) confirmed Dawadi et al.’s (2021) statement that in 

mixed methods, researchers combine the quantitative and qualitative approaches, and 

they agreed with Palinkas et al. that in mixed methods, researchers apply quantitative and 
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qualitative viewpoints to collect and analyze data and draw inferences from them, for 

accuracy, deep understanding, and validity.  

Researchers find mixed methods valuable. Rutberg and Bouikidis (2018) claimed 

that with mixed methods, researchers are not limited to one approach to data collection, 

thus making the study more practical and enhancing validity by complementing each of 

the approaches (quantitative and qualitative). Molina-Azorin (2016) believed that for a 

mixed-methods approach to add value to research, it needs to integrate qualitative and 

quantitative methods. Similarly, Shannon-Baker (2016) expressed that with mixed 

methods, the researcher(s) can reach a deeper level of understanding of a phenomenon, 

an understanding that they would not acquire by using a single research method. 

Moreover, the quantitative methodology that is used in mixed methods contains empirical 

data used to predict variances and high and low values with data presented in graphs and 

plots (Zyphur & Pierides, 2020). A numerical or statistical type of data would not have 

added value to this study, because the focus of this study was to explore strategies and 

gain an in-depth understanding of how IT managers protect customers' PHI from 

cyberattacks when using telemedicine. Therefore, because the research study did not 

obtain numerical data, the quantitative approach was not used, eliminating the mixed-

method possibility. 

Research Design 

The qualitative research method involves multiple design types: pragmatic 

inquiry, case study, ethnographic, grounded theory, narrative, and phenomenological 

design. Five designs were consisered: (a) pragmatic inquiry, (b) case study, (c) 
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ethnographic, (d) narrative, and (e) phenomenological designs. A pragmatic inquiry 

design was chosen because it was the most appropriate design to address the research 

question, explore participants’ practical experiences, and gain direct understanding on the 

process IT managers used in applying effective cybersecurity strategies to protect 

customers’ PHI from cyberattacks when using telemedicine.  

The case study was considered but not selected, because it is designed to explore 

complex problems that require deep understanding among a large pool of participants 

across multiple organizations (Harrison et al., 2017). Scuotto et al. (2016) used a case 

study design to conduct in-depth analysis to further theory development regarding 

activities, strategies, and methods in multiple organizations. Also, Ridder (2017) 

mentioned that a case study intensely scrutinizes issues in a “real-life” setting to 

understand events that occurred.  

The ethnography design was considered as well but not selected. Ethnography 

designs focus on the study and definition of social groups and how they solve intricate 

issues (J. Wallace, 2019). Gable (2017) described ethnography design as the study of 

society’s culture. Hanif (2015) used an ethnography design to study the significance of 

culture. Similarly, Isaksson et al. (2017) discussed ethnography in the context of the 

design and architecture of artifacts as a cultural study. 

The narrative design was considered but not selected because this design’s 

primary focus was social and human sciences, used as a way for people to express their 

life stories (Bruce et al., 2016). The focus of my study was not the participants’ life 

stories. Hickson (2016) indicated that the narrative design is used by researchers who 
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want to explore the way people’s stories were created and placed. Clandinin et al. (2017) 

suggested that social science researchers use the terms narrative and story as 

interchangeable in this type of design. Clandinin et al. added that the way researchers 

conduct qualitative research with a narrative design is by living alongside the individual 

telling the story. This study did not include the use of living alongside participants or 

listening to their life stories, so the narrative design was not used. 

The phenomenological research design was not selected because that design 

focuses on the description of individuals' daily life experiences. Limberg, Schuermann et 

al. (2018) stated that the phenomenological design’s purpose is to gather individuals’ life 

experiences and illustrate them. The focus of my study was not on individuals’ life 

experiences through an event. The phenomenological is used widely in psychology 

research, and it focuses on individual experiences, how individuals perceived an event or 

issue (Larkin et al., 2019). Meshkinyazd et al. (2020) described the phenomenological 

approach as the daily “lived experience” of individuals that make research real or 

meaningful in their lives about the phenomenon. Consequently, since I did not study 

individuals’ life experiences, the phenomenological design was not used. 

Population and Sampling 

The target population in this qualitative pragmatic research included IT managers 

working in the private sector supporting the healthcare industry, located in the United 

States. The IT managers roles comprise IT director, chief information officer (CIO), chief 

information security officer (CISO), network engineer/manager, ISSM, and 

telecomunications managers among other IS personnel. Martínez-Mesa et al. (2016) 
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described the target population as the overall group in which the eligible participants that 

have experienced the phenomenon or where the issue reside. Asiamah et al. (2017) said 

that defining a population’s criteria that posses inclusive/exclusive attributes is the 

foundation to the sampling process. Ackerman et al. (2021) said that a good population 

representation is as good as the criteria established. I used an eligibility criteria during the 

sampling process, which yielded a high quality and precise sample group.  

A purposeful sampling approach was used to identify individuals from the target 

population that possessed specific attributes included in the eligibility criteria. Bano et al. 

(2018) said that purposeful sampling is used in qualitative research to obtain the 

necessary information from a small number of sources. The power of purposeful 

sampling relies on that the more relevant the information the sample share, the least 

amount of participants are needed (Malterud et al., 2016). The purposeful sampling 

method established the sampling frame while accomplishing the research with all the 

participants. Griffith et al. (2016) referred to purposeful sampling as “information-rich” 

participants, which are not selected randomly. The purposeful sampling approach used is 

called expert sampling. The expert sampling approach relies on the subject matter experts 

experience and knowledge on a subject, to provide insight into the issue being studied (S. 

Khan et al., 2020). Utilizing the expert sampling approach, made it certain that 

participants met the defined elegibility criteria and the data that was collected was from 

experts in their cybersecurity specialty area. The homogeneous and snowball purposeful 

sampling strategies were considered. However, the homogeneous sampling strategy was 

not selected because it does not focuses on participants’ expertise. Staller (2021) stated 
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that homogeneous sampling focuses on cases with the same type of charatecristics such 

as cultural or economic background, and it is taylored towards focus groups. The 

snowball sampling strategy was considered; however, it was not selected. Snowball 

sampling focuses on participants refering other participants for the study, such as a 

network of friends (Curtis & Keeler, 2021), which may potentially introduced bias into 

the research. Therefore,  the expert purposeful sampling method provided me with 

participants that have in-depth information and experience with cyberseucrity strategies 

to protect PHI in healthcare organizations, which based on their expertise potentially 

answered the research question.  

The sample size or the number of participants has been contested for years in 

qualitative research, and in this case, it fluctuates. Moreover, to identify a valid sample 

size in qualitative research is challenging (Sim et al., 2018). The sample size is a critical 

aspect that could be affected by two main factors, the design of the study and the 

objective (Nanjundeswaraswamy & Divakar, 2021). Often, researchers need to specify a 

sample size to meet ethics research board requirements, but the sample size may fluctuate 

during data collection; qualitative researchers needs to continue collecting data to answer 

the research question until they reach data saturation (Gill, 2020). Boddy (2016) claimed 

evidence of data saturation in a qualitative study with a sample size of six to twelve in-

depth interviews. Vasileiou et al. (2018) suggested that eight participants are suitable for 

exploratory research. Hagaman and Wutich (2017) conducted and affirmed that the 

sample size in qualitative research is based on data saturation, and added that data 

saturation has been reached between six and twelve interviews. Blaikie (2018) stated that 
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the best qualitative researchers can do is to identify a sample size, to indicate a range 

based on previous research data. Therefore, since this is a qualitative pragmatic inquiry 

research and based on the information from the sources above, a sample size of seven 

interviews was used and deemed appropriate.  

Data saturation describes the process when no new themes emerge from new data 

collection results, such as interviews. Hancock et al. (2016) stated that one had reached 

data saturation when new ideas are not emerging. Tran et al. (2016) agreed with Hancock 

et al. (2016) in that when researchers collect information from new participants, and there 

is little or no change from the data collected, data saturation has been reached. Likewise, 

Tran et al. (2017) indicated that data saturation occurs when the collection and analysis of 

data from new participants do not change the data results or introduce new themes. 

Boddy (2016) stated that data saturation take place when no new themes are found in the 

data from further interviews. Vasileiou et al. (2018) mentioned that in qualitative studies, 

the researcher often has to conduct additional data collection until no new themes 

emerge.  

A participants’ criteria is use to define characteristics that identified eligible 

participants from the population. The selection of elegible participants is crucial to yield 

quality data in the study. Lopes et al. (2020) used inclusive and exclusive criteria on a 

research study about reading challenges, to define the eligible participants. Asiamah et al. 

(2017) stated the eligibility criteria is the key to discover those potential participants that 

possess the desired attributes to provide quality information. E. S. Kim et al. (2017) states 

that broad and limited criteria could impact negatively the research study and the 
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outcome. The eligibility criteria, described in the Participants section of this study, and 

included in the consent form is specific, not broad or limited to avoid risking 

generalization or applicability of the results, and is defined to select those participants 

that potentially answered the research question. The use of a eligibility criteria to select 

participants helped me prevent bias and ensure potential participants meet the required 

criteria to participate in the study. 

Remote interviews were conducted using Microsoft Teams, a video call 

technology. An alternate comparable video call technology, such as Zoom was used if the 

participant was unable to use Microsoft Teams. The interviews were audio recorded with 

participant agreement. Participants were able to decide the interview location from which 

they feel safe, comfortable, and free to open-up. Oltmann (2016) said that interviews 

could be done from a place in which the participants feel protected. Mirick and 

Wladkowski (2019) stated that the use of “digital technologies” such as Skype to conduct 

interviews, provides the capability to observe for visual cues. Weller (2017) conducted 

research about the use of video calls in qualitative studies, and stated that participants 

liked it, had a pleasant experience, felt comfortable, and safe to open-up. Recently, we 

have been under a health hazard that we had to maintain social distancing; allowing 

participants to interview from a remote location potentially reducing stress and making 

them feel comfortable. Thus, video call technologies such as Microsoft Teams and 

similarities were an excellent alternative to on-site interviews. 
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Ethical Research 

In this study, attention to ethical research was given by following The Belmont 

Report guidelines that protect participants’ privacy and anonymity. Brear (2018) 

suggested that the consenting process is a fundamental principle in ethical research, and it 

provides participants with information about the study as well as risks and benefits they 

can encounter. In the U.S., ethical basis protections for research involving humans are 

established by the Belmont Report, which consist of three ethical principles: respect for 

persons, beneficence, and justice (Redman & Caplan, 2021). Respect for people is 

focused on individuals’ participation according to their terms, which is achieved by the 

informed consent process, and assures participants’ autonomy (L. Wood, 2017). 

Beneficence is focused on the risk participants may be exposed to vs. the benefits they 

could receive from the research, and it is achieved by the involvement of a Review Board 

or committee to weigh the risk vs. benefit ratio (Adashi et al., 2018). Justice is focused on 

the benefit for one group does not harm another (Veatch, 2020). In this study, respect for 

people was achieved using the informed consent form; beneficence, was achieved by the 

participants not being exposed to different/higher risk levels as of everyday life risk level. 

Justice was achieved by the participants being the same group that benefit from the study. 

Therefore, Walden’s IRB was adhered to, which follows the Belmont Report. 

The IRB ensured this research follows and meets ethical standards by reviewing 

and verifying it before the consent process starts. Lindsley (2019) expressed that the 

consent process is an ongoing communication providing participants with adequate 

information so they can keep making informed decisions. Additionally, participants were 
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properly informed of their right to participate and withdraw their consent to participate at 

any stage of the study (Kaewkungwal & Adams, 2019). A fundamental aspect of the 

consent process is the consent form, which is a document that describes in simple terms 

the researcher's ethical role and responsibility, a statement about protecting participants 

identification, as well as indicating the presence of any risks and how it will be mitigated 

(Vitak et al., 2017). The consent form for this study includes: a) a statement that 

participants identification was protected/masked by a letter/number code, none of the 

participants’ identity was disclosed to anyone outside the study’s data transcript/analysis 

process; b) a brief explanation of the purpose of the study, c) a description of how the 

study is a benefit to the participants; d) a statement indicating the study does not present 

risks levels not already present on everyday life, and e) a statement indicating there is no 

incentive for participation in the study. Furthermore, the consent form indicates that 

participants can withdraw at any time during the study with no penalty for their 

discontinued participation, by formally notifying the Walden University’s research 

participants advocate or me via email and stating their intentions to withdrawal from the 

study.  

The consent process started once approval was received from the Walden 

University IRB. The consent form was emailed to participants, right after sending the 

LinkedIn invitation to participate. The participants replied consenting and included the 

statement “I consent” explicit on the reply. In turn, each participant was assured complete 

anonymity. The informed consent is designed as an ethical protection for participants 

taking part in research (Crutzen et al., 2019). Othman and Hamid (2018) explained that 
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protecting and guaranteeing participants anonymity was essential to the wellbeing of 

participants and their withdrawal from their study. Likewise, Tulyakul and Meepring 

(2020) stated that confidentiality is key in the informed consent process and to protect 

participants’ anonymity a code needs to be used. To protect participants’ anonymity, a 

letter-number combination code was used. For example: Participant One was coded P1, 

Participant Two was coded P2, and so on, which masqueraded their identity. The consent 

replies received from participants were secured along with the rest of the raw data 

(interview recordings, logs, and others). Electronic files are kept in an encrypted or 

password-protected drive/vault, which is a secure container that I only have access to; 

data is kept for five years, then destroyed. In addition to that, when the transcript service 

was being used, a confidentiality and nondisclosure agreement was signed to protect all 

participants.  

Data Collection 

Instruments 

In qualitative research there are many types of data collection instruments. but the 

researcher is the primary instrument. Data collection instruments in qualitative research 

refer to interviews, documents analysis (electronic or hardcopy), focus groups, 

observation, the researcher, and any devices used, such as recording devices and video 

cameras, among others (Twining et al., 2017). Clark and Veale (2018) stated that the 

researcher’s analysis and interpretation of the data collected are crucial to the study, 

which is why the researcher is the primary data collection instrument. Likewise, Paradis 

et al. (2016) stated that the data collection strategy in qualitative research is critical and 
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concurred with Clark and Veale (2018) that the researcher as the interviewer is the 

primary data collection instrument. Data was collected from IT managers by conducting 

semistructured interviews and reviewing publicly available documents such as policies 

and procedures, technical documents, and memorandums related to cybersecurity 

strategies to protect PHI from cyberattack when using telemedicine. Public-facing 

documents published by reputable sources such as those found in social media, blog 

postings, magazines, and professional organizations’ websites, such as LinkedIn, IEEE, 

ISC2, and HIMSS, were used to further validate the research studies results.  

During data collection, semistructured interview questions were used (see 

Appendix A). An interview protocol (see Appendix B) was used to stay focused on the 

topic and guide the interview process, standardizing it for all participants. Interview voice 

recordings were used to aid in maintaining accuracy. Taylor et al. (2017) developed an 

interview protocol using semistructured interviews as data collection, which included a 

list of questions that guided the interview process. Likewise, DeJonckheere and Vaughn 

(2019) utilized semistructured interviews and an interview protocol to conduct data 

collection. Furthermore, Rimando et al. (2015) utilized interviews as a data collection 

instrument for their study and added that recording devices could help capture details the 

researcher might miss by taking notes.  

Member checking refers to the participants’ view/verification of the data 

collected, such as interview data interpretation and analysis. Busetto et al. (2020) stated 

that member checking is obtaining participants feedback for accuracy of the researcher’s 

analysis of the data collected. Thomas (2017) indicated that member checking validates 
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researchers’ findings against participants' statements. The study’s validity was enhanced 

by using member checking. Candela (2019) indicated that member checking occurs when 

the researcher provides participants with a draft of the interview analysis, findings, or 

transcripts for review to ensure the researcher’s accuracy of the data collected and 

analyzed. Participants reviewed a summary of the interview transcript, data analysis, and 

interpretation of the data collected to validate the data and enhance trustworthiness.  

Data Collection Techniques 

The primary data collection technique used was semistructured interviews with 

audio recordings to enhance data accuracy. The semistructured interviews included ten 

open-ended questions tailored towards addressing cybersecurity strategies to protect PHI 

from cyberattacks when using telemedicine. Once permission was obtained from Walden 

University IRB to collect data, LinkedIn social media site was used to reach out to 

potential participants. IT managers that met the criteria were provided with an informed 

consent form for participation. After reviewing the signed consent forms and identifying 

those that met all the participants' criteria, interviews were scheduled by using video call 

technology, Microsoft Teams, or a comparable technology to accommodate the 

participant, if Microsoft Teams is not feasible. Forero et al. (2018) utilized a 

semistructured interview data collection method because it provided a flexible and 

focused environment for participants to expand on the topic that has been studied. Seitz 

(2016) suggested that using a software application such as Skype to conduct interviews is 

convenient, less intrusive, and participants may feel more comfortable being interviewed 

in the privacy of their home or office, in a safe space. The research topic and purpose of 
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the interview was explained. Additional clarification included the need for taking 

personal notes of thoughts/impressions, and with their permission. The interviews were 

audio recorded using a voice recorder smartphone app. The use of a smartphone to record 

the interviews audio is beneficial (S. Matlala & Matlala, 2018) to maintain accuracy. 

Recording the interview increased data collection accuracy (McInnes et al., 2017). 

Participants were reassured their name would be removed from the voice recording 

transcript, the interview would not be published, and they can withdraw at any time 

during the study.  

The secondary data collection technique that was used is the review of publicly 

available documents with emphasis on PHI protection and cyberattacks; the topic being 

studied to complement the analysis of the data. Publicly available documents such as 

those published online, those found on public-facing websites, and those posted on social 

media websites were part of the analysis. Document analysis is one of the most used data 

collection techniques and it includes the review of reports, guidelines, and policies 

(Busetto et al., 2020). Document analysis adds value to a study while decreasing bias 

ethical concerns from the public worldviews (Morgan, 2022). Document analysis not 

only complements other types of evidence but also is an effective data collection 

technique in pragmatic inquiry research (Ulrich, 2020). The use of this technique 

increased this research credibility and supported the evidence from the semistructured 

interviews. 

Data collection techniques such as semistructured interviews and document 

analysis have advantages and disadvantages. The main advantage is that interviews can 
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be focused on answering research questions of the study (Gaikwad, 2017). The researcher 

has the freedom (within the interview protocol) to change the order of the questions while 

maintaining the direction of the interview (Dikko, 2016). Another advantage of the 

semistructured interview technique is the gain of deep insight from participants 

(Maramwidze-Merrison, 2016). A drawback to semistructured interviews is the 

coordination and challenges to meet with participants and agree on availability/schedule 

(Maramwidze-Merrison, 2016). The limitation of semistructured interviews when 

interviewing individuals is that the interviews tend to generate fewer opinions/ideas than 

in group semistructured interviews setting (Tausch & Menold, 2016). Another limitation 

with semistructured interviews when conducted by phone is that they could hinder the 

overall quality of the interview because of nonverbal cues and participants’ reactions the 

researcher may miss (Shapka et al., 2016).  

There are some advantages and disadvantages of using the revision of documents 

as a data collection technique. A significant advantage of document revision technique is 

that it can be used across multiple fields of studies and topics (L. M. Wood et al., 2020). 

Also, potentially rich data sources, especially for difficult subjects and historical value of 

the data (Chatfield, 2020). Documents vary in format; they can be printed or digital 

(Wilson et al., 2016). A crucial disadvantage of using the revision of documents as a data 

collection technique is the potential of introducing the documents’ author's bias 

(Gaikwad, 2017). The reviewed document was a result of different research/inquiry and 

may not have pertinent information (Sherif, 2018).  
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Once the data was collected via semistructured interviews with audio recordings 

and analysis of documents, member checking was performed. Hays et al. (2016) agreed 

that member checking as a data collection strategy maintains quality in the research for 

which the participants provide data validation. Member checking not only provides 

credibility, reliability, and trustworthiness, but it also gives participants the chance to 

verify their contributions, such as thoughts and ideas (Simpson & Quigley, 2016). 

According to Smith and McGannon (2018), member checking is a crucial technique in 

acquiring credibility, controlling bias, and producing trustworthiness. A summary of the 

transcripts data interpretation/analysis was sent to the participants for verification and 

validation of the data collected, which in turn increased the study's credibility and 

reliability while reducing the researcher’s bias.  

Data Organization Techniques 

Data organization is essential to facilitate analysis and query of the data. To 

organize and query the data, Excel was used as a data analysis tool to review audio 

recordings, documents, and transcripts. Data organization started with interview audio 

recordings, which were reviewed, analyzed, and organized by themes. The interview 

recordings were transcribed into Microsoft Word, and the responses captured on the 

transcripts were added into Excel. Using Excel, information from was entered, reviewed, 

and analyzed.  

The raw data will be kept in a locked container for five years, then destroyed. 

According to Lin (2009), data must be kept from three to ten years, but the researcher’s 

sponsoring organization dictates the period the data should be kept; Walden University’s 
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policy is five years. Phillippi and Lauderdale (2018) encouraged researchers to store field 

notes (even if not used) and treat and protect them as the rest of the data collected. Tsai et 

al. (2016) reiterated that field notes, interview transcripts, audio/video recording contain 

sensitive data (participants identification) and needs to be protected from disclosure. The 

electronic data will be stored in an encrypted or password-protected hard drive/flash 

drive. They will include interview recordings, any personal thought notes, and all related 

data collection material used. Lin (2009) stated that all raw data needs to be collected, 

including sensitive information (names, locations, etc.) about the participants that, if 

disclosed, could compromise their confidentiality.  

Data Analysis Technique 

The data analysis technique used was methodological triangulation to perform 

thematic analysis. The thematic analysis focuses on extracting emerging themes from the 

raw data (Castleberry & Nolen, 2018). P. Fusch et al. (2018) described methodological 

triangulation as a cross method or using one method with multiple data sources, such as 

interviews, observations, field notes, and document analysis, among others. The use of 

methodological triangulation (using different data collection sources) helped me confirm 

the results from the research (Bengtsson, 2016). Also, triangulation increases research 

trustworthiness, especially when using tools to analyze the data (Leech & Onwuegbuzie, 

2008). Publicly available documents such as those found online related to cybersecurity 

strategies to protect PHI from cyberattacks when using telemedicine were reviewed.  

Data analysis started after the data had been collected. The thematic data analysis 

process is broken down into six phases: (a) becoming acquainted with the data, (b) 
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creating codes of the raw data, (c) searching themes, (d) reviewing themes, (e) defining 

and naming themes, and (f) generating a report (Nowell et al., 2017). After immersing 

myself in the data and listening to keywords that may constitute or become a theme, notes 

were made for coding emerging themes. Participants' responses were reviewed, and all 

recordings were listened to, including a read over the personal thoughts’ notes, and use 

publicly available documents. During the data review for analysis, codes were created, 

noted repeating themes, and assigned a name before findings were presented.  

There are specialized tools such as computer-assisted qualitative data analysis 

software (CAQDAS), NVIVO, and ATLAS. Also, there are familiar/common office 

programs like Microsoft (MS) Word and Excel, which can be used for data analysis as 

well, such as coding the data with conditional formatting (Gasigwa et al. (2022). Dhakal 

(2022) suggested that NVIVO is efficient, accurate, and a reliable tool. Excel was used to 

store interview responses, digital recordings, transcripts from MS Word, and publicly 

available documents, which were used for coding and identifying themes.  Excel was a 

great tool that assisted with data analysis, as it helped create code for analysis of the data. 

 Once the interviews were transcribed, the data was revised and analyzed. The 

data was labeled by using the Microsoft Word functionality of highlighting and writing 

comments of the terms and phrases that aligned with the interview questions. Those 

labels became codes that were used to extract themes that emerged from the data. All 

themes were addressed and considered how they might bring insight to answer the 

research question. A focus on reviewing key themes identified in Excel software was 
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found while reviewing the data from those repeating terms or patterns. Key themes were 

used to begin data interpretation. 

Reliability and Validity 

In qualitative studies, reliability and validity refer to the study’s trustworthiness 

by enhancing dependability, credibility, transferability, and confirmability of the 

findings. Those criteria were established in 1985 and are used by most qualitative 

researchers to achieve reliability and validity in their studies (Connelly, 2016). Cypress 

(2017) argued that reliability and validity are essential to qualitative research to the point 

that it should be used constantly to meet the research requirements. Likewise, Colorafi 

and Evans (2016) suggested that attaining reliability and validity is vital to qualitative 

research. Hadi and Closs (2016) described member checking “as the single most 

important method” to establish reliability in qualitative research. Reliability denotes that 

the study process is consistent among all participants, and dependable that can be audited 

(Colorafi & Evans, 2016). Validity and reliability were accomplished by using 

triangulation, which means using a variety of data sources.  

Dependability 

Dependability refers to obtaining the same results so the study can be replicated. 

Crowe et al. (2015) stated that dependability is gathering enough information during data 

collection and analysis, so the research is consistent. Dependability could produce 

trustworthy findings by participants reviewing the data collected and data interpretation 

(McInnes et al., 2017). I provided the transcript analysis from data collection to 

participants to ensure the data was consistent with their responses and the data 
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interpretation. Furthermore, Amankwaa (2016) suggested that dependability rests on 

demonstrating that the findings can be replicated. 

Credibility 

Credibility refers to internal validity, which in this qualitative study included the 

methodological triangulation technique, to ensure the data has true value to the study. 

FitzPatrick (2019) argued that researchers need to use a minimum of one triangulation 

technique to increase the credibility of the findings and reduce the researcher’s bias. 

Likewise, Korstjens and Moser (2018) describe credibility as the equivalent of internal 

validity, which focuses on the truth-value. Furthermore, the researcher’s consistency 

enhances credibility, but it must be verified by a triangulation technique of the data 

(Santiago-Delefosse et al., 2016). Similarly, Gunawan (2015) claimed that member 

checks are fundamental to obtaining credibility. By using methodological triangulation 

techniques, the research study will bring internal validation and increase its credibility. 

Transferability 

Transferability, also known as generalizability, refers to external validity and the 

relevance the results are to others outside the study. Moon et al. (2016) referred to 

transferability as a form of external validity in which one’s study findings can be useful 

for future research. Bengtsson (2016) expressed transferability as in the way the findings 

apply to other situations, indicating that the accuracy of the sample would define how 

general the findings could be. Likewise, Leung (2015) suggested that transferability 

should use methodical sampling and triangulation. Moon et al. (2016) added that 

transferability might be fundamental to the application of research findings. 
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Transferability in this study was accomplished by using purposeful sampling and member 

checking, a triangulation technique.  

Confirmability  

Confirmability refers to the proof the researcher gives the readers that the study’s 

results mirror the participants’ perceptions, not the researcher’s worldviews. Castleberry 

and Nolen (2018) stated that confirmability assures the findings come from the data, not 

from one’s biases. Sarma (2015) argued that triangulation guarantees confirmability and 

diminishes the researcher’s bias. Likewise, McInnes et al. (2017) indicated that one 

obtains confirmability when the findings truthfully echo the data provided by 

participants. McInnes et al. (2017) go on to say that by using multiple sources of 

triangulation, the researcher can accomplish confirmability. Consequently, by relying on 

the data participants bring to the study and using methodological triangulation, 

confirmability was obtained. In this study, confirmability was obtained through 

methodological triangulation (interview, member checking, and document revision) to 

ensure results emerge from the data. 

Data Saturation  

Data saturation is essential to the quality of the research. P. I. Fusch and Ness 

(2015) stated that if data saturation is not reached, it affects the quality of the study. 

Galvin (2015) conducted a study to find out when data saturation was reached using 

interviews as a data collection instrument. Although Galvin concluded that in twelve 

interviews, most of the data saturation occurred, new themes ceased emerging after the 

30th interview. Nevertheless, P. I. Fusch and Ness (2015) suggested that if no new data 
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appears or there is no more coding necessary, the researcher has reached data saturation. 

Similarly, Saunders et al. (2018) described data saturation when new data becomes 

redundant to the already collected data. Once the data being collected renders the same 

information or does not render latest information, data saturation was reached. 

Transition and Summary 

Section two focused on the role the researcher has with participants and included 

more details about the research method and described the research design used, to include 

defined data collection instruments, and the population. Also, section two included 

ethical considerations that were present during the research and interaction with 

participants to include their protection. Likewise, it included the role the participants have 

of checking/verifying the data to increase the reliability and validity of the study. 

Section three covers the application to the professional practice of IT, which 

comprises of the presentation of the findings and the relevance to IT, the implications for 

social change, and the positive and tangible impact on society, individuals, and cultures. 

Also, section three contains recommendations for those that relate to the findings, as well 

as recommendations for future research. Some items addressed in section three include 

the researcher’s reflection and finalizing with a conclusion; appendices are also included 

in this section as well. 
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Section 3: Application to Professional Practice and Implications for Change 

Introduction 

The purpose of this qualitative pragmatic research was to explore the effective 

strategies that IT managers in the healthcare industry used to protect their customers’ PHI 

from cyberattacks when using telemedicine. Data was collected using semistructured 

interviews from IT managers. Participants were recruited through social medial LinkedIn 

invitation. The data collected was obtained from seven IT managers responses to ten 

open-ended questions listed in the interview questions appendix (Appendix A) and data 

from five publicly available online documents in the United States were used to 

complement and strengthen the study’s results. Those documents were identified with a 

letter and number combination (i.e., D1 - D5). Likewise, participants were assigned a 

letter-number combination to maintain participants' anonymity, such as P1, P2, P3, etc.  

Most interviews were conducted via Microsoft Teams or phone, according to 

participants’ availability. Excel was used to analyze the data collected, then, the data was 

sent for member-checking process to validate data analysis. During member checking, 

participants’ responses were clarified. Their responses provided deep insights into 

answering the overarching research question. The findings showed that IT managers used 

many strategies to protect customers’ PHI from cyberattacks. The thematic analysis 

conducted using Excel identified major themes that emerged throughout the data analysis 

of the research. Data collection evidence showed Risk Management Framework and 

Protection from Unauthorized Disclosure as the main themes and key strategies to protect 



72 

 

customers’ PHI. I was able to link those major themes back to the framework and 

literature review. 

Presentation of Findings 

The overarching research question was “What effective strategies do IT managers 

in the Healthcare industry use to protect their customers’ PHI from cyberattacks when 

using telemedicine?” Data was collected data from seven IT managers, utilizing 

semistructured interview questions to gain deep insight into the topic studied, and 

incorporated publicly available online documents from Organizations such as, NIST, 

NIH, HHS, to increase data validation. This section includes tables and figures to aid 

with data visualization of the insight gathered from the IT managers and identifies each 

theme. Table 1 shows the publicly available documents that reinforce data validation.  

Table 1 

Publicly Available Documents 

Document 

number 

Title Author 

D1 Implementing the Health Insurance Portability 

and Accountability Act (HIPAA) Security Rule: 

A Cybersecurity Resource Guide 

 

National Institute of Standards 

and Technology (NIST)  

D2 Healthcare and Cybersecurity Taking a Zero 

Trust Approach 

 

National Institutes of Health 

(NIH) 

D3 Health Industry Cybersecurity Practices: 

Managing Threats and Protecting Patients 

 

Health and Human Services 

(HHS) 

D4 Privacy and Security Risk Factors Related to 

Telehealth Services – A Systematic Review 

 

National Institutes of Health 

(NIH) 

D5 Mitigating Cybersecurity Risk in Telehealth 

Smart Home Integration 

National Institute of Standards 

and Technology (NIST) 
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Table 2 below shows the number of references regarding the two main themes 

that emerged during data collection.  

Table 2 

Main Themes 

Main themes 

Participants Document 

No. of 

Participants 

No. of 

references 

No. of 

Documents 

No. of 

references 

Risk management 7 31 3 67 
Protection from unauthorized disclosure 7 19 2 4 

Cybersecurity awareness training 4 8 3 84 

Privacy 3 6 5 104 

Data-loss prevention 2 3 2 18 

 

Theme 1: Risk Management 

During the thematic analysis risk management emerged as the most mentioned 

theme; a key theme across the data collection thematic analysis, among all seven 

participants. Findings confirmed that risk management is an essential aspect for 

organizations that want to protect their resources/assets and procedures from 

cybersecurity attacks. All participants, apart from P2, stressed out that risk management 

plays a key role in multiple aspects of the strategies to protect customers’ PHI from 

cyberattacks. Although P2 mentioned the use of risk management strategies, it did not 

consider them a key aspect in the strategies to protect customers’ PHI from cyberattacks. 

P1 and P3 identified risk management as an essential framework in today’s evolving 

threats. P3 added and P7 conveyed risk management strategies such as “ensuring end-to-

end device management and robust patching is the primary tool in preventing the 

cyberattacks.” P2 and P5 emphasized patient awareness and involvement in addressing 
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risk from the customers’ perspective. P3, P4, and P6 utilized security, test, and evaluation 

strategies to protect PHI against cyberattacks. P3 factors in “the history of reported 

breaches or detected breaches” and verified their effectiveness, along with evaluating the 

security tools performance. P4 shared “perform Pen Test to verify the performance of our 

security controls”. P6 reviews and compares the number of security incidents for security 

events that occurred over a year to assess their security posture. P2 stated the 

“implementation of multi-factor authentication for providers as well as for all patients 

who have online accounts with the provider. This is one of the simplest and most 

powerful actions providers can take to boost cybersecurity and minimize the risk of 

cyberattacks. Many participants mentioned the use of the NIST Framework as part of 

their strategies to protect PHI from cyberattacks. Some of the NIST framework aspects 

participants were referring to are the NIST guidelines and tools. P6 shared that the use of 

the NIST guidelines combined with cybersecurity tools framework provide PHI 

protection while supporting each other. Some cybersecurity strategies P3 pointed out to 

make them less vulnerable are vulnerability management and following the NIST 

traceable guidelines. 

Publicly available documents confirmed the findings about the significance of 

implementing a risk management framework or processes to protect customers' PHI from 

cyberattacks. D1 provides HIPAA Security Rule guidance about risk assessment, risk 

management, and information security program activities. D1 emphasizes Theme 1 and 

validates P2 response and the importance of a HIPAA compliance cybersecurity program. 

D3 reaffirms the evolving cybersecurity threats the healthcare industry faces, states the 
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essence of risk management, and explicitly addresses best practices. D3 describes threats 

and vulnerabilities, as well as offering solutions to the industry.  

 Thes findings align with the risk management theme found in the research, which 

describes risk management best practices, processes and actions taken to address risk in 

the organization to protect its resources. Arogundade et al. (2021) studied the risk 

management process to identify critical information, security risks, and control measures. 

Researchers like Pal and Mukhopadhyay (2018) measured how risk analysis and 

assessment identify attack types, and Muraguri et al. (2019) included the risk 

management theory in their research and included assessment, evaluation, and mitigation 

in their studies.  

The IST conceptual framework showed a risk management theme exemplified by 

the risk management theory discussed by Hong et al. (2003). The risk management 

theory describes the risk management process in its entirety, evaluating, assessing, and 

controlling risk within an organization (Fikri et al., 2019). Poleto et al. (2021) said that 

when using telemedicine, risk management encompasses policies/procedures, setting up a 

baseline, assessing risk, and event notifications. These activities were found in the data 

collected from P4, P5, and P6, which indicated in their response to cyberattacks the first 

action taken would be to stop the attack or contain the incident. 

Theme 2: Protection From Unauthorized Disclosure 

Protection from unauthorized disclosure was the second main theme that emerged 

during the thematic analysis. This theme was found in the analysis eighteen times and 

similarly to the first theme, it was visible among all seven participants as well, except for 
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P1 and P5 that were the least to use this strategy related to this theme. This theme’s 

importance resides on the ability for the Healthcare Industry to “strike a balance between 

confidentiality, integrity, and availability,” as P6 shared. There are many strategies that 

can be applied to protect customers’ PHI, but not all of them are adequate. P3 mentioned 

zero trust to minimize unauthorized disclosure, because zero trust is based on a least 

privileged principle. P4 said “effectiveness vs. Baselines” referring to factors and the 

industry standards; also, incorporating lessons learned into organization 

policies/documentation. Unauthorized disclosure could occur from internal or external 

sources, what is important is to keep protecting the data to the best of our abilities and 

resources, P7 accomplishes this by having physical security controls, inventory 

management, and robust patching. P7, like P6, employs CIA triad strategies to protect 

PHI from cyberattacks; P7 reinforced “to ensure the confidentiality, integrity and 

availability (CIA) of data and systems is maintained”. 

Publicly Available documents support the findings about the importance of 

protecting data from unauthorized access, thus protecting customers’ PHI from 

cyberattacks. D2 addresses data protection from cyberattacks in the healthcare industry, 

focusing on Zero-Trust, a strategy that functions in the principle of never trust-always 

verify to protect the data. D2 strengthens Theme 2 by offering strategies applicable to the 

healthcare industry that IT managers and readers alike can use as guidance and 

implement as protection from unauthorized disclosure. Furthermore, P3 confirms the key 

aspects of Theme 2 and reinforces D1 statements regarding access control and the least 

privilege, which are necessary strategies to protect customers’ PHI against cyberattacks. 
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P3 shared that “Key one, is principle of least privilege, making sure the users have the 

least amount of privilege necessary to accomplish their job and not expose greater risk 

than is necessary”.  

Theme 2, protection from unauthorized disclosure, is directly in line with the 

research. Bandari (2023) pointed out the criticality of this theme; Bandari wrote in his 

study regarding preventing unauthorized access, the use of access control strategies, and 

its effectiveness to protect data from unauthorized disclosure. Moreover, Bandari (2023) 

stated that access control is “one of the most effective tools” to prevent data breaches, 

which coincided with P3 assertions. Basil et al. (2022) studied the security concerns or 

issues of health information databases including telemedicine; in their research they 

stated that the implementation of access controls increases the protection from 

unauthorized disclosure and potentially prevents data breaches. Some key factors Basil et 

al. (2022) investigated were privacy and security breaches (i.e., using third-party 

software), which consequently impact data confidentiality. Confidentiality is a concern 

that P7, P6, and P2 shared; all three participants expressed the importance of this factor 

with this theme, protection from unauthorized disclosure, and suggested that 

cybersecurity program, policies, and systems maintenance along with HIPAA 

compliance, would reduce the risk of data breaches. 

Likewise, Theme 2, protection from unauthorized disclosure, can be observed 

through the conceptual framework, security policy theory developed by Hong et al. 

(2003). The security policy theory addresses protection from unauthorized disclosure by 

establishing, implementing, and maintaining information security policies to meet 
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organizational requirements. Zaini et al. (2020) supports this Theme through elements of 

the conceptual framework, security policy theory and contingency theory, such as access 

control (physical/network), system maintenance, and business continuity; agreeing with 

P6 in utilizing security policy theory elements to protect from unauthorized disclosure, 

but if an attack occurs, switch to a response mode and “make sure that it’s cut off”. Butt 

et al. (2023) discussed the use of security strategies to secure customers’ data and protect 

it from unauthorized access, by focusing on data confidentiality applying security control 

mechanisms. 

Theme 3: Cybersecurity Awareness and Education 

The third theme that emerged was cybersecurity awareness and education. This 

theme was found in data analysis eight times. cybersecurity awareness and education 

theme consist of enhancing employees’ understanding to recognize potential 

cyberattacks, thus reducing organizational risk (Pranggono & Arabo, 2021). Theme 3 

extant among four of our participants (P1, P3, P4, and P6), which emphasized the 

significant role cybersecurity awareness and education plays for personnel. P1 mentioned 

that personnel that are professionally trained could lead to an insider threat issue. P3 

shared that the training must be required and teach personnel to recognize PHI/PII, 

identify threats, and respond accordingly. P4 explained the types of threats experienced 

that users should be able to recognize, such as phishing attacks and social engineering. P6 

said regarding education to end users “providing them real examples of tangible things 

that they can do to help protect the people”. P2 and P3 excerpts about engaging 

customers in cybersecurity practices were unexpected and provided insight and a 
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different point of view on strategies used to protect PHI. Normally, the focus is on the 

implementation of cyber awareness for organizations’ employees, but very seldom is 

presented the idea of educating customers regarding cybersecurity practices, threats, and 

vulnerabilities, including risk and their acceptance. P2 shared to implement the practice 

of multifactor authentication for providers as well as for all patients, as part of the 

strategies to protect customers’ PHI against cyberattacks. Another excerpt about 

engaging customers in cybersecurity practices was from P3, which commented on 

explaining customers and making sure they understand the potential cybersecurity risks 

that a telemedicine connection may pose. This suggests that although cybersecurity 

awareness and education theme appeared eight times, it maintains its relevancy and key 

to an organization's security posture.  

Publicly available documents reinforced Theme 3, cybersecurity awareness and 

education. D4 identified cybersecurity awareness and education as a risk factor to 

telemedicine’s privacy and security, making it a key aspect in the healthcare industry and 

requirement for the training to include telemedicine security related training. D3 

strengthens this theme, cybersecurity awareness and education, by showing the impact 

and consequences of the lack cyber training could bring to an organization, such as lack 

of training in protecting PHI, resulting in loss of the PHI, which translates into monetary 

loss to organizations. Awareness and training, as D1 refers to Theme 3, demonstrates the 

intricacy of the cybersecurity awareness and education theme activities, such as 

developing, implementing, incorporating training reminders, as well as monitoring and 

evaluating the training plan. 
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Theme 3 was found in the literature on multiple articles that presented the 

importance of this theme. The literature regarded cybersecurity awareness as a factor in 

reducing organizational risk to cyberattacks (Pranggono & Arabo, 2021). Also, the 

literature showed impacts on the organization’s cyber posture and increasing of the 

chances of cyberattacks due to gaps in cybersecurity awareness and education, in areas 

like social engineering (Chanti & Chithralekha, 2022) and phishing (Aldawood & 

Skinner, 2019). Niki et al. (2022) mentioned that a cyber awareness and education 

integrated approach is necessary in the healthcare industry. Niki et al. (2022) study 

identified cybersecurity awareness and education falling short among IT professionals 

and indicating the need of improvement and suggested the use of multiple methods from 

formal university training, simulator, to gamification to increase cyber posture in the 

organization. 

Cybersecurity awareness and education, Theme 3, can be linked back to the IST 

conceptual framework through the control and audit theory. The control and audit theory 

focuses on information security control systems and audit procedures to measure the 

control's performance. Also, the control and audit theory increase an organization’s cyber 

posture by implementing network control over assets and managing risk of the resources 

protecting them from internal threats. This includes cyber awareness training and 

education to complement access control (Bratu, n.d.). 

The thematic analysis included three themes, cybersecurity awareness and 

education, privacy, and last data-loss prevention. These three themes were originally 
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considered potential major themes from the research, but findings from data collection 

analysis identified them as themes due to the scarcity of their appearance in the data. 

Theme 4: Privacy 

The second theme that appeared was Privacy. This theme emerged seven times 

during data analysis. Privacy was mentioned among three participants in the study 

validating Privacy as a concern. P6 commented “making sure no one can listen in on the 

conversation…where the clinician is sitting physically that means that needs to be private 

as well”. P2 discussed many strategies to protect customers’ PHI from cyberattacks, 

which were focused on maintaining “patient confidentiality and privacy for their 

information”. Similarly, P5 shared “prevent exposure…by obfuscation”, “consider the 

nature of the data and the legal aspects of how that data is supposed to be managed” 

“Despite Privacy showing in the analysis little, the emphasis given by these participants 

worth noting it.  

D4 emphasizes theme 4 by delineating privacy in Telehealth and points out three 

aspects, the environment that includes the lack of private spaces, which validates P6 

concerns regarding the location where clinicians are physically sitting, a space where no 

one can listen to the conversation. The technological aspect, such as data security, uses 

mechanisms to protect and limit access to the data by encryption and authentication 

methods. And the operational aspect of privacy, involving access to technology and 

training of the users by educating the users to recognize privacy issues and respond 

accordingly, as well as protecting the data. D1 supports P5 earlier excerpts by stating the 

Health Insurance Portability and Accountability Act (HIPAA) security rules on protecting 
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PHI; requiring administrative, technical, and physical safeguards that must be in place to 

protect the privacy of PHI. Moreover, D1 refers to NIST special publications related to 

privacy in the NIST risk management framework.  

The literature showed this fourth theme, privacy, which denotes the right to PHI 

protection (Alfawzan et al., 2022); privacy is about limiting what others are allowed to 

see, employing security mechanisms when using, sharing, and managing sensitive data to 

protect it (Basil et al., 2022). Bai et al. (2022) reiterated that telemedicine risk exposure 

of PHI have increased due to poor privacy practices/controls; this supports P5 excerpt 

when said “prevent exposure”. We find the literature supporting this theme, Al-Muhtadi 

et al. (2019) indicated that Privacy is essential to telemedicine. Alqurashi et al. (2023) 

confirm privacy of PHI as one of the biggest concerns in telemedicine. The literature 

demonstrates a direct connection to this theme and exemplifies what was shared by the 

participants. 

Theme 4, privacy, aligns with the IST framework Management System Theory, 

which establishes an information security management system that governs and 

safeguards information assets. Also, privacy aligns with the Security Policy Theory as 

well, which focuses on protecting PHI from internal/external threats by applying security 

policies and procedures across the organization to meet security requirements. Both 

theories support this theme in similar ways. The management system theory reinforces 

privacy using a system to control and safeguard information, PHI in this case. And the 

security policy theory supports this theme by implementing and maintaining security 
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tools to enhance data protection using technical mechanisms such as having security 

policies in place. 

Theme 5: Data-Loss Prevention 

The least theme to make appearance was Data-Loss Prevention (DLP). This 

theme was the least mentioned by two participants during the analysis of the data 

collected, and it emerged twice during thematic analysis. Findings showed a connection 

to the DLP theme activities. DLP consists of the use of implemented countermeasures to 

prevent or reduce the potential of data being compromised by cyberattacks. DLP 

activities involve encryption, monitoring network and email for sensitive information, 

and blocking action mechanisms. P2 emphasized that “monitoring for suspicious activity 

and ensuring data integrity” protects PHI from cyberattacks, taking an initiative-taking 

approach and using automated tools for data protection. Likewise, P5 shared that the use 

of “system hardening and encryption” strategies help in the protection of PHI from 

cyberattacks, another initiative-taking and automated approach to data protection. Here 

we can appreciate two different participants with different strategies but with the same 

outcome: protecting PHI data through automation and an initiative-taking posture.  

Publicly available documents such as D3 confirm Theme 4 by stressing DLP 

importance due to the cyberattacks that the healthcare industry has encountered such as 

phishing attacks, ransomware attacks, and data-loss due to internal and external threats. 

D3 encourages readers to use DLP tools to aid in the protection of data to detect and 

block PHI and PII leaving an organization. D2 stated that in the healthcare industry an 

integrated approach is required to protect data, utilizing Zero Trust combined with users' 
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initiative-taking approach towards DLP, validating P2 and P5 excerpt of monitoring data 

and activities, and hardening and encrypting the systems and data.  

 The literature confirms the strategies found in this theme, even though the 

appearance of DLP was scarce. The findings align to the literature statements from Javaid 

et al., (2023) that used multifactor authentication to ensure the right access was granted to 

the right person. Herrera Montano et al. (2022) described how encryption in DLP protects 

PHI, in the healthcare industry, and added that an integrated approach including 

biometrics as a multifactor authentication method increases data protection. Grayson et 

al. (2023) study pointed out that DLP improves PHI protection by using encryption and 

multifactor authentication as shown by the findings. F. Khan et al. (2021) confirmed this 

theme by emphasizing data at rest and in-transit protection for PHI. 

Findings showed the importance of authentication methods, such as multifactor 

authentication, training, security audits, and encryption for data in-transit, as well as 

securing data-at-rest, are factors found in the control and audit theory from the IST 

conceptual framework. The control and audit theory factors include information security 

controls and audit control, network monitoring to protect assets and resources, and cyber 

awareness training to make employees aware of threats. 

Application to Professional Practice 

The goal of this study was to explore cybersecurity strategies used to protect PHI 

against cyberattacks when using telemedicine. The strategies from this study’s findings 

can benefit IT managers in the application of cybersecurity and risk management 

frameworks by utilizing an integrated data protection approach that includes security 
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mechanisms, while keeping a balance between confidentiality, integrity, and availability 

(CIA) to protect PHI. Those strategies described in the presentation of the findings relate 

to the review of the literature and the analysis of the conceptual framework. This study 

results bring insight into the strategies IT managers use to protect PHI against 

cyberattacks and aspects of those strategies that could improve IT practice. The use of 

NIST cybersecurity and risk management frameworks is a critical aspect of any industry 

to define security controls policies and procedures to navigate the ever-evolving practice 

of IT, especially in the healthcare industry to help protect PHI. 

Those two frameworks, which include security controls and mechanisms, 

combined with a balance of the CIA triad principles, produce an integrated approach to 

protect PHI against cyberattacks. Among the strategies found within the cybersecurity 

framework included the use of analytical tools to identify, assess, and mitigate risk. The 

security controls/mechanisms, such as encryption, multifactor authentication, network, 

and email monitoring, and blocking actions, were found to be critical in the protection of 

PHI against cyberattacks. The strategies found within the risk management framework 

encompassed policies, plans, and processes to evaluate the effectiveness and efficiency of 

systems to address their risks in organizations. Among the strategies found within the risk 

management framework included establishing vulnerability management, risk 

assessment, the periodic (i.e. annually) maintenance of policies by reviewing and 

updating the policies, such as cyber awareness training policies, security policies, and 

control policies, event notification, and incident response procedures; those activities 

reduce the risk of successful cyberattacks. This study's findings demonstrate real-world 
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activities the healthcare industry experiences on any given day, and they shine insight 

into the strategies IT managers can utilize to protect PHI against cyberattacks. As well as 

extending the knowledge in this discipline by contributing to the cybersecurity body of 

knowledge, bringing in customers' worldviews, by engaging customers in cybersecurity 

practices such as cyber awareness training, risk management and acceptance. 

Implications for Social Change 

This study's implication for positive social change provides tangible 

improvements to IT managers and IT community, the healthcare industry, organizations, 

and society. The cybersecurity strategies included in this study are a practical guide that 

can be applied by IT managers and the IT community to reduce the risk of PHI exposure 

from cyberattacks, measuring the reduction in risk, by analyzing historical data showing 

the security measures have reduced the likelihood for PHI exposure. Tracking and 

measuring the detection and incident response times, noting how and what have reduced 

(i.e., time or numbers of incidents). Monitoring, tracking, and reporting compliance 

metrics such as monitoring of Data-Loss prevention events, data breaches and 

unauthorized access/disclosures, and tracking the number of threats that have been 

blocked.  

The implication for positive social change at the organization’s level, can be 

accomplished by implementing policies and encouraging a secure cyber posture, 

measuring the effectiveness of cyber awareness training, preparing employees in 

recognizing threats and responding to them. Also, by looking at the business side of 

organizations and demonstrating lower costs associated with downtimes and data 
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breaches, as well as quantifying the reduction in downtime, loss of productivity (network 

outages), and gauging the effectiveness of the processes that are in placed requiring 

cyberattacks identification, response, and mitigation activities.  

The implication for positive social change in society is palpable by the increase in 

the use of telemedicine (the technology) and broad implementation acceptance as a 

standard, decrease in cyber incidents reports, educating customers/the public, an 

improvement of individuals’ quality of life, the availability of the technology and the 

potential of saving lives at remote locations where response time can make a difference 

between life and death, and this study that can be used as a guide to raise cybersecurity 

awareness in society/community and provide strategies on possible approaches to secure 

PHI. 

Recommendations for Action 

The intent of this qualitative pragmatic inquiry was to explore cybersecurity 

strategies IT managers use to protect PHI from cyberattacks when using telemedicine. 

This study's findings demonstrate that IT managers could benefit from the 

implementation of an integrated approach to data protection that includes cybersecurity 

strategies such as risk management and security mechanisms such as encryption and 

access control to protect sensitive data from unauthorized disclosure, reducing the risks 

of PHI exposure. Also, maintaining a balance between cybersecurity strategies and the 

CIA triad. This study’s findings were supported by publicly available documents, 

scholarly research articles, and cybersecurity strategies shared by experienced IT 

managers in the U.S. that participated in the study. 
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IT and Cybersecurity are evolving. IT managers should be actively engaged in 

keeping abreast of modern technologies and ways to foster a learning environment 

applicable to end-users, IT staff, and customers. Starting with ensuring all personnel 

receive cyber awareness training and education baseline to recognize threats. Provide 

more in-depth training for IT staff according to their role. Also, make available relatable 

cyber awareness training for customers in their home environment to include mobile 

security. This study’s findings showed the importance of cyber awareness training and 

education, its role in preventing unnecessary risk, and its consequences for reducing 

insider threats, which is a concern for any organization. 

A way IT managers can accomplish acting on these strategies is dissemination of 

the information to the lowest level of personnel, using web announcements, posters, 

marketing materials or campaigns, tabletop exercises/training with role play, 

gamification, being creative, thinking outside the box, engaging employees and 

customers alike; knowing their audience to deliver an effective approach to the strategies 

that they want to use; not everyone’s learning ability is the same.  

Recommendations for Further Research 

The findings from this pragmatic inquiry study determined that the cybersecurity 

strategies shared by the seven IT managers, who use them on daily basis and that 

participated in this study, were adequate to protect PHI from the ever-evolving threats in 

cybersecurity. Recommendations for further research consist of: 
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1. Amplify qualitative or mixed methods research approach on the cybersecurity 

topic to protect PHI/PII, considering Artificial Intelligence (AI) involvement, 

business, and benefits. 

2. Conduct research focusing on data protection in transit with the use of mobile 

devices and how wireless technology improves or increases risk in an 

organization. 

3. Research into customers’ engagement into cybersecurity awareness training 

and education, the benefits it brings to the organization’s cyber posture, and 

the impact on society. 

Reflections 

Looking back, this was a journey that I never thought of travelling on. This 

Doctor of IT (DIT) program was full of challenges that questioned my knowledge and 

experience in the subject on many occasions. I learned to view and discuss topics and 

issues through scholarly lenses; the impact this doctoral program was having over my life 

was permeating my personal life, I was suddenly more understanding, more open to 

others point of views, and responding accordingly. Also, in my professional life as well, 

carrying discussions, writing documents, or even a simple email contained an air of 

scholarly tone. 

This DIT journey helped me grow on personal, educational, and professional 

levels. My study focused on exploring cybersecurity strategies to protect PHI from 

cyberattacks when using telemedicine; my experience with cybersecurity gave me the 

preconceived idea that data-loss prevention (DLP) would be a major topic/theme 
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emergent during the thematic analysis. The lack of excerpts related to DLP found during 

thematic analysis took me by surprise given the study's focus on strategies to protect data.  

Nevertheless, the experience of conducting this study and connecting with the 

study participants was a humble and educative experience. I am grateful for their 

participation, sharing their experiences brought into insight into the topic and data 

protection, as well as shining a light on a points seldomly looked at by the customer. The 

participants were happy I was looking into the subject due to the lack of research on the 

topic and that they were able to contribute by sharing their experiences.  

Conclusion 

Cyberattacks occur every day and each time they are more elaborate. It is crucial 

for IT managers/cybersecurity professionals to stay abreast of the innovative technologies 

at the fast pace they are emerging and to be initiative-taking in finding new ways to 

protect sensitive data, such as PHI, against cyberattacks. The use of the IST framework as 

a roadmap to protect PHI is an effective approach, given that not all cyberattacks are the 

same. This study showed that utilizing a combined/integrated approach addresses risks 

and threats from different perspectives, as well as established policies and processes for 

organizations to lower the risk of cyberattacks. Furthermore, creating and maintaining a 

balance between cybersecurity and the CIA triad was an important aspect for the 

operations of any organization.  
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Appendix A: Interview Questions 

1. What types of cyber-attacks have you experienced against customers' PHI 

when using Telemedicine? 

2. What security policies do you use to protect customers' PHI against cyber-

attacks when using Telemedicine? 

3. How does the implementation of those security policies protect customers' 

PHI against cyber-attacks when using Telemedicine? 

4. What does security policies maintenance do for customers' PHI against cyber-

attacks when using Telemedicine? 

5. What strategies do you use to minimize the risk of cyber-attacks when using 

Telemedicine? 

6. How do you manage those strategies to mitigate the risk of cyber-attacks to 

protect customers' PHI when using Telemedicine? 

7. How do you measure the performance of the security controls implemented to 

protect customers' PHI against cyber-attacks when using Telemedicine? 

8. What factors do you consider when auditing the strategies for protecting 

customers' PHI against cyber-attacks when using Telemedicine? 

9. What strategies do you use to protect customers' PHI against cyber-attacks 

when using Telemedicine? 

10. How do you respond to cyber-attacks against customers’ PHI when using 

Telemedicine?  
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Appendix B: Interview Protocol 

1. The interview protocol will start with thanking the participant for taking the 

time to meet with me.  

2. Followed by introducing myself and explaining the purpose of the study, as 

well as my role as the researcher. 

3. I will confirm that I received email reply with participant’s consent after 

he/she had previously received the consent form that included the study 

purpose, nature, and open-ended questions. 

4. The participant will be reminded that their participation is voluntary, and he or 

she can withdraw at any time during the research by sending me an email 

indicating so. 

5. Describe the interview process and the different types of questions. 

6. I will let the participant know before the interview starts and with his/her 

permission, that I will audio record the interview with a smartphone voice 

recording app, and I will be taking notes to facilitate data accuracy.  

7. Also, in the event the interview is transcribed by a professional service, they 

will have to sign a non-disclosure agreement. So, their identity will not be 

disclosed. 

8. Verify if the participant has any questions before beginning the interview. If 

not, I will start recording and the interview. If he/she has questions, I will 

answer them before beginning the interview questions. 
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9. Let the participant know that I will contact him/her back following up on the 

interview questions to verify I have captured the information accurately.  

10. Then, I will wrap up the interview and ask if there are any questions. Then, 

thank the participant for participating in this study. 
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