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Abstract 

Lack of cybersecurity awareness among employees and end-users poses significant risks 

to organizations. This issue is critical because inadequate cybersecurity awareness 

increases organizational vulnerabilities, leading to financial losses and compromised data 

security. Grounded in the routine activity theory, the purpose of this qualitative multiple 

case study was to explore strategies that IT security managers  had implemented to 

enhance employee cybersecurity awareness. The participants were six IT security 

managers in Cameroon, West Africa, with strategies to implement employee 

cybersecurity awareness. Data were collected using semistructure interviews and a 

review of documents. Through thematic analysis, three themes were identified: (a) 

cybersecurity awareness culture and mindset, (b) providing persistent end-user and 

employee training, and (c) creating cybersecurity policies and procedures. A key 

recommendation is for IT security managers to stay informed about emerging security 

threats, adapt their cybersecurity awareness strategies accordingly, and promote an 

organizational culture where all employees share responsibility for cybersecurity. The 

implication for positive social change includes the potential for organizations to foster a 

cyber-resilience culture, reducing data breaches and enhancing economic stability for 

business and communities. 
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Section 1: Foundation of the Study  

 This section includes the background of the problem, problem statement, purpose 

statement, nature of the study, and conceptual framework. It also addresses the study's 

assumptions, limitations, delimitations, and significance, followed by a review of 

professional and academic literature. 

Background of the Problem 

Cybercrime has continued to rise worldwide. The scale of the cybersecurity 

problem worldwide is vast and continues to grow, with an estimated loss from 

cybercrime amounting to $522 billion globally in 2018 (Trumbach et al., 2023). The 

effects of this crime on victims are huge and constantly advancing. Cyberattacks, hacks, 

and other high-profile data breaches are part of the cybersecurity landscape, making 

cybersecurity an urgent priority for public and private organizations (Zhang et al., 2021). 

The lack of education, cybersecurity awareness, and training could contribute to the 

increased cybersecurity problems and the expanding levels of cybercrime (Shillair et al., 

2022). Owing to the evolution and surge of cyber threats, many scholars and researchers 

believe and desire to educate people about cybersecurity concepts (Kaur & Ramkumar, 

2022). Although educating people is an efficient way of creating cybersecurity 

awareness, it is also important to understand the cybercrime phenomenon and the 

measures that can be used to prevent cyberattacks. It is well acknowledged that a 

person’s knowledge, skills, and understanding of cybercrime and cybersecurity, as well 

as their experiences, perceptions, attitudes, and beliefs, significantly influence their 

behavior (Bada & Nurse, 2019). According to Carlton et al. (2019), because cyberattacks 
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have increased over time, organizations also prioritize cybersecurity awareness programs, 

including training and education, to enhance their employees’ cybersecurity skills. 

Unfortunately, many organizations and cybersecurity training and awareness programs 

fail to accomplish their goals (He & Zhang, 2019). Strategies to implement employee 

cybersecurity awareness programs are needed to prevent cyberattacks. 

Problem Statement 

Cyberattacks continued to rise, with their effects reaching all possible devices, 

from the Internet and smartphones to supercomputers (Delcher, 2021). About 80% to 

90% of cybersecurity failures were associated with human and organizational 

inadequacies because organizational security training and awareness programs were 

ineffective (He & Zhang, 2019). The general IT problem is that cybersecurity awareness 

programs have not benefited some organizations’ employees. The specific IT problem is 

that IT security managers lack strategies to implement cybersecurity awareness programs. 

Purpose Statement 

The purpose of this qualitative multiple case study was to explore the strategies 

that IT security managers used to implement cybersecurity awareness programs. The 

population consisted of IT security managers with at least 3 years of experience 

managing their organizations’ IT infrastructure in Cameroon. The implication for positive 

social change includes the potential for employees to develop a cyber-resilience culture 

that can improve electronic business and help boost the economic growth of society. 
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Nature of the Study 

This study used a qualitative approach. The qualitative method is a logical 

collection, analysis, and interpretation of contextual data to show detailed and complete 

views of social experiences from the viewpoint of the persons and groups that experience 

them (Baker et al., 2022). In qualitative research, various types of data, such as 

interviews, documents, and observations, are analyzed (Thelwall & Nevill, 2021). The 

qualitative research method was appropriate for this study because I interviewed IT 

managers from multiple organizations to understand the strategies used to create 

employee cybersecurity awareness. According to Hoxha and Hasani (2022), quantitative 

research is a formal, objective, and systematic process to test hypotheses using measured 

data. The quantitative research method was inappropriate for this study because I was not 

testing a hypothesis. In mixed-method research, the researcher combines qualitative and 

quantitative research approaches to counter the limitations of each one (Butler & Brown, 

2023). The mixed-method research approach was inappropriate for this study because I 

was not using quantitative data.  

This study used a multiple case study design. A multiple case study design 

provides rich evidence from multiple cases (Milinga et al., 2023). Phenomenological 

design is based on the lived experiences of people  (Khalid et al., 2019). This design was 

inappropriate because I did not intend to focus on the lived experiences of the study 

participants. The ethnography design emphasizes the culture of a group of people and 

includes aspects such as patterns of behavior, language, beliefs, and ideas (Zarestky, 

2023). Ethnographic design was not appropriate for this study because I did not intend to 
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study the culture of any group of people. The narrative design focuses on exploring 

people’s lives, and it is most appropriate to tell the stories of people and their experiences 

(Renjith et al., 2021). The narrative design was inappropriate for this study because I did 

not have the study participants share their stories. 

Research Question(s) 

What strategies do IT security managers use to implement cybersecurity 

awareness programs? 

Interview 

1. What are some common online activities that employees engage in during their 

workday? 

2. How do you detect a cybercriminal’s motives?  

3. How do cyber criminals try to attack your computer systems? 

4. How can you spot a potential cyberattack, such as social engineering? 

5. What steps do you take to protect your systems online? 

6. What are some actions of employees that might render them to be suitable targets 

for cyber criminals? 

7. How do you prevent employees from being exposed to motivated offenders? 

8. What strategies do you use to ensure that SETA program is effective? 

9. How do you measure the success of cybersecurity training programs? 

Conceptual Framework 

The routine activity theory (RAT), developed by Cohen and Felson in 1979, was 

the conceptual framework for this study. Initially focused on offline crimes, scholars have 
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extended RAT as a theory that explains different forms of cybercrime victimization, such 

as identity theft, malware infection, phishing and spamming, online extremism, corporate 

insider victimization, cyberbullying, and harassment (Ireland, 2021). The three elements 

specified by RAT include the absence of guardianship, a motivated offender, and a 

suitable target (Mohammad et al., 2020). These three elements must come together for 

criminal activity to occur (Parti, 2023). The absence of capable guardians could be people 

such as neighbors, pedestrians, security guards, law enforcement officers, or objects such 

as burglar alarms, locks, etc., that would prevent violations from happening either by 

their presence alone or by some direct or indirect activity (Zhang et al., 2022). A 

motivated offender is inclined and capable of offending (Ireland, 2021). A suitable target 

can be an object or somebody who risks victimization (J. Lee et al., 2022).   

I selected RAT as my conceptual framework given its alignment with cybercrime 

and its relevance to analyzing strategies to implement cybersecurity awareness programs. 

Much empirical research uses RAT to explain some typical categories of cybercrime, 

such as internet fraud, malware infection, and hacking of ATMs (Trong Van Nguyen, 

2020). RAT can illuminate the nuanced contextual concerns that can be used to develop 

effective technology and best practice-based strategies to prevent problems (Hazra & 

Priyo, 2022). RAT usually leads to policy consequences based on situational crime 

prevention, and these policies aim to prevent the recurrence of the crime by lowering the 

situational factors that caused the crime (Han et al., 2021). To effectively control and 

prevent cybercrime, scholars attempt to understand its causes (Trong Van Nguyen, 2020). 

Therefore, RAT was an appropriate theory that provided an understanding of why 
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cybercrime occurs and guided IT security managers with practical strategies that can be 

used to create cybersecurity awareness programs. 

Assumptions, Limitations, and Delimitations 

Assumptions 

Assumptions refer to things accepted as accurate without verification (Verostek et 

al., 2022). I assumed the participants had good knowledge of cybersecurity awareness 

programs and strategies. I also assumed that the participants answered the research 

questions honestly and accurately. 

Limitations 

Limitations are weaknesses within a research design that may influence the 

conclusion of the research (Ross & Bibler Zaidi, 2019). The results were based on the 

Southwest, Littoral, and Center provinces of Cameroon and may not have reflected other 

regions of the world. The study sample consisted of six participants, and the results 

cannot be generalized. 

Delimitations 

Delimitations are techniques used to intentionally narrow the research focus 

(Preston & Claypool, 2021). This study was limited to a particular geographical location 

of the Southwest, Littoral, and Center provinces of Cameroon, West Africa. Therefore, 

the participants were selected from these locations and were expected to have a good 

working knowledge of cybersecurity awareness and strategies. 
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Significance of the Study 

Contribution to Information Technology Practice 

The effect of crimes perpetrated by cybercriminals on individuals and businesses 

poses significant security threats. Although companies implement several technological 

and organizational security procedures to address cybercrime, researchers and IT 

professionals still advise that even the most advanced security measures cannot 

effectively work unless all organization members act securely (Sas et al., 2021). This 

explains why building a strong culture of cybersecurity awareness will enhance 

cybersecurity best practices. The significance of this study about IT practice is that IT 

managers will have increased knowledge of strategies that can be used to implement 

cybersecurity awareness programs. In addition, the cybersecurity awareness and 

knowledge gained by employees might be extended to their homes and shared with 

family members, especially children, who may become more aware of cyber threats and 

how to mitigate them. 

Implications for Social Change 

As cybercrime continues to increase worldwide, individuals and organizations are 

affected socially and economically. The fight to seek appropriate and practical solutions 

to fight against cyberattacks remains critical. The implication for positive social change 

includes the potential of employees to develop a cyber-resilience culture that can improve 

electronic business and help boost the economic growth of society. Cybersecurity 

awareness programs can reinforce the resilience of productivity-enhancing amenities 
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such as mobile banking and e-payment systems, and will help boost the economic growth 

of society (Chang & Coppel, 2020). 

A Review of the Professional and Academic Literature 

This qualitative multiple case study explored IT security managers’ strategies to 

implement cybersecurity awareness programs. This literature review focused on the 

following research question: What strategies do IT security managers use to implement 

cybersecurity awareness programs? I explored the current cybersecurity awareness 

strategies of multiple organizations.  

The keywords that I used to search for literature included the following: 

cybersecurity, cybercrime, cyberspace, cybersecurity awareness, cybersecurity 

education, cybersecurity strategies, cybersecurity training, and RAT. Also, I used 

different permutations of those keywords that helped me find more literature for this 

study. This literature review contained references from several articles and journals. My 

main research libraries included Taylor and Francis Online, Emerald Insight, SAGE 

Journals, ScienceDirect, Google Scholar, EBSCO, and ProQuest. I used the Ulrich Global 

Serials Directory website to verify the peer-reviewed status of the articles used for this 

study.  

This literature was focused on the following key areas: RAT, victimization of 

internet users by cybercriminals, cybersecurity awareness, education, training, and human 

contribution to cybersecurity. In relation to cybercrime and preventive measures, I 

discussed RAT as a theory, its evolution, criticisms, and contrasts with other similar 

theories. The literature on cybercriminals’ victimization of internet users, cybersecurity 
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awareness, education, training, and human contribution to cybersecurity focused on 

current activities, the consequences of these activities, and the efforts made to mitigate 

such crimes. 

Routine Activities Theory  

RAT was developed by Cohen and Felson in 1979. Since its conception, RAT has 

remained one of the widely used criminological theories tested against different types of 

crimes (Kabiri et al., 2022). RAT focuses on the activities, actions, behaviors, and 

situations that put potential targets at risk (Maimon et al., 2023). The following three 

elements of RAT must come together for crime to occur: a motivated offender, a suitable 

target, and the absence of a competent guardian. RAT is based on three necessary 

components: likely offenders, suitable targets, and the absence of capable guardians 

(Trong Van Nguyen, 2020). According to RAT, for a criminal activity to occur, three 

factors must intersect: a motivated offender, a suitable target, and ineffective 

guardianship (Hazra & Priyo, 2022). RAT emphasizes that the convergence in space and 

time of a motivated offender, a suitable target, and the absence of a capable guardian are 

the elements that will contribute to criminal activities, and not a single element (Zhang et 

al., 2022). RAT was initially created to study the victimization of predatory and property 

offenses (Parti, 2023). Subsequently, RAT has been widely applied to various crimes 

(Trong Van Nguyen, 2020).  

The evolution of information technology and the world economy has made 

internet use routine. The accessibility of the internet with impressive computing and 

communication in portable format has been generating a technological evolution, which 
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is influencing not only fields but also several features of society (Trong Van Nguyen, 

2020). Routine activities are recurrent activities that people are involved in their daily 

routines, which may either occur at home or away from home, such as attending school, 

being involved in leisure activities, or working (Cecen-Celik & Keith, 2019). Routine 

activities are recurring and prevalent activities that offer basic population and individual 

needs and may occur in places such as at home, at jobs out of the home, and other places 

outside the home (Griffith et al., 2023).  

RAT focuses the attention on the patterns and movements of people as they live 

their daily lives such as going to work, school, and shopping (Lersch & Hart, 2023). The 

technological innovation of the internet has generated a stunning number of new routine 

activities that are currently commonplace across the entire populace and on all levels and 

facets of humanity (Lin et al., 2023). Researchers have argued that owing to the absence 

of capable online guardians plus the frequency and variety of day-to-day activities that 

specific users carry out online, the internet offers increased visibility and accessibility for 

crime targets (Maimon et al., 2023). This has created a new environment for cybercrime.  

RAT was initially focused on direct-contact crimes (Ireland, 2021). Traditionally, 

RAT has been used to elucidate how face-to-face interactions motivate an individual to 

engage in deviant conduct against victims lacking protective guardianship (Kumar et al., 

2021). Cohen and Felson developed RAT to explain how the increase in crime rates in 

the United states between 1947 and 1974 might have been affected by the changing social 

trends and the routine activity patterns of people (Cecen-Celik & Keith, 2019).  
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RAT was initially intended to explain the increase in burglaries in the United 

States during the 1960s and 1970s (Cole, 2023). The theory was based on the observation 

of the increasing crime rates despite the improvement in the quality of lives of people in 

the U.S.A., which is known as the sociological paradox (Mohammad et al., 2020). This 

made earlier researchers focus on types of victimization, such as larceny and property 

crimes (Ylang, 2020). Since the initial conception of RAT, other researchers advanced 

the work of Cohen and Felson to include hot products or those products that can easily be 

stolen and which share six important attributes of concealable, removable, available, 

valuable, enjoyable, and disposable (CRAVED; Ghazi-Tehrani & Pontell, 2021). Today, 

RAT has emerged as the most generally employed theoretical framework that is used to 

explain behavioral patterns within the cyber-environment (Maimon et al., 2023). Lately, 

scholars applied RAT to cybercrime victimization, or acts that involve technology as 

either the target of or tool to facilitate the crime (Holt et al., 2020).  

Even though RAT was originally developed to understand offline criminal 

activities, researchers have seen potential in this theory to explain online criminal 

activities as well (Hazra & Priyo, 2022). Recent scholarships have demonstrated its 

efficacy to increase the understanding of several forms of cybervictimization such as 

fraud, identity theft, cyber grooming, harassment, and cyberhate (Wachs et al., 2021).  

The internet emergence has led researchers to rethink this supposition because 

online and electronic access increases the ability of victims and their perpetrators not to 

come into physical contact with each other (Ylang, 2020). RAT incorporates extensive 
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changes in modern society and the manner in which these variations have impacted the 

way we live our daily lives (Lersch & Hart, 2023).  

Supporters of RAT presume that when individuals engage in more direct forms of 

online communication, their chances of confronting harmful and threatening behaviors 

are increased (Kumar et al., 2021). Scholars have argued that the speedy growth of our 

routine online activities has generated new opportunities for criminals to commit crimes 

in the cyberspace (Lin et al., 2023).  

RAT predicts that the changes in legitimate opportunity structures such as 

technology can increase the convergence of actors who are motivated and suitable targets 

in the absence of a capable guardian (Holt et al., 2020). Criminologists have therefore 

taken a growing interest in the applicability of RAT to online victimization, and the 

theory has successfully been used to explain a variety of online abuse (Kabiri et al., 

2022). Research has presented several support to the notion that RAT factors can well be 

used to explain various forms of cybercrimes (Aizenkot, 2022).  

Criticism of Routine Activity Theory 

Research focused on applying RAT to different cybercrimes have produced varied 

results (Ylang, 2020). Some scholars argue that RAT might not be suitable enough to 

describe cybercrime as the cyberspace is spatiotemporally disorganized (Trong Van 

Nguyen, 2020). One of the utmost challenges with the application of RAT to the virtual 

environments is due to the differences that exist between the online and the physical 

spaces (Kennedy et al., 2019). There are complications in applying RAT to cyber 

activities because unlike crimes that occur in the offline world, online offenders and their 
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victims do not often come into contact with each other in a physical time and space 

(Wachs et al., 2021). Kabiri et al. (2022) asserted that it is not clear whether the 

generalizability of RAT replicated in the United States for example could well be 

supported by empirical research using international samples.   

There are debates with reference to the ontology of the virtual and the physical 

environments regarding their ability to afford the same spatial properties for crime to 

happen (Hazra & Priyo, 2022). RAT does not justify why people are inclined to commit 

offenses but preferably takes criminal inclination as specified and focuses on looking at 

how the spatial and temporal structure of routine activities offers opportunities for 

persons to transfer their inclination into criminal conduct (Zhang et al., 2022). Scholars 

argue that the application of RAT to cybercrime has mostly ignored motivation while 

focusing on the measures of target suitability and guardianship (Holt et al., 2020). Oguz 

et al. (2023) asserts that RAT focuses on decreasing the opportunities for criminal actions 

by decreasing the presence of suitable targets and increasing the presence of capable 

guardians rather than focusing on removing motivated offenders. Although every facet of 

RAT may not perfectly map from the physical space to the virtual space, its application 

for cybercrime have been supported by several studies (Ghazi-Tehrani & Pontell, 2021).  

Analysis of Similar Theories 

There are other theories that are like RAT that have been proposed by various 

scholars that all perceive the situation of a crime in the same way. These theories identify 

victimization as the basis of crime within an environment. Victimization is associated 

with the convergence in time and space between the exposure and or proximity to 
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perpetrators who are motivated, targets that are attractive, and the absence of 

guardianship that are capable (Vale et al., 2022). 

Lifestyle and Routine Activities Theory  

Like RAT, the lifestyle and routine activities (LRAT) perceive victimization in a 

similar manner which is through the motivation of an offender, the presence of a suitable 

target and the absence of a capable guardian. LRAT is an incorporated theory of two 

opportunity viewpoints designed to explain criminal activities (Hayes & Maher, 2023). 

LRAT is similar to RAT in terms of its definition of routine activities and 

conceptualization of crimes due to choices (Lee & Chua, 2023). RAT is frequently paired 

with lifestyle theory to create LRAT (Griffith et al., 2023).  

The LRAT moves RAT one step further by introducing four mediators on the 

connection between the demographic characteristics and victimization which include 

crime proximity, exposure to potential offenders, attractiveness of target, and capable 

guardianship (Choi et al., 2019). This integrated perspective posits that the risk of 

victimization is determined by a person’s lifestyle routine activities which may or may 

not commit them into circumstances (Ngo et al., 2020). First posited by Hindelang et al. 

(1978), LRAT states that some personal characteristics such as sex, age, or marital status 

have a relationship with certain routine patterns of behavior or lifestyle (Ngo et al., 

2020).  

Similar to RAT, current studies demonstrate support for using LRAT to describe 

crimes in cyberspaces (Lee & Chua, 2023). In recent years, a huge proportion of work 

related to cybercrime victimization has been drawn from the LRAT point of view, which 
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has seen recent utilization in studies involving victimization (Guerra & Ingram, 2022; 

Ngo et al., 2020).  

LRAT presents an explanation of how peoples’ lifestyles and routine activities 

build and facilitate opportunities that end up with higher levels of victimization (Choi 

Earl, et al., 2019). Lifestyle exposure theories initially postulated that victimization 

occurred due to an individual’s lifestyles which includes daily routines such as school, 

work, and other social activities that ease convergence with offenders (Hayes & Maher, 

2023). Although originally developed to aid with the study of personal victimization, 

researchers have progressively recognized that LRAT can better translate to online 

environments (Guerra & Ingram, 2022). LRAT asserts that structural opportunities are 

the underlying mechanisms of cyber harassment victimization that allows the 

identification of cyber routines that will increase or decrease such risks thus illuminating 

opportunities leading to situational prevention and intervention (Vale et al., 2022).  

Crime Opportunity Theory  

Crime opportunity theory argues that the occurrence of crime will depend on the 

availability of a motivated offender who is eager to commit the crime with an opportunity 

to facilitate such a desire (Shola, 2022). According to the theory, crimes would not occur 

without a motivated offender (Chan et al., 2020). The theory asserts that social and 

technological transformations create new opportunities for crime and deviance and that 

such opportunities play a fundamental role in every type of offense, irrespective of its 

nature and severity (Chan et al., 2020). Furthermore, criminals will more likely engage in 

speculative actions and select targets that are more vulnerable (Li et al., 2023). Crime 
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opportunity theory argues that when there is little risk of apprehension and the 

opportunity for a high gain, together with a motivated offender and an appropriate 

environment, the probability of offending increases (Lindley, 2020).   

Crime opportunity theories attempt to give explanation about the occurrence of 

crimes in relation to human behaviors by examining the variations in person’s routine 

activities (Wu et al., 2023). The fundamental belief of the crime opportunity theory is that 

criminal behaviors are directed by human rationality and that the circumstances for 

committing a crime would require a vulnerable target in addition to a motive and the 

absence of restraint (Li et al., 2023). An individual’s action space which is where the 

individual conducts regular activities would influence his consideration to commit a 

crime (Shola, 2022). Additionally, the higher the presence of persons at a given location, 

the more or less could crimes occur depending on the kind of crime (Wu et al., 2022). 

The theory also stresses that the occurrence of crime and deviance will be influenced not 

only by the characteristics of the perpetrators but also by the environmental 

circumstances that provide criminogenic opportunities (Chan et al., 2020).  Scholars 

assert that having embarked upon a crime, the offender can ignorantly be pushed into 

others merely because of the opportunities that evolve in the course of  committing the 

crime (Shola, 2022). Crime opportunity theory was not chosen for this study because it 

does not adequately describe the reason behind crime.   

Situational Crime Prevention Theory  

Developed by psychologist and criminologist Ronald V, Clarke in 1970, the 

situational crime prevention theory (SCPT) is intended to describe prevention by 
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focusing on the setting or place where criminal activities occur including its crime-

specific focus (Ismail & Abdullahi, 2023). Ronald Clarke developed this theory for 

Britain’s Home Office Research to lower the opportunity for crime via a reverse of the 

associated risks and benefits of a crime (Shola, 2022). In 1983, Clarke argued that the 

SCPT is intended to lower the number of crime incidents by focusing on reducing the 

opportunities for crime to take place (Yesufu, 2021). There is the need to control 

opportunities for committing crimes and this idea has been supported by the situational 

crime prevention theory (Jeong & Zo, 2021).  

SCPT pays attention on opportunity reducing measures that are aimed at specific 

types of crime; involve the management, creation or alteration of the immediate 

environment in a well-organized and permanent way as possible; and the result in crime 

becoming more difficult and risky or less profitable and justifiable (Ceccato, 2019). The 

main objective of the theory is to lower the opportunity for criminal activity to occur by 

changing the situational or spatial characteristics that are present within the environment 

and that will make it difficult to commit the crime or make it simpler to detect the crime 

(Yesufu, 2021). According to the SCPT, opportunity remains the root cause of all crimes 

and should therefore be eliminated to reliably guarantee safety from probable risks of 

crimes (Jeong & Zo, 2021).  

SCPT interventions attempts to reduce the vulnerability and attractiveness of 

targets by increasing the risks involved in committing an offense as well as the effort 

needed to successfully execute the offense (Barnum & Logan, 2023). The theory asserts 

that the probability of crime occurring can be decreased by increasing the effort and risk 
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needed to commit the offense (Hunn et al., 2020). This theory was not chosen for this 

study because making it difficult for offenders within an environment to commit crimes 

will not deter offenders who have already identified vulnerable targets.  

Analysis of Contrasting Theories   

RAT and LRAT both have some aspects of convergence in terms of victimization 

but differ in the way they each view the behaviors that create the risk for victimization. 

LRAT is similar to RAT in terms of its definition of routine activities and its 

conceptualization of crimes due to choices but the principal difference between both 

theories is that LRAT focuses on crime form the perspective of the victim (Lee & Chua, 

2023). Vakhitova et al. (2019) attempted to model victimization that takes place in 

cyberspace by using the LRAT-related theories to encapsulate the risk. I dd not choose 

this theory as my conceptual framework because I did not focus on summing up the risks 

associated with victimization.  

Situational Opportunity Theories of Crime 

Unlike LRAT, situational opportunity theories of crime (SOTOC) examine the 

offending process due to situational opportunities. In contrast to theories that describe the 

motivation of crime through factors that are related to persons or social contexts, 

opportunity theory views opportunity as the root of all crimes (Addo, 2021). Situational 

opportunities do not only facilitate the actions of an offender who is already motivated, 

but may as well create the motivation for criminal conduct (Hill & Chakma, 2022).  

Deryol and Payne (2021) asserts that situational opportunity theories center around 

factors like the structure of the physical surroundings which in turn would enable, 
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disable, or decrease opportunities for crime or related events. SOTOC shifts its attention 

away from analyzing the offender to analyzing the environment including the manner in 

which opportunities for crime are produced (Andreatta & Favarin, 2020). I did not use 

SOTOC for this study because analyzing the environment rather than the offender may 

not be enough to prevent crime.   

Rational Choice Theory 

Rational Choice Theory (RCT) is a framework used to understand and formally 

model the social and economic behavior based on the action of an individual (Mooya, 

2020). The theory postulates that individuals will always make decisions that are realistic 

and predictable and that will give them the maximum personal profit or satisfaction 

(Bolomope et al., 2020). The theory also asserts that the determination to commit a 

deviant action is seen as the outcome of a cost-benefit analysis by persons who try to 

maximize their interests as they compare the benefits of the deviant action with the 

consequences and social outcomes that may follow (Walker-Munro, 2020). RCT takes 

into consideration both the likelihood and gravity of sanctions, together with the profits 

of violating normative behavior (Bansal et al., 2020). 

RCT has been used by scholars to examine the issues that motivates several 

employees to involve in non-compliant behaviors regularly (Khatib & Barki, 2021). It has 

also been used to explain decision-making activities related to illegal information security 

by balancing the intentions of the criminals with their own morality and their negative 

emotions (Bian et al., 2020). RCT was not chosen for this study because I was not 

studying the decision-making process of offenders.  
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Victimization of Internet Users by Cybercriminals  

The internet is a worldwide system of networks between computers that enable 

almost immediate access to and dissemination of information (Butt, 2020). This 

increasing evolution of science and technology has made the internet an essential part of 

individual’s daily lives by providing them with great convenience (Zheng et al., 2023). 

The internet has made possible new forms of information communication through online 

mediums, instant messaging as well as social networking (Hu et al., 2022). In the context 

of worldwide digitalization, the internet has become a key force that has penetrated the 

political, economic, social as well as cultural fields globally (Yang et al., 2022).  

Nevertheless, the increasing ubiquity of the internet as a tool in the daily lives of users 

has spawned some concern regarding the possible negative consequences (O’Reilly & 

Mohan, 2023).  

Online Routine Activities 

Online routine activities might put people at risk by engaging them virtually with 

potential offenders (Aizenkot, 2022). Cho, et al. (2019) argued that it is a person’s day by 

day online pattern and routine activities that increases their risk of computer-crime 

victimization. Other scholars establish that the increased amount of time spent within the 

online environment might increase the motivation to offend or increase the risk of 

exposure to such a motivated offender (Akgül, 2023). The advancement of technology 

has created several types of cybercrimes such as hacking, malware, social engineering, 

identity theft, cyberbullying and much more (Okutan & Çebi, 2019). Arpaci and Ateş 
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(2022) stated that to deal with the security incidents that are internet-related, one must 

first be ware of possible cybersecurity crimes.    

Hacking is the unlawful access an offender gains to a computer system with the 

intention of destroying or stealing data (Akdemir & Lawless, 2020). It is a unique type of 

cybercrime because the same activity and knowledge can also be used to protect a system 

from being compromised or from illegally gaining access to important system function 

and data (Fox & Holt, 2021). Computer hacking involves applying computers and 

internet knowledge to gain access to systems and information either with or without 

consent from the owner (Holt et al., 2021). Computer hacking can take several forms 

ranging from password guessing to other sophisticated activities to gain access to a 

device or network (Holt, 2023). Initially, hackers were motivated by curiosity or 

detecting weaknesses in computer systems, but contemporary hackers have rather been 

motivated more by the criminal intent like financial gain (Akdemir & Lawless, 2020). 

The risk of hacking victimization seems to stem partly from personal on-line routine 

activities, in the absence of defending measures or guardianship (Kennedy et al., 2019). 

The internet is an environment awash with all types of malware deployed in 

various ways (Kadebu et al., 2023). Today, cybercriminals use malware as a tool to 

execute attacks on computer systems (Singh & Singh, 2021). Malware also known as 

malicious software is any software intentionally developed to cause damage to digital 

devices (M. & Sethuraman, 2023a). A large number of malware is propagated via the 

internet targeting corporate firms, high value people, and government organizations that 

are using the internet (Sibi Chakkaravarthy et al., 2019). It is one of the most common 
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methods used by cybercriminals to perform malicious activities in computer systems with 

80% of cyberattacks resulting from it (Ling et al., 2023;Sibi Chakkaravarthy et al., 2019). 

Malware is classified into several categories based on the way they behave and execute 

processes such as adware, backdoor, logic bomb, ransomware, rootkits, spyware, trojan 

horse, viruses, and worms (Singh & Singh, 2021). Kigerl (2021) assert that the near 

irrelevance of the world’s geographical borders over the internet produces motivated 

offenders irrespective of their location in the physical world who are a threat to all users.    

Several cybercriminals exploit the use of Adware malware for their malicious 

activities (Gómez et al., 2023). Adware involves the use of code to instantaneously 

display or download intrusive adverts generally encountered as pop-up windows in web 

browsers (Vasani et al., 2023). Alani and Awad (2022) argue that these unwanted 

advertisements are usually offensive and always unsolicited. Adware may also redirect 

the browser searches of users to web pages that contain unwanted product promotions 

(Ahmetoglu & Das, 2022). Adware is considered malicious if the data collection or the 

ad-injection occurs without adequate notice of the user (Urban et al., 2019).  

A backdoor is a secondary access point to a computing device that is used to 

bypass the security protocols of a traditional system (Vasani et al., 2023). A backdoor can 

be installed in a system deliberately or maliciously (Garibaldi & Deane, 2023). Using 

code injection, a hacker can upload a backdoor program to the web server of a remote 

victim to gain unauthorized access to the victim’s system (Wang et al., 2020). He et al. 

(2024) asserted that when a backdoor is created, it can release information to the attacker 

or enable him to gain unauthorized access to a system. Although often neglected after 
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construction, a hacker may embed himself upon gaining access to his target system to 

obtain administrative authority (Vasani et al., 2023).  

A logic bomb is a malware piece of code that is inserted to an exploitable PLC 

software so that it can be executed later so as to target its operation either by deleting or 

by intercepting and modifying data and activities (Yaacoub et al., 2021). Merlo et al. 

(2021) claim that a logic bomb will protect or hide a detection node by ciphering the node 

with reliable ciphers at the state of the art. Vasani et al. (2023) also argue that the logic 

bomb malware stays dormant on a host machine till a triggering action or time frame is 

reached during which the system executes its pre-programmed activity which often 

results in data erasure or system failure. Categorized in three types namely time, location, 

and language, logic bombs are known to trigger malicious actions only under given 

conditions to evade analysis (Xu et al., 2023).  

Ransomware is a malicious software that penetrates a host system with the 

intention of installing restrictive software or data (Vasani et al., 2023). These attacks have 

continued to evolve as a major threat to worldwide cyber security against individuals and 

organizations encounter (Keshavarzi & Ghaffary, 2020) Turner et al., 2020). This 

malware can unwittingly be downloaded by a user who visits a malicious or 

compromised website (Irwin & Dawson, 2019). Datta and Acton (2023) describe 

ransomware actors as individuals or cybercriminal outfits and sponsors who encrypt and 

hold data and or computer systems hostage until a ransom is paid. When executed, a 

ransomware attack can lock down PLC devices and services by encrypting their files via 

a malware spread which may prevent further access or regular operation (Yaacoub et al., 
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2021). According to the current reports from law enforcement, insurers and cybersecurity 

corporations, ransomware attacks are increasing and are becoming more aggressive and 

costly to organizations (Knebel et al., 2021). The worldwide reach of the internet allows 

motivated offenders to install ransomware into victims’ computers and RAT has been 

applied to several different types of cybercrimes including ransomware (H. Lee & Choi, 

2021). 

Rootkit is a set of programs that are used to assume control of either the entire 

computer a portion of a computer system (Vasani et al., 2023). It is a malicious software 

that provides cybercriminals with privilege access to an infected computer system and 

disguises itself to users of the system (Maniriho et al., 2022a). By providing 

administrative privileges to cybercriminals, the criminals are able to perform several 

actions such as modify files or create a backdoor (Radoglou Grammatikis et al., 2019). 

This malware can interfere with the system analysis and can greatly infect the system or 

cause harm to the hardware of the device (Maniriho et al., 2022a).  

Spyware is a kind of malware that functions by spying on the activities of users 

without their knowledge and consent (Maniriho et al., 2022a). It is used to spy on the 

activities of users instead of launching immediate attacks (Dasgupta et al., 2022). As a 

malicious software, spyware collects the sensitive information of users to include among 

others keystrokes, users authentication credentials, network traffic and transfers them to 

another system (Radoglou Grammatikis et al., 2019). Yaacoub et al. (2021) argues that 

spyware may be used as a listening tool meant to capture PLC transmissions and intercept 

them for further analysis and possible modifications. Designed principally to monitor and 
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communicate the host operations or important pilfer data to the intruder, all information 

that is accessed by the intruder is considered stolen (Vasani et al., 2023).  

A trojan horse or simply trojan is a malicious program that targets PLC systems 

by masquerading and appearing to look like a genuine application. (Yaacoub et al., 

2021). It is a form of malicious software that will usually deceive a computer user to 

think it is not harmful at all and will spread through spam emails or downloadable files 

(M. & Sethuraman, 2023b). A trojan can masquerade itself as a game, a wallpaper, or 

other files to clandestinely penetrate a computer (Vasani et al., 2023). Whether it is 

causing direct harm on a computer system or giving attackers access to the host, the 

effects of trojan horse actions are destructive (Vasani et al., 2023).  

A virus is a malicious code that can execute and replicate itself and change the 

configuration of a computer system, introduce its own code, and affect other programs 

(Wang et al., 2020). Dasgupta et al. (2022) argue that viruses which are like organic 

viruses are pieces of malicious codes that carry other host programs and end up 

corrupting legitimate files in the host machine. A virus copies itself to other files and 

requires a host file to be able to replicate and execute (Vasani et al., 2023). Human 

interaction is needed for a virus to begin its covert spread with the aim of exploiting PLC 

devices and systems (Yaacoub et al., 2021). Because a virus can make several copies of 

itself, it can spread on numerous computers that are connected to the same network 

(Andrade et al., 2019). There are many types of computer viruses, and a single one may 

cause organizations huge amounts reaching up to billions of dollars as a result of system 

failure, corrupt data, and waste of computer resources (Wang et al., 2020).   
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A worm is a standalone malicious software that has the ability to spread from a 

single computer to other computers over a network by replicating itself (Maniriho et al., 

2022b). Unlike a virus, a worm can replicate without any help from humans and its 

primary intention is to propagate quickly and cause destruction to resources or transform 

computers into bots (Vasani et al., 2023). Worms do not require a host machine to 

propagate, they are self-replicating and usually come with email attachments (Dasgupta 

et al., 2022). As soon as a worm infects a victim’s computer, the worm would try to find 

and contaminate other computer targets (Wang et al., 2020). The worm is one of the most 

dangerous forms of malware that can spread rapidly through a network of computers by 

exploiting operating system weaknesses (Andrade et al., 2019). Deng et al. (2022) argue 

that computer worms spread so rapidly and that the fastest spreading worms can spread 

worldwide within a few minutes.  

Social engineering involves people who are intentionally manipulated to divulge 

personal information or to perform actions requested by the attacker (Grassegger & 

Nedbal, 2021). It is a form of attack that uses non-technical means and rather than 

focusing on computer systems, it focuses on the human components in organizations 

(Washo, 2021). Social engineering attacks targets the weakest elements in the 

cybersecurity chain which are the end users of the systems (Huseynov & Ozdenizci Kose, 

2022). Pharris and Perez-Mira (2022) describe social engineering as the ingenious 

manipulation of the natural human inclination to trust with the intention of obtaining 

information that will grant attackers unauthorized access to systems and data. Nowadays, 

social engineering techniques are the most popular ways of committing cybercrimes via 
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intrusion and the infection of computer systems (Klimburg-Witjes & Wentland, 2021). 

Some forms of social engineering attacks include phishing, baiting, tailgating, quid pro 

quo, vishing, and pretexting (Chetioui et al., 2022).  

Phishing is among the most successful and well-known cyber threats which 

causes millions of credentials to be compromised leading to 90% of data breaches (Das et 

al., 2022). Phishing attacks are rapidly increasing and are usually the most common form 

of cyber threats targeting computer users (Sharma et al., 2021). It is the act of deceiving 

persons into divulging sensitive information or inappropriately giving access to a 

protected system (Xu & Rajivan, 2023). Phishing attackers usually pretend to be 

trustworthy individuals or organizations and force their victims to reveal sensitive 

information after sending spoof emails, random SMS messages, or making phone calls 

(Chetioui et al., 2022). By using methods of persuasion that manipulate emotional 

responses such as appeal from a person of authority, urgency or social liking, phishing 

attackers will motivate their victims to impulsively respond and reveal sensitive 

information (Bayl-Smith et al., 2021). Huseynov and Ozdenizci Kose (2022) claim that 

phishing is the most threatening attack among existing social engineering attacks. 

Recently, studies have used routine activity theory to explain patterns in phishing 

victimization as well as other crimes (Dolliver et al., 2021).   

Baiting is currently one of the most common digital social engineering attacks 

used by cybercriminals (Javaheri et al., 2024). A baiting attack can be physical or non-

physical in which attackers use baits to lure their victims by triggering their curiosity 

(Chetioui et al., 2022). In a non-physical baiting attack, the attacker lures the victim to 
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click on a link to get something for free (Salahdine & Kaabouch, 2019). In a physical 

attack, the attacker leaves a bait such as a pen drive or CD in a common area and if the 

victim out of curiosity picks up the bait that is infected with malware and injects it into 

any device, the device is automatically infected with malware (Chetioui et al., 2022).  

Tailgating is a form of social engineering attack that slightly differs from other 

types because it requires potential attackers to exclusively and physically interact with the 

victim to request access to a physically restricted location (Nugraha et al., 2020). It is a 

type of social engineering method that doesn’t require the attacker to use email or any 

other online channel as the attacker rather gets a close, physical contact with his victim to 

access a confidential location (Chetioui et al., 2022). Also known as piggybacking or 

physical access, tailgating attacks usually involves an attacker following somebody who 

owns the security clearance to the secure and confidential location (Salahdine & 

Kaabouch, 2019).  

Quid pro quo is among the social engineering attack techniques used to dupe 

victims to provide the attacker with sensitive information (Si-Ahmed et al., 2023). This 

type of attack promises free service to victims and require the exchange of information in 

return for the service (Salahdine & Kaabouch, 2019). Chetioui et al. (2022) explains that 

the most popular Quid Pro Quo scheme is a fake IT professional or customer support 

agent who calls an employee who is his victim to fix a problem that will involve 

revealing sensitive information such as password to the scammer.  

Vishing is an attack when a social engineer tries to persuade a victim to divulge 

sensitive information, such as a user name or password, during a phone conversation 
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(Armstrong et al., 2023). In a vishing attack, the attacker calls his target on the phone and 

fakes to be somebody from an establishment with which the target is affiliated to acquire 

information from the target (Alawida et al., 2022). Ali and Mohd Zaharon (2024) claim 

that vishing uses the leveraging of VoIP. Victims are usually unaware of their fraudster’s 

ability to use an advanced automated system to commit this kind of fraud. Vishing, also 

known as voice phishing attacks, can be launched using phone numbers and personal 

information extracted from caller IDs and other social media applications used by many 

people (Jones et al., 2020).  

Pretexting is a form of social engineering attack whereby a scammer creates fake 

and convincing situations in order to steal the personal information of victims (Salahdine 

& Kaabouch, 2019). In this type of attack, the attacker tries to use a small amount of 

personal information to obtain more information from their victims (Gupta & Kumar, 

2020). Because pretexting takes advantage of the desire of humans to trust, the social 

engineer builds a fake sense of security and trust that leaves his victim with little doubt to 

conclude that it is not dangerous to provide the information requested (Chetioui et al., 

2022). Zhang and Thing (2021) asserts that the human component is security’s weakest 

link, and attackers take advantage of this link using several deception-based social 

engineering methods, such as pretexting, to execute successful attacks.  

Identified as one of the fastest developing online crimes, Identity Theft is stealing 

somebody’s whole identity, personal information, or bank card details (Maitlo et al., 

2019). It involves stealing someone’s personal identifying information, such as social 

security number, birth date, mom’s maiden name, and using the information to illegally 
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launch credit, run up debt, or take control of existing financial accounts (Ngugi et al., 

2021). Identity theft is a type of cybercrime that occurs when an attacker gains access to a 

victim’s personal information and uses the stolen information to steal money, file 

fraudulent tax returns, participate in a health insurance scam, or open a phone account in 

the victim’s name (Okutan & Çebi, 2019). Betz-Hamilton (2022) claims that between 

2019 and 2020, 47% of residents in the United States were victims of financial identity 

theft either through the misuse of their existing accounts or fraudulently creating new 

accounts. Stolen credentials using phishing techniques account for 80% of data breaches 

(Ani et al., 2019). 

Cybersecurity Awareness, Education, and Training  

Cybersecurity awareness, education, and training programs are intended to raise 

awareness about cyber threats and change the behavior of individuals for best practices 

(Shojaifar & Fricker, 2023). Due to the increase in cyberattacks and cyber threats, 

necessary precautions against all sorts of cyberattacks and cyber threats must be taken by 

both companies and individuals (Arpaci & Ateş, 2022). Personnel who enjoy legitimate 

access to the company’s data may sometimes put sensitive company data at risk, either 

recklessly or maliciously (Chung et al., 2023). As individuals are the weakest link in a 

company’s cybersecurity chain, every employee must do their part in protecting the 

company; hence, they must be equipped with adequate security training and resources 

(He et al., 2019). Employees must therefore receive appropriate cybersecurity training 

that will enable them to recognize the threats to their organizations and to take 

appropriate measures to reduce such threats (Zhang et al., 2021). 
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Cybersecurity awareness can be defined as a person’s attentive attitudes, feelings, 

and commitment to cybersecurity-related issues (Lee & Kim, 2023). It is the user's level 

of understanding about the importance of cybersecurity and their responsibilities and 

actions to exercise adequate levels of cybersecurity control (Koohang et al., 2020). The 

need to expand cybersecurity awareness has become even more critical in the current 

business environment, where the tradition of smart working is increasing in popularity 

(Corallo et al., 2022). According to a recent security report, about 90% of big 

organizations have suffered from some cybersecurity breach (Kuo et al., 2021). Many 

organizations are therefore implementing security awareness and training programs to 

influence the attitudes and behaviors of their employees to make them more security 

aware and responsible (He et al., 2019). Training persons on incident-related security 

incidents and increasing their cybersecurity awareness level will allow them to take 

necessary precautions against cybercrimes and threats (Arpaci & Ateş, 2022). The 

objective of security, education, training, and awareness (SETA) programs is to allow 

employees to acquire appropriate IS security skills and knowledge (Kuo et al., 2021).   

Shojaifar and Fricker (2023) advised that awareness is not training. As security 

occurrences continue to increase in frequency, sophistication, and cost, appropriate 

personnel training on safe online conduct and security countermeasures remains the 

backbone of an organization’s cybersecurity strategy (Zhang et al., 2021). Because cyber-

attacks have increased over time, companies are increasing the urgency of a cybersecurity 

awareness program that must also include training and education to improve the 

cybersecurity skills of their employees (Carlton et al., 2019).  
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Cybersecurity training is an essential endeavor meant to ensure that the IT 

workforce acquires the knowledge and practical skills needed to counter the growing 

cybersecurity threats of modern society (Beuran et al., 2023). To enhance the behavior of 

individual employees, companies must develop cybersecurity training and awareness 

programs that are engaging and motivating to the employees (Zhang, 2019). SETA 

programs are used to impart cybersecurity knowledge and skills to persons to inculcate 

cybersecurity consciousness (Khan et al., 2023). Although organizations use several 

strategies to safeguard their systems and data, the SETA program remains one of the 

most prominent strategies used to control information security, and several researchers 

recommend creating a program as part of the organization’s general information security 

strategy (Alyami et al., 2023b).   

Although previous studies have indicated that end-users remain the weakest link 

with 85% of data breaches due to human elements, they can be crucial in mitigating cyber 

threats; thus, creating awareness and training about the risks caused by cyber threats is 

critical (Corallo et al., 2022; Shah & Agarwal, 2023). With cybersecurity challenges 

continuously growing, a significant challenge is providing cybersecurity education to 

current and future employees (Kour & Karim, 2020). Because cyber-attacks have 

increased over time, businesses and organizations are increasing the importance of 

cybersecurity awareness programs, which must also include training and education to 

improve the cybersecurity skills of their employees (Carlton et al., 2019). Numerous 

studies have indicated the importance of information security awareness education and 

training because SETA programs can reduce security misuses (Koohang et al., 2020).  



33 

 

Cybersecurity awareness and training programs make use of various approaches 

such as paper-based (i.e., newsletters) and electronic media-based (i.e., computer-based 

training) (Shah & Agarwal, 2023). Research proposes several methods for delivering 

cybersecurity awareness content, including e-learning, online game-based training, media 

richness, discussion, checklist, e-tutorial, and phishing mail exercise. (Shojaifar & 

Fricker, 2023). A training module, for example, that shows the ramifications of clicking 

on a phishing email via a sequence of interactive metaphors and real scenarios whereby 

employees view their files being corrupted can enhance the effectiveness of the training 

(Dincelli & Yayla, 2022). For some time, simulation training has been the standard 

method used in cybersecurity awareness programs, and the benefit has been well 

documented (Waddell, 2024). Organizations may provide information, training, and 

awareness programs to their personnel in a variety of formats such as videos, posters, 

newsletters, interactive modules and tests, podcasts, infographics, phishing simulations, 

and seminars (Pattinson et al., 2019). Employees may receive cybersecurity training via 

numerous mediums such as online training courses, live role-playing games, or via 

computer-based serious video games (Sadeghi et al., 2023). Scholars have experimented 

with several learning mechanisms to reinforce the role of employees in security, 

including face-to-face training sessions, online training, email messages, and poster 

campaigns (Sas et al., 2021).  

To protect critical information, organizations must encourage continuous 

education and training for employees on cybersecurity best practices. Unfortunately, lots 

of cybersecurity awareness training is ineffective (He et al., 2019). Cybersecurity training 
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and education programs that offer hands-on activities alongside scenario-building 

exercises provide the knowledge, skills, and immersive understanding required to enable 

employees to acquire the appropriate cybersecurity skills to respond to cyber-attacks 

(Carlton et al., 2019). Training programs and educational resources should relate cyber 

awareness to the personal lives and homes of the employees in order to be encouraging 

and engaging, thus allowing them to take preventive and precautionary actions (He & 

Zhang, 2019). The training materials should be tailored to meet the personalized learning 

experiences of each trainee in a simulated environment (Dincelli & Yayla, 2022).  

To stay ahead of cybersecurity threats, cybersecurity programs require continuous 

updates, revisions, and ongoing feedback from employees in order to assess the relevance 

of the training (Zhang et al., 2021). However, training should be done cautiously as 

frequent training may lead to overload and burnout (Reeves et al., 2021). Although 

scholars continue to argue that organizations require SETA programs to provide 

employees with the required cybersecurity knowledge and skills, the effectiveness of a 

SETA program may require continuous compliance from the employees; thus, 

organizations need to develop a program that can promote and maintain the necessary 

user behavior to enhance cybersecurity (Alyami et al., 2023b). These programs must be 

prepared and organized professionally, should not invoke fear in people, should be more 

than just providing information to users, should be targeted, actionable, doable, and 

should be able to provide continuous feedback (Chang & Coppel, 2020). Some scholars 

assert that users' cybersecurity awareness and pro-cybersecurity behavior can be 

improved by offering incentives such as rewards (Douha et al., 2023). All educational 
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activities should be done at a level appropriate for the target group and tailored to their 

needs (Pawlicka et al., 2022). Rather than simply increasing the number of SETA 

programs, organizations may save money and time by ensuring that trainings are 

provided in relevant and/or matched formats to their employees (Pattinson et al., 2019). 

Because cyber threat actors evolve, it is important that cybersecurity trainings also evolve 

(Pawlicka et al., 2022). 

It is important to measure the effectiveness of any cybersecurity program to assess 

behavior change (Bada & Nurse, 2019). The evaluation of SETA programs can be 

classified into perception of the employees, knowledge gained, and security outcome, 

which is the actual security behavior of the employee (Khan et al., 2023). An employee’s 

security awareness can be classified into three levels, namely perception, comprehension, 

and protection, which will depend on the level of the employee’s understanding of 

security issues (Sas et al., 2021). Effectively improving the cybersecurity capabilities of 

employees will usually require building strengths in the recognized weak areas (Ani et 

al., 2019). Evaluation can be done by testing an individual’s security level by sending 

them fake e-mails or by simulating an attack (Pawlicka et al., 2022).   

Human Contribution to Cybersecurity 

Users represent the biggest attack surface in many socio-technical systems.  

Regardless of secure information systems design, limitations in user information handling 

often lead to weaknesses and failures (Canham et al., 2021). The human factor has been 

identified as the principal contributor toward technical failures and social vulnerabilities 

in cybersecurity (Dev & Saha, 2023). This factor refers to how people interact with their 
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environment (Waddell, 2024). Researchers have indicated that the human factor is the 

principal cause of most cyberattacks, ranging from simple spam messages to more 

developed and disastrous techniques such as ransomware (Alsmadi et al., 2022). Users 

are usually considered the weakest link in the cybersecurity chain of an organization 

(Carlton et al., 2019). The statistics that enumerate the successes of cyber events that are 

influenced by the capacity of attackers to easily coerce human actors to respond to attacks 

and compromise sensitive data inappropriately add to the evidence that indicates that 

human actors are undoubtedly the weakest links (Ani et al., 2019). 

A significant percentage of cybersecurity incidents are due to human error (Shah 

& Agarwal, 2020). Half of cybersecurity breaches have noted one consistent element, 

which is human error at their core (Pawlicka et al., 2022). As they continue to be the 

leading cause of security breaches, 82% of security incidents are due to human behavior 

(Dornheim & Zarnekow, 2023). A study reveals that 20% of frightful cybersecurity 

breaches in 2015 were due to decisive mishandling of infrastructure assets, and 31% were 

attributed to human errors (Ani et al., 2019). According to one IBM report, more than 

95% of their security occurrences were due to human errors (Sharma et al., 2021).  

Employees can have positive and negative ramifications in the organizational 

cybersecurity realm (Canham et al., 2021). The human factor may therefore be critical for 

the fate of cybersecurity measures (Bella, 2020). This factor is considered to be the most 

significant defense asset against cyberattacks (Dornheim & Zarnekow, 2023). Computer 

users play a key role in the identification of cybersecurity threats as well as in preventing 

cybersecurity incidents (Sharma et al., 2021). Employees must be involved in 
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implementing a cyber strategy to create a human firewall (Dev & Saha, 2023). 

Knowledge and skill capabilities contribute to human analytical proficiencies for 

improved cybersecurity readiness (Ani et al., 2019). Even when engineers build the best 

technical system, the resulting technology will only be secure when used in practice by 

humans (Bella, 2020). Therefore, the human factor cannot be neglected in any 

organization's information security without peril (Carlton et al., 2019). 

Cybersecurity is sophisticated and cannot be achieved by using only technical 

controls (Shah & Agarwal, 2020). Most contemporary cybersecurity solutions are 

technology inclined; unfortunately, securing technology with computer hardware and or 

software alone will resolve only a portion of a larger security problem (Ani et al., 2019). 

Prioritizing people’s solutions to improve cyber resiliency is critical. The human factor 

plays an important role in the cybersecurity chain (Douha et al., 2023).  

Any approach to prevent cyber threats based solely on technological 

considerations will not build a secure and comprehensive information security 

environment (Ulrich et al., 2021). In addition to employing cybersecurity tools, scholars 

emphasize the importance of  cybersecurity awareness programs (Alsmadi et al., 2022). 

The most important nontechnical strategy used in most organizational cybersecurity is the 

design and implementation of employee SETA programs (Canham et al., 2021). 

According to a 2018 report by the Financial Services Information Sharing and Analysis 

Center, 35% of chief cybersecurity officers stated that employee security education and 

training was the highest priority to assure cybersecurity, far greater than infrastructure 

upgrades, and breach and network defenses (Reeves et al., 2021).  
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Users play a significant role in security incidents and breaches. It is important to 

address and enhance human behavior and improve awareness related to cyberthreats to 

decrease the number of security incidents (Dornheim & Zarnekow, 2023). One way of 

making people less vulnerable to specific cyber threats is by raising their awareness about 

the problem, and this can be done through education and training (Pawlicka et al., 2022). 

Between 72 and 95% of cyber threats to companies are due to mistakes made by 

computer users. (Carlton et al., 2019). The more knowledge and skills that a user obtains 

about cybersecurity threats, the greater level of awareness and actions that can be taken to 

eliminate and prevent possible risks (Alsmadi et al., 2022).  

Building a cybersecurity workforce that can stand up to the challenges of 

cybersecurity by recruiting and retaining efforts is vital. The workforce is important in 

advancing an organization’s cybersecurity maturity; unfortunately, only a few employees 

effectively provide appropriate information security leadership, governance, and 

responsiveness (Dev & Saha, 2023). Even with good intentions, an employee may work 

in a manner that is not secure and cause a cyber threat, either due to poor use of security 

tools, lack of appropriate skills, or due to human error (Carlton et al., 2019). The human 

factored cybersecurity endeavor is needed to explore the capabilities of the human 

workforce to appropriately identify and respond to intrusion incidents within an 

organization (Ani et al., 2019). Educating computer users has become critical because 

people and organizations need to think proactively about effectively protecting 

themselves from cyber-attacks (Gibbs, 2020). Individual domain specialists who develop 

and implement cybersecurity systems, including those who make higher-level decisions 
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for their organizations, must understand the human aspects of the solutions, such as social 

engineering (Sadeghi et al., 2023). As cybercrime continues to evolve, computer users 

must acquire competent skills that will empower them and impact their workplace 

productivity and effective leadership (Carlton et al., 2019). Encouraging students and 

professionals to pursue cybersecurity as a career and developing essential cybersecurity 

skills is necessary (Gibbs, 2020). Cybersecurity education has become essential in 

enhancing cybersecurity literacy (Douha et al., 2023). Human error can be reduced by 

sensitizing employees and giving them adequate training. Employees would not be seen 

as a source of problems but as an opportunity for enhanced cybersecurity (Ulrich et al., 

2021).   

Stakeholder and leadership engagement has a lot to play in supporting 

cybersecurity programs. Managers' leadership technique greatly influences employees' 

innovativeness, especially in small and medium enterprises that deal with information 

and communication technology (Azim et al., 2019). A robust executive leadership is most 

organizational cultures' key shaper and builder (Meng & Berger, 2021). Leaders who 

advance cybersecurity education focused on the human factors of cyberattacks build a 

strong workforce that complements technical protections and reduces organizational risk 

(Waddell, 2024). To ensure the successful and efficient prevention of cyber resilience, it 

is important to regulate and communicate who is responsible for cybersecurity at the 

operational and management levels (Ulrich et al., 2021). Apart from creating 

cybersecurity awareness and providing education and training to information technology 

users, cyber threat intelligence sharing among stakeholders is critical (Gibbs, 2020).  



40 

 

Transition and Summary 

Section 1, which is the foundation of this research study, addressed the 

background of the problem, problem statement, purpose statement, nature of the study, 

the research question, interview questions, the conceptual framework, the definition of 

terms, assumptions, limitations, and delimitations, the significance of the study and the 

review of professional and academic literature. In reviewing the professional and 

academic literature, I focused on the RAT, victimization of internet users by 

cybercriminals, cybersecurity awareness, education, training, and human contribution to 

cybersecurity. Regarding cybercrime and preventive measures, I discussed RAT as a 

theory, its evolution, and criticisms and contrasted it with similar theories. Cybersecurity 

awareness and employee behavior are essential components of an organization’s 

cybersecurity program. SETA programs are critical strategies used to address 

cybersecurity issues. Therefore, SETA programs must be appropriately designed and 

implemented to address technical and human factor solutions.  

In section 2 of this study, I outlined my intention, role as the researcher, the 

research design, population sample, data collection, and data analysis techniques I used 

for my research.  
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Section 2: The Project 

In this section, I restated the purpose of my study and discussed the research, 

including why I chose to use a qualitative multiple case study. Several key points related 

to data collection for this study were addressed. A discussion on the reliability and 

validity of the data concludes this section of the study. 

Purpose Statement 

The purpose of this qualitative multiple case study was to explore the strategies 

that IT security managers used to implement cybersecurity awareness programs. The 

population consisted of IT security managers with at least 3 years of experience 

managing their organizations’ IT infrastructure in Cameroon. The implication for positive 

social change includes the potential for employees to develop a cyber-resilience culture 

that can improve electronic business and help boost the economic growth of society.  

Role of the Researcher 

I was the primary research instrument in collecting data for this qualitative study. 

An important objective of every researcher is to collect quality data accurately. A 

qualitative multiple case study is a thorough strategy involving formulating a research 

question, data collection, data analysis, and presenting findings (Paynter et al., 2023). I 

developed the research question, followed by the interview questions, and solicited 

qualified participants from whom I collected data, analyzed the data, and reported the 

findings.  

A qualitative study uses interviews and observations as the two key approaches to 

collect data (Ellis, 2023). Interviewing is considered the most pervasive source of 
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collecting data in qualitative research (Cairns-Lee et al., 2022). The interview consisted 

of open-ended questions that prevented “yes” or “no” answers and made the interview 

more engaging. During the interview session, I recorded the interviewees' responses and 

observed them keenly during the entire interview process.   

Observation is a method that enables the researcher to contrast the narratives of 

people with their daily practices observed by the researcher (Hahonou, 2019). In addition 

to interviews and observations, I examined public documents from the National Institute 

of Standards and Technology (NIST). The similarity between the answers provided by 

the participants and the examined NIST documents determined methodological 

triangulation. In qualitative research, methodological triangulation can be used to 

enhance the rigor and trustworthiness of the study (Azulai, 2021). I critically focused on 

ensuring that the data I collected was high quality.  

I have 10 years of experience as an IT professional, with 5 years working in 

cybersecurity and information assurance. I did not contact any of the research participants 

prior to receiving official approval from the Walden University Institutional Review 

Board (IRB), and I had no relationship with any of them.  

The Belmont Report has been the foundation for ethical research involving human 

subjects (Siddiqui & Sharp, 2021). This report served as the ethical foundation and 

standards for this study. The following are the three ethical principles outlined by the 

Belmont Report for researchers to adhere to: respect for persons, beneficence, and justice 

(Kamp et al., 2019). I adhered to the ethical principles of the report, including, among 

others, protecting and treating all research participants with respect. I educated research 
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participants by providing them with relevant information related to the study. This 

enabled them to agree to participate in the study voluntarily. The Belmont report 

recommends that researchers seek informed consent, evaluate the benefits and risks, and 

ensure that the burden of participation is fair and equitable (Anabo et al., 2019).  

Research bias occurs when a researcher consciously or unconsciously influences 

the results or outcome of a study based on their expectations (Romano et al., 2021). It is 

the tendency and disposition of a researcher to think in a specific way that may obscure 

or illuminate efforts to address a research question (Buetow & Zawaly, 2022). Research 

bias involves the violation of two principles: dualism, which holds that the researcher and 

research participants of a study must be separated to lessen bias, and objectivism, which 

is the absence of bias in a study that may result from the values, beliefs, or assumptions 

of the researcher (Varpio et al., 2021). Research bias can threaten the integrity of a study 

in many ways, including distorting the study's evaluation, affecting the study's conduct, 

and affecting the communication of the research findings (Ellsworth, 2021). To ensure 

that research is valid, it must be bias-free. To decrease the risk of bias in a study, it is 

important for the researcher to compose the research question carefully and to choose an 

appropriate methodology (Florczak, 2022). I mitigated bias using open-ended questions 

to capture the participants' attention regarding the study topic. Throughout the process, I 

avoided delineating or imposing my opinions, views, beliefs, or experiences regarding the 

study.  

Researchers require interviewing approaches to establish the possibilities for 

insight and complete understanding (Tine & Ellis, 2022). I used the interview protocol as 
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the framework for conducting interviews for this study. To improve the credibility of 

research, I used the Castillo-Montoya (2016) four-phase interview protocol framework 

(Umeokafor et al., 2021). This framework included: making sure that the interview 

questions aligned with the research questions; constructing an inquiry-based 

conversation; getting feedback on the interview protocol; and piloting the interview 

protocol (Shoozan & Mohamad, 2024). There are many benefits of using a well-prepared 

interview protocol (Erens et al., 2022). 

I established this protocol (see Appendix B) using semistructured and open-ended 

questions throughout the interview. Semi-structured interviews allow an interviewer to 

use open-ended questions to discuss topics in more detail, and open-ended questions give 

the interviewer the leverage to collect related data from the participants in detail (Elhami 

& Khoshnevisan, 2022). I created a friendly and relaxed environment during the 

interview process. Encouraging the interviewer to smile, nod, and gaze directly may 

increase sufficient response from the research participants without compromising the 

standard interviewing protocols (Foucault Welles et al., 2022). I provided the research 

participants with enough time to respond to the interview questions and followed up with 

additional questions for clarity as needed. Interviews were my primary tool to explore the 

strategies used by the study participants to explore the strategies used to implement 

cybersecurity awareness programs. 

Participants 

The participants of this study consisted of IT security managers responsible for 

managing their organizations’ IT infrastructure in Cameroon, West Africa. All the 
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professionals had at least 3 years of IT and cybersecurity experience. I recruited 

participants on LinkedIn and Facebook. The inception of social media has increased the 

use of web-based recruitment techniques over the past twenty years (Aily et al., 2023). 

The evolution of new communication technologies in the social media era has changed 

the interpersonal communication method of most people and has become an alternative 

for face-to-face contact (Goldman et al., 2023). Remote participation in research benefits 

both the researcher, who can quickly recruit at no cost, and participants who can 

conveniently enroll from anywhere at any time (Loebenberg et al., 2023). Researchers 

engage in social media recruitment because they are cost-effective and a successful 

avenue for some hard-to-reach populations in research (Flood-Grady et al., 2021). With 

the internet becoming internationally widespread, research interviews can conveniently 

take place via Skype or email, saving travel time and cost (Thelwall & Nevill, 2021).   

The study participants were identified after searching LinkedIn and Facebook 

social media sites, and I used purposeful sampling to select them. I used the social media 

template that the Institutional Review Board (IRB) approved to invite participants. Once 

they expressed interest, I started the informed consent process by sending them an 

approved consent form. They emailed me if they had any questions or to say they 

consented by simply saying “I agree”. I provided each selected participant with an 

invitation and the study's consent form. I collected data from each participant through 

open-ended questions. In qualitative research, open-ended questions are preferred over 

“who” or “what” type of questions (Elhami & Khoshnevisan, 2022).  
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I established a good working relationship with all the selected research 

participants during the data collection process. I communicated with them politely as 

needed through the social media communication interface. I performed the interview 

according to the interview protocol, which included the steps I followed to ensure a 

proper interview. Researchers are encouraged to craft a protocol allowing the respondents 

to freely and openly speak, thereby maximizing the chances of the researcher uncovering 

new and important insights (Jiménez & Orozco, 2021). The interview questions were 

clear, and participants were free to ask for clarification while the process remained 

relaxed. 

Research Method and Design 

Research can be classified into the following three categories: qualitative, 

quantitative, and mixed methods (Aramide et al., 2023). I reviewed these three methods 

to select the most appropriate for this study. A research design is a step-by-step procedure 

implemented by a researcher before collecting data (Aramide et al., 2023). Qualitative 

designs include narrative inquiry, phenomenology, ethnography, and case study (Bayuo 

et al., 2024). A qualitative multiple case study design was my design of choice for this 

study. 

Method 

Qualitative research is the systematic collection, analysis, and interpretation of 

non-numerical data to establish a detailed and holistic view of a social phenomenon from 

the viewpoint of those who experience it (Baker et al., 2022). Qualitative research 

generates non-numerical data, and this study method is used to understand people's 



47 

 

beliefs, attitudes, behavior, and interactions (Papakitsou, 2020). The qualitative research 

method involves recording, interpreting, and analyzing contextual data to discover the 

deeper meanings of human experiences and their behaviors (Renjith et al., 2021). In 

qualitative research, researchers are more interested in how individuals make sense of or 

interpret their experiences (Milinga et al., 2023). Researchers use survey methods such as 

questionnaires or structured interviews to generate data in qualitative studies (Hoxha & 

Hasani, 2022). In qualitative research, participants' responses help elaborate and provide 

more context to the themes developed and research responses (Burrell, 2020).  

Qualitative research methods explore meanings more deeply and seek to 

understand the relations among social subjects heuristically (Molina et al., 2023). This 

method is better positioned to contribute to more extensive considerations of 

participation, and qualitative inquiry can enable researchers to engage in discussions 

related to why individuals participate in the manner they do (Kopec, 2023). Qualitative 

research is most appropriate when examining how social issues are generated, 

interpreted, or experienced (Truong et al., 2020). Therefore, I selected qualitative 

research to explore the strategies that IT security managers used to implement 

cybersecurity awareness programs in Cameroon. I conducted structured interviews that 

gave me an in-depth understanding of the research question.  

The quantitative research method is a formal, objective, and methodical process 

researchers use to describe and test relationships and examine the cause-and-effect 

interactions between variables (Hoxha & Pallaska, 2023). The quantitative research 

method uses data that are usually measures of values and counts and are usually 
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described using statistical methods, which helps the researcher draw conclusions (Renjith 

et al., 2021). The main goal of this study was to examine the study participants' thoughts 

regarding strategies used to implement cybersecurity awareness programs. Quantitative 

research is the collection and measurement of facts, observable data, and phenomena, but 

it does not explain people's behaviors, experiences, and feelings (Truong et al., 2020). 

Measuring facts was not suited for this study, which was intended to understand the 

behaviors, experiences, and feelings about strategies that IT security managers use to 

implement cybersecurity awareness programs. Quantitative research studies use 

structured questionnaire-based surveys to statistically validate the proposed research 

framework and test the hypotheses to validate the predetermined relationships identified 

among the specific variables (Hooda & Singla, 2020). My goal in this study was not to 

test a hypothesis; therefore, the quantitative approach was not appropriate for this study 

and was not selected.  

The mixed-method research method involves collecting and analyzing both 

qualitative and quantitative data to solve different but related questions or sometimes 

similar ones (Renjith et al., 2021). Mixed methods is a kind of research in which the 

researcher combines both qualitative and quantitative research methods (Butler & Brown, 

2023). Mixed-method research is a collection of both qualitative and quantitative 

approaches to develop a complete understanding of a phenomenon (Hooda & Singla, 

2020).  

Mixed methods is a type of research approach that combines the techniques of 

qualitative and quantitative methods, concepts, or language into one study (Fedorowicz-
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Kruszewska, 2021). It is an approach to inquiry that involves collecting and integrating 

qualitative and quantitative data into a single research project (Truong et al., 2020). In 

mixed-method research, the researcher collects and analyses data, integrates the results, 

and draws inferences using the quantitative and qualitative approaches in a single study 

(Aramide et al., 2023). This method allows researchers to collect qualitative and 

quantitative data, which is required to formulate the research problem (Fedorowicz-

Kruszewska, 2021). One significant benefit of mixed methods is that hypotheses are 

developed through a qualitative approach and tested using quantitative data (Aramide et 

al., 2023).  

My goal for this study was not to test a hypothesis. Instead, it was to collect data 

about the research participants' personal experiences regarding the strategies they used to 

implement cybersecurity awareness programs. Therefore, a mixed-method approach was 

not appropriate for this study. The qualitative method was most appropriate for this study, 

as it was intended to explore participants' personal experiences regarding the strategies 

they used to implement cybersecurity awareness programs. 

Research Design 

Research design is defined as a plan used to research, as it sets out the procedure 

used to conduct the study to ensure that the purpose of carrying out the study is achieved 

(Aramide et al., 2023). It is an important plan that outlines the methods and processes for 

collecting and analyzing data (Mohammed et al., 2020). Researchers often interchange 

words such as traditions, types, strategies of inquiry, varieties, methods, and designs 

(Renjith et al., 2021). Qualitative research can be categorized into many traditions, such 
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as narrative research, phenomenology, ethnographic studies, and case studies, providing 

many qualitative designs (Baker et al., 2022). The following are the main types of 

qualitative research designs: narrative, phenomenological, ethnographic, historical, and 

case study research (Renjith et al., 2021). Qualitative research design includes case 

studies, narrative, phenomenological, action, and ethnographic research (Aramide et al., 

2023). Case study research has continued to gain prominence as a research methodology 

used across various areas and disciplines (Burnard, 2023). Therefore, the multiple case 

study was the research design selected for this study because it provides an in-depth 

understanding of the strategies used to implement cybersecurity awareness programs. 

A case study is the in-depth scrutiny of a particular phenomenon within its 

contextual environment to give a descriptive account of the experiences, occurrences of 

events, and the processes (Amadi, 2021). The case study approach is designed to study a 

social phenomenon (Van Wyk et al., 2020). It is an empirical enquiry designed to 

investigate a current phenomenon within its real-life setting (Gaitero et al., 2021). It is 

used to understand complex social phenomena to address the “how’ and “what” questions 

in situations where the researcher has limited or no control over the phenomenon of 

interest (Paynter et al., 2023). The main characteristics of a case study include its 

flexibility in dealing with complex and dynamic features of real-world phenomena, and 

its conclusions are based on a transparent chain of evidence collected from multiple 

sources in an organized and consistent manner (Gaitero et al., 2021).  

Case study research method is suitable when examining a phenomenon within its 

natural context (Alam, 2020). The case study research approach is most appropriate when 
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the research objectives are intended to explore and understand the relationship between 

the context of a given research area and the phenomena of interest (Burnard, 2023). The 

case study method allows testing the research problem in real-life situations (Van Wyk et 

al., 2020).  

A multiple case study design is preferred because evidence from different cases 

provides richer and reliable information than a single case (Milinga et al., 2023). Using 

multiple sources of evidence allows the researcher to address a wide range of issues 

within the case study (Tkachenko et al., 2022). The case study method is most 

appropriate to explore answers to “what”, “why”, and “how” questions about a 

phenomenon more broadly, descriptively, and extensively (Alam, 2020). I selected this 

method to understand better the phenomenon, which is the strategies IT managers use to 

implement cybersecurity awareness programs. To effectively explore the phenomenon, I 

conducted semi-structured interviews using open-ended questions.  

Ethnographic research design focuses on a cultural group and describes the 

culture and beliefs of the people within their community (Danford, 2023). It may be used 

to describe the culture of a group or groups (Clare, 2022). I intended to explore IT 

security managers' strategies to implement cybersecurity awareness programs. I did not 

intend to understand the culture of any group. Ethnographic research design usually 

employs multiple types of data and relies extensively on the observation of the 

participants (Zarestky, 2023). I used semi-structured interviews to collect data for this 

study and did not require multiple data types. Ethnographic study design was therefore 

not suitable for this study.  
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The phenomenological research approach focuses on a phenomenon and the 

essence of a shared experience that can be collected from the perspectives of different 

people who have lived that experience (Zarestky, 2023). In the phenomenological 

approach, researchers base their study on the participants' experiences regarding the 

concept or phenomenon (Khalid et al., 2019). Two common categories of 

phenomenological methodologies are descriptive and interpretive (Öhlén & Friberg, 

2023). While the descriptive phenomenology is concerned with collecting actual 

descriptions of experience from the study participants, the interpretive phenomenology 

emphasizes the researcher's interpretation of the study phenomena (Olekanma et al., 

2022). Because I did not intend to collect data from the participants about their 

experiences regarding strategies to implement cybersecurity awareness programs, and did 

not plan to interpret the study phenomena, I considered this approach unsuitable for this 

study.  

Narrative inquiry explores events and experiences via stories (Danford, 2023). 

The emphasis of narrative inquiry is based on the experience of a person or a group to 

uncover their lived experiences (Bayuo et al., 2024). The narrative research approach 

uses a process of storytelling to unveil the meaning a person attaches to or makes from a 

lived experience (Zarestky, 2023). Narrative inquiry may be specifically used to describe 

a person's life to understand the person's everyday experiences through storytelling 

(Clare, 2022). In the narrative approach, narrative stories related to a person’s experience 

and his involvement in a situation are used as the person involved reproduces his story 

through the narrative (Papakitsou, 2020). The research participants of this study were not 
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required to tell stories about their experiences, and storytelling was not required to 

explore the strategies used to implement cybersecurity awareness programs. I intended to 

explore IT managers' strategies to implement cybersecurity awareness programs through 

open-ended questions. I therefore concluded that the narrative research approach was not 

appropriate for this study and was not selected.  

Data saturation must be achieved after the different participants' viewpoints 

converge using data collected from the interview. In qualitative research, data saturation 

is when data collection might end, and it is attained when no new significant information 

arises with additional interviews (Dengo-Balo et al., 2020; Fofana et al., 2020). Six 

participants were interviewed in this study until there was no need for additional 

interviews. In a study conducted on a stepwise inductive thematic analysis of 60 in-depth 

interviews among female sex workers in West Africa, it was discovered that 70% of all 

the 114 identified themes emerged in the first six interviews (Guest et al., 2020). The 

concept of data saturation is important because it helps to ensure that research findings 

are robust and that the data collected is completely used to achieve the aim of the study 

(Naeem et al., 2024). 

Population and Sampling 

The study population consisted of IT security managers in charge of managing 

their organizations' IT environment in Cameroon, West Africa. Researchers use inclusion 

and exclusion criteria to determine the characteristics of the participants (Connelly, 

2020). A well-defined inclusion and exclusion criterion guides researchers when 

screening potential candidates for eligibility to participate in a study (Spolarich, 2023). 
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Establishing the inclusion and exclusion criteria ensures that bias detected during data 

collection is eliminated (Ramzan & Lokanan, 2024). Inclusion and exclusion criteria 

were applied in this study. 

The inclusion criteria are the features that potential research subjects should 

possess to qualify to participate in the study (AlBadri, 2022). Inclusion criteria include 

demographic, geographic, or occupational group (Connelly, 2020). The eligibility criteria 

to participate in this study shall include (a) must be an IT security manager of an 

organization; (b) reside in Cameroon, West Africa; (c) have at least 3 years of 

IT/cybersecurity working experience; (d) should be above 18 years old.  

The exclusion criteria are the characteristics that would disqualify the subjects 

from participating in the study (AlBadri, 2022). Examples of exclusion criteria might 

include age and the ability to read and speak a particular language (Connelly, 2020). The 

ineligibility criteria for participation in this study shall include (a) participants who speak 

a language other than English, since Cameroon is a bilingual country, and (b) participants 

who do not implement cybersecurity awareness programs.  

Purposive sampling was chosen to determine the samples used for this study. 

Purposive sampling is the nonprobability sampling used to obtain sample respondents 

from the population that are more likely to produce appropriate and relevant information 

(Anggara et al., 2023; Campbell et al., 2020). It is a technique frequently used to create 

reviews of events or experiences. Because researchers collect samples with a particular 

goal in mind, they are likely to get the opinions of their target population (Awan et al., 

2020; Osman et al., 2023). Purposive sampling techniques were more effective when the 
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research questions and objectives required the research participants to know the studied 

subject (Holtzhausen & Botha, 2019). This technique was most appropriate for this study 

because the participants were IT security managers responsible for managing their 

organizations' IT environment and had at least 3 years of experience implementing 

cybersecurity awareness programs.  

Sample size refers to the number of respondents used in a research study 

(Ashaduzzaman et al., 2022). Qualitative studies usually employ small sample sizes 

(Alam, 2020). A sample size that is too large could squander the cost, time, and effort 

used to conduct a study (Sim et al., 2022). The sample size of this study was six IT 

security managers. While reviewing and statistically analyzing 54 qualitative studies, 

Galvin (2015) found that the probability of identifying a concept or theme among a 

sample of 6 individuals is greater than 99% (Guest et al., 2020). Ashaduzzaman et al. 

(2022) argue that studies with small sample sizes report greater effect sizes than those 

with larger ones. No guidelines have been published for the minimum sample size, and 

sample sizes may differ considerably depending on the characteristics of each study 

(Josephs et al., 2022; Hennink et al., 2019). In qualitative research, researchers use the 

concept of saturation, which is also known as data saturation, to determine a suitable 

sample size (Fofana et al., 2020). According to research, 94% of what is known as high-

frequency codes, which are the codes applied to numerous interview transcriptions, were 

found in the first six interviews (Alam, 2020).  

Data saturation is generally used to determine the sample size in a qualitative 

study, and it is the most recognized guiding principle used to assess the suitability of data 
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for a purposive sample (Hennink et al., 2019). Saturation is believed to have been 

attained for a study when no new concept or significant information emerges with further 

interviews (Fofana et al., 2020). Saturation refers to the data analysis stage where further 

interviewing produces little or no new information related to the study objectives (Guest 

et al., 2020). It is the point where further study of data will not lead to the discovery of 

any new information related to the research questions (Naeem et al., 2024). Saturation 

happens when the researcher collects data to the point of diminishing returns, when no 

new information is added to the previous data (Alam, 2020). It is that point where new 

information generates little or no change to the codebook (Kähkönen & Lintukangas, 

2022). 

Ethical Research 

Research that involves human participants requires the researchers to protect 

those participants (Nii Laryeafio & Ogbewe, 2023). Protecting research participants is of 

utmost importance, and researchers must ensure that the participants are not identified 

when publishing any data collected (Renjith et al., 2021). I have completed the CITI 

certification (see Appendix A) to verify I understood these elements.To ensure that 

participants understand the purpose of the research and their voluntary role, I provided 

them with an informed consent form. The informed consent process is intended to 

provide an understanding of the purpose of a research study and the potential risks, 

benefits, and inconveniences involved (Nathe & Krakow, 2019).  

Informed consent also involves providing research participants with a precise 

knowledge of the study to enable them to fully understand their role and trust the 
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researcher (Chen et al., 2021). The informed consent form indicated the study's 

background and the participants' expectations. The researcher should clearly and 

adequately inform the participants to use consent as a legal basis to process participants’ 

data (Ntinapogias & Nikolaidis, 2023). The consent form also indicated voluntary 

participation and the free withdrawal from participating without any precondition. The 

researcher should respect participants' rights at any point in the data collection process to 

opt out (Nii Laryeafio & Ogbewe, 2023). All the participants were expected to read and 

sign the consent form before participating.  

I did not offer any form of incentive to the participants to participate in the study. 

Monetary incentives are among the most popular ways to motivate people to perform an 

activity (Bauer et al., 2020). Monetary or any other form of incentive was not a 

precondition to participate in this study. I communicated with the participants responsibly 

and maintained honesty and transparency throughout the study. Honesty, 

communicativeness, and responsibility are integral to building trust when interacting with 

people (Mariyono, 2024).  

Research that involves human participants must seek approval from an ethics 

committee (Nii Laryeafio & Ogbewe, 2023). I requested approval from the Walden 

University IRB. The IRB is a federally mandated group of people reviewing and 

monitoring research involving human subjects (Dutka & Astroth, 2022). All personal 

information and identities of the research participants were kept confidential. The 

participants remained anonymous, and they were identified using pseudonyms. 

Anonymity and confidentiality are important factors to consider when conducting 
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research that involves human participants, and to deidentify participants and protect their 

privacy, researchers are expected to replace the names of participants with pseudonyms 

(Wang et al., 2024). Additionally, I did not use the participants' personal identifiable 

information or the names of their organizations throughout the study.  

To ensure privacy and confidentiality, data collected from research participants 

must not be accessed by any third party (Nii Laryeafio & Ogbewe, 2023). I stored all data 

collected in a securely locked file cabinet. I intend to store all collected data on an 

external hard drive for five years from the date of publishing this study. Research that 

involves human subjects requires protecting the data collected and securely storing the 

data to ensure privacy (Miller et al., 2024). Thereafter, I will permanently destroy all data 

on the hard drive, including audio recordings and paper records. Before contacting 

participants to collect data, I obtained approval from the IRB. The approval number that 

the IRB issued is 09-16-24-1020283. 

Data Collection 

Instruments 

I was the main instrument of data collection for this study. The researcher is the 

primary instrument for collecting and analyzing data in qualitative research (Che Nawi et 

al., 2021). The data collection instrument that was used in this study entailed semi-

structured interviews. Semi-structured interviews rest between the continuum of 

structured and unstructured interviews, and they contain guided questions that help to 

direct the conversation toward the themes that the researcher intends to investigate 

(Chaudhury et al., 2022). These types of interviews have been used widely to investigate 
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information practices in several settings (Ekström, 2021). A semi-structured interview 

involves using preconstructed questions to obtain information about a subject under 

investigation (Shoozan & Mohamad, 2024). 

I used preconstructed open-ended questions to interview participants. Open-ended 

questions enable research participants to communicate their feelings, thoughts, and 

experiences using their own words and simulations (Ozelçi, 2021). Being the main 

instrument of collecting data, I remained flexible throughout the data collection process. 

Semi-structured interviews create flexibility to modify interview questions and add new 

prompts to successive questions (Wong et al., 2023).  

I developed and used an interview protocol known as an interview guide before 

the data collection process to maintain the study's rigor. An interview guide is usually a 

one-page document that lists the topics and questions that the researcher intends to ask 

the participants under each topic (Nii Laryeafio & Ogbewe, 2023). An effective interview 

protocol enables researchers to consider the golden rule of interviewing, which lets the 

respondent talk (Jiménez & Orozco, 2021). Having a carefully considered interview 

guide enables consistency and comprehensiveness in the manner the interviews are 

conducted, and also helps in collecting accurate and robust quality data (Omam et al., 

2023). An interview protocol includes guidelines of how the interview will be conducted, 

the questions that will be asked, and space to take notes (Shoozan & Mohamad, 2024). 

Interviews during the data collection will sometimes combine participant 

observation, field notes, and document review (Ritter et al., 2023). Notes taken down 

help identify improvement areas and facilitate follow-up and probing questions (Shoozan 
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& Mohamad, 2024). Notes taken also help to verify the integrity of the interview data 

diligently collected (Chaudhury et al., 2022). Semi-structured interviews can also be 

combined with other qualitative research methods such as document studies and 

participant observations (Ekström, 2021). Nii Laryeafio and Ogbewe (2023) assert that. 

Data sources for qualitative research include interviews, observations, focus groups, and 

recordings. I also reviewed publicly available relevant NIST documents to understand the 

phenomenon better and enhance the study's reliability and validity. This enabled 

methodological triangulation. Methodological triangulation refers to the combination of 

at least two or more data sources to collect and analyze research data (Azulai, 2021). 

Observations, document review, and field notes can add context to the analysis of 

transcripts and may be used as reference throughout the analysis (Ritter et al., 2023).  

One of the most common errors noted in qualitative studies is the failure to 

control research bias (Meyer & Goss III, 2024). The interview questions for qualitative 

research must be broad enough so that the responses provided are not limited or biased 

(Shoozan & Mohamad, 2024). Bias is any trend or deviation from the truth in data 

collection that can lead to a false conclusion (Florczak, 2022). These are unchecked 

practices or actions of researchers that influence the collection of data, thus prejudicing 

research outcomes (Varpio et al., 2021). Research bias is a harmful error that no 

researcher likes, and every effort is made to eliminate it (Buetow & Zawaly, 2022). I 

ensured that I remained unbiased throughout the data collection process to maintain the 

quality of the study. Ellsworth (2021) argues that if researchers guard against bias, they 
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can assure themselves that they are not worsening the problem but improving the 

situation in small ways. 

Interviewing is so far the most commonly used qualitative method for data 

collection, as reflected in numerous substantial literature and interview handbooks 

(Cairns-Lee et al., 2022). However, interviews may sometimes present errors by 

mishearing or misinterpreting responses to participants’ questions, and ensuring that the 

data collected in an interview reliably represents the genuine perspectives of participants 

requires member checking. Also known as respondent or participant validation, member 

checking is the process of requesting feedback from research participants about their data 

or interpretation (Motulsky, 2021). It gives research participants the option to provide 

feedback on a verbal summary of the key points after the interview (Ritter et al., 2023). 

As a key technique used to validate data collected, I member checked with the 

participants until they confirmed that the data collected and interpreted correctly 

represented their perspectives. 

Data Collection Technique 

Data in a research study can be collected from the participants directly (primary 

data) or using alternative sources of information (Burnard, 2023). It is beneficial to use 

multiple sources to collect data (Tkachenko et al., 2022). The three most popular methods 

researchers use are Focus group discussions (FGDs), one-to-one in-depth interviews, and 

simple observation (Renjith et al., 2021). The data collection technique widely used for 

qualitative research is interviewing (Meyer & Goss III, 2024).  
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Interviewing is an effective way of collecting rich, empirical data  (Kähkönen & 

Lintukangas, 2022). Interviews are natural approaches used to obtain data for people-

focused subjects, and they appear to be far the most common method used to collect 

qualitative data (Thelwall & Nevill, 2021).  

An advantage of interviews is that they can happen face-to-face, via telephone, or 

online through Skype, Zoom, and Teams (Nii Laryeafio & Ogbewe, 2023). Another 

significant advantage of an interview is that it allows for probing and asking follow-up 

questions if needed from the interviewer (Milinga et al., 2023). During a one-to-one 

individual interview, the researcher asks questions regarding a particular topic of interest 

and allows participants to navigate the conversation in the direction most important to 

them (Ritter et al., 2023). In qualitative research, researchers use the following types of 

interviews: structured, semi-structured, and unstructured interviews (Alam, 2020). In this 

study, Semi-structured interviews will be conducted with six IT managers.  

A semistructured interview contains questions based on an interview guide that 

contains identified themes to elicit comprehensive responses in a systematic manner and 

at the same time allows the interviewee to have flexibility to respond in any way 

(Chaudhury et al., 2022). Elhami and Khoshnevisan (2022) state that semi-structured 

interviews should be informal and use open-ended questions. An advantage of semi-

structured interviews is that they provide generous statements regarding participants’ 

experiences (Ekström, 2021). It also allows researchers to prepare questions in advance, 

making them stay focused on specific themes and to explore particular topics or research 

questions (Shoozan & Mohamad, 2024).  
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Elhami and Khoshnevisan (2022), however, argue that a disadvantage of semi-

structured interviews is that the researcher is required to have general questions on the 

topic, and that general questions do not delve into the understanding of the interviewee. 

Another disadvantage is that not all interviewees can effectively participate since some 

people may find it challenging to engage in conversations and might also be reluctant to 

discuss sensitive or personal topics (DeJonckheere & Vaughn, 2019).  I sent open-ended 

questions to the research participants electronically. The COVID-19 pandemic has made 

electronic research techniques even more relevant for researchers (Dahlin, 2021).    

The literature on conducting interviews has shown the effectiveness of using 

open-ended questions (Shoozan & Mohamad, 2024). One advantage of open-ended 

questions is that they encourage thinking and dialogue (Pritchard & Morgan, 2022). They 

also allow respondents to express themselves, describe their opinions, attitudes, and 

perceptions using their words and expressions (Noël et al., 2021). I conducted the 

interviews at a time that was convenient for the participants. Each interview lasted 

between 20 and 25 minutes. The interviews were recorded and transcribed. Dahlin 

(2021), however, claims that some open-ended questions may not inspire lengthy or in-

depth responses from the participants, which may lead to short and superficial responses.  

Document review is another data collection method in qualitative research 

(Chaudhury et al., 2022). Semi-structured interviews and document studies have been 

commonly adopted in several research studies (Ekström, 2021). Document analysis is 

used to evaluate and review written materials and can be used as a separate or 
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supplemental research method (Milinga et al., 2023). Publicly available documents from 

the NIST were reviewed to collect additional data. 

Member checking is a common technique to ensure trustworthiness in qualitative 

research (Meyer & Goss III, 2024). Member checking is a step that involves returning 

interview transcripts to research participants and requesting them to verify the accuracy 

of the content (Sahakyan, 2023). I reviewed the recorded interviews against the 

transcribed version to ensure accuracy. I then gave the transcribed version to the 

participants to check for accuracy. 

Data Organization Techniques 

Every study requires an approved data management plan describing how data will 

be collected, where it will be stored, who can have access, and when it will be destroyed 

(Miller et al., 2024). I kept a journal and took notes throughout the data collection process 

to keep track of the data collected. The researcher should continue to take analytical notes 

throughout the interview process and should review the notes after each interview 

(Topaloğlu Ören & Ertem, 2023). I created a codebook in which I coded my data into 

various themes. Coding interview data helps to organize text transcripts into patterns to 

reveal common themes (Reyes et al., 2024). I also created an electronic folder for each 

participant and labeled each folder with the corresponding pseudonym. Poor file naming 

and organization may be frustrating, but a consistent naming convention can help 

organize files and folders (Hinck, 2021). Naming files and folders through which 

nomenclature would be consistent is important (Timms, 2024). I also used numbers to 

protect the privacy and confidentiality of the participants. Researchers can assign 
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participants numbers to eliminate all recognizable data during data collection (Topaloğlu 

Ören & Ertem, 2023). I also used NVivo to store all collected data in a centralized 

location to enhance data organization. NVivo is a tool that helps researchers organize 

data collected (R. Gupta & Yerra, 2023). 

Data Analysis Technique 

When data collection is complete, the data needs to be made ready for analysis 

(Miller et al., 2024). Researchers use several strategies to analyze data in a qualitative 

study (Renjith et al., 2021). Thematic analysis is among the most common data analysis 

techniques used in qualitative research (Ritter et al., 2023). Thematic analysis is a 

research technique used by researchers to identify and interpret patterns or themes in a 

data set (Naeem et al., 2023). This technique consists of a six-stage approach that 

includes familiarization with data, generation of initial codes, searching for themes, 

reviewing the themes, defining the themes, and finally analyzing (Proudfoot, 2023). The 

interview transcripts were reviewed several times to familiarize myself with the data and 

to gain a thorough understanding of the participants’ perspectives. I used NVivo software 

to analyze the data. NVivo is used in coding and theory building, including analyzing 

data to understand the research problem (Alam, 2020).  

Reyes et al. (2024) define coding as an iterative process that comprises compiling, 

disassembling, reassembling, and interpreting data. Coding allows researchers to identify 

data elements relevant to the research question that can be used to properly understand 

the fundamental concepts and ideas (Naeem et al., 2023). I recapped the data analysis 

process to examine the data correctly, created ideas based on the codes detected, and 
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properly arranged the material to enhance comprehension and interpretation. This is 

known as recapitulation. Recapitulation is a procedure in qualitative data analysis where 

the researcher summarizes the key findings in the form of codes and themes that emerged 

from the data (Naeem et al., 2024).    

I used the transcribed interviews approved by the participants, including all other 

data collected, such as documents, to perform a thematic analysis. Qualitative data 

comprises a wide array of data, such as field notes, interviews, and documents (Reyes et 

al., 2024). The participant’s approval occurred following member checking. Member 

checking is the process of requesting feedback from research participants about research 

data to validate, verify, or assess the trustworthiness of quality results (Motulsky, 2021). I 

used various data sources, such as interviews and relevant publicly available documents 

from the NIST, to ensure data triangulation. The use of several research informants and 

data from various sources is known as data triangulation (Kähkönen & Lintukangas, 

2022). The application of multiple methods in qualitative research (triangulation) 

harmonizes the ways so that one may compensate for the errors of another (Alam, 2020). 

Reliability and Validity 

Reliability 

One of the key requirements of any research study is the reliability of the data 

collected and results obtained (Dobakhti, 2020). Throughout this study, I ensured that the 

research method remained consistent to enhance reliability. Reliability in research is 

usually associated with replicability to demonstrate that the procedures used in the study 

can be repeated to achieve the same results (Burnard, 2023). Reliability is classified into 
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the following four categories: test-retest reliability, alternate forms reliability, split-half 

reliability, and internal consistency reliability (Jha et al., 2022). Some techniques that can 

be used to increase the reliability of a case study include recording the interviews, coding 

the responses, and using analytical data analysis techniques (Quintão et al., 2020). 

Kucker and Chmielewski (2022) argue that, besides reliability, there is an equal need to 

focus on validity. 

Validity 

To ensure the trustworthiness of this study, I built validity from the data collection 

process, analysis, and interpretation. Validity is one of the strengths of qualitative 

research, and it is generally associated with the accuracy or credibility of the study 

(Burnard, 2023). Validity is concerned with the degree to which the data collection 

process measures what it is intended to measure (Dobakhti, 2020). A validity analysis is 

carried out to understand if a research tool measures what it was expected to measure 

(Jha et al., 2022). In general, the following procedures are used to explain how the 

instruments and data collected can be validated in a study: content validity, internal 

validity, utility criterion, and external validity (Dobakhti, 2020). If validity is not 

vigorously established, the interpretations of study outcomes may be skewed (Kucker & 

Chmielewski, 2022). Lincoln and Guba (1985) provided the most accepted criteria used 

to establish trustworthiness in qualitative research, which indicates the following four 

concepts: dependability, credibility, transferability, and confirmability (Kakar et al., 

2023). Validity was determined by ensuring that dependability, credibility, 

transferability, and confirmability were achieved.  
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Dependability  

Dependability, which is also known as consistency, is one of the four criteria used 

to establish rigor and trustworthiness in qualitative research (Janis, 2022). It involves the 

steps taken to enhance the consistency of methods and processes used during the process 

of collecting and analyzing research data (Singh et al., 2021). Generally, researchers can 

use the following techniques to enhance dependability: the researcher’s position, 

triangulation, and audit trail (Dobakhti, 2020).  

Dobakhti (2020) asserts that the investigator’s position enables the researcher to 

elaborate in detail on each aspect of the processes and phases by describing the rationale 

of the study, the study design, and the subjects. I ensured that this study detailed the 

rationale, the design of the study, and the subjects.  

Triangulation is a popular method used to increase the credibility and quality of 

research (Kakar et al., 2023). Triangulation is the process of using different sources of 

data in a research study (Quintão et al., 2020). Collecting data from different sources can 

enhance the reliability of the data and the outcome of the study (Dobakhti, 2020). I 

ensured triangulation using data from several sources, such as interviews and relevant 

publicly available National Institute of Standards and Technology (NIST) documents.  

Another method that can be used to establish trustworthiness in qualitative 

research is by developing a research audit trail, which is a strategy that involves 

maintaining an audit of all key stages throughout the research project (Carcary, 2020). An 

audit trail allows the researcher to detail how the data was collected and analyzed, how 

various themes were derived, and how the results were obtained (Dobakhti, 2020). 
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Dependability can be enhanced through a detailed written procedure known as an audit 

trail (Singh et al., 2021). I documented, recorded, and took notes throughout the data 

collection and analysis. An interview protocol was also incorporated in this study to 

enhance dependability further.  

Another aspect used in qualitative research to ensure trustworthiness is member 

checking (Ritter et al., 2023). Member checking refers to the procedure for checking the 

adequacy and accuracy of data collected (Singh et al., 2021). Member checking allows 

the results and interpretations of the study to be taken back to the research participants for 

confirmation and validation (Dobakhti, 2020). I gave the data collected to the participants 

and requested feedback from them to ensure that the data I collected was valid.  

Credibility  

Credibility involves the confidence in the truth of the research findings, and it is 

considered high if the researcher accurately represents the views of the participants 

(Ritter et al., 2023). Strategies such as triangulation and member checking can be used to 

enhance credibility (Motulsky, 2021).  

Triangulation is when a researcher studies several aspects and several underlying 

views to form a complete study of the phenomenon (Kakar et al., 2023). To ensure 

triangulation, the researcher uses different data collection processes and data analysis 

(Alam, 2020). This technique is usually used to strengthen the research design to 

counterbalance the deficiency of a single strategy (Azulai, 2021). I used data from 

interviews and relevant publicly available documents from the NIST to benefit from 

triangulation.  
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Member checking, also known as participant feedback, has become so popular 

and consistently proposed as a validity or trustworthiness check for rigor in qualitative 

research (Motulsky, 2021). It requires the researcher to transcribe interview questions and 

responses, and sharing the text with the participants to review and make necessary 

corrections (Meyer & Goss III, 2024). I ensured that the data collected and analyzed was 

sent back to the participants for them to confirm and validate for accuracy.  

Transferability 

Transferability, which is also known as applicability, refers to the extent of 

similarity or fittingness between two contexts (Singh et al., 2021). It is a concept that 

describes the degree to which results of a qualitative research can be transferred to other 

contexts or settings, carried out among other respondents (Tuval-Mashiach, 2021). 

Transferability can be improved by using the theoretical purposive sampling strategy 

(Kakar et al., 2023). Purposive sampling involves samples selected with specific purpose 

and objectives because someone or some people have the information that the researcher 

needs (Anggara et al., 2023). The reason for purposive sampling is the perfect matching 

of the sample to the research objectives and aim, thus enhancing the rigor of the study 

and trustworthiness of the data and outcomes (Campbell et al., 2020). This strategy 

allowed me to choose respondents more likely to provide appropriate and relevant 

information. A thick description of all aspects of the study also ensured transferability. 

Transferability can also be enhanced by conveying the context of the study using thick 

description, which gives readers a complete account of all portions of the research 

(Stanley & Robertson, 2024).  
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Confirmability 

Confirmability is defined as the degree to which other researchers can confirm a 

researcher’s findings of a research study (Tuval-Mashiach, 2021). A communication of 

methodological awareness supported by an audit trail proposed by Anderson (2017) is a 

strategy that can be used to ensure confirmability (Stanley & Robertson, 2024). A 

carefully constructed audit trail will assist the researcher and others to reconstruct the 

way the study was conducted, determine the researcher’s interpretations, how the 

findings and conclusions were arrived at, and make assertions about the study’s 

confirmability (Carcary, 2020). I ensured confirmability was established by thoroughly 

documenting the data collection and analysis process. I ensured triangulation by 

collecting data from multiple sources. I also checked with the participants to see if all 

data had been collected and analyzed. Confirmability according to Nowell et al. (2017) 

can be enhanced by following the criteria for dependability, credibility, and 

transferability (Ritter et al., 2023) .  

Transition and Summary 

Section 2 of this project addressed the method used to collect and analyze data. 

The role of the researcher, the research participants, ethical considerations, data 

collection, reliability, and validity were also addressed.  

Section 3 of this project was focused on presenting an overview of the study and 

providing facts about the research findings. The section also addressed the study’s 

applications to professional practice, the implications for social change, 

recommendations for action, and further study.  
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Section 3: Application to Professional Practice and Implications for Change 

Overview of Study 

The purpose of this qualitative multiple case study was to explore the strategies 

that IT security managers used to implement cybersecurity awareness programs. The 

findings indicated that developing a cybersecurity awareness culture and mindset ensures 

that employees understand the importance of cybersecurity and how to protect the 

organization’s assets. Developing a robust cybersecurity culture and mindset helps 

enhance employees' security behavior and addresses many of the behavioral problems 

underpinning security failures (Bada & Nurse, 2019). The findings also revealed that 

cybersecurity training enables employees to possess the knowledge and skills to counter 

the rising cybersecurity threats in the current digital world. One of the most promising 

ways to lessen cyberattacks and their impacts is by providing cybersecurity training to 

employees (Buil-Gil et al., 2021). In addition to training, drafting and enforcing 

appropriate cybersecurity policies and procedures have been shown to reduce 

cybersecurity risks. Employees’ awareness and enforcement of the organization’s 

security policies and procedures help to address the increasing workplace security threats 

(Sas et al., 2021). 

Presentation of the Findings 

In this study, I sought to answer the following research question: What strategies 

do IT security managers use to implement cybersecurity awareness programs? 
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Table 1 

Frequency of Major Themes 

Major Theme 
Participants Documents 

Count References Count References 

Develop a cybersecurity 

awareness culture and mindset 
6 42 10 116 

Provide persistent End-user and 

employee training 
6 38 9 158 

Create cybersecurity policies and 

procedures 
6 22 10 162 

 

Theme 1: Develop A Cybersecurity Awareness Culture and Mindset 

The first central theme that emerged during the data analysis phase of this study 

was to develop a culture of cybersecurity awareness and mindset. All six participants 

indicated that developing a cybersecurity awareness culture and mindset is a strategy 

used by their respective organizations to implement employee cybersecurity awareness 

programs. This was confirmed by the NIST documents used for triangulation and current 

literature. PA1 highlighted the importance of establishing a culture of cybersecurity 

within the organization and suggested that this culture should remain consistent 

throughout the employee's tenure.  PA1 encouraged cybersecurity awareness programs 

for all employees because the chances of successful cyberattacks are high when 

employees lack cybersecurity awareness. The lack of education, awareness, and training 

might be a contributing factor leading to the increased  problems with cybersecurity and 

the growing levels of cybercrime (Shillair et al., 2022).   

PA2 suggested that continuous education of employees to raise awareness will 

help create a cybersecurity awareness culture and mindset that will foster a proactive 

approach to cybersecurity. Several organizations have acknowledged the need to raise 
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cybersecurity awareness on cyber-risk threats and vulnerabilities (de la Peña Zarzuelo, 

2021).  

PA3 indicated that a robust cybersecurity education for employees is critical to 

enhance their understanding of security risks and mitigation strategies. Enhancing 

cybersecurity among employees requires increased emphasis on end-user education 

(Muthuswamy & Esakki, 2024).  

PA4 noted that employees should be considered guards of IT systems and, 

therefore, require a proactive cybersecurity culture to reduce cybersecurity incidents. 

According to Wong et al. (2022), employees with appropriate competencies are better 

equipped to anticipate and adequately respond to potential cybersecurity threats.  

PA5 highlighted that generating cybersecurity awareness amongst employees is a 

starting point. Initiatives to enhance cybersecurity education and awareness are critical at 

all levels and should be introduced as early as possible (Shillair et al., 2022). PA5 

stressed the enhancement of cybersecurity awareness education to match or exceed the 

growth of cybercrime incidents.   

PA6 added that employees should remain responsible in developing cybersecurity 

awareness, including training on the subject matter. Employees who possess appropriate 

cybersecurity training are more likely to prevent security incidents effectively (Corallo et 

al., 2022). This participant also added that cybersecurity awareness remains an 

economical path to reducing cyberattacks.  

Examining the theme to develop a cybersecurity awareness culture and mindset 

through the lens of RAT, an organization with an effective cybersecurity awareness 
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program will increase employee cybersecurity awareness, hence the organization's overall 

security. All six participants indicated that raising cybersecurity awareness among 

employees reduced the rate of successful cyberattacks. Based on RAT, persons who learn 

and gain security risk awareness are less likely to become targets of cybercrime (Huber et 

al., 2025). Cybersecurity awareness-raising and training initiatives should be considered 

to lessen the target’s susceptibility or vulnerability (Li et al., 2024). Awareness of an 

adversary’s behavior (the attack trend) may help understand the motivation and the 

adversary’s target (Chung et al., 2023).  

Theme 2: Provide Persistent End-User and Employee Training 

Providing persistent end-user and employee training was the second central theme 

that emerged. Training differs from awareness as end-users receive information to pursue 

an active role in an activity (Shojaifar & Fricker, 2023). Cybersecurity training has been 

identified as a mediator that influences the cybersecurity awareness and behavior of end 

users (Muthuswamy & Esakki, 2024). According to a 2022 report on a literature review 

of eighty studies by Hu et al., it was concluded that cybersecurity training is essential to 

mitigate cybersecurity risks (Kävrestad et al., 2024). Cybersecurity training is a 

fundamental endeavor that ensures that IT personnel possess the knowledge and practical 

skills needed to counter the rising cybersecurity threats (Beuran et al., 2023). 

Cybersecurity training helps to improve employees’ knowledge of security policies and 

procedures, their attitude regarding security, and their self-reported security behavior (Sas 

et al., 2021).  
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All the study participants expressed their opinions about cybersecurity training as 

a strategy to implement cybersecurity awareness programs in their organizations. The 

NIST documents used for triangulation and current literature confirmed their opinions. 

Cybersecurity training is a significant endeavor for ensuring that employees possess the 

knowledge and skills needed to counter the growing cybersecurity threats faced by 

society (Beuran et al., 2023).   

PA1 reported that end-user cybersecurity training should be a strategy that 

receives attention from senior management. Practical training will help enhance 

awareness of various cyber risks such as social engineering, phishing, malware, and 

ransomware (Muthuswamy & Esakki, 2024).  

PA2 added that providing employees with the necessary cybersecurity training is 

critical and should be mandatory. To decrease successful cyberattacks and costs from 

victimization, organizations often mandate that all employees participate in cybersecurity 

training (Stalans et al., 2023). PA1 and PA2 noted that employee training should be 

consistent and focused on end-user needs.  

PA3 suggested that cybersecurity training courses should include a knowledge 

test at the end of each training course to ensure employee understanding, and annual 

refresher courses should be encouraged. Employees who deal with cybersecurity in 

organizations must have the appropriate cybersecurity skills and knowledge required to 

do their job to mitigate cyberattacks effectively (Buil-Gil et al., 2021).  

PA4 noted that due to increased social engineering tactics, cybersecurity training 

courses should be updated to respond to new security threats effectively. With new and 
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evolving security threats, attackers are increasingly turning their attention to employees 

of organizations, and without appropriate training, businesses will suffer major data 

breaches (He & Zhang, 2019). This participant suggested that training for new employees 

and refresher training for all old employees is a good strategy that can help improve their 

cybersecurity training skills.  

PA5 noted that costly cybersecurity training is more economical than the expense 

of a security breach.  They added that employees who lack adequate cybersecurity 

training jeopardize an organization. According to this participant, employees are often 

responsible for security breaches so that cybersecurity training would lessen the impact. 

Security breaches with human errors as a cause have a high incident rate, so frequent 

training is necessary to reduce these instances (He et al., 2019).   

PA6 noted that cybersecurity training should begin upon employment. They 

added that employee orientation and security training co-occur, and a mandatory 

successful completion is necessary before resuming their jobs. PA6 and PA4 concur that 

employees need regular security training to counter new cybersecurity threats. Employees 

who enhance their cybersecurity awareness through training are likely to respond 

effectively to threats (Khan et al., 2021).  

Providing persistent end-user and employee cybersecurity training is critical to 

ensure that employees are prepared to respond to any form of cyber threat. Sufficient 

cybersecurity training is necessary to reduce human errors (Zhang et al., 2021). 

Cybersecurity training equips employees with knowledge about security threats and risks 

to reduce those errors (Muthuswamy & Esakki, 2024). Employees attending 
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cybersecurity training or seminars are 25% less likely to be victims of cyberattacks (Buil-

Gil et al., 2021). The training should include the skills necessary to develop security 

behaviors, identify the consequences of security failures, and counter cyberattacks 

(Corallo et al., 2022).  

Examining the theme to provide persistent End-user and employee cybersecurity 

training from the RAT perspective, an organization that provides adequate cybersecurity 

training to its employees will create a secure security environment that will reduce the 

risk of successful cyber-attacks. According to RAT, crime will occur if a motivated 

offender and a suitable target converge in the absence of capable guardianship 

(Engström, 2021). Capable guardians, such as managers and supervisors, can 

significantly reduce successful cyberattacks and protect organizational data through 

adequate training and counseling (Oguz et al., 2023).  

Theme 3: Create Cybersecurity Policies and Procedures 

The third theme from the study was creating cybersecurity policies and 

procedures. In addition to training, drafting, and enforcement of cybersecurity policies 

and procedures have been shown to alleviate cybersecurity risks (Trumbach et al., 2023). 

These policies and procedures can help enforce the safeguards necessary to prevent an IT 

security breach (Richards et al., 2022). Therefore, organizations need to implement and 

enforce cybersecurity policy and procedures  to limit their exposure to a breach, followed 

by (Alawida et al., 2022).  

All the participants accepted that organizations should have policies and 

procedures that allow employees to navigate their organizational IT infrastructure safely. 
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The NIST documents used for triangulation and current literature support their opinion. 

All six participants agreed that implementing appropriate cybersecurity policies and 

procedures creates a healthy IT environment that reduces security breaches.  

PA1 noted that their organization should have policies that guide all employees 

and staff. Committing to implementing and adhering to security policies and procedures 

involves top management and junior employees of the organization (Alyami et al., 

2023a). PA1 concluded that having clear and enforced policies and procedures is the first 

step to mitigating cyberattacks.  

PA2 suggested reinforcing the organization’s policies and procedures by ensuring 

violators are held accountable. Employees who violate IT system policies and procedures 

should be held accountable and may be required to undergo refresher training or lose 

system privileges (Hossain et al., 2025).   

PA3 added that all employees, including senior management, should adhere to the 

organization’s policy and procedures. All members of the organization, from the top 

executives to the technical employees, should be aware of and follow the organization’s 

information security policies and procedures (Alyami et al., 2023b).  

PA4 concurs with PA1, PA2, and PA3. While acknowledging the importance of 

cybersecurity policies and procedures and referencing the many policies drafted and 

implemented by its organization, PA4 noted that unenforced policies lack effectiveness. 

Policies may be designed to create expectations of secure behavior among employees, but 

how these expectations are eventually fulfilled is more important (Johnston, 2022). They 



80 

 

stressed that adherence is important and that corrective action should be in place if 

compliance fails.  

PA5 noted that the best security measures lose effectiveness without compliance 

with policy and procedures. Technical safeguards such as antivirus software and firewalls 

will not be enough to enhance cybersecurity without appropriate policies and guidelines 

(Kannelønning & Katsikas, 2023).  

PA6 added that the lack of policy and procedures could expose a lawless IT 

environment to cyberattacks. Organizations must ensure that employees follow policies 

and adhere to security best practices in order to secure critical infrastructure (Alawida et 

al., 2022). They concluded that staff and employees would not be accountable for 

inappropriate use of systems without these policies and procedures. 

Cybersecurity policies and procedures are essential to enable employees to 

comply with acceptable online behaviors to mitigate cyberattacks. Employee behavior 

has a high incidence rate in root causes of breaches, often due to failure to comply with 

cybersecurity policy and procedures rather than malfeasance. (Dennis, 2024). Johnston 

(2022) argues that the policies and procedures establish expectations of safe behavior 

among insiders. Some organizations enforce severe consequences for cybersecurity 

policy violators as a way to encourage end-users to follow the policies (Alyami et al., 

2023a). Failure to follow policy and procedures reduces the effectiveness of technical 

solutions. (Kannelønning & Katsikas, 2023). Therefore, technology, policies, and 

procedures should be implemented to protect the confidentiality, integrity, and 

availability (CIA) of the organization’s data and services (Sadeghi et al., 2023).  
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When observing the theme of creating cybersecurity policies and procedures 

through the perspective of RAT, an organization implementing strong cybersecurity 

policies and procedures will improve the ability of employees to cultivate a compliant 

culture. RAT focuses attention on activities, behaviors, and situations that pose a risk to 

potential victims (Maimon et al., 2023). According to RAT, three elements motivated 

offenders, suitable targets, and the absence of capable guardians need to converge in 

order for crime to occur (Lersch & Hart, 2023). Organizations should develop policies, 

guidelines, and a cultural environment that will provide capable guardianship (Oguz et 

al., 2023). Organizations should also institute guardianship, such as developing 

cybersecurity policies and procedures, because, based on RAT, the presence of 

guardianship helps to reduce the risk of potential data breaches (Lee et al., 2022). In the 

fast-growing information technology era, improved regulatory approaches, policies, 

procedures, and moderation tools of capable guardianship will enhance cybersecurity 

(Kumar et al., 2021). According to Wellman et al., (2021), a good policy goal would aim 

at demotivating the offender, thus mitigating several forms of abuse. 

Applications to Professional Practice 

This study aimed to address the strategies used by IT managers to implement 

cybersecurity awareness among employees. The findings apply to IT professionals who 

desire strategies that can be used to implement cybersecurity awareness among their 

employees effectively. There is evidence from this study that confirms that appropriate 

strategies used to implement cybersecurity awareness among employees are significant to 

the success of IT professional practice. The results further highlight the importance of IT 



82 

 

managers in creating security awareness, training employees, and developing security 

policies. These strategies have proven to be effective in enhancing security. Updated 

policies and procedures and appropriate security awareness training programs have 

increased employees' information security awareness (ISA) levels (Rohan et al., 2023).  

From this study, it is evident that developing a cybersecurity awareness culture 

and mindset will ensure that employees of organizations are aware of the value attached 

to security as IT professionals and will be committed to protecting the organization’s 

network and data. Organizations that help run effective IT/cybersecurity awareness 

campaigns to promote a good cybersecurity culture, which helps to equip employees with 

the skills necessary to protect themselves and their organizations (Sarefo et al., 2023). It 

also confirms that when end-users and employees are provided with persistent training, 

they will be equipped with the IT  knowledge and skills to protect the organization’s 

computer systems and network. Cybersecurity training initiatives are essential for 

providing the IT workforce with the knowledge and skills to handle the rising 

cybersecurity threats that threaten organizations (Beuran et al., 2023). It is also evident 

that cybersecurity policies and procedures created for organizations that outline clear 

guidelines that the IT team must follow and their roles and responsibilities will improve 

the professional practice of IT as a profession. Compliance behavior will not be impacted 

when employees have the required knowledge and are given sufficient information about 

the organization’s security policies and procedures (Kannelønning & Katsikas, 2023).  

The findings of this study also reveal that if the strategies mentioned above are 

applied or implemented effectively, they may help reduce successful cyberattacks against 
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an organization’s network infrastructure. This may also enhance information technology 

practice by improving IT professionals' approach to detecting and responding to 

cybersecurity threats. Through practice and constant application of effective 

cybersecurity awareness strategies, IT professionals will efficiently manage and respond 

to increasing cybersecurity threats and risks (Corallo et al., 2022). The participants of this 

study indicated a significant reduction in successful cyberattacks with the implementation 

of these strategies. Other IT professionals may therefore be inspired to implement similar 

strategies proven to reduce security threats effectively. Therefore, in terms of IT practice, 

IT managers will have an improved knowledge of strategies that can be used to 

implement cybersecurity awareness programs among employees of their organizations. 

The lessons gathered from this study may help improve the working knowledge of IT 

professionals, thus enhancing a secure working environment. 

Implications for Social Change 

Implications for social change are seen through improving the lives of individuals, 

groups, communities, organizations, cultures, institutions, and societies. Cybersecurity 

awareness raising and capacity building are consistent with the broader development 

objective through consolidating the resilience of the enabling environment for economic 

growth (Chang & Coppel, 2020). The findings of this research have proven that the 

strategies used by IT Managers to implement cybersecurity awareness programs are 

significant and necessary. This will lead to favorable social change in today’s digital 

world. The knowledge gained from this study by individuals can lead to behavior change 

while interacting online, hence creating a healthy virtual environment. Practical and 
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updated security training and awareness programs, including reinforcing security policies 

and processes in the organization, will help improve employees' security behavior (He & 

Zhang, 2019). A positive behavior change will lessen security threats and financial waste, 

enhance productivity, and improve business growth. Therefore, the implication for 

positive social change includes the potential of employees to develop a cyber-resilience 

culture that can improve electronic business and help boost the economic growth of 

society. (Chang & Coppel, 2020) argues that cybersecurity awareness is critical for 

confidence in the integrity of mobile banking, e-government, and e-payment systems, 

which facilitate the transfer of resources, thereby boosting society economically and 

financially. 

Recommendations for Action 

Cybersecurity is everyone's responsibility within an organization. The result of 

this study concerns IT managers, employees, end-users, and all other stakeholders of an 

organization who access the computers, data, and network. The first recommendation, 

therefore, calls for IT managers and other stakeholders of organizations to review 

existing cybersecurity awareness implementation strategies to determine if they address 

new cybercriminal behavior. This should be done together with examining the current 

security trends and threats. This will enable them to determine if there are any limitations 

to the strategies that call for improvements or updates. Improved and updated 

cybersecurity awareness implementation strategies will enhance employees’ behavior, 

knowledge, and cybersecurity skills. The results would be a healthy cybersecurity 

environment to improve the organization’s business. 
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The second recommendation calls for collaboration among IT security managers 

of organizations with a common interest and ready to partner and cooperate. These 

managers should combine different strategies to implement cybersecurity awareness 

among their employees. This will allow them to learn from each other, thus enhancing 

their various implementation strategies. Such collaboration will also allow them to 

support each other in different ways. The support will enrich these professionals with 

practical strategies and skills to benefit their organizations. It is also recommended that 

collaboration should not be limited to IT managers but should include all cybersecurity 

stakeholders of organizations that are willing to partner and cooperate.  

The third recommendation is that emphasis should focus on strategies that reduce 

human error due to the high incidence of it in cybersecurity breaches. These strategies 

include developing a cybersecurity awareness culture and mindset among employees, 

which includes persistent end-user training and creating and reinforcing effective 

cybersecurity policies and procedures. If effectively implemented, these strategies will 

empower employees and all other end-users to be part of the cybersecurity solution.  

As the cybersecurity landscape evolves considerably, IT managers must stay 

abreast of new security threats and revise their cybersecurity awareness strategies to 

reflect the changes. The findings of this study will be published in the ProQuest database. 

To disseminate the findings broadly, I hope to publish them in scholarly journals and 

magazines and present them at conferences of IT professionals. 
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Recommendations for Further Study 

This study was limited to a small geographical region in Cameroon. Different 

geographical regions may have different laws and regulations governing information 

security, and organizations may operate differently in different countries. It is possible 

that examining the strategies used to implement cybersecurity awareness by IT managers 

in other parts of the world may reveal additional information not mentioned in this study. 

A study to include a broader geographical region is recommended, as this may reveal 

additional and useful findings.  

This study interviewed six participants from six organizations who provided 

helpful information, but this is still considered a previously noted limitation. Further 

research that will interview more participants from more organizations may reveal more 

information of interest that may further contribute to the current literature. Therefore, 

further research that includes more participants and organizations should be considered.  

An aspect of future research that is considered interesting would be to study the 

common types of human error that cause the most successful data breaches. Even though 

most organizations constantly increase their security budgets significantly, successful 

data breaches continue to rise. This indicates that much more must be done to improve 

the current approaches to cybersecurity. Understanding common human errors, such as 

creating weak passwords, reusing passwords, social engineering, phishing, and unsecured 

devices, may help improve employee cybersecurity awareness. Another aspect of future 

studies that may help improve existing information security literature is the study of why 

human error is responsible for most data breaches. Further understanding factors such as 
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opportunity, the environment, and above all, lack of proper training that cause human 

error may also help improve employee cybersecurity awareness. A good understanding of 

the factors responsible for human errors will facilitate understanding of preventive 

measures. Preventive measures include reducing opportunities by implementing 

appropriate technical controls, improving the work environment by providing appropriate 

tools, and increasing awareness and training. The findings can reveal more valuable 

information that can be used to update and enhance existing strategies used by IT 

managers to implement employee cybersecurity awareness. 

Reflections 

This doctoral study is a dream come true. It is the most thought-provoking and 

determined academic journey I have ever made. My experience while conducting this 

study demonstrated the importance of determination, perseverance, and patience in 

achieving important research milestones. I dedicated several days and nights to reading 

books and numerous scholarly articles throughout the journey. It was not a journey free 

of hurdles, but my spirit of hard work and resilience kept me going. I sacrificed social 

gatherings with family and friends and remained focused and disciplined during this 

journey. This study has widened my knowledge of qualitative research and helped 

improve my writing skills. I had the opportunity to interview 6 IT managers who gave me 

a better understanding of the strategies used to implement employee cybersecurity 

awareness in their organizations. Despite my preconceived ideas about cybersecurity, my 

viewpoints did not in any way prejudice the views of the IT managers during the 

interview process. To those considering embarking on a similar journey, I will encourage 
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you to start today. It is challenging but worth doing, especially with adequate support, 

determination, resilience, and patience. With this study completed and concluded, I feel 

happy and satisfied that my mission has been accomplished, but my research endeavors 

will continue. 

Summary and Study Conclusions 

The cybersecurity problem worldwide is vast and continues to grow rapidly. The 

consequences of cybercrime on victims are enormous and constantly increasing. This 

makes cybersecurity an urgent priority for individuals, the public, and private 

organizations. The constant evolution and surge of cyber threats call for awareness 

creation, training, and education of people about cybersecurity concepts. A person’s 

awareness and cybersecurity skills, experiences, perceptions, attitudes, and beliefs will 

greatly influence his or her behavior. The lack of appropriate cybersecurity policies and 

procedures, awareness, and training could contribute to the increased cybersecurity 

problems and the expanding levels of data breaches. Due to the increased cyberattacks 

over time, organizations have prioritized cybersecurity awareness programs, training, and 

education to enhance their employees’ cybersecurity skills. Unfortunately, not all these 

programs and training have accomplished their goals. Therefore, appropriate strategies to 

implement employee cybersecurity awareness programs are needed to prevent 

cyberattacks. The findings of this study reveal the importance of effective strategies used 

to implement cybersecurity awareness among employees. The study may help IT 

managers of various organizations to consider similar strategies to implement 

cybersecurity awareness among employees of their respective organizations. 
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Appendix B: Interview Protocol 

1. What are some of the reasons that motivate a cybercriminal to carry out an 

attack and what do they target? 

2. What are some actions of employees that might render them to be suitable 

targets for cyber criminals? 

3. How do cyber criminals try to attack your computer systems? 

4. What are some of the things that are capable of guarding against cyberattacks? 

5. How do you prevent employees from being exposed to motivated offenders? 

6. What strategies does your organization use to implement cybersecurity 

awareness programs for its employees? 

7. What are the policies and procedures used by your organization to prevent 

cyberattacks?  

8. What are some activities that employees routinely engage in during their 

workday that may be associated with the risk of cyberattacks? 

9. How do you evaluate the effectiveness of your cybersecurity awareness and 

training? 
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