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Abstract
The lack of preparedness by local communities in the event of a biological attack is a
predicament that will result in chaos and an increase in casualties. Assessing city
preparedness is essential in the event of a biological attack. The potential for an
enormous number of casualties is real; it is imperative, therefore, for local communities
to be prepared in the event of a biological attack. This descriptive single case study
investigated whether one city in the southeastern United States is prepared for a
biological attack. System theory provided the theoretical framework for this research,
with the unit of analysis being the local Emergency Operations Center, which is
responsible for coordination, preparation, and oversight in the event of such a disaster.
Data were collected from interviews, documents, public records, and participant
observation. Pattern matching and comparative analysis were utilized to analyze data that
was collected in this research. This examination of the preparedness of the city for a
biological attack is critical because any lack of preparedness would be devastating to the
community. The findings of this study revealed that the city is prepared for a biological
attack and that the recommendations and best practices identified in this study such as the
utilization of virtual technology during a biological attack, the ability to perform random
biological exercises, investments in laboratories, bioterrorism training for citizens, and
establishing global partnerships in combating bioterrorism, promote social change, and
will result in saving lives in the event of a biological attack. This research contributes to
social change by promoting security improvements and identifying a model of

preparedness for other cities in their own preparation for a biological attack.
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Chapter 1: Introduction to Study

There have been limited studies examining local government preparedness for a
terrorist attack (Giblin, Schafer, & Burruss, 2009). If cities in the United States are not
prepared for a biological attack, it could result in devastation (Tucker, 2008). This is the
social concern that this research addressed: the level of city preparedness specifically
related to a biological attack. Five employees of the Emergency Operations Center in
Alexandria, Virginia participated in this case study.

Over the years there have been several notable biological attacks in the United
States. In 1984, a group of terrorists intentionally contaminated salad bars in restaurants
in Oregon (U.S. General Accounting Office, 2005). This incident sickened 751 people
(U.S. General Accounting Office, 2005). October 4, 2001, biological attacks resulted in
22 cases of anthrax, resulting in five deaths (Bossi et al., 2006; Urbano, 2006). Local
governments must understand the ongoing threat of bioterrorism and utilize a proactive
approach in defeating this threat.

Alexandria, Virginia, located approximately 6 miles from Washington, D.C (City
of Alexandria, 2010), is particularly susceptible to the possibility of such bioterrorist
attacks. The population of Alexandria is approximately 150,000 people and the
Metropolitan Statistical Areas is 5,476,241 (U.S. Census Bureau, 2010). Additionally, a
multitude of tourists visit Alexandria throughout the year (City of Alexandria, 2010).
Cities like Alexandria, Virginia are greater targets because it is reasonable to assume that

terrorists are more likely to attack larger cities (Kean & Hamilton, 2004). Population
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density, proximity to the Nation’s capital, and steady tourism make Alexandria a notable

city to examine in terms of preparedness for a biological attack.

Bioterrorism is the deliberate use of a bacteria, fungi, virus, or toxin that derives
from a living organism to cause death or disease in humans, animals, or plants (Ryan &
Glarum, 2008). Urbano (2005) ascertained that a terrorist incorporates a biological
organism into a weapon so that the weapon may then be more dangerous. The result is
known as a bioweapon (Urbano, 2005). A bioweapon has the ability to sicken or kill
hundreds or even thousands of people (Urbano, 2005); this is a serious concern for local
governments due to the potential devastation that may result (Ryan & Glarum, 2008).

As with conventional methods of terrorism, an objective of bioterrorism is to
create fear in much of the population as possible (Ahmad, 2009). It is essential for local
officials to inform the public clearly and continuously (Wray et al., 2008) and to maintain
calm. If the public panics, this may result in an increased number of injuries or deaths.
Contingency planning, protection, and resilience are an important aspect of preparedness
to help prevent this panic (Lentzos & Rose, 2009).

Teamwork, collaboration, and cooperation are critical to a successful response by
local officials in the event of an attack (Kean & Hamilton, 2004). Routine training with
various agencies is important in ensuring the necessary coordination in the event of a
terrorist attack (Kean & Hamilton, 2004). Caruson and MacManus (2008) reiterated that
intergovernmental cooperation is imperative in the event of a disaster situation. This

cooperation is only possible with clear, practiced preparation.



A method for determining the preparedness of an agency is by examining the
department needs and limitations (Giblin et al., 2009). This study examined Alexandria,
Virginia’s Emergency Operation Center’s needs and limitations to subsequently assist in
measuring the preparedness level for a biological attack.

Problem Statement

The problem this study addresses is that without proper preparation for biological
attacks, it could result in devastation for local communities. A lack of preparedness will
cause devastation and potentially impact surrounding communities (Cole, 2009). Giblin
et al. (2009) indicated that there have been limited studies examining local governments’
preparedness in the case of a terrorist attack after September 11" The majority of
research relating to preparedness for a terrorist attack tends to have focused at the federal
and state level (Giblin et al., 2009). Additionally, Hamilton and Thomas (2004) examined
the federal government’s preparedness after September 11" attacks. The level of
preparedness by city governments is a social issue that this research addressed.

Officials from the Federal, state, and local government are tasked with properly
preparing their communities for disaster (Ryan & Glarum, 2008). However, local
communities often do not have the required resources and have limited ability to respond
to a terrorist attack (Ryan & Glarum, 2008). In order for local communities to properly be
able to manage a biological attack, they must rely on the federal government (Ryan &

Glarum, 2008).



Nature of the Study

The research utilized a descriptive single case study methodology focusing on
qualitative data. Yin (2009) stated that a case study derives from the desire to understand
a social phenomenon. The ability to examine the city of Alexandria provided insight and
understanding of the city’s preparedness for a biological attack. Consequently, the
research focal point was the Emergency Operations Center. Furthermore, Yin (2009)
indicated that the purpose of a case study is to learn about an entity in depth; therefore,
the unit of analysis may be a single individual, a program, an organization, or a decision.

A case study can represent a significant contribution to knowledge and theory
building (Yin, 2009). This research consisted of interviewing local city officials about the
preparedness level in the event of a biological attack. The interviews addressed
emergency plans, current programs, collaboration efforts with stakeholders, and the
allocation of resources. This research was performed in order to obtain an understanding
of the city of Alexandria’s preparedness level for the event of a biological attack.
Additionally, an examination of documentation was reviewed to assist in this research.

The Emergency Operation Center is a vital entity in the city if a biological attack
occurs. The interviews were conducted with local officials within the Emergency
Operations Center. In addition, the research design was framed to examine the function
of the Emergency Operations Center.

Giblin et al. (2009) discussed how preparedness for a biological attack can be
measured by studying the department’s needs and limitation. Examining the department’s

needs and limitations was utilized in measuring the preparedness level for local officials



in responding to a potential biological attack. The case study methodology is discussed
further in chapter 3.
Research Question

Research Question: Is the city of Alexandria, Virginia prepared for a biological

attack?
Purpose of the Study

The first step in developing a contingency plan is to examine the local
communities’ methods in analyzing and assessing terrorist threats (Ryan & Glarum,
2008). The purpose of this study was to examine whether the city of Alexandria is
prepared for a bioterrorist attack. In order to defeat the threat of a biological attack, local
officials must constantly prepare and coordinate with all appropriate stakeholders at the
federal, state, and local levels.

Emergency responses to a terrorist incident must be efficient (Broga et al., 2009).
This research examined whether the response of Alexandria’s local government to a
biological attack is in a condition of preparedness. Preparation and practice will ensure
local emergency facilitation. Additionally, Broga et al. (2009) indicated that an
emergency plan must be clear and concise. In a chaotic situation such as a biological
attack, it is imperative that all necessary plans are clearly executed and articulated.
Adequate preparation in the case of a biological attack is necessary to effect positive
social change.

Moreover, local government workers who are tasked with responding to terrorist

attacks risk exposure to hazardous material (Ryan & Glarum, 2008). Silenas, Akins,



Parrish, and Edwards (2008) indicated that emergency preparedness is essential when
responding to a disaster incident. Additionally, this research examined if proper
coordination, table-top exercises, sharing of information and resources are being
performed in the preparedness stages of a biological attack. The research subsequently
identified best practices in the preparedness efforts by local officials in the event of a
biological attack.

Furthermore, local officials can utilize the findings of the research in the
preparedness efforts for a biological attack. If cities are not prepared for a biological
attack, the resulting increase in disease and death would be catastrophic. This research
addressed this social concern and subsequently exhibited best practices and how cities
should prepare for biological attack.

Conceptual Framework

System theory states that an event happening today affects previous and future
events (Gunbeyi & Gundogdu, 2009). Additionally, system theory states that if events
today are a result of past events, then the connection between these past and present
events warrants examination. Furthermore Gunbeyi and Gundogdu (2009) indicated that
system theory treats terrorism as a social problem.

System theory indicates that if there is a social concern pertaining to biological
preparedness, the issue begins with the process and not the terrorists (Gunbeyi &
Gundogdu, 2009). The benefit of system theory is that it allows local government
officials to concentrate on the system and not necessarily the perpetrator. If terrorists

were to initiate biological attacks in a city’s subway, system theory will focus on
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enhancing security measures instead of focusing on the actions of the terrorists. System

theory is a proactive approach that concentrates on improving the system and process.
Definition of Terms

Anthrax: a serious zoonotic disease caused by Bacillus anthracis, a bacterium that
forms spores (Ryan & Glarum, 2008).

Biodefense: The collective efforts of a nation aimed at improving defenses against
biological attacks (Ryan & Glarum, 2008).

Biological toxin: A toxic substance originating from a living organism (Ryan &
Glarum, 2008).

Bioterrorism: The intentional use of microorganisms or toxins derived from living
organisms to cause death or disease in humans or the animals and plants on which we
depend (Ryan & Glarum, 2008)

Botulism: The result of poisoning from ingestion with botulinum toxin, which is
produced by the bacterium Clostridium botulinum (Ryan & Glarum, 2008).

Emerging disease: Any disease, of a various cause, that has newly appeared or is
rapidly expanding its range in the human species (Ryan & Glarum, 2008).

Pathogen: A specific causative agent of disease (Ryan & Glarum, 2008).

Plague: A serious, but eradicated, disease caused by smallpox virus (Ryan &
Glarum, 2008).

Ricin: A biological toxin derived from the castor bean plant (Ryan & Glarum,

2008).
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Zoonotic disease: An animal disease that may be transmitted to humans (Ryan &

Glarum, 2008)
Assumptions

I assumed that the participants in this study were open and honest in the responses
that were provided. The participants in this study are city government officials who have
the public trust of the citizens in the community. Additionally, I assume that the
participants at the Emergency Operations Center were extremely transparent throughout
the research.

Limitations

A limitation of this study is that it only uses one unit of analysis, the Emergency
Operations Center to discuss the city of Alexandria’s preparedness for a biological attack.
However, as indicated by Yin (2009), a case study may be performed to examine an
organization, an individual, or even a decision. Finally, there are restricting conditions
that were unknown and beyond the researcher’s ability to control. An example would be
the manner that the participants answered the questions. This unknown variable could
have affected the collection of data.

Scope and Delimitations

The research focused on the Emergency Operations Center, not all the
departments within the local, state, and Federal government that are tasked with
preparedness for a biological attack. Focusing on one unit of analysis for the purpose of
this research may be questioned; however, as Yin (2009) stated, a case study may be

performed to examine an individual, organization, or solely a decision.



Additionally, this study examined previous biological attacks and cities where
preparedness efforts have occurred by reviewing case studies, interviewing government
officials, and reading scholarly literature. The city of Alexandria is unique and different
compared to other cities, however, both large and small cities were discussed, compared,
and analyzed. Having the ability to identify and examine different types of cities
identified best practices and the ability to initiate and further social change.

The Emergency Operations Center has an essential role in coordinating and
preparing for disaster situations such as a biological attack. However, the research
discussed other agencies as they relate to and interact with the Emergency Operation
Center. The ability to examine the Emergency Operations in-depth subsequently assisted
in providing additional knowledge and best practices in preparing for and responding to a
biological attack.

Significance of Study

Bossi et al. (2006) suggested that the anthrax attacks in October 2001
demonstrated that the United States was not prepared for a biological attack. This
research evaluated if the city of Alexandria is prepared for a biological attack. Tucker
(2008) indicated that a biological attack could result in a tremendous number of
casualties. The possibility of a biological attack occurring and subsequently causing
significant casualties is a significant social issue that this research addressed.

As indicated by the Dark Winter study, a small outbreak of a biological agent may
possibly spread and cause an enormous amount of casualties (Tucker, 2008). This

research addressed the preparation aspect and investigated whether local officials would
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be prepared should a biological attack occur. The ability for local officials to constantly

prepare for a biological attack is indispensable in the case of a biological incident. In
addition, Holly et al. (2008) stated that the public should be treated as stakeholders in the
preparedness aspect of a terrorist attack.

This research examined past and potential future threats pertaining to biological
attacks. Additionally, this study is significant because it identifies best practices and
provides recommendations on how cities should prepare for a biological attack, therefore
saving lives. This research effects social change by examining the preparedness of the
city of Alexandria in the case of a biological attack and subsequently using the city as a
model on how to prepare for a biological attack. The city of Alexandria will receive these
findings and best practices in preparation for a biological attack. Effecting positive social
change is an imperative component that this research addressed.

Summary and Transition

This qualitative research study endeavored to determine the preparedness level of
Alexandria, Virginia, for a biological attack. Determining the city’s preparedness level
will provide either a model of preparedness for other cities to follow or will reveal areas
for improvement and an opportunity to develop resources so the city of Alexandria is
better prepared.

Chapter 2 will examine existing literature pertaining to biological preparedness.
Chapter 3 discusses the methodology that was utilized and a systematic approach to this

research. Chapter 4 focuses on the analysis of interviews that were conducted and a
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review of documents relating to the preparedness efforts for a biological attack. The last

chapter, chapter 5, includes the summary, findings, conclusion, and recommendations.
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Chapter 2: Literature Review

Search Strategy

The proceeding literature was obtained through a systematic review of various
databases: Proquest, SAGE, Academic Search Complete, International Security &
Counter Terrorism Reference Center, Military and Government Collection, SocINDEX
with Full Text, and PolicyFile. Keywords used in this search process included:
biological, bioterrorism, disaster management, preparedness, local government, and
government. The search terms were used in various combinations resulting in utilizing 76
articles in the literature review. The articles that were not utilized from the search focused
solely on the public health aspect of bioterrorism and not local government’s
preparedness aspect as a whole. Additionally, articles that duplicated similar information
that was previously noted in this research were not utilized.

Books and documents pertaining to biological terrorism were used to provide
additional insight and information. A search of the databases also revealed that following
the terrorist attacks of September 11" there was literature relating to terrorism; however,
biological terrorism was not explored to the degree of other forms of terrorism. The
completed literature review consisted of 81 articles and a combination of books and
government websites for a total of 87 sources.

Bioterrorism

Bioterrorism is the intentional use of microorganisms or toxins that derives from

living organisms to cause death or diseases (Ryan & Glarum, 2008). Sprinkle (2008)

indicated that many years ago, the possibility of a biological attack in the United States
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was a distant thought (Sprinkle, 2008). In addition, Biosecurity is an important aspect for

a myriad of countries (Sprinkle 2008). Without the necessary preparedness by federal,
state, and local government officials, a biological attack would be devastating. Foxell and
McCreight (2002) discussed the importance of preparedness for a biological attack.

Furthermore, biological weapons have been utilized throughout history (Ryan &

Glarum). The following incidents in history have utilized biological weapons(Ryan &
Glarum, 2008):

o In the sixth century BC, Assyrians poisoned enemy wells with rye, ergot, and
fungus.

o In the fourth century BC, Scythian archers tipped their arrows with blood and
tissues from decomposing corpses.

o In 1340 AD, attackers utilized dead animals in northern France, resulting in
the opposition surrendering due to the horrendous smell.

o In 1495 AD, the Spanish contaminated French wine with the blood of lepers.

o Inthe mid 1600s, a general from the Polish military reportedly injected saliva
from rabid dogs into spheres for use against his enemies.

o During the Civil War, Dr. Luke Blackburn, who became governor of
Kentucky, infected clothing with smallpox and yellow fever, which he then
sold to Union troops.

Additionally, during the siege of Kaffa, in the 14™ century, the attacking Tatar

force threw the bodies of their plague-infected soldiers over the city walls; this attack

initiated a major outbreak of the plague, also called the “Black Death” (Bossi et al.,
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2006). Bossi et al. (2006) indicated that this biological attack eventually demolished one-

third of individuals residing in Europe. Thus, the ability to launch successful biological

attacks has a history of causing major devastation. Therefore, local government officials

should be able to understand the impact that this may have on a city in America.
Biological Weapons Program

Consequently, President Roosevelt approved the launch of America’s biological
warfare program; this was the first time that United States researchers attempted to
produce the deadliest weapons by utilizing germs (Ryan & Glarum, 2008). In the spring
of 1943, the United States began it bioweapons program at Camp Detrick, Maryland
(Ryan & Glurum, 2008). The United States program focused mainly on the use of the
agents that cause anthrax, botulism, plague, tularemia, Q fever, Venezuelan equine
encephalitis, and brucellosis (Ryan & Glarum 2008). Ryan and Glarum (2008) stated that
production of these agents occurred at Camp Detrick Maryland and other sites in
Arkansas, Colorado, and Indiana.

During the 1940s, the U. S. bioweapons program continued to grow (Ryan &
Glarum, 2008). This growth might have been contributed to communism and the threat of
Russia (Ryan & Glarum, 2008). Bioweapons research was performed on animals;
however, humans were also utilized on occasion (Ryan & Glarum, 2008). Additionally,
Ryan and Glarum (2008) discussed that in 1949, researchers from Detrick, Maryland
visited the Pentagon to initiate a secret mission utilizing non-infectious bacteria to assess

the vulnerability of people inside large buildings.
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The group of researchers released noninfectious bacteria into the duct work area

of the building (Ryan & Glarum, 2008). The Pentagon trial was deemed to be successful
because it revealed that germs could be formulated and released in this manner, casing
devastation (Ryan & Glarum, 2008). An attack of this nature may be extremely difficult
because it would require coordination from within, therefore allowing the potential
terrorist access into the building without detection.

In addition, according to Colette, Stacey, and Jeanne (2007), during the 1960s,
people were extremely concerned about the danger of poisonous substances in the food
and water supply. Consequently, U.S. citizens called upon their government to protect
them from the possibility of such harm (Colette et al., 2007). In order to defeat this threat
of a biological attack, it is essential that all stakeholders are involved, including the
public. Moreover, it is important for city officials to routinely prepare for terrorist attacks
that may involve Agro terrorism and the food supply (Johnson et al., 2009)

Ryan and Glarum (2008) stated that additional testing was conducted in 1966,
utilizing the New York subway system and a broken light bulb to show the ability for a
biological agent to originate and facilitate from a central point to both ends of the system
in less than an hour. It could be argued that the spread of a biological agent in such a
manner could result in an enormous amount of casualties.

After nearly 3 decades of secret research and the production and stockpiling of
biological weapons, President Richard Nixon signed an Executive Order that stopped the
production and research of all offensive biological agents and toxin weapons (Ryan &

Glarum, 2008). On November 25, 1969, President Nixon stated the following
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Biological warfare-which is commonly called “germ warefare.” This has massive

unpredicatable and potentially uncontrollable consequences. It may produce

global epidemic and profoundly affect the health of future generations. Therefore,

I have decided that the United States of America will renounce the use of any

form of deadly biological weapons that either kill or incapacitate. Mankind

already carries in its own hands too many of the seeds of its own destruction.

(Ryan & Glarum, 2008, p.13)

In 1972, the United States and other countries signed the Convention on the
Prohibition of the Development, Production, and Stockpiling of Bacteriological and
Toxin Weapons and on Their Destruction, commonly called the Biological Weapons
Convention. This treaty prohibits the stockpiling of biological agents for offensive use
and forbids research into the further offensive use of biological agents (Ryan & Glarum,
2008).

Howitt and Pangi (2003) ascertained that after the Cold War, the United States
was not focused on new forms of security threats. Instead, the United States was
concerned about other internal conflicts in other countries (Howitt & Pangi, 2003). It
could be argued that the attacks of September 11™ are attributable, in part, to this lack or
preparedness and an approach that was more reactive than proactive throughout the
1990s.

Impact of a Biological Attack
Greater awareness by the United States after 9/11 will not in itself solve the threat

of terrorism (Howitt & Pangi, 2003). Hoffman (2009) indicated that officials tasked with



17
preparedness for a potential attack must concentrate on variety forms of terrorism.

Additionally, Howitt and Pangi (2003) stated that the United States is ill prepared to
handle security issues, and inadequate oversight is the reason for the United States
deficiencies in combating terrorism (Howitt & Pangi, 2003). Therefore, coordination and
oversight are vital in the event of a biological attack.

A biological attack requires an enormous amount of planning and resources
(Sprinkle, 2008). Sprinkle (2008) ascertained that if a biological attack were to occur by
an amateur, the possibility of a successful attack would be drastically decreased. Clearly,
the United Sates government should be prepared for all potential types of terrorist attacks
(Sprinkle, 2008).

After the attacks of September llth, 2001, it was obvious that the state and local
responses to domestic preparedness was inadequate (Kayyem & Pangi, 2003). The state
and local government’s preparedness is detrimental in the event of a biological attack
(Kayyem & Pangi, 2003). Besides, it is important for local responders to be properly
trained and prepared in the case of a biological attack, and to work with its counterparts.
Consequently, the Department of Homeland Security is the agency whose objective is to
make the nation less vulnerable to terrorism, prevent attacks, and assist if an attack were
to occur (Ryan & Glarum, 2008).

Bossi et al. (2006) discussed the deliberate release of anthrax in the United States
after the attacks of September 11™. These biological attacks resulted in 22 cases of
anthrax, including five deaths (Bossi et al., 2006). Additionally, this deliberate release of

anthrax changed the manner in which people contemplate about of terrorism (Bossi et al.,
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2006). Furthermore Bossi et al. (2006) indicated that the impact of the anthrax attack was

not solely limited to the United States, but throughout the world. Therefore although
unfortunate, the anthrax attacks may have brought attention to biological terrorisms,
thereby actually decreasing the possibility of a biological attack.

One major goal of bioterrorism is to generate fear in the population (Bossi et al.,
2006). As local officials prepare for a biological attack, these preparations will assist in
educating the public about biological terrorism (Bossi et al., 200). The ability for local
officials to assess vulnerabilities in the water supply is imperative. Thus, preparedness is
essential in combating bioterrorism. This research utilizes a qualitative approach to
examine whether the city of Alexandria is prepared for a biological attack. The
perception is that cities are not adequately prepared for a biological attack.

Biological agents are zoonotic and may originate from animals and be transmitted
to humans (Bossi et al., 2006). Additionally, the convention, known as the Biological and
Toxin Weapons Convention of 1973 prohibited the development and production of
biological and toxin weapons (Bossi et al., 2006). Consequently, despite this convention,
there is no reliable method to determine if international countries are in compliance with
this agreement (Bossi et al., 2006). The number of countries known or suspected of
having biological weapons has reportedly doubled since the start of the convention in
1975 (Bossi et al., 2006).

The social problem that this research addressed is whether a city is properly
prepared for a biological attack. It is imperative to understand that if this social problem-

preparedness for a biological attack is not adequately addressed, there will be tremendous
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fatalities in the event of an attack. This is an important social issue that must be

examined. Local governments must be adequately prepared if they are to ensure the
security of their citizens.

From 1980 to 2000, estimates indicate that there were 40 deliberate uses of
microorganisms as weapons throughout the world (Bossi et al., 2006). During 1988-1999,
intentional use of infectious agents was considered in six cases in the United States
(Bossi et al., 2006). Furthermore, more than 180 pathogens have been reported to be
potential agents for bioterrorism (Bossi et al., 2006). It is imperative for a quick and
accurate diagnosis of the biological agent that is used in a biological attack to further
prevent the lost of life (Kalvatchev, 2010).

Biological agents are divided into three categories based on the level of public
health importance: Categories A, B, and C (Ryan & Glarum, 2008). High priority agents
include organisms that pose a risk to national security because of the following reasons
(Ryan & Glarum, 2008):

e Easily transmitted from one person to another
e High mortality rate

e Possibility of creating social pandemonium

¢ An increased need for Public Health providers

The Centers for Disease Control and Prevention provided a listing of what are
considered to be some of the most serious biological agents that may be encountered
(Ryan & Glarum, 2008). The most serious threats of these biological agents belong to

Category A, which can cause increase devastation to its citizens (Ryan & Glarum, 2008).
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These agents are tremendously devastating because of the high likelihood of these agents

being transmitted to many people in an area, overwhelming health care providers (Ryan
& Glarum, 2008).

Category B consists of agents that are moderately easy to circulate, causing low
mortality (Bossi et al., 2006). Category C consists of infectious agents that could be used
for mass dissemination in the future because of their availability (Bossi et al., 2006). The
ability to classify the threat level of a biological agent into specific categories will
subsequently assist the local community in understanding the level of action that is
needed.

Bossi et al. (2006) stated that in the event of biological warfare, these agents
would most likely be disseminated by aerosols. Aerosols are invisible, silent, odorless,
tasteless, and easily dispersed without detection (Bossi et al., 2006). Aerosols may be
beneficial to terrorists because it can be easily concealed. Consequently, local
governments must be proactive in detecting these biological agents and providing health
care providers with the ability and resources to treat patients expeditiously.

Sufficient preparedness for bioterrorism includes an established list of possible
agents that may be utilized in an attack (Tegnell et al., 2006). As indicated by Tegnell et
al. (2006), this list could then be utilized by emergency officials to evaluate the type and
amount of resources that are needed based on the biological agent that the terrorist

utilized in the attack.
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Alexandria Virginia Preparedness Level

Gerber, Cohen, Cannon, Patterson, and Stewart (2005) indicated that due to cities
having different incentives, complexity, resources, and training, it is unlikely that the
preparedness level will be similar. The city that I will examine for this case study is
Alexandria, Virginia, which is located on the west bank of the Potomac River and
approximately 6 miles from Washington, D.C (Alexandria.gov, 2008). The city of
Alexandria is approximately 50 years older than Washington D.C., and is known as being
one of America’s historic communities (Alexandria.gov, 2008). In addition, Alexandria’s
Old Town historic district is known for its array of museums, architecture, special events,
fine restaurants, and other attractions that 1.5 million international and domestic visitors
come to visit each year (Alexandria.gov, 2008).

The population of Alexandria, Virginia is approximately 150,000 (U.S. Census
Bureau, 2010). Due to the city’s location and proximity to D.C., the size of its population,
its historical aspect, its status as a magnet for tourism makes Alexandria a reasonable city
to perform a case study. .

Examining the city of Alexandria’s preparedness for a biological attack will
subsequently assist in facilitating social change. Examining and preparing research
pertaining to this important issue may ultimately be used and shared with other
stakeholders to obtain best-practices in relation to maintaining the safety of citizens in the
occurrence of a terrorist attack. In addition citizens are essential in the preparedness
efforts in the case of a biological attack (Nicogossian, Metscher, Zimmerman, Hanfling,

& Wise, 2007).
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Biological Studies

In 1970, the World Health Organization predicted that a large city would exhibit
grave devastation if subjected to a terrorist attack (Bossi et al, 2006). Moreover, the study
that was performed indicated that a city consisting of 500,000 people would be in a
difficult predicament faced with an aerosol release of 50 kilograms of a biological agent
(Bossi et al., 2006). In such an example, if an aerosol of anthrax spores were used, it
would incapacitate 125,000 people including 95,000 deaths (Bossi et al., 2006).

Moreover, if an aerosol of plague was used in a terrorist attack, it would
incapacitate 85,000 individuals, resulting in 19,000 deaths (Bossi et al., 2006). Therefore,
it should be argued that a city such as Alexandria, that is in close proximity to
Washington, D.C., should be adequately prepared for a terrorist attack. These previous
studies and research approaches that were utilized are important in understanding the
impact of a biological attack. Consequently, Yin (2009) indicated that an advantage of
utilizing a case study approach compared to other research approaches is that it allows the
researcher to examine a variety of evidence such as documents, interviews, and
observation.

Hall (2005) stated that the nation is unprepared to respond to a bioterrorism attack
even though the United States has earmarked abundant funding for this issue. The
question is whether funding is being utilized efficiently in ensuring maximum
preparedness for a biological attack. Although Hall found the nation to be unprepared,

Shea (2003) stated that the local response to terrorism has improved due to federal
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support and programs. Having adequate resources in the event of a biological attack is

essential in local governments’ preparedness efforts.

In 1984, salad bars in restaurants in Oregon were contaminated with salmonella
bacteria to thwart individuals from voting (U.S. General Accounting Office, 2005).
Although no one died in this incident, 751 people were diagnosed with food borne
sickness (U.S. General Accounting Office, 2005). An examination of this incident
suggested that the local government was not prepared for an attack that had utilized
biological agents.

In addition, Health and Human Services is the primary agency for coordinating
federal assistance for state and local resources that may result in emergency incidents to
include a biological attack (U.S. General Accounting Office, 2005). It is important for all
agencies tasked with preparedness to understand the importance of coordination in the
event of a biological attack. Additionally Chalk (2004) discussed the importance of the
United States protecting the food industry against a biological attack.

Concern about the potential for a biological attack increased in the 1990s, marked
by suspicions that Iraq still maintained a biological warfare programs despite its
agreement after the Persian Gulf War. Additionally, the release of sarin in the Tokyo
subway in 1995 heightened these concerns (Cole, 2009). That release of sarin, a chemical
nerve agent, resulted in the death of 12 people and injured more than a thousand people
(Cole, 2009). This chemical attack allowed individuals to understand that a biological
attack, if initiated, would have a significant impact on citizens within the community

(Cole, 2009).
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By the beginning of the 21* century, bioweapons are clearly understood to be a

emergent threat (Cole, 2009). Cole (2009) indicated that the focus on biological weapons
stopped on September 1 1™ in the wake of the terrorist attacks, which used airplanes on
significance targets in the United States.

The U.S. General Accounting Office (2005) stated that the deliberate use of
biological agents may not be recognized for numerous days. During this period of
unawareness, the biological agent may spread rapidly throughout the community (U.S.
General Accounting Office, 2005). Additionally, many physicians are not familiar with
the germs likely to be utilized in biological weapons (Cole, 2009).

In the case of a biological attack using smallpox or plague, there is a wealth of
knowledge; however, that is not the case with anthrax. In the United States, only 18 cases
of anthrax from inhaled spores were recorded in the 20 century (Cole, 2009).
Furthermore, the use of biological weapons for terrorism purposes has been infrequent
(Cole, 2009).

Anthrax spores normally lie beneath the surface of the soil and animals such as
sheep, goats, or cattles may become infected by ingesting or breathing in the bacteria
(Cole, 2009). Human anthrax infections normally are initiated with contact with infected
animals; however, cutaneous anthrax infections can occur if spores enter through cuts
(Cole, 2009). Infections resulting from inhalation are almost always fatal; 90% of
untreated victims of inhalation anthrax tend to die (Cole, 2009). Anthrax is not multiplied

from person to person, except through contact with infected sores (Urbano, 2006).
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Planning for a Biological Attack

Silenas, Akins, Parrish, and Edwards (2008) discussed the importance of
interactive exercises in emergency preparedness, incident command, public health,
surveillance, terrorism threats, and risk communication. The Homeland Security
Advanced Research Agency focuses on technology that will scan for biological agents
that will pose a danger to consumers (Pappalardo, 2005). The ability for local officials to
be prepared in the case of a biological attack would be extremely beneficial to all parties
involved. Learning the concepts and organization structure in emergency management is
vital in confronting threats that may be of faced by the community (Silenas et al., 2008).

Moreover, Giblin, Schafer, and Burruss (2009) stated that after the attacks of
September 11th, local, state, and federal agencies began to focus on improving
preparedness in the case of a terrorist attack. Consequently, proper preparation should
have occurred prior to the events of 9/11 (Kean & Hamilton, 2004). There were various
signs that an attack was being planned by Al Qaeda (Kean & Hamilton, 2004). It is
essential for the local government to constantly follow all intelligence leads in reference
to a possible biological attack.

Giblin et al. (2009) discussed how there have been few studies examining local
government’s preparedness in the case of a terrorist attack after September 11"
Additionally, Giblin et al. attempted to examine the level and perception of local
government’s readiness if a terrorist attack were to occur. The perception and risk of a
terrorist attack occurring appears to be low; however, law enforcement agencies have

taken preemptive measures to prepare for this threat (Giblin et al., 2009).
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Prior to September 1 1" few local law enforcement agencies had a written plan in

place to address the possibility of a biological attack. This may be due to the idea that a
biological attack is not seen as a preferred terrorist method against the United States.
Attempts for a terrorist organization to initiate a successful biological attack may be
viewed as difficult (Ryan & Glarum, 2008).

Preparedness for a biological attack can be measured by studying the
department’s needs and limitations (Giblin, Schafer, & Burruss, 2009). By examining
what the local government lacks offers a reasonable measure of preparedness (Giblin et
al., 2009). It