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Abstract 

Implementing electronic health records (EHR) is critical for modernizing healthcare 

systems; however, existing research has indicated these initiatives are fraught with 

challenges. The Department of Veterans Affairs (VA) is responsible for providing care to 

millions of veterans and has encountered significant obstacles in its EHR modernization 

efforts, leading to budget overruns, extended timelines, and operational disruptions. EHR 

implementations within the VA are particularly complex due to underestimated costs, 

lengthy schedules, and unforeseen organizational hurdles. As a result, the VA’s EHR 

project has faced numerous setbacks, including delays and pauses in future deployments, 

creating a pressing need for effective strategies to enhance implementation success. The 

purpose of this integrative review was to identify strategies for improving EHR 

implementation within the VA while enhancing end-user satisfaction. The study focused 

on healthcare professionals within the VA system, integrating insights from existing 

literature to identify solutions to the healthcare administration problem. The diffusion of 

innovation theory guided the study, which provides a clear framework for understanding 

how new technologies are adopted and integrated within complex organizational settings. 

The analysis revealed several critical strategies for successful EHR implementation, 

including addressing disruption through effective change management, enhancing user 

training, establishing clear standards, promoting interoperability, managing financial 

expenditures, and assessing organizational readiness. Successful EHR implementations 

can positively impact social determinants of health data outcomes by improving access 

for vulnerable populations within the VA system.  
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Part 1: Practice-Based Problem  

Problem of Interest 

The implementation of electronic health records (EHRs) is hindered by consistent 

barriers and restrictions within healthcare delivery systems, both internationally and 

domestically, despite this technology's potential advantages (Abbasi et al., 2023; Ngusie 

et al., 2022; Nijor et al., 2022) and has proven to be particularly challenging for the VA’s 

massive effort to implement a single commercial EHR version across the substantial 

nationwide integrated healthcare system (Ahlness et al., 2023; Ball et al., 2024; White & 

Nebeker, 2023). The hurdles for EHR implementations are so formidable that Ngusie et 

al. (2022) indicated that half of the EHR projects worldwide did not achieve their planned 

goals, signaling the need for improvement in future projects. White and Nebeker (2023) 

reported that the dilemma for the VA EHR modernization involves unprecedented scope 

and scale by the federal agency and has come with previously unforeseen obstacles. 

Moreover, congressional leaders stated during sworn testimony that the 7-year VA EHR 

modernization program had been plagued with problems from its inception, creating 

diminished productivity during patient appointments, safety risks, and exhausted staff 

members' enthusiasm for using the new product (Legislative Hearing on H.R. 592, 2023). 

These studies demonstrate the challenge of undertaking a considerable technology 

innovation change, which can potentially disrupt the existing social norms of the entire 

organization. 

In addition, the limited research on EHR implementations (Rinne et al., 2023) 

revealed knowledge gaps regarding best practices, user experience, and long-term 

impacts on patient care and outcomes. This lack of comprehensive understanding 
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necessitates further study to optimize EHR systems, enhance their effectiveness, and 

address the multifaceted challenges they present in diverse healthcare settings. EHRs 

have become how patients, providers, and leaders manage the full spectrum of care, 

including the growing expense of healthcare. Abbasi et al. (2023) asserted that digital 

technology tools are one of the most valuable assets in modern society, encompassing a 

lifetime of individuals' health experiences. Skeff et al. (2022) added to the EHR social 

implications discussion with evidence that EHRs cause frustration, lower morale, and 

physician discouragement at an alarming level. Maximizing the potential of this 

healthcare innovation across society for the greater good requires in-depth research from 

industry, including academic, government, and private stakeholders. This literature 

review aims to enhance the understanding of how to better implement, activate, and 

sustain EHRs and contribute to the research of the VA and society. 

Healthcare Administration Problem 

Background 

EHR implementations and modernizations are pervasive throughout the 

healthcare industry and central to health service organizations' (HSOs) health information 

management strategic plans. Since the enactment of the 2009 Health Information 

Technology for Economic and Clinical Health (HITECH) Act (Modi et al., 2024; Trout et 

al., 2022), the need for efficient digital health data exchanges across the healthcare 

delivery industry has been enhanced through the implementation of EHRs, and by 2017, 

these data exchanges increased to 90% of nonacute care hospitals except the Department 

of Defense (DoD) and VA medical centers (Pew Charitable Trusts, 2021). The American 

public supports the growth of EHRs and their subsequent digital health evolution, where 
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81% of clinical providers and their patients support the use of expanded health data 

exchange, according to the findings of a July 2020 survey (Pew Charitable Trusts, 2021). 

The increasing demand for national health data exchanges highlights the need for HSO 

leaders to modernize EHR platforms. Given the widespread investment in EHRs across 

the industry, healthcare administrators need to lead the way in researching, identifying, 

and implementing strategies to maximize the integration of these tools to enhance the 

value and productivity of their human capital teams (Modi et al., 2024). Among the 

original leaders in using EHRs to augment care delivery, the VA clinicians and staff have 

been active visionaries and practitioners within the healthcare industry, promoting greater 

data exchange and interoperability in digital healthcare. According to Atkins et al. (2023), 

after a 40-year innovative journey with EHRs, the organization is now at a point where a 

technologically current and fully interoperable EHR is needed. This is crucial for taking 

care of veterans and manifesting the goal of becoming a learning health system that 

shapes healthcare practices nationwide. In their proposal for a planned VA EHR research 

agenda, Cogan et al. (2023) highlighted the VA's initiative to enhance its EHR 

capabilities by integrating a commercially designed EHR system that aligns with the 

DoD. However, their research indicated that the transition has encountered severe 

scheduling delays due to unforeseen costs and many complications. White and Nebeker 

(2023) agreed with Cogan et al.’s (2023) analysis and added that the VA's attempts to 

transform the organization with an enormous health information technology upgrade have 

suffered from a consistent transition of leaders, flawed planning, and an exhaustive list of 

design shortcomings. The research has shown that despite having a confirmed and 

validated need for an externally interoperable and internally integrated EHR, the VA has 
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faced numerous obstacles in implementing this complex innovation within its healthcare 

system. This is the case even with prior planning, approved funding, and senior 

stakeholder support. The healthcare system involves a diverse mix of end users, care 

standards, and operating modes, which has added to the difficulty of implementation. 

Operational Problem 

Despite the apparent benefits of migrating to a single, integrated VA EHR system, 

historical development has occurred in past years in nonstandard ways (Ahlness et al., 

2023). This EHR development has mainly been centered on the needs of individual 

Veterans Integrated Systems Networks (VISNs) or local VA medical centers, creating a 

difficult to maintain and expensive VA EHR ecosystem with too much variation. 

Throughout the VA EHR development history, the HSO attempted to modernize its EHR 

design with more powerful software processing, which was funded by Congress but 

eventually terminated. The previous VA EHR modernization programs, which involved 

upgrading the legacy Veterans Health Information Systems and Technology Architecture 

(VistA) and its Computerized Patient Record System (CPRS), referred to as VistA/CPRS, 

were either too complex, not feasible for the organization, or were not accepted by 

stakeholders as an alternative to transitioning to a commercial EHR with modern 

software configurations, workflows, analytical processing, and potentially improved 

enterprise-wide cost controls (Atkins et al., 2023). In 2018, the VA signed a contract with 

Cerner (now Oracle) to upgrade the VA’s healthcare IT system by implementing a 

commercial EHR nationwide (Government Accountability Office [GAO], 2023). The VA 

EHR modernization effort was designed to make it easier for veterans to transition from 

military service to veteran status and access community care using the same Cerner EHR 
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as the DoD. The new VA EHR program is designed to transform the organization's digital 

health platform and replace the over 35-year-old VistA/CPRS component (Cogan et al., 

2023). VistA/CPRS, largely created by practicing VA physicians, clinical informatics 

experts, and internal information technology (IT) programmers, is known for its provider-

friendly configuration. Sittig et al. (2023) expressed that the legacy VA EHR platform is 

past due for a technology upgrade. They articulated that VistA/CPRS is so dated that it 

would require a complete overhaul of software code to meet today’s VA digital healthcare 

needs. After 6 years of attempting to replace the outdated VistA/CPRS application, the 

VA paused any additional commercial EHR activations to conduct a comprehensive 

assessment and develop an improved plan for future deployments. At the time of this 

writing, the new VA EHR program is primarily perceived as behind schedule, over costs, 

and still pending improvements to meet acceptable satisfaction levels of end users.  As of 

May 2024, only six out of 172 VA medical centers completed their EHR activations, with 

the sixth and last event occurring after a critical congressional hearing examining the 

program's status (Electronic Health Record Modernization Deep Dive, 2024). These 

medical centers require substantial and costly national support to meet local healthcare 

EHR requirements, and according to a 2022 Joint DoD and VA Office of Inspector 

General (OIG) Report, both federal agencies have not achieved their original goal of an 

interoperable EHR (OIG, 2022). The OIG offices stated that the DoD and VA failed to 

migrate historical patient health data and integrate information from many data sources 

(i.e., external devices and legacy clinical systems) and did not create comprehensive, 

easy-to-navigate single EHR for veterans, military personnel, and their beneficiaries 

totaling over 18 million enrollees. Additionally, a 2023 GAO audit revealed that VA end 



6 

users had serious concerns with the new system. The audit stated surveys from 2021 and 

2022 demonstrated user dissatisfaction with commercial EHR processing of workflows 

and their training readiness experience. The end user satisfaction rates showed that only 

6% (120 out of 2,066) felt the improved ability to deliver quality care, with only 4% (92 

out of 2,074) expressing that their productivity was more efficient. During a 2024 

congressional hearing, VA Deputy Inspector General David Case revealed that the VA 

OIG office had published 16 assessments on the status of the VA EHR modernization 

program, entailing 70 various proposed improvement findings (OIG, 2024). The literature 

review illustrates that the VA EHR program has not met the expectations of the 

organizational, deployment program office, care delivery sites, and end-users in 

achieving the vision for a new and improved EHR system. Doing so require a well-

planned improvement strategy based on evidence to enhance providers' ability to deliver 

care and help patients manage their care with the most advanced technology available. 

The currently paused VA EHR program has not met stakeholder expectations and requires 

program changes and an evolving evaluation of its status and satisfaction rate.    

Ideal State of Operations 

As a dynamic and innovative healthcare delivery system, the VA consistently 

adjusts and broadens its utilization of an EHR. The ideal VA EHR environment would 

incorporate state-of-the-art technology, smooth data integration, and extensive patient 

care capabilities. Furthermore, a modernized VA EHR ecosystem would demonstrate 

• an integrated, user-friendly, and efficient system that supports delivering high-

quality care to veterans 
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• enabling interoperability with non-VA systems (e.g., DoD and community 

providers) for uninterrupted data exchange 

• creating a holistic view of the veteran's health history using data from various 

sources 

• configuring with an intuitive design that streamlines workflows while 

reducing administrative burdens 

• entailing advanced analytics and clinical decision support tools within the 

EHR to assist providers in making informed decisions, improving diagnosis 

accuracy, and personalizing treatment plans  

• operating with minimal technological disruptions 

2014 federal legislation codified the DoD and VA's desired health information 

technology state for an EHR, with the National Defense Authorization Act (NDAA), 

which required the VA and the DoD to accomplish a long-standing yet elusive national 

goal of establishing a single all-inclusive EHR that was interoperable between the two 

large healthcare delivery systems (OIG, 2022). Similarly, the Harris et al. (2023) GAO 

assessment indicated that an improved VA EHR state would seamlessly combine clinical, 

financial, and administrative information processing functions to support veterans' 

healthcare delivery requirements within an elaborate HSO that is centrally orchestrated 

but where care is regionally and locally led and managed at 1,600 medical facilities 

nationwide. The findings of Ball et al. (2024) have expanded the vision of an ideal 

operational EHR. This system would enhance the goals of excellent patient care, 

strengthen the role of providers in administering care, and facilitate straightforward 

health information exchange with non-VA community and DoD care providers. 
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The collective findings of these researchers underscore a compelling requirement 

for developing a cutting-edge EHR system that effortlessly integrates with the operational 

workflows of health practitioners and administrative staff. Simultaneously, the system 

should cater to the specific needs of caregivers, empowering care provider teams to 

leverage their intellectual capital, extensive training, and wealth of experience to deliver 

high-quality care collaboratively. This desired operational EHR environment necessitates 

the implementation of an accurate, comprehensive, and exchangeable digital repository 

containing the complete health history, treatment records, and current status of patients. 

Professional Practice Gap Statement 

Digital health innovations are limited in reaching their full potential for 

revolutionizing patient treatment because of the proprietary EHR development across the 

industry and the vast array of approaches to EHR implementations, resulting in 

nonstandard and inefficient interoperability (Abbasi et al., 2023). The research has shown 

that despite addressing longstanding issues with EHRs, such as high costs, 

interoperability, and nonstandard data, the VA has experienced an arduous task in 

implementing a new commercial EHR. This is evident from findings by the GAO (2023), 

Ball et al. (2024), and Ahlness et al. (2023). The deployment of the new EHR has been 

limited to only six out of 172 VA medical centers, along with 22 outpatient clinics and 52 

remote VA supporting sites. This affects over 10,000 EHR end users (Electronic Health 

Record Modernization Deep Dive, 2024). Starting in April 2023, the new VA EHR 

implementation program was paused for future deployments. It is significantly behind 

schedule based on the original program objectives and has a higher-than-expected total 

lifecycle cost estimation. Research is limited on EHR implementations, and more studies 
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are needed to better understand the diffusion of EHR innovations, especially in the 

context of the VA EHR modernization. The research should focus on how evidence-based 

findings can improve future modernization efforts for the VA EHR and other healthcare 

delivery systems (Cogan et al., 2023).  

Summary of Evidence 

Implementing EHRs is a transformative experience for HSOs that affects the 

strategic, tactical, and operational aspects of leading, operating, and delivering care 

within the organization. Alzghaibi (2023) determined that this significant change 

experience, by its very nature, disrupts the current state of healthcare delivery and inserts, 

whether planned or unplanned, a different operating process. Minimizing disruption in 

EHR implementation starts with senior executive leadership, the planning team, and the 

HSO stabilizing functions embedded within the deployment plan. Ahlness et al. (2023) 

addressed disruption in how radically different end users' roles are in the new VA EHR, 

which has the potential to change clinicians' scope of practice and their ability to know if 

the care delivered met quality standards and whether it was safe for their patients. This 

change in users' roles based on a new EHR has come with anticipated reductions in clinic 

workflow efficiencies, which can lead to lower productivity until users master the EHR. 

In the implementation of HSO EHR systems, there have been complex challenges related 

to the intangible and unforeseen factors involving people (adopters), processes (how 

adoption takes place), and technology (innovation), as outlined by Nijor et al. (2022) and 

Rogers (2003). These challenges disrupt multiple levels and can lead to confusion, 

frustration, resentment, and burnout among end users (e.g., physicians) and within the 

HSO culture, as discussed by Skeff et al. (2022). The VA has initiated a collaborative 
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research effort to examine the challenges of implementing its EHR across the 

organization. The goal is to use evidence-based analysis to better prepare for future 

deployments and minimize obstacles that can cause reduced productivity, complex 

workflows, and disruptions (Cogan et al., 2023). 

It is essential to have a structured and consistent change management strategy in 

place to effectively manage the anticipated challenges and interruptions that may arise 

during the implementation of EHR and generate opportunities for disruption. Change 

management strategies for EHR implementations can leverage the principles of diffusion 

of innovation (Rogers, 2003) by focusing on critical factors such as communication, 

training, leadership support, and organizational culture. By understanding the different 

adopter categories identified in Roger's diffusion of innovation theory (innovators, early 

adopters, early majority, late majority, laggards) and their characteristics, change 

management strategies can be tailored to address different organizational stakeholders' 

varying needs and concerns. Cogan et al. (2023) concluded that leaders at all levels of the 

HSO are expected to articulate the vision of EHR change, provide macro and micro 

reasons for modernization, and find those early champions to build momentum while 

building, maturing and growing relations to mitigate change challenges. The GAO (2023) 

report aligned with the premise that the VA EHR change strategy required an upfront 

evaluation of the current VA organizational environment, continuous analysis, and 

program plan synchronization before initiating the campaign to transition to the new 

commercial Cerner EHR product. Executing a change strategy is a deliberate and visible 

approach to establishing organizational readiness (Ngusie et al., 2022) that will permeate 
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all facets of modernization, including human capital, infrastructure, finance, and clinical 

care.   

Managing change is fostered through several phases of training before, during, 

and after an implementation. Several research studies have shown a strong link between 

timely, high-quality training and end-user satisfaction, adoption, and proficiency in using 

EHRs to transition their clinical workflows and deliver safe and effective healthcare. 

Ayamolowo et al. (2023) asserted that training must be planned and conducted “just in 

time” for staff to retain new knowledge. This includes ensuring that sustainment training 

is offered to maintain proficiency, indoctrinate new staff to technology and workflows, 

and demonstrate how the assigned clinic interacts with the full range of EHR capabilities 

(Upadhyay & Hu, 2022). According to studies by Heponiemi et al. (2021) and Attafuah et 

al. (2022), inadequate training during EHR implementations has amplified the inherent 

stressful environment of technology change. It could even cause harm to these critical 

caregivers' wellness, leading to lower productivity and clinical errors. EHR 

implementations require a significant investment in training as a strategic asset to reduce 

disruption, foster change management, and accomplish short and long-term success 

throughout the transformation process. Top-level leaders at the Veterans Health 

Administration (VHA) have recognized the crucial role of training in enabling the VA to 

function as a dynamic learning health system. They are committed to leveraging this 

approach to effectively transform the VA's EHR system and the organization as a whole 

(Atkins et al., 2023).     

Disruptions are minimized, change management becomes a strategic asset, and 

training is more effective when EHRs are stable, accurate, and up to date. This requires 
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standardized technology across data, workflows, vendor interfaces, and interoperability. 

Leaders guiding the development of EHR technology must prioritize establishing 

standards across various aspects of digital health data management. Bernstam et al. 

(2022) stated that large HSOs like the VA must undergo predeployment standardizations 

of workflows and data elements for EHR to thrive. The implementation could be a 

forcing function for creating organizational-wide standards in data elements, workflows, 

and operating procedures (Gianfrancesco & Goldstein, 2021). Cogan et al. (2023) 

explained that the VA EHR modernization represents a social system shift toward 

enhanced standards for workflows and online documentation. From a more expanded 

viewpoint, Trout et al. (2022) reviewed the federal government's meaningful use 

requirements from the HITECH Act. This legislation facilitated the progress toward more 

EHR compatibility and information exchange across the industry. These research 

findings serve as a combined set of evidence that touts the value of achieving internal and 

external EHR standardization. However, known and challenging gaps still exist in digital 

health standardization within the VA and industry wide. Ni et al.’s (2019) study indicated 

that achieving true data quality and establishing standards requires a multidisciplinary 

approach of trained EHR providers, clinical informaticists, and IT specialists. 

Furthermore, Sittig et al. (2023) contended that a diverse mix of outdated EHR standards 

poses a significant challenge for future VA implementations and must be thoroughly 

analyzed when developing solutions to overcome previous deployment difficulties. 

Establishing core standards is one of the linchpin principles of accomplishing EHR 

implementations at local, regional, and national levels and dramatically facilitates the 

potential for achieving high levels of interoperability.  
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EHR interoperability is not just a technical requirement but a vital component for 

improving healthcare outcomes and patient care nationally. By enabling different 

healthcare systems to communicate and share patient data seamlessly, interoperability 

ensures that healthcare providers can access comprehensive and up-to-date information 

(Pew Charitable Trusts, 2021), leading to more coordinated and effective care. Turbow et 

al. (2021) offered expert insight on the necessity of better healthcare integration in the 

United States, emphasizing the critical role of EHR interoperability and the increased 

need for effective health system connectivity highlighted by the COVID-19 pandemic. 

However, a Joint DoD and VA 2022 Office of Inspector General report concluded that the 

lack of interoperability in their EHRs prevented the creation of an intuitive, 

comprehensive, easy-to-use, and safe system, though both were implementing EHR 

versions from the same commercial vendor. Additionally, interoperability allows for 

better care coordination among healthcare providers, reduces duplication of tests and 

procedures, and ultimately results in cost savings for patients and the healthcare system. 

As the national healthcare landscape evolves, EHR interoperability becomes increasingly 

important to deliver high-quality and efficient patient care nationwide (Li et al., 2022).  

The successful implementation of EHR systems requires a seamless 

synchronization of various components such as disruption, change management, training, 

standards, and interoperability. This innovative change within HSO necessitates 

significant investment across these components and their primary sub-sectors. HSOs and 

their leadership teams must comprehensively understand that EHRs are expensive to 

purchase, implement, and maintain, requiring a continuous strategic plan throughout the 

technology modernization period. According to Modi et al. (2024), more studies are 
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needed to identify the nexus of EHR investment costs compared to improved clinical 

outcomes. These researchers indicated that hospitals with higher EHR adoption levels can 

boost operating margins and decrease readmission rates, reducing costs. However, they 

also show that tracking the EHR return on investment to key performance indicators like 

quality care is essential but elusive. Independent government financial assessments show 

that the original cost of the VA EHR transition was estimated at $16 billion. Eventually, 

after schedule delays, unexpected implementation challenges, significant infrastructure, 

and other unaccounted costs, this transition's total costs are expected to exceed $50 

billion for an estimated 13-year deployment schedule (GAO, 2023). These findings 

revealed that while the initial expenses of implementing and maintaining EHR systems 

may be substantial, the long-term values of improved quality of care, increased 

efficiency, and reduced medical errors must be continuously assessed to validate the 

costly investment. By recognizing the total costs of EHR expenses and strategically 

investing in these systems using an evidence-based research approach (Cogan et al., 

2023; White & Nebeker, 2023), the VA can improve care delivery, streamline operations, 

and ultimately enhance the overall health outcomes of patients across the country. 

Organizational readiness is the conduit for integrating and synchronizing the 

entire EHR modernization process (e.g., change management, training, standardization). 

It is crucial to ensure that a healthcare service organization is thoroughly prepared for an 

EHR implementation because of the breadth and depth of change inherent in this type 

of innovation. This involves thoroughly assessing the organization's readiness to ensure a 

smooth transition to an integrated system that maximizes EHR technology. Upgrading 

EHR systems requires consideration at an enterprise-wide level and involves deliberate 
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fiscal investments in staff readiness. Ngusie et al. (2022) found that accomplishing EHR 

implementations directly depends on the HSO's organizational, technological, and 

cultural readiness. Jiang et al. (2023) extended this fundamental preparedness principle 

with the assertion that organizational EHR readiness was connected to the ability to 

provide telehealth, which proved to be an essential component of HSOs' ability to 

demonstrate readiness and provide quality care during the COVID-19 crisis. The findings 

of Abbasi et al. (2023) emphasized the significance of EHR readiness and end-user 

adoption. Here, end users revealed the essential role played by ensuring that computer 

hardware and software systems were ready to handle the modernization and the 

preparedness of employees. This study pointed out that technology infrastructure, 

operational processes, organizational culture, and staff members are vital influencers in 

ensuring readiness for EHR implementation and encouraging its adoption. The research 

analysis revealed that by prioritizing readiness for EHR implementation, the VA can 

establish the foundation for integrating EHR technology into its extensive healthcare 

delivery system. This will enable them to overcome challenges better, increase EHR 

utilization, and enhance provider care coordination. 

The diffusion of Iinnovation (Rogers, 2003) provided a clarifying framework for 

examining the research findings and aligned with the body of evidence presented on EHR 

implementation. The people category of leaders, physicians, nurses, providers, and staff 

are represented across the diffusion of innovation adoption model continuum. From early 

innovators to the laggards, people (the adopters) experience the EHR transformation at 

each stage of the model. The process component entails how HSOs achieve their goals 

for implementation, which entails managing change, disruption, and training, and are 
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integrated with ensuring the people, the end users, the humans of the EHR social systems, 

can communicate, gain knowledge, become persuaded, and ultimately make decisions on 

accepting or rejecting the technology innovation (Rogers, 2003). The innovation (EHR 

technology), has a multitude of influencing factors, including requiring standards to 

foster accuracy, quality, and efficiency as a tool for patient care. Standards breed 

integration and interoperability, influencing people’s ability to use the innovation most 

efficiently. Preparing the social system of the VA requires the highest levels of integration 

across the people, processes, and technologies, with an a strong need for the themes and 

subthemes identified in this research to become synchronized and interact toward the goal 

of successfully deploying a highly functioning EHR.    

Purpose of the Integrative Literature Review 

The purpose of this integrative literature review is to analyze through comparing, 

contrasting, and synthesizing academic, industry, and government research addressing 

EHR implementations to manifest evidence-based insight into improving the EHR 

activations strategies across 172 VA integrated healthcare systems (e.g., medical centers, 

clinics, and long-term care facilities) to enhance the safe delivery of high-quality care to 

an expansive group of over nine million veterans. By reviewing and analyzing through 

comparison and contrast of research findings identified in studies and reports completed 

over the past 5 years, this integrated literature review has an opportunity to identify gaps 

in knowledge, assess best practices, and determine the most effective strategies for 

implementing the VA EHR system. 
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Integrative Review Question 

The following questions guided the review: What are the best practices for 

measuring and improving end-user satisfaction and clinician engagement when adopting 

EHR at the VA? What strategies can be implemented to improve the 3.49% activation 

rate for the commercial VA EHR activation at 172 VA Medical Centers and supporting 

clinics and long-term medical facilities by 7%? 

Theoretical Framework 

The integrative review was grounded in Rogers’s diffusion of innovation research 

framework (Rogers, 2003). The diffusion of innovation research framework emphasizes 

the importance of understanding how new ideas, technologies, or practices spread and are 

adopted by individuals or organizations (Rogers, 2003). This framework provides 

valuable insights into the factors (i.e., disruption, change management, workflow, data 

standards, training) influencing the adoption and implementation of innovations, such as 

EHR systems, within healthcare settings. Rogers (2003) identified five categories of users 

for innovation adoption, which include (a) innovators, (b) early adopters, (c) early 

majority, (d) late majority, and (e) laggards, known as the diffusion of innovation model. 

Underlying elements supporting the diffusion of innovation model consist of (a) an 

innovation (a new idea, concept, practice, or technology), (b) communication (multiple 

distinct processes for conveying the message), (c) occurs over an identified time period, 

(d) within a defined social system like the VA. Rogers’s (2003) model and innovation 

elements are seen throughout the research findings of the VA EHR implementation 

process. Introducing the new commercial EHR to an organization with over 35 years of 

experience with a legacy EHR (Cogan et al., 2023) required technology innovation. 
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Communicating the message of the innovation involved disruption to staff, workflows, 

and technology (Ball et al., 2024). Change management and training were significant 

communication and EHR program management activities that initially produced poor 

results (GAO, 2023). Researchers have aligned with Rogers’s (2003) innovation analysis 

that training can facilitate the innovation diffusion process, especially for early to 

majority adopters who, once trained, will more readily accept the change. Supporting this 

innovation training analysis, Rinne et al. (2023) emphasized providing high-quality, 

practical, and timely training for implementing EHR systems. This over-the-shoulder 

training should be personalized for each user and focus on using the EHR to carry out 

clinical tasks and workflows for patient care efficiently. 

The diffusion of innovation theory explains that the innovation will eventually be 

rejected if users are not persuaded to adopt a change. Due to inconsistencies in data, 

workflows, and vendor standards, among other vital components, six versions of the new 

VA EHR were configured for the early-use pilot sites. This led to many change requests, 

trouble tickets, critiques, and end users not fully accepting the innovation. Ahlness et al. 

(2023) emphasized how the nonstandard initial operating capability environment of the 

VA EHR led to ineffective communication, frustration, uneven national oversight, and 

problematic local use of the healthcare delivery tool. As a result, after 6 years, decisions 

were made to pause future commercial EHR implementations within the VA system. 

Financial expense and organizational readiness greatly affected the VA social system 

(Rogers, 2003). This social system element is seen in low satisfaction rates from end 

users (adopters) and inaccurate and increasing costs of the EHR. Internal and external 

stakeholders of the VA social system lost trust in the innovation (technology) as initially 
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configured and demanded improvements, as revealed in the primary themes of this 

research. The VA commercial EHR pause decision is aligned with Rogers’ description as 

an innovation that was communicated and evaluated over time and eventually failed to 

reduce the high level of uncertainty within a social system. With only six out of 172 

deployed EHRs affecting an estimated 10,000 users in a 400,000-plus employee 

organization, the VA EHR is still in the innovators and early adopters phase of the 

diffusion of innovation model. Attafuah et al. (2022) acknowledged that introducing 

EHRs into healthcare delivery was a significant innovation in transitioning from paper-

based medical records. However, when examining the EHR innovation to Rogers’s 

diffusion of innovation model, recent research showed that there is still a noticeable end-

user lack of satisfaction with adopting this health information technology (GAO, 2023; 

Heponiemi et al., 2021; Ngusie et al., 2022). Satisfaction rates of innovation adoption are 

noted by Rogers (2023) as a measure of whether users perceive a relative advantage from 

the change. GAO (2023) confirmed a low satisfaction rate for the VA EHR change, while 

the Skeff et al. (2022) concluded that physicians did not perceive a relative advantage 

with the EHR innovation and were not completely satisfied with its performance. The 

physicians experienced increased stress due to EHR use, causing a conflict with their 

social beliefs (e.g., professional practice guidelines), as they could observe and 

participate in the EHR change directly. The diffusion of innovation framework recognizes 

findings similar to those of Skeff et al. and Rogers and states that innovations can have 

negative consequences based on the unique needs of the adopters. Cordasco et al. (2023) 

demonstrated the adverse effects of an EHR innovation on organizational disruption, 

leading to longer completion times for referral workflows, decreased productivity, and 
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inefficient EHR utilization. This poor EHR referral processing resulted in a customized 

local site workaround to complete a patient encounter, further complicating the original 

EHR workflow and having second- and third-order effects on communication, training, 

and operational procedures. The diffusion of innovation recognizes the role of policy in 

affecting change and innovation. Policy and funding are often the crucial change factors 

for expanding innovation in the federal government. As per White and Nebeker (2023), 

developing a policy agenda grounded in research evidence and led by a team of VA 

experts well-versed in utilizing digital health tools and systems to deliver top-notch care 

can result in policies that enhance the planning, implementation, and sustainability of the 

largest EHR to EHR transition in history. Li et al. (2022) argued that policy is the key to 

pushing for greater and more timely EHR data exchange, interoperability, and 

cooperation among owners of patients' digital health data. These researchers noted the 

importance of using policy in spurring the managed and controlled growth of EHRs, 

which is consistent with Rogers's notion that innovations benefit from a structured 

approach and can accelerate when the best policies guide and enhance the overall 

useability of the innovation.    
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Part 2: Literature Review, Quality Appraisal, and Analysis 

Literature Review Strategy 

An extensive literature search was conducted across academic and government 

databases. The initial integrative literature review yielded hundreds of articles on EHRs 

and their implementation across the healthcare industry within sizeable integrated 

healthcare systems and smaller group medical practices. The research spanned large-scale 

international nation-state EHR implementations across government-led healthcare 

delivery systems, stateside EHR implementations with focused reviews (e.g., how EHRs 

negatively affected physicians and clinical provider staff), and several government 

assessments related to DoD and VA EHR implementations. Table 1 illustrates the 

inclusions and exclusions for search criteria. 
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Table 1 

 

Inclusion and Exclusion Search Criteria 

Inclusion search criteria Exclusion search criteria 

VA EHR 

Veterans Affairs electronic health 

record 

VistA 

Cerner EHR implementation 

Electronic medical record system 

Health information technology 

Health informatics 

Articles published between 2019 and 

2024 

Veterans Affairs EHR 

VistA EHR 

Cerner EHR VA 

EHR implementation in VA 

EMR system in Veterans Affairs 

 

Published before 2019 

Non-English published articles 

Paper-based health records 

Nonpeer reviewed articles 

Clinical research 

Human studies 

Informed consent 

Secondary use of EHRs 

EHR data lakes 

Data mining 

Predictive modeling 

Natural language processing 

Artificial intelligence (AI) 

Machine learning (ML) 

Neural networks 

Deep learning 

Ethical AI 

           

Advanced search methodologies encompassed the use of quotation marks to 

designate exact phrases (e.g., "VA EHR implementation") and the utilization of wildcards 

(*) to explore variations of a term (e.g., EHR* for EHR, EHRs, EHR system, etc.). In 

addition, using parentheses to group search terms (e.g., (VA OR Veterans Affairs) AND 

EHR), EHR Adoption, and VA EHR Usability enhanced search precision significantly. 

The databases encompass the following: 

• Department of Defense Office of Inspector General (All DOD OIG Reports) 
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• Department Of Veterans Affairs Office of Inspector General Reports 

• Government Accounting Agency Reports & Testimonies. 

• Springer Link 

• PubMed Central from the U.S. National Institutes of Health's National Library 

of Medicine (NIH/NLM)  

• Google Scholar 

• American College of Healthcare Executives (ACHE) 

• American Health Information Management Association (AHIMA) 

• Walden University Library 

(see Appendix B: DHA Review Question Search Log Results)  

Quality Appraisal  

The examination of the VA EHR implementation research involved a thorough 

analysis of academic papers, reports, and audits published between 2019 and 2024. These 

sources encompassed a wide range of evidence, including Level 3 qualitative research, 

quantitative studies based on the Johns Hopkins evidence-based practice model, and 

nonresearch government reports and audits (Dang et al., 2021). The integrative literature 

review focused on how research studies might inform the implementation of EHRs within 

the VA healthcare system, specifically delving into the impact on end-user experiences 

and the organizational challenges associated with incorporating new technology. This 

integrative literature review was guided by two primary questions: (a) What are the best 

practices for measuring and improving end-user satisfaction and clinician engagement 

when adopting EHR at the VA? (b) What strategies can be implemented to improve the 
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3.49% activation rate for the commercial VA EHR activation at 172 VA Medical Centers 

and supporting clinics and long-term medical facilities by 7%? 

The literature search encompassed a timeframe from 2019 to 2024 and included a 

diverse range of English language sources such as research studies, government reports, 

expert opinion articles, and relevant journal publications. The review focused on studies 

involving clinical and administrative staff, patients, and veterans, highlighting insights 

from U.S. and international healthcare delivery systems, including hospitals, medical 

centers, outpatient facilities, and virtual care settings. 

The relevance of the selected literature to the practice-based problem was 

assessed through the lens of the diffusion of innovation theoretical framework, which 

emphasizes the mechanisms of adopting new technologies within healthcare settings. Key 

contributing factors identified in the literature included disruption during the 

implementation process, change management strategies, training effectiveness, standards 

of practice, interoperability challenges, financial implications, and overall organizational 

readiness. This comprehensive exploration of the literature aims to inform actionable 

strategies that enhance clinician engagement and end-user satisfaction while addressing 

the low activation rates of the VA EHR, ultimately improving the quality of care 

delivered to veterans. 

Thematic Analysis of Literature 

This integrative literature review synthesizes findings from 37 diverse research 

sources listed in Appendix A: Literature Review Matrix. It encompasses qualitative 

studies, mixed-methods research, government inspection reports, congressional 

testimonies, and expert opinion articles related to EHR implementations. The analysis 
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identifies critical themes related to the challenges, barriers, and strategies in planning, 

activating, and sustaining EHR transformations across various HSOs and healthcare 

delivery systems.  

Several articles addressed integrated themes centering on human capital (people) 

components, such as mitigating disruption (Ahlness et al., 2023; Ball et al., 2024; Cogan 

et al., 2023), providing quality and appropriately timed training (GAO, 2023), and 

communicating and managing the strategic vision for change. The people-related themes 

aligned closely with the overarching diffusion of innovation theory principles, which 

guided the research. Other themes highlighted process-focused EHR implementation 

components, including standards and procedures for managing data, workflows, 

interoperability, and vendor integration as enablers to delivering the best care possible. 

The authors analyzed the need for iterative organizational readiness with financial, 

technological, and executive leadership (e.g., clinical, operational, and administrative) 

preparedness as top priorities throughout the EHR planning and activation cycle.  

Eleven research articles, government reports, congressional testimonies, and 

expert opinion journal publications focused explicitly on the integrative literature review 

topic of improving and measuring end users' satisfaction and enterprise-wide VA 

implementation of the most significant healthcare information technology innovation 

(e.g., a single commercial EHR) within the federal government. The research analysis 

examined healthcare delivery systems' EHR implementations for international nation-

states and small- to medium-sized private industry regionally based HSOs. 

 The literature consistently indicated that implementing EHRs represents a 

transformative shift in the healthcare landscape, promising enhanced patient care, 
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streamlined operations, and improved data management. However, the journey toward 

successful EHR adoption is fraught with challenges and barriers that resonate across 

different healthcare settings.  
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Part 3: Presentation of Results  

Presentation of the Findings 

The 37 articles and reports identified seven main themes and 21 subthemes. The findings 

from the 37 studies and reports were then categorized based on their level of 

accountability and how well they aligned with improving the VA EHR implementation. 

The thematic analysis results are included in Appendix A: DHA Thematic Analysis 

Results. Several recurring codes were discovered throughout the research articles and 

reports. Below is a summary of select significant findings. 

Resistance to Change   

Implementing EHR systems is complex (Atkins et al., 2023) and often associated with 

significant resistance to change. This code is a crucial challenge, which refers to the reluctance 

or opposition that individuals or groups within a HSO may feel toward adopting new 

processes and technologies. Diffusion of innovation theory identifies resistance to change in 

the late majority and laggard adoption curve categories (Rogers, 2003). Change resistance can 

manifest in various forms, such as skepticism, fear of the unknown, concerns about job 

security, or attachment to existing practices (Ahlness et al., 2023). Understanding and 

addressing these impediments is essential and provides practical solutions for improving the 

VA EHR implementation by managing organizational disruption during transition periods or 

for each VA Medical Center activation. 

Stakeholder Engagement 

This code involves communicating with key stakeholders throughout the change 

management process. Stakeholder engagement is not just a one-time process; it is crucial for 

gaining buy-in, building support, and ensuring that the needs and concerns of all relevant 
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parties are considered. Effective stakeholder engagement involves identifying and prioritizing 

stakeholders, communicating the rationale for change, soliciting feedback and input, and 

involving stakeholders in decision-making and implementation activities (Alzghaibi, 2023). In 

contrast, Skeff et al. (2022) illustrated the effects of what happens when critical stakeholders 

such as physicians are not fully involved in EHR implementations, which can manifest in 

various negative emotions associated with their EHR use. By actively engaging stakeholders, 

the VA EHR implementation team can significantly increase the likelihood of achieving 

durable change management. 

Competency 

Proficiency in using an EHR system increases efficiency and productivity. Well-

trained VA EHR users can quickly navigate the system, carry out tasks accurately, and 

complete documentation on time (Attafuah et al., 2022; Ayamolowo et al., 2023). This can 

save time, reduce errors, and improve workflow processes. Heponiemi et al. (2021) reported 

that lower EHR end-user competency based on inadequate training was especially 

troublesome for nurses, threatening their well-being and ability to perform proficiently. 

Competent users are more likely to adhere to documentation standards, maintain data 

integrity, and uphold clinical care standards. They are also more likely to approach the system 

confidently, make informed decisions, troubleshoot issues independently, and explore 

advanced features of the EHR that enhance patient care and clinical outcomes. 

After reviewing all 37 articles, seven overarching themes and subthemes related to VA 

EHR implementation were identified. These themes are disruption, change management, 

quality training, interoperability, standards, expense, and operational readiness. Each central 

theme has several significant sub-themes (see Appendix E). 
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Disruption  

Safe, quality care is built on highly reliable processes and procedures that foster 

excellence when the HSO environment is relatively stable and has mechanisms for 

introducing change, controlling chaos, and positive disruption. To establish a balanced 

organizational change culture, Abbasi et al. (2023) outlined critical components that must be 

aligned to ensure that people, processes, and technology are ready to accommodate the 

disruptive nature of EHR implementations in healthcare delivery. Disruption can be seen in 

other forms during technology innovation modernization to include the following: 

• Skepticism creates barriers to accepting the new VA EHR and fosters negative 

connotations associated with the deployment and implementation program. In a 

study by Skeff et al. (2022), it was discovered that physicians experience a loss of 

confidence in the system when they feel that the EHR hinders their ability to 

adhere to the approved scope of practice in their clinical specialty. This distress 

arises when physicians prioritize EHR-based practices over other desired 

professional actions and behaviors. 

• Lowering productivity: As clinical and administrative teams begin using the new 

EHR, it will take longer to complete operational workflows, and leadership teams 

across the HSO must establish a mitigation plan to avoid severe productivity 

drops. EHRs can also negatively impact staff productivity by causing data 

overload due to the vast amount of available information, repeated reminders, and 

the high volume of records assigned per clinician (Nijor et al., 2022). 

• Employee roles: It is essential to closely monitor and address any unforeseen 

impacts on organizational roles during this transition to ensure a smooth process 
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and minimize disruptions in healthcare service delivery (Ahlness et al., 2023). 

When EHR implementation and sustainment activities are performing poorly, it 

can significantly extend the time needed to manage an appointment, from patient 

intake, assessment, care coordination, and records documentation (Upadhyay & 

Hu, 2022). The additional time transitions to frustrations, potential systems 

workarounds, and employee burnout.  

Change Management 

Preparing, executing, and sustaining change are constantly required for transformative 

initiatives such as significant health technology modernizations. The literature synthesis 

revealed that establishing a vision, end-user adoption, and building coalitions are primary 

categories for leadership focus in healthcare information technology upgrades. 

• Create a vision for change: This allows the HSO to envision the future use of the 

EHR and gather support for activating innovation that facilitates a positive 

transition to a modernized system (GAO, 2023; Harris, 2023). Sittig et al. (2012) 

noted that a lack of clear vision for change can lead to obsolescence and 

diminishing returns in implementing the VA EHR system. 

• Plan for early adopters and late acceptance (Rogers, 2003): Take advantage of the 

new EHR's early champions and incorporate laggards into the key stakeholders’ 

group to adjust the implementation plan. However, Heponiemi et al. (2021) 

concluded that poorly designed implementation plans could negatively influence 

early adopters and reduce their engagement based on that initial inadequate 

experience.  
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• Build relationships to foster and mitigate change challenges: Focus on nurturing a 

team of EHR subject matter experts and trusted peers who can cultivate 

relationships with skeptical colleagues and address implementation challenges 

(Sittig et al., 2023). In a 2022 Congressional hearing on the VA EHR (Legislative 

Hearing on H.R. 592, 2023), the program executive director discussed a 

longstanding challenge within the VA of creating a stronger connection between 

the EHR implementation and the VHA clinical and administrative end-user 

groups. During the hearing, it was announced that a trusted VHA physician would 

be leading the clinical activities of the VA EHR program. The 2023 GAO study 

emphasized the importance of establishing relationships in EHR implementations. 

It noted that the VA EHR program office needed more consistency in involving 

key VHA leaders and clinical stakeholders in the final design configurations of the 

EHR. 

Training 

Several studies concluded that quality training is vital for EHR implementation. 

Fundamental components of the training may be missed without training needs assessment, 

leading to inadequate training and a subpar end-user experience and EHR adoption rate. 

• Assessment of need: To identify the most valuable EHR training elements, a more 

robust assessment of user experience and the role of training is needed (Ahlness et 

al., 2023). 

• Inadequate training affects quality care/documentation: EHR training is critical to 

maintaining accountability and transparency in quality improvement. Inadequate 
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EHR implementation training breeds errors and confusion for clinicians 

(Ayamolowo et al., 2023). 

• Enhances end-users experience/acceptance: Users' acceptance of EHR depends on 

its ease of use and usefulness (Heponiemi et al., 2021) gained through quality 

training. Burdens such as documentation effort and interference with patient 

interaction may lead to resistance 

The analysis by Masyfufah et al. (2022) suggested that EHR end-users can improve 

their individual and HSO readiness by undergoing quality training and improving their 

computer literacy. HSOs then demonstrate how their end-users gained competence through 

multiple training sessions, which is fully integrated as a strategic approach to reduce 

disruption and promote positive change management for sustainable EHR and healthcare 

delivery integration. 

Standards 

Standards are the building blocks of EHR configuration, training, implementation, 

interoperability, and use. By establishing standards in health data elements, workflows, and 

medical equipment interfaces from different vendors, HSOs can deliver on the full potential of 

using the EHR to treat their patients' healthcare needs comprehensively.  

• Health data elements: Standardized EHR data improve providers' decisions and 

patient health outcomes by providing clinicians with accurate and complete 

information about a patient's health and medical history (Bernstam et al., 2022; 

Gianfrancesco & Goldstein, 2021). Even though EHRs have become the primary 

digital health tool for HSOs and their users, there is a lack of data standardization 

within the EHR, across the HSO's information technology network, external 
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interoperability between partnered systems, and the healthcare profession as a 

whole (Ni et al., 2019). 

• Workflows: Standardizing workflows in healthcare can help make processes more 

efficient, reduce mistakes, and enhance communication among team members. 

This allows for a smooth exchange of patient information and better care 

coordination (Trout et al., 2022). 

• Health information technology vendors: These stakeholders promote network-

wide system integration and security, data consistency, future vendor selections, 

cost efficiencies, and regulation compliance (Bernstam et al., 2022). Without clear 

standards and true vendor-to-vendor interoperability, the digital health landscape 

will remain a disjointed network of minimally effective EHRs (Turbow et al., 

2021). The VA has been dealing with a varied mix of EHR systems for many 

years, making it challenging to give doctors and clinical teams a comprehensive 

view of their patient's health. The new VA EHR represents a significant effort to 

overcome these past obstacles and bring about transformative change in the 

organization. 

Interoperability 

Once standards are interwoven throughout an HSO’s integrated health information 

network, the EHR is a central catalyst for exchanging quality data and digital integration 

across the HSO IT ecosystem. It also produces a thorough view of the patient's health 

information. 

• Health data exchange: EHRs enable the secure exchange of electronic health data, 

such as medical records, test results, treatment plans, and medication histories, to 
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support coordinated and collaborative care across a comprehensive patient 

treatment spectrum (Attafuah et al., 2022; Gianfrancesco & Goldstein, 2021; Li et 

al., 2022), including commercial, government, and academic HSOs.  

• VA Medical Center IT integration: This improves access to patient information, 

streamlines workflows, reduces errors, and supports data exchange for better care 

coordination while addressing challenges associated with distance, communication 

barriers, and disparate systems (Li et al., 2022). 

• Comprehensive records from all sources: Comprehensive EHR and medical 

records provide a holistic view of a patient's health information (OIG, 2022), 

regardless of where care was received. Studies have shown a growing desire for 

greater access for providers and their patients (Pew Charitable Trusts, 2021); 

interoperability through data standards offers a feasible path to achieving this goal 

for the VA and the industry EHR ecosystem.   

Expensive Investment 

EHRs require human capital training, staffing, implementation, and sustainment costs 

and require advanced and strategic budget planning based on the HSO funding priorities. 

EHRs quantifiably demonstrate the expected return on investment in the various components 

of a healthcare delivery system. 

• Total lifecycle costs: It is vital to estimate and account for expenses accurately 

during EHR implementation. Determining the total cost early on can help mitigate 

risks such as cost overruns, hidden fees, and project termination (Abbasi et al., 

2023; Cogan et al., 2023; Jiang et al., 2023). 
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• Need prioritization: Intense prioritization of limited funds (Legislative Hearing 

on H.R. 592, 2023) is crucial to avoid organizational conflicts over including 

certain EHR functions and features in subsequent configuration releases or 

deferring them for future consideration. 

• Quantify return on investment: EHRs must deliver a measurable return on 

investment by reducing operational costs, increasing patient safety, and improving 

patient health and the quality of life for staff members to justify significant, long-

term investments (Modi et al., 2024). 

HSOs use a strategic and tactical budget plan with many short—and long-term 

considerations (Jiang et al., 2023). Cost overruns caused by EHR implementation can deplete 

funds from other important programs, delay the modernization process, negate the anticipated 

return on investment, and undermine support for completing the modernization as intended. 

Readiness 

As an organizational-wide transformation, EHR implementations are stress-inducing 

activities directly affecting clinical providers, can drive unexpected infrastructure changes, and 

are constantly susceptible to hidden costs. HSO leadership must identify these obstacles as a 

definitive readiness action as significant blockers to achieving the result of implementing an 

effective EHR system. 

• Human capital (distress/burnout): Distress and burnout occur when physicians 

prioritize EHR-based practice above other desired professional actions and 

behaviors. EHRs can add extra layers of complexity to individuals and 

organizations (Ayamolowo et al., 2023; Heponiemi et al., 2021). Preparing the 

physicians as primary users of the EHR is critical (Ngusie et al., 2022) to taking 
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advantage of their leadership, clinical expertise, and advocacy as the entire HSO 

aligns through operational and departmental readiness activities.  

• Infrastructure (physical/technical): When upgrading EHRs, a solid physical and 

technology infrastructure is essential to handle increased data demands and 

support new system features and integrations. Abbasi et al.'s (2023) findings 

validated the importance of technical preparedness, and the GAO (2023) report 

further confirmed the criticality of this concept by reporting how previously 

unplanned VA IT infrastructure costs equaled $2.61 billion. This preparation can 

prevent system downtime, data loss, security breaches, and performance issues 

during the upgrade process. 

• Financial: Financial preparedness is vital for HSOs to implement and derive value 

from an EHR system. Sufficient financial planning and budgeting ensure long-

term sustainability and positive investment returns (Abbasi et al., 2023; Modi et 

al., 2024). 

According to Ngusie et al. (2022), organizational readiness enables the advanced 

discovery of technology adoption's advantages and disadvantages and requires a deliberate 

investment by leadership, employees, and the EHR implementation team. 

Interpretation of the Findings 

The implementation of EHR is a comprehensive and far-reaching change for HSOs 

and can be one of the largest programs undertaken by an integrated healthcare delivery team. 

It involves a deep transformation of human capital teams, strategic policies, operational 

procedures, interfaced digital data sources, and infrastructure (e.g., technology and physical) 

within HSOs.  The purpose of this research was to identify the best practices for measuring 
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and enhancing end-user satisfaction and clinician engagement during the implementation of a 

commercial EHR at the VA. This includes investigating strategies to improve the 3.49% 

activation rate of the commercial EHR at 172 VA Medical Centers and supporting clinics and 

long-term medical facilities. The integrative review research revealed that the VA had 

completed six deployments in 6 years while encountering obstacles, frustration, and 

adaptation experiences within each level of the expansive organization, including local care 

delivery sites, regional leadership networks, and central headquarters.  

From the human capital perspective (end users), EHR implementations bring 

integrated challenges centered around disruption, change management, and training. The 

change management strategy is crucial for preparing the clinical provider teams, led by 

physicians, who now need to spend extra time training on the new system with different 

configuration roles and processes. This involves incorporating the changes into a disrupted 

office flow of delivering care, which leads to longer appointment times and lower 

productivity. A GAO report showed that the VA still needs to establish a comprehensive 

strategy to overcome the risks of disruptive EHR changes such as poor training (GAO, 2023). 

Sittig et al. (2023) supported the GAO findings and emphasized the importance of HSO 

leaders and their human capital teams working together to discuss strategic change associated 

with EHR implementations. This collaboration is necessary to establish an HSO culture of 

openness and transparency, which can address and mitigate disruption-related concerns, lower 

productivity, and inadequate training. Rogers (2003) provided evidence that innovations are 

characterized by the social system's perceptions of how well the expected behavior change is 

compatible with the adopters' values, shared history, and requirements. Based on the 
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implementation obstacles, the VA end user's low EHR satisfaction rates show that their social 

system still perceives the innovation as incompatible.   

Critical to gaining the trust of end users to accept wide-ranging change and 

maximizing their training and productivity, EHRs must be accurate, complete, and 

advantageous as a tool for enhancing care. The research studies have shown that an effective 

way to acquire and sustain an optimized EHR is through integrated HSO policies, procedures, 

and processes. This strategy creates a standardized approach to operating, executing, and 

managing data elements, workflows, information exchange, vendor integration, and 

interoperability. According to Trout et al. (2022), policymakers and hospital administrators 

should consider revising the meaningful use goals for EHR to incorporate more rigorous 

standards. These standards enhance health information technology's interoperability, 

functionality, usefulness, and security. However, Ludlow et al. (2023) stressed that even 

though the federal government has enacted several laws over the past 2 decades to improve 

EHR standardization, national EHR integration across healthcare delivery networks, with 

standardized digital data and workflows, remains fragmented primarily based on the 

proprietary nature of EHR systems. In 2023, the VA recognized the need for standardization 

improvements in the commercial EHR configuration for current and future deployments in 

response to the draft congressional VA EHR oversight legislation. To achieve this goal, the 

VA proposed establishing an approved enterprise (model) version of the commercial EHR 

with minimal local site VAMC deviations (Electronic Health Record Modernization Deep 

Dive, 2024). Rogers (2003) supported the need for minimal complexity in innovations to 

prevent the potential for users to reject the technology, idea, or concept. The VA EHR is 

highly complicated, which added to the decision criteria for pausing the program. 
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To obtain standards throughout the EHR implementation based on a trustworthy EHR, 

HSOs must undergo a thorough and multilevel readiness process, including financial, human 

capital, and infrastructure preparations, well before the EHR activation date. This readiness 

strategy is the linchpin for addressing the elements of disruption, change management, 

training, standardization, and interoperability. Ngusie et al. (2022) postulated that a readiness 

assessment plays a pivotal role in ensuring the effective integration of EHRs by providing a 

comprehensive evaluation of the current infrastructure, workflows, and the level of 

preparedness of healthcare facilities and staff for adopting the new electronic system. Abbasi  

et al. (2023) further reinforced the significance of readiness and highlighted that an inadequate 

financial plan for EHR implementation led to unresolved funding issues, resulting in disputes 

between the vendor and the customer. This readiness gap ultimately impacted the HSO's 

ability to address problems effectively. In their 2024 study, Ball et al. (2024) highlighted the 

challenges of organizational readiness. They found that despite the VA's industry-standard 

preparation and site assessments for EHR activations, the HSO still underestimated the scale 

of transitioning to a new system. Readiness results are observed through what Rogers (2003) 

defined as observability which is an opportunity for adopters to see the results of their 

preparation and operational use of an innovation (new VA EHR). As manifested over 6 years 

in the VA EHR implementation, the innovation observation element was a major component 

of users' frustrations and disillusionment with the social system. 
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Part 4: Recommendation for Professional Practice and Implications for Social Change 

Recommendations for Professional Practice 

The implementation of EHRs represents a transformative shift in healthcare 

delivery, aiming to enhance patient care, improve operational efficiency, and facilitate 

better data management. However, the complexity of EHR systems and the variability in 

organizational readiness can pose significant challenges during the implementation 

process. To navigate these challenges effectively, a set of practice recommendations has 

emerged, providing healthcare organizations with strategic guidance to optimize their 

EHR adoption. These recommendations encompass a range of considerations, including 

stakeholder engagement, comprehensive training programs, workflow integration, and 

ongoing readiness support structures. By adhering to these best practices, healthcare 

providers can improve the likelihood of successful EHR implementation and maximize 

the benefits of these systems for clinicians and patients.  

Atkins et al. (2023) stated that implementing EHRs based on a learning healthcare 

system can provide long-term rewards to healthcare practices by integrating a 

collaborative approach. To gain knowledge and learn about EHRs, HSOs must prioritize 

continuous training and support for healthcare professionals to improve their proficiency 

with EHRs. Once proficiency in using EHR is achieved, especially during 

implementations, end users are more likely to reduce burnout caused by extended hours 

spent navigating the system. Skeff et al. (2022) discovered that finding a balance between 

the competing demands of the EHR can help reduce burnout and enhance the quality of 

patient care. The demands of EHRs can prolong the care episode, decrease productivity, 

and disrupt operations. As a part of the readiness activities, HSOs must accurately 
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identify roles and responsibilities before implementing a new EHR, which is crucial for 

improving health practices, avoiding disruption, and contributing to staff frustrations and 

concerns. Ahlness et al. (2023) and Ball et al. (2024) similarly stated that implementing 

best practices for EHR involves clearly defining responsibilities for workflow tasks, 

communication channels, decision-making processes, and training requirements. To 

optimize the implementation of EHRs, integrating effective change management can 

serve as a unifying factor, facilitating enhanced user adoption, minimized disruptions to 

patient care, improved training and support, strengthened communication and 

collaboration, and heightened efficiency and productivity. 

The DoD and VA (2022) joint audit report reported that with a joint interoperable 

EHR system, healthcare providers within the DoD and VA can access a patient's 

complete medical history, regardless of whether the patient has received care from 

military or veteran facilities. In order to achieve interoperability, it is crucial to establish 

standards for data, workflows, and vendor integration. This is essential for creating a 

digital health operating environment with continuous communication between EHRs. 

When a complete health record is compiled through interoperability based on standards, 

practitioners can provide better coordination of care and improved continuity of 

treatment. Investing in the EHR throughout the entire implementation, activation, and 

sustainment cycle is a crucial requirement for HSOs. A realistic budget strategy will 

prevent funding shortfalls and bolster the ability to combine the components of change 

management, training, standardizations, and interoperability to deliver a highly reliable 

and safe EHR to end users. 



42 

Extensive research has unequivocally demonstrated that EHRs possess the 

potential to enhance the efficiency and quality of clinical practices in many ways. When 

harnessed effectively, these digital systems can greatly aid healthcare providers in 

delivering improved and positive patient health outcomes. The increasing understanding 

of EHR implementations can better guide policymakers, vendors, HSOs, and end users in 

utilizing evidence-based practices to address the problematic obstacles associated with 

this widespread diffusion of innovation.  

Implications for Social Change 

The integrative review focused on enhancing the efficiency and effectiveness of 

implementing the VA EHR system across 172 medical centers that support clinics and 

long-term medical facilities. By implementing an EHR in the extensive national 

healthcare delivery system, valuable research and population health management data can 

be acquired from all regions of the country, covering a wide span of U.S. demographics 

(OIG, 2022). Through research and whole health clinical practice standards, the VA can 

actively demonstrate how to use big EHR data to promote social determinants of health 

(SDOH) across the healthcare industry (Chen et al., 2020) by improving care 

coordination, tailoring interventions and fostering collaboration among healthcare 

providers and community partners who treat veterans. The new VA EHR system can 

collect and store comprehensive patient data, including information on social 

determinants such as housing stability, food insecurity, and access to transportation 

(Chen et al., 2020). These data can help healthcare providers identify and address social 

factors impacting veterans' health and well-being. VA EHR SDOH data are foundational 

to establishing a whole health (Department of Veterans Affairs, 2024) approach to 
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improving veterans' health status and addressing nonclinical obstacles that can prevent 

health improvements. According to the Department of Veterans Affairs Passport to 

Whole Health (2024), a whole health approach involves using VA EHR data to conduct a 

holistic assessment of a veteran's health and well-being, considering physical health and 

mental, emotional, and social factors. This comprehensive assessment can help identify 

any underlying issues related to SDOH that may impact the individual's health. VA EHR 

analytics and artificial intelligence features will help researchers and clinicians better 

understand how the emergence of factors helps or prevents high-quality care. 

The new VA EHR system can facilitate better care coordination among healthcare 

providers, social service agencies, and community organizations. This can help veterans 

receive comprehensive, holistic care addressing their medical and social needs. The VA's 

partnerships with community organizations are essential and pertinent to veterans' care 

and have the potential to represent a national model for other HSOs. By fully 

understanding and integrating preventive methods based on credible VA EHR SDOH 

data (Hatef et al., 2019), VA leaders can foster relationships with local nonprofits, social 

service agencies, and housing providers to address social determinants of health and 

support veterans in need. These partnerships help connect veterans to resources such as 

housing assistance, food banks, transportation services, and employment programs. For 

example, suppose a veteran is experiencing financial hardship that prevents the ability to 

follow a prescribed treatment plan, including transportation to the pharmacy, making co-

pays, and taking medication regularly. In that case, VA providers can connect them to 

community resources for financial assistance or food support to help alleviate some of 
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these stressors and provide the veteran with a more stable environment for focusing on 

improving overall health. 

The collective veterans care team can facilitate data sharing and collaboration 

among healthcare providers, social service agencies, and community organizations 

through the new VA EHR. Over time, longitudinal SDOH information in an EHR allows 

healthcare providers to track and trend data reports to include periods of poor or 

improved health (e.g., controlled diabetes based on periodic hemoglobin tests). 

Understanding these factors gives veterans, clinical providers, and communication 

support teams a comprehensive picture of the patient's health, historical support, and 

potential health treatment options. Through the analysis of patient data, the VA can help 

the healthcare industry identify refined environmental and cultural risk factors, leading to 

a better understanding and management of population health.  

Integrating veterans' SDOH into a modernized VA EHR will enhance digital 

health data's overall quality, comprehensiveness, and timeliness. This, in turn, enables the 

development of evidence-based interventions that address the healthcare factors of a 

patient's health and the SDOH barriers. Together, these components can improve 

veterans' access to high-quality healthcare (Hatef et al., 2019). Veterans represent all 

facets of U.S. society and live across extremely rural to highly congested urban 

environments. Mastering the deep data collected through a modernized VA EHR offers 

rich material for academic, industry, and government researchers to analyze, create, 

design, and implement improved healthcare treatments, preventions, and long-term 

clinical benefits. 
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Limitations 

While an integrative literature review on VA EHR implementation strategies can 

provide valuable insights and guidance on best practices, it is essential to acknowledge 

the limitations of such a review. One limitation is the potential for bias in the selection 

and interpretation of literature, as this research integrative literature review may 

inadvertently focus on studies that support a particular viewpoint or perspective on VA 

EHR implementation. Additionally, the generalizability of findings from the literature 

may be limited, as each VA healthcare system is unique in its organizational structure, 

resources, and patient population. Furthermore, the literature may only sometimes 

capture the most up-to-date information on VA EHR implementation strategies, as the VA 

is constantly evolving and incorporating lessons learned from past deployments and 

government assessments and best practices generated from internal and external subject 

matter experts. Finally, the existing literature may not thoroughly capture the 

complexities and nuances of thematic categories such as disruptions, change 

management, training, standards, interoperability, expenses, and operational readiness, 

particularly within the context of the VA healthcare system. This highlights the need for 

further research and empirical studies to address these gaps and provide more 

comprehensive insights. 

Conclusion 

The integrative literature review revealed that a national and international 

healthcare community is still exploring how to effectively plan, implement, and activate 

EHRs with existing challenges across the digital health ecosystem, as identified in the 

themes and subthemes analyzed in this study. The review's evidence confirms that the VA 
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EHR modernization project is a complex transformation involving various VA 

organizational components, federal partners, congressional stakeholders, veterans, and 

experts from the commercial industry. This is supported by academic research and 

government assessments. Introducing existing research and ongoing discoveries into 

future EHR deployments and using evidence-based implementation strategies can help 

the VA improve its systems. Although there is minimal academic research on the specifics 

of EHR implementations in a large government agency like the VA, which involves an 

intricate mix of many stakeholders with differing viewpoints, establishing a credible 

research agenda can guide the VA leaders in making short- and long-term decisions on 

restarting EHR deployments. This enhanced evidence-based research approach can 

enable the VA to make positive progress in activating the system across the nation and 

ultimately use the healthcare information management tool to deliver lasting and healthy 

veteran clinical outcomes. 
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s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

Atkins et 

al., 

(2023). 

A Learning 

Health 

System 

(LHS) 

approach as 

an 

Explore how 

EHRs can be 

leveraged to 

support a 

learning 

healthcare 

system, 

A qualitative 

approach 

using 

literature 

review, case 

studies, 

expert 

VA 

executives 

recommend 

updating 

the national 

Electronic 

Health 

LHS 

framework can 

help in three 

key areas: 1) 

Deeper 

understanding 

of patient 

More 

research is 

needed to 

evaluate 

emerging 

technologies 

such as AI, 

Implementi

ng EHRs 

based on a 

learning 

healthcare 

system can 

provide 

No 
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aspirational 

model. 

improve 

care 

coordination

, enhance 

data sharing, 

and drive 

innovation 

in healthcare 

delivery. 

interviews, 

and analysis 

of healthcare 

data 

Record 

(EHR) 

system 

within a 

learning 

healthcare 

systems 

framework. 

This can 

lead to 

better data 

interoperabi

lity, 

decision 

support 

tools, 

patient 

engagement

, and real-

time 

analytics, 

improving 

healthcare 

quality, 

safety, and 

efficiency 

with an 

LHS 

framework. 

safety issues is 

required to 

develop a 

comprehensiv

e set of safety 

metrics. 2) 

User 

experience and 

training must 

be evaluated 

to minimize 

the impact of 

clinician 

resilience. 3) 

Deploy EHR 

plans during 

the start-up 

phase to gauge 

the system's 

impact on 

provider 

productivity.  

Collaboration 

and a learning 

healthcare 

system are 

vital to 

modernizing 

EHRs. 

patient-

generated 

data, 

predictive 

analytics, 

and 

precision 

medicine. 

Simultaneou

sly, research 

is required 

for 

methodologi

es to remain 

focused on 

the EHR's 

primary 

function of 

guiding 

clinicians 

toward the 

proper 

treatment at 

the right 

time. 

long-term 

benefits to 

healthcare 

practices by 

integrating 

a 

collaborativ

e approach. 

It can 

improve 

clinicians' 

ability to 

deliver the 

best 

possible 

care at the 

most 

appropriate 

time, 

enhance the 

patient's 

experience 

throughout 

the entire 

care 

episode, 

promote 

patient 

safety, and 

increase 
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provider 

productivit

y in a high-

reliability 

care 

environmen

t. 

Author/ 

Date 
Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 
Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

Attafuah 

et al., 

(2022). 

A 

framework 

for 

technology 

adoption in 

healthcare, 

including 

the 

Technology 

Acceptance 

Model and 

the Unified 

Theory of 

Acceptance 

and Use of 

Technology. 

How do 

EHRs 

impact data 

accuracy, 

workflows, 

staff 

training, 

support from 

the EHR 

team, and 

overall 

satisfaction? 

Qualitative 

study 

EHR 

systems in 

hospitals 

face 

challenges 

such as 

poor 

record-

keeping, 

lack of 

clinician 

involvemen

t, 

inadequate 

staff 

training, 

and limited 

workstation

To improve 

healthcare 

quality and 

promote EHR 

usage, 

involving staff 

in the EHR 

system 

development 

process helps 

them 

understand its 

benefits and 

relevance. 

Discovering 

approaches 

for further 

engaging 

end-users in 

the 

development 

and 

implementat

ion of EHR 

systems can 

improve 

healthcare 

delivery and 

acceptance 

among 

medical 

professional

Incorporati

ng user 

involvemen

t in EHR 

research 

can 

improve 

patient 

outcomes 

by 

improving 

system 

efficiency 

and 

reducing 

errors. 

Yes 
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s. Health 

leaders are 

dissatisfied 

with the 

current 

system. 

s. This 

allows end-

users to 

provide 

feedback, 

identify 

potential 

issues, and 

enhance the 

system. 

Author/ 

Date 

Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 

Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

Ayamol

owo et 

al., 

(2023). 

 

 

 

 

Technology 

Acceptance 

Model/Chan

ge 

Management 

Theories 

Assessed 

EHR 

utilization 

and factors 

among 

nurses in a 

religious 

teaching 

hospital. 

Sequential 

explanatory 

mixed-

methods 

study 

The study 

found that 

only a few 

of the 245 

nurses used 

EHRs to 

their full 

potential. 

Female 

nurses with 

a Bachelor 

of Nursing 

Science 

degree and 

EHR 

Nurses utilize 

EHRs less 

than entirely 

due to 

significant 

barriers, 

including 

understanding 

EHR 

terminologies, 

the high costs 

of retraining 

staff, the 

workload 

burden, an 

Future 

research 

must 

investigate 

the impact 

of 

comprehensi

ve EHR 

packages, 

continuous 

training of 

sponsored 

staff, and the 

development 

of EHR 

EHRs are 

crucial for 

modern 

healthcare. 

They 

manage 

patient info, 

support 

decision-

making, 

and provide 

alerts. 

EHRs 

enable 

secure and 

Yes 



 

 

6
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training 

were more 

proficient. 

Challenges 

included 

software 

limitations, 

lack of 

enforcemen

t, and 

unclear 

policies. 

inadequate 

workforce, 

and a lack of 

written policy 

guidelines. 

policies. An 

enhanced 

understandin

g of these 

critical areas 

is urgently 

required to 

ensure 

effective 

EHR 

implementat

ion in this 

context. 

efficient 

data 

managemen

t, 

improving 

patient care 

and public 

health 

programs, 

including 

disease 

managemen

t. 

Author/ 

Date 
Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 
Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

Ball et 

al., 2024 

Evaluated 

clinician and 

staff 

experience 

with VA 

EHR 

Implementat

ion  

To identify 

strategies to 

improve 

future VA 

EHR 

rollouts. 

Convergent 

mixed-

methods 

formative 

evaluation 

(Qualitative 

and 

Quantitative) 

Participants 

reported 

profoundly 

disruptive 

experiences 

during the 

EHR 

transition 

that 

persisted at 

1-year post 

Validated 

negative 

experiences of 

clinicians and 

staff during 

VA EHR 

transition. 

As the EHR 

transition 

takes place 

at different 

sites over 

time, the 

insights 

gained are 

anticipated 

to persist 

and provide 

guidance for 

The 

findings 

will help 

improve 

awareness 

of system 

flaws, 

optimize 

EHR 

implementa

tion at VA 

sites, and 

Yes 
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implementa

tion. 

future 

improvemen

ts in both 

VA and 

non-VA 

healthcare 

systems, as 

well as at 

individual 

sites. 

inform 

future non-

VA EHR 

transitions. 

Bernsta

m et al., 

(2022). 

An 

assessment 

of 

interoperabil

ity of real-

world EHR 

implementat

ions, 

specifically  

concerning 

clinically 

relevant 

structured 

data. 

Quantify the 

level of 

interoperabil

ity between 

different 

EHR vendor 

products  

implemented 

at oncology 

sites. 

Quantitative A study 

developed a 

measure to 

analyze 

EHR 

interoperabi

lity. The 

measure 

assists 

institutions 

in selecting 

and 

optimizing 

EHRs. It 

identifies 

the level of 

interoperabi

lity 

between 

vendor 

Despite 

applicable 

standards, 

clinically 

relevant data 

elements in 

EHRs are not 

standardized. 

This may 

compromise 

the safety, 

accuracy, and 

efficiency of 

healthcare 

delivery. 

Additional 

research can 

standardize 

data 

mapping 

practices for 

reliable 

interoperabil

ity between 

institutions. 

Standardizi

ng data 

element 

mapping 

can 

improve 

care 

coordinatio

n and 

patient 

outcomes. 

Consistent 

mapping 

practices 

accurately 

share vital 

clinical 

information

, reducing 

medication 

Yes 
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products, 

guiding 

decision-

making 

processes in 

healthcare. 

errors and 

enhancing 

patient 

safety. 

Author/ 

Date 

Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 

Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

Cogan et 

al., 

(2023). 

Sequential 

mixed-

methods 

approach 

Developmen

t of a 

research 

agenda 

designed to 

optimize the 

EHR 

transition 

processes 

and 

implementat

ion 

outcomes in 

a large, 

nationally 

integrated 

delivery 

system 

Qualitative 

and 

Quantitative 

EHR 

implementa

tion poses 

several 

challenges: 

training, 

user 

resistance, 

workflow 

disruptions, 

communica

tion issues, 

and data 

quality 

concerns. 

Success 

depends on 

organizatio

nal culture, 

A research 

agenda was 

developed to 

guide future 

studies and 

intervention 

strategies for 

optimizing 

EHR 

transitions in 

the integrated 

delivery 

system. 

Investing in 

research and 

evaluation 

from the 

research and 

operations 

divisions is 

crucial for a 

successful 

EHR 

transition. It 

ensures 

valuable 

results and 

helps realize 

the 

transition's 

full 

potential. 

Future 

practice 

should 

prioritize 

ongoing 

training and 

support for 

healthcare 

professiona

ls to 

enhance 

their 

proficiency 

with EHR 

systems. 

Researchers 

can use this 

agenda to 

guide their 

Yes 
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leadership 

support, 

and 

collaboratio

n. There are 

relationship

s between 

variables 

such as 

training 

impact on 

user 

satisfaction 

and the 

influence of 

leadership 

support on 

implementa

tion 

outcomes. 

priorities, 

identify 

areas for 

improveme

nt, and 

create 

evidence-

based 

practices 

that can 

optimize 

EHR 

transitions. 

Author/ 

Date 

 

Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 

Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

Cordasc

o et al., 

2023 

 Socio-

technical 

model for 

assessing  

Inform 

iterative 

improveme

nts to the 

new VA 

Qualitative Some 

interviewee

s 

appreciate

d the new 

The VA needs 

to revise the 

new EHR 

referrals and 

associated 

Consider 

this issue to 

guide VA 

decision-

making and 

An 

improved 

referrals 

configurati

Yes 
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health 

information 

technology 

EHR 

referrals 

process 

based on 

frontline 

clinicians 

and staff 

feedback 

VA EHR 

referral 

process but 

were 

frustrated 

with its 

poor 

usability. It 

was seen as 

inefficient, 

lacking 

simplicity, 

naturalnes

s, 

consistency

, and 

effective 

language 

use. 

Specialists 

need the 

necessary 

informatio

n for 

referral 

triaging. 

policies to 

improve 

usability due 

to design and 

technical 

limitations 

across diverse 

VA sites.  

assess 

differences 

in new VA 

EHR 

perceptions 

based on 

user 

characterist

ics. 

on would 

significant  

Foster 

more 

efficient 

workflows 

and allow 

more time 

for  

other 

patient 

care 

activities.  

Author/ 

Date 

 

Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 

Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 
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(Yes or 

No) 

Alzghaib

i, (2023). 
Include 

theories 

related to 

change 

management

, technology 

adoption, 

and 

organization

al behavior 

in the 

context of 

EHR 

implementat

ion. 

What are the 

Challenges 

and 

opportunitie

s of 

implementin

g EHR in 

Saudi 

Arabian 

Primary 

Healthcare 

Centers and 

healthcare 

providers' 

experience 

with EHR 

integration? 

Qualitative, 

semi-

structure, 

face-to-face 

interview 

approach 

Implementa

tion of 

electronic 

health 

records in 

primary 

healthcare 

failed due 

to poor 

infrastructu

re, low user 

acceptance, 

and lack of 

technical 

support. 

After 

analyzing 

the issues, 

policymake

rs requested 

proposals 

and 

consulted 

with the 

team. The 

analysis 

revealed 

three 

Failed EHR 

project in the 

Saudi Ministry 

of Health due 

to lack of 

connectivity, 

technical 

support, and 

staff changes. 

Large-scale 

EHR 

implementatio

n requires 

training, 

support, legal 

issues, 

organizational 

workflow, 

redesign, 

technology, 

and end-users. 

Exploring 

the long-

term effects 

of EHR 

adoption, 

examining 

factors that 

impact 

healthcare 

workers' 

motivation 

and job 

satisfaction 

during EHR 

implementat

ion, and 

evaluating 

strategies for 

successful 

EHR 

integration. 

To 

implement 

EHR 

systems in 

developing 

countries, 

reliable 

technology 

infrastructu

re, 

customized 

EHR 

systems, 

comprehens

ive training, 

and 

enhanced 

digital 

literacy are 

essential. 

Yes 
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themes and 

38 codes. 

Author/ 

Date 
Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 

Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

Hammac

k-Aviran 

et al., 

(2020). 

Patient 

Perspective 

Framework 

with a 

Grounded 

Theory 

Approach 

Gain 

insights into 

patients' 

perspectives 

on obtaining 

research 

consent for 

EHR data 

use. 

Mixed 

Method: 

Qualitative 

and 

Quantitative 

120 US 

patients 

were asked 

their views 

on 

informing 

patients 

about EHR 

research 

and seeking 

consent. 

They 

preferred 

Broad 

Permission 

over 

General 

Notification 

and 

Categorical 

Permission. 

Identified vital 

patient 

considerations 

for ethical 

research use of 

EHRs, 

informing the 

development 

and 

implementatio

n of 

permission 

approaches for 

healthcare 

organizations 

and 

researchers. 

Consider the 

perspectives 

of 

researchers 

and 

healthcare 

organization

s, evaluate 

the 

associated 

burdens and 

efficiencies, 

and 

understand 

how EHRs 

are used 

from 

different 

perspectives 

and regions. 

It is 

essential to 

consider the 

Public trust 

is vital for 

EHR 

research 

success. 

Transparent 

communica

tion and 

secure data 

protection 

improve 

public 

confidence. 

Safe patient 

data 

enables 

better 

healthcare 

outcomes. 

No 
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insights of 

both 

healthcare 

institutions 

and 

researchers. 

Study results 

only reflect 

patients' 

perspectives. 

Author/ 

Date 
Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 

Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

Abbasi 

et al., 

(2023). 

Technology 

Acceptance 

Model 

Explore the 

factors 

affecting the 

implementat

ion and 

utilization of 

Iran's 

electronic 

health 

record 

system from 

end-users 

perspectives. 

Qualitative This study 

used Braun 

and 

Clarke's 

approach 

for thematic 

analysis 

and 

MAXQDA 

software to 

identify 

themes. 

Iran's EHR 

implementa

tion 

EHR 

implementatio

n in Iran 

depends on 

infrastructure, 

funding, 

training, and 

support. 

Success 

requires 

understanding 

workflow, 

data 

management, 

privacy, and 

More 

qualitative 

studies are 

necessary to 

improve 

EHR 

implementat

ion in 

developing 

countries. 

These 

studies can 

identify 

factors 

affecting 

EHR 

systems can 

improve 

healthcare 

in 

developing 

countries 

like Iran by 

reducing 

errors, 

managing 

population 

health, and 

helping 

stakeholder

Yes 
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requires 

technical, 

human, 

cultural, 

managerial, 

and 

financial 

readiness. 

Technical 

and human 

resources 

are critical, 

and 

organizatio

nal factors 

impact 

system 

utilization. 

user 

experience. 

Involving 

stakeholders is 

crucial. 

EHR 

adoption and 

usage, 

leading to 

targeted 

intervention

s for 

improved 

healthcare 

quality and 

patient 

outcomes. 

s make 

informed 

decisions. 

Author/ 

Date 
Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 

Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

Harris, 

C. 

(2023). 

Government 

Accountabili

ty Office 

(GAO) 

testimony 

report on the 

status of in-

Assess VA's 

EHRM 

program 

implementat

ion by 

evaluating 

change 

Mixed 

Methods: 

Quantitative/

Qualitative 

VA's new 

EHR 

received 

negative 

feedback 

from most 

users 

GAO 

conducted a 

literature 

search and 

surveys to 

determine user 

satisfaction 

More 

research is 

needed to 

identify 

critical 

factors for 

successful 

Effective 

change 

managemen

t during VA 

EHR 

system 

implementa

Yes 
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depth EHR-

focused 

system 

implementat

ion, 

usability, 

interoperabil

ity, data 

security, and 

organization

al change 

management 

within 

healthcare 

information 

technology. 

management

, user 

satisfaction, 

and issue 

resolution. 

Identify 

areas for 

improvemen

t. 

(79%), who 

disagreed 

that it 

enabled 

quality 

care. The 

pharmacy 

module has 

issues such 

as 

inaccurate 

medication 

orders and 

longer 

processing 

times, 

which 

endanger 

patients. 

User 

satisfaction 

targets need 

to be set by 

the VA 

before 

deploying 

the system. 

with the new 

EHR, 

interviewed 

users, and 

analyzed VA 

data on the 

contractor's 

system 

performance. 

The VA EHR 

program must 

improve 

change 

management 

activities by 

enhancing 

workforce 

skills and 

competencies, 

identifying 

and addressing 

potential 

barriers to 

change, and 

setting targets 

and metrics 

for change. 

VA EHR 

implementat

ion. Explore 

best 

practices for 

managing 

change, 

enhancing 

system 

usability, 

and 

optimizing 

data 

exchange. 

tion can 

enhance 

user 

adoption, 

minimize 

disruptions 

to patient 

care, 

improve 

training and 

support, 

enhance 

communica

tion and 

collaboratio

n, and 

increase 

efficiency 

and 

productivit

y. 

Author/ 

Date 
Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 
Conclusions Implication

s for 

Implicatio

ns 

Empirica

l 

Research 
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Future 

research 

For 

practice 

(Yes or 

No) 

Heponie

mi et al., 

(2021). 

Technology 

acceptance 

model 

Investigate 

the link 

between 

EHR-to-

EHR 

implementat

ions, 

training, and 

perceived 

stress among 

registered 

nurses. 

Quantitative 

based on a 

cross-

sectional 

survey study 

of 3610 

registered 

Finnish 

nurses 

EHR 

implementa

tion caused 

high stress 

levels for 

those 

within the 

past six 

months, 

while those 

without it 

had low 

stress 

levels. 

Adequate 

training 

helped 

reduce 

stress levels 

for nurses. 

Recent 

implementa

tions and 

inadequate 

training 

were linked 

to high 

stress levels 

Proper training 

and user-

friendly EHR 

systems are 

vital to 

avoiding 

errors and 

ensuring 

nurses' well-

being during 

hospital EHR 

implementatio

n. 

Poorly 

implemente

d electronic 

health 

records 

(EHRs) pose 

a significant 

threat to 

nurses. 

Further 

studies are 

needed to 

understand 

the factors 

contributing 

to their 

negative 

impact on 

nurses' 

health and 

safety. 

Identifying 

these factors 

is crucial to 

effectively 

mitigating 

the risks of 

using EHRs 

Healthcare 

leaders can 

minimize 

EHR-

related 

stressors by 

maintaining 

equipment, 

simplifying 

processes, 

offering 

support, 

and 

providing 

practical 

training to 

nurses, 

which can 

improve 

their 

productivit

y and well-

being. 

No 
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in hospital 

settings. 

in healthcare 

settings. 

Author/ 

Date 
Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 

Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

Modi et 

al., 

(2024). 

Corporate 

financial 

theory to 

determine 

value 

analysis of 

EHRs 

To 

investigate 

their 

relationship, 

create a 

conceptual 

model that 

combines 

EHR 

adoption 

levels with 

financial and 

clinical 

outcomes. 

Quantitative 

Study 

The study 

analyzed 

how EHR 

adoption 

affects 

financial 

and clinical 

outcomes 

using 

moderation 

analysis 

with a fixed 

effects 

model. 

EHR use 

can reduce 

hospital 

stays and 

increase 

compensati

on, but its 

effect on 

profit 

The HITECH 

Act enabled 

EHRs to 

become an 

integral part of 

healthcare 

systems. This 

study analyzed 

the 

relationship 

between EHR 

adoption 

levels and 

financial and 

clinical 

outcomes. The 

findings 

suggest that 

hospitals 

increasing 

their EHR 

adoption 

levels could 

More 

research is 

needed to 

understand 

EHRs' 

financial 

impact on 

readmission 

rates and 

operating 

margins. 

This 

information 

is crucial for 

informed 

decision-

making 

regarding 

EHR 

implementat

ion and 

optimization 

for patient 

Healthcare 

is using 

EHR 

systems 

more, 

which keep 

all of a 

patient's 

medical 

history so 

that 

providers 

can make 

better 

decisions 

for care. 

EHR 

systems can 

reduce 

hospital 

stays and 

improve 

No 
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margins 

with 

readmission 

rates is 

unclear.  

improve 

operating 

margins by 

decreasing 

readmission 

rates. 

care and 

economic 

performance

. 

patient 

outcomes. 

Author/ 

Date 

 

Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 

Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

Ngusie 

et al., 

(2022). 

Technology 

acceptance, 

Change 

Management 

Theories, 

Diffusion of 

Technology. 

Assessing 

the level of 

readiness 

among 

healthcare 

providers for 

EHR 

adoption 

during the 

pre-

implementat

ion phase 

Mixed 

Methods: 

Qualitative 

and 

Quantitative. 

423 public 

hospital 

healthcare 

providers 

readiness 

for 

Electronic 

Health 

Records 

(EHR) 

adoption - 

52.8% 

excellent 

readiness 

based on 

age, 

computer 

literacy, 

access, 

50% of 

healthcare 

providers are 

unprepared for 

electronic 

health records 

(EHRs). To 

improve 

readiness and 

boost 

computer 

literacy, 

confidence, 

awareness, 

and 

availability of 

computers in 

healthcare 

facilities. 

Research 

EHR 

readiness by 

exploring 

organization

al, 

technologica

l, and 

societal 

aspects. 

Gather 

healthcare 

providers' 

opinions 

through 

qualitative 

research and 

explore 

broader 

Assess 

readiness, 

identify 

areas 

needing 

attention, 

align EHR 

with 

existing 

workflows, 

create a 

favorable 

organizatio

nal culture, 

and provide 

staff 

training 

before 

Yes 
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attitude, 

awareness, 

and 

perceived 

benefits; 

self-

efficacy 

with 

technology 

linked to 

EHR 

readiness. 

Foster a 

positive 

attitude 

towards EHR 

adoption. 

implementat

ion settings 

for better 

understandin

g. 

implementi

ng EHR. 

Author/ 

Date 

 

Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 

Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

Rinne et 

al., 

(2023) 

Gain 

insights 

from 

clinicians 

and staff 

end users at 

sites that 

completed 

EHR 

transitions 

to inform 

future 

transitions. 

To assess 

end-user 

perspectives 

on  

organizatio

nal 

practices 

that 

support 

successful 

EHR  

transitions. 

A multi-site 

qualitative 

study of end 

users at  

healthcare 

systems that 

transitioned 

to a new 

EHR  

(either Epic 

or Cerner) 

within the 

The 

recommen

ded 

practices 

include 

personalizi

ng training 

and 

support 

and 

investing 

in robust 

internal 

Identified 

specific 

organizationa

l practices 

that can act 

as a roadmap 

across EHR 

implementati

on stages. As 

more health 

systems look 

to new EHRs 

to address 

Increased 

emphasis 

on adding 

the 

practicing 

clinician 

and 

frontline 

provider 

voice to 

designing, 

planning 

and 

Optimize 

EHR 

implement

ations, 

minimize 

challenges, 

and more 

readily use 

the care 

enhancing 

tool to 

improve 

accuracy, 

Yes 
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prior 3 

years. 

support. 

After 

implement

ation, it is 

advised to 

continue 

investing 

in the 

change. 

pressing 

healthcare 

challenges, 

these findings 

may provide 

a valuable 

resource for 

leaders who 

must navigate 

these complex 

changes. 

implementi

ng EHRs. 

safety, and 

quality. 

Author/ 

Date 

 

Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 

Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

Skeff et 

al., 

(2022). 

 

This study 

incorporates 

organization

al behavior, 

professional 

ethics, and 

human-

computer 

interaction 

ideas. 

How 

physicians' 

professional 

behavior is 

influenced 

by using the 

Electronic 

Health  

Record 

(EHR). 

Qualitative To help 

physicians 

provide 

high-

quality, 

patient-

centered 

care, 

healthcare 

organizatio

ns can ease 

EHR 

challenges 

by 

EHR usage 

can affect 

physicians' 

professional 

behavior  

and value 

erosion. 

Discover 

methods to 

help doctors 

and 

healthcare 

leaders 

balance 

priorities to 

tackle 

physician 

burnout. 

Anonymous 

interviews 

can help 

Physicians 

and 

administrat

ors must 

collaborate 

to manage 

EHR-

related 

burnout and 

improve 

patient 

care. 

Yes 
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streamlinin

g 

documentat

ion, 

providing 

training, 

promoting 

work-life 

balance, 

fostering 

collaboratio

n, and 

redefining 

EHR use. 

understand 

the issue. 

Stakeholders 

can address 

the problem 

and improve 

doctors' 

well-being 

by learning 

more. 

Author/ 

Date 

 

Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 

Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

Trout et 

al., 

(2022). 

Technology 

Acceptance 

Model 

Examining 

the 

relationship 

between 

meaningful 

use 

requirements 

for EHR 

systems and 

patient 

safety 

Quantitative US 

hospitals 

were 

grouped 

into three 

categories 

based on 

CMS 

certification 

and AHA 

survey data. 

Hospitals that 

comply with 

Meaningful 

Use (MU) 

requirements 

using EHR 

systems have 

better patient 

safety 

outcomes. 

However, it is 

More 

research is 

needed to 

confirm 

whether 

EHRs 

directly 

impact 

patient 

safety, and 

more 

Improving 

EHR 

certification 

for 

meaningful 

use can 

enhance 

patient 

safety, the 

interoperabi

lity of 

No 
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outcomes in 

hospitals 

Most have 

improved 

patient care, 

cut costs, 

and 

increased 

efficiency 

by meeting 

Meaningful 

Use Stage 1 

with EHR 

systems. 

recommended 

that more 

rigorous MU 

standards be 

established to 

maintain 

steady 

progress in 

enhancing 

patient safety. 

extensive 

studies 

investigating 

specific 

EHR 

features are 

essential. 

digital 

health data, 

patient 

engagement

, and the 

accuracy of 

medical 

records, 

ultimately 

improving 

patient care 

quality. 

Author/ 

Date 
Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 

Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

Upadhya

y & Hu, 

(2022). 

 

A 

conceptual 

framework 

investigating 

technology's 

(EHR) 

impact on 

care quality. 

Aligns with 

the 

Technology 

Acceptance 

Model. 

What have 

clinicians 

experienced 

with EHRs? 

How can we 

use their 

experiences 

to improve 

EHR 

implementat

ion and 

maximize 

their 

Qualitative Mixed 

feelings 

about 

EHRs. It 

enhances 

efficiency, 

but some 

see it as a 

burden. It is 

crucial to 

reduce 

medical 

errors, but 

EHR 

implementatio

n is 

challenging 

for clinicians 

due to 

technical 

issues, lack of 

support, and 

complex 

workflows. 

Redesigning 

the system and 

To improve 

reliability, 

future 

studies 

could use 

surveys to 

reach 

clinicians 

from diverse 

practices 

and states. 

Additionally

, 

Optimizing 

EHRs is 

vital for 

better 

healthcare - 

it reduces 

errors, 

improves 

outcomes, 

and 

revolutioniz

es the 

industry. 

Yes 
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benefits for 

patients and 

clinicians? 

data 

accuracy 

concerns 

and limited 

system 

integration 

remain 

challenging

. 

improving 

implementatio

n through 

better training 

and support 

can increase 

its 

effectiveness, 

efficiency, and 

benefit to 

healthcare 

delivery. 

longitudinal 

studies 

could 

examine the 

evolving 

roles of 

EHRs over 

time. 

Author/ 

Date 

 

Theoretical/ 

Conceptual 

Framework 

 

Research 

Question(s)/ 

Hypotheses 

 

Methodology Analysis & 

Results 

Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

Departm

ent of 

Defense 

and 

Departm

ent of 

Veterans 

Affairs. 

(2022). 

 

A joint audit 

report 

framework  

 to 

comprehensi

vely 

understand 

the 

challenges, 

benefits, and 

implications 

of achieving 

EHR 

Investigate 

the efforts 

made by the 

DoD and 

VA to 

achieve 

EHR system 

interoperabil

ity. Assess 

the progress, 

challenges, 

and 

outcomes of 

Quantitative/

Qualitative-

based data 

analysis, 

interviews, 

and report 

assessments 

are also 

needed. 

DoD and 

VA 

implemente

d Cerner 

Millennium 

in 49 DoD 

facilities 

and one VA 

healthcare 

facility to 

improve the 

sharing of 

patient 

To improve 

healthcare 

services for 

military 

personnel and 

veterans, the 

DoD and VA 

must improve 

the 

interoperabilit

y of EHR 

systems. 

Propose a 

Explore 

innovative 

technologies

, strategies, 

and 

standards to 

advance 

electronic 

health 

record 

system 

interoperabil

ity further. 

With a joint 

interoperabl

e EHR 

system, 

healthcare 

providers 

within the 

DoD and 

VA can 

access a 

patient's 

complete 

medical 

Yes 
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interoperabil

ity between 

these two 

departments. 

the 

interoperabil

ity 

initiatives. 

healthcare 

information

. However, 

some issues 

remained 

unresolved: 

- Patient 

information 

was 

transferred 

from old 

systems to 

Cerner 

Millennium 

incompletel

y. 

- Lack of 

integration 

between 

medical 

devices and 

Cerner 

Millennium

. 

- Poor 

access 

restrictions 

in Cerner 

Millennium

. 

Joint DoD/VA 

EHR Program, 

analyze EHR 

information, 

establish 

interfaces for 

medical 

devices, and 

adjust user 

roles in Cerner 

Millennium 

commercial 

EHR for 

necessary 

access. 

Future 

research 

could also 

investigate 

the impact 

of 

interoperabil

ity on 

patient 

outcomes, 

healthcare 

delivery, 

and overall 

system 

efficiency. 

history, 

regardless 

of whether 

they have 

received 

care from 

military or 

veteran 

facilities. 

This will 

enable 

better 

coordinatio

n of care 

and 

improved 

continuity 

of 

treatment. 
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Author/ 

Date 
Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 

Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

Departm

ent of 

Veterans 

Affairs, 

(2023). 

Principles of 

project 

management

, change 

management

, and 

healthcare 

technology 

adoption 

Understand 

how the VA 

expedited 

(i.e., sprint) 

EHR 

implementat

ion 

methodolog

y, project 

milestones, 

and 

stakeholder 

engagement 

contribute to 

the success 

of EHR 

modernizati

on efforts. 

Qualitative 

data 

collection 

methods such 

as interviews, 

observations, 

and document 

analysis 

Experts 

from 

various 

disciplines 

addressed 

critical 

patient 

safety 

concerns by 

reviewing 

over 450 

VHA issues 

and 

selecting 

the most 

important 

30 to tackle 

during the 

Sprint. The 

VA 

structure 

and 

processes 

could have 

been more 

Continuously 

enhancing the 

functionality 

of an 

enterprise 

EHR system is 

crucial for a 

successful 

implementatio

n. Adopting a 

proactive 

approach to 

address 

concerns 

swiftly and 

establishing a 

streamlined 

framework to 

assess 

deployment 

sites is 

essential. 

Prioritizing 

these aspects 

ensures secure 

More 

research is 

needed to 

understand 

the long-

term effects 

of the 

EHRM 

Sprint 

Report on 

VA EHR 

and improve 

stakeholder 

participation

, technology 

adoption, 

and change 

management

. Sprint 

methodologi

es may also 

be helpful 

for other 

healthcare 

organization

EHR 

implementa

tion across 

federal 

organizatio

ns can 

improve 

healthcare 

practices 

and care 

coordinatio

n, reduce 

errors, and 

improve 

patient 

outcomes. 

Implementa

tions at 

these 

agencies 

can serve as 

models for 

best 

practices, 

driving 

No 
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efficient, 

and there is 

still work to 

be done to 

standardize 

processes 

across VA 

and 

optimize 

the new 

EHR for 

continuous 

use. 

and efficient 

EHR system 

deployment. 

s 

implementin

g EHRs, 

such as the 

DoD, State 

Department, 

Coast 

Guard, and 

National 

Oceanic and 

Atmospheric 

Administrati

on. 

innovation 

and 

standardizat

ion across 

the 

industry. 

Author/ 

Date 
Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 
Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

Departm

ent of 

Veterans 

Affairs. 

(2022). 

Comprehens

ive 

inspection to 

assess a 

range of 

non-

productive 

allegations 

regarding  

the 

implementat

ion of the 

What are the 

medication 

management 

deficiencies 

and potential 

patient 

safety issues 

associated 

with 

implementin

g the new 

EHR at the 

Qualitative 

approach 

through 

interviews, 

review of 

EHR-related 

documents, 

and through 

observations 

of  

Substantiate

d the 

allegations 

concerning 

medication 

managemen

t data 

migration, 

medication 

orders, and 

medical 

reconciliati

Identified 

several 

problems that 

were still 

unresolved. 

These issues 

could 

compromise 

patient safety 

if the new 

EHR system is 

implemented 

Researchers 

can analyze 

advanced 

implementat

ion 

techniques 

and the 

effectivenes

s of the new 

EHR system 

in providing 

high-quality 

HSOs can 

use new 

EHRs for 

medication 

managemen

t, including 

data 

migration, 

orders, and 

reconciliati

on. 

Accurate 

Yes 
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new VA 

EHR 

Mann-

Grandstaff 

VA Medical 

Center in 

Spokane, 

Washington

? 

facility staff 

navigating 

the new EHR 

on. 

Confirmed 

challenges 

with 

identifying,  

tracking, 

and 

resolving 

problems 

with the 

new EHR 

after going 

live at the 

facility 

without 

addressing the 

deficiencies. It 

is essential to 

take the 

necessary 

steps to 

address these 

concerns to 

ensure 

patients' well-

being and 

maintain the 

healthcare 

system's 

integrity. 

healthcare to 

veterans. 

The study 

can focus on 

the benefits 

and 

drawbacks 

of 

medication 

management

, optimize 

functionality

, and 

improve 

communicat

ion among 

healthcare 

providers for 

better 

patient 

outcomes. 

data 

migration 

prevents 

medication 

errors. 

Effective 

EHR 

implementa

tion allows 

providers to 

verify that 

medication 

matches 

medical 

history, 

reducing 

risk and 

improving 

outcomes. 

Author/ 

Date 
Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 
Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

Departm

ent of 

Veterans 

A 

comprehensi

ve, focused 

healthcare 

Discover if 

the unknown 

queue 

function in a 

Retrospective 

review  

The new 

EHR 

system had 

a severe 

A clinical 

review in June 

2021 

identified 149 

Future 

research can 

identify 

solutions for 

An 

improved 

VA EHR 

can 

No 
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Affairs, 

(2022). 
inspection to 

assess 

Veterans 

Health 

Administrati

on (VHA) 

high-risk 

patient 

safety 

concerns 

associated 

with the 

Oracle 

Cerner EHR 

implementat

ion. 

new EHR 

caused 

patient 

safety issues 

and the 

occurrence 

of adverse 

events. 

flaw that 

sent over 

11,000 

orders to an 

unknown 

queue, 

posing a 

risk to 

patients and 

causing 

harm. VA 

and Oracle 

Cerner 

worked 

together to 

fix the 

issue, but 

Oracle 

Cerner 

failed to 

inform VA 

end-users 

before the 

go-live. 

Measures 

have been 

taken to 

address the 

problem, 

but it is 

adverse events 

for patients 

due to delays 

in care 

resulting from 

the delivery of 

orders to the 

unknown 

queue. These 

included 230 

cases of 

significant 

harm, 52 cases 

of moderate 

harm, and 95 

cases of minor 

harm. It was 

concluded that 

the new EHR 

was causing 

harm to 

patients. 

addressing 

unknown 

queues in 

the VA EHR 

system that 

cause patient 

harm. It 

should focus 

on root 

causes, 

detection 

mechanisms, 

system 

transparency

, and quality 

assurance 

measures. 

enhance 

patient 

safety and 

the overall 

quality of 

patient care 

using the 

Oracle 

Cerner 

product. 

With a 

verified 

safe 

system, 

HSOs can 

use this tool 

to prioritize 

patient 

safety and 

invest in 

continuous 

improveme

nt 

initiatives 

to establish 

a high-

reliability 

organizatio

n 

environmen
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vital to 

prevent 

similar 

mistakes 

from 

happening 

again. 

t that 

ensures 

EHR 

systems' 

safe and 

effective 

use. 

Author/ 

Date 
Theoretical/ 

Conceptual  

Framework  

Research 

Question(s)/ 

Hypotheses 

Methodology Analysis & 

Results 
Conclusions Implication

s for 

Future 

research 

Implicatio

ns 

For 

practice 

Empirica

l 

Research 

(Yes or 

No) 

White & 

Nebeker, 

(2023). 

 

 

 

Introduce 

Evidence-

based policy 

decisions to 

the VA EHR 

transformati

on.  

How to 

incorporate 

research 

findings and 

informatics 

and VA 

EHR subject 

matter 

expertise  

into policy 

making 

 

 

N/A 

 

 

VA's 

intramural 

research 

program is 

uniquely 

suited to 

help realize 

the 

revitalized 

goals and 

approach of 

the EHRM 

program (to 

inform 

policies) 

through its 

informatics 

and 

The VA's 

switch to a 

commercial 

EHR system is 

a major 

change with 

unique 

challenges. It 

requires strong 

leadership, 

innovation, 

evaluation, 

and ongoing 

improvement. 

The VA 

research 

community's 

expertise is 

Orchestrated 

effort to 

engage 

VA’s rich 

and unique 

research 

resources to 

apply 

evidence 

based 

analysis and  

findings to 

policies and 

decision for 

guiding, 

improving 

and 

optimizing 

Improve 

clinical 

decision-

making, 

care 

delivery 

processes 

and/or 

population 

health 

strategies 

while 

simultaneo

usly 

enabling 

systematic 

evidence 

generation 

No 
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implementa

tion 

research 

expertise.  

 

. 

essential to 

achieving the 

ambitious 

goals of 

EHRM 

changes for 

Veterans. 

 

 

the largest 

implementat

ion of an 

electronic 

health 

record in 

history. 

 

 

 

 

through 

routine 

practice. 
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Appendix B: DHA Review Questions Search Log 

 

Database or 

location   name 
Search Terms Results Notes 

Department of Defense 

Office of Inspector 

General (All DOD OIG 

Reports) 

EHR, 

Interoperability, 

Veterans Affairs 

EHR, Standards 

AND Workflows, 

2020 to present 

8 The DoD and the VA did 

not take all the necessary 

actions to achieve 

interoperability, and the 

DoD/VA EHR has 

unsatisfactory integration. 

 
Department Of Veterans 

Affairs 

Office of Inspector 

General Reports 

Electronic Health 

Record 

Modernization EHR 

AND Cerner Oracle 

Health, EHR AND 

End User AND 

Clinician 

Satisfaction Rates, 

2020 to present 

15  VA EHR implementation, 

though improving, has a 

span of challenging 

obstacles to overcome.  

Non-standard clinical and 

administrative workflows 

are hindering EHR 

deployment progress. 

Government Accounting 

Agency Reports & 

Testimonies. 

Department of 

Veterans Affairs, 

Department of 

Defense, 

Interoperability, 

Veterans Affairs 

EHR, Standards, 

Electronic Health 

Record 

Modernization,  
EHR AND Cerner 

Oracle Health, EHR 

AND End User 

AND Clinician 

Satisfaction Rates, 

2020 to present. 

8 Training, management, 

technical, and optimization 

of VA EHR problems 

persist. 

Springer Link VA Electronic 

Health Records 

(EHR), Health 

Information 

Technology (HIT), 

100+ Covers topics of VA EHR 

roles and responsibilities, 

research agenda, EHR Use 

during the transition, 

burnout, complexity, 



86 

 

Database or 

location   name 
Search Terms Results Notes 

Electronic Medical 

Records (EMR), 

Health Information 

Exchange (HIE), 

Health Information 

Management 

(HIM), EHR 

Implementation and 

costs, Readiness 

and Training, End 

User Experience, 

2020 to present.  

patient safety, and 

disruption.  

PubMed Central from the 

U.S. National Institutes of 

Health's National Library 

of Medicine (NIH/NLM) 

 

EHR adoption and 

training, EHR 

usability and 

implementation, 

EHR 

interoperability, 

EHR security and 

privacy, EHR 

integration, and 

EHR workflow, 

2020 to present. 

100+ Academic and industry 

peer-reviewed EHR 

articles covering clinician 

experience, end-user 

experience, technological 

changes, disruption, 

change management, 

training, standards, 

interoperability, costs, and 

readiness. 

Google Scholar EHR Training, 

Patient Portal, 

Meaningful Use, 

Health IT Policy, 

EHR Benefits and 

Challenges, EHR 

Quality 

Improvement, EHR 

Data Analytics, 

Patient Engagement 

with EHR, VA 

EHRM AND 

Disruption AND 

Change 

Management, 2020, 

2021, 2022, 2023, 

2024. 

75 IT Challenges, the future 

direction of VA EHR, 

effects of EHR in 

improving the quality of 

patient care, VA EHR 

Research Agenda, patient-

reported measures in EHR, 

EHR 

transitions/modernizations. 
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Database or 

location   name 
Search Terms Results Notes 

American College of 

Healthcare Executives 

(ACHE) 

EHR AND 

Interoperability, 

Veterans Affairs 

EHR, Standards, 

2024, 2023 

Electronic Health 

Record 

Modernization, 

EHR, Cerner, 

Oracle Health, 2020 

to present. 

25 Beneficial in gaining an 

overview of the state of 

EHRs across the 

healthcare industry. 

Limited peer-reviewed 

articles. 

American Health 

Information Management 

Association (AHIMA) 

EHR, Informatics 

AND health data, 

2020 to present. 

interoperability, 

standards 

35 Beneficial in gaining an 

overview of the state of 

EHRs across the 

healthcare industry. 

Limited peer-reviewed 

articles. 
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Appendix C: DHA Appraisal Results Log 

 

Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

Ahlness et al., 

(2023). 

“Everything’s so 

Role-Specific”: 

VA Employee 

Perspectives’ on 

Electronic Health 

Record (EHR) 

Transition 

Implications for 

Roles and 

Responsibilities.                                 

 

Level III - 

High 
• VA Medical Center 

Mann-Grandstaff 

VA Medical Center 

in Spokane, WA. 

• Health Information 

Management.  

• Explore the 

implications of the 

VA's EHR transition 

for employees' roles 

and responsibilities 

at the first Cerner 

Millennium EHR 

site. 

New EHR roles 

hindered VA 

clinicians and staff's 

ability to optimize the 

system for use toward 

high-quality care.  

 

Conducted 111 

interviews with 26 

frontline 

clinicians and 

staff at Mann-

Grandstaff VA 

Medical Center in 

Spokane, WA, 

before, during, 

and after 

transition (July 

2020-November 

2021). Four 

critical themes 

emerged from 

their accounts: 

- Systems with too 

few or too many 

roles 

The data is based on 

VA employees' 

voluntary 

participation during 

a challenging 

transition early in 

the COVID-19 

pandemic. Self-

selection bias and 

compounding 

effects may have 

influenced the data. 

The study was 

conducted at the 

first VAMC to 

transition to an 

EHR, and staff 

experiences at other 

VA sites and non-



 

 

8
9

 

Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

- Erroneous work 

assignments 

- Changes to 

workers' scope of 

practice 

- Hindered 

communication 

between 

individuals with 

different roles. 

VA systems may 

vary. 

Alzghaibi, 

(2023). An 

examination of 

large-scale 

electronic health 

records 

implementation 

in Primary 

Healthcare 

Centers in Saudi 

Arabia. 

Level III - 

High 
• Large-scale EHRs at 

Primary Health 

Clinics in Saudi 

Arabia 

• Health Information 

Management. 

• Introduction of 

EHRs in Saudi 

Arabia Healthcare 

organizations 

nationwide 

The main causes that 

led to the failure of 

the large-scale project 

were lack of 

connectivity, lack of 

technical support, and 

staff changes, 

particularly those 

who occupied high-

level positions 

Seventeen project 

team members 

from different 

positions and 

backgrounds were 

purposively 

chosen to be 

interviewed. The 

transcripts' 

analysis generated 

three main themes 

and 38 codes. 

Focused on Saudi 

Arabia with a 

sustainable budget 

for EHR 

implementations, 

results may not 

apply to other 

countries or large 

scaled healthcare 

delivery systems. 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

Attafuah et al., 

2022. Satisfied or 

not satisfied? 

Electronic health 

records system 

implementation 

in Ghana: Health 

leaders’ 

perspective. 

Level III - 

High 
• Health leaders on 

the implemented 

electronic health 

records system in 

nine (9) hospitals 

within three (3) 

regions in Ghana. 

• Health Information 

Management. 

• How do EHRs 

impact data 

accuracy, 

workflows, staff 

training, support 

from the EHR team, 

and overall 

satisfaction? 

EHR systems in 

hospitals face 

challenges such as 

poor record-keeping, 

lack of clinician 

involvement, 

inadequate staff 

training, and limited 

workstations. Health 

leaders are 

dissatisfied with the 

current system. 

100 health leaders 

from selected 

hospitals in three 

regions 

participated in the 

FGD interviews to 

measure their 

satisfaction with 

the electronic 

health records 

system in three 

main areas. 

The study has 

limitations, 

including the 

exclusion of 

facilities that had 

not implemented 

the EHR system. 

Also, medical 

doctors were 

scarcely available 

during the focus 

group discussions, 

so only one 

physician assistant 

represented the 

doctors. However, 

the study is 

valuable as one of 

the first to explore 

the views of health 

leaders regarding 

the implemented 

EHR system in 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

selected hospitals in 

Ghana. 

Atkins et al., 

(2023). 

Modernizing a 

National 

Electronic Health 

Record: a 

Learning Health 

Care System 

Approach.  

Level IV – 

High 

Quality 

• VA Integrated 

Healthcare Delivery 

System.  

• Health Information 

Management. 

• Explore how EHRs 

can be leveraged to 

support a learning 

healthcare system, 

improve care 

coordination, 

enhance data 

sharing, and drive 

innovation in 

healthcare delivery. 

LHS is essential for 

implementing EHR in 

the VA healthcare 

system. It promotes 

patient-centered care, 

collaboration, and 

data-driven decision-

making. Customizing 

care to meet each 

patient's needs 

ensures that patient 

preferences and goals 

are considered. 

The VA 

developed the 

VistA EHR 

system in the 

1970s and has 

decades of 

experience 

validating LHS 

benefits. In 2019, 

the VA held a 

meeting to 

research safety 

monitors, assess 

user experience 

and training, and 

understand the 

impact of a new 

EHR system on 

provider 

More research is 

needed to evaluate 

emerging 

technologies such 

as AI, patient-

generated data, 

predictive analytics, 

and precision 

medicine. 

Simultaneously, 

research is required 

for methodologies 

to remain focused 

on the EHR's 

primary function of 

guiding clinicians 

toward the proper 

treatment at the 

right time. 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

productivity and 

how an LHS 

could optimize the 

EHR experience. 

Ayamolowo et 

al., (2023). 

Utilization of 

electronic health 

records and 

associated factors 

among nurses in 

a faith-based 

teaching hospital, 

Ilishan, Nigeria. 

Level III – 

High. 

• Faith-based teaching 

hospital, Ilishan, 

Nigeria.  

• Health Information 

Management. 

• Assessed the 

utilization of EHRs and 

associated factors 

among nurses 

Nurses utilize EHRs 

less than entirely due 

to significant barriers, 

including 

understanding EHR 

terminologies, the 

high costs of 

retraining staff, the 

workload burden, an 

inadequate 

workforce, and a lack 

of written policy 

guidelines. 

The study found 

that most 

participants had 

access to 

electronic health 

record (EHR) 

software (62.8%), 

internet facilities 

(84.2%), and 

desktop 

computers 

(76.3%). 

However, some 

participants only 

partially utilized 

EHRs. The factors 

significantly 

associated with 

better utilization 

This research 

focused only on 

nurses' EHR users. 

It would be 

beneficial to 

involve other 

healthcare workers 

and critical 

informants handling 

patient care-related 

information to 

gather more data on 

factors affecting 

EHR 

implementation and 

utilization. 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

of EHRs were 

female nurses, 

those holding 

Bachelor of 

Nursing Science 

degrees, those 

with access to 

EHR software, 

and those who 

received 

sponsored EHR 

training. 

Bernstam et al., 

(2022). 

Quantitating and 

assessing 

interoperability 

between 

electronic health 

records. 

Level III – 

A (High) 

• Oncology Sites that 

implemented EHRs. 

• Health Information 

Management. 

• Quantify the 

interoperability of real-

world EHR 

implementations 

concerning clinically 

relevant structured data. 

The measure shows 

that two healthcare 

sites that use the 

same EHR system are 

usually better at 

sharing information 

than two sites that use 

different systems. 

However, even if two 

sites use the same 

EHR system, there is 

Data from 68 

oncology sites 

using 5 EHRs 

were analyzed. 

Six medications 

and tests with 

established 

standards were 

used to calculate 

EHR 

The study did not 

utilize EHR data 

extraction and 

export tools, such as 

CDA extracts or 

translation layers. 

The chosen data 

elements and their 

even weight for 

assessing 

interoperability 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

no guarantee that 

they can easily share 

information. 

interoperability 

scores. 

were examples, not 

definitive 

recommendations. 

Several crucial 

clinical data 

categories were 

excluded. 

Cogan et al., 

(2023). Using 

Research to 

Transform 

Electronic Health 

Record 

Modernization: 

Advancing a VA 

Partnered 

Research Agenda 

to Increase 

Research 

Impacts. 

Level III – 

High 

• VA Medical 

Centers Sites that 

implemented EHRs. 

• Health Information 

Management. 

• Development of a 

research agenda 

designed to optimize the 

EHR transition 

processes and 

implementation 

outcomes in a large, 

nationally integrated 

delivery system 

Researchers engaged 

with stakeholders to 

identify crucial 

research topics such 

as operations, patient 

experience, clinical 

outcomes, value 

realization, patient 

safety, and 

informatics 

innovations. Based 

on this, an evidence-

based research 

agenda was 

established to address 

stakeholders' needs. 

This agenda was 

created using a 

mixed methods 

approach. It 

involved 

evaluating the 

funded VA EHR-

related research 

portfolio, 

reviewing 

published EHR 

transitions 

literature, and 

holding meetings 

with VA 

researchers, 

There may be 

different 

approaches to 

developing a 

research agenda that 

would have resulted 

in different 

priorities. This 

portfolio review is 

only considered 

active research 

projects funded by 

the VA, but it may 

be necessary to 

include projects 

funded by other 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

Continued research 

and evaluation 

investment is crucial 

for this EHR 

transition's success. 

operational 

partners, and 

external experts. 

These steps 

helped establish a 

comprehensive 

EHR research 

agenda aligned 

with health system 

priorities and 

needs. 

agencies to ensure a 

comprehensive 

assessment. 

Gianfrancesco & 

Goldstein, 2021. 

A narrative 

review on the 

validity of 

electronic health 

record-based 

research in 

epidemiology. 

Level V B 

(Good 

Quality) 

• Search on PubMed for 

publications indexed by 

the Medical Subject 

Headings term 

“electronic health 

records” reveal an 

exponential growth  

in biomedical literature, 

especially over the last 

10 years with an excess 

of 50,000 publications. 

EHR data research 

has significantly 

impacted public 

health by providing 

extensive, long-term 

data on diverse 

patients. As more 

epidemiologists use 

this data source, it 

will continue to do 

so. EHR data's ability 

to include individuals 

50,000 

publications, 10 

years of study 

EHR data observed 

is limited to the 

specific 

subpopulation 

examined, EHR 

may have limited or 

inaccurate 

information on 

socioeconomic 

status, race, and 

ethnicity that one 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

• Health Information 

Management. 

• Understanding the 

extent of and 

remediating potential 

biases of EHR 

epidemiology research 

data 

 

not typically part of 

clinical trials allows 

researchers to track 

longitudinal 

outcomes and 

potentially change the 

understanding of risk 

factors. 

may wish to 

compare. 

Abbasi et al. 

(2023). End-user 

perspectives on 

factors affecting 

implementation 

and utilization of 

the Iranian 

electronic health 

record system: a 

qualitative study 

in a developing 

country 

Level III - 

High 

• 22 public and six 

private hospitals in 

West Azerbaijan 

province in Iran 

• Health Information 

Management. 

• Assess the points of 

view of nonclinical end-

users regarding the 

implementation and 

utilization of the Iranian 

electronic health record 

system. 

• EHR 

implementations 

require a considerable 

investment 

• Expenses cover 

technical, human, 

cultural, managerial, 

and financial sectors 

of the HSO. 

• The financial plan 

was inadequate, and 

it affected the 

predetermined goals. 

Conducted in 

2021 for 7 months 

from February to 

August. In this 

study, data were 

collected through 

in-depth semi-

structured 

interviews with 70 

non-clinical end-

users. 

Due to the spread of 

the coronavirus, 

researchers could 

not travel to other 

provinces for 

interviews during 

the peak of the 

epidemic, so the 

interview time was 

shorter than 

expected. The vice-

chancellor's experts 

couldn't be 

interviewed due to 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

their commitment to 

disease control and 

management. 

Harris, C. (2023). 

Challenges with 

VA’s New 

System Call for 

Management 

Improvements 

Statement of 

Carol C United 

States 

Government 

Accountability 

Office. 

Level V - 

High. 

• VA Medical Centers 

Sites that implemented 

EHRs. 

• Health Information 

Management. 

• Assess VA's EHR 

program 

implementation by 

evaluating change 

management, user 

satisfaction, and issue 

resolution. Identify 

areas for improvement. 

GAO conducted a 

literature search and 

surveys to determine 

user satisfaction with 

the new EHR, 

interviewed users, 

and analyzed VA 

data on the 

contractor's system 

performance. The VA 

EHR program must 

improve change 

management 

activities by 

enhancing workforce 

skills and 

competencies, 

identifying and 

addressing potential 

About 79 percent 

(1,640 of 2,066) 

of VA EHR users 

are unhappy with 

the new system 

due to 

performance, 

training, and 

safety issues. No 

user satisfaction 

targets have been 

established, 

making it difficult 

to determine 

whether the 

system should be 

deployed at 

additional sites. 

The VA needed to 

Study was limited 

to determining the 

extent to which VA 

had (1) followed 

leading 

organizational 

change 

management 

practices for the 

EHR program, (2) 

assessed 

satisfaction with the 

new system, and (3) 

identified and 

addressed EHR 

system issues.  

Other factors 

Affecting the 

success of the EHR 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

barriers to change, 

and setting targets 

and metrics for 

change. 

 

address system 

issues correctly, 

including trouble 

tickets that were 

not resolved 

within timeliness 

goals. 

were not studied 

and will require 

additional research. 

Heponiemi et al., 

2021. Electronic 

Health Record 

Implementations 

and Insufficient 

Training 

Endanger Nurses' 

Well-being: 

Cross-sectional 

Survey Study 

Level III - 

High 

• Finnish nursing using 

EHRs in various health 

service organizations in 

Finland 

• Health Information 

Management. 

• Examine the 

associations of EHR-to-

EHR implementations 

and the sufficiency of 

related training with 

perceived stress related 

to information systems 

EHR 

implementations and 

insufficient training 

may endanger nurses' 

well-being and lead 

to errors. 

3610 registered 

Finnish nurses in 

2020. Staff who 

recently 

experienced EHR 

(Electronic Health 

Record) 

implementation 

reported high 

stress related to 

information 

systems (adjusted 

mean 4.07, SE 

0.05) and time 

pressure (adjusted 

mean 4.55, SE 

This study has 

limitations due to 

the low explanatory 

strength of the 

independent 

variables and low 

R² values. Causal 

inferences cannot 

be drawn from the 

results, and further 

high-quality studies 

are needed in this 

area. 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

0.06). Those 

without recent 

EHR 

implementations 

reported lower 

stress levels in 

these areas 

(adjusted mean 

3.26, SE 0.04 for 

information 

systems; adjusted 

mean 4.41, SE 

0.05 for time 

pressure). 

Jiang et al., 2023. 

Pre-Pandemic 

Assessment: A 

Decade of 

Progress in 

Electronic Health 

Record Adoption 

among U.S. 

Hospitals 

Level V – 

High 

Quality 

•  This study  

provides a pre-

pandemic assessment of 

US hospitals , 

highlighting a decade of 

progress in EHR 

adoption from 2009 to 

2019,  

The findings point to 

enduring disparities  

among hospitals, a 

concentrated market 

share by 6 vendors 

(90%), and 

significant concerns 

regarding 

maintenance costs. 

The study found 

that basic EHR 

adoption surged 

from 6.6%  

to 81.2%, while 

comprehensive 

systems increased 

from 3.6% to 

63.2%. 

The research did 

not deeply explore 

the disparities in 

EHR adoption rates 

among different 

types of hospitals. 

Larger, urban, 

nonprofit system 

hospitals have high 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

• Health Information 

Management. 

• Explore the basis of 

EHR adoption surge. 

er adoption rates 

due to their 

financial  

resources. Smaller, 

rural, and public 

hospitals have 

lower adoption rates 

due to  

financial 

constraints. This 

raises concerns 

about equitable 

access  

to advanced 

healthcare 

technology. 

Li et al., 2022. 

The Impact of 

Electronic Health 

Record 

Interoperability 

on Safety and 

Quality of Care 

Level V 

Good 

Quality 

•  12 studies were 

gleamed from 4 web-

based medical journals 

during the period of 

2010 through 2022• 

Health Information 

Management. 

The effect of EHR 

interoperability on 

care quality and 

safety is unclear due 

to diverse research 

approaches. 

Standardized 

A total of 12 

studies met the 

inclusion criteria 

to be included in 

our review. The 

findings were 

categorized into 6 

1. Only English 

publications 

focused on high-

income countries, 

possibly missing 

experiences from 

non-English or low- 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

in High-Income 

Countries: 

Systematic 

Review. 

• Examine how EHR 

interoperability affects 

patient safety, or other 

dimensions of care 

quality, in high-income 

health care settings. 

outcome measures for 

health information 

technology research 

could improve 

quality. 

common outcome 

measure 

categories: patient 

safety events, 

medication safety, 

data accuracy and 

errors, care 

effectiveness, 

productivity, and 

cost savings. 

and middle-income 

countries. 

2. Found few 

negative impacts of 

interoperable EHRs, 

likely due to 

publication bias. 

3. The diversity of 

study types and 

outcomes made 

direct comparisons 

difficult. 

Modi et al., 

(2024). Value of 

Electronic Health 

Records 

Measured Using 

Financial and 

Clinical 

Outcomes: 

Quantitative 

Study. 

Level II - 

High 

• Hospital sites that 

implemented EHRs. 

• Health Information 

Management. 

• Assess VA's EHR 

program 

implementation by 

evaluating change 

management, user 

satisfaction, and issue 

To investigate their 

relationship, combine 

EHR adoption levels 

and financial and 

clinical outcomes in a 

single conceptual 

model. 

A study analyzed 

5768 hospital-year 

observations over 

four years to 

investigate the 

relationship 

between 

electronic health 

record (EHR) 

adoption, 

readmission rates, 

Secondary data 

research poses a 

risk of inconsistent 

data collection 

methods due to 

human error, a 

limitation of this 

study. The 

readmission rate 

variable was 

determined using 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

resolution. Identify 

areas for improvement. 

and hospitals' 

financial 

performance. The 

results showed 

that as the 

readmission rate 

increased, the 

positive effect of 

EHR adoption on 

operating margin 

decreased. The 

study also found 

that hospitals with 

higher 

readmission 

payment 

adjustment factors 

were less likely to 

incur penalties. 

Medicare Cost 

Reports, reported 

on a 3-year rolling 

basis. The study 

analyzed specific 

years' readmission 

rates to evaluate the 

link between EHR 

adoption levels and 

financial outcomes. 

Ngusie et al., 

(2022). 

Healthcare 

providers’ 

Level III – 

High 

• Adoptions of EHR in 

low-income country 

settings. 

50% of survey 

participants said 

healthcare providers 

should be adequately 

The results of a 

recent study 

demonstrate a 

readiness level of 

Although the study 

provided valuable 

insights into EHR 

readiness, a broader 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

readiness for 

electronic health 

record adoption: 

a cross-sectional 

study during the 

pre-

implementation 

phase. 

• Health Information 

Management. 

• Examining healthcare 

providers’ readiness for 

EHR adoption and 

associated factors in 

southwestern Ethiopia. 

prepared before 

adopting EHRs. 

Younger age groups 

are more prepared 

than older ones. 

Efforts are needed to 

enhance readiness, 

especially for older 

groups. 

52.8% for EHR 

adoption. Factors 

significantly 

associated with 

healthcare 

providers' 

readiness to adopt 

EHRs included 

age, computer 

literacy, computer 

access at health 

facilities, attitude 

toward EHRs, 

awareness, 

perceived 

benefits, and 

perceived 

technology self-

efficacy. The 

statistical 

significance of 

these findings was 

evident with a cut 

range of factors that 

may impact the 

implementation of 

electronic health 

records must be 

considered. 

Organizational, 

technological, and 

societal readiness 

should be 

considered to 

ensure a successful 

EHR 

implementation. 



 

 

1
0

4
 

Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

point of less than 

0.05. 

Ni et al., 2019. 

Barriers and 

facilitators to the 

data quality of 

electronic health 

records used for 

clinical research 

in China: a 

qualitative study. 

Level III – 

High 

• Four tertiary hospitals 

in Beijing, China, with 

19 participants 

experienced in using the 

Electronic Health 

Record (EHR) covering 

five months, March – 

July 2018.    

• Health Information 

Management. 

 

Explore healthcare 

professionals' 

experiences and 

perceptions of 

barriers and 

facilitators of data 

quality of EHR-based 

studies in the Chinese 

context. 

4 hospitals with 

970 and 1500 

beds, 19 

participants, 

3 years of work 

experience, 5 

months of study 

duration 

The participants 

were recruited from 

four hospitals in 

Beijing, and the 

generalizability of 

the findings may be 

limited because of 

the small sample 

size. 

The cultural 

background and 

experience of the 

authors may 

influence the 

interpretation of the 

data. 

Nijor et al., 2022. 

Patient safety 

issues from 

information 

Level V 

Good 

Quality 

• A literature search was 

conducted using 

transparent reporting 

standards. PubMed and 

Information overload 

in EHRs may result 

in higher error rates 

The review 

included studies 

published from 

January 2010 to 

The role of EHR in 

adverse patient 

safety events 

requires further 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

overload in 

electronic 

medical records. 

Web of Science were 

searched for articles 

relevant to EHR 

information overload 

using specific 

keywords. 

• Health Information 

Management 

• Better understand how 

information overload in 

EHR affects patient 

safety. 

and negatively impact 

patient safety. 

January 2021, 

with a focus on 

articles from June 

2018 to January 

2021. Initially, 

7322 records were 

collected, 51 

articles were 

eligible, and 28 

were used for the 

literature review.. 

study and efforts to 

improve usability, 

with a focus on 

physicians as end 

users. Federal 

agencies should 

promote faster 

adoption of 

enhanced EHR 

interfaces. 

Pew Charitable 

Trusts. Most 

Americans Want 

to Share and 

Access More 

Digital Health 

Data. (2021). 

Level V 

High 

• National survey of 

1,213 adults (ages 18 

plus) 

• Health Information 

Management. 

Understand how 

Americans perceive the 

digitization of medical 

histories over the past 

two decades as 

healthcare facilities 

The study found that 

most Americans 

support the expanded 

use of EHRs and 

digitized health data. 

They also want 

strong security 

controls to prevent 

health data breaches. 

Electronic methods 

for health data 

- 81% of adults 

support increased 

access to health 

information. 

- Over two-thirds 

want clinicians to 

exchange more 

health 

information. 

- The majority of 

Americans want 

The study did delve 

into the research 

needed to fully 

realize those goals 

to include what will 

require the 

government, EHR 

vendors, hospitals, 

and providers to act 

cohesively across 

the U.S. healthcare 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

transitioned to EHRs 

and their readiness for 

wider data exchange 

and access. 

exchanges have 

increased the need for 

greater protection.  

their health data to 

be more 

accessible and 

better protected. 

- About 40% of 

survey 

respondents are 

more likely to 

support efforts 

enabling data-

sharing.. 

- Respondents are 

comfortable with 

health providers 

scanning patient 

fingerprints or 

assigning unique 

numbers or codes 

to ensure that 

different EHR 

systems correctly 

match records for 

the same person 

industry and 

delivery system. 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

by a 2-to-1 

margin. 

Rogers, E. 

(2003). Diffusion 

of Innovation. 

Level V – 

High 

Quality 

• 172 VA Medical 

Centers and 1,138 

outpatient sites of care 

of varying complexity 

(VHA outpatient 

clinics) to over 9 

million Veterans 

enrolled in the VA 

health care program.   

• Health Information 

Management. 

• The Department of 

Veterans Affairs is 

seeking to diffuse new 

healthcare 

information/clinical 

technology (EHR) 

innovations in the most 

extensive integrated 

"Diffusion of 

Innovations" explores 

how new ideas, 

technologies, and 

practices spread 

within societies. The 

book analyzes factors 

influencing 

innovation adoption 

and dissemination, 

shedding light on 

successful diffusion 

strategies. Rogers 

delves into diffusion 

dynamics, 

emphasizing how 

innovations permeate 

social systems. 

Innovators – 

2.5%, Early 

Adopters 13.5%, 

Early Majority 

34%, Late 

Majority 34%, 

Laggards 16% 

Specific application 

of Diffusion of 

Innovations Theory 

to the VA 

healthcare delivery 

systems with over 

400,000 employees 

and nationwide 

locations.  
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

healthcare system in the 

United States. 

Sittig, D. F., & 

Singh, H. (2012) 

Level V – 

High 

Quality 

• 172 VA Medical 

Centers and 1,138 

outpatient sites of care 

of varying complexity 

(VHA outpatient 

clinics) to over 9 

million Veterans 

enrolled in the VA 

health care program.   

• Health Information 

Management. 

• Ensure the safety of an 

enterprise EHR 

supporting a nationwide 

integrated healthcare 

delivery system with 

over 1200 sites of care 

and 9.2 million patients. 

VA’s EHR needs to be 

designed for safety, 

Here are five 

strategies to support 

the VA in 

modernizing the 

EHR: 

1) Implement shared 

responsibility 

principles for EHR 

transitions. 

2) Support and 

empower staff. 

3) Standardize EHR 

functionality and 

workflows. 

4) Optimize EHR 

reliability, response 

time, and design. 

5) Centralize EHR 

safety assessment and 

monitoring. 

Over 1200 sites of 

care and 9.2 

million patients. 

available 24 

hrs/day, 7 

days/week 

Expert opinion 

versus scientific 

research-based 

findings 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

usability, 

responsiveness, and 

24/7 availability. 

Skeff et al., 

(2022). 

Professional 

Behavior and 

Value Erosion: A 

Qualitative Study 

of Physicians and 

the Electronic 

Health Record. 

Level III – 

High 

•  Two healthcare 

service organizations in 

California 

• Health Information 

Management. 

• Explored the 

connections between 

physicians' distress and 

the EHR. 

Physicians 

experience distress 

and negative impacts 

on their professional 

activities due to 

obstacles, poor 

implementation, 

design, and 

functionality of 

electronic health 

records (EHR), 

billing priorities, lack 

of efficiency, and 

poor teamwork 

function. The distress 

arises from 

prioritizing systems-

based practice over 

other desired 

professional actions 

Analyzed 

physician 

responses to 

identify themes 

regarding the 

negative impact of 

the EHR on 

physician 

experience and 

actions. EHR 

“distressing 

events” were 

categorized using 

the Accreditation 

Council for 

Graduate Medical 

Education 

(ACGME) 

Physician 

Some limitations 

are related to 

participant 

recruitment, 

representation, and 

setting. Future 

studies could 

expand the sample 

size and include 

participants from a 

more diverse range 

of healthcare 

organizations to 

gain a broader 

perspective. 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

and behaviors. 

Physicians fear 

retribution or lack 

confidence that their 

issues will be 

addressed and thus 

refrain from sharing 

problems. 

Professional 

Competencies: 

• Practice-Based 

Learning and 

Improvement 

• Patient Care 

and 

Procedural 

Skills 

• Systems-

Based Practice 

• Medical 

Knowledge 

• Interpersonal 

and 

Communicatio

n Skills 

Professionalism 

Trout et al., 

(2022). The 

Impact of 

Meaningful Use 

Level II - 

High 

•  US hospitals are 

grouped into three 

categories based on 

Hospitals that comply 

with Meaningful Use 

(MU) requirements 

using EHR systems 

•  This study 

analyzed EHRs' 

impact on patient 

safety in 349 

This study has a 

limitation. Stage 1 

Meaningful Use 

functionalities were 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

and Electronic 

Health Records 

on Hospital 

Patient Safety.  

CMS certification and 

AHA survey data. 

• Health Information 

Management. 

• Explored the 

connections between 

meaningful use 

requirements for EHR 

systems and hospital 

patient safety outcomes. 

have better patient 

safety outcomes. 

However, it is 

recommended that 

more rigorous MU 

standards be 

established to 

maintain steady 

progress in enhancing 

patient safety. 

hospitals across 

four states. It used 

Patient Safety 

Indicators (PSIs) 

to evaluate safety 

and categorized 

hospitals into 

groups based on 

their MU stage. 

The groups were 

those that verified 

to MU, those with 

fully implemented 

EHRs but no MU 

verification, and 

those with 

partially 

implemented 

EHRs or no EHR 

system. 

classified based on 

their potential, not 

actual attestation. 

The study evaluated 

EHR systems using 

2007 information, 

which could lead to 

misclassification of 

hospitals that 

adopted Stage 1 

functionalities after 

2007. The study 

estimated patient 

safety from 2008 to 

2010. 

Turbow, S., 

Hollberg, J. R., & 

Level V – 

Good 

Quality 

•  The U.S. healthcare 

system consists of a 

disconnected patchwork 

The healthcare 

industry must 

research to identify 

As of 2014, less 

than half of 

nonfederal 

Expert opinion 

versus scientific 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

Ali, M. K. 

(2021). 

of policies, facilities, 

and services (Trauma 

hospitals, academic 

medical centers, 

medical clinics, home 

health centers, and 

small hospitals.) 

• Health Information 

Management. 

• National healthcare 

interoperability (data, 

workflows and 

standards) 

barriers to 

information exchange 

and assess the return 

on investment. 

Policymakers should 

create a task force to 

refine support for 

Health Information 

Exchanges. For EHR 

vendors to create 

user-friendly HIEs 

and data sharing 

across platforms, 

market and economic 

incentives are 

needed. 

hospitals offered 

electronic queries 

to other 

organizations for 

patient health 

information 

research-based 

findings 

Upadhyay & Hu, 

(2022). A 

qualitative 

analysis of the 

impact of 

electronic health 

records (EHR) on 

Level III – 

High 

•  Trauma hospitals, 

academic medical 

centers, medical clinics, 

home health centers, 

and small hospitals. 

• Health Information 

Management. 

Healthcare 

professionals have 

mixed feelings about 

EHRs. Nurses are 

more optimistic about 

EHRs' ability to 

streamline work and 

We conducted 

semi-structured 

interviews with 20 

healthcare 

professionals from 

different 

organizations to 

This survey did not 

include questioning 

clinicians from 

different locations 

and practices. 

Future surveys can 

also examine the 



 

 

1
1
3

 

Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

healthcare quality 

and safety: 

Clinicians’ lived 

experiences. 

• Explore the lived 

experiences of 

clinicians to assess 

EHR's role in improving 

healthcare quality and 

safety. 

improve patient care. 

Concerns exist about 

data accuracy and 

sharing patient 

information. Despite 

challenges, EHRs can 

prevent medical 

errors and improve 

patient safety. 

However, healthcare 

professionals need 

more training and 

support to use them 

effectively. 

discuss the 

benefits and 

challenges of 

EHR in healthcare 

quality and safety. 

Two investigators 

conducted the 

interviews from 

Oct 2018 to May 

2019 with IRB 

approval. 

Participants used 

EHR regularly for 

12+ months. 

Interviews lasted 

an hour each over 

the phone or 

Skype. 

evolving role of 

EHRs over time. To 

address 

confidentiality 

concerns, future 

surveys can ask 

about software in 

facilities. Software 

design and 

implementation 

approaches play 

critical roles in 

EHR activation and 

should be explored 

in future surveys. 

OIG. (2022). Level V – 

Good 

Quality 

As of December 2021, 

Cerner Millennium had 

deployed at 49 DoD 

healthcare facilities and 

one VA facility. The 

The DoD and VA 

worked to make 

patient health care 

information shareable 

across their systems 

49 military 

hospitals, Five 

VA medical 

centers, 22 

community-based 

Audit is limited to 

these internal 

control components 

and  
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

DoD plans to deploy 

Cerner Millennium at 

490 healthcare facilities 

by 2023, and the VA 

plans to deploy Cerner 

Millennium at 1,454 

healthcare facilities by 

2028. 

• Health Information 

Management. 

• DoD and VA EHR 

Interoperability 

by acquiring Cerner 

Millennium and 

launching the Joint 

Health Information 

Exchange. However, 

they did not 

consistently transfer 

patient health care 

information from 

legacy systems to 

Cerner Millennium or 

develop interfaces for 

all medical devices to 

automatically upload 

patient information. 

outpatient clinics, 

and 52 remote 

sites with more 

than 10,000 users. 

underlying 

principles, it may 

not have disclosed 

all internal control 

deficiencies that  

may have existed at 

the time of this 

audit. 

United States 

Government 

Accountability 

Office. (2022, 

Jun 27). 

Level V – 

Good 

Quality 

• Health data breaches 

affecting 500 or more 

individuals, observed 

from 2009 to 2015 

resulting in over 113 

million breached 

records as reported in 

2021 

Since 2015, the 

Department of Health 

and Human Services 

(HHS) has noted an 

increase in reported 

breaches. The 

affected individuals 

numbered from 

3,200 total  

reported breaches 

from the three 

types of covered 

entities (health 

plans,  

health care 

providers, and 

Expert opinion 

versus scientific 

research-based 

findings. 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

• Health Information 

Management. 

• Review the 

requirement for covered 

entities to report 

electronic data breaches 

involving personal 

health information to 

Health and Human 

Services (HHS). Assess 

HHS's review and 

assessment of security 

protocols and 

procedures, and identify 

improvements needed 

for continuous process 

enhancement. 

around 5 to 113 

million. These 

breaches involve 

unauthorized 

exposure, disclosure, 

or loss of identifiable 

health information, 

whether intentional or 

unintentional. 

health care 

clearinghouses) 

and their business  

associates from 

2015 to 2021. 

Legislative 

Hearing on H.R. 

592; H.R. 608; 

H.R. 1658; H.R. 

1659; AND H.R. 

2499 (2023). 

Level V – 

Good 

Quality 

• 172 VA Medical 

Centers and 1,138 

outpatient sites of care 

of varying complexity 

(VHA outpatient 

clinics) to over 9 

The VA must certify 

to Congress that the 

electronic health 

record system has 

achieved specific 

improvement goals at 

The program is 

live at only five 

medical centers 

after 5 years, and 

over $5 billion has 

been spent. 

Expert witness 

opinion versus 

scientific research-

based findings. Bill 

not finalized. 
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Author, date, 

and title 

Evidence 

level and 

quality 

rating 

Focus: HSO type, 

Research Domain, and 

Specific Problem being 

addressed  

Findings that help 

answer the review 

question(s) 

Metrics and 

Measures if used 

Source Limitations 

million Veterans 

enrolled in the VA 

health care program.   

• Health Information 

Management. 

• Ensure the safety of an 

enterprise EHR 

supporting a nationwide 

integrated healthcare 

delivery system with 

over 1200 sites of care 

and 9.2 million patients. 

VA’s EHR needs to be 

designed for safety, 

usability, 

responsiveness, and 

24/7 availability. 

each VHA facility 

before starting any 

program activity. 

Additionally, the VA 

cannot implement the 

electronic health 

record system at a 

VHA facility until it 

provides 

certifications 

regarding accuracy, 

preparedness, and 

impact on patient 

care. 
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Appendix D: DHA Thematic Analysis Results 

Author(s) and Date Findings and Initial Codes Code List for Initial 

Development  

Ahlness, E. A., Orlander, J. D., Brunner, J., Cutrona, S. L., Kim, 

B., Molloy-Paolillo, B., Rinne, S. T., Rucci, J. M., Sayre, G., & 

Anderson, E. (2023). “Everything’s so Role-Specific”: VA 

Employee Perspectives’ on Electronic Health Record (EHR) 

Transition Implications for Roles and Responsibilities. Journal of 

General Internal Medicine. https://doi.org/10.1007/s11606-023-

08282-5 

 

• EHR transitions are 

profoundly disruptive. 

• Unanticipated changes 

in the scope of duties 

brought upon by the 

transition 

• impediments to 

communication and 

collaboration 

• Changes may increase 

user error, 

dissatisfaction, and 

patient care disruptions 

• Employees' new EHR 

roles are disruptive in 

completing work 

assignments. 

• Clinicians' roles 

changed the scope of 

the practice, which 

affected patient safety. 

• Added extra layers of 

complexity to the 

individuals and 

organization (i.e., 

clinics, medical centers, 

and central office 

reporting). 

Atkins, D., Clancy, C., & Shereef Elnahal. (2023). Modernizing a 

National Electronic Health Record: a Learning Health Care 

System Approach. 

• To identify the most 

valuable training 

elements, a more robust 

assessment of user 

• Training is essential to 

the VA’s role as a 

learning health system 

and is vital to US health 

care overall. 

https://doi.org/10.1007/s11606-023-08282-5
https://doi.org/10.1007/s11606-023-08282-5
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Journal of General Internal Medicine, 38(S4), 934–936. 

https://doi.org/10.1007/s11606-023-08334-w 

 

experience and the role 

of training is needed. 

• Underestimated the 

number of EHR trainers 

needed. 

• Lack of adequate 

training affected the 

EHR “Go Live” launch 

and weeks of lower 

operational productivity.  

• EHR training is critical 

to maintaining 

accountability and 

transparency in quality 

improvement. 

• Inadequate EHR during 

implementation breeds 

errors and confusion for 

clinicians 

Attafuah, P. Y. A., Abor, P. A., Abuosi, A. A., Nketiah-

Amponsah, E., & Tenza, I. S. (2022). Satisfied or not satisfied? 

Electronic health records system implementation in Ghana: Health 

leaders’ perspective. BMC Medical Informatics and Decision 

Making, 22(1). https://doi.org/10.1186/s12911-022-01998-0 

 

• EHR systems in 

hospitals face 

challenges such as poor 

record-keeping 

• Lack of clinician 

involvement, inadequate 

staff training, and 

limited workstations. 

• Health leaders are 

dissatisfied with the 

current system 

• Important to evaluate 

the EHR precision 

• Influence on workflow 

• Staff training for 

optimal usage 

• Assistance from the 

EHR team 

• Assessment of general 

satisfaction with the 

EHR system 

• Healthcare leaders' 

perspectives on the 

obstacles and 

achievements of the 

EHR system are crucial 

https://doi.org/10.1007/s11606-023-08334-w
https://doi.org/10.1186/s12911-022-01998-0
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Ayamolowo, L. B., Irinoye, Omolola O, & Olaniyan, A. S. (2023). 

Utilization of electronic health records and associated factors 

among 

nurses in a faith-based teaching hospital, Ilishan, Nigeria. JAMIA 

Open, 6(3). https://doi.org/10.1093/jamiaopen/ooad059 

 

• Lack of proper 

education and training 

on EHR can threaten the 

utilization of EHRs. 

• There is an urgent need 

for sustained EHR-

sponsored training. 

• Training is costly but 

needed expense. 

• Training must be 

planned and conducted 

“just in time” for staff 

to retain new 

knowledge. 

• Sustainment training is 

needed for current and 

new staff 

• Leadership must plan 

for training costs as a 

strategic and essential 

expense. 

Ball, S. L., Rucci, J. M., Molloy-Paolillo, B. K., Cutrona, S. L., 

Brunner, J., Mohr, D. C., Kim, B., Moldestad, M., E David 

Zepeda, Orlander, J. D., Anderson, E., Cohen-Bearak, A., 

Helfrich, C. D., Sayre, G., & Rinne, S. T. (2024). “For the first 

time…I am seriously fighting burnout”: clinician experiences with 

a challenging electronic health record transition. JAMIA Open, 

7(3). https://doi.org/10.1093/jamiaopen/ooae067 

 

• Highlight strategies to 

improve employee 

experiences during EHR 

transitions: (1) working 

with vendors to resolve 

known issues and 

improve usability; (2) 

role-based training with 

opportunities for self-

directed learning; (3) 

peer-led support 

systems and timely 

feedback on issues; (4) 

messaging that responds 

• Important to effectively 

handle new problems 

and be open with staff.  

 

• Provide better training 

for using updated EHR 

versions. 

 

• Offering consistent 

support for new 

problems, issues, and 

risks 

 

https://doi.org/10.1093/jamiaopen/ooad059
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 to challenges and 

successes; and (5) 

continuous efforts to 

support staff with issues 

and address clinician 

and staff stress and 

burnout.  

• Sharing an encouraging 

message while being 

honest about 

shortcomings 

 

• Use organizational-

level strategies to 

reduce employee 

burnout. 

Bernstam, E. V., Warner, J. L., Krauss, J. C., Ambinder, E., 

Rubinstein, W. S., Komatsoulis, G., Miller, R. S., & Chen, J. L. 

(2022). 

Quantitating and assessing interoperability between electronic 

health records. Journal of the American Medical Informatics 

Association: JAMIA, 29(5), 753–760. 

https://doi.org/10.1093/jamia/ocab289 

 

• EHR data elements 

must be standardized for 

enterprise-wide clinical 

workflows. 

• Standards are needed to 

achieve integration and 

interoperability with 

other HSO information 

systems 

• Health information 

systems standards can 

vary widely 

• Large HSOs like the 

VA must undergo pre-

deployment 

standardizations of 

workflows and data 

elements for EHR 

success 

• Historically known 

health data areas are 

standardized (ICD-9/10, 

encounters, 

demographics, others 

such medications and 

lab tests are not. 

• EHR implementations 

offer a forcing function 

https://doi.org/10.1093/jamia/ocab289
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for organization-wide 

data standardization. 

Cogan, A. M., Rinne, S. T., Weiner, M., Simon, S. R., Davila, J. 

A., & Yano, E. M. (2023). Using Research to Transform 

Electronic Health Record Modernization: Advancing a VA 

Partnered Research Agenda to Increase Research Impacts. Journal 

of General Internal Medicine, 38(S4), pp.   

965–973. https://doi.org/10.1007/s11606-023-08289-y 

 

• VA EHR transition 

represents a cultural 

transformation toward 

national standardization. 

• 172 VA Medical 

Centers are varied in 

data standardization and 

workflow procedures. 

• Non-standardization 

affects the EHR 

implementation 

deployment schedule. 

• A VA EHR 

implementation 

research agenda can 

facilitate data/workflow 

standardization 

• An evidence-based 

research approach is 

needed to 

galvanize/guide VA 

medical centers toward 

a single standard EHR.  

• VA EHR Standards 

offer an unprecedented 

research 

opportunity/evaluation 

with a national 

https://doi.org/10.1007/s11606-023-08289-y


 

 

1
2
2

 

integrated healthcare 

delivery system. 

Gianfrancesco, M. A., & Goldstein, N. D. (2021). A narrative 

review on the validity of electronic health record-based research in 

epidemiology. BMC Medical Research Methodology, 21(1). 

https://doi.org/10.1186/s12874-021-01416-5 

 

 

• EHR data challenges are 

associated with validity, 

representativeness of a 

specific population 

group, data availability, 

whether it could be 

interpreted accurately, 

and missing data.  

• Each challenge can 

cause data degradation 

and lead to a flawed 

analysis of 

epidemiology studies. 

Epidemiologists' data 

analysis is crucial to 

disease management 

and establishing 

evidence-based control 

• Establishing data 

standards within and 

across EHRs affects the 

validity of data 

• Population health 

research associated with 

social determinants of 

health (SODH) is 

affected by data 

degradation 

• Data quality and 

standards involve 

multiple teams, 

including EHR-trained 

providers, clinicians, 

informaticists 

• Data degradation 

affects end-user 
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quality measures for 

patients and public 

health.  

 

experience, acceptance, 

and confidence in the 

EHR. 

Alzghaibi, H. (2023). An examination of large-scale electronic 

health records implementation in Primary Healthcare Centers in 

Saudi Arabia: a 

qualitative study. Frontiers in Public Health, 11. 

https://doi.org/10.3389/fpubh.2023.1121327 

 

• Changes at the 

administrative level, 

particularly at the level 

of ministers and senior 

managers, led to EHR 

project failure 

• Work on the current 

EHRs was terminated 

due to administrative 

changes and a critical 

senior leader change 

• EHR transitions/change 

causes end-user 

rejection and lower 

acceptance rates 

• Change management is 

a top-level priority 

throughout the entire 

EHR modernization 

process. 

• Instability in the EHR 

implementation plan, 

activation staff, and 

executive leadership 

leads to failed 

deployments. 

• EHR transition leaders 

must acknowledge end-

user reluctance to 

change and manage 

their expectations.  

https://doi.org/10.3389/fpubh.2023.1121327
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Abbasi, H., Rahimi, B., Mohamad Jebraeily, & Aynaz Nourani. 

(2023). End-users’ perspectives on factors affecting 

implementation and utilization of the Iranian electronic health 

record system: a qualitative study in a developing country. BMC 

Health Services Research, 23(1). https://doi.org/10.1186/s12913-

023-10033-5 

• EHR implementations 

require a considerable 

investment 

• Expenses cover 

technical, human, 

cultural, managerial, 

and financial sectors of 

the HSO. 

• The financial plan was 

inadequate, and it 

affected the 

predetermined goals. 

• EHR costs are often 

underestimated and 

grow across the 

implementation. 

• Intense priority for 

limited funds causes 

organizational disputes 

• Total life cycle cost 

must be determined 

early in EHR 

implementation 

planning. 

Harris, C. (2023). Challenges with VA’s New System Call for 

Management Improvements Statement of Carol C United States 

Government Accountability Office. 

https://www.gao.gov/assets/gao-23-106785.pdf 

 

• A VA-driven change 

management strategy is 

needed to formalize the 

structure and people's 

capabilities. 

• Developing a vision for 

change was not fully 

developed by leading 

change management 

practices 

• VA has to improve 

increasing EHR 

workforce skills and 

• The lack of an EHR 

change management 

strategy challenged the 

ability to formalize the 

structure and people 

capabilities to support 

end users' readiness and 

drive adoption. 

• A unifying vision is 

essential to gaining 

national support for a 

problematic EHR 

modernization. 

https://doi.org/10.1186/s12913-023-10033-5
https://doi.org/10.1186/s12913-023-10033-5
https://www.gao.gov/assets/gao-23-106785.pdf
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competencies to better 

prepare for change 

• Additional training and 

support are required for 

users to learn new 

workflow processes. 

Heponiemi, T., Gluschkoff, K., Vehko, T., Kaihlanen, A. M., 

Saranto, K., Nissinen, S., Nadav, J., & Kujala, S. (2021). 

Electronic Health Record Implementations and Insufficient 

Training Endanger Nurses' Well-being: Cross-sectional Survey 

Study. Journal of medical Internet research, 23(12), e27096. 

https://doi.org/10.2196/27096 

 

• EHR implementation 

caused high stress levels 

for those within the past 

six months, while those 

without it had low stress 

levels.  

• Adequate training 

helped reduce stress 

levels for nurses.  

• Recent implementations 

and inadequate training 

were linked to high 

stress levels in hospital 

settings. 

• Proper training and 

user-friendly EHR 

systems are vital to 

avoiding errors and 

ensuring nurses' well-

being during hospital 

EHR implementation. 

Jiang, J., Qi, K., Bai, G., & Schulman, K. A. (2023). Pre-

Pandemic Assessment: A Decade of Progress in Electronic Health 

Record Adoption among U.S. Hospitals. Health Affairs Scholar, 

1(5). https://doi.org/10.1093/haschl/qxad056 

• EHR implementation is 

a significant financial 

investment for 

healthcare 

organizations, with 

costs associated with 

software licensing, 

• Long-term and 

expensive investment 

affecting the entire 

HSO. 

https://doi.org/10.2196/27096
https://doi.org/10.1093/haschl/qxad056
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 hardware infrastructure, 

training, and ongoing 

maintenance 

• The escalating 

maintenance costs 

further exacerbate the 

problem and pose a 

growing threat to 

healthcare systems 

Li, E., Clarke, J., Ashrafian, H., Darzi, A., & Neves, A. L. (2022). 

The Impact of Electronic Health Record Interoperability on Safety 

and Quality of Care in High-Income Countries: Systematic 

Review. Journal of Medical Internet Research, 24(9). 

https://doi.org/10.2196/38144 

 

 

• Limited literature exists 

on the quality and safety 

of care delivered 

through this 

complicated digital 

healthcare environment.  

• The mix of applications 

(hardware and 

software), technical 

configurations, and 

output measures creates 

a complicated milieu of 

data sources to validate, 

observe, measure, and 

compare. 

• EHR implementations 

are complex activities 

that involve risks to 

patient safety, data 

quality, productivity, 

and staff effectiveness. 

• Sub-optimal EHR 

implementations (i.e., 

poor interoperability) 

can lead to increased 

costs due to errors, late, 

or duplication of care 

efforts. 

• Challenges such as 

technological 

limitations, 

programming language 
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• Further studies are 

required to evaluate 

patient safety within the 

interconnected system. 

This involves analyzing 

costs and workflow 

efficiencies and 

assessing the impact of 

different brands, 

models, and measures 

on quality outcomes and 

safety standards.  

• Integrating multiple 

systems with varied 

technical requirements 

increases the risk of 

poor interoperability, 

differences, and user 

interface difficulties 

frequently hinder the 

achievement of 

seamless electronic 

health record (EHR) 

integration in healthcare 

systems. 
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potentially 

compromising patient 

safety in care delivery. 

Masyfufah, L., Sriwati, Mrs., Ali, A., & Nudji, B. (2022). 

Readiness of Application of Electronic Medical Records in Health 

Services (Literature Study). Proceeding International Conference 

on Medical Record, 2(1), 1–12. 

https://doi.org/10.47387/icmr.v2i1.148 

 

 

• Various kinds of 

literature found that the 

readiness to apply 

electronic medical was 

influenced by 4 factors, 

including the readiness 

of human resources, 

organizational culture, 

infrastructure, and 

leadership governance. 

• EMR readiness in health 

services is categorized 

as quite ready (50%), 

very ready (30%), and 

not ready (20%) 

 

• The successful 

development of EMR is 

reliant on the active 

involvement and 

support of human 

resources (HR) both as 

users and as 

policymakers. 

• Successful electronic 

medical records (EMR) 

use depends on well-

prepared workflows and 

SOPs.  

• Leaders' ability to 

develop policies for 

staff managing EMR 

shapes organizational 

culture. 

https://doi.org/10.47387/icmr.v2i1.148
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• The availability of 

adequate IT facilities, 

such as computers, 

computer networks, and 

support for endorsing 

EMR, significantly 

impacts the readiness. 

Modi, S., Feldman, S. S., Berner, E. S., Schooley, B., & Johnston, 

A. (2024). The value of Electronic Health Records is Measured 

Using Financial and 

Clinical Outcomes: Quantitative Study. JMIR Medical 

Informatics, 12(1), e52524. https://doi.org/10.2196/52524 

 

 

 

• EHR adoption is an 

expensive investment. 

• Extensive resources and 

capital are across 

significant components 

of the HSO (i.e., human, 

technical, and 

administrative). 

• EHRs must deliver a 

return on investment in 

reducing operational 

costs and increasing 

patient safety. 

• Studies are needed to 

identify the nexus of 

EHR investment costs 

compared to improved 

clinical outcomes.  

• Research indicates that 

hospitals with higher 

EHR adoption levels 

can boost operating 

margins and decrease 

readmission rates. 

• Investing in EHRs can 

lead to cost reductions, 

but it is essential to 

track ROI. 

https://doi.org/10.2196/52524
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Ngusie, H. S., Kassie, S. Y., Chereka, A. A., & Enyew, E. B. 

(2022). Healthcare providers’ readiness for electronic health 

record adoption: a cross-sectional study during the pre-

implementation phase. BMC Health Services Research, 22(1). 

https://doi.org/10.1186/s12913-022-07688-x 

 

• A significant HSO 

effort is required to 

improve readiness 

before the actual 

implementation of 

EHRs. 

• Factors like age, 

literacy, access, attitude, 

awareness, benefits, and 

self-efficacy affect EHR 

readiness.  

• Improve EHR readiness 

by increasing computer 

literacy, building 

confidence, and 

addressing computer 

availability. 

• EHR modernizations 

require enterprise-wide 

consideration 

• Significant investments 

in learning, training, 

change management, 

vision of change, and 

staff readiness. 

• EHR implementation 

success depends on 

organizational, 

technology, and societal 

readiness.  

Ni, K., Chu, H., Zeng, L., Li, N., & Zhao, Y. (2019). Barriers and 

facilitators to data quality of electronic health records used for 

clinical research in China: a qualitative study. BMJ Open, 9(7), 

e029314. https://doi.org/10.1136/bmjopen-2019-029314 

 

• Examining the 

experiences of a diverse 

group of clinical 

providers who could 

identify the benefits and 

challenges associated 

with gaining quality 

EHR data could lead to 

• Data quality and 

standards involve 

multiple teams, 

including EHR-trained 

providers, clinicians, 

informaticists 

• Data degradation 

affects end-user 

https://doi.org/10.1186/s12913-022-07688-x
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 data quality and higher 

quality of care delivery.  

• Providers experienced 

barriers in EHR data 

quality based on several 

factors, including their 

heavy workloads, 

frequent staff rotations, 

terminology variations, 

technology limits, and 

the data's unstructured 

format.  

• A multi-prong approach 

is needed to encourage 

providers to improve 

how data is entered 

within the EHR, and 

how it can be used for 

research. The higher the 

quality of the data, the 

more improved the 

opportunity to conduct 

accurate research that 

could lead to better 

patient care.   

experience, acceptance, 

and confidence in the 

EHR. 

• Heavy workloads from 

providers can lead to 

data degradation. 

• Lack of data 

standardization is a 

crucial barrier to data 

quality 
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Nijor, S., Rallis, G., Lad, N., & Gokcen, E. (2022). Patient safety 

issues from information overload in electronic medical records. 

Journal of Patient Safety, 18(6). 

https://doi.org/10.1097/pts.0000000000001002 

 

 

• The widespread use of 

Electronic Health 

Records (EHRs) has led 

to concerns about 

information overload, 

which could potentially 

result in errors in patient 

treatment. 

• Important to understand 

how the abundance of 

EHR data impacts 

healthcare providers and 

explore the risks 

associated with 

analyzing extensive 

amounts of information.  

• Physicians face 

information overload, 

• Excessive alerts add to 

information overload 

• Can alter decision-

making and cause 

physicians to deviate 

from best practice. 

• EHRs, as an enabling 

tool for clinicians, must 

enhance care and not 

impede or add barriers 

to care. 
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leading to significant 

patient care errors. This 

is partly due to the 

overwhelming amount 

of information presented 

in complex formats. 

Pew Charitable Trust. (2021, July 27). Most Americans Want to 

Share and Access More Digital Health Data. 

https://www.pewtrusts.org/en/research-and-analysis/issue-

briefs/2021/07/most-americans-want-to-share-and-access-more-

digital-health-data 

 

• The survey found that 

most Americans support 

the expanded use of 

electronic health records 

and data exchange, but 

they also want more 

robust security measures 

to prevent data 

breaches.  

• Electronic health 

information has 

improved patient access 

and communication 

between healthcare 

providers and patients, 

increasing the need for 

enhanced data 

protection measures. 

• EHRs are lagging in 

using tools such as 

application 

programming interfaces 

(APIs) to gather 

information in one 

place and allow for 

easier data sharing. 

• The healthcare 

industry/vendors still 

have significant 

concerns about patient 

privacy and data 

protection which limits 

interoperability and 

data sharing, 

• Government and 

commercial industry 

https://www.pewtrusts.org/en/research-and-analysis/issue-briefs/2021/07/most-americans-want-to-share-and-access-more-digital-health-data
https://www.pewtrusts.org/en/research-and-analysis/issue-briefs/2021/07/most-americans-want-to-share-and-access-more-digital-health-data
https://www.pewtrusts.org/en/research-and-analysis/issue-briefs/2021/07/most-americans-want-to-share-and-access-more-digital-health-data
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support is needed to 

improve data exchange, 

standards, and 

interoperability. 

Rogers, E. (2003). DIFFUSION OF INNOVATIONS Third 

Edition Library of Congress Cataloging in Publication Data THE 

AMERICAN CENTER LIBRARY Contents. 

https://teddykw2.wordpress.com/wp-

content/uploads/2012/07/everett-m-rogers-diffusion-of-

innovations.pdf 

 

 

• "Diffusion of 

Innovations" explores 

how new ideas, 

technologies, and 

practices spread within 

societies. The book 

analyzes factors 

influencing innovation 

adoption and 

dissemination, shedding 

light on successful 

diffusion strategies. 

Rogers delves into 

diffusion dynamics, 

emphasizing how 

innovations permeate 

social systems. 

• In general, innovations 

are adopted across 

organizations in the 

categories and 

percentages of: 

o Innovators – 

2.5%, Early 

Adopters 

13.5%, Early 

Majority 34%, 

Late Majority 

34%, Laggards 

16% 

https://teddykw2.wordpress.com/wp-content/uploads/2012/07/everett-m-rogers-diffusion-of-innovations.pdf
https://teddykw2.wordpress.com/wp-content/uploads/2012/07/everett-m-rogers-diffusion-of-innovations.pdf
https://teddykw2.wordpress.com/wp-content/uploads/2012/07/everett-m-rogers-diffusion-of-innovations.pdf
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Sittig, D. F., Yackel, E. E., & Singh, H. (2023). Five Strategies for 

a Safer EHR Modernization Journey. Journal of General Internal 

Medicine, 38(4). https://doi.org/10.1007/s11606-023-08331-z 

 

• Clinicians and staff 

must actively engage in 

all training, use the 

EHR proficiently, and 

report safety issues 

promptly. 

• Training 

• Change Management 

• Patient Safety 

Skeff, K. M., Brown-Johnson, C. G., Asch, S. M., Zionts, D. L., 

Winget, M., & Kerem, Y. (2022). Professional Behavior and 

Value Erosion: A Qualitative Study of Physicians and the 

Electronic Health Record. Journal of Healthcare Management, 

67(5), 339–352.  

https://doi.org/10.1097/JHM-D-21-00070  

• EHRs are a commonly 

cited cause of distress 

for physician burnout. 

• EHR challenges are 

found in poor design, 

and conflicting billing 

priorities can hinder 

clinicians' access to 

patient data.  

• Efficient EHRs save 

time and resources 

while teamwork leads to 

complete 

documentation. 

• Distress and burnout 

occur when physicians 

prioritize EHR-based 

practice above other 

desired professional 

actions and behaviors. 

• Logging into an EHR 

system can be daunting 

due to the high potential 

benefits and risks. 

• Due to its inefficient 

design and 

prioritization of billing 

over patient care, the 

EHR impedes 

physicians from 

providing best-practice 

https://doi.org/10.1007/s11606-023-08331-z
https://doi.org/10.1097/JHM-D-21-00070
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care and teamwork 

functionality. 

• Effective teamwork and 

communication in 

healthcare is crucial for 

precise documentation. 

This reduces errors, 

improves efficiency and 

patient outcomes, and 

lowers legal and 

financial risks for 

providers. 

Subcommittee on Technology Modernization Oversight Hearing | 

House Committee on Veterans Affairs. (2024). “Electronic Health 

Record Modernization Deep Dive: Can the Oracle Pharmacy 

Software Be Made Safe and Effective?” 

https://veterans.house.gov/calendar/eventsingle.aspx?EventID=63

70 

 

• VA stopped work on 

future deployments of 

the federal EHR to 

prioritize improvements 

in support of more than 

10,000 users at five 

medical centers, 22 

clinics, and 52 remote 

sites  

• Discuss VA's continued 

struggles with the 

Oracle Health EHR 

Pharmacy Module 

•  

• Steady improvements 

underway; Pharmacy 

upgrades planned for 

the near-term releases 

of the EHR 

configuration 

• Latest joint DoD/VA 

Oracle Health EHR 

deployment was 

successful 

• Mounting congressional 

pressure to rectify past 

VA EHR deployment 

challenges 

https://veterans.house.gov/calendar/eventsingle.aspx?EventID=6370
https://veterans.house.gov/calendar/eventsingle.aspx?EventID=6370
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• Large, expensive 

system with a long 

modernization history 

Trout, K. E., Chen, L.-W., Wilson, F. A., Tak, H. J., & Palm, D. 

(2022). The Impact of Meaningful Use and Electronic Health 

Records on Hospital Patient Safety. International Journal of 

Environmental Research and Public Health, 19(19), 12525.   

https://doi.org/10.3390/ijerph191912525 

 

• Policymakers and 

hospital leaders may 

need to revisit the 

[EHR] meaningful use 

objectives for more 

stringent standards. 

• Standards enhance 

health information 

technology's 

interoperability, 

functionality, utility, 

and security. 

• Certified EHR 

technology must meet 

standards for 

exchanging healthcare 

information among 

providers and between 

providers and patients. 

• VA must update the 

EHR standards to 

reflect new 

technologies, improved 

data security, and 

privacy. 

• EHR standards are 

essential for enhancing 

patient safety, reducing 

errors, and improving 

the quality of care. 

• Standardized EHR 

interoperability and 

data improve clinical 

decision-making and 

patient outcomes. 

https://doi.org/10.3390/ijerph191912525
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Turbow, S., Hollberg, J. R., & Ali, M. K. (2021). Electronic 

Health Record Interoperability: How Did We Get Here and How 

Do We Move Forward? JAMA Health Forum, 2(3), e210253. 

https://doi.org/10.1001/jamahealthforum.2021.0253 

 

• Interoperability in 

healthcare allows 

different systems to 

communicate and share 

data, improving care 

coordination and 

decision-making. 

• Interoperability 

• Standards 

• Improving healthcare in 

the US requires better 

integration of health 

information. The 

COVID-19 pandemic 

has highlighted the 

need to connect health 

systems more 

effectively. 

Upadhyay, S., & Hu, H. (2022). A qualitative analysis of the 

impact of electronic health records (EHR) on healthcare quality 

and safety: Clinicians’ lived experiences. Health Services Insights, 

15(1), 1–7. https://doi.org/10.1177/11786329211070722 

 

• Management can 

support clinicians by 

offering proper and 

sufficient training on 

EHR and reducing 

documentation pressure.  

• Given limited system 

integration and 

interoperability, 

physicians and patient 

safety officers are 

concerned.  

• EHR training must be 

more thorough and 

timely to equip end-

users with the 

knowledge to perform 

their clinical workflows 

effectively. 

• EHR implementation 

can help promote such a 

culture. 

• Having medical history, 

surgical notes, surgical 

operation details, and 

examination details in 

https://doi.org/10.1001/jamahealthforum.2021.0253
https://doi.org/10.1177/11786329211070722
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EHR avoids potential 

mistakes and fosters 

patient safety. 

Office of Inspector General. (2022, May 5). Joint Audit of the 

Department of Defense and the Department of Veterans Affairs 

Efforts to Achieve Electronic Health Record System 

Interoperability Audit. (Report No. DODIG-2022-089, VA OIG 

2018-04227-91). U.S. Department of Defense.  

https://www.dodig.mil/reports.html/Article/3021441/joint-audit-

of-the-department-of-defense-and-the-department-of-veterans-

affairs/ 

 

• Establishing 

interoperability by 

implementing a unified 

electronic health record 

(EHR) system is critical 

to ensuring seamless 

healthcare services for 

members of the 

Department of Defense 

(DoD), Veterans Affairs 

(VA), and external 

healthcare providers.  

• This advanced system 

will enable healthcare 

providers to securely 

exchange and share 

healthcare information 

with the 9.6 million 

DoD Armed Forces 

members, dependents, 

• DoD and the VA did 

not take all actions 

necessary to achieve 

interoperability. 

• To achieve EHR 

interoperability, the 

DoD and VA EHR 

teams must consistently 

migrate patient health 

care information from 

the legacy EHR 

systems into the new 

commercial EHR to 

create a single, 

complete patient EHR 

• Develop interfaces from 

all medical devices to 

new EHR so that 

patient health care 

information will 

https://www.dodig.mil/reports.html/Article/3021441/joint-audit-of-the-department-of-defense-and-the-department-of-veterans-affairs/
https://www.dodig.mil/reports.html/Article/3021441/joint-audit-of-the-department-of-defense-and-the-department-of-veterans-affairs/
https://www.dodig.mil/reports.html/Article/3021441/joint-audit-of-the-department-of-defense-and-the-department-of-veterans-affairs/
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and retirees, as well as 

the 9.21 million enrolled 

users.  

• A unified EHR system 

allows healthcare 

providers to access up-

to-date medical records, 

track patient history, 

and provide timely and 

informed care. 

automatically upload to 

the system from those 

devices 

• Ensure that users are 

granted access to new 

EHRs only for the 

information needed to 

perform their duties. 

U.S. Government Accountability Office. (2023, March 15).  

ELECTRONIC HEALTH RECORD MODERNIZATION VA 

Needs to Address Change Management Challenges, User 

Satisfaction, and System Issues United States Government 

Accountability Office. https://www.gao.gov/assets/gao-23-

106685.pdf 

 

• The VA must still 

provide detailed 

documentation outlining 

a change management 

strategy for its new 

EHR modernization 

program.  

• The VA launched the 

EHRM program to 

replace its legacy EHR 

(VistA) because VistA 

was too complicated, 

costly to maintain, and 

did not work well with 

other health 

organizations.  

• Implementing a new 

VA EHR is expansive 

and complex.  

• A well-known change 

management strategy is 

required to properly 

prepare the expansive 

healthcare delivery 

system for success 

during an extensive 

organizational 

transformation. to EHR 

deployment. 

https://www.gao.gov/assets/gao-23-106685.pdf
https://www.gao.gov/assets/gao-23-106685.pdf
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• This is essential to 

ensure a smooth 

transition and support 

for the modernization 

program. 

Legislative Hearing on H.R. 592; H.R. 608; H.R. 1658; H.R. 

1659; AND H.R. 2499 

(2023).https://www.congress.gov/118/chrg/CHRG-

118hhrg52207/CHRG-118hhrg52207.pdf 

• The VA EHR has been 

facing numerous issues. 

• Providers and veterans 

at these five sites are not 

receiving the support 

and care they need.  

• The medical center's 

leadership and Veterans 

Integrated Services 

Network (VISN) are 

crucial in ensuring that 

the EHRs are ready for 

their respective 

hospitals before 

installation.  

• The VA must ensure it 

does not repeat the 

mistakes made at the 

initial five sites. 

• Senior leadership is 

needed to establish and 

maintain the vision and 

guidance of complex 

programs and meet 

financial and 

performance 

expectations. 

• Build relationships with 

congressional 

stakeholders, providers, 

and Veterans 

• Disruption and burnout 

potential high with 

numerous issues 

associated with VA 

EHR 

• Provider productivity is 

lowered due to the sub-

https://www.congress.gov/118/chrg/CHRG-118hhrg52207/CHRG-118hhrg52207.pdf
https://www.congress.gov/118/chrg/CHRG-118hhrg52207/CHRG-118hhrg52207.pdf
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optimal performance of 

VA EHR.   

Office of Inspector General. (2024, February 15). Statement of 

Deputy Inspector General David Case Office of Inspector General, 

Department of Veterans Affairs Before the Subcommittee on 

Technology Modernization, US House of Representatives 

Committee on Veterans’ Affairs Hearing on Ehr Modernization 

Deep Dive: Can the Oracle Pharmacy Software be made safe and 
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• Pharmacy-related 

patient safety issues 

continue at sites using 

the new EHR. 

• Some pharmacy issues 

have a national impact 

and scope. 

• Software coding errors 

caused patient safety 

issues 

• Medication data 

transmission challenges 

can be a threat to patient 

safety 

• Several significant 

Oracle Health 

coding/configuration 

problems remain 

unresolved. 

• The EHRM program 

has significant 

problems that slow it 

down and put patients 

at risk.  

• The reports in this 

statement show ongoing 

concerns that need 

attention.  

• VA must fix the 

identified problems 

before continuing with 

the program. It is 

essential to have clear 

communication and 

transparency among 

EHRM-IO, VHA, 

facility leaders, VA 

leaders, and Oracle 

Health for quality 
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