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Abstract
Cybersecurity policies are critical for organizations to protect their digital assets and
sensitive information. Leaders must explore and implement effective cybersecurity
policies because the lack of effective strategies will lead to increased security risks.
Grounded in the social cognitive theory, the purpose of this qualitative, pragmatic inquiry
was to explore strategies cybersecurity leaders use to enforce cybersecurity policies in
organizations to protect organizational information systems and data. The participants
were cybersecurity leaders associated with cybersecurity policies and their
implementation and enforcement in different organizations located in the Southeastern
region of the United States. Data collection included semistructured interviews of five
participating cybersecurity leaders and the analysis of fourteen publicly accessible
documents. Four themes emerged from coding: user awareness and training, stakeholder
buy-in (management support), baseline/risk assessment testing, and staying abreast with
current trends/technologies/standards. A key recommendation is for leaders to establish a
security culture where cybersecurity is seen as a value instead of another responsibility.
The implications for positive social change include the potential for cybersecurity leaders
to reduce the occurrence of breaches while enhancing people’s perceptions and
knowledge of cybercrime threats in their organizations creating a positive impact on

social implications.
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Section 1: Foundation of the Study

In this section, I will present the background of the problem, the problem
statement, the purpose statement, and the nature of the study. I will explain the
assumptions, limitations, and delimitations of the study. Lastly, I will present the study’s
research question, conceptual framework, and its significance.

Background of the Problem

The issue of cyber security remains a problem to many people (Aldawood &
Skinner, 2019). Companies and organizations work diligently around the clock to ensure
that they have working cybersecurity policies in place that help address and manage
security problems that may arise, as well as implement different strategies to mitigate
security risks. There are internal and external factors that are the causes of these security
threats. Even though there are technical causes, people cause most cases through
ignorance or negligence regarding data protection.

Cybersecurity policies are not necessarily the issue in this case. The lack of
employee cybersecurity policy compliance is a substantial threat to companies and
organizations. Liu et al. (2020) stated that organizations must have enhanced strategies to
foster compliance with adopted information security strategies and policies. Because
employees cause most security incidents, they are the weakest link in cybersecurity
(Bauer et al., 2017). With the help of proper training and education on the subject, policy
compliance may be enhanced, and the number of security incidents may come to a

minimum. To reduce the risk, they pose harm to your company's security, consider
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creative ways to engage and encourage employees to proactively contribute to your cyber
security (Kemper, 2019).
Problem Statement

Maximizing the likelihood that employees comply with an organization's
cybersecurity policy (internet use, passwords, antivirus software, BYOD (bring your own
device), etc.) can reduce the risk of a costly and inconvenient data breach or network
intrusion (Cram et al., 2020). Most organizations have an already implemented
cybersecurity policy to promote secure behavior by employees, but over 50% of data
breaches result from noncompliance with the cybersecurity policy. The general
information technology (IT) problem is that employee noncompliance with
organizational cybersecurity policies leads to increased security risks. The specific IT
problem is the lack of strategies by cybersecurity leaders to enforce employee compliance
with organizational cybersecurity policies, which can lead to increased security risks.

Purpose Statement

The purpose of this qualitative, pragmatic inquiry study is to explore the strategies
that cybersecurity leaders use to enforce cybersecurity policies in an organization to
protect organizational information systems and data. The study population of the study
will be cybersecurity leaders associated with cybersecurity policies and the
implementation and enforcement in eight large organizations located in the Southeastern
United States. The cybersecurity leaders will include information system security officers
(ISSO), cybersecurity managers, and chief information security officers (CISOs). The

findings from this study may contribute to social change by improving the confidentiality



of data, reducing breaches, enhancing the integrity of personal information, continuous
availability of services, and the safety of life through improved cybersecurity compliance
and awareness.
Nature of the Study

My intent in this qualitative, pragmatic inquiry study is to explore the strategies
that cybersecurity leaders use to enforce cybersecurity policies in an organization to
protect organizational information systems and data. This approach is appropriate for this
study because, as part of a pragmatic inquiry, one acknowledges that individuals within
social settings (including organizations) experience action and change differently, and
this enables them to be flexible in how they conduct investigations on increased security
risk due to employee noncompliance of cybersecurity policies. Qualitative research is
done with the intention of addressing questions concerned with developing an
understanding of the meaning and experience dimensions of humans' lives and social
worlds. This study is designed to provide a greater understanding of the tactics of
cybersecurity awareness and training used to educate employees on practices to protect
organizational information systems and data. Using the qualitative research method is the
most suitable for this study because I am focusing on multiple organizations and their
successful implementation of cybersecurity awareness and training programs. Qualitative
research promotes the generation of detailed and rich responses to intricate subjects
(Cope, 2014). This is the reason I am deciding not to collect numerical data to evaluate
my research questions. When you conduct quantitative evaluations, numbers represent

data. This ensures precise, specific, and concrete information (Aspers & Corte,



2019). Qualitative data captures the "lived experience." Instead of numbers, words
represent the findings. Mixed methods research encompasses the incorporation of
qualitative and quantitative methods and should only be utilized in the combination of
methods better explains the research question than a single approach alone (Halcomb,
2019).
Research Question

What strategies do cybersecurity leaders use to enforce cybersecurity policies in

an organization to protect organizational information systems and data?
Interview/Survey Questions

Demographic Questions

1. What is your current job role?

2. How long have you been in your current role?

3. What other job roles have you held in the field of cybersecurity?
Interview Questions

1. What aspects of cybersecurity interest you most?

2. What do you feel are the components of a good cybersecurity program?

3. What strategies would you use to promote the protection of information

systems and data?

o

Can you describe your experience with developing and implementing
cybersecurity policies?
5. How would you assess the effectiveness of cybersecurity policies once they

have been implemented?



6. How would you collaborate with other departments or teams to ensure that
cybersecurity policies are integrated into all aspects of the business
operations?

7. How would you determine that employees have been adequately trained to
protect information systems and data?

8. How do you ensure that cybersecurity policies are regularly updated and
remain relevant in the face of evolving threats and technologies?

9. How do you stay informed about new trends, technologies, and best practices
in cybersecurity to continuously improve policy implementation and security
posture?

Theoretical or Conceptual Framework

The conceptual framework of this study is the social cognitive theory (SCT). In
1986, Albert Bandura developed this conceptual framework. SCT emphasizes the
reciprocal interaction between individuals, their environment, and their cognitive
processes. It posits that behavior is influenced by observational learning, self-efficacy
beliefs, outcome expectations, and self-regulation. SCT uses a triadic model consisting of
personal, behavioral, and environmental determinates, all of which interact with each
other to shape human behavior (Bandura, 1989). Key constructs in SCT include self-
efficacy (belief in one's ability to perform a behavior), observational learning (learning
through observing others), outcome expectations (anticipated consequences of behavior),

and self-regulation (the ability to set goals and regulate one's behavior). According to H.



N. Young et al. (2005), outcome expectancy and self-efficacy beliefs are constructs
central to SCT.

Self-efficacy is the belief an individual has in themselves to accomplish
something or overcome a challenge. Self-regulation refers to an individual being able to
self-assess their actions (Benight et al., 2018). Social learning refers to the persuasions
incurred from negative and positive social influences which impact an individual’s
learning (Lowry et al., 2017). Outcome expectancy is related to an individual’s ability to
assess the rewards versus consequences of taking action (Schoenfeld et al., 2017). Based
on the SCT: (a) individuals' behavioral intentions are guided by outcome expectancies
and self-efficacy, and (b) individuals' behaviors are influenced by behavioral intentions
and sociostructural factors (Shahangian et al., 2021). Regarding outcome expectancy,
people are motivated to perform a particular behavior if they feel driven, while self-
efficacy deals with judgments of one’s learning and performing actions when handling
the prospective situation (Kursan Milakovi¢, 2021; Schunk & Pajares, 2009; H. N. Young
et al., 2005). SCT has been applied to various domains, including education, health,
organizational behavior, and social psychology. It can be used to understand and promote
behavior change, motivation, and learning processes.

The rationale behind choosing SCT as the conceptual framework because it
aligned well with the implementation of cybersecurity awareness and training programs.
The behavior and learning of an individual are based on intrinsic and extrinsic factors, as
presented in the triadic model. Awareness and training programs in a corporate

atmosphere may fail at teaching regular users’ cybersecurity principles (Ricci et al.,



2018). Examining cybersecurity awareness and training strategies of IT leaders to
improve user self-efficacy is important, and SCT is applicable. By relying on SCT as an
interpretative framework, the study asserts that the determinants behind these perceptions
and behaviors differ based on additional environmental and individual factors, such as
how the general public perceives underperformance and over-performance in the context
of cybersecurity preparedness. Successful cybersecurity programs require a mechanism to
measure the success of objectives (Bozkus Kahyaoglu & Caliyurt, 2018) and applies to
the goal-setting construct of SCT. Finally, social learning is a mechanism to deter the
misuse of information systems by emphasizing the consequences of inappropriate actions
(D’Arcy et al., 2009). For the reasons listed above, SCT is an appropriate theory to apply
to the conceptual framework in examining cybersecurity awareness and training
strategies in organizational use by IT leaders.

Definition of Terms

Cybersecurity training: Actions aimed to improve the skills and abilities of others
(Beuran et al., 2018a).

Organizational cybersecurity leader: An individual that leads other I'T/
Cybersecurity employees within the organization and manages the implementation of
strategy, policy, and technology related to IT, such as a CEO, COO, CIO, CISO, IT
director, IT manager, or general manager (Hickman & Akdere, 2018).

Policy generation: Policies that are generated based on associated labels with

user-specific behaviors (AlQadheeb et al., 2022).



Sensitive data: Data that is considered sensitive or data in which sensitive details

about an individual can be determined or extrapolated (Shabani & Borry, 2017).
Assumptions, Limitations, and Delimitations

Assumptions

Assumptions are concepts or facts imposed on the study that are accepted as true
(Uprichard & Dawney, 2016). In this study, the assumption was made that S possess a
strong understanding and knowledge of cybersecurity awareness and training programs. I
also assumed that the participants responded truthfully, accurately, and honestly to the
open-ended questions. I assumed that the use of a qualitative research methodology
would be effective in providing the data needed to answer the research question. I
constructed the interview questions in a manner to facilitate a discussion to acquire used
cybersecurity practices used to enforce cybersecurity policies.
Limitations

Limitations of a study are potential weaknesses of a research study that may
require future work to resolve or opportunities to perform additional research (Hall &
Martin, 2019). There are a few limitations and challenges that may arise. The first
limitation of this study is the geographic study location is in the Southeastern United
States, which may produce results that may not be generalized nor transferable to other
locations. The second limitation is cybersecurity leaders may not have much time for an
interview due to their busy schedules. Another limitation includes getting participants to
participate, and lastly, participants may not be truthful in their responses due to not

wanting to give away "trade secrets".



Delimitations

Delimitations are constraints and boundaries that researchers impose in qualitative
studies to scope the study (Alpi & Evans, 2019). First, participants of the study will
include organizational cybersecurity leaders who possess the knowledge and/or
experience of implementing cybersecurity awareness and training strategies at their
organization. Second, the interviews will be open-ended to promote the open and
transparent sharing of their experiences and observations about the implementation of
cybersecurity awareness and training programs at their organization.

Significance of the Study

Contribution to Information Technology Practice

So many cybersecurity attacks have occurred to organizations throughout the
world due to the nonexistence of a mature risk culture in the targeted organizations. This
is the reason behind the need to enforce cybersecurity policies that will help reduce
security risks and assist in preventing security breaches and improve cybersecurity
compliance. This research study may contribute to the cybersecurity body of knowledge
because it includes strategies for implementing cybersecurity policies. This research's
findings may assist cybersecurity managers by providing them with strategies for
implementing cybersecurity policies, overcoming the challenges that come with the
process, understanding cybersecurity compliance better, and developing, enforcing, and
implementing better cybersecurity policies. This study's findings may offer a
comprehensive approach to the implementation of cybersecurity policies and fill in the

gaps with existing literature.
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One of the biggest gaps between the existing literature and current studies is the
human behavior aspect. While there are studies that talk about human behavior and its
effects on the workplace, there is limited research that ties SCT directly into employee
compliance on cybersecurity with protecting and safeguarding its data and systems. This
study helps to tie in the organizational culture, leadership support, training programs all
to the overall cybersecurity climate. Most cybersecurity leaders have interventions in
place such as training to improve compliance but their effectiveness is not studied. The
study’s findings may also help improve the cybersecurity culture by addressing the
effectiveness of these different programs used to improve compliance in various
organizations that require the recommended cybersecurity measures.

Implications for Social Change

This study is significant in that the findings from the research will contribute to a
positive social change and impact on the public. Data breaches cause various impacts,
including economic costs, to both business organizations and individual consumers (P.
Wang et al., 2019). By utilizing the findings in this study, cybersecurity leaders can
implement cybersecurity measures that could enhance the organization's and the public's
confidence by assuring them of the safety of their personal information, the
confidentiality of their data, the integrity of their data, and the availability of their
services. The knowledge of how cybersecurity leaders execute these policies is of
extreme essence as it contributes to the orderliness and security of organizational
information systems (Blum, 2020). Aldawood and Skinner (2019) suggested that policies

and procedures play a huge role in security awareness education training by
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demonstrating the ability of the organization to provide training to employees through a
general session on security awareness for all the new employees by focusing on
commitment to ethical business behavior. This study's findings may help cybersecurity
leaders learn how to implement cybersecurity policies that have the potential to reduce
the occurrence of breaches while enhancing people's perceptions and knowledge of
cybercrime threats in their organizations.
A Review of the Professional and Academic Literature

This qualitative, pragmatic inquiry study is to explore the strategies that
cybersecurity leaders use to enforce cybersecurity policies in an organization to protect
organizational information systems and data. The focus of the literature review was the
research question: What strategies do cybersecurity leaders use to enforce cybersecurity
policies in an organization to protect organizational information systems and data? |
researched the background on the need for cybersecurity policies and how to encourage
their adoption among staff. I then researched strategies on creating cybersecurity rules,
employee cybersecurity policy compliance, and the origins of security assaults and tactics
for enforcing cybersecurity policies

Keywords used for searching literature included: Criminal violations,
cyberattacks, data leakage, data compromise, secrecy, integrity, reliability, and non-
repudiation, cybersecurity policies, social cognitive theory, human factor, cybersecurity
education, data compromise, information security, pragmatic inquiry, qualitative
methods, ransomware trojans, phishing, internet security, information technology, and

social engineering. were used to find relevant literature. I also used keyword
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combinations to find correlations that may affect this study. These sites will present
academic and industrial cybersecurity awareness and training perspectives on
cybersecurity policies.

This literature review references several journals, publications, and conferences.
The main research sources include Sage Journals, Google Scholar, ScienceDirect, IEEE
Xplore Digital Library, ResearchGate, ProQuest Computing, and ProQuest Dissertations
and Theses Global. I used Ulrich Web World Serials Directory verified peer-review. 117
(100%) of the 117 peer-reviewed articles I studied were published within five years of
my predicted graduation.

The literature review focuses on a few areas: (a) SCT; (b) human aspects; (c)
cybersecurity awareness, strategies, and the implementation of policies. The review of the
four components and three determinants of SCT focused on the educating and awareness
of human beings. The four constructs consist of self-efficacy, self-regulation, social
learning, and outcome expectancy. The three determinants consist of personal,
behavioral, and environmental factors. Finally, the research talks about cybersecurity
awareness, strategies and the implementation and best practices of enforcing
cybersecurity policies.

Choosing Social Cognitive Theory (SCT) as a framework

Behavioral psychology is a seminal school of thought which explores the impact
of the environment on human behavior. In most instances, the discipline offers insight
into how scholars and practitioners can use classical and operant conditioning to harness

positive behavior. A key aspect of behavioral psychology is observational and social
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learning which explores how people develop knowledge and beliefs by watching others.
This aspect is predicated on the social cognitive theory coined by Albert Bandura in

1977. He drew inspiration from other behaviorists including Wastson and Thorndike.
Initially, the practitioner used insight about social modelling on learning and imitation to
base his assumptions. The insight allowed him to identify discrepancies and conduct
research on the subject (Devi et al., 2022). Furthermore, he used the foundational
knowledge to explore the principles of knowledge acquisition in the human social setting
while incorporating them with cognitive psychology. The combination process was
useful in generating a broader theory pertaining to human functioning based on individual
thought and action.

The first conception of SCT was the social learning theory (SLT). The
predecessor sought to describe the manner through which children learn from each other
based on modeling, imitation, and observation. The guiding hypothesis was that the three
processes work together to enhance knowledge acquisition and behavioral modification
vis-a-vis normal interactions. Furthermore, the methodologies permit people to mimic
desired behaviors of their peers and the surrounding environment. According to Bandura
(2001), learning is influenced by cognitive and observational factors which define and
predict behavior. SCT integrates various elements from the sociological and
psychological fields to consider specific channels and methods used in the acquisition
and sustenance of behavior (Devi et al., 2022). Nonetheless, the theoretical framework
alludes to the role of self-beliefs in defining motivations, expectancies, and

reinforcements.
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Four Components of SCT

The basic idea behind SCT is that there is an intricate interplay between various
processes and factors. The theory comes intact with four constructs, self-efficacy, self-
regulation, social learning, and outcome expectancy. Self-efficacy is an individual
understanding of ability and potential. Based on Bandura's experiment, people develop
beliefs about their capabilities, allowing them to attain specific performance levels. These
beliefs further influence specific events and variables that affect their lives (Code, 2020).
They help determine how a person feels, thinks, motivates, and behaves. Nonetheless,
self-efficacy allows an individual to engage in activities depending on their inherent
sense of competence. Also, research shows that the person utilizes their previous
experiences as a tool for motivation.

A common tenet in SCT is that self-efficacy equals control. In Layman’s terms,
an influx in the former contributes to higher management or control of one’s behaviors,
actions, and motivations. Such individuals exhibit an inherent belief that their actions are
connected to the outcomes. However, scholars argue that a decline in self-efficacy
contributes to feelings of helplessness (Devi et al., 2022). In light of this, a person
witnesses low levels of motivation which hampers their ability to change behavior. It is
critical to note that individual action depends on a conglomerate of motivational,
cognitive, and affective processes. Bandura (2001) showed that these processes directly
determine individual conviction of their self-efficacy. They work together or separately to

enact action thereby generating desirable or nondesirable results from specific events.
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However, it is critical to note that self-efficacy is sourced from divergent sources.
First, a person can develop confidence by mastering experiences. This level of mastery
involves performing each task successfully which plays a role in enhancing individual
confidence. Contrarily, failure is connected with a decline in self-efficacy since a person
does not trust themselves. The second source is social modelling whereby people witness
others completing or engaging in various activities. In most instances, observers raise the
belief that they possess the necessary capabilities to master each task and succeed (Code,
2020). This stems from seeing others follow a similar protocol or guideline towards
success. Source 3 revolves around social persuasion which entails the use of positive and
encouraging statements. These statements work as incentive sand motivators thereby
allowing a person to work towards goal attainment. Scholars allude that the provision of
verbal encouragement allows individuals to overcome inherent self-doubt while focusing
their best effort towards the task. Self-efficacy and the effectiveness of an organization’s
cybersecurity program are directly related to each other. The effectiveness of
organizational cybersecurity program has a significant influence on self-efficacy, and
self-efficacy has a significant influence on security compliance intent (Yoo et al., 2018).
Senior management buy-in and organizational practices and policies related to
cybersecurity awareness and training programs significantly influenced employee self-
efficacy of cybersecurity principles (Cuganesan et al., 2017). Finally, self-efficacy can be
harnessed via psychological responses to situations. A person’s responses and emotional

reactions impact how they feel about their personal abilities in various contexts.
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Self-regulation is presented as a system which determines individual ability to
direct their actions. The system is distinguished into three subfunctions including self-
monitoring. This prong requires people to monitor their behavior and identify key
influences, determinants, and direct effects. They use the monitoring process to judge and
determine the nature of their behavioral tendencies. Subfunction 2 focuses on developing
individual standards and evaluating them against moral or social guidelines. The
guidelines enhance affective self-reaction (sb3) whereby a person becomes satisfied or
dissatisfied with their behavior. They also facilitate self-sanction which curbs deviancy
and improves positive behavior. SCT shows that the aspects and prongs are characterized
by constant formulation of standards and referential comparisons.

The aforementioned system is also marked by reinforcement strategies. The first
type is extrinsic which is offered by an external actor or standard. It helps support the
development of desired actions while floating or presenting the likely consequences. On
the other hand, intrinsic reinforcements are useful in harnessing self-efficacy and pride.
The two feelings are guided by self-regulation which establishes a domain based on
stable evaluative standards. Nonetheless, the domain contains varied and complex
judgmental factors that help determine individual thoughts, emotions, and behavior.
Therefore, the system is seminal in controlling disruptive impulses and emotions by
setting a clear mode of operation and guidelines. It further emphasizes thinking before
acting, thus reducing conflicting tendencies.

It is imperative to note that self-regulation occurs in various cyclical phases

starting with forethought. This phase contributes to learning behavior and facilitates the
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development of motivation which precedes effort to influence a person’s preparation and
willingness to engage in specific tendencies. The next stage is marked by performance-
based actions that affect individual concentration and performance. The actions depend
on the set objectives and a person’s determination to become successful in their
endeavors. Finally, self-regulation entails reflection with the participant reviewing their
experiences to identify problem areas and opportunities for future success. The final
phase generates feedback and influences considerations about the next activity.

Social/observational learning explores the processes involved in developing
knowledge and behavior. SCT contends that learning occurs through continuous exposure
to media or interpersonal displays of the same behavior. Therefore, peer modeling is
lauded as a seminal strategy for influencing behavior. This is because individuals
frequently imitate, especially when they perceive the models to be similar to themselves.
An in-depth review of Bandura's arguments reveals they were radical compared to other
behaviorists. The social learning component allows individuals to acquire information
quickly by observing and mimicking environmental models. Nonetheless, Bandura built
upon insights by Skinner by showing that social learning occurs in four steps (Devi et al.,
2022). The first step revolves around attentional processes whereby individuals derive
information from the milieu. They can choose to follow media examples or real-life
models. The processes are often described as cognitive abilities that manage the sensory
registration of modeled actions.

Step 2 focuses on retention mechanisms where they memorize the information in

long-term memory (LTM). The mechanisms allow them to recall and recreate the
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behavior in similar or differing circumstances. Retention techniques take transitory
influences, converted into internal guides representing the memory. Step 3 entails motor
production or reproduction, which moves component actions in the memory toward overt
actions. The movement process is based on the apt nature of the environment or setting.
However, SCT highlights that the observer might not perfectly reproduce the seen action.
They might alter or modify the behavior to produce a version that is apt based on the
situation (Manjarres-Posada et al., 2020). Furthermore, the theory denotes that the person
must possess the ability and skills to reproduce each behavior. The lack of capabilities
contributes to a decline in learning.

Motivational processes make up the final stage whereby they influence the
emergence of behavior as overt action. SCT shows that the emergence process requires
individuals to balance their behavioral tendencies on specific results and outcomes. It
further contends that a person will likely repeat an action in the presence of a reward.
They might however dismiss it when consequences are involved or probable. There are
three sources involved when generating and harnessing motivation. The first source,
expectancy, focuses on individual belief about behavioral success. It can be distinguished
into situation-outcome which revolves around the connection between events. Outcome
expectancies come in second as they pertain to the expected consequences and results.
Finally, self-efficacy expectations help define individual mastery which affects the
initiation and maintenance of coping behaviors (Alnoaim, 2022). Expectancy sources are

complemented by value and affective reactions. The former highlights the significance of
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a goal attained by specific actions. Comparatively, affective forms pertain to individual
feelings and reactions.

Nonetheless, SCT shows that observational learning is connected with motives
and punishment. Past reinforcement refers to a previous event where a person was
rewarded for their efforts. It co-occurs with past punishment where they were
admonished for going against the standards (Manjarres-Posada et al., 2020).
Comparatively, promised reinforcements are those which a person can imagine. It is
imperative to note that these forms tie with forethought whereby a person develops
pictures or images of future rewards. The final type is vicarious wherein individuals see
and recall the model being reinforced. However, the use of punishment does not
contribute to positive responses as compared to reinforcement.

Outcome expectancy (OE) is a key component which involves gauging
consequences based on benefits and demerits. It is subjective by nature while serving as a
multiplicative function of motivation. Valence is a key dimension of OE which involves
classifying consequences into positive or negative. Likewise, OE involves temporal
proximity, which evaluates consequences based on the timeline. Specifically, this prong
shows that people determine the outcomes in the short- or long-term. The former
expectancies are more powerful in motivating behavior since they are often proximal to a
person. Comparatively, the latter are deemed as distal, with people avoiding them due to
the lack of certainty regarding their impact. However, individual differences exist

regarding the consequences.
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The final dimension is the area of consequences, which involves anticipating self-
evaluative, social, and physical outcomes. The self-evaluative results are tied to
emotional experiences after engaging in a specific activity or behavior. A person might
be satisfied or feel ashamed based on their internal standards (Fasbender, 2019; Murphy,
2022). The standards tie back to the self-regulation (sub-function) system.
Comparatively, social OE captures the likely environmental and external responses to a
behavior. For instance, an employee might be cautious about being receiving a verbal
counseling. On the other hand, physical OE examines individual experiences, which can
be divided into positive/negative and short-/long-term.

However, there is a need to distinguish between the key concepts of self-efficacy
including judgments and beliefs. The judgments refer to an outcome of process
commonly contextualized in the present setting. They are often specific to a particular
objective and do not extend past a person’s inherent capabilities (Poluektova et al., 2023).
The specificity is seminal in developing solutions to problems affecting the attainment of
various objectives. The solutions combine myriad parallel verdicts to exert coping
tendencies and apprise a person of their limitations. In contrast, the beliefs are often
stable and general. This means that they extend towards the general domain of
functioning that comprises various cognitive and mental structures. These structures work
together to develop and distinguish knowledge that can be used when guiding individual
processes or behavior. Nonetheless, the global cognitions harness a similar meaning and
function pertaining to individual or collective successes.

Modes of Human Agency
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A critical tenet in SCT is human agency, which refers to individual power to
originate action. Bandura's theory denotes that individuals must be able to control and
manage their behavior, motivation, and cognition. The control and management process
relies on the development of self-efficacy and beliefs. These beliefs allow people to
operate while considering mediative efforts and sociocultural environmental aspects.
Intentionality. The first feature, intention, revolves around a person’s desire to act in a
specific way depending on an existing idea and mental state. Code (2020) shows that the
behavior can be accommodative or disruptive. Their respective nature is determined by
the supposed value and consequence. Nonetheless, the element helps formulate proactive
commitment with individuals relying on their personal interests and motivators. They
distinguish the outcomes as consequences rather than agentive acts while actualizing key
desires via goal setting and planning. The planning process hinges on rational and
impulsive decisions that are largely situational (Alnoaim, 2022). In Layman’s terms, a
person selects the specific social and environmental settings which align with their goals,
values, and strengths. Likewise, intentionality uses self-regulatory tools which increase
individual commitment and coordination. These tools predicate on cognitive features to
boost motivation and inherent desire to succeed.

Additionally, Bandura’s SCT shows that the mode sets up a foundation for social
cognition in divergent ways. It begins by unlocking the ontology of the mind due to its
wide-ranging representation of basic mental categories. These categories are inclusive of
awareness, belief, and desire. The awareness aspect is linked intermittently with self-

regulation since a person is cognizant of their strengths and limitations. On the other
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hand, belief revolves around self-efficacy as individuals develop a goal-oriented attitude
depending on their capabilities. These capabilities push them towards an inherent desire
to become the best at what they do.

Nonetheless, this mode of agency helps establish order and a structure to
behavioral perceptions. In Layman’s terms, SCT shows that intentionality allows a
perceiver to identify the structure of their intentions and actions. They determine the
likelihood of their behavior contributing to either positive or negative behavior. This
determination enhances action-development and alleviates the risk of engaging in risky
tendencies. It further extends towards coordinating social interaction since people are
able to define their behaviors based on specific standards. In most cases, these
explanations identify underlying mental causes behind various ideologies or processes.

To this end, Bandura (2001) indicated that the mode facilitates conscious thought
and impacts both normal and automatic action control. Individuals with a heightened
sense of agency are likely to develop self-affirming thoughts which form intention and
mitigate counterfactuals. They constantly modify their conscious to overcome
handicapping behavior marked by incessant sabotage of one’s pursuit for achievement.
The overcoming process mitigates a need for excuses for potential failure as a person
holds themselves accountable depending on various standards. Also, intentionality
formation occurs in a content specific route directed at the attainment of predefined goals.
The route ensures that a person develops an attitude of success based on initial or past

goal pursuits while outlining potential handicaps that might hamper their trajectory.
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Forethought focuses on individual’s ability to identify and evaluate outcomes.
This mode of human agency moves past the normal futuristic planning with people
setting goals and determining the prospective actions. Nonetheless, they formulate
mitigation plans aimed at alleviating detrimental effects (Code, 2020). Through
forethought, a person motivates themselves and develops a guiding framework while
anticipating the future. SCT works in tandem with the self-determination theory to
distinguish individual motivation into two forms, including intrinsic and extrinsic.
Regardless of their differences, the two types are useful in developing a forethoughtful
perspective that offers coherence, direction, and meaning (Bandura, 2001). Gradually, a
person reorders their priorities and learns how to plan ahead. They further structure their
lives based on their expectancies and the environment. The structuring phase relies on
regulating individual behavior to achieve the pre-established goals.

However, Code (2020) shows that future events are not caused by current
motivation and actions. This is because they lack actual existence. Comparatively, they
are developed in the cognitive aspects, which allow people to convert each event into
current behavioral regulators and motivators. The conversion then leads to the creation of
anticipatory self-guidance, affective self-reactions, and sanctions. The self-reactions are
also based on the construction of OE from observed conditional relationships between
environmental events and associated outcomes.

Moving further, foresight—based behavior is a byproduct of the immediate
environment. This environment influences a person's ability to transcend challenges and

shape the present to fit the desired future. In light of this, people discard courses of action
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that contribute to punishing outcomes and consequences (Manjarres-Posada et al., 2020).
They develop considerable self-direction when faced with competing influences while
adopting personal standards defined by self-evaluative results. Therefore, the results play
a critical role in augmenting or overriding the influence of external outcomes.

The next mode, self-reactiveness, revolves around the development of choices as
well as defining the best course of action. SCT presents self-reactiveness as individual
capability to regulate their affect, action, and motivation. The regulation process hinges
on the use of personal standards which set a foundation and offer a compass to a person.
Specifically, the standards influence one’s capability to take the necessary action
especially when they deviate from their pre-planned goals. The action is often self-
directed devoid of any external influences. It relies on the integration of thought and
action with the individual shifting from a planner into a motivator. They develop
strategies through forethought and utilize their past experiences/punishment to manage
behavior.

Code (2020) alluded that the standards and reactiveness work together to enhance
agentic behavior. Therefore, a person avoids sitting back and waiting for appropriate
performances to occur through manifestation or nonaction. Instead, they use their
inherent motivation and desire to execute each guideline. Likewise, self-reactiveness is
inextricably linked to a set of self-referent sub functions including monitoring, guidance,
and reactions. The sub-functions are useful in creating a singular framework which
controls external variables. The framework facilitates the development of purposeful

function whereby each individual exerts control over their thoughts, actions, and
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motivations. The control process hinges on an internal locus governing which/what
behavior are performance. Furthermore, it relies on knowledge pertaining to probable
consequences and punishment.

Moving further, Alnoaim (2022) showed that motivational standards provide
guidance through discrepancy reduction and production. The former involves making the
necessary corrections to attain a goal. the latter focuses on developing an action plan and
objectives which are then compared against personal accomplishments. Albeit different,
they both work towards personality and behavioral modification. However, self-
motivation is determined by three factors including self-efficacy. A person's belief in a
given behavior directly influences their ability to perform it. If they feel capable, then
they will work hard and avoid distractions. The next factor denotes that insight is useful
in controlling or adjusting efforts towards specific levels of feasibility and reality.
Finally, individuals have an anticipated time to goal attainment. This variable helps
distinguish goals from proximal or distal. The proximal goals are more effective in
enlisting motivation compared to the latter.

The motivational standards are complemented by social and moral guidelines.
SCT indicates that people can only exercise moral agency if they establish a relationship
between their thoughts and conduct. This relationship is defined by continuous self-
reprimand and approval depending on the social standards. For instance, if a person
believes that stealing is bad, they will engage in positive behavior to ensure that their
conduct aligns with the social standard (Fasbender, 2019). The social guidelines are

developed through direct instruction, behavioral feedback, and modeling. Direct
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instruction often emanates from people with authority who inform a person on what they
should do or avoid. Comparatively, behavioral feedback can be derived from colleagues,
parents, or teachers. It apprises an individual about the associated consequences of their
behavior. Finally, modeling outweighs verbal/direct instruction as it influences the
internalization of standards and morals.

The final property, self-reflectiveness, enables individuals to evaluate their
experiences and thought processes. The evaluation processes allow them to modify their
action and harness self-efficacy. This form is central in SCT as it determines individual
regulation and response to stimuli. According to the theory, people will formulate
perceptions about their inherent characteristics and abilities. These lenses are useful in
guiding their behavior by analyzing what the person intends to achieve. Likewise, their
intention directly influences the level of effort exerted into each performance.

Bandura cited that people serve as self-examiners and agents of action. The two-
pronged role is defined by their metacognitive capability to continuously reflect upon
themselves. This ability allows them to gauge whether their thoughts and actions are
concomitant with expected outcomes and expectancies (Bandura, 2001). The use of self-
reflective methodologies enhances individual ability to motivation-based conflicts. For
instance, they conduct cost-benefit analyses, allowing them to act in favor of one over
another. The metacognitive activity is also linked with direct evaluation of operative and
predictive thinking. The operative aspect entails determining how to attain each goal. The
predictive tenet revolves around the expected outcomes and effects of other people's

actions. Nonetheless, self-reflectiveness requires a person to change their agentive stance.
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A causal structure is involved in the changing process aimed at defining the specific
efficacy-related beliefs influencing individual adaptation. However, Nickerson (2023)
cited that the modifications hinge on subjective motivators combining with ecological
influences. The two work together to influence discrete development of either self-
hindering or self-enhancing perspectives.

Triadic Reciprocal Determinism Model and Constructs

The SCT theory is based on the triadic reciprocal determinism model. This
framework offers a vivid description of the correlation between environmental, personal,
and behavioral factors. First, Schiavo et al. (2019) opined that the environmental factors
revolve around the context where the behavior occurs. The milieu extends past the
physical aspect and often depends on social variables that influence personal thoughts
and tendencies depending on guidelines. Nonetheless, the social guidelines allow persons
to engage in subjective assessments of their goals and work towards maintaining
coherence (Schiavo et al., 2019; Woodcock & Tournaki, 2022).

The second construct is individual/personal, which includes characteristics
rewarded in past experiences. This construct is marked by both personality and cognitive
factors. The two work together to define individual behavior, expectations, and beliefs.
The final construct is behavior, which can be reinforced or controlled in a given time or
situation. The three constructs allow learning to occur through experience as a response
to specific goals or interests (Yoon, 2019). Likewise, the environment plays a key role in
harnessing or undermining motivation. They enjoy a bidirectional relationship that

establishes a deterministic system accounting for each output and outcome.
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Furthermore, the model supposes that the environment operates as either a facilitator or
constraint. A person’s ability to remain autonomous is influenced by the milieu. It often
contains divergent stimuli which influence individual action and responses while
allowing them to express or dismiss specific behavioral tendencies. Likewise, behavior
operates as an outcome and driver behind the model. Most people rely on their tendencies
to develop distinguishable characteristics which reflect their desires. The characteristics
depend on cues and incentives with punishment helping curb deviancy.

Also, the constructs permit continuous engagement in agentic action. This action
or behavior ensures that individuals can adapt flexibly based on the social, geographic, or
climatic environments. The personal aspects of self-efficacy and regulation enable the
circumvention of constraints. Also, confidence-based beliefs are used when redesigning
and constructing the milieu to a particular standard. The reconstruction is then followed
by new behaviors aimed at the attainment of desired outcomes. These tendencies are
passed to others through social modeling. Furthermore, Bandura highlighted that most
individuals use their knowledge to enhance power over the specific settings.

Regardless of its efficiency, scholars raise concerns about the determinism
models. A common issue is that the three variables enjoy a complex and dynamic
relationship. Therefore, the framework is subject to continuous changes which
undermines the isolation and measurement of the specific impact of each variable. Also,
the framework does not consider individual differences. The lack of consideration makes

it challenging for professionals to generalize the impacts and effects. The final concern is
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that Bandura’s model has limited power when it comes to prediction. Therefore, social
behaviorists and scholars cannot aptly forecast outcomes and behaviors.
Rationale for Using Social Cognitive Theory

The SCT seamless agreement with the study's primary goals provides a strong
justification for using it as the foundation of this investigation. SCT's subtle emphasis on
observational learning, the tenacity of self-efficacy beliefs, outcome projections, and the
self-regulatory fabric provide a specialized framework to unravel the complexity of
behavioral change in the context of cybersecurity awareness and training programs. SCT
mimics the complex terrain of cybersecurity practices inside organizational settings by
capturing the complex interplay between cognitive processes, contextual circumstances,
and behavioral outcomes (M. D. Young et al., 2014). The effort to increase user self-
efficacy, promote behavioral adaptability, and develop proactive cybersecurity practices
resonates well with SCT's holistic viewpoint. The thorough framework of this theory is a
useful tool for disentangling the confluence of personal preferences and environmental
stimuli that influence cybersecurity behavior. In conclusion, the case for adopting SCT
stems from its capacity to offer a thorough, flexible, and perceptive lens through which
the dynamics of cybersecurity awareness and training tactics can be successfully
investigated. (M. D. Young et al., 2014)
Comparison with Alternative Frameworks
Routine Activities Theory and Social Cognitive Theory

Cohen and Felson developed the RAT in 1979, which is used as the foundation of

many criminological theories. RAT clearly explains how and why crime occurs. RAT
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emphasizes that crime occurs when three elements converge: (a) a motivated offender,
(b) a suitable target, and (c) the absence of a capable guardian. Over time, RAT was used
to explain changes in criminal tendencies and prevent and reduce crimes. RAT has been
used to explain Cybercrime at the individual level (Kigerl, 2012).

Although RAT has demonstrated its ability to explain victimization and criminal
behavior, it cannot capture the proactive nature of cybersecurity readiness. With its roots
in regular activities and criminal opportunities, RAT focuses mostly on the victim-
offender dyad in criminal contexts. As a result, its perspective needs to be more
coordinated with the proactive goal of improving cybersecurity policies.

Theory of Planned Behavior and Social Cognitive Theory

The theory of planned behavior (TPB) was developed by Icek Ajzen as an attempt
to predict human behavior (Ajzen, 1991). The TPB posits that attitude toward the
behavior, subjective norm, and perceived behavioral control influence behavioral
intention (Asare, 2015). According to the TPB, human behavior is guided by three kinds
of considerations: beliefs about the likely consequences of the behavior (behavioral
beliefs), beliefs about the normative expectations of others (normative beliefs), and
beliefs about the presence of factors that may facilitate or impede performance of the
behavior (control beliefs) (Bosnjak et al., 2020).

Despite a long history of success in predicting behavior under a variety of
conditions, the TPB was unable to fully capture the nuances required to comprehend the
complex interplay of psychological and environmental factors in cybersecurity contexts.

The TPB's emphasis on the need to anticipate behavior is an innovative idea, but it also
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needs to take into account all the other facets of cybersecurity awareness and training. A
more comprehensive paradigm was required due to the interaction of cognitive processes,
behavioral regulation, and environmental influences (Anderson, 2014).

Experiential Learning Theory and Social Cognitive Theory. EL, developed by
Kolb in 1984, is a paradigm for resolving the contradiction between how information is
gathered and how it is used (Kong, 2021). The foundation of the ELT process is within an
individual’s environment and consists of an individual personally performing an activity,
collecting data from the activity, and reflecting on what has occurred to ultimately create
knowledge (Angstmann et al., 2019). This theory focuses on experience and a problem-
based learning style. Within ELT, the self-reflective phase consists of personal reflection,
and the forethought phase consists of goal setting, self-efficacy, and outcome
expectancies to modify future performances (Nakabayashi, 2018). ELT also aligns well
with the self-efficacy construct of SCT, and both theories theorize the importance of the
atmosphere on the individual throughout the learning process.

The difference between ELT and SCT is that ELT does not explain how
individuals learn through social observation, and that internal and behavioral factors
contribute to the overall learning process. SCT accounts for demographics, personality,
and outside influences, such as the organization and social pressures from peers to
influence learning, which describes the organizational force and potential factors in
exploring cybersecurity programs. SCT with its triadic model incorporating personal,
behavioral, and environmental variables, was the most advantageous choice. SCT's

emphasis on observational learning, self-efficacy beliefs, result expectations, and self-
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regulation is in accord with the complex dynamics of cybersecurity behavior (Anderson,
2014). SCT offers a thorough perspective to investigate the intricate synthesis of unique
cognitive processes, social elements, and environmental triggers, in contrast to
RAT.,TPB, and ELT revealing a more fundamental understanding of cybersecurity
preparedness.

Human factors within the domain of cybersecurity

Nifakos et al. (2021) conducted a thorough literature analysis on the impact of
human elements on medical cybersecurity. The research, which is qualitative in nature,
examines previous research to ascertain how much of an effect human variables have on
safety. In comparison, Pollini et al. (2021) took a holistic scientific strategy for
cybersecurity by emphasizing the importance of human aspects. This study investigates
the impact of human factors on cybersecurity events using a combination of surveys and
in-depth interviews.

Nobles (2022) investigated the effects of human elements, including stress,
burnout, and security weariness, on a group's security posture. The research gathers data
regarding the incidence of these variables across cybersecurity specialists through a
survey-based methodology. In contrast, Linkov et al. (2019) research focuses on human
elements in automated vehicle cybersecurity that addresses emerging topics. A summary
of the applicable literature is provided in this study, which is also qualitative. Although
using different approaches, all four studies emphasize the vital significance of human
elements in cybersecurity. Pollini et al. (2021) believed that an inclusive strategy that

makes use of human factors may be highly effective in minimizing cybersecurity



33

incidents, whereas Nifakos et al. (2021) observed that human factors have an important

influence on the effectiveness of cybersecurity operations. While Linkov et al. outlined

major topics of study on the subject, Nobles highlighted the possible detrimental impact
of stress, stress, and safety fatigue on cyberspace efforts.

Overall, the research offers important conclusions about the importance of human
factors in security and emphasizes the significance of taking these variables into account
when developing and implementing cybersecurity policies. Therefore, further study is
required to understand the intricate relationship between human factors with
cybersecurity as well as to create efficient methods for reducing the negative effects of
these elements on cybersecurity efforts.

Impacts of the Human Factor on Cybersecurity

I studied and researched both quantitative and qualitative studies and both of them
yielded the same results when it comes to the human factor in cybersecurity. Ani et al.
(2019) focused on the industrial workforce, while Jeong et al. (2019) took a broader
approach to understanding human factors in cybersecurity. Both studies employed a
quantitative approach, using survey instruments to collect data. Ani et al. (2019) used a
survey instrument to assess the cybersecurity capacity of the industrial workforce, while
Jeong et al. (2019) used a survey to assess the cybersecurity awareness of employees. Ani
et al. (2019) used descriptive statistics to analyze the data, while Jeong et al. (2019) used
factor analysis and regression analysis to explore the relationships between variables.

Both Nifakos et al. (2021) and Alsharif et al. (2022) examined the effect of human

weaknesses on privacy, but they did it from vastly different angles. Although Alsharif et
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al. (2022) did a literature study to investigate the impact of human weaknesses on
security, Nifakos et al. (2021) conducted a systematic review of the literature to
investigate the impact of human elements on cybersecurity inside healthcare companies.
Alsharif et al. (2022) had to use a quantitative technique, while Nifakos et al. (2021) used
a qualitative approach. Whereas Alsharif et al. (2022) utilized descriptive statistics to
assess the data, Nifakos et al. (2021) employed theme analysis.

All the research agreed that people are the most important part of cybersecurity.
Ani et al. (2019) and Jeong et al. (2019) emphasized the significance of employee
education and knowledge in averting cyber-attacks. Both Nifakos et al. (2021) and
Alsharif et al. (2022) stressed the importance of taking an interdisciplinary strategy for
tackling human weaknesses in cyber security. Although Nifakos et al. (2021) and
Alsharif et al. (2022) dealt with human vulnerabilities, Ani et al. (2019) and Jeong et al.
(2019) emphasized staff knowledge and cybercrime capability, respectively. Whereas
Nifakos et al. (2021) and Alsharif et al. (2022) utilized a systematic review of the
literature technique, Ani et al. (2019) and Jeong et al. (2019) employed survey tools to
collect data. Whereas Alsharif et al. (2022) utilized a quantitative technique, Nifakos et
al. (2021) had to use a qualitative methodology. In conclusion, these research studies
emphasize the significance of the human element in cybersecurity. They both emphasized
the importance of staff receiving education and awareness to prevent cyberattacks as well
as the necessity of a multidisciplinary strategy to address human weaknesses in

cybersecurity.
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In order to better understand how human factors affect cybersecurity in healthcare
providers, Nifakos et al. (2021) did a systematic study. Researchers looked at over
twenty-one studies and produced eight distinct categories of human variables that affect
cybersecurity. They came to the conclusion that education and awareness initiatives can
assist in mitigating the risks associated with cybersecurity because human factors play
such a significant part in the field.

Alsharif et al. (2022) conducted a qualitative study to look into how human
weaknesses affect cybersecurity. They discovered that human flaws can dramatically
raise the danger of assaults and developed a framework to address these flaws. To
overcome human weaknesses, they emphasized the value of education and awareness
campaigns.

To assess the cybersecurity skills of the business community, Ani et al. (2019)
undertook a quantitative study. They observed that 208 workers from four different
businesses had low information security and were inadequately trained. To increase the
cybersecurity skills of the employee in the workplace, they developed a structure for
information security. To better understand behavioral variables in cybersecurity, Jeong et
al. (2019) conducted a quantitative research study. They polled 114 social media users
and discovered that demographic factors, including age, ethnicity, and educational levels,
have a major impact on users' attitudes and practices about online safety. To better
comprehend the link between individual factors with cybersecurity, researchers created a
model.

Cybersecurity policy implementation
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Information security, privacy laws, and political developments in the
implementation of computer systems in smart cities were the focus of a quantitative study
by Habibzadeh et al. (2019). 127 experts in the field of smart cities from all over the
globe were surveyed using an online questionnaire. Aldawood and Skinner (2019)
provided a critical qualitative analysis of current social, technical solutions,
measurements, strategies, tools, or applications in the field of cyber. The research by
Habibzadeh et al. (2019), however, found that there are substantial obstacles to deploying
computer networks in smart urban areas, including a shortage of cybersecurity and funds,
in addition to the inadequacy of legislative framework and rules. On the opposite hand,
Aldawood and Skinner (2019) conducted an extensive literature review that found that a
more comprehensive and interdisciplinary strategy is necessary to effectively counter
social engineering attempts. They also emphasized the significance of including human
factors in security procedures and policy.

Eboibi (2020) provided a qualitative investigation of cybercrime worries in
Southern Africa, Ghanaian, Ethiopia, and Nigeria and then examined the repercussions
for the execution of cyberspace laws and institutional responsibility. The effect of
information security knowledge on workers' security behavior was the subject of a
quantitative study by Li et al. (2019). They employed regression analysis when analyzing
the information, they gathered from 222 workers at various companies in China. Eboibi
(2020) used a thematic analysis of existing literature to identify the challenges in
addressing cybercrime in these countries, such as limited resources and inadequate legal

frameworks. The author also emphasized the need for more effective policy measures and
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institutional accountability to combat cybercrime (Eboibi, 2020). Li et al. (2019) results
indicated that employees' cybersecurity policy awareness positively influences their
cybersecurity behavior, and that the relationship is mediated by their perceived
behavioral control and subjective norms.

Dedeke and Masterson (2019) conducted a comparative analysis of three
cybersecurity implementation frameworks (CIF) from the United States, the United
Kingdom, and Australia. They used a qualitative approach to analyze the frameworks and
identified commonalities and differences in their approaches to cybersecurity
implementation. They concluded that a more comprehensive approach, which considers
the social, cultural, and organizational factors, is necessary for effective cybersecurity
implementation. Habibzadeh et al. (2019) found that the lack of cybersecurity awareness
and resources, as well as the absence of legal frameworks and policies, are significant
challenges in deploying cyber-physical systems in smart cities. In contrast, Li et al.
(2019) found that employees' cybersecurity policy awareness positively influences their
cybersecurity behavior, suggesting that policies can be effective in promoting
cybersecurity best practices among employees.

Aldawood and Skinner (2019) emphasized the need for a more holistic and
multidisciplinary approach to address social engineering attacks effectively, while
Dedeke and Masterson (2019) argued that a more comprehensive approach, which
considers the social, cultural, and organizational factors, is necessary for effective
cybersecurity implementation. These studies emphasize the significance of taking into

account human elements in cybersecurity policies and procedures, implying that merely a
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technical strategy might not be enough to effectively resolve cybersecurity concerns.
Eboibi (2020) identified the challenges in addressing cybercrime in South Africa, Ghana,
Ethiopia, and Nigeria, such as limited resources and inadequate legal frameworks. The
author emphasized the need for more effective policy measures and institutional
accountability to combat cybercrime, suggesting that a more comprehensive and
coordinated approach is necessary to address this complex and evolving problem.

In summary, the studies reviewed here address various aspects of cybersecurity
and highlight the challenges and opportunities in cybersecurity policy implementation
and institutional accountability. While Habibzadeh et al. (2019) and Li et al. (2019) used
quantitative methods to investigate specific aspects of cybersecurity, Aldawood and
Skinner (2019), Eboibi (2020), and Dedeke and Masterson (2019) used qualitative
approaches to provide critical appraisals and comparative analyses of cybersecurity
measures, policies, and frameworks. Together, these studies provide valuable insights
into the complex and multifaceted nature of cybersecurity and the need for
multidisciplinary and holistic approaches to address it effectively.

Employee cybersecurity policy compliance

Employee cybersecurity policy compliance is essential for the success of any
organization's cybersecurity strategy. Compliance ensures that employees follow the
organization's cybersecurity policies and procedures to protect the organization's digital
assets and sensitive information from cyber threats. The studies reviewed focus on
employee cybersecurity compliance and explore numerous factors that influence

employee attitudes and behaviors toward cybersecurity policies. These studies suggest
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that promoting cybersecurity compliance requires a combination of organizational
culture, training, communication, incentives, and user-centered approaches. While all
studies address comparable topics, they employ different research methods and
approaches to investigate these issues.

Cram et al. (2020) used a mixed-methods approach, trying to combine interviews
and surveys to recognize the variables that lead to reduced adherence and recommend
ways to boost adherence, whilst also Gundu (2019) used a quantitative research approach
to determine what factors lead to the having to know disparity in worker information
security conformance.

In order to better understand how cybersecurity and regulation knowledge affect
employee adherence attitudes, Wong et al. (2022) used a case study methodology,
focusing on the development of supply chain capacities. Reeves et al. (2021) used a
qualitative methodology, combining focus group discussions and interviews, to
investigate the difficulties of empowering employee satisfaction with information
security, while Ameen et al. (2021) performed a cross-cultural study using a
questionnaire to investigate information security adherence among Gen-Mobile working
population. While all studies emphasize the importance of employee awareness, training,
and motivation in promoting cybersecurity compliance, they differ in their focus and
findings. For example, Cram et al. (2020) identified the lack of senior management
support and inadequate training and communication as significant barriers to compliance,
while Ameen et al. (2021) found that cultural differences, such as individualism and

collectivism, can influence compliance behaviors. Furthermore, Reeves et al. (2021)
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highlighted the issue of cyber fatigue, where employees may become disengaged and
apathetic toward cybersecurity policies due to the overwhelming amount of information
and training, they receive. The authors suggest that organizations should consider
alternative approaches, such as gamification and social incentives, to encourage
employee engagement and participation in cybersecurity initiatives.

Overall, the studies reviewed provide valuable insights into the complex issue of
employee cybersecurity compliance and highlight the need for a multifaceted and tailored
approach to address this problem. Organizations should also implement measures to
monitor employee compliance, such as regular security assessments and audits. These
measures can help identify potential vulnerabilities and ensure employees follow
cybersecurity policies and procedures. While the studies use different research methods
and approaches, they all emphasize the importance of employee awareness, training,
motivation, organizational support, and culture in promoting cybersecurity compliance.

Gundu (2019), Cram et al. (2020), and Wong et al. (2022) all emphasize the
importance of organizational culture, training, and communication in promoting
cybersecurity compliance among employees. Gundu (2019) and Cram et al. (2020) use a
quantitative and mixed-methods approach, respectively, to identify factors that contribute
to low compliance rates, while Wong et al. (2022) use a case study approach to examine
compliance attitudes and behaviors in a specific context. Ameen et al. (2021) take a
cross-cultural approach to cybersecurity compliance, examining compliance behaviors
among the Gen-Mobile workforce in diverse cultural contexts. The study highlights the

significance of cultural norms and views toward protection, in addition to the significance
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of perceived utility and convenience of use in driving compliance behaviors. The study
uses a quantitative survey to identify differences in compliance behaviors across cultures.
Reeves et al. (2021) focus on the issue of cyber fatigue, which refers to the exhaustion
and apathy that can result from constantly dealing with cybersecurity threats. The study
uses a qualitative approach to identify factors that contribute to cyber fatigue, including
the complexity of security policies and the lack of perceived personal benefits from
complying with policies. According to the findings, businesses should prioritize making
security easier for end users by streamlining regulations and offering customized
feedback and rewards.

In conclusion, employee cybersecurity policy compliance is essential for the
success of an organization's cybersecurity strategy. By developing clear policies and
procedures, providing regular training and education, monitoring compliance, and
enforcing compliance, organizations can reduce the risk of cyber threats and protect their
digital assets and sensitive information. The studies suggest that promoting cybersecurity
compliance requires a combination of organizational culture, training, communication,
incentives, and user-centered approaches. While some studies take a more quantitative or
qualitative approach, they all emphasize the importance of addressing the complex social
and cultural factors that can influence compliance behaviors.

Application to the applied IT problem

This literature review compiles numerous studies that center on different

problems and difficulties associated with information technology (IT). In a quantitative

analysis of the global IT project, Palvia et al. (2021) determined the top IT challenges and
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issues faced by enterprises worldwide. In contrast, Sihombing (2019) conducted a
qualitative examination of the legal framework of agricultural law institutions and
investigated the major concerns connected to human capital and information technology.
Filippova (2021) highlighted current security challenges in the information society,
highlighting the need for an initiative-taking approach to security, Whereas Kaplan
(2020) looked into the moral, legal, including social concerns and assessments of the use
of telehealth and telemedicine even during COVID-19 pandemic.

In general, the studies are examples of several research paradigms that tackle
various information technology problems. Palvia et al. (2021) and Filippova (2021)
concentrated on the technical elements of information technology, whereas Sihombing
(2019) and Kaplan (2020) investigated the legal, ethical, and social ramifications of
information technology. Nonetheless, all of the studies agreed that it is essential to
address the difficulties and problems related to IT to guarantee the technology's
successful deployment and acceptance.

In addition, Palvia et al. (2021) and Filippova (2021) brought attention to the
importance of taking a preventative and strategic approach to information technology
security. On the other hand, Sihombing (2019) and Kaplan (2020) stressed the
importance of having robust legal and ethical frameworks to oversee the use of
information technology. Although the studies differed in the areas they focused on and
the methods they used, they all agreed that IT problems are intricate and multifaceted and

that it is necessary to take a comprehensive approach to solve them.
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Palvia et al. (2021) conducted a quantitative analysis of the problems and issues
that were caused by Information Technology (IT) in the context of the worldwide IT
project. The authors conducted a survey that was distributed to IT workers in forty-three
different countries in order to determine which obstacles and issues are the most
significant in their line of work. According to the findings of the study, IT workers all
over the world are particularly concerned about issues pertaining to cybersecurity, digital
privacy, and big data analytics. Sthombing (2019), on the other hand, conducted a
qualitative investigation of the legislative structures that control human capital and
information technology in the Indonesian agricultural industry. According to the findings
of the survey, some of the most significant obstacles that the industry is now facing
include inadequate legal enforcement and restricted access to technology.

Filippova (2021) examined contemporary security challenges in the information
society and provided an overview of the most significant risks to cybersecurity, including
phishing, malware, and ransomware assaults. The need to have good cybersecurity
policies and practices was underlined throughout the study to provide protection against
these threats. Similarly, Kaplan (2020) investigated the moral, legal, and social problems
that arose from the use of health information technology (HIT) and telemedicine during
the COVID-19 epidemic. The research underlined the necessity for politicians to address
issues such as privacy concerns, reimbursement for telemedicine, and the digital gap in
order to guarantee equal access to healthcare.

The difficulties and problems related to the use of information technology are the

primary subjects of all four of the studies mentioned above. Nonetheless, they are distinct
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in terms of the precise study approaches and topics of inquiry that they focus on. While
Sihombing and Kaplan investigate technology's moral and ethical ramifications in certain
industries, Palvia et al. and Filippova is concerned with cybersecurity. While Filippova
and Kaplan present overviews of contemporary concerns in their respective domains,
Palvia et al. and Sihombing use quantitative and qualitative research methodologies,
respectively.

Strategies used by cybersecurity leaders.

Cybersecurity leaders play a critical role in protecting their organization's digital
assets and sensitive information from cyber threats. To be successful, these leaders must
have a comprehensive understanding of cybersecurity and the ability to develop and
implement effective cybersecurity strategies. Some themes that emerge from these
studies are the importance of strategic leadership, effective cybersecurity strategies, and
awareness in cybersecurity. Lehto and Limnéll (2020) discuss the case of Finland, where
the government has taken an initiative-taking approach to cybersecurity by appointing a
national cybersecurity coordinator and implementing a comprehensive national
cybersecurity strategy. Similarly, Gearhart et al. (2019) emphasize the importance of
leadership in higher education's cybersecurity, arguing that leaders need to prioritize
cybersecurity and ensure they have the right resources and personnel to address cyber
threats. Hepfer and Powell (2020) suggest that companies need to make cybersecurity a
strategic asset rather than treating it as an afterthought or a technical issue.

Barosy (2019) explores successful operational cybersecurity strategies for small

businesses, arguing that a multi-layered approach is necessary to address several types of
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cyber threats. Goel et al. (2020) propose a strategic decision framework called PRISM for

cybersecurity risk assessment, which takes into account factors such as threat probability,
business impact, and risk appetite.

The study by Gearhart et al. (2019) focused on cybersecurity leadership issues
and challenges in higher education. The study used a qualitative research design and
conducted interviews with cybersecurity leaders in higher education to identify the
leadership challenges and strategies for improving cybersecurity. The findings of the
study revealed that the lack of cybersecurity awareness among employees and students,
limited resources, and the complexity of the cybersecurity landscape were the main
challenges faced by cybersecurity leaders in higher education. The study also highlighted
the importance of leadership and communication skills for effective cybersecurity
management in higher education. Cybersecurity leaders recognize that employees can be
a significant vulnerability in an organization's cybersecurity strategy. To address this,
they provide regular training and education to employees on best practices for
cybersecurity, such as recognizing phishing frauds and avoiding risky online behavior.

In contrast, the study by Barosy (2019) aimed to identify successful operational
cybersecurity strategies for small businesses. The study used a mixed-methods research
design and collected data through surveys and interviews with small business owners and
cybersecurity experts. The findings of the study revealed that small businesses face
significant challenges in implementing effective cybersecurity strategies, such as a lack

of resources, technical expertise, and awareness. The study also identified several
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successful strategies for operational cybersecurity, including employee training and
awareness, access control, and network segmentation.

The studies also highlight different challenges that cybersecurity leaders face.
Gearhart et al. (2019) note that cybersecurity is a constantly evolving field, and leaders
need to stay up to date with the latest trends and threats. Lehto and Limnéll (2020)
discuss the challenge of balancing cybersecurity with other priorities, such as privacy and
civil liberties. Hepfer and Powell (2020) argue that many companies struggle to attract
and retain cybersecurity talent, and they suggest that organizations need to offer
competitive salaries and benefits to address this issue. In terms of methodology, the
studies use different approaches. Gearhart et al. (2019) and Barosy (2019) use a
qualitative case study methodology to explore cybersecurity issues in higher education
and small businesses, respectively. Lehto and Limnéll (2020) use a qualitative approach
to examine strategic leadership in the context of cybersecurity, while Goel et al. (2020)
use a quantitative approach to validate their PRISM framework. Hepfer and Powell
(2020) use a combination of qualitative and quantitative methods to analyze data from a
survey of cybersecurity professionals.

Overall, these studies highlight the importance of strategic leadership in
addressing cybersecurity challenges. They also emphasize the need for effective
cybersecurity strategies, which may vary depending on the organization and the specific
threats it faces. The studies also highlight different challenges that cybersecurity leaders
face, such as keeping up to date with the latest threats and attracting and retaining

cybersecurity talent. The studies use different methodologies, with some focusing on case
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studies and others using quantitative approaches. Taken together, these studies offer
valuable insights into the strategies used by cybersecurity leaders and the challenges they
face in today's rapidly evolving cybersecurity landscape.

Strategies that cybersecurity leaders use to enforce cybersecurity policies in an
organization.

Yusif and Hafeez-Baig's (2021) study provides a conceptual model for
cybersecurity governance. They highlight the importance of a comprehensive approach
that encompasses technical, legal, and managerial aspects of cybersecurity governance.
The study emphasizes that governance is essential for creating a culture of cybersecurity
within an organization. In contrast, Huang and Pearlson's (2019) study is qualitative and
presents a model for building a cybersecurity culture within an organization. The study
proposes a six-element model that emphasizes the importance of leadership,
communication, awareness, training, enforcement, and measurement in building a
cybersecurity culture. The study emphasizes the importance of organizational culture in
developing cybersecurity policies and inculcating them among employees.

Poyhonen and Lehto's (2020) study focuses on trust-based architecture in the
management of organization security. The study emphasizes the importance of trust-
based relationships between employees and management, which can help to create an
environment where employees are more willing to comply with cybersecurity policies.
The authors suggest that trust can be established by providing employees with the
necessary resources and training to implement cybersecurity policies effectively. The

institutional strategies for cybersecurity in higher education institutions are the topic of
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Cheng and Wang's (2022) study. The authors stress the importance of higher education

institutions adopting a multi-layered strategy that incorporates policies, processes, and
technologies to manage cybersecurity concerns.

Each of the four studies uses a unique set of research techniques to delve into a
different facet of cybersecurity governance. In order to better understand how businesses
may establish a cybersecurity culture, Huang and Pearlson (2019) employ a qualitative
study approach. The trust-based architecture for managing organizational security is also
investigated by Péyhonen and Lehto (2020) using a qualitative method. A conceptual
model for cybersecurity governance is proposed by Yusif and Hafeez-Baig (2021), and
their research combines qualitative and quantitative techniques. Last but not least, Cheng
and Wang (2022) use a quantitative approach to studying institutional cybersecurity
initiatives in higher education institutions.

While using different approaches, all of these studies have the same overarching
goal of enhancing corporate cybersecurity governance. The studies, however, focus on
different areas of cybersecurity governance. Whereas Péyhdnen and Lehto (2020)
concentrate on trust-based architecture, Huang and Pearlson (2019) concentrate on
cybersecurity culture. A thorough model of cybersecurity governance, including policies,
risk management, and leadership, is provided by Yusif and Hafeez-Baig (2021). Cheng
and Wang (2022), on the other hand, focus solely on institutional cybersecurity strategies
in higher education institutions.

Huang and Pearlson (2019) and Péyhonen and Lehto (2020) used qualitative

research methodologies to investigate various facets of cybersecurity governance.



49

Poyhonen and Lehto look into the trust-based architecture for managing organizational
security, whereas Huang and Pearlson concentrate on the creation of a cybersecurity
culture. In-depth interviews with cybersecurity industry executives and experts are used
in both projects to collect data.

A conceptual model for cybersecurity governance is provided by Yusif and
Hafeez-Baig (2021), which encompasses several facets of cybersecurity governance, such
as policy, risk management, and leadership. A survey and interviews with cybersecurity
experts are included in the study's blend of qualitative and quantitative research
techniques. Cheng and Wang (2022) explore organizational security strategies in
educational institutions using a quantitative research methodology. IT experts in higher
education institutions are surveyed to collect data.

In summary, the studies are focused on strengthening cybersecurity governance.
They allow for better research to do so from a variety of perspectives and through a
variety of methodologies. Researchers can now better understand the tactics and
frameworks that cybersecurity leaders might employ to enforce cybersecurity policies in
enterprises.

Literature-Based and Industry Document Validation

By adding both industry evidence and confirmation from the literature, the Social
Cognitive Theory (SCT) chosen as the guiding framework is strengthened. Scholarly
articles in a variety of domains, including education, health, organizational behavior, and
social psychology, support the application of SCT. Furthermore, industry publications

that deal with cybersecurity awareness and training corroborate the theory's validity in
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the actual world of cybersecurity implementation. Publications, frameworks, and
standards such as National Institute of Standards and Technology (NIST), ISO/IEC
27001, HITRUST, Federal Information Security Modernization Act (FISMA), Control
Objectives for Information and Related Technologies (COBIT), and CIS Critical Security
Controls (CIS Controls), act as a bridge between theoretical concepts and real-world
applications, illustrating how SCT can be used to comprehend the intricacies of
cybersecurity behavior. This method offers a solid foundation for investigating and
putting into practice effective cybersecurity awareness and training strategies while
strengthening the validity and applicability of the conceptual framework by fusing
academic insights with corporate viewpoints (Anderson, 2014)
Cybersecurity awareness

This review's four research all examine distinct facets of cybersecurity awareness.
While Quayyum et al. (2021) concentrated on security awareness for youngsters, Corallo
et al. (2022) did a systematic literature study on security awareness within the setting of
the industrial web of things (IToT). Zwilling et al. (2020) did comparative research on
information security, information, and behavior, while Zhang-Kennedy and Chiasson
(2021) conducted a systematic review of multimedia technology for cybercrime
education and awareness-raising.

Despite the fact that each study has a different focus, they all emphasize the
significance of cybersecurity knowledge in various settings. Corallo et al. (2022) found
that cybersecurity awareness is necessary in the I1oT to ensure security and safety,

whereas Quayyum et al. (2021) stress the necessity of educating cybercrime to kids from
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the beginning in order to promote secure and responsible use of technologies. Zhang-
Kennedy and Chiasson (2021) looked at multimedia tools for cybersecurity awareness
and education, while Corallo et al. (2022) focused on awareness and education in the
setting of the industrial web of things (IloT). Children's cyberspace understanding was
studied by Quayyum et al. (2021), while cybersecurity attention, cognition, and behavior
were compared across populations by Zwilling et al. (2020).

After doing a thorough literature search, Corallo et al. (2022) found twenty-eight
studies that met their criteria. They discovered that I1oT cybersecurity knowledge should
take into account not only technological but also institutional and psychological elements.
According to the findings of the study, specialized awareness campaigns focusing on
particular areas of IloT are warranted. Zhang-Kennedy and Chiasson (2021) also
conducted a systematic review and discovered thirty-seven papers that looked at
multimedia technologies for cybersecurity awareness and education. The authors
concluded that file management can be useful for raising cyber understanding, education,
and behavior, but they also noted certain drawbacks, among them the necessity for
frequent updates and the possibility of user fatigue. The importance of multimedia
technologies in raising cybersecurity awareness, particularly in involving and educating
users, is highlighted by Zhang-Kennedy and Chiasson (2021). Zwilling et al. (2020) came
to a similar conclusion, seeing that training and instruction programs increased
participants' understanding as well as conduct in regard to cybersecurity.

The research does show some divergent views on the efficacy of cybersecurity

awareness campaigns, though. In spite of the increasing relevance of cybersecurity in the
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ITIoT, Corallo et al. (2022) discovered that there are few programs to raise information
security awareness among industrial consumers. There is a dearth of studies on the
efficacy of such initiatives, according to Quayyum et al. (2021), despite the fact that there
is an increasing desire to promote cyber safety education for children.

Twenty-seven studies on children's information security were analyzed by
Quayyum et al. (2021). The findings revealed that a number of characteristics, including
age, gender, and prior exposure to computers, have an impact on children's information
security. The research also emphasized the importance of providing children with a
stimulating and interesting online education suitable for their age. Zwilling et al. (2020)
compared information security, understanding, and behavior among three distinct groups:
university graduates, working adults, and seniors. Significant disparities in cybersecurity
awareness, understanding, and behavior were discovered between the groups,
highlighting the necessity for targeted awareness initiatives.

Furthermore, while Zhang-Kennedy and Chiasson (2021) found multimedia tools
to be effective in promoting cybersecurity awareness, they noted that there is still a lack
of evaluation of the long-term effectiveness of such tools. Similarly, while Zwilling et al.
(2020) found that training and education programs were effective in improving
participants' knowledge and behavior, they also noted that there is a need for more
comprehensive and personalized training programs to address individual differences in
cybersecurity knowledge and behavior.

Overall, security awareness is an essential part of the fighting and prevention of

cybercrimes. The studies listed above highlight the importance of cybersecurity
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awareness in various contexts and the need for more effective and comprehensive
initiatives to promote cybersecurity awareness and education. The need to increase
cybersecurity capabilities and cooperation by investing in building safe, reliable, and
persistent cyberspace decision-making platforms and frameworks and releasing
cybersecurity leadership roles and commitment is essential to create cybersecurity and
operating platform for all stakeholders that, include Microsoft, Google, Apple, Facebook,
Banks, governments, and others private sectors on cyberattacks incidents that affect the
local and global market and share losses (Bouveret, 2019). The studies also highlight the
potential effectiveness of different approaches, such as multimedia tools and personalized
training programs, in promoting cybersecurity awareness.
Transition and Summary

The purpose of this qualitative, pragmatic inquiry study is to explore the
strategies that cybersecurity leaders use to enforce cybersecurity policies in an
organization. Section 1 comprises the introduction and foundation of my doctoral
study. The section consists of the background, statement of the problem, statement of
purpose, nature of the research, research question, questions for the interview,
conceptual framework, definitions, and significance of the research. Furthermore,
Section 1 comprises a discussion of the assumptions, limitations, and delimitations of
the study and concludes with a review of the academic and professional literature.

Section 2 comprises detailed explanations of the research methodology chosen for
this doctoral study. The section outlines the researcher’s role, analysis of the participants,

analysis of the various research methods and design approaches, the types selected for
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this study, population sampling, ethical research, data collection, organization techniques,

data analysis reliability, and validity.
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Section 2: The Project

In this section, I will present a detailed explanation of the research methodology
chosen for this doctoral study. The section outlines the researcher's role, analysis of the
participants,analysis of the various research methods and design approaches, the types
selected for this study, population sampling, ethical research, data collection, organization
techniques, data analysis reliability, and validity.

Purpose Statement

The purpose of this qualitative, pragmatic inquiry study is to explore the
approaches employed by cybersecurity leaders in implementing cybersecurity policies
within an organization. The research focused on cybersecurity leaders who were involved
in the development, implementation, and enforcement of cybersecurity policies within
eight prominent organizations situated in the Southeastern region of the United States.
The group of individuals who held positions of authority in the field of cybersecurity
consisted of information system security officers (ISSO), cybersecurity managers, and
chief information security officers (CISOs). The results of this study could potentially
have an impact on society by enhancing the protection of data confidentiality, reducing
the frequency of breaches, improving the reliability of personal information, ensuring
uninterrupted access to services, and promoting safety through increased compliance and
awareness of cybersecurity measures.

Role of the Researcher
I will be the primary instrument in this qualitative, pragmatic inquiry study. The

role of the researcher involves activities such as providing expertise based on scientific
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knowledge validated according to the norms of the respective discipline (Pohl et al.,
2010). I have over 16 years of work experience and knowledge in IT and cybersecurity. I
have filled many positions and roles such as IT manager, information assurance (IA)
analyst, host analyst, information security support officer, database engineer, system
engineer, SharePoint manager, and system administrator. My current position is risk
management framework cybersecurity specialist (lead). I have worked for many
government entities, such as the United States Navy, the Department of Defense (DoD),
the Department of the Army, and some private organizations in relation to Information
Technology. In all of those positions, I have had to deal with different entities of security
awareness training as part of the requirements for all of those positions. As far as the
participants are concerned, I do not have a relationship with them.

The researcher holds a pivotal role in ensuring the integrity and validity of data
collection for the study. I followed the Belmont report for this study to ensure the respect
of ethical research guidelines regarding the protection of human subjects by safeguarding
the ethical rights and well-being of the participants; the researcher takes proactive
measures to ensure the confidentiality and privacy of their personal information. The
Belmont report is used in research and is related to protecting all research subjects or
participants (Miracle, 2016). Throughout the research process, the researcher undertakes
various responsibilities such as organizing, conducting, and overseeing the data collection
stage, emphasizing meticulousness and precision. This role primarily focuses on
establishing a collaborative rapport with the individuals involved, initiating meaningful

dialogues to comprehend the study's objectives and scope, and securing their voluntary
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participation. Cultivating a strong connection and gaining participants' trust is paramount
in fostering candid and transparent responses. Additionally, creating a conducive
environment that fosters comfort and promotes sharing firsthand experiences and
perspectives holds great significance.

Ethical guidelines may influence decisions and behavior when communicated
more efficiently (Hassan et al., 2020). Adhering to ethical guidelines, the researcher
obtains informed consent from the participants. Participants are assured that their
identities will remain confidential, and their responses will be treated with utmost
sensitivity. This assurance is vital in encouraging participants to share truthful
information without apprehensions regarding potential repercussions openly. They
comprehensively explain the research, its objectives, and the potential benefits and risks
associated with participation. In qualitative research, the researcher diligently strives to
mitigate bias and approach data analysis reflexively. They conscientiously acknowledge
and manage personal biases, employ consistent methods for data gathering, integrate
diverse sources and perspectives to ensure accuracy, and adhere to a structured process
for data examination. This commitment to impartiality and rigorous analysis enhances the
reliability and validity of the research findings. In qualitative research involving
interviews, an interview protocol establishes a framework and maintains uniformity. The
Belmont report is used as an ethical framework for research; it played and continues to
play in research ethics today in terms of protecting human subjects (Friesen et al., 2017).

The reason for utilizing an interview protocol is to provide structure to the

conversation and ensure that appropriate questions are posed to investigate the
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experiences and viewpoints of the participants. The protocol enables thorough
investigation while ensuring consistency across interviews, which enhances
comprehension of the research subject. A researcher must back up each decision with up-
to-date academic or influential sources. By citing appropriate scholarly sources, the
researcher establishes a robust theoretical basis, increases the study's trustworthiness, and
guarantees that the research is based on pre-existing knowledge. This helps to provide
evidence for the validation of research methodologies, data analysis approaches, and
interpretations of results while also placing the study within the broader scholarly
framework. By meeting these obligations, the researcher intends to create a professional
and ethical structure for the data collection process. This approach will guarantee the
research's accuracy and consistency and promote a favorable and courteous atmosphere
for participants to express their experiences and perspectives. In essence, the researcher's
primary responsibility is to carry out the study morally and accountable, with a focus on
safeguarding the welfare and entitlements of the participants.
Participants

This study centers on cybersecurity leaders tasked with formulating and
implementing cybersecurity policies within eight prominent organizations in the
Southeastern United States. Participants in qualitative research should meet the eligibility
criteria to ensure that the data collected satisfy the research objectives (Roulston, 2017).
The eligibility criteria for study participants encompass holding key positions such as
information system security officers (ISSO), cybersecurity managers, or chief

information security officers (CISOs) within their respective organizations. These
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individuals are selected based on their expertise and practical experience in implementing
cybersecurity policies. By utilizing purposive sampling, the researcher ensures that
participants possess the requisite knowledge and background crucial for addressing the
research inquiries effectively (Campbell et al., 2020; Etikan et al., 2016).

To establish contact with participants, researchers employ diverse strategies such
as networking, cultivating professional relationships, and collaborating with
organizational leaders and departments (Silvia, 2011). These approaches facilitate access
to organizations and the identification and recruitment of potential participants (Gray,
2008). The researcher ensures transparent communication regarding the study's
objectives, anticipated outcomes, and mechanisms for maintaining information
confidentiality (Silvia, 2011). This creates an enabling environment for participants to
openly share their perspectives and personal experiences (Gray, 2008). Ensuring that
participants are aligned with the main research question is crucial to guarantee their
pertinence to the study. The researcher makes sure that the chosen participants are
actively involved in carrying out and enforcing cybersecurity policies, which directly
corresponds to the research question. Once I identify potential participants, I will connect
individually with each one of the selected participants by sending a brief introduction
message about myself and my research study. When the connection was established
successfully with the participant, I invited the participant to participate in my research
study by providing the participant with an invitation letter alone with the study consent

form.
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All the participants were informed about the research study before the interview
process to align with the overarching research question. I will develop a good working
relationship with research participants that chose to participate in my research study by
being transparent and trustworthy. Formal communication and the right interactions can
promote transparency (Bamu et al., 2016). Data will be collected by using open-ended
questions during the interview sessions and reviews of the organization’s document.
Participant-led research can advance health knowledge by challenging and
complementing traditional research (Vayena et al., 2016).

Research Method and Design

I used qualitative research as the research method for this research study and used
pragmatic inquiry design as the research method design. I will address in detail the
reasons below for why quantitative methodologies will not be appropriate method for this
research study. I will also address why phenomenological, ethnography, and narrative
methodologies will not be appropriate designs for this study.

Method

My intent in this qualitative study is to explore the strategies that cybersecurity
leaders use to enforce cybersecurity policies in an organization. The decision to use
qualitative research was based on its ability to thoroughly investigate the approaches
employed by cybersecurity leaders in implementing cybersecurity policies within
organizations. Qualitative research promotes the generation of detailed and rich responses

to intricate subjects (Cope, 2014). This study enhances comprehension regarding the
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experiences, viewpoints, and actions of the individuals involved in cybersecurity
compliance.

This study is particularly suitable for qualitative research because it emphasizes
the collection of detailed and descriptive information through interviews. Unlike
quantitative methodology, the use of qualitative methods may provide insights into the
how and why of a phenomenon (Bush et al., 2019). Quantitative research focuses on
collecting, manipulating, analyzing, and quantifying data and this is optional for the
study. Quantitative research generally utilizes larger sample sizes and promotes
generalize ability across a population, but it fails to gather deeper explanations and
experiences (Rahman, 2017). Qualitative data consists of static and dynamic forms of
rich data, such as static text within documents and descriptions of rich, dynamic
experiences (Bansal et al., 2018). Furthermore, it entails the examination of the
contextual elements and the subjective perspectives put forth by the individuals involved.
Research Design

In this study, I chose to use a pragmatic inquiry design. This approach is
appropriate for this study because, as part of a pragmatic inquiry, one acknowledges that
individuals within social settings (including organizations) experience action and change
differently, and this enables them to be flexible in how they conduct investigations on
increased security risk due to employee non-compliance of cybersecurity policies. The
phenomenological approach offers educational researchers’ fundamental empiricism, a
flexible structure, and dialogical community support (Sohn et al., 2017).

Phenomenological research design is not appropriate because I do not intend to
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understand how shared experiences of a culture. Ethnography is not an appropriate
research design for this study. According to Hammersley (2018), ethnography may be
seen as an inefficient way of producing relevant findings. Lastly, narrative research was
considered for conducting this study. Narrative research focuses on the stories presented
by the participants about themselves or a particular event (Mohajan, 2018). The stories of
participants are not solely constructed by facts, but by the meanings they interpret at the
time, which influences the stories they construct (Shamir & Eilam, 2005).
Population and Sampling

A population is a complete set of people with a specialized set of characteristics,
and a sample is a subset of the population (Banerjee & Chaudhury, 2010). It refers to the
characteristics that determine who can participate in a study, such as the type of sample,
how participants are chosen, where they are located, methods for reaching out to them,
establishing a rapport, and ensuring that they are relevant to the main research question.
The population targeted for investigation comprises cybersecurity leaders tasked with the
development and implementation of cybersecurity policies within eight prominent
organizations situated in the Southeastern United States. These organizations were
specifically chosen based on predetermined criteria, including size, industry relevance,
and the availability of cybersecurity leaders possessing the requisite knowledge and
practical background essential for effective cybersecurity policy implementation.

This population selection aligns seamlessly with the overarching research
question, which primarily centers on the exploration of strategies employed by

cybersecurity leaders to enforce cybersecurity policies. Employing purposive sampling,
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also referred to as purposeful sampling, is the chosen method for participant selection in
this study. This method is substantiated by its capacity to specifically target individuals
possessing the desired characteristics and expertise that directly align with the research
topic (Creswell & Creswell, 2017). Purposive sampling enables a deliberate and focused
participant selection, facilitating the acquisition of rich and in-depth insights from
individuals who possess direct experience in implementing cybersecurity policies, such
as information system security officers (ISSOs), cybersecurity managers, and chief
information security officers (CISOs).

The rationale behind determining the sample size for this qualitative study is
based on a power analysis that considers numerous factors including effect size, alpha
level, and power level. Sample sizes for qualitative research studies are reached once data
saturation hasbeen achieved (Sanders et al., 2017). The researcher applied the principle of
data saturation for determining the required sample size. Achieving data saturation is an
iterative process performed by the researcher in which the researcher identifies concepts
during data collection and acquires additional participants to explore these presented
concepts until no current information is produced (Hennink et al., 2016). The study uses a
data saturation approach, a defining characteristic of qualitative research, to gauge the
breadth and depth of its data collection. When no new themes or insights emerge from
subsequent interviews, showing a complete comprehension of the topic under inquiry,
data saturation is said to have been attained. In addition, a careful cross-referencing
procedure supports response validation. Interview responses are methodically compared

to findings from scholarly literature, public resources, and industry papers. This multi-
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faceted validation technique ensures that the responses are consistent with wider
viewpoints and supports the findings. The study strengthens the correctness and
reliability of the data acquired by using data from several sources, which raises the
credibility of the research findings. The study achieves a thorough understanding of the
research area. It improves the reliability of the findings in the complex environment of
cybersecurity awareness and training tactics by integrating data saturation and response
validation (M. D. Young et al., 2014).

In the context of the sampling frame, the researcher utilizes a methodical strategy
to choose participants from the designated organizations, with a specific emphasis on
their respective roles and responsibilities in the execution of cybersecurity policies. The
eligibility criteria require that participants (a) being over the age of 18 years old; (b)
occupies an organizational hospitality IT leadership position for at least one year such as
possess positions such as ISSOs, managers in the field of cybersecurity, or CISOs within
their respective organizations; (c¢) volunteers to share their experiences; and (d) possesses
knowledge or perceptions of cybersecurity awareness and training strategies to protect
organizational information systems and data. This particular standard guarantees that
individuals have the requisite expertise and hands-on expertise to offer meaningful
perspectives on the implementation of cybersecurity regulations.

In light of the inherent strengths and weaknesses of purposive sampling, it is
imperative to acknowledge that qualitative research places emphasis on comprehending
specific contexts and producing comprehensive descriptions, rather than striving for

generalizability. (Merriam, 2009). Purposive sampling is beneficial in situations in which
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the researcherdoes not intend to generalize across a population (Fletcher & Friedel,
2018). Through purposive sampling, the researcher can access the expertise and
knowledge of participants who possess considerable experience in implementing
cybersecurity policies, thereby yielding comprehensive and intricate insights.
Interviews should be conducted at a time and location that is convenient for the
participant with little to no disruptions (McGrath et al., 2018). The interview should be
performed in a manner that promotes the comfort of the interviewee (Rosenthal, 2016).
Protecting the respondent’s privacy and maintaining the confidentiality of responses is a
critical requirement of qualitative research (Fomby & Sastry, 2019). Interviewees
locating a private setting to conduct interviews promote more accurate and detailed
responses (Fomby & Sastry, 2019). Also, telephone interviews promote more open
dialogue (Fomby & Sastry, 2019). I will conduct interviews with participants via face-to-
face, video teleconference, or telephone. Conducting interviews over video
teleconferencing is an alternative to face-to-face interviews, which promotes open
dialogue and allows for the observation of nonverbal cues (Irani, 2018). Video
teleconference interviews should also be conducted in a private location with little to no
interruptions (Irani, 2018). The mode of the interview was decided upon by the
interviewee to promote the comfort, privacy, and protection of the participant. The
location of interviews will be conducted in a private location with little to no disruptions

to either the researcher (interviewer) or participant (interviewee).
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Ethical Research

Ensuring the safeguarding of participants' rights and well-being constitutes a
fundamental tenet of ethical research. Within this particular section, an all-encompassing
structure is formulated to ensure the protection and well-being of all individuals involved
in the study. This framework adheres to a systematic and thorough approach to tackle
fundamental ethical considerations.

To begin with, the informed consent process is given prominence, ensuring that
participants are provided with comprehensive information regarding the study's
objectives, methodologies, potential hazards, and advantages (Nusbaum et al., 2017). The
incorporation of the Informed Consent Form promotes transparency and empowers
participants to make well-informed choices. By implementing participant withdrawal
procedures, the study upholds and safeguards the participants' autonomy, thereby
enabling them to cease their engagement in the research without encountering any
adverse consequences (Nusbaum et al., 2017). The outlined procedures can be found in
the Informed Consent Form, which promotes a sense of intellectual ownership and
autonomy.

Secondly, the utilization of incentives, if employed, is examined by the
researcher. The purpose of incentives is to acknowledge participants' contributions and
encourage their voluntary participation. However, it is crucial to ensure that incentives do
not unduly influence participants or compromise the integrity of their involvement. By
analytically assessing the role of incentives, the researcher upholds the ethical standards

of the study and maintains the intellectual integrity of participants' engagement. Thirdly,
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the protection of participants' confidentiality and privacy is addressed. Measures are
implemented to anonymize participants' identities and the organizations involved,
safeguarding their intellectual property, and ensuring confidentiality. A statement is
included to convey the researcher's commitment to securely maintaining the data for five
years, providing participants with a sense of intellectual security and trust.

Further ethical considerations focus on the assurance of ethical protection. The
research design and procedures undergo thorough ethical review, obtaining approval
from the Institutional Review Board (IRB) to ensure compliance with established ethical
guidelines. By adhering to these intellectual standards, the researcher guarantees the
ethical protection and well-being of participants, preserving the integrity of the study.
The researcher emphasized the comprehensive inclusion of agreement documents. These
documents enhance their accessibility and ensure their integration into the intellectual
framework of the study. By analytically addressing the significance of agreement
documents, the researcher demonstrated their commitment to transparency and
accountability.

In summary, the Ethical Research subsection demonstrated the academic,
analytical, and intellectual dimensions of the step-by-step process employed to protect
participants' rights and ensure ethical standards throughout the study. Through the
informed consent process, participant withdrawal procedures, examination of incentives,
data confidentiality measures, assurance of ethical protection, and inclusion of agreement
documents, the researcher upholds the academic integrity, analytical rigor, and

intellectual accountability necessary for ethical research conduct.
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Data Collection
Instruments

The Data Collection Instrumentation exemplifies a methodical approach to gather
and analyze data. Careful selection and customization of specific instruments align them
with the research objectives. Utilizing a semi-structured interview protocol as the primary
data collection instrument facilitates obtaining detailed and comprehensive responses
from participants about their experiences and perspectives on cybersecurity policy
enforcement. Thoughtfully crafted questions within the protocol capture relevant
concepts and dimensions crucial to the research objectives.

To ensure the data collection instrument's reliability and validity, multiple
strategies have been employed. Implementing a member-checking process allows
participants to review and validate response accuracy, bolstering the credibility of
collected data (Motulsky, 2021). A thorough review of interview transcripts guarantees
data accuracy and alignment with participants' intended meaning. Maintaining notes of
participant responses and observations are critical components of data collection because
it promotesthe gathering of rich data (Phillippi & Lauderdale, 2018). Following
transcription, notes taken throughout data collection should be incorporated to add
nonverbal content (Phillippi & Lauderdale, 2018). In addition, a pilot test will be
conducted before the main study to address threats to validity and ensure consistency in

data collection. This test involves administering the interview protocol to a select group
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resembling the target population. Feedback and insights from participants refine the
interview questions and ensure instrument effectiveness.

Emphasizing the use of semi-structured interviews as the primary data collection
instrument, this study enables a flexible and nuanced exploration of participants'
perspectives. The interview protocol proposed by Rivard et al. (2014) consists of five
steps: building rapport, avoid asking leading questions, avoid interrupting the
interviewee, allow for pauses between and during questions, and using follow-up
questions to satisfy gaps in responses. Utilizing an interview protocol is a strategy that
may improve reliability (Wixted et al., 2018). The open-ended nature of interviews
encourages in-depth responses, facilitating a comprehensive understanding of the
strategies employed by cybersecurity leaders in enforcing policies. In summary, this
subsection demonstrated a rigorous and systematic approach to data collection, with the
interview protocol as the foundation of the research methodology.

Data Collection Technique

The chosen approach for data collection in this dissertation is solely centered
around semi-structured interviews that provide a flexible and dynamic approach for
gathering data about the execution of cybersecurity policies. Moreover, they facilitate a
comprehensive exploration of participants' viewpoints, thereby enabling the researcher to
amass intricate and nuanced data.

Upon acquiring the requisite authorization from the Institutional Review Board
(IRB), a preliminary investigation will be conducted to enhance the interview protocol

and validate its effectiveness. The initial inquiry entails engaging in interviews with a
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select cohort of individuals who exhibit resemblances to the primary group under
scrutiny. The feedback obtained from the participants in the pilot study will undergo a
comprehensive analysis to ascertain any necessary modifications or improvements to the
interview questions and prompts.

To improve the trustworthiness and accuracy of the data collection process, we
will use member checking (Motulsky, 2021). Member checking is a process where the
analyzed interview transcripts are shared with the participants. This is done to make sure
that the accuracy and interpretation of their responses are correct. This repetitive process
guarantees that the viewpoints of the participants are faithfully portrayed and offers them
a chance to validate or contribute further understandings. The interview questions and
prompts will be included in the appendices for easy access and consultation. This enables
readers to acquire a thorough comprehension of the process of gathering data and offers
clarity in the methodology employed for research.

A thorough member verification procedure is incorporated into the approach in an
effort to increase the rigor and reliability of the research. This entails working together
with participants to review and validate the conclusions drawn from the interviews.
Member checking promotes ownership and cocreation of information by allowing
participants to consider the interpretations' precision and thoroughness (Y. Wang et al.,
2021). It also creates a mutually beneficial relationship between the researcher and
participants, strengthening the validity of the research findings. It resolves any potential
misunderstandings or differences that can happen as a result of subtleties in

communication or viewpoint. Through member checking, the study improves the results'
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reliability and represents participants' experiences more accurately. The study's
credibility in the field of cybersecurity awareness and training tactics is further enhanced
by the practice's alignment with the values of openness, cooperation, and accountability
(Y. Wang et al., 2021).

To summarize, the method used to gather data for this research study involves
conducting semi-structured interviews. These interviews provide a thorough examination
and comprehension of the experiences and viewpoints of cybersecurity leaders regarding
the implementation of cybersecurity policies. The preliminary investigation and feedback
from participants help strengthen the accuracy and reliability of gathering information.
Including interview questions and prompts in the appendices allows for transparency and
ease of understanding for readers.

Data Organization Techniques

The focus of this particular section within the research study pertains to the
methodologies and procedures utilized to effectively manage and safeguard the acquired
data. We will employ a diverse range of methodologies to ensure meticulous
organization, robust security, and enduring preservation of the data. To guarantee the
methodical recording of data and the cultivation of fresh perspectives, we shall uphold
the practice of maintaining research logs and reflective journals. These instruments will
serve as comprehensive documentation of the research endeavor, encompassing details
regarding data acquisition, observations, reflections, and musings. The utilization of these

records and diaries will facilitate the ongoing scrutiny and comprehension of the data.
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Safeguarding the integrity of data constitutes a fundamental aspect of this
research endeavor. Measures will be taken to guarantee confidentiality and safeguard the
privacy of the individuals concerned. The entirety of the provided information shall be
securely stored, with exclusive access granted solely to individuals possessing authorized
permission. To safeguard the data from unauthorized access or breaches, we shall
implement robust security measures such as access controls and encryption. The data will
be retained for five years in adherence to ethical guidelines. This temporal window
allows for the potentiality of conducting additional scrutiny, validation, and deliberation.
Upon the completion of the designated period, the data shall be disposed of in a manner
that upholds confidentiality and ensures the protection of the privacy of the individuals
concerned. The meticulous process of data disposal will be comprehensively elucidated
and meticulously documented, in strict adherence to both legal and ethical principles.

Data Analysis Technique

As the researcher, the focal point of data analysis in this study will be solely
directed towards qualitative analysis methodologies. The objective is to amass significant
data and discern recurring patterns from the data we have amassed. The researcher will
subsequently employ this data to address our research inquiries and accomplish our goals.
The assessment will be conducted utilizing a thematic analysis approach, enabling a
systematic exploration and identification of noteworthy themes and patterns within the
data. In commencing the analysis, the researcher will diligently transcribe the recorded
interviews verbatim, ensuring the precise capture of participants' responses. The data will

be transferred to the NVivo software, which will serve as a valuable tool for organizing,
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classifying, and analyzing the qualitative data. NVivo enables efficient management of
substantial volumes of data and facilitates the identification and categorization of
emerging patterns.

The process of coding will require a thorough examination of the transcriptions,
where we will identify common ideas, concepts, or patterns, and assign appropriate codes
to represent them (Swain, 2018). The codes will be improved and modified repeatedly to
accurately represent the subtleties and complexity of the data. As the process of coding
advances, recurring patterns will become apparent, and relationships between various
codes will be investigated. These themes will be carefully examined and improved to
make sure they truly reflect the viewpoints and experiences of the participants (Swain,
2018).

During the analysis, the researcher will consistently compare and write down our
thoughts to better comprehend the data and generate theoretical ideas. Memos are useful
for researchers to reflect on their thoughts, interpretations, and possible connections
between themes and the existing literature. The way we present, understand, and clarify
the data will align with the research questions and the underlying theory. The results will
be presented by including appropriate quotes and examples from the data. This will help
explain and enhance the understanding of the phenomenon being studied. The researcher
will carefully and openly follow established guidelines for qualitative research to ensure a
thorough and transparent data analysis process. The ultimate examination will be

extensively recorded, guaranteeing the ability to trace and rely on discoveries.
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To summarize, as the researcher, the researcher will use a method called thematic
analysis with the help of NVivo software to examine the qualitative data. The process
will entail writing computer instructions, recognizing patterns, and making sense of the
information to answer the research inquiries. By undertaking this process, my objective is
to acquire a profound comprehension of the viewpoints of the participants and offer
valuable observations regarding the research subject.

Reliability and Validity
Reliability

The reliability of this study is of utmost importance, as it guarantees the
uniformity and steadfastness of the results. Firstly, the trustworthiness of the study itself
pertains to the reliability and consistency of the research methods and procedures. To
improve dependability, we will adhere to thorough procedures for gathering data, which
involve using consistent methods for conducting interviews and carefully recording every
step of the research. By ensuring that data collection and analysis are consistently carried
out, the study's reliability is enhanced. Regarding the tools employed, the reliability of
the semi-structured interview protocol will be determined by various assessments.
Multiple researchers will independently analyze a subset of the interviews to ensure inter-
rater reliability and compare their findings. This procedure will allow for the detection of
any inconsistencies and improve the reliability of the analysis. Furthermore, we will
implement a methodical approach to coding and theme development to maintain the

uniformity of interpretations throughout the data.
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Validity

This study will examine both internal and external validity. Internal validity is
concerned with how accurately a study captures the relationship between the variables
being investigated. To improve the accuracy of our findings, we will take measures to
reduce any possible biases. This includes being aware of our perspectives as researchers
and regularly discussing the analysis of data within our team. These actions will
encourage a precise and impartial understanding of the information.

External validity refers to how applicable the findings of a study are to different
situations or groups of people. Because the research is qualitative, the goal is not to attain
statistical generalizability but rather to achieve theoretical generalizability. The study
aims to make sure that the findings can be applied to similar situations by giving
thorough explanations and specific details. This will help readers determine how relevant
the findings are in other settings. To strengthen the validity of the study, the researcher
will use member checking. Participants will be able to examine and confirm the
explanations and discoveries, thus guaranteeing that their own experiences match up with
the researcher's explanations. This procedure promotes a feeling of trust and cooperation
between the researcher and participants, enhancing the accuracy of the study.

In essence, this study places significant importance on the dependability and
accuracy of its findings. The study will be made reliable by using consistent procedures,
and the instruments will be tested for reliability by comparing ratings from different
people. Improving the study's accuracy will be achieved by reducing biases, and ensuring

the reliability of the findings will be done by providing detailed explanations and seeking
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confirmation from participants. By adhering to these principles, the study seeks to
generate reliable and believable findings that add value to the domain of cybersecurity
policy implementation.

Conformity and Credibility

The study uses a dual-pronged strategy to ensure compliance and increase
credibility. The foundation of compliance is primarily a consistent dedication to
meticulous research methods that are in line with the tenets of the selected Social
Cognitive Theory (SCT). Internal consistency is promoted by this uncompromising
adherence, which guarantees that the study stays loyal to its intended topic and theoretical
framework. Second, triangulation, which combines data from various sources to validate
conclusions, strengthens credibility. This compilation includes observations from
interviews, business records, open sources, and academic literature (Y. Wang et al.,
2021).

The study attempts to create a coherent narrative by cross-referencing many
sources including the use of 13 IT industry publications (National Institute of Standards
and Technology (NIST) 800-12 Revision 1/An Introduction to Information Technology,
800-30 revision 1/Guide for Conducting Risk Assessments, 800-53 Revision 4/ Security
and Privacy Controls for Federal Information Systems and Organizations, 800-207/Zero
Trust, 800-50/Building an Information Technology Security Awareness and Training
Program, 800-92/Guide to Computer Security log Management, MITRE, ISO/IEC
27001, HITRUST, Federal Information Security Modernization Act (FISMA), Control

Objectives for Information and Related Technologies (COBIT), System and Organization
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Controls (SOC), and CIS Ceritical Security Controls (CIS Controls). These will help in

confirming the research findings' validity and accuracy. The study's foundation within
SCT is validated by this combination of conformance and credibility, which also serves
as a quality control mechanism, guaranteeing that the conclusions are based on an
extensive examination of cybersecurity awareness and training methodologies (Y. Wang
et al., 2021).
Transition and Summary

In this section of the study, I presented a detailed explanation of the research
methodology chosen for this doctoral study. The section outlines the researcher's role,
analysis of the participants,analysis of the various research methods and design
approaches, the types selected for this study, population sampling, ethical research, data
collection, organization techniques, data analysis reliability, validity, conformity, and
credibility. Section 3 will highlight an overview of the study, the study’s outcome, its
application to the profession, social change implications, actionrecommendations, future
research recommendations, reflections, and conclusion. Section 3 outlines the
presentation of the findings, applications to professional practice, analysis of the
participants, recommendations for actions, recommendations for further study, reflection,

and summary and study conclusions.
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Section 3: Application to Professional Practice and Implications for Change
Overview of Study

The purpose of this qualitative, pragmatic inquiry study is to explore the strategies
that cybersecurity leaders use to enforce cybersecurity policies in an organization to
protect organizational information systems and data.

Presentation of the Findings

The research question I wanted to ask at the beginning of this study was: What
strategies do cybersecurity leaders use to enforce cybersecurity policies to protect
information systems and data? In order to get the answer to my question, I conducted
semistructured interviews with a total of five participants. After conducting the
semistructured interviews and reviewing fourtheen public accessible documents (Table
1), I then transcribed the interview recordings to text and sanitized the files to remove
irrelevant interview discussions. The participant’s names have been encrypted to mask
their identities and they will be identified as Participant A, B, C, D, and E. NVivo was used
for analysis and four themes were observed. The themes are (a) user awareness and
training, (b) stakeholder buy in (management support), (c) baseline/risk assessment
testing, and (d) staying abreast with current trends/technologies/standards. Once I found
the themes, I begin searching publicly accessible documents (see Table 1) on the these
themes and found the correlation which aided in the support of all four themes that
surfaced from the interviews. In the following section, the four major themes that

emerged during the data analysis phase are evaluated against the review of the literature,
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publicly accessible documentation (see Table 1), and finally, examined through the lens
of Albert Bandura’s SCT, which served as the conceptual framework for this study.

Table 1

List of Documents Examined

Publicly Accessible Documents
NIST 800-12 Revision 1/An Introduction to Information
Technology
NIST 800-30 revision 1/Guide for Conducting Risk
Assessments
NIST 800-53 Revision 4/ Security and Privacy Controls for
Federal Information Systems and Organizations
NIST 800-207/Zero Trust

NIST 800-50/Building an Information Technology Security
Awareness and Training Program
NIST 800-92/Guide to Computer Security log Management

MITRE

ISO/IEC 27001
ISO/IEC 27002
HITRUST

Federal Information Security Modernization Act (FISMA)

Control Objectives for Information and Related Technologies
(COBIT)
System and Organization Controls (SOC)

CIS Critical Security Controls (CIS Controls)

Theme 1: User Awareness and Training
The first theme that emerged was user awareness and training. Providing user
awareness and training on the best cybersecurity best practices is crucial for enforcing

cybersecurity policies and reducing human-related risks. This is because humans are
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commonly cited as the biggest cybersecurity vulnerability. As noted by Mittal (2015),

humans are globally recognized as the weakest link in cybersecurity and the biggest
contributors to the vulnerability of businesses worldwide. For instance, employees can
either deliberately or inadvertently jeopardize an organization’s cybersecurity through
weak passwords and clicking on malicious links. Other common attack vectors attackers
can exploit to launch attacks on employees include social engineering or phishing, DDoS
attacks, insider threats, ransomware, and accidental loss of hardware.

Table 2

Frequency of First Major Theme

Participants Documents
Major theme Count References Count References
references
User awareness 5 30 14 81

and training

The participants described their methods, difficulties, and what approaches work.
It was stressed that one of the best strategies was to have clear policy communication.
The participants stressed the need for improved communication through simple but
effective policies. It included training sessions, practical workshops, and media for
regular policy updates. Participant A suggested: "Our mission is clear and consistent
communication; yearly training sessions to provide updates on our cybersecurity policies
are also a cornerstone of this approach." Assessing their threats and opportunities was
also one of their methods. Cybersecurity representatives noted that the outlined policies
should be generic and tailored to tackle the specific risks and needs of the organization.

This consideration made the policies successful because the staff welcomed them.
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Participant B said, "Analyzing only the routine risk assessment allows us to discover
which locations we are the weakest. It also helps us change our policies to fit each site
better. As a result, compliance there has greatly improved". One thing that they
mentioned is that workers prefer to avoid using change to fix things. This called for
specific communication, proper training, and, above all, the participation of
organizational management. The employer’s refusal is what makes this employee the
most problematic. Just one prompt and training are enough to eradicate it.

By training employees on cybersecurity best practices, cybersecurity leaders can
help this group comprehend the threats and risks associated with cyber-attacks by
equipping them with the requisite knowledge and skills. This can significantly reduce the
odds of suffering successful attacks. For instance, creating awareness of phishing attacks
and training employees to identify phishing scams can prevent them from falling victim
to such scams and avert possible information leaks (Jampen et al. (2020). Besides,
cybersecurity leaders train their employees on best practices such as creating strong
passwords that cannot be cracked easily and using secured mobile devices.

SCT framework results revealed that personal (attitudes, beliefs, perceived self-
efficacy), behavioral (attitude, behavior, social support), and environmental factors
(policy, support, regulations) were interacting in creating user awareness and training.
The model stresses the dynamics related to the knowledge, attitudes, and efficacy of an
individual, how the culture of an organization, and managers' support is also equally
important. Clear employer communication and individualized training increase

employees' efficacy in adhering to cybersecurity policy stipulations. Secondly, outcome
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expectations, including confidence boosts and credits to employees, also contribute to
enforcing adherence to policy. Self-regulation techniques include habitual approaches
such as risk assessment and policy adaptation, allowing employees to check and control
their conduct while simultaneously pursuing organizational targets.

Theme 2: Stakeholders Buy-In (Management Support)

Cybersecurity leaders bank on stakeholder buy-in, particularly management
support, to enforce cybersecurity policies and protect information systems and data.
Essentially, whenever the top-level executives in an organization prioritize cybersecurity
and lead by example in its enforcement, the move underpins the significance of adhering
to cybersecurity best practices and the firm’s policies and procedures. As mentioned
above, human error is responsible for the majority of electronic data breaches, with a
2014 IBM study reporting that 95% of all information security breaches result from
human error (Amoresano & Yankson, 2023). Maintaining a resilient cybersecurity culture
in an organization is thus vital to minimize the risks and threats posed by cybersecurity.
That can only be realized with solid support and commitment from top-level executives
and an organization’s leadership.

Table 3

Frequency of Second Major Theme

Participants Documents
Major theme Count References Count References
references
Stakeholders Buy- 5 19 14 50

In (Management
Support)
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Management support helps cybersecurity leaders spread the message to all other
stakeholders regarding the importance of cybersecurity, the potential threats from cyber-
attacks, and the risks of non-compliance. In an organization, every stakeholder, especially
employees, should commit to keeping the organization safe from cyber-attacks. As noted
by Reegéard et al. (2019), given the constant evolution of cyber threats and the use of new
technologies, maintaining an enterprise’s cybersecurity is no longer the role of the IT
department alone. Instead, the input of other stakeholders, such as the top-level
executives and employees, is warranted. As such, with the buy-in of an executive team
committed to spreading the importance of cybersecurity through regular security
awareness and campaigns, cybersecurity leaders can foster a security-conscious culture,
ultimately realizing the objective of keeping the organization safe from cyberattacks and
security breaches. Besides, the management should be committed to allocating the
appropriate resources, such as budget and staffing, to cybersecurity leaders to bolster the
organization’s cybersecurity posture.

The need for additional funds and human resource specialists was also
challenging. The identified resource constraints prevented the policy from being
implemented. Participants agreed there should be a boost in cybersecurity spending.
Participant D stated that “limited budget and unskilled staff create hurdles in effective
policymaking.” Resource allocation is the key to this solution. Participant E said,
"Cybersecurity laws cannot be properly enforced without the participation of the leaders
and hence they are crucial." On the other hand, different individuals have varied views on

what is more critical: external threats, organizational culture, and leadership support.
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Participant F reported that “leadership support is important, but culture is the most crucial
factor. Policies are ineffective if the organization doesn’t support cyber security”.

The results of the buy-in by stakeholders based on the Social Cognitive Theory
Framework indicate that personal factors, environmental factors, and the behavioral
aspect of an individual inter-relate together. The effectiveness of policy enforcement was
observed to be dependent on the support of leadership and the environment (e.g.,
organizational culture). Leader's self-efficacy in policy enforcement, which, when paired
with clearness of communication and allocation of resources, creates stakeholders' buy-
in. In addition to this, outcome anticipations, including the likelihood of successful
security outcomes and breaches, impact leadership's degree of policy enforcement.
Leaders can reduce cybersecurity risk by employing self-regulation tools like prioritizing
resources and emphasizing direct communication, enabling their behavior to comply with
cybersecurity policies and match the organizational objectives.

Theme 3: Baseline/Risk Assessment Testing

Cybersecurity leaders also conduct baseline risk assessments and audits to bolster
the overall cyber defense posture of their organizations. A baseline risk assessment is an
evaluation performed on an organization’s cybersecurity posture to understand the cyber
risks that may affect its operations (CISA.gov, 2021). The process may involve
conducting vulnerability scans on the organization’s systems and interviewing key
stakeholders to identify potential risks and vulnerabilities to the critical organizational
data and systems. Essentially, before an organization attempts to improve its security

posture, it is necessary to comprehend the threats and vulnerabilities such as cyber-
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attacks, industry-specific risks, and operational risks imperiling its processes and
procedures. Thus, a cybersecurity risk assessment is used to identify these threats and
vulnerabilities. The risk assessment typically encompasses aspects like an organization’s
software applications, network infrastructure, and security procedures and policies.

The National Institute of Standards and Technology (NIST) maintains that risk
assessments are integral to company-wide risk management efforts. According to the
NIST Special Publication 800-30, organizations should conduct an ongoing risk
assessment to inform their long-term cybersecurity strategy (Blank & Gallagher, 2012).
Risk assessments inform an organization’s decision-making across the risk management
hierarchy, including advising the process of developing an information security
architecture, designing security solutions for information systems, and modifying
business processes, functions, and missions. Essentially, the information collected from
the risk assessment process is used to guide an enterprise’s day-to-day fixing of
vulnerabilities and the cybersecurity strategy in the long run.

In addition to cybersecurity risk assessment, cybersecurity leaders bank on
cybersecurity audits to ensure they meet specific compliance requirements and pertinent
data protection standards. Essentially, cybersecurity leaders should evaluate the level to
which their organizations comply with specific external regulations and standards. The
process involves conducting a detailed review of the organization’s policies and
procedures to ensure compliance with the relevant regulatory requirements. Through
cybersecurity audits, cybersecurity leaders can also ensure compliance with the

organization’s overall cybersecurity policies, internal controls, and risk management
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processes (Slapnicar et al., 2022). In addition, an internal control system or control
framework should be in place to ensure an organization is compliant with the applicable
regulations. One commonly used framework for IT governance is the Control Objectives
for Information and related Technology (COBIT). The framework’s recent version,
COBIT 2019, helps cybersecurity managers enhance their organization’s security posture
and ensure that their cybersecurity measures align with the organization’s objectives and
compliance regulations (Sulistyowati et al., 2020). It realizes these by helping them to
implement the appropriate controls and processes.

Table 4

Frequency of Third Major Theme

Participants Documents
Major theme Count References Count References
references
Baseline/Risk 5 67 14 25
Assessment
Testing

The study results illustrate various angles, difficulties, and leadership roles in the
organization's cybercrime policy creation and control. The policy succeeded due to the
establishment of effective communication and policy adaptation to meet the
organization's requirements and with leadership support. Despite employee resistance and
resource limitations, embraceable policy enforcement through proper planning and
resolution from the top management is still possible. The work focused on the research
will become the basis of policies related to cybersecurity in organizations and the

protection of their data.



87
The SCT Frameworks highlighted the bidirectional relationship between personal

behaviors and environmental factors in the baseline/risk assessment testing. Employee
self-efficacy, determined by the degree of risk awareness and organizational support, is
mostly expressed in policy compliance. Besides, expectation outcomes, including against
cyber-attacks and possible recognition, motivate workers to align with cybersecurity
policies. Self-regulation strategies are the key components of risk assessment and policy
adaptation, which allow employees to keep track of and gauge their emotions in a way
aligned with the organization’s objectives.
Theme 4: Staying Abreast with Current Trends/Technologies/Standards

Cybersecurity leaders also protect an organization’s information systems and data
by keeping abreast of current trends, technologies, and standards. Essentially, the
cybersecurity landscape is always changing. This has led to the emergence of new
threats, vulnerabilities, and attack vectors. As a result of the increase in cybersecurity
threats over the years and the recent evolution in the threat landscape, the efficacy of
conventional protection systems, such as firewalls, in detecting sophisticated attacks has
been severely jeopardized (Mallick & Nath, 2024). Therefore, cybersecurity leaders must
stay up to date with the current trends and developments in cybersecurity. That ensures
that these professionals can effectively anticipate and prepare for potential threats and
thus implement proactive risk mitigation measures.

In addition, it is essential to note that cybersecurity technologies are rapidly
advancing. Recently, the world has seen the increased use of technologies such as

machine learning and artificial intelligence to counter cyber-attacks (Zeadally et al.,
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2020). While these are effective cybersecurity solutions, a cybersecurity leader without
an eye for the latest technologies would not effectively take advantage of the
opportunities they present in cybersecurity. As such, this underscores the importance of
staying abreast of the latest technologies in order to integrate them into security
infrastructures and enhance the capability of information systems protection.

The study results illustrate various angles, difficulties, and leadership roles in the
organization's cybercrime policy creation and control. The policy succeeded due to the
establishment of effective communication and policy adaptation to meet the
organization's requirements and with leadership support. Despite employee resistance and
resource limitations, embraceable policy enforcement through proper planning and
resolution from top management is still possible. The work focused on the research will
become the basis of policies related to cybersecurity in organizations and the protection
of their data.

Table 5

Frequency of Fourth Major Theme

Participants Documents
Major theme Count References Count References
references
Staying Abreast 5 32 14 35
with Current
Trends/Technologi
es/Standards

The results on the subject of "staying Abreast with the trends and technologies"
aligned with the SCT Framework that dynamically specified the interaction of these three

factors (i.e., personal, behavioral, and environmental). Employees' self-efficacy,
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enhanced by practices such as knowledge acquisition and leadership support, creates an
appetite for following technology standards policies. In addition to that, the expected
results for instance strong security and the appraisals that come with it, computerize
employees thereby keeping them up to date with the current trends. Through
implementing self-regulated strategies like constant learning and technology adoption,
workers can be brainwashed to reflect cybersecurity rules and organizational aims.
Applications to Professional Practice

Indeed, the findings of this project will be of great significance to IT professionals
in terms of cybersecurity policy implementation. This particular segment further
highlights the application of the findings to the betterment of IT practices. There is
evidence from the study that effective policy communication is the key to successful
professional practice. Cybersecurity managers need to develop unambiguous policies and
develop good organizational communication. Continuous training and workshops and
creating policy changes in various aspects have been very successful approaches.
Organizations must replicate this model by guaranteeing that employees know and know
the current cybersecurity policies. With a careful policy communication strategy, an
organization is more likely to strengthen its cyber defenses against avoidable breaches
occasioned by human error or ignorance (Yusif & Hafeez-Baig, 2021).

Cybersecurity leaders can leverage various strategies to enforce cybersecurity
policies and protect information systems and data. As discussed above, these strategies
include leveraging stakeholder buy-in, particularly the top management to spread the

message on the importance of protecting information systems and data. Cybersecurity
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leaders can also rely on baseline risk assessment testing to improve an organization’s
cybersecurity landscape. They can leverage risk assessment to understand threats and
vulnerabilities such as cyber-attacks. Besides, providing user awareness and training on
cybersecurity best practices can significantly reduce human-related cybersecurity risks.

In addition, the findings shed light on the need for a policy that only addresses the
issues and threats of the organization. Developing cybersecurity policies should be driven
by each organization's specific needs and goals (Uchendu et al., 2021). Risk assessment
should be done periodically, and policies should be modified to suit the findings. In
professional practice, companies should devote resources to unmask their weaknesses
and find the most efficient ways to mitigate the risks. Through this personalized
approach, the policies become realistic to the employees, making them compliant and
reducing the number of security incidents. First, implementing cyber security policy
provides a platform where I could work as a professional. We still have to deal with staff
resistance to policy modifications in several organizations.

One of the tactics for managing this unwillingness is investing in communication,
training, and engagement of organizational leadership. Resistance and policy compliance
can be minimized if this approach is followed. This can be realized by enlisting the
employees actively, rectifying their issues, and providing comprehensive training.
Likewise, the limited resources, such as funding and competent staff, undermine the
efficiency of the policy processes. Organizations must lobby for more money for
cybersecurity to solve this problem. This could mean extending the budget and recruiting

qualified staff responsible for implementing these policies.
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The vital factor of policy enforcement turned out to be leadership support.
Leadership engagement and resource allocation were crucial elements in making policies
work. Organizations should treat cybersecurity as a professional responsibility, and top
management should actively participate in cybersecurity efforts. Companies build a
security culture through managerial support, where cybersecurity policies and practices
are prioritized everywhere. In addition, empowering leadership is essential for getting the
necessary resources to implement and enforce cybersecurity policies (Tagarev, 2020).
Most participants pointed out that leadership support played the most crucial role, and a
few others specified that the organizational culture and external threats were the factors
to be considered. These would include leadership support, organizational culture, and
external forces. Organizations can develop a better cyber security policy enforcement
strategy by combining these factors with a comprehensive plan.

The study's findings have different impacts on IT professionals in terms of their
practice. Through effective policy communication and policy adaptation to meet
organization requirements, and with the support of leaders, the policy was a success.
Companies could improve their cybersecurity posture and address such risks by
addressing staff resistance and limited resources. The results of the presented study will
be helpful for the organizational enhancement of security and data protection, which will
benefit the broader IT community. This study has brought valuable lessons that can be
used to develop and update cybersecurity standards and a safer and more secure digital

world.
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Implications for Social Change

Social change implications are presented through the betterment of individuals,
groups, organizations, institutions, cultures, and communities. The findings of this
research has carried enormous power in generating favorable social change in the process
of cybersecurity policy application. This knowledge can be applied by individuals,
communities, organizations, institutions, cultures, and society to support cybersecurity
measures and avoid data loss due to cyber-attacks.

The research, on an individual basis, praises education and awareness of citizens'
cybersecurity. With the growth of cybercrimes, people must be equipped with knowledge
and skills to protect themselves and their companies (Rajasekharaiah et al., 2020). With
the help of comprehensive and advanced cybersecurity training, companies can make
their staff members proficient enough to recognize, protect, and handle cybersecurity
threats. Besides, it not only protects the company but also individual data; therefore, it
leads to a safer environment for all.

Local community cybersecurity report recommendations point to the collaborative
work and joint responsibility of cybersecurity at the community level. Organizations,
industry experts, and governments should cooperate in overcoming the cyber threat
landscape, as this area has its specificity by its very nature (Pomerleau et al., 2020). By
sharing know-how, resources, and information, communities may become more
assiduous in cybersecurity and better protect themselves from cyber-attacks. This
cooperative way of thinking helps create unity and strengthen a community's resilience to

cyber threats, enabling it to withstand them.



93

It demonstrates the necessity of a proper cybersecurity culture at the
organizational level. Organizations must pay more attention to the issue of cybersecurity
and integrate it into their business values and everyday processes. Through developing a
cybersecurity culture, companies can make cybersecurity policies to be implemented and
followed by everyone within the organization. These proactive steps reduce the chance of
data breaches and protect the company’s image and financial status (Rajasekharaiah et
al., 2020).

According to the research, institutional bodies share the need for policy
development and resource allocation. Institutions ought to do the risk assessment and
update their cybersecurity policies regularly. Efficient financial and technical resources
can help institutions execute cybersecurity policies appropriately (Rajasekharaiah et al.,
2020). Hence, when institutions do so, cybersecurity risks will be lessened. The audience
is assured of privacy, stability of the institution, and integrity.

The study asserts that at the cultural level, a change of attitude and behaviors
toward security is necessary. Cybersecurity culture based on security enlightens society
about the importance of cybersecurity and encourages people to be proactive in
cybersecurity protection (Marotta & Madnick, 2021). This cultural shift helps people stay
vigilant against cyber threats, translating into a safe and secure digital environment for
everyone. In a social context, the research results provide a ground for cybersecurity
regulations and practices. The study will provide suggestions to help communities
develop a good cybersecurity environment and prevent data leaks. This valuable

information underlines macroeconomic stability, national defense, and international
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cooperation. The collaboration of societies in the fight to overcome cyber threats creates
a safe and secure digital future.

The social impacts of the study are immense and wide-ranging. Those insights
could be of great value to individuals, communities, organizations, institutions, cultures,
and societies in preventing cyber-attacks and data breaches, which could be achieved by
building strong cybersecurity postures. This will bring about a safer and more secure
digital environment that will, in the end, benefit the community as a whole.

Recommendations for Action

The recommendations would be based on the previous logical statement, which
has steps that lead to beneficial actions. Moreover, the outlines should also indicate how
the results will be disclosed. Given these results, organizations' cybersecurity training
programs should be enhanced. This training has to be technical and tackles policies and
their enforcement. The discipline should be taught to all company employees periodically
to prevent cybersecurity attacks. Comprehensive cybersecurity training programs that
address policy enforcement and will be compulsory for all employees will be developed
and rolled out. The organization will, however, constantly be trained on cybersecurity to
keep everyone knowledgeable and up to speed.

Organizations must strive for a security culture where cybersecurity should be
seen as a value instead of another responsibility. This means that cybersecurity
regulations are in place and adhered to by all the organizational units. A security culture
should be developed as cybersecurity is the primary value. Ensuring cybersecurity is in

the mission statement and the institution's core values are essential. In addition, the
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employees should be reminded about the importance of security via awareness
campaigns. Organizations and institutions must regularly update and adjust their
cybersecurity policies by considering new cyber threats. Frequent audits should be held
to identify the gaps, and the policy should be updated based on the audit results and the
most recent cyber threats. This involves introducing cybersecurity policies to all staff
members. Viewing cybersecurity as a value rather than just a responsibility encourages
all organizational units to comply with cybersecurity regulations (Onumo et al., 2021).
The involvement of organizations, experts, and government agencies is essential to cope
with dynamic cyber threats. Collaboration between organizations with field expertise and
governmental entities should be promoted. Platforms and forums should be formed to
distribute resources, best practices, and information. Public-private partnerships should
be formed to intensify cybersecurity efforts (Reeder & Barnsby, 2020). Organizations
should be ready to invest in technologies such as artificial intelligence (Al) and machine
learning (ML) to improve their cybersecurity capacity. Encouraging investments into Al
and ML cybersecurity technologies, implementing threat intelligence solutions capable of
proactively detecting and responding to cyber threats, and providing IT infrastructure that
can withstand emerging cyber risks are some of the proactive measures that should be
taken.
Recommendations for Further Study

Impact of Cybersecurity Training on Employee Behavior

Another natural step is to evaluate the long-term effect of cybersecurity training

on company staff behavior. Through knowledge and comprehension of the training's
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impact on employee behavior over the long term, administrators of the security training
programs might get an insight into the effectiveness of the training programs that
improve cybersecurity skills (Kosutic & Pigni, 2022). Appraisal of the change in
behavior post-cybersecurity training will provide an overall view of the maturation of
culture in cybersecurity.
Evaluation of Emerging Cyber Threats

Future research should develop programs identifying emerging cyber threats and
their effects on cyber policy frameworks. Identifying and analyzing emerging threats will
enable organizations to develop and change cybersecurity policies in the future to deal
with new problems more effectively (Hussain et al., 2020). A possible path for research
can be to look at a few of the recent incidents of cybercrimes and guide organizations on
how to make changes in their policies to cover those situations in the future.
Cross-Industry Comparative Analysis

A comparative analysis of a sector may help one identify policy enforcement
practices, determine best practices, and make recommendations for cybersecurity for each
industry (Atkins & Lawson, 2021). Collaboration among the industries enables practical
training in regard to the most successful strategies and methods. It would be the best
practice in research in the policy enforcement area in other sectors to apply cybersecurity
for each industry.
Exploration of the Role of AI and ML in Cybersecurity

When developing cybersecurity policies, the role of enforcement in Al and ML

should be considered. The investigations made in strengthening the policies will be
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concluded by using Al and ML technology for existing cybersecurity infrastructure. The
recognition of potential help from the said technology that will enhance the detection and
remediation of cyber threats will offer organizations valuable tools for improving their
cybersecurity procedures (Zeadally et al., 2020).
Longitudinal Study on Policy Effectiveness

As recommended by Sobb et al. (2020), conducting a long-term study to ascertain
the effectiveness of the same on actual cybersecurity incidences would be long overdue.
This would help an organization identify trends, difficulties, and likely areas for policy
improvement by charting the development and impact of cybersecurity policy over time.
These will possibly include regular assessments of policy effectiveness, which empower
the policymaker to understand the data and make the right decisions to fine-tune
cybersecurity functions from time to time.
Cultural Influences on Policy Compliance

Future research should be directed to the cultural aspects of compliance with
organizational policies in cybersecurity. Research into cultural factors and how they lead
to employees' compliance with cybersecurity policies is bound to give deep insights into
implementing better policies. The organization best knows the kind of organization
culture in policy compliance; therefore, it's best placed to develop a tailor-made approach
to training and awareness in cybersecurity.
Evaluation of Policy Enforcement Technologies

Policy enforcement technology options must be assessed, and the best ones for the

organizations must be chosen. Research can be done by studying and comparing different
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types of technologies, including data-loss prevention (DLP) systems and endpoint
security solutions. It will be helpful for organizations to be aware of the advantages and
disadvantages of these technologies so that policies and tools suitable for implementing
cybersecurity measures can be chosen.
Impact of Regulatory Frameworks on Policy Compliance

An extra investigation is needed to assess the impact of regulatory frameworks on
compliance with cybersecurity policies. Examining the regulatory extent to which
companies adopt policies can give insights regarding the methods of compliance
(Abrahams et al., 2024). Research can be performed as a comparative review of
companies operating under various regimes to pinpoint common problematic areas and
best industry practices.

Reflections

Going through this DIT process has really been a lifechanging event for me.
School has always came “easy” but this process has taught me such a great life lesson.
Patience, diligence, and consistency are things that [ need more of in my life. At one
point, I told myself it just wasn’t meant to be because I didn’t finish 5 months ago. I had
to continue to persevere despite all of the disappointments in the program as well as in
my personal life. I am so proud to say that I am typing this reflection with a smile on my
face because I saw this out to the very end. I have learned so much about myself. I have
always heard that I was a strong and resilient person but getting to witness myself be the

person everyone thinks I am made this experience one of the best things yet. As a first-
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generation college student, I got to rewrite history for my family and pave a new way for
my kids.

Policy has always been the end goal for me so that helped me to continue on with
the research. This study opened my eyes to cybersecurity policy enforcement's technical
and human aspects. Gradually, the process of self-examination allowed me to discover
my prejudices, how they impact participants, and how I changed my perception. The
main factor for the legitimacy of the research was to acknowledge personal prejudice and
preconceived ideas. Among my goals is to acquire a more in-depth knowledge of
cybersecurity enforcement policies and procedures through a keen curiosity. Eventually, |
came to understand that there might be some discrimination, especially for a person with
a computer science background. I was still critical of my presumptions. This awareness
about self was what made the study credible and impart. Researching cybersecurity
policies has changed my attitude toward cybersecurity policy compliance. After
conversing with cybersecurity experts, I extended my understanding of security
challenges and complexity as they spoke about their experiences and offered their
opinions.

Summary and Study Conclusions

Protecting information and information systems from unwarranted access, use,
disclosure, alteration, and destruction remains essential, given the ever-evolving cyber
threat landscape. Information protection is vital to ensure data integrity, confidentiality,
and availability. Cybersecurity leaders employ various strategies to enforce cybersecurity

policies to protect information systems and data. Some common strategies cybersecurity
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leaders employ include user awareness and training, stakeholder buy-in, risk assessment
testing, and staying abreast with the current trends, technologies, and standards.
Employees' compliance with organizational cybersecurity policies is positively
influenced by effective strategies used by cybersecurity leaders that enhance self-efficacy
beliefs, provide positive outcome expectations, facilitate self-regulation through training
and awareness, and model desired cybersecurity behaviors. The results provide
invaluable data for cybersecurity specialists, policymakers, and companies. By
understanding the stories and viewpoints of cybersecurity leaders, companies can
implement policy more efficiently. The consequences of social change illustrate
opportunities to empower people, communities, organizations, institutions, cultures, or
societies. This can be done by formulating an action plan based on the findings, which
will help organizations increase their cybersecurity practices, thus improving the security

of the digital world.
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