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Abstract
Information technology (IT) assets rely heavily on satellites in space, with most of them
in low Earth orbit (LEO). There is a growing threat towards IT satellites in LEO and
cybersecurity professionals must implement proactive measures through policy reform
and hardening procedures to prevent cyberattacks. The Kessler syndrome will become
existent if satellites start crashing into each other or space debris orbiting the Earth.
Grounded in the integrated system theory of information security management, the
purpose of this qualitative pragmatic inquiry was to explore strategies IT satellite
managers in the space industry use to properly harden and rapidly decommission
satellites out of LEO if targeted by cyberattacks. The participants comprised eight cyber
security professionals across the southeastern states of the United States. Data were
collected using interviews and analyzed using a modified van Kaam method. Three
themes were identified: (a) policy concerns, (b) system hardening/logistics and current
decommissioning for IT satellites and supporting systems, and (c) legacy equipment. A
key recommendation for cyber security professionals is to remove outdated/legacy
equipment from space. The implications for positive social change include the potential
for more efficient and sustainable use of space resources, a reduction of space debris, and

protection of space assets from cyber-attacks.
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Section 1: Foundation of the Study
Background of the Problem

Information technology (IT) capabilities rely heavily on space satellites orbiting
the Earth, and these satellites are vulnerable to disasters due to manufactured attacks in
the cyberworld, fuel loss, or miscalculations of positioning (Mitrea et al., 2020). Due to
these vulnerabilities, satellites require hardening and countermeasures from becoming
susceptible to cyberattacks or collisions to become space debris. Furthermore, the
problem of space debris is a global issue, with every country facing potential dangers in
space if collisions occur. One nation’s actions could have dire consequences for other
nations if a large amount of space debris is created. Researchers, satellite manufacturers,
rocket producers, and IT professionals have been looking into ways to rapidly
decommission satellites out of orbit without generating more or any space debris, and the
methods to do so could include but are not limited to lasers, nets, chemical spray, and

magnetics (Raguraman et al., 2020).

Problem Statement
Low Earth orbits (LEOs) are vulnerable to disasters due to manufactured attacks
in the cyberworld, fuel loss, or miscalculations of positioning (Mitrea et al., 2020). LEO
satellites deployed by the space industry are in danger of a potentially irreversible
rippling effect of satellites continuously crashing into each other if probable collisions
occur which is known as the Kessler Syndrome (R. Wang et al., 2020). According to the
National Aeronautics and Space Administration (NASA), there will be a 75% increase in

space debris in LEO traveling up to 17,500 mph, and the space industries are expecting to



2
experience more frequent satellite collisions by 2030 (Torky et al., 2019). The general IT

problem that prompted me to conduct this study is LEO satellite collisions and
cyberattacks could affect all humans who rely on satellites for their operations. The
specific IT problem was that some IT satellite managers in the space industry lack
strategies to properly harden and rapidly decommission satellites out of LEO if targeted
by cyberattacks.
Purpose Statement

The purpose of this qualitative pragmatic inquiry study was to explore strategies
used by IT satellite managers in the space industry to properly harden and rapidly
decommission satellites out of LEO if targeted by cyberattacks. The participants are
current and prior contractors working for space agencies with experience in satellite
operations and manufacturing. The geographical location of the study was the
surrounding areas of Cape Canaveral, Florida. Implications for positive social change
include the shift in focus for space agencies across the globe to (a) potentially clean space
debris before crashing debris hurts those on Earth, (b) link several nations together with
the goal of not generating space debris, and (c¢) use new technologies to prevent satellites
from becoming weaponized.

Nature of the Study

I selected a qualitative methodology for this study. Use of the qualitative method
allows for a deep understanding of a problem and attempts to clarify how people think
(Ratnapalan, 2019). I used the qualitative method to explore strategies used by IT satellite

managers to properly and rapidly decommission satellites out of LEO. The quantitative



research method is used to test and prove hypotheses and conduct experiments (Seeber,
2020). I did not test any hypotheses or conduct any experiments. Since qualitative
research yielded enough in-depth understanding of the research question, there was no
need for statistical measurements (see Nair & Prem, 2020). I did not seek to conduct any
statistical measurements; therefore, a mixed-methods approach was not appropriate for
the study.

To address the research questions in this qualitative study, I employed a
pragmatic inquiry design. This approach was appropriate for this study because it could
be applied to experience-based scenarios, and I tailored it to explore how individuals or
organizational experiences have been shaped through social interaction. The pragmatic
inquiry design may include interviews and observations made by individuals with
experience (Kelly & Cordeiro, 2020). A pragmatic study concentrates on an individual
decision maker within real-world situations to identify gaps, opportunities, and
challenges to guide future research (Ferrer & Ellis, 2019). A case study is an in-depth and
detailed study of one person, group, or event (Crowe et al., 2011). I did not select a case
study design for this study because more than a single person, group, or event were being
analyzed. A phenomenological study is conducted to explore what individuals have
experienced and is focused on their experience of a phenomena (Neubauer et al., 2019).
A phenomenological design was not selected for this study because the Kessler syndrome

phenomena has not occurred, meaning no one could be interviewed about experiencing it.



Research Question

What strategies do IT satellite managers in the space industry use to properly

harden and rapidly decommission satellites out of LEO if targeted by cyberattacks?

Interview Questions

I used the following semi-structured interview questions to explore the

phenomenon, with the intention of gathering answers that directly related to the research

question.

1.

10.

What is the importance of preventing space debris?

What methods are used to prevent space debris?

What strategies are used to properly harden satellites against cyberattacks?
What strategies are used to rapidly decommission satellites out of LEO?
What would happen if the Kessler syndrome started, and can we prevent it?
What is the dependency of space operations on Earth’s population?

In your opinion, what different strategies would provide a better end result
versus what is being used?

What strategies do IT satellite managers use to decommission satellites out of
LEO if targeted by cyberattacks?

What administrative policies are in place to stop cyberattacks? Are they
working?

Would you like to provide any additional information on cyber strategies or

comments regarding rapidly decommissioning satellites out of LEO?



Conceptual Framework

[ used Hong et al.’s (2003) integrated system theory of information security
management (ISTISM) as the conceptual framework of this study to identify information
security strategies and procedures to improve information security. The ISTISM
framework has wide-ranging applicability in the investigation of cybersecurity
management issues because it incorporates and considers multiple frameworks utilized in
various studies. The components of the ISTISM framework related to the research
problem in the current study because it integrates security policies, risk management, and
contingency elements. The framework’s tenets are based on contingency management
and the integration of information security policy, risk management, internal control, and
information auditing theories to develop an information security architecture that is
coherent with organizational objectives (Hong et al., 2003). My goal was to expand on
and highlight different perspectives regarding security, risk management, safety, and
overall satellite cradle-to-grave management.

Definition of Terms

Kessler syndrome: A predicted phenomenon that may occur if multiple satellites
and pieces of space debris start crashing into each other. The result would be space debris
creating even more debris, which could cut communications and limit future space travel
(Torky etal., 2019).

LEO: The lowest possible range for orbit that satellites can dwell in, and most

satellites reside here (Bai et al., 2021).



Satellite hacking: The action of non-state actors, nation-state actors, insider
threats, or lone wolves to gain unauthorized or unsanctioned access to IT functions
aboard satellites (La Bella, 2021).

Space debris: Remnants of space launches, nonfunctioning satellites, and pieces
of materials released from space collisions (Olivieri & Francesconi, 2020)

Assumptions, Limitations, and Delimitations
Assumptions

Assumptions are facts that are considered to be accurate but require verification
through research (Theofanidis & Fountouki, 2019). In this study, I made several
assumptions. The first was that [ assumed that since the participants already worked in
the space industry, they may have already been very familiar with the Kessler syndrome
phenomenon and methods to decommission satellites. The second assumption was that
participants routinely trained for worst-case scenario days of potential satellite collisions.
Limitations

Limitations are a study’s potential weaknesses that are identified prior to
conducting research (Babchuk, 2019). It was crucial to identify the limitations of a study
ahead of time and plan accordingly. Some limitations of the current study were that
interviews needed to be conducted remotely through the Zoom platform due to the
COVID-19 pandemic concerns. All interviews were conducted remotely and only voice
was recorded for transcription. Some topics may be considered sensitive data, and only
unclassified documents could be used. The sample size of this study was affected because

I could not interview active-duty military or discuss classified information.



Delimitations

Delimitations can be summarized as anticipated factors that could play a role in
how the results of a study are interpreted (Sampson et al., 2014). The scope of this study
was space assets and trash orbiting in LEO; however, high Earth orbit and medium Earth
orbit were also explained and explored in the study. The boundaries of the study included
declassified strategies in LEO to remain within the parameters within this study.

Significance of the Study

Contribution to IT Practice

This study is significant because there is an I'T problem associated with satellite
issues and how future communications may be affected if satellites are hacked, crash, or
become unresponsive. My goal was to promote more awareness on decommissioning
satellites in LEO. In 2019, NASA reported more than 500,000 pieces of debris were
orbiting the Earth and that this number would continue to grow (Migaud, 2020). Satellites
are not self-healing, and repairs can be expensive, which is why preventing collisions is
essential. Large orbiting space objects, also known as debris, could initiate the
fragmentation of a significant part of a satellite (Olivieri & Francesconi, 2020). Satellites
can also be hacked by adversaries, potentially turning them into weaponized projectiles
(Van Camp & Peeters, 2022). News coverage seems to focus on new deployments of
satellites, but more attention could be placed on satellites being removed without creating
more space junk (Mullick et al., 2019).

The results of this study can contribute significantly to increasing awareness of

the different perspectives and strategies that can be used to decommission LEO satellites
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without affecting Kessler syndrome. Furthermore, innovations shared and explored in the
current study may be adopted by agencies across the space industry to declutter space and
protect satellites from cyberattacks (see Brewer et al., 2022; Z. Hou et al., 2022).
Implications for positive social change may include the entire space industry and not just
one organization, such as NASA. NASA is not the only player in the space industry,
although some may believe they control all space operations. There are many agencies
and nations that affect satellites and space operations. Change may not always be easy,
but it can be essential when considering continuous process improvement. A strategy can
be sufficient for years but then become obsolete as an issue evolves. I hope that this study
reaches the desks of satellite engineers and leaders in the space industry to help them
understand the importance of analyzing the strategies they are using to decommission
satellites in LEO. LEO was a crucial section to focus on because it is where the
International Space Station (ISS), which is occupied by astronauts from various nations,
forbits around 250 miles from Earth (Hassan & Davenport, 2022). Various components
of the ISS have been built to withstand minor impacts from debris, but more significant
impacts in sensitive or unprotected areas could present dangerous situations (Shaker et
al., 2021). The ISS is subject to more than just space debris; it is also affected by ionizing
radiation, temperature extremes, meteoroids, ionospheric plasma, and ultraviolet radiation
(Shaker et al., 2021). Spare parts are minimal on the ISS due to lack of storage space, and
resupplies are scheduled every 2 to 3 months (Shaker et al., 2021). Any damage to the
ISS places the lives of the astronauts and cosmonauts in danger, but space debris tracking

decreases the risk of potential collisions in LEO (Shaker et al., 2021).



Implications for Social Change

Social change should be considered in how the space industry contemplates the
decommissioning of LEO satellites in the future so humans may have continued space
travel and satellite-fueled communications. One satellite accident or failed return to the
atmosphere for destruction may create a chain reaction causing massive communication
outages (Meng et al., 2021). One nation might accidentally or intentionally damage
another nation’s satellite, which could start the chain reaction and multiplication of space
debris. No country is designated to police space, and space is shared amongst several
nations and the entire space industry. The average citizen in any nation may have some
fear of being struck by falling space debris (Hassan & Davenport, 2022).

A Review of the Professional and Academic Literature

In this study, I explored strategies used by IT satellite managers in the space
industry to properly harden and rapidly decommission satellites out of LEO if targeted by
cyberattacks. The literature review includes studies on how LEO satellite collisions and
cyberattacks could affect all humans who rely on satellites for their operations. The
literature review is a combination of peer-reviewed, academic journal articles; internal
organizational documents, such as doctrine; and publicly released strategies and
innovations to de-orbit satellites found in Google Scholar and databases accessible
through the Walden University Library. I also conducted internet searches across
government, military, and space agency websites to gather literature about current
practices, remedial guidance, reports, and innovations. Personal forums and .org websites

were excluded from the study because of their potential lack of credibility.
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I used the following keywords to search for appropriate literature: Kessler
Syndrome, satellites, space, Space Force, telecommunications, space debris, space trash,
space junk, satellite hacking, global positioning system, satellite communication threats,
orbit, reusable rockets, reusable space technologies, space nets, and space magnets.
Additionally, I carried out searches with similar combinations of these selected keywords
to find data related to the study. The sources provided academic perspectives about
satellite technologies. Table 1 displays information regarding selected peer-reviewed

articles, non-peer-reviewed articles, books, and webpages.

Table 1

Details of Literature Reviewed by Year of Publication

Older than 5 years 2018 2019 2020 2021 2022 2023

Peer reviewed 30 4 30 36 30 41 12
Non-peer reviewed 0 0 0 0 2 1 0
Books 2 0 1 3 2 1 0
Webpages 7 0 6 4 3 5 1
Total 39 4 37 43 37 48 13

There are three main parts of this literature review: (a) supporting and opposing
arguments for the conceptual framework, (b) synthesis and analysis of emerging themes
discovered in the literature, and (c) a synthesis of previous research about
decommissioning satellites out of orbit. In the literature review, I describe the creation

and justification behind the conceptual framework of the ISTISM and its application to
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rapidly decommissioning satellites out of LEO. Some of these areas include integrating
information security policies, risk management, internal controls, and information
auditing. When these areas overlap, they allow for the potential prediction of
management outcomes. Within the subsection on ISTISM, I also discuss how strategies
were used to rapidly decommission satellites from LEO that may have been targets of
cyberattacks or damaged for other reasons. Most of the more than 60 sources included in
the literature review are scholarly and peer reviewed and were recently published within
the last 3 years.
ISTISM

Applying a proper comprehensive framework can assist organizations in
achieving objectives through running through integrated components. ISTISM is a
popular framework used by academia and practitioners to conduct empirical research and
application (Hong et al., 2003). The complexity of protecting space assets and the
different approaches within ISTISM allows for researchers to use the framework, which
was proposed by Hong et al. (2003), as the foundation for addressing a specific research
problem. Selecting a sufficient framework is crucial for a researcher to dive deeply into
solving a problem (Savin-Baden & Major, 2023). Applying the ISTISM framework
provided a strong foundation for addressing the specific research problem in this study
because the ISTISM emphasizes integrating diverse security measures, policies, and
protocols into a cohesive system, nurturing a robust and harmonious environment for

information security.



12
The ISTISM was created through the merging of five theories: (a) security policy

theory, (b) risk management theory, (c) control and auditing theory, (d) management
system theory, and (e) contingency theory (Hong et al., 2003). Although the ISTISM is
quite extensive, it offers robust and meticulous benefits towards an organization wishing
to secure IT assets (Eloff & von Solms, 2000). The ISTISM allows users to consider the
numerous components of security management and mix them into a unified system,
which may lead to enhanced security, risk management, and overall organizational
resilience.

Performing the literature review and data analysis through an ISTISM lens
allowed me to better understand current factors that contribute to vulnerabilities and
exploitations targeted at space assets along with analyzing strategies to protect and
remove IT satellites from LEO if targeted by cyberattacks. Using only one or two of the
five core theories within the ITISM would limit the overall scope of the study and
prevent an understanding of the complexities involved with the research problem under
review (see Hong et al., 2003).

A primary driving factor behind the ISTISM framework is a focus on risk
management. Risk management under the ISTISM framework addresses the interactions
between subsystems and their collaboration with external factors (Ajupov et al., 2019).
The principal objective of risk management is to decide which security controls are
required to keep the security risks at an acceptable level; this is completed by assessing
organizational assets, related threats, and vulnerabilities (Hong et al., 2003). The ISTISM

is adequate for realizing information security management needs, describing information
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security management strategies, and predicting management outcomes (Hong et al.,
2003). Although all outcomes may not be 100% predictable, planning for worst case
scenario days may showcase gaps in strategies. Security management strategies should
consider infrastructure, policy, and risk assessment compliance and programs
(Georgiadou et al., 2022). In the ISTISM, Hong et al. (2023) explained that information
security is not just a technical issue but also addresses business concerns that require
engagement from all levels of an organization or agency.

The security policy theory portion of the ISTISM, in association with strategies IT
satellite managers use to decommission satellites out of LEO if targeted by cyberattacks,
can be used to directly secure national interests and humans on Earth. Security
architecture must be dependable within an organization to meet objectives. Haphazard or
weak security policies can lead to potentially dangerous situations in LEO (Boley &
Byers, 2021; Lalbakhsh et al., 2022). IT satellites and their connecting networks must
have survivability when operating in LEO (H. Li et al., 2022). Correctly identifying
weaknesses and gaps will allow decision-makers to see areas of concern and develop
solutions to combat risks. Risk cannot be avoided 100% due to human nature, natural
disasters, or freak accidents (Stein et al., 2019). The security policy portion of the
ISTISM focuses on assessing problems and persuading top management to form, draft,
implement, and maintain policies (Kabay, 1996). IT satellites are vulnerable to malicious
cyberattacks and can be affected by internal or external attacks (T. Li et al., 2019).
Uncovering best practices and strategies used by IT satellite manufacturers and managers

may directly contribute to securing space assets.
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In 1961, the Committee on the Peaceful Uses of Outer Space was created by the
United Nations to increase the amount of information shared regarding space assets
launched (Migaud, 2020). There is a need for international and global policies related to
limiting the amount of space debris (Mohanty, 2021). Creating solutions will be difficult
because the government, military, and civilian sector organizations launch assets into
space (Mohanty, 2021). Some nations are new to space operations and may not track
what other nations do with their existing space assets (Meng et al., 2019).

Since 1965, 89% of all objects launched into space have been registered with the
United Nations Office of Outer Space Affairs UNOOSA Space Object Register SOR to
comply with Committee on the Peaceful Uses of Outer Space (Marboe, 2019). The
Outer Space Treaty was created in 1967 and mentioned national activities in outer space,
but it needs to be clarified and is seen as outdated today (Dilworth & Osborne, 2022).
The Outer Space Treaty has several provisions and states’ responsibilities through
licensing regulations, statutes, oversight of launches, on-orbit activity, and other space-
related conduct (Dilworth & Osborne, 2022). The Outer Space Treaty of 1967 was
opened for signature by the three depository governments, which were Russia, the United
Kingdom, and the United States (Gupta & Rathore, 2019). The Outer Space Treaty
includes the Moon, satellites, and other celestial bodies in space (Dilworth & Osborne,
2022). Failure to revise and educate all nations currently in the space race could result in
many abandoned or littered satellites in orbit, which may contribute to Kessler syndrome
(Mufioz-Patchen, 2018). International and domestic laws are hard to enforce because

there is no true space police force that ultimately has jurisdiction over Earth’s orbit
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(Dilworth & Osborne, 2022). Littered satellites pose a significant issue to future space
travel and increase the potential of collisions between active and inactive space objects.

Many end users rely on mobile devices to check weather, directions, and news
updates. Without satellites, these services could be degraded or nonexistent. Although the
number of satellites is increasing the quality of life for humans, their existence may spark
a phenomenon known as the Kessler syndrome, which is a theory that one collision in
space with satellites or other space junk would ignite a chain reaction of crashes. NASA
scientist, Donald J. Kessler, established NASA’s Orbital Debris Program Office in 1979,
from which the scientist researched the topic of satellite collisions in LEO until retiring in
1996 (Dunstan, 2013). A tiny fragment of metal or paint chip colliding with a satellite
could knock out its ability to operate (Kawamoto et al., 2020).

Although space is ample, with miles of open space above the atmosphere, space
debris has become an issue (Mullick et al., 2019). Most satellites operate in LEO, defined
as 200 to 700 km above the Earth’s surface (Sowell & Taheri, 2022). Some satellites can
even be seen without the assistance of telescopes or binoculars. Recently, satellites have
been designed to use their last amount of fuel to reenter Earth’s atmosphere to burn up
safely (Tomizaki et al., 2021). LEO has about 75% of all artificial trackable objects
orbiting the planet, which places much responsibility on the Orbital Debris Program
Office and hinders planning for future space launches (Migaud, 2020).

The Orbital Debris Mitigation Standard Practice (ODMSP) was created by the
United States in 2001 and states that any spacecraft or satellite in LEO must limit

postmission disposal to 25 years after the end of mission operation (Migaud, 2020).
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ODMSP is broken down into four pillars with specific actions belonging to assigned
federal entities. The pillars fall into the three categories of prevention, mitigation, and
defense, which aim to minimize the total amount of space debris and secure future space
operations. According to Migaud (2020), in ODMSP Pillars 1 and 2, the following
specific actions are assigned to the following federal entities:
e Federal Aviation Administration:
o Approve all launch attempts.
o Approve all reentry into the United States.
o Regulates contents and structure of reusable and expendable rockets.
o Reviews risk assessments of launch, operational lifetime, and reentry.
e Federal Communications Commission (FCC)
o Approve all telecommunication satellites.
o Sets restrictions on assets size and dimensions.
o Set restrictions on radio frequencies used during orbit
e NASA
o Approve all launches using U.S. public space infrastructure.
o Oversees debris assessment reports.
e National Oceanic and Atmospheric Administration (NOAA)
o Approve all space-based remote sensing assets.
o Collects projected orbital path and all technology aboard assets.
In ODMSP Pillar 3, Migaud described the assigned actions as:

e FCC



o Regulates asset maneuvers and orbital patterns when movement is
necessary.
e NASA
o Situational awareness of space.
o Controls collision avoidance measures aboard ISS.
o Carry out high velocity impact research projects.
e Department of Defense
o Situational awareness of space.
o Share satellite positioning data with various nations.
o Provide 72-hour advance notification warning of potential collision to
satellite operators.
In ODMSP Pillar 4, the actions are:
e Department of Defense
o Research active debris removal technologies.
e NASA
o Mandates assets must exit orbit within 25 years of launch.
o Gather asset/satellite retirement plans.
e FCC
o Collect the operator’s asset retirement satellite plans (Migaud, 2020).
Contingency management is crucial to integrating information security policy,
risk management, internal control, and information auditing theories to form an

information security architecture consistent with organizational objectives (Hong et al.,

17
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2003). Data collected and shared from satellites varies depending on the engineered
reason. The logical connections between the ISTISM framework and the nature of the
current study included the need to understand strategies used by space agencies to
decommission satellites without the effect of Kessler syndrome. Space agencies across
the globe face a similar issue when it comes to protecting satellites and other spacecraft
from space debris. IT satellites and other technology-based space probes must be
protected from space debris or adversaries aiming to cause malicious acts (Lucas et al.,
2020).

Multiple studies have been carried out with a primary focus targeted at satellite
collisions causing more space debris due to increased space launches from various
organizations and countries (Raguraman et al., 2020). More studies about satellite
hacking and weaponizing space objects are coming to light (Bateman, 2022). Anti-
Satellite (ASAT) weapons could be launched by adversaries to attack foreign satellites
with the intention of destruction or interference (Bateman, 2022). Attacks are being
configured and dispatched targeted at satellite operator maneuvers by hacking signals to
the satellite, which changes a satellite’s physical location in order (Dilworth & Osborne,
2022). When the two issues are overlapped, it illustrates that hacked satellites can
become space debris if owners cannot regain control. One satellite accident or a failed
return to the graveyard orbit for destruction may create a chain reaction causing massive
communication outages (Dilworth & Osborne, 2022). Furthermore, one nation might
accidentally or intentionally damage another nation’s satellite, which could start the chain

reaction and multiplication of space debris (Dilworth & Osborne, 2022). An accidental or
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intentional situation where satellites collide could be detrimental to space operations for
all nations (Bateman, 2022).

The risk management theory portion in association with strategies I'T Satellite
Managers use to decommission satellites out of LEO if targeted by cyberattacks can limit
the potential of risks while allowing decision-makers to plan for worst-case scenarios.
Manufacturing and protecting IT satellites from cyberattacks is essential when bearing in
mind the risk management needed to protect space resources. The end goal of risk
management within an organization is to make IT security risk at an acceptable level
(Tohidi, 2011).

Each orbit has its purpose and commonly deployed satellites residing within them.
Some satellites stay in a fixed orbit to monitor their target consistently while others move
about. Having numerous satellites in multiple orbits increases the potential for collisions.
Just because space is vast, there is a large concentration of expended, broken, or in-
operable artificial assets stuck in the LEO (Morin & Richard, 2021). Although space is
vast, the immediate area around the Earth could become overcrowded or dangerous
because of the large number of orbiting satellites and debris. Depending on the purpose
and engineering of the satellite dictate what orbit it needs to reside in to complete its
purpose. Some satellites may only operate correctly or respond to commands if they end
up in the right orbit. The Geostationary Orbit (GSO), sometimes referred to as
Geosynchronous Orbit (GSO) stays in orbit around the equator, which makes tracking the
satellite easier, but other satellites may not stay in the exact line while in orbit. Real-time

tracking is essential to keeping satellites and human-crewed stations safe from debris
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collisions (Bianchi et al., 2022). The Bi-static Radar for LEO Survey can monitor debris
fragments and their re-entry resulting in collision avoidance (Bianchi et al., 2022).
Preventing collisions is not a job for only one nation to bear because all the nations
deploying satellites into LEO may be contributing to space debris or increasing the
chances of a collision unleashing the Kessler Syndrome phenomenon (Bianchi et al.,
2022).

Each satellite must be engineered, configured, and launched properly into its
respective orbit (Mohan & Kishore, 2021). Newer satellites have built-in protection
systems and could also be covered in nets that capture fragments of debris prior to being
struck Olivieri & Francesconi, 2020) The growing amount of space debris has altered the
way communication satellites are engineered to increase their longevity. A satellite that
slips into the wrong orbit may not have enough fuel or the technologies to return to its
predicted position (Krajcovic et al., 2020). Artificial satellites require expensive
alterations to ensure they can operate in the harsh space environment (Runnels, 2023).
Communication satellites must be modernized for the potential collisions with debris in
LEO (Adushkin et al., 2020). A lot of observation and real-time tracking is needed to
focus on unresponsive space debris objects to prevent collisions with functioning
satellites (Eriksson & Giacomello, 2022). Old unneeded satellites still in orbit are
dangerous since they may be on the same orbital plane as functioning devices (Krajcovic
et al., 2020). Satellite operators may have enough fuel and time to adjust positioning for

functioning devices, but broken assets are dangerous projectiles (Egeli, 2021).
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It takes multiple months and years for a planning team to fabricate and construct a
satellite for launch, and failure to protect the asset could result in a significant financial
loss (Lian et al., 2022). If a satellite is damaged during transportation, launch, or in orbit,
it generates a review of what caused the mishap. The findings of the mishaps could be
used to deter future losses and identify the party at fault. Accidents due to human error or
natural disasters happen, and space agencies must accept the potential risks associated
with deploying satellites into orbit. Communicating lessons learned across various space
agencies may benefit the entire globe and future space travel for everyone. Future
launches could be hindered or scrubbed during launch windows because of too much
debris passing the telemetry path (Migaud, 2020).

The integration of control and auditing theory with the strategies employed by IT
satellite managers for decommissioning satellites in LEO, especially in response to cyber-
attacks, has the potential to reveal previously unaddressed gaps or areas of concern. As
humanity's interest in space exploration and expansion grows, there is a corresponding
need to prioritize the auditing of technologies and policies in emerging space domains
(Alewine, 2020). Regularly reviewing controls and processes associated with satellite
manufacturing and operation is crucial for proactively identifying vulnerabilities before
they can be exploited (Dilworth & Osborne, 2022). Conducting audits of control systems,
policies, and IT systems utilized for satellite control on a frequent basis helps uncover
vulnerabilities that could lead to compromises or loss of control (Kucklick & Miiller,
2021). ISTISM places strong emphasis on ensuring compliance with pertinent laws,

regulations, and industry standards. It not only encourages organizations to establish and
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maintain a compliance framework but also stresses the importance of aligning it with the
legal and regulatory requirements of their respective nation or international laws, as well
as industry best practices (Hong et al., 2003).

The application of contingency theory and management system theory
components of ISTISM in conjunction with the strategies employed by IT Satellite
Managers for decommissioning and protecting satellites in LEO when faced with cyber-
attacks, can potentially provide insights into addressing the challenges posed by the
Kessler Syndrome phenomenon. ISTISM fosters a culture of continuous improvement in
information security (Hong et al., 2003). ISTISM involves regular evaluations of the
effectiveness of security measures, identification of areas for enhancement, and timely
implementation of necessary changes to safeguard assets. This iterative approach ensures
that security measures remain current and responsive to the ever-evolving threats in order
to maintain the protection of assets. ISTISM underscores the criticality of raising
awareness and delivering comprehensive training to employees concerning information
security. This is because the actions of a single employee, whether intentional or
inadvertent, with poor IT security practices, can have far-reaching consequences for the
entire organization (Ignatovski, 2021). Space Doctrine Publication (SDP) 1-0 highlights
that Space Force members are embedded with the National Reconnaissance Office
(NRO), National Geospatial-Intelligence Agency (NGA), National Air and Space
Intelligence Center (NASIC), the Department of Commerce, and NASA. The integration
assists in protecting commercial, government, and military satellites, launch complexes,

and system support systems (SDP, 2022). The Space Force was created as the sixth
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military branch, with their primary focus being intelligence, cyber, and space operations
(Bowers, 2022). The Outer Space Treaty of 1967 did not consider cyber operations as
part of the provisions when originally created (Dilworth & Osborne, 2022).

Training and application of Defensive Cyber Operations (DCO) are crucial to
safeguarding communication satellites that could be hacked by adversaries (Crane, 2018).
It is vital to expand DCO capabilities in space because the Department of Defense sees
the demand for satellite connectivity proliferate across civilian and military sectors. Many
end-users require some type of connection for devices in their homes, and the satellites
used to obtain the signal require protection (Shinn, 2022). The protection of satellites
focuses on end-users in their homes and encompasses military operations such as
vehicles, aircraft, or sea vessels needing satellite connectivity. Currently, more than 3
billion internet users rely heavily on IT satellite communications (Yang, 2020).
Supporting Theories Regarding the Conceptual Framework

Supporting theories provide a foundation for the development of the conceptual
framework used in the study. Supporting theories support the researchers understand
existing knowledge, concepts, and the relationships related to the phenomenon under
research. In qualitative research, the use of supporting theories improves the credibility
and trustworthiness of the study (Cloutier & Ravasi, 2021).

Knowledge-based theory (KBT) focuses on the utilization of knowledge within an
organization to create values through input-to-output transformation (Grant, 1996). KBT
analyzes the strategies and resources of any organization to amplify performance

(Jambak, 2015). The conflict theory was created by Karl Marx and highlights that
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a society is in a state of perpetual conflict due to the competition for limited resources
(Kasi & Sallah, 2021). The conflict theory of war stems from cumulative and growing
conflict(s) between individuals, groups, and entire societies (Simon, 2016). Moreover, the
conflict theory underscores the role of power efforts between different groups in shaping
society (Bartos & Wehr, 2002). Practice-based view (PBV) theory is a revised form of
the resource-based view (RBV) theory (Bromiley & Rau, 2016). PBV indicates exploring
activities or set of actions that various organizations might execute (Carter et al.,

2014). Capability-based view (CBV) theory allows an organization to measure their
capabilities by analyzing the capability of rivals, competitors, or adversaries (Amiri et al.,
2015).

ISTISM and KBT

ISTISM and KBT are similar because the goal is to create resources that can
improve organizational performance later. However, the ISTISM theory focuses on
securing information against threats. The KBT would also be a feasible alternative to
gather information, and assets, expand collaboration and enhance overall decision-
making (Guo et al., 2019).

It takes a large team to develop, transport, and launch a communications satellite
into orbit. It will take a large team to properly decommission them from orbit without
adding to Kessler Syndrome (Barato, 2022). Data has been generated to identify
knowledge within space agencies to understand values through input-to-output
transformations associated with methods to clear space debris. The RemoveDebris

mission was the world's first Active Debris Removal (ADR) mission that produced
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successful demonstrations in orbit (Aglietti et al., 2020). The primary tools used were
nets, and harpoon captures to remove satellites and large enough pieces of debris from
the LEO (Aglietti et al., 2020). On April 02nd, 2018, a satellite was launched to the ISS;
on June 20th, 2018, it was redeployed using a NanoRacks Kaber system into an orbit of
251-mile LEO altitude (Aglietti et al., 2020). The ISS was chosen because the launch was
part of the 14th Space X CRS (Commercial Resupply Service) to the ISS (Aglietti et al.,
2020). Resupplying the ISS is challenging and requires extensive planning to ensure
space debris is avoided and dodged at all costs. The team on the ground used various
navigation techniques to align a harpoon capture to hit its target, resulting in a successful
tether (Aglietti et al., 2020). The RemoveDebris mission ended with its final phase of
disposing of debris through dragsail (Aglietti et al., 2020).

The SpaceX Starlink program plans to launch a total of 11,927 satellites across
eight orbital planes dedicated to providing internet connectivity to 1 million user
terminals on the Earth’s surface (Xie et al., 2020). The famous space launch company
SpaceX has received FCC approval to halve the orbital altitude of more than 1,500 future
communications satellites to lower the risk of space debris and improve overall consumer
latency (Brookin, 2019). The more satellites released into Earth's orbit increases the
potential of collisions which could ultimately set off the Kessler Syndrome chain
reaction. Innovations such as miniaturized satellites, also known as CubeSats, are being
sent to LEO to provide communications (Chou et al., 2022; Cojocari et al., 2023).
Nanosat Database CubeSat Unit (U) sizes vary such as (Y. Xie et al., 2020):

e 1U =10 centimeters (cm) x 10 cm x 11.35 cm
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e 2U=10cm x 10 cm x 22.70 cm

e 6U=20cm x 10 cm x 34.05 cm

e 12U=20cm x 20 cm x 34.05 cm

Computer-based studies have been carried out to predict CubeSat’s contribution
to the Kessler Syndrome phenomenon. Even though CubeSats are small and the inter-
satellite distances are comparatively large, there will always be a concern for collisions in
Space (Schafer et al., 2021; Xie et al., 2020). The assets orbiting space, the more likely
collision is probable. CubeSat’s computer-based simulation discovered that CubeSats
would have a lower collision probability when compared to traditional-sized satellites but
still may contribute to space collisions because of orbital plane drifting (Xie et al., 2020).

ISTISM is a better fit for my study since uncovering strategies to secure satellites
against physical and digital threats is the end goal. The strategies uncovered in the study
may aid future space agency professionals with predicting management outcomes. The
five theories used to construct the integrated theory allow for a deep analysis of the
problem it is applied to (Hong et al., 2003).
ISTISM and Conflict Theory

ISTISM and conflict theory are on opposite ends of the spectrum but complement
each other. Suppose conflict is bound to happen due to the competition for resources,
such as limited orbital planes from Kessler syndrome. In that case, ISTISM can be
employed by a nation or space agency wishing to secure existing assets or future devices
from compromise. The conflict theory states that a society will be in a state of perpetual

conflict due to the competition for limited resources (Le Billon, 2001). When conflict
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theory is applied to protecting space assets, it can highlight the inherent power dynamics
and competition that exist in the realm of space exploration and utilization. Although
space is vast, there is still existing competition for the deployment and safeguarding of IT
satellites within LEO (Ren et al., 2021). Conflict theory recognizes that protecting space
assets involves power struggles among different actors (Harrison et al., 2020). Nations
around the globe may continue to have conflicts that extend from the ground, sea, and air
into space causing IT satellites to become vulnerable to intentional or unintentional
kinetic and nonkinetic attacks (Falco, 2020). Governments, military and private
companies may compete for orbital real estate, assigned radio frequencies, and the sole
use of specific space infrastructure (Ren et al., 2021).

Due to unrelenting conflict, ISTISM fits the need to tackle IT satellite
cyberattacks that could lead to compromise. Preventing satellite cyberattacks may
directly contribute to the determent of satellite collisions. Conflict theory highlights the
unequal distribution of resources and capabilities among different actors in space. More
technologically advanced and financially capable organizations or nations may have a
substantial advantage in defending their assets such as space tools when compared to less
developed or economically weaker organizations or nations (Adeyeye, 2020). Inequality
may influence security concerns, as weaker actors may identify their assets as vulnerable
to exploitation or aggression by more powerful entities.

The space race began in 1955 when tensions between the United States and
Russia were high (Dawson & Dawson, 2018). The United States and Russia were

considered world superpowers with the ambition of completing space missions (Trevino,
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2021). The dangers of space were not entirely known, and the problem of space trash was
likely not a topic of discussion. As technology advanced, so did the way humans
communicate, broadcast, and collect valuable information, such as weather forecasts.
However, the advancements in space had pros and cons because conflicting countries
placed a severe interest in what another country was doing in space (Dilworth &
Osborne, 2022). Sputnik 1 was the first artificial satellite launched into Earth’s orbit by
the Soviet Union on 4 October 1957 and was only 23 inches in diameter (Burns &
Turchak, 2007). Weaponizing space was a concern because the lives and systems used on
Earth could be affected (Van Camp & Peeters, 2022). Destroying or altering another
country’s space assets would not only hinder their communication but also cause a
potential domino effect of future collisions. The Department of Defense and NASA use
Space Surveillance Network (SSN) sensors to track 27,000 pieces of artificial objects that
remain in space that no longer serve a beneficial purpose(s) (Kawamoto et al., 2020).
Having the ability to track space debris is crucial so space professionals can predict
potential collisions. The data collected from the SSN is used for several studies and
computer-based simulators. As space operations continue, the number of pieces may
fluctuate due to the creation of new debris or older debris burning up due to atmospheric
re-entry. The cost of launching rockets also cuts back the charge for having a satellite (s)
placed in orbit by a commercial company (C. Wang & Song, 2019). The more rockets
that are launched increases the potential for more space debris (C. Wang & Song, 2019).
The term satellite is not reserved solely for artificial objects but encompasses all

objects that orbit around an object larger than itself (Wall, 2017). The human population
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most likely knows the term satellite as the artificial objects used for weather tracking,
communications, and military operations. Movies and television shows have created
scenes of satellites being hijacked or destroyed which may contribute to the viewer’s
perception of satellites. Movies and television depictions should not be confused with
actual satellite operations because some actions are exaggerated. Commercial companies
and news outlets may have altered how humans think of satellites. The human race has
become familiar with satellites as manufactured machines that orbit the Earth in one of
the following orbits (Riebeek & Simmon, 2009; Trishchenko et al., 2019):
Orbits
There are several common orbits which are varying miles from Earth’s surface

including (Riebeek & Simmon, 2009).

e LEO 111.8 — 1242.7 miles

e Polar/Sun-synchronous orbit 370-500 miles

e Medium Earth orbit 1242.7 — 22,232.6 miles

e Geostationary orbit 22,300 miles

e Geo transfer orbit 22,236 miles

e Highly elliptical orbit 22,232.6 + miles

e Burial orbit (Graveyard orbit) 22,400 miles
Typical satellites, their function, and residing orbit (Luu & Hastings, 2021):

e Communication Satellites

o Relay and amplify radio frequencies (Television, radio, telephone

transmissions)
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o Reside in LEO and GSO

Navigational Satellite

o Pinpoints user’s position and improves travel on land and in the air

o Reside in MEO

Killer Satellites (Anti-satellite weapons (ASAT))

o Space weapons engineered to incapacitate or destroy satellites for strategic
or tactical purposes

o Reside in LEO

Miniaturized Satellites (CubeSats)

o Used for communication purposes

o Reside in LEO

Recovery Satellites

o Space debris mitigation tools

o Reside in LEO

Tether Satellites

o Satellites or space craft connected together by strong cables used to
generate electrical energy for fuel-efficiency

o Reside in LEO

Space Stations

o A spacecraft created to support human crews

o Reside in LEO
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LEO satellites have drawn vast awareness and research since they have low
latency, a large capacity and are easily deployable (Lian et al., 2022). Satellites are not
self-healing, and repairs could be expensive, which is why avoiding collisions is
significant. A broken satellite in orbit may require a specially designed repair satellite to
tether to it to repair it or pull out of orbit (Migaud, 2020). More famous satellites, such as
the Hubble telescope or the James Webb Space Telescope (JWST), could require human-
crewed space operations to have trained astronauts physically repair or upgrade parts.
Remote Piloted Aircraft (RPA) technologies have bled over to applying the concept to
spacecraft (Koga & Fukui, 2022). Having a remotely piloted spacecraft removes the
danger of placing a human in danger but still adds to the potential cluttering of orbits.
SpaceX is developing methods to refuel and restock space objects with robotic refueling
(Krenn et al., 2019). Research innovations are being targeted at employing space travel
capabilities and rockets' reuse to deter space debris and advance space transportation (W.
Feng et al., 2020).

Space debris is a growing problem and innovations are needed to remedy space
debris before it jeopardizes future space travel and damages current space assets (W.
Feng et al., 2020). Using robotic technologies removes the potential for human casualties
and revolutionizes the way space junk can be removed safely and deliberately. Deploying
satellites is becoming less expensive and happening more often with innovations such as
rideshare aboard reusable rockets. With more launches, there should be a shift towards
removing outdated communication satellites as new ones enter orbit. RPAs in space are

also referred to as Free-flying space robots and chasers which do not feel the fatigue
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humans would face in space (Koga & Fukui, 2022). Deploying Artificial Intelligence

(AI) computing into space transportation for quick decisions and adaptive control for
repeated flights may allow for space operations to be cheaper, faster, and more mobile
while amplifying reliability (W. Feng et al., 2020). Using free-flying space robots
multiple times before their return to Earth’s atmosphere would reduce the amount of
space debris and potentially become a process to declutter LEO (Koga & Fukui, 2022).
The free-flying space robot’s removal process comprises two steps: capture and drop
(Koga & Fukui, 2022). The robot contacts the target debris using a manipulator in the
capture step (Koga & Fukui, 2022). The drop step completes when the chaser forces the
trapped target to sling it back into Earth’s atmosphere (Koga & Fukui, 2022). The Free-
flying space robot and operating crew must ensure the safety of the surrounding satellites
to deter collisions and avoid contributing to the Kessler syndrome phenomenon (Koga &
Fukui, 2022).

Start-up companies or established organizations can pay a fee, along with others,
to have their satellites released into orbit (Falduto & Peeters, 2022). This allows
companies and organizations with enough money to have their space assets lifted for a
fee. On 11 December 2022, SpaceX launched the first private Japanese lunar landing
mission aboard a Falcon 9 rocket valued at 67 million dollars (Industry doc, 2023).
Orbital space debris is a negative aspect associated with the launch of spacecraft and
satellites into LEO (Morin & Richard, 2021). The need to address the space pollution
problem is essential if humankind wishes to carry on or expand the day-to-day

technologies used, such GPS, communications, and weather tracking (Morin & Richard,
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2021). Italy, Switzerland, and the United States are currently conducting campaigns to
monitor space debris (Morin & Richard, 2021). In order to extend the sustainability of
LEO, mitigation efforts must be enacted to reduce the creation of new debris;
advancements in monitoring capabilities are needed to track even the most minor debris,
and there need to be remediation initiatives to remove existing debris (Morin & Richard,
2021). Commercial companies are not restricted to a limited number of launches which
allows the number of startup satellites deployed (Morin & Richard, 2021; Y. Zhou et al.,
2022).

Iridium telecommunications may be considered well-known due to the many
communication satellites currently in orbit. Iridium telecommunications satellites orbit
around 480 miles from the Earth’s surface (Tan et al., 2019). As of October 2020, 73
previously functioning Iridium satellites are now non-operational or no longer exist due
to returning to Earth’s atmosphere for re-entry burn (Sladen, 2020). Removing non-
operational satellites is a problem that requires solutions before a massive chain reaction
is set into action. Communication satellites are being engineered to last longer in orbit
when compared to prior technologies. No set number of satellites is allowed in space, so
no specific policy or guidance limits the number of objects in orbit; only US guidelines
remove them after 25 years (Kope¢, 2018; Migaud, 2020). Countries around the globe
also launch communication satellites to increase communications, weather capabilities,
and government operations.

Primary launch organizations on Florida’s space coast are NASA, SpaceX, United

Launch Alliance (ULA), and Blue Origin. On December 28th, 2022, SpaceX launched a
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reusable Falcon 9 rocket for the 172nd time and deployed 114 Starlink payloads valued at

67 million dollars (Industry doc, 2023). Using reusable rockets cuts the cost of launching
payloads into orbit and lowers the risk of larger fuel tanks being left behind. Although
more oversized items are being returned to Earth after a launch, more satellites are being
deployed into orbit because of ride-share demand. SpaceX impresses sky gazers as they
set records for rocket launches that place clusters of communication satellites into LEO
(Groh, 2022). A Delta IV was developed by ULA which has a common booster core
(CBC) that is 16.7 feet (ft) in diameter and 133.9 ft long (Krajcovic et al., 2020). This
exact object is being tracked as space debris and could cause much damage in LEO if it
collides with operational or nonoperational communication, GPS, or weather satellites
(Krajcovic et al., 2020). According to Nudelman & Orwig, 2015, historical satellites have
various sizes and purposes:
e Sputnikl
o 2ft
o Launched 4 October 1957
o Conducts atmosphere density testing
e NASA's Mars Reconnaissance Orbiter
o 49 ft
o Launched 10 March 2006
o Conducts atmosphere and terrain testing
e Skylab

o 86.3ft
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o Launched 14 May 1973

o Was the first United States space station
e Mir

o 101.7 ft

o Launched 20 February 1986

o First Russian Space Station
e International Space Station

o 3575ft

o Launched 20 November 1998

o Acts as a vessel for long-term exploration of space

There is a need to think of potential failed thrust contingencies and existing
satellites in LEO past their life cycle (Sowell & Taheri, 2022; R. Wang et al., 2020).
Some nations are just now entering the space race and launching space technologies,
while others are purposely testing ways to destroy satellites (Sankaran, 2022). When
these satellites are destroyed, they add to the space debris dilemma. Even though blowing
up or hacking another satellite could be used as a military tactic, it ultimately places all
other satellites in harm’s way. No current sensor systems are designed to track tiny space
debris particles that can still cause damage to rockets, satellites, and spacecraft
(Raguraman et al., 2020). A majority of the countries responsible for a majority of the
present debris in space are the United States, Russia, and China (Raguraman et al., 2020).
The larger the piece of debris in space, the larger the impact and the potential damage it

could cause if it collides with a satellite or human-crewed station such as the ISS
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(Raguraman et al., 2020). There are 7200 satellites in orbit with 4300 still operational

which means that 2,900 nonoperational satellites in orbit require decommissioning before
contributing to Kessler syndrome (Mohanty, 2021). De-junking Earth is another term for
safely removing space debris from orbit without generating more pollution (Mohanty,
2021). There are nearly 34,000 artificial objects in space larger than 10 centimeters (cm),
900,000 objects ranging from 1-10cm, and 128 million objects in orbit measuring 1
millimeter (mm) to 1cm in size (Mohanty, 2021).

There is increased attention on satellite-to-satellite cyber-attacks which requires
the need to propose new defenses and resilience techniques to ensure policies are
sufficient to prevent IT satellites from being compromised via cyberattacks (Brewer et
al., 2022; Falco, 2020). By understating the more complex sub-issues through ISTISM
policymakers and stakeholders may navigate the complexities of space security, address
potential conflicts of interest, and work towards more equitable and stable policies for
protecting IT satellites from cyber threats.

ISTISM and PBV

ISTISM and PBYV are similar because they identify specific techniques and
implementation strategies to give an organization an advantage. Discovering the best
practices and applying them could directly contribute to the success of an organization
(Tian et al., 2023). PBV specifies the exploration activities or set of actions that various
organizations may execute (Carter et al., 2014). PBV relies on collective practices and
routines used to create and sustain competitive advantages for an organization(s) (Silva et

al., 2022). PBV is often associated with supply chain management to plan for potential
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shortfalls. PBV suggests that organizational success is not dependently reliant on
resources or capabilities but considers individuals and groups within the targeted
organization who mutually engage in activities and foster shared knowledge and routines
(Tian et al., 2023).

Collective practices and routines can be exercises are carried out for IT
professionals and amateur hackers to participate in satellite hacking challenges (United
States Air Force USAF, 2020). Conducting hacking challenges allows space asset
managers to uncover vulnerabilities for correction. Finding an issue with programming or
hardware in a safe environment is better than discovering exploitations due to real-time
failures in space. Exploitations discovered in one satellite may prove valuable to another
satellite which has yet to be hardened to prevent specific vulnerabilities. Those
participating in the satellite hacking challenges are in a controlled environment with Non-
Disclosure Agreements (NDA) to prevent the findings from being shared or leaked to
adversaries (Adeyeye, 2020). Organizations can conduct tabletop exercises, or computer-
based simulations until the subsequent satellite collision occurs to practice
communication flow and identify communication gaps (Xie et al., 2020).

PBYV identifies the necessity for organizations to continuously advance and adapt
their practices to meet shifting circumstances and evolving threats (Assumpgao et al.,
2023). Although PBV can be applied to organizations to develop robust and effective
practices, by focusing on routines, and knowledge-sharing mechanisms, ISTISM may be

a better framework to discover mitigation strategies for implementation to protect IT
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satellites from cyber threats due it its complex and in-depth consideration of multiple IT
governance, information security and control aspects.
ISTISM and CBV

ISTISM and CBYV differ because organizations may not know the exact
capabilities of their rivals, competitors, or adversaries. CBV is a strategic management
framework that emphasizes the internal capabilities and resources of a competing
organization to gain an advantage (Varadarajan, 2020). Although the exact capabilities
may not be known, ISTISM can still be applied to protect security, improve
organizational performance, and focus on protecting IT satellites from cyber threats.
CBYV theory can be used if predicted or assumed capabilities are applied if known
capabilities are exhausted.

Through CBV a researcher can leverage the known and predicted cyber
capabilities to produce effective results to protect IT satellites in LEO. This is because
CBYV theory considers risk assessment and continuous monitoring as critical components
to cutting dangers. Risk management in the space domain is crucial because identifying
and assessing potential risks may lower vulnerabilities associated with space assets. CBV
theory incorporates investing in research, development, recruiting, and gathering highly
skilled personnel, along with establishing partnerships with technology providers to
ensure access to cutting-edge solutions (H. Zhang et al., 2019).

Other than kinetic attacks, satellites can be targeted through their communication
connections (La Bella, 2021). War domains have moved from air, land, and sea to cyber

and space fronts as adversary’s research technologies to attack their enemies by attacking
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communications satellites, ground stations, and other satellite control systems (Dilworth
& Osborne, 2022). Communication satellites have become a primary source of stability
for superpower nations such as the United States and Russia (Bateman, 2022;
Haralambous et al., 2022). Satellites provide various human services on Earth, such as
navigation, telecommunications, television, weather, science, and military operations (Ai
et al., 2022). If these systems fail, the repercussions could be drastic to daily lives on
Earth. Mass panic could become a reality if Kessler Syndrome or cyber-attacks disabled
satellite communications. Communication satellites are heavily relied on by the human
population, and issues with data collection, receivers, and command to satellite protocols
place the object(s) in a potentially harmful situation (Cartis et al., 2021). Satellite
components that direct software or hardware functions could fall victim or become
compromised if not properly hardened, monitored, or protected (Tu et al., 2020). Satellite
owners and operators must now consider countermeasures for kinetic kill vehicles,
radiofrequency jammers, chemical sprayers, high-power microwaves, and robotic
mechanisms (La Bella, 2021).

Cyber-attacks are ever evolving, which may require future consideration on how
communication satellites and ground stations are configured to advert attacks. Iranian
hackers breached the computers of the American satellite technology industry through the
deployment of a fake website that was activated by an unsuspecting college professor
(Rawnsley & Hughes, 2019). Cyber threats are targeted at cyberspace and space domains
(Dilworth & Osborne, 2022). Outer space is not policed by one nation or organization, so

discovering who deployed anti-satellite attacks is challenging (Manesh et al., 2019).
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The rate of satellites being launched in LEO is increasing significantly, whereas
the decay rate of orbital debris is still the same (Surdi, 2020). Blockchain technologies
are a new strategy used in new satellites to act as tracking networks (Rabjerg et al., 2021;
Surdi, 2020). Employing blockchain technologies for tracking purposes can expand the
capabilities of tracking space debris. Using blockchain technologies would alleviate most
of the tracking needed from ground stations and modernize how assets could be tracked
in real time while in orbit (Surdi, 2020). Not only will blockchain technologies assist in
identifying space debris, but they can also be used to manage traffic in space and increase
awareness of the growing space pollution problem (Surdi, 2020).

ISTISM fits my study better because I am not requesting access to cutting-edge
solutions firsthand due to their likely classification levels and require need to know
requirements. After a successful ISTISM theory application, a follow-up CBV theory
application can be deployed to build unique and difficult-to-replicate competencies,
which may ensure the protection of space assets allowing space agencies to maintain a
competitive advantage in the goal of protecting IT satellites from cyber threats.
Strategies to Remove Satellites From Orbit

Dragsail technologies are a potential solution to combatting a portion of the space
debris problem. Dragsail slows down spacecraft, satellites, or other space debris,
progressively reducing the altitude of its orbit until the craft burns in the Earth's
atmosphere (Kuwahara et al., 2022). Using a sail to slow down an object in space is a
viable option for decluttering space (Kuwahara et al., 2022). Large objects are still stuck

in orbit, requiring assistance to safely de-orbit, and drag sails could directly contribute to
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limiting the amount of space debris (Zander et al., 2023). If measures are not utilized, de-
orbit out of date, or dead satellites, they may cause a chain reaction of crashes (Ailor,
2022). Using drag sails in parallel with sophisticated navigation and cameras, targets can
be acquired, tethered, and then dragged into Earth’s atmosphere for obliteration
(Kuwabhara et al., 2022). Drag sails are a safe alternative to chemical sprays, lasers, and
incendiary technologies (Aglietti et al., 2020).

It is imperative to enhance the technologies required for avoiding collisions and
properly disposing of new IT satellites (Falduto & Peeters, 2022). While newer satellites
are being developed with cybersecurity measures, the challenge lies in fortifying existing
satellites already in orbit (Han et al., 2020). Engineers are now exploring orbital defense
controls and protective software and hardware for LEO satellites (Du et al., 2021).
Recommendations can be made to improve satellite planning and engineering, ensuring
their safe re-entry into Earth's atmosphere at the end of their operational life (Raguraman
et al., 2020). Exceeding the expected lifespan of satellites risks leaving them stranded in
space without fuel for controlled destruction (Bianchi et al., 2022). Some companies are
implementing measures to reuse and recycle rocket parts, contributing to the prevention
of future space debris (Sacchi et al., 2022). Advanced debris removal (ADR) methods
encompass various reentry approaches such as controlled, non-controlled, expendable,
reusable, demisable, and non-demisable systems (Barato, 2022). Controlled re-entry is
favored as it enables space professionals to mitigate numerous risks (Barato, 2022).

Most communication satellites are engineered to use the final amount of fuel to

re-enter Earth's atmosphere to burn up, while other satellites propel themselves far away
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from Earth's gravitational pull (Huang et al., 2022). LOE satellites benefit by burning up

in Earth's atmosphere because of their proximity, while satellites in further orbits push
themselves outwards (Huang et al., 2022). A satellite from a distance orbit projecting
itself toward the Earth may increase the chances of satellite collisions (Kawamoto et al.,
2020). Satellites that re-enter through the atmosphere may not incinerate one hundred
percent (Kawamoto et al., 2020). The remaining pieces of the satellite are calculated to
land in a remote area in the South Pacific Ocean, known as the Spacecraft Cemetery (L.
Fernandez et al., 2020; Héder, 2021). The Spacecraft Cemetery was selected because of
its remote location and is one of the places on Earth with no close civilization (Héder,
2021). This action prevented space junk from staying in orbit and reduced the chance of
debris landing in the human-populated area (Héader, 2021).

Although the graveyard orbit is used as a distance collection point, future space
professionals may need to engineer a method to destroy a large number of operational
satellites (Dilworth & Osborne, 2022). Collisions in the graveyard orbit could generate
even more space debris that orbits the Earth, ultimately hindering future space missions.
If enough pieces of debris start colliding and generating more debris, Earth may
eventually be crowded by a net of space junk or rings similar to Saturn (S. Singh &
Purbey, 2022).

In March 2019, India utilized an Anti-Satellite (ASAT) missile to obliterate one
of their own satellites, which resulted in the generation of over 250 trackable pieces of
debris (Migaud, 2020). As of 2022, there are 100 very large dead satellites and rocket

stages orbiting in LEO, which presents a problem of potential collisions that could ignite
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the Kessler Syndrome phenomenon (Ailor, 2022). Technologies and concepts exist to
decommission and remove space debris from orbit. The concepts include lasers, nets,
chemical spray, and magnetics (Raguraman et al., 2020). Lasers, nets, and chemical
sprays can tackle large items, while magnetics may focus on large and small debris. Over
750,000 objects orbiting the Earth are calculated to be over the size of a coffee bean or 1
cm (Mark & Kamath, 2019). Ground-based lasers are a potential solution to safely
deorbit satellites from LEO to lower the amount of space debris (Huang et al., 2022).
Ground-based lasers can be employed to utilize a laser, ion beam, solar radiation, and
other energy beams to interact with space debris to force it to move out of its orbit.
Focusing lasers on satellites and space debris can slow down the object(s) enough to pull
them into Earth’s atmosphere for obliteration (Huang et al., 2022). Ground-based laser
technology is a safer and less expensive alternative to launching tethered satellite vehicles
to remove other satellites from orbit physically (Huang et al., 2022).

In 2019 Japan Aerospace Exploration Agency (JAXA) conducted a test with an
electrodynamic tether named the Kounotouri Integrated Tether Experiment (KITE) which
used stainless steel and aluminum wires to grab onto space debris in order to drag them
down into lower orbit for incineration (Hori et al., 2019). However, it failed (Mark &
Kamath, 2019). Although the technology failed, it is a step in the right direction to test it
out again with modifications after applying the lessons learned. With these technologies,
there is potential for many space applications to benefit from tethered satellites, such as
propellantless propulsion, cargo transportation, orbital transfer, and debris removal (H. Li

et al., 2022). Propellantless propulsion tactics utilize solar sails to move about in orbit
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without fuel (X. Li et al., 2022). Applying propellantless propulsion to space debris

removal saves money on fuel and aids in the goal of reducing the number of unused
assets orbiting the Earth in LEO (H. Li et al., 2022).

The German Aerospace Center (DLR) has plans to test laser technology focused
on locking onto space debris to evaporate the materials on the surface, which would slow
it down enough to reenter Earth’s atmosphere (Walker, 2019). Innovations to remove
space debris and broken IT communication satellites are headed in the right direction but
require testing (H. Li et al., 2022). Tensions between countries may rise, and space
agencies from various countries test satellite removal because it may be seen as planning
for future attacks.

Tethered Space Net Robot (TSNR) has been discussed as the most promising
method to capture space debris or decommission satellites (Zhao et al., 2022). TSNR is
classified as an Active Debris Removal (ADR) tool created to clear debris and abandoned
satellites with a maneuverable tethered net within LEO (Zhu et al., 2022). Space-tethered
satellite systems are advanced structures with large-scale and long-span attributes (X. Li
et al., 2022). TSNR is engineered and configured to catch satellites and make them fall
into Earth's orbit in a controlled matter without generating new space debris. ADR is
necessary to remove items from orbit before the average orbital decay of 25 years.
Computer-based simulations created by the European Space Agency (ESA) and NASA
show a steady increase in space debris even under ideal conditions because there is an
assumed collision rate of one every ten years (Schaus et al., 2021). Computer simulations

are used to track trajectories and plan for potential mishaps (C. Wang & Song, 2019).
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Since the 1950s, satellites have been launched into orbit on single use runs
because they have been designed to use their last amount of fuel to reenter Earth’s orbit
for destruction (Redd, 2020). Northrop Grumman. They have created a Mission
Extension Vehicle-1 (MEV-1) that can carry the fuel necessary to change a satellite’s
trajectory (Redd, 2020). This means older satellites stuck in orbit, needing fuel, may no
longer be considered dead satellites or space debris if they can be refueled. MEV-1 can
be compared to a jet pack or a tow truck, which maneuvers toward the targeted satellite
and locks it on to deliver new fuel MEV-1 was tested in LEO, with MEV-2 projected for
testing in GEO (Khurelbaatar et al., 2023). Satellites facing the end of their time in
service may receive a new lease on life through technologies to extend their capabilities
as MEV-1 and MEV-2 operations grow (Redd, 2020). The same MEV technologies can
be used to prevent future satellite collisions if enough notification time is granted (Rome
etal., 2023).

Most Common Satellite Attacks

Satellite hijacking involves unauthorized access and control over a satellite's
systems, which enables an attacker to manipulate the original functions or disturb its
operations (Lohani & Joshi, 2020; A. Saad et al., 2019). While satellite hijacking is a
substantial concern, it is notable that specific details and techniques vary, while some
attacks may be speculative due to their confidential nature. Some examples of typical
attacks that could be used to hijack satellites include but are not exclusively limited to (a)
jamming, (b) spoofing, (c) physical access/destruction, (d) software attacks, (d) Denial of

Service (DoS) attacks, and (¢) Man-in-the-middle (MITM; F. Wang et al., 2019; Yue et
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al., 2022). Methods used to deter these threats depend on the adversary’s or insider
threat’s capabilities and access. It is crucial for a space agency or organization to identify
potential security and reliability risks, thoroughly examine them, and derive valuable
insights and defensive measures from the lessons learned.

Satellites communicate through radio waves that send and receive signals from
base station antennas on Earth’s surface. Since some communications satellites are
farther out, they rely on Tracking and Data Relay Satellites (TDRS) to pass on signals.
Adversaries could conduct orbital warfare by sending satellites with high-powered
microwaves and radiofrequency jammers (Giri et al., 2020). The same technologies to
potentially decommission satellites during peaceful operations could be militarized to
conduct wartime operations (Giri et al., 2020). The Institute of Electrical and Electronics
Engineers (IEEE) has circulated a standard for the letter designation of radar-frequency
bands used for radar, satellite, and terrestrial communications (Hakobyan & Yang, 2019).
Ground antennas are used for more than just communications; they also function as
tracking systems for satellites and space debris. A wide frequency of bandwidths is
allocated to satellite communications. Some of the bands include Fifth Generation (5G)-
sub-6 Gigahertz (GHz) band (3.3-6.0 GHz), Ku-band (10-16 GHz), and Ka-band (18-31
GHz) (Hassan & Davenport, 2022). When a satellite is in orbit, the orientation of the
ground station or terminal antenna plays a significant role in how satellites receive the
beam (Hassan & Davenport, 2022). Due to how frequently satellites change orbital plains
to dodge space debris, communications antennas, and receivers need to be flexible with

rapid reconfigurability capabilities. The traffic in the Earth's orbit is bustling, and
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collisions are possible even with the vast amount of space (H. Li et al., 2022; Mrusek &
Weiland, 2023). Older satellites are behind the technology curve and rely on older
technologies meaning they will remain outdated until they are decommissioned and
replaced with updated satellites that benefit from new antennas (Mrusek & Weiland,
2023). According to the (European Space Agency (ESA), n.d.) radars have assigned
frequency powers, and various wavelengths:
e High frequency (HF)
o 100-10 meters (m) wavelength
o 3-30 megahertz (MHz) of power
e Very high frequency (VHF)
o 10-1 m wavelength
o 30-300 MHz of power
e Ultra-low frequency (ULF)
o 100-30 centimeters (cm)
o 300-1000 MHz of power
e L Band
o 30-15 cm wavelength
o 1-2 gigahertz (GHz) of power
e SBand
o 30-15 cm wavelength
o 2-4 megahertz GHz of power

e (CBand
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o 15-7.5 cm wavelength
o 4-8 megahertz (MHz) of power
e X Band
o 7.5-3.75 cm wavelength
o 8-12 GHz of power
e KuBand
o 3.75-2.50 cm wavelength
o 12-18 GHz of power
e K Band
o 1.67-1.11 cm wavelength
o 18-27 GHz of power
e KaBand
o 11.1-7.5 Millimeters (mm) wavelength
o 27-40 GHz of power
e V Band
o 7.5 mm-4 mm wavelength
o 40-75 GHz of power
e W Band
o 4 mm-2.73 mm wavelength

o 75-110 GHz of power

Most satellite downlinks predominantly utilize the S-band, as it is specifically

reserved for Space-to-Earth transmissions (Kobayashi et al., 2019). Ground station sites
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like Alaska, Norway, and Chile, which are part of the Near-Earth Network (NEN), are

configured to facilitate Space-to-Earth communication links (Kobayashi et al., 2019). The
S-band boasts both advantages and disadvantages in terms of technology. Notably, one of
its primary advantages is its reduced susceptibility to atmospheric attenuation. This
attenuation occurs when a source electromagnetic signal traverses the atmosphere and
interacts with gaseous elements, causing its strength to diminish (Saqglain et al., 2021).
Conversely, a drawback of the S-band is its requirement for higher pulse power to achieve
long-range transmissions (Akasaka et al., 2022). Additionally, satellite operators face the
challenge of potential blockages and interference in radar-frequency bands, stemming from
mechanical, electronic, and inadvertent jamming issues (X. Zhang et al., 2022).

With S-band being explicitly reserved for Space-to-Earth, comes the danger of
being targeted by adversaries wishing to disturb, exploit, or destroy satellite
communications (Giri et al., 2020). Countermeasures can be employed and dispersed
across various sites to prevent attacks (Y. Zhang et al., 2022). Targeting satellites during
control operations, updates, or decommissioning measures could contribute to potential
space collisions (Dilworth & Osborne, 2022). A communication satellite that loses
communication could steer off its target and collide with another satellite or space debris

(Aietal., 2022).
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Table 2

Number of Space Launches Since 2020

Year Government Civil payloads Commercial Total payloads
payloads

2023 0 0 114 114

2022 6 2 1,560 1,568

2021 3 1 1,125 1,129

2020 9 6 848 863

Note. In 2022, there were six commercial payload failures. Non-existing tables were used
to pull data for complication from.
Strategies to Deter Cyber Threats

Gaining a comprehensive understanding of the methods employed in satellite
communications is crucial for effectively defending them against adversarial attacks.
Numerous strategies are dedicated to deterring cyber threats on IT satellite space systems,
with the primary objective of bolstering the security and resilience of these systems
against potential cyberattacks (Yue et al., 2022). Methods include but are not limited to
(a) securing communication protocols, (b) enforcing authentication and access control,
(c) conducting vulnerability and penetration testing, (d) continuous security monitoring
and incident reporting, (e) software and firmware updates, (f) physical security measures,
(g) training and awareness, and (h) redundancy and built-in resilience (Falco, 2020;

Manesh et al., 2019; Manulis et al., 2021; Rome et al., 2023).
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Strategies to Protect Satellite Support Controls and Facilities

Ensuring the protection of physical buildings that house critical infrastructure
components for space operations is equally vital as safeguarding the space assets
themselves. Physical security constitutes an essential element of a comprehensive
security strategy, working in conjunction with space system protections to establish
comprehensive security measures (B. Chen et al., 2020). The Satellite Control Network
(SCN) is a widespread system constructed to monitor and manage satellites and serves as
a vital component of the military's space operations, enabling them to maintain control,
communication, and coordination with their satellites (Ji et al., 2021). The SCN
incorporates an infrastructure of ground-based control stations tactically located around
the globe. Adversaries wishing to hack satellites can do so through various means and
platforms such as Industrial Control Systems (ICS), processing centers, end-user systems,
or satellite communication devices. Comparable to the SCN is the SSN as it is also a
comprehensive system managed by the U.S. military and other organizations to monitor
and track space assets and debris, ultimately playing a vital role in safeguarding the
safety, security, and sustainability of space operations. (Kawamoto et al., 2020).

A hacked satellite can be made inoperable, becoming space debris, and ultimately
contributing to the potential Kessler Syndrome phenomenon (Barato, 2022).
Technologies exist to destroy satellites that are currently in orbit (Zhao et al., 2022).
Destroying satellites in orbit will only create more space debris and add to the Kessler
Syndrome phenomenon predictions. Close-call collisions are becoming more common

due to space debris and satellites in orbit (Halawa et al., 2020). With the raised number of
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close collisions comes the need for expanded monitoring and reaction procedures for
worst-case scenarios (Xie et al., 2020).

Various attack vectors and adversaries could be behind attacking satellites under
the control of the government, military, or commercial owners. Advanced Persistent
Threats (APT) can be carried out by nation-state actors, nonstate actors, or lone wolves
(LaMar et al., 2022). Common Vulnerability Exploits (CVE) is an avenue that various
attackers could use to gain unauthorized access to satellite systems, control systems,
monitoring systems, transportation systems, or the ICS used to monitor the storage of
satellites (Nguyen & Sparks, 2020). Satellites and their systems have been compromised
in the past, and some systems could have DoS attacks lying dormant and awaiting
activation. Predicting satellite attacks can be tricky unless intelligence is gathered that
forecasts or alerts victims of an incoming attack (Raguraman et al., 2020).

Transition and Summary

In section 1, I provided the background to the problem, the problem and purpose
statement, the nature of the study, the research question, and the interview questions. My
conceptual framework was introduced, and literature was provided to merge the ideas of
several researchers. Satellite technologies are ever evolving, and various methods are
being proposed to decommission them from orbit once their purpose is served. The
lifespan of a communications satellite can be cut short by collisions, kinetic attacks, and
cyberattacks. A result of rouge pieces of debris from satellites and spacecraft could set
off a chain reaction known as the Kessler syndrome if they were to start colliding.

Uncontrolled collisions could impact billions of individuals on Earth who rely on satellite
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communications for daily operations and functions. The conceptual framework
establishes a notion that space agencies and space professionals across the globe may
have the internal expertise to rapidly decommission satellites from LEO without
contributing to Kessler syndrome. The benefit of rapidly decommissioning satellites from
LEO will have a significant impact on social change because the human race has become
accustomed to daily functions enabled by IT satellite communications. These functions
and services include ATM use, GPS, telecommunications, and weather forecasting.
Furthermore, the literature review considered the causes of satellite collisions caused by
space debris or targeted cyberattacks. Also, the literature review mentioned proposed and
tested strategies to decommission IT satellites in a safe way.

In Section 2, I will restate the problem statement and discuss the role of the
researcher with respect to this qualitative pragmatic inquiry. Also, I will talk about the
research methods and design in greater depth in order to support and justify my selection.
Section 2 will highlight my strategy for the data collection and analysis and explain the
method of how I will ensure reliability and validity within this specific study.

In Section 3, I will accomplish the functions mentioned in Section 2, specifically
performing semi-structured interviews, gathering data, and then transcribing the data for
analysis. While collecting data for analysis, a primary focus will be placed on the
procedures outlined to ensure validity and reliability are at acceptable levels and biases
are reduced to a minimum. Finally, I will present an analysis of the data collected with a

trusted and reliable application used by other professionals.
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Section 2: The Project

In Section 2, I restate the purpose of the study and detail my overall role as the
researcher. I also discuss the research method and design, selected population, and
sample size. The selected protocol for interviews and how data were collected for
analysis are described. Section 2 also includes a discussion of the reliability and validity
of the study.

Purpose Statement

The purpose of this qualitative pragmatic inquiry study was to explore strategies
used by IT satellite managers in the space industry to properly harden and rapidly
decommission satellites out of LEO if targeted by cyberattacks. The participants were
current and prior space agency contractors working for large government institutions with
experience in satellite operations and construction. The geographical location of the study
was the surrounding areas of Cape Canaveral, Florida. The implications for positive
social change include the shift in focus for space agencies across the globe to (a)
potentially clean space debris before crashing debris hurts those on Earth, (b) link several
nations together with the goal of not generating space debris, and (c) use new
technologies to prevent satellites from becoming weaponized.

Role of the Researcher

In this study, I was the researcher, and in this subsection, I share my experience as
a subject matter expert and highlight the topics under discussion. In qualitative research,
the researcher collects data to recognize cause and effect and identify trends (Bhangu et

al., 2023). From the year 2007 to the present, I have been involved in basic IT operations
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as they evolve into defensive cyber operations and play a part in the shift from supporting
space launch assets to defending space launch assets. Between the years 2019 to 2023, 1
primarily focused on managing teams and toolsets dedicated to protecting satellite control
systems, payload storage units, and launch support systems. During that period, I had to
monitor, detect, and report suspicious exploitations while conducting penetration testing
to harden systems to deter vulnerabilities concurrently. My support for these satellite
control systems, payload storage units, and launch support systems was successful.
Because of my direct relationship with protecting satellite control systems, payload
storage units, and launch support systems and being a part of the satellite protection
community, my role as the researcher could be potentially viewed as biased. Due to my
oversight of operations, I could have potentially swayed the interviews to reflect my
personal views and experience concerning the phenomenon. Nevertheless, biased
opinions and perceptions of biased views were alleviated by deploying transparency and
deliberate interrogations of sources utilized within the study in accordance with (IAW)
suggestions from (Gerson & Damaske, 2020).

For this pragmatic qualitative inquiry, I gathered data from space agency
professionals primarily involved in satellite design, cyber protection, and satellite de-
orbiting. Before collecting data and interviewing the participants, I completed the
Doctoral Student Researchers course provided by the Collaborative Institutional Training
Initiative (CITI). The CITI training covers the historical development of human subject
protections, ethical issues associated with human subject research, and current regulatory

and guidance information. The CITI training course ensures researchers uphold guidance
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and best practices for interviewing humans. The CITI training course ensures the
protection of human subjects through (a) defining ethical boundaries, (b) defining
principles structured by the Belmont Report, (c) discovering potential risks in research,
(d) protecting vulnerable populations, (e) gaining informed consent, (f) ensuring privacy
and confidentially, and (g) ensuring adherence to Health and Human Services (HHS) 45
Code of Federal Regulation Part 46 that requires substantive and procedural requirements
for interviews and institutions (Office for Human Research Protections, 2021).

All interviews occurred after [ was granted Walden University Institutional
Review Board (IRB) approval. The interviewees and participants were treated
respectfully, and their identities were masked. The interviewees and participants within
the study were autonomous and made aware of any associated risks within participating
in the study before they took part in it. To remain in accordance with Health and Human
Services 45 Code of Federal Regulation Part 26 and the Belmont Report, all interviewees
and participants should be treated equally, and no compensation or payments should be
offered to volunteers (Husband, 2020). I only selected and interviewed individuals that
were not vulnerable to manipulation or exploitation. These comprised of but were not
solely limited to children and mentally or physically ill individuals. The selection of the
subjects required in-depth evaluation and consideration to ensure none of the participants
fell into a category of potential exploitation, which aided them in keeping clear of risks
(see Pritchard, 2021).

Researchers conducting qualitative studies with semi-structured interviews must

have rationale for an interview through the deployment of protocols (Myers & Newman,
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2007). Maintaining order and structure are crucial to collecting information from the
volunteer interviewees (Dorji & Tenzin, 2021). Having protocols in place ensures that the
participant’s time will not be wasted and will keep the interview on track. Protocols can
be summarized as a guide for the interviewers to formulate and plan the required
questions (Doody & Noonan, 2013). I developed an interview protocol (see Appendix B)
that contains instructions and guidance that I strictly adhered to while conducting
interviews. I asked the planned questions at the beginning of the interview and followed
the protocol to the end of each participant’s interview. Each interviewee was asked the
same interview questions in the same order to ensure data were collected in order. I
framed the questions and placed them in a specific order to gauge the participants’
experiences in detail. Protocols were also put in place to conclude the interviews.

Measures must be in place to ensure that removing a layer of bias does not
increase another bias level; moreover, the tools employed by the researcher can introduce
or decrease bias as well (Z. Chen et al., 2023). The best practice for a researcher to
mitigate the impression of bias is to be transparent about their roles, past experiences, and
background as it relates to the study. To mitigate bias, I applied a conceptual framework
(i.e., the ISTISM) to this study to diminish bias.

Before beginning a study, it is crucial to have a plan to extract critical data and
minimize the presence of bias (T. Li et al., 2019). T. Li et al. (2019) suggested (a) for the
researcher to collect data separately for each intervention group of interest, (b) to
understand and familiarize themselves with relevant elements of the study, (c) to

facilitate the risk of bias assessment, and (d) to enter the collected data into software that
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allows for estimations and calculations. In my role as the researcher, I adhered to these
suggestions and reached out to my committee throughout the study for their guidance.
Participants

I based the selection of participants on the core research question. The research
questions should be the top consideration when choosing individuals to interview and
participate in a qualitative study (Morgan, 2022). The selected participants had extensive
knowledge regarding space industry strategies, defensive cyber operations, and satellite
communications. Some participants were contractors and civilian employees working
within space launch organizations, including the government and commercial platforms.
Foreign governments were not contacted for interviewing or information. I did not
interview active-duty military members or anyone assigned to clandestine operations to
prevent potential data leaks. The selected participants had at least 5 years in government
or commercial support of space industry strategies, defensive cyber operations, and
satellite communications.

Selected participants and interviewees had to have directly experienced a situation
or exercised scenarios related to the research question. I collected the experiences of the
participants as data to analyze the strategies they used as corrective actions. The data
were also used to uncover trends in where improvements can be made based on collective
suggestions from the interviewees. Those who have dealt with the phenomenon firsthand
will have valuable information to share during interviews (Bearman, 2019).

Due to my role in the U.S. Space Force and the IT community within various

government and commercial organizations, I have developed professional relationships
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with potential interviewees and participants due to how closely we reside. In my current
role, I directly support launch operations on the eastern coast of Florida and contribute to
defensive cyber operations through penetration testing. This type of role and support to
commercial and government agencies have allowed me to build rapport with potential
interviewees and participants. A professional relationship with potential interviewees and
participants can allow for in-depth conversations and the interviewer to access needed
information (DeJonckheere & Vaughn, 2019). A researcher’s personal knowledge of the
research subject can directly relate to rapport building (Mirick & Wladkowski, 2019). I
used professional social media platforms, such as LinkedIn, to recruit and connect with
participants outside of local networking of space professionals.
Research Method and Design

Method

The aim of this study was to identify strategies used by IT satellite managers in
the space industry to properly harden and rapidly decommission satellites out of LEO if
targeted by cyberattacks. There were a small number of organizations to choose from for
the recruitment of participants because of my physical location, but even so, I wanted to
comprehend the depth of the strategies of space agencies. The qualitative method was
most suitable to achieve this goal. Qualitative data can be saturated through triangulation
from multiple sources of data (Fusch et al., 2018).

I considered quantitative, qualitative, and mixed-method approaches for the
current study. The research question plays a role in the selection of a research study

design that will genuinely answer the question (Fusch et al., 2018). Quantitative research
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is employed by researchers to generalize a sample across a wide population with an effort
made to compare a sample to an experienced counterpart (Zyphur & Pierides, 2017). I
conducted this study to explore strategies to rapidly decommission IT satellites without
contributing to Kessler syndrome without the intention of gathering statistical data for
generalization; therefore, I did use the quantitative method.

The mixed method is a combination and overlapping of both qualitative and
quantitative approaches to generate a unique perspective of the research problem (Plano
Clark, 2017). The varying methods can produce different answers during a study (Bergen
& Labonté, 2020). There can be a time and place to use the mixed-method approach to
add value to the overall study; however, the mixed-method approach did not align with
my intentions in the current study. Selecting a mixed-method approach for a study
requires integrating quantitative and qualitative sources backed by a rational foundation
(Tashakkori et al., 2020). The main reasoning behind selecting the qualitative method
over the quantitative approach is to pilot toward the “why” and “how” of the research
problem that cannot be observed in a quantitative study (Lo et al., 2020).

Space professionals should consider the protection of space as space proliferation
grows at an extreme rate (Adushkin et al., 2020). Governments and commercial and
private space agencies should have ethical standards, practices, and strategies to protect
their domain of profession. Through use of the qualitative method, I, as the researcher,
collaborated with the participants to isolate objective information that correlates with the
research question. Although the quantitative approach could have been used, the need for

a deeper dive into the participants’ experiences was needed, and the current study did not
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depend on probability and random samples to answer the research question; therefore, the
qualitative method was selected.
Research Design

I considered the following qualitative research designs: the narrative design,
ethnography, a single case study, and pragmatic inquiry. I chose not to select a narrative
design for this study because this design requires gathering in-depth, firsthand stories as
raw data, including individuals’ experiences, to illustrate a life experience and discuss the
meaning (see Butina, 2015). Although I could have benefited from raw data through a
narrative design, the information gathered could be seen as subjective, and it may have
been challenging to gather enough stories. The narrative design has been used in various
disciplines with the intention of learning more about culture, historical experiences,
identity, and lifestyles; however, the narrative design is sometimes criticized because it is
story based and may divert from the true intention of diving deep into the phenomenon
(Butina, 2015). In the current study, I focused on historical events that took place and
were not from the interviewee’s perspective. Due to these reasons, I did not use a
narrative design because it was not suitable.

I chose not to select an ethnographic design for this study. The ethnographic
design grants the researcher direct access to the culture and practices of a group (Wutich
& Brewis, 2019). Ethnography links the researcher with the identity of the interviewee’s
race, age, and gender (Krause, 2021). In the current study, race, age and gender did not
play a role because the study heavily relied on the participants’ experiences in the field.

Ethnography encompasses subjective interpretation and can be problematic in
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maintaining the necessary distance required to analyze a group of interviewees (Knott et
al., 2022). The ethnographic design allows for the use of informal interviews and
observations where the interviewer is embedded with the participants (Sorce, 2019). I
preferred to deploy semi-structured interviews, avoiding the need to observe interviewees
who had experienced the past phenomenon. The ethnographic design may take extensive
time because the aim may be to modify existing theories or develop an entirely new
theory (Caskurlu et al., 2021). My goal was not to develop a new theory or modify an
existing one; therefore, an ethnographic design was unsuitable for the current study.

I did not to select a single case study design. The single case study design may
provide a practical alternative to large group studies by randomized clinical trials to
collect repeated measures for manipulation of an independent variable (Lobo et al.,
2017). Single case study measurements can be difficult to replicate and may require
extensive amounts of time (Flyvbjerg, 2006). Single case studies can be resource-
intensive and time-consuming and are limited in their ability to generalize findings to
broader populations or contexts. The current study aimed to draw conclusions that could
be applied more broadly, making a different research approach more appropriate.
Although single case studies produce high internal validity and address a phenomenon, it
was deemed unsuitable for the current study as I wished to have a broader approach.

I employed a pragmatic inquiry design for this study. Pragmatic inquiries
emphasize that knowledge is based on experiences, and the design heightens the
researcher’s ability to analyze organizational or industry practices through experience as

well as action (Kelly & Cordeiro, 2020). The pragmatic inquiry design allows for an in-



63
depth understanding and future analysis (Darke et al., 1998). My study can be used in the

future for further analysis and expansion of identifying strategies. A pragmatic inquiry
places weight on (a) actionable knowledge, (b) identification of the interconnectedness
linking experiences, and (c) a view of inquiry as an experiential process (Kelly &
Cordeiro, 2020). The pragmatic inquiry research method incorporates operational
decisions based on best practices to find answers to the research question(s) developed by
the researcher (Metcalfe, 2008). The use of the pragmatic inquiry design assists
researchers with conducting a study in innovative and dynamic approaches to answer the
research question(s) (R. Johnson & Onwuegbuzie, 2004).

I achieved data triangulation method using numerous sources to achieve full
saturation and address the research question. Carter et al. (2014), Jick (1979), and Patton
(1999) defined triangulation as the use of multiple techniques or data sources in
qualitative research to foster a comprehensive understanding of a phenomenon.
Triangulation can reduce bias and amplify the saturation of collected data through using
participant’s responses and examining what can be observed (J. Johnson et al., 2020). I
used document reviews, surveys, interviews, and observations to achieve successful
triangulation and saturation. Standardization is crucial and needed to gather the most
appropriate data; all interviewees must be asked the same questions to decrease bias from
interviewer influence and increase data saturation (Mwita, 2022; Ranney et al., 2015).

The interviews and documents collected were unclassified.
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Population and Sampling

This study will target participants who are current or prior contractors working for
space agencies with experience in satellite operations and manufacturing as well as
potential cyberattacks. The participants will have some form of satellite operations and
manufacturing experience along with an understanding of cyber protection requirements.
Additionally, the participants had advanced cyber security awareness training which is
the basis for effective IT hygiene and threat aversion. In order to gather rich information
and outside of the box thinking, two launch bases, two manufacturing sites, and one
headquarters with direct support to launch operations, satellite creation, and defense will
be targeted. The eligible and available participants of these sites will be interviewed until
thematic saturation is met, and no new trends emerge. For a qualitative study, thematic
saturation is achieved when no new themes materialize from the participant’s interview
responses throughout the study (Braun & Clarke, 2021).

Criteria for selecting participants will include (a) alignment with research
question, (b) diversity, (c) inclusion/exclusion, (d) availability and accessibility, (e)
informed consent, (f) saturation, (g) cooperation and engagement, (h) researcher bias and
(1) practical constraints. I will only select participants based on their relevance to the
research question and my topic of study. The participants with the most relevance will
possess the necessary knowledge or experience to provide valuable insights into the
phenomenon under study (Alhazmi & Kaufmann, 2022). I will select participants from
diverse backgrounds in order to gather varying viewpoints. Diversity in semi-structured

interviews can result in the researcher gathering significant amounts of data to compile
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for theme analysis (McIntosh & Morse, 2015). Diversity can capture a wide range of
perspectives and experiences related to the research topic and consists of knowing age,
gender, ethnicity, and socioeconomic status (Budhu et al., 2021). Inclusion and exclusion
criteria will be set to define the characteristics or attributes that make an individual
eligible or ineligible to participate in the study. For example, active-duty military
members will not be interviewed although they may be space professionals who fit the
criteria elsewhere. The practicality of recruiting and accessing potential participants will
be considered in the availability and accessibility steps because those selected must be
willing to commit to the study requirements. Finding willing and participative
interviewees is essential to propelling a research study forward (Oliffe et al., 2021). The
informed consent of all participants will be obtained prior to carrying out interviews or
using their responses in data analysis. All participants will be fully informed about the
study's purpose, procedures, and potential risks before they participate.

Saturation will be apparent in my study, to ensure that the data collected is
thorough enough to tackle the research questions. For qualitative studies, starting with a
sample size of 12 is advisable, while also considering the research question and the
quality of the selected samples (Hennink et al., 2016). There is no fixed, set, or
universally proposed sample size in qualitative studies when compared to quantitative
studies because quantitative studies rely on statistical power calculations to determine the
needed sample size. In qualitative research, the sample size is typically influenced by the
concept of achieving data saturation. The actual number of participants or interviews

required to attain data saturation may vary depending on the complexity of a research
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question, the depth of the data collected, and the overall diversity of perspectives
encountered. Data saturation is the point in the researcher’s process where the newly
gathered data no longer leads to new or meaningful insights. At the point of data
saturation, the researcher should see that enough information has been collected to
adequately explore and understand the research question, topic, and phenomenon. Since
my study is qualitative, I will aim to achieve data saturation rather than having a
predetermined sample size. [ will start with a smaller sample size of six and analyze the
data as it is collected. I will continue data collection through purposeful sampling until I
reach a point where new data does not yield additional insights or themes. If new insights
or themes become apparent, I will expand the interviews until data saturation is achieved
by no longer uncovering new insights or themes.

Purposeful sampling and snowball sampling are two distinct methods applied in
qualitative research in order to select participants (Mweshi & Sakyi, 2020). Purposeful
sampling is a non-random sampling method where a researcher intentionally selects
participant(s) based on specific criteria which align with the research objectives.
Snowball sampling is a non-probabilistic sampling technique frequently utilized when
investigating rare or hard-to-reach populations, where potential participants are scarce or
unknown initially. My study will use purposeful sampling in order to select participants
who possess relevant knowledge, experiences, or characteristics needed for addressing
my research questions properly. Although purposeful sampling will allow for the
targeting of specific groups or individuals with valuable insights, it may not provide a

representative sample of the larger population. With purposeful sampling, there is a risk
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of a researcher introducing bias in the selection process, because the researchers'
judgment plays an ample role in participant recruitment.

Snowball sampling will not be utilized because the process of finding participants
through referrals can be time-consuming, and there is a risk of missing out on certain
segments of the population. Just like purposeful sampling, there is a potential for bias
because snowball sampling also may not be representative of the entire population, as
participants are recruited through personal networks, leading to potential bias in the
sample. Purposeful sampling will gather the number of participants needed and snowball
sampling is not required because there is not a suspected hidden population. Snowball
sampling also does not hit my study because members suggested that interviews may be
outside of my targeted group.

Semi-structured interviews rely on the researcher asking key questions in order to
open discussions around identified themes or uncover new themes (Mak & Singleton,
2017). I will select the most qualified satellite operators, satellite manufacturers, and
space professionals who protect or defend satellites. I will ask the participants the same
questions in semi-structured interviews and triangulate three data sources by (a) relating
the descriptions given by the participants about the phenomenon, (b) reviewing and
investigating industry documents, (¢) and performing member checks. Member checks
involve seeking feedback from participants to ensure the accuracy of the study
(Motulsky, 2021). I will carry out the interviews utilizing three methods (a) in person
with notes to capture verbiage, (b) through Video Teleconferencing (VTC) applications

and/or platforms such as Zoom and Skype with notes to capture verbiage, and (c) email
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responses from space professionals that can be directly uploaded into the qualitative
analysis software. Email interviewing refers to running an interview via e-mail, which
allows the participant to provide responses at their own pace and over an extended period
of time if they are unable to participate in traditional interviewing methods. Email
interviewing will be the last resort if the selected participant is unable to communicate in
person or via VTC methods. In addition to in-person and VTC methods, the interview
sessions will be recorded to ensure I as the researcher can listen to the verbiage again to
prevent the loss of any crucial information. Recording interviews with the participant's
consent can significantly assist researchers in systematically categorizing information and
data, thereby enabling the identification of prominent themes that emerge from the semi-
structured interviews (D. Wang et al., 2022).
Ethical Research

My study will take ethical considerations into account. As the researcher, I will
protect the participants' confidentiality, privacy, and well-being during the study. In
research, the researcher must take ethical principles into account to ensure participants
are protected (Sim & Waterfield, 2019). In my study, I will select participants who
showcase a willingness to engage actively and openly to share their experiences and
perspectives. Shared in-depth experiences and perspectives from active interviewees can
assist the researcher gather a large amount of data to enrich their study (Winwood, 2019).
I will strive for neutrality and impartiality in the selection process to ensure I am not
inputting bias into the study. A practical constraint of timelines will be considered for my

qualitative study while selecting participants.
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The Belmont Report lists key aspects needed to ensure ethical considerations are
employed by researchers. Three primary areas of consideration within the Belmont
Report include (a) respecting individuals, (b) beneficence, and (c) justice (Office for
Human Research Protections, 2021). In this study, participants will be respected by
protecting all participants, professionally speaking to them, and ensuring that they do not
feel overwhelmed by questions. Beneficence will go hand in hand with respect as all
participants will be treated kindly and not placed in uncomfortable situations. Justice will
be reflected by properly adhering to guidelines and treating all participants equally no
matter their background. Furthermore, I completed the CITI training course which
teaches researchers the knowledge required to uphold guidance and best practices for
interviewing humans. All interviews will occur after IRB approval is granted.
Throughout this study, I will adhere to CITI training, the Belmont Report, and IRB
guidelines. The Belmont Report has two distinct outcome objectives which include the
contribution of knowledge and the improvement and well-being of
participants/interviewees (Friesen et al., 2017). Before the IRB, I will assess the
associated risks and mitigation methods required to participate in this study. No risks will
be introduced that are beyond their current function within their occupation or operational
contracts. Beneficence is being considered because the resulting yield from this study
will help participants improve strategies to properly decommission and protect IT
satellites in LEO that are vulnerable to cyber-attacks.

Participants will have the liberty and ability to withdraw from the study anytime

they wish to by generating an email outlining their intention. Furthermore, during the
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interview process, I will make it clear that they can withdraw from the study at any time
or not answer a question if they feel like it could become classified material. If a
participant wishes to withdraw from the interview, I will terminate the discussion, delete
notes taken, and erase any recordings. The protection of participants is crucial due to the
rise in privacy leaks which can be deterred by protecting research participants (Wiles et
al., 2008). To ensure privacy and the potential for reprisal, no names of individual
organizations or individuals themselves will be used in the study. The names of the
participants will be removed from notes and journals and assigned a number as an alias.
Participants in a study must be optional with a preference towards autonomy (Johansson
et al., 2017). I will not provide any compensation for individuals taking part in the study,
and no additional expenditure will be incurred throughout the study. It is not a
recommended practice in qualitative studies for a researcher to encourage payment
however reimbursement of expenses can be ethical (Millum & Garnett, 2019).

To align with the goals of the Belmont Report, 1 will ensure that all participants
are granted full access to the study results for possible inclusion in their strategies to
decommission and protect IT satellites in LEO that are vulnerable to cyberattacks.
Additionally, to amplify respect for the participants, I will provide each volunteer
interviewee with a consent form describing the purpose of the study, associated risks,
details of anonymity, and the projected benefits. A copy of the informed consent form
will be attached in Appendix C. All gathered data will be protected through encryption

and strong password safeguards for 5 years in a locked safe in order to align with the
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policy set by Walden University. My IRB approval number for this particular study was

approval number 11-22-23-1014975 and I received it on 22 November 2023.
Data Collection

Instruments

Collected data for a study introduces challenges for the researcher along with the
interviewees. Some challenges which may arise include but are not limited to building
rapport, lack of experience with interviewing by the researcher and a participant’s
unwillingness to partake in a study (Azad et al., 2021). The main instrument I will use is
the relationship between the participants to collect data from interviews for further
analysis. Semi-structed interviews allow for very open-ended questions and discussions
which bring forward detailed explanations of the topic(s) (Husband, 2020). In qualitative
studies, the researcher assumes the vital role of the primary data collection instrument,
establishing meaningful relationships with the participants, skillfully conducting
interviews, and expertly analyzing the gathered data (Siiriicii & Maslakci, 2020). The
consistent and meticulous application of the instrument to all participants within the same
context significantly enhances the study's validity (Oldland et al., 2020). By employing
semi-structured interviews with all participants, I aim to pose open-ended questions that
will effectively prompt and encourage detailed explanations of the phenomenon at hand.
Semi-structured interviews serve as a valuable tool for researchers to acquire deep
insights into the phenomenon, by allowing for the capture of a unique perspective of the
participant (Ruslin et al., 2022). Furthermore, open-ended questions can result in follow

up questions to guide conversations about the interview/research questions. The interview
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protocol which is outlined in Appendix B will be used by myself as the researcher to ask
questions to the participants in a uniform manner. Before the interviews are conducted, |
will test out my interview protocol with peers and the chair to confirm it is clear and
concise without questionable verbiage. Conducting a preliminary trial of the interview
protocol before commencing the actual study interviews can enhance the interviewer's
comfort level, leading to a higher quality of gathered information for subsequent data
analysis (D. Johnson et al., 2021). Upon completion of the transcription process, I will
diligently conduct member checks with the participants, aiming to validate all the
gathered information. This critical step will afford participants the opportunity to review
and make any necessary changes to ensure an accurate representation of their input.
Member checking represents an invaluable approach to both validating and enriching the
quality of the data gathered in the study (Coleman, 2022). The application of members
checking in this study will benefit the overall study and strengthen its validity.
Data Collection Technique

For my planned research, I will be the primary tool for collecting data and
conducting semi-structured interviews and observation of participants. Each interviewee
will be meticulously guided through the interview protocol as outlined in Appendix B,
thereby ensuring comprehensive coverage of all pertinent areas in a systematic and
thorough manner. Interview protocols play a pivotal role in guaranteeing that each
session is conducted within a designated timeframe, effectively addressing the research
question, minimizing bias, and bolstering the overall validity of the study (Stone et al.,

2023). The data collected will include responses to targeted interview questions that
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provide insight into the strategies that are used to properly decommission satellites
rapidly out of LEO if targeted by cyberattacks. Second, I will collect internal
organizational documents such as doctrine and publicly released strategies and
innovations to de-orbit satellites. The interviews and documents collected will be
unclassified. Databases used to pull information consist of Ulrich’s Web Global Serial
Directory, Google Scholar, and the Walden University Library. Upon the completion of
interviews and transcriptions, I will perform member checking to thoroughly validate and
authenticate the outcomes of the study. Semi-structured interviews and observation of
participants in qualitative data collection techniques offer a range of advantages and
disadvantages, with each being suited to special research goals and contexts (Stone et al.,
2023). A major advantage of semi-structured interviews is that they allow researchers to
probe deeply into participants' experiences, perceptions, and overall emotions (Mahat-
Shamir et al., 2021). Utilizing semi-structured interviews may generate rich and detailed
data that can provide a deep understanding of a complex phenomenon. A disadvantage of
semi-structured interviews and observation of participants is that they involve the
researcher’s interpretation and analysis, which may introduce subjectivity (Magaldi &
Berler, 2020). Researchers' biases and preconceived notions can influence the data and
affect the overall interpretation. Finally, semi-structured interviews and observation of
participants in qualitative data collection can be quite labor-intensive, due to the time

needed for transcribing, coding, and analyzing data (Lester et al., 2020).
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Data Organization Techniques

Maintaining data in an organized manner is of utmost importance, as it enables its
effective reuse, and seamless retrieval, and facilitates study reproduction for future
analyses and investigations (Ningi, 2022). In this study, I will employ Microsoft Excel
software to document emerging themes. In qualitative studies, Microsoft Excel can be
used to document and organize data while leveraging its powerful features which enables
researchers to readily identify, filter, and interpret relationships between figures
(Pathiranage et al., 2020). Understanding the relationships and emerging themes enables
the researcher to gain a deeper understanding of the data at hand.

Throughout the study, the participants will be assigned numerical aliases, and a
redaction of their location and true names will be carried out to ensure complete
anonymity. The data collected from each participant will serve as a valuable resource in
cataloging and unveiling emerging trends that manifest during the course of the
interviews. While conducting a research study, it is imperative to catalog raw data in a
manner that facilitates effective filtering, thereby supporting the selection of pertinent
data that directly addresses the research question (Boddy et al., 2017). Along with
Microsoft Excel being used to sort data into categories, I will also take physical notes that
can be transcribed into Microsoft Excel if I am unable to use a laptop to type notes. Every
note that I record will be carefully dated and accompanied by a thorough narrative,
detailing the factors that prompted that particular thought and its subsequent impact on
the study. Journals can serve as a tool to recognize underlying themes while reminding

researchers of potential biases and confidentiality concerns while being adaptable in
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various formats (Church et al., 2019). All raw data collected during the interviews will be
password-protected and encrypted on a primary and backup hard drive. The primary and
backup hard drives will be labeled with a destruction date and placed in a safe for five
years. Once the destruction date arrives, the data will be permanently deleted from the
primary and backup hard drives.
Data Analysis Technique

A modified van Kaam method will be utilized to identify themes from qualitative
data gathered to compare and contrast accounts of those who experienced the
phenomenon. The modified van Kaam method approach is a qualitative research
technique used to analyze textual data, such as interviews, focus group transcripts, or
written documents (Anderson & Eppard, 1998). Furthermore, NVIVO qualitative
analysis software was employed to conduct thematic analysis through a combination of
inductive and deductive analysis approaches to derive codes and themes. NVIVO
software supports researchers in organizing and analyzing intricate word-based and
multimedia data. The software allows researchers to classify, sort, and arrange large
amounts of information quickly while accommodating a wide range of research methods
(X. Feng & Behar-Horenstein, 2019). The interviews in my study will be transcribed
through the use of specialized software called Express Scribe along with a quality
assurance check for any mistakes. Express Scribe is a specialized audio player software
designed for PC or Mac, with the primary purpose of aiding in the transcription of audio
recordings by professionals. Selecting proper transcribing software is essential because

an inaccurate transcription of an interview can render a study invalid (J. Johnson et al.,
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2020). Using software to transcribe the interviews prevents potential issues with the
confidentiality of hiring a human third party.

I will read the transcribed interviews in order to identify various viewpoints which
may point to different themes. Once new themes are discovered, each theme will be
assigned a specific code. After assigning codes to these themes, they can be
systematically filtered to extract information that directly addresses the research question
posed during the interview. By employing the modified van Kaam method in a qualitative
study, researchers can derive meaningful codes that reveal overarching themes and sub-
themes based on the gathered responses (Phillips-Pula et al., 2011).

To achieve comprehensive saturation and arrive at the most robust findings for the
research question, a researcher can employ the triangulation method, drawing on a
diverse array of sources (Carter et al., 2014; Jick, 1979; Patton, 1999). For this study, I
will use data triangulation to foster a comprehensive understanding of a phenomenon.
Triangulation can efficiently mitigate bias and amplify data saturation by incorporating
participant responses and observations, resulting in a comprehensive and strong analysis.
(J. Johnson et al., 2020). I will use document reviews, surveys, interviews, and
observations in order to achieve successful triangulation and saturation. Standardization
plays a crucial role in gathering the most pertinent data; to minimize bias resulting from
interviewer influence and maximize data saturation, all interviewees will be asked the
same set of questions (Ranney et al., 2015). Asking the interviewees, the same questions
will allow for the researcher to discover trends and recurring observations that can be

used in coding and analysis (Bearman, 2019).
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Reliability and Validity

Reliability

The reliability of the study relies on the reliability of the instruments, interviews,
and survey questions used by the researcher (Khoa et al., 2023). Utilizing the same
instrument across various participants to generate the same results creates consistency in
the study (Hemmler et al., 2022). It is crucial for scholarly researchers to follow thorough
processes in order to achieve validity within the study. Qualitative studies do not rely on
statistical data like quantitative studies which may cause qualitative studies to be prone to
subjectivity (Mwita, 20222). In this study, I will enforce qualitative standards from the
beginning to prevent the study from becoming void due to failure to follow validity
processes. Moreover, the validity depends on constructs used throughout the study and is
obtainable through the employment of semi-structured interviews (Ruslin et al., 2022).
Demonstrating credibility as a researcher requires insurance that the information
collected is accurate and properly represents the participants' perspectives and
experiences. A researcher can achieve this through persistent engagement with the
participants, applying triangulation methods on data from multiple sources, and applying
member checking, to have participants review and validate the findings (Motulsky,
2021). As the researcher, I will ensure dependability by maintaining an organized and
transparent process during the study. Researchers should always document their decision-
making processes, methodologies, and any changes made throughout the study (Shaker et

al., 2021).
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Validity

In a qualitative study, internal validity and external validity are two essential traits
that refer to the accuracy and generalizability of the research findings (Oldland et al.,
2020). Internal validity highlights confidence in the study’s ability to draw accurate
conclusions about the relationships observed among the participants, and triangulated
focused on phenomena under investigation (Daubner et al., 2023).

Dependability

As the researcher I aim to achieve persistent engagement with the participants,
apply triangulation methods on data from multiple sources, and deploy member checking.
The use of member checking involves having the participants review and validate the
findings (Motulsky, 2021). Member checking allows the participants an opportunity to
clarify any misunderstandings or misinterpretations that may have arisen during data
analysis (Megheirkouni & Moir, 2023). Moreover, member checking may increase the
strength of themes through the refinement and adjustment of emerging themes or patterns
in the data through collaboration with the participants (Coleman, 2022).

Transferability

In order to amplify transferability, this study will contain a detailed description of
the study context, participants (with names and actual positions redacted), and data
collection procedures used, which will allow other researchers to calculate the
applicability of the findings to diverse contexts and or settings. External validity
highlights the degree to which the study’s findings can be generalized outside the specific

sample or population and the use of the context in the research (Taherdoost, 2022). This
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study’s findings may have the potential applicability of future qualitative studies when
applied to similar situations or settings.
Credibility

As part of the study and methods to increase validity, I will seek feedback from
colleagues and experts in the field to ensure reliability and legitimacy. Credibility is a key
criterion for assessing the quality and rigor of qualitative research (N. Singh et al., 2021).
Credibility is closely tied to internal validity in qualitative research because it focuses on
the researcher’s ability to ensure consistent, accurate, and truthful representation of the
interviewee’s perspectives, and experiences (Stahl & King, 2020). To enhance my
study’s credibility, I will use data triangulation, member checking, peer debriefing,
negative case analysis, and peer reviews. Negative case analysis will only be applied if an
instance comes to light which does not fit within emerging patterns or themes.
Confirmability

Confirmability refers to the degree to which the research findings are grounded in
the collected data and interpretations rather than being influenced by the researcher's bias,
values, or personal preconceptions (Carcary, 2020). As the researcher, I will ensure that
the findings are grounded in the factual data and not influenced by the researcher’s
preconceptions or biases. To strengthen confirmability in my study, I will employ several
strategies which include, explain researcher bias awareness, using peer reviews,
employing negative case analysis, member checking and showcases the logical flow of
raw data to final interpretation analysis through clear data trails. A researcher paying

close attention to confirmability, aids in the diminishment of their personal biases and
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subjectivity on the research outcomes (Bush & Amechi, 2019). This increases the study’s
confirmability and validity and ensures conclusions drawn from the study are securely
rooted in the thoroughly collected and analyzed data, which will extend the overall
authenticity and dependability.
Data Saturation

Triangulation serves as a method to mitigate bias and enhance data saturation by
integrating participant responses and observational insights (J. Johnson et al., 2020).
Employing a combination of document reviews, surveys, interviews, and observations, I
aim to ensure a robust triangulation process that enhances data reliability. A pivotal
aspect involves standardization, necessitating uniform questioning for all interviewees to
mitigate interviewer influence and bolster data saturation (Ranney et al., 2015). This
approach underscores the commitment to obtaining the most accurate and comprehensive
data possible.

Transition and Summary

In Section 2 of the study, the purpose statement was revisited, and a
comprehensive exploration of the researcher's role and scholarly processes was discussed.
Shifting focus to Section 3, I will present an overarching view of the study, thoroughly
showcase my findings and results, and engage in reflective discussions regarding their
implications for professional practice. Furthermore, I will present actionable
recommendations as part of section three. As the section draws to a close, I will offer
valuable insights for future research pursuits, provide personal reflections on the study,

and provide a conclusion. In Section 3, I will provide an overview of the study, present
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my findings, discuss the applications to professional practice, and state recommendations
for potential action. At the end of this study, I will provide recommendations for further

research, thoughts, and my final conclusion.
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Section 3: Application to Professional Practice and Implications for Change

In this section, I present the outcomes of the qualitative study and explore the
connections between the identified themes and their relevance to professional practice.
To arrive at the findings, I conducted a comparative analysis utilizing the ISTISM as the
conceptual framework. In Section 3, I also discuss the implications of the results for
social change and provide actionable and realistic recommendations. Concluding the
study, I offer suggestions for additional research, my reflections, and summarizing
thoughts.

Overview of Study

The purpose of this qualitative pragmatic inquiry was to explore strategies used
by IT satellite managers in the space industry to properly harden and rapidly
decommission satellites out of LEO if targeted by cyberattacks. The participants were
current or prior contractors working for space agencies with experience in satellite
operations and manufacturing. The geographical location of the study was the
surrounding areas of Cape Canaveral, Florida. An essential criterion for participants was
that they had experience working in the field relating to the research question. I used the
ISTISM as the conceptual framework. Coding and interview transcriptions were
performed using NVIVO software through which themes were discovered and
documented. Implications for positive social change include the shift in focus for space
agencies across the globe to (a) potentially clean space debris before crashing debris hurts
those on Earth, (b) link several nations together with the goal of not generating space

debris, and (c) utilize new technologies to prevent satellites from becoming weaponized.
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Presentation of the Findings

The following research question guided this study: What strategies do IT satellite
managers in the space industry use to properly harden and rapidly decommission
satellites out of LEO if targeted by cyberattacks? I carried out semi-structured interviews
with eight purposefully sampled participants to gather data with which to address the
research question. With the implementation of purposeful sampling, researchers gain the
capability to deliberately choose participants based on specific characteristics, thereby
ensuring the collection of comprehensive and insightful data (Goodrich, 2019). I
performed triangulation with a combination of industry document reviews, interviews,
and observations provided by the interviewees. Some interviewees were able to share
their firsthand experiences related to the semi-structured interview questions. All industry
documents provided and participant comments were kept at the unclassified level.
Member checking was performed to validate the collected data. I conducted interviews
until I reached a point where new data did not yield additional insights or themes.

I coded with the data in NVIVO software from which three dominant themes
emerged: (a) policy concerns, (b) system hardening/logistics and current
decommissioning for IT satellites and supporting systems, and (c¢) legacy equipment.
Additionally, two minor themes emerged (a) space laws/treaties gaps and (b)
decommission methods.

My findings showed that IT satellite managers and space industry professionals
are becoming more aware of potential cyberattacks against satellites and their supporting

systems in LEO. The other findings indicated that IT satellite managers and space
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industry professionals feel that there is a lack of clear-cut guidance regarding
administrative polices to properly hardened systems against growing cyber security
concerns. Cyber defense operations and decommissioning tactics exist but may not be
considered rapid in nature due to the time delays in carrying out commands and receiving
proper permissions from decision makers.
Major Theme 1: Policy Concerns

The participants interviewed had at least 5 years of experience in government or
commercial support of space industry strategies, defensive cyber operations, and satellite
communications. None of the participants were currently active-duty military, and they
all had experienced a situation or exercised scenarios related to IT satellites, cyberattacks,
and methods to decommission IT satellites or debris from LEO. I asked the participants
the following semi-structured interview questions:

1. In your opinion, what different strategies would provide a better end result

versus what is being used?
2. What administrative policies are in place to stop cyberattacks? Are they

working?

Patterns and themes quickly presented themselves even though the participants worked
for different contractors under varying space companies. Themes in patterns in one
company were also discovered in other companies and government contractors in the
space industry.

The first theme that presented itself was policy concerns regarding standardization

across the space industry targeted at securing IT satellites. Policies play a crucial role in
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the space industry for several reasons. Robust policies provide a regulatory framework
that may establish guidelines for activities in space, ensuring safety, security, and the
prevention of potential collisions (Melograna & Johnson, 2024). Space policies also help
allocate and manage valuable resources and can be targeted towards facilitating
responsible and sustainable use of space assets and their respective orbits. Additionally,
policies may contribute to international collaboration by defining norms and standards
and fostering cooperation among nations in space exploration and utilization. Space is
being proliferated by numerous countries simultaneously, which expands the potential of
space collisions. Regulations are essential for addressing issues, such as space debris
mitigation, spectrum management, and liability, in the event of accidents or collisions.
Robust policies in the space industry focused on IT satellites are critical for fostering a
structured and organized environment that promotes diplomatic and effective utilization
of outer space. Policies proving effective may be replicated in other satellite operations,
such as GPS, weather, and research satellites, because they function similarly to IT
satellites in communication technologies.

Participant 2 (P2) stated that the National Institute of Standards and Technology
(NIST) consists of publications of baseline cybersecurity for companies and
governments, and P1 and P3 mentioned that there are a lot of protocols in place and a lot
of checks for the government sector, such as NASA. NIST plays a fundamental role in
space operations by providing guidelines, standards, and best practices for ensuring the
security, reliability, and interoperability of space systems and their associated

technologies. NIST develops and maintains a wide range of standards and guidelines,
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including those related to cybersecurity, encryption, data protection, and risk
management, which are essential for securing space assets in orbit and their supporting
ground infrastructure(s) (Zhu et al., 2022). By adhering to NIST standards, space
agencies and IT satellite managers may enhance the resilience of their systems against
cyber threats, ensure the integrity of their data and communications, and promote
interoperability with other space systems and networks. NIST’s work in developing and
promoting standards for measurement, calibration, and instrumentation is necessary for
guaranteeing the accuracy and reliability of space-based measurements and observations
(Zhu et al., 2022). P3 summarized how NIST’s contributions to space operations help to
enhance the safety, security, and efficiency of space missions, ensuring that both ground
and LEO assets can accomplish their objectives successfully while minimalizing the risks
associated with potential cyberattacks. However, these policies are strictly targeted at
government and government-backed/funded IT satellites with commercial space
industries not falling within the same baseline requirements.

Ensuring the protection of commercial satellites is essential due to their critical
roles in national security, economic vitality, and international relations. Commercial
satellites also significantly contribute to a country’s defense capabilities by providing
critical communication, navigation, and surveillance functions (Melograna & Johnson,
2024) Any cyberattack and/or compromise of commercial satellite systems could
jeopardize a nation’s ability to respond effectively to security threats. P4 and P5
summarized that the chance that an economic impact due to disruptions or attacks on

commercial satellites is substantial, affecting various industries and individuals who rely
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on satellite services for communication, broadcasting, weather monitoring, and more. P6
stated that “GPS is embedded through timing signals and servers, cell phone towers.
Much more than just navigation. Banking, you look at the atomic clock.” Mass panic
could arise across the globe if communications were to fail from satellite collisions or
cyber-attacks. P6 shared an experience of the mid-90s, when Motorola started to shut
down because they did not have the required 24 satellites to maintain the coverage, which
also led to issues with cell phone signals and timing issues. At this time, policies were not
in place to treat outages or anomalies and cyberattacks.

Without strong policies to address satellite outages, anomalies, and cyberattacks,
the consequences could be catastrophic. IT satellites play an integral role in critical
functions, such as communication and national security. An absence of thorough policies
may leave IT satellite systems vulnerable to disruptions, potentially leading to
widespread communication breakdowns, compromised GPS services, inaccurate weather
predictions, and compromised military operations. Moreover, without strict guidelines in
place, the lack of accountability could exacerbate the impact of cyberattacks, potentially
leading to data breaches, unauthorized access, and even sabotage of critical IT satellites.
Without proactive policy measures to address these threats, IT satellites may become
jeopardized, leading to the failure of satellite-dependent services and the weakening of
global connectivity and security. The establishment of effectively strict and robust
policies is imperative to safeguarding the integrity and functionality of satellite networks

in an increasingly interconnected world.
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Collaborative efforts to secure both commercial and government satellites are
necessary for fostering stability, positive international relations, and sustained economic
growth. Commercial satellite technology often drives advancements in space-related
technologies, contributing to ongoing research and development and later replicated by
governments once proven secure (Melograna & Johnson, 2024). Commercial satellite
technology innovations may contribute to competitiveness on a global scale but also
present dangers to government and military satellites currently in orbit. Commercial
satellites may not be as restricted or locked down to the same policies as government and
military satellites. P7 discussed that safeguarding commercial satellites helps prevent
space debris, collisions, and other hazards, contributing to the long-term health and
accessibility of outer space. The protection of commercial satellites through strict policies
is not only a matter of economic interest but also vital for national security, international
collaboration, technological progress, and the sustainable use of space resources. P7
stated that “the FCC can go back and look at some of their language to maybe revise on
certain scenarios” while discussing the 5-year decommissioning policy published by the
FCC. P5 mentioned that the policy is not being abided by because many satellites are still
in orbit past their projected end-of-life date. The FCC’s 5-year decommissioning policy
may be challenging, especially if there are difficulties in monitoring and verifying
whether satellite operators adhere to the specified guidelines.

One country, such as the United States, cannot dictate what another country does
in space. P6 discussed a lack of coordination and alignment with international standards

for satellite decommissioning, which could potentially pose challenges for addressing the
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global issue of space debris. P6 continued to highlight how some policies are in their
infancy stages with needed rewrites because some are being ignored. If a space policy
such as the FCC’s 5-year decommission guidelines is not clear or is subject to
interpretation, it may lead to confusion among satellite operators, potentially resulting in
noncompliance or disputes by those set to adhere to them.

Various technological advancements in satellite design and cyberattack methods
may outpace existing decommissioning and cyber protection policies, resulting in the
need for periodic updates to ensure relevance and efficacy. Recent industry documents
such as NASA Inspector General reports highlight known discrepancies needing
immediate attention. Moreover, P6 stated that Space Mission Force is “going through
some iterations” and shared past experiences of working in benign operating locations
where anomalies were treated as the sun or communications issues versus having the
mindset that potential outages may be nefarious. At the time, P6 did not have clear-cut
guidance or policy on how to conduct forensics on outages or potential nefarious
cyberattacks. P1, P2, P3, P4, P5, P6, P7, and P8 all agreed that policy revisions are
needed to create a stronger defense of space assets in LEO. Table 5 shows the frequency
of occurrence of the theme policy.

Table 3

Frequency of First Theme

Major/minor themes Count References
Policy 12 57
Space laws/treaty 7 34
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Due to space policies and treaties, the participants knew about various directives
and treaties established and agreed that some are not being properly followed or have
gaps requiring restructuring. All participants agreed that there were policies created to
prevent space debris, increase global security, limit the potential for military escalation,
lower collateral damage, address violations of international norms, and maintain the
peaceful use of outer space. Efforts to address these concerns often involve advocating
for responsible space behavior and international cooperation. More specifically, Space
Policy Directive 3 was developed to promote collaboration with international partners to
address common challenges related to space traffic management and debris mitigation
(Gleason, 2020). Space Policy Directive 2 (SPD-2) was developed to streamline
regulations and policies related to commercial space activities (Giannopapa & Antoni,
2023). SPD-2 called for a review of existing regulations that may hinder the growth of
the commercial space industry and directs government agencies to revise or exclude rules
that are considered unnecessary or overly burdensome. Moreover, SPD-2 mentioned that
the Federal Aviation Administration should work collaboratively with the private sector
to create a more conducive regulatory environment. According to PS5, the rules being
deemed unnecessary or overly burdensome may be placing IT satellites in harm’s way by
allowing private sectors to essentially bend rules and take advantage of gaps. P5 brought
up the following scenario that may need to be written into SPD-2 or other policies, “If
their lifespan, if they’re trying to make these 25 years, what if these corporations and
companies are no longer existent? What if they declare bankruptcy? What if they're no

longer involved in this type of industry?” This potential scenario could become a major
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issue as start-up space companies may not have the funding to continue space operations,
and there is no clear guidance on who is responsible for removing unfunctional satellites.
A country new to the space race could be considered in the same scenario if it no longer
can decommission its own satellites from orbit. P5 stated that there is a need to pass
statutes and laws where they are putting the responsibility on corporations with incentives
in place to remove their debris because, at this time, there is no international space debris
removal company.

Space debris in orbit poses a danger to IT satellites in orbit because if no one is
monitoring them or decommissioning them properly, they could be highjacked and turned
into projectiles targeted at other satellites or space stations. The time it takes for a satellite
to naturally deorbit from LEO depends on various factors, which include the altitude of
the orbit, the atmospheric density at that altitude, and the satellite’s mass and size (Thayer
et al., 2021). Without a proper or sanctioned interaction, satellites in LEO may take
several years to decades to naturally deorbit due to lower atmospheric density. According
to P5 and P7, satellites deorbiting naturally may pose a danger to the human population
as they are uncontrolled and could potentially cause harm or damage. All participants
agreed that satellite removal tools, such as ASAT weapons, are highly controversial from
a policy perspective due to the associated risks and challenges.

P6 specifically highlighted that the intentional destruction of satellites during
ASAT tests generates significant space debris, raising concerns about the sustainability of
space activities. This is because debris poses risks to other operational satellites and the

ISS and emphasizes the need for policies that address space debris mitigation and the
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responsible use of space. Moreover, ASAT tests can contribute to the militarization of
space, potentially leading to an arms race and heightened global security tensions. The
development and testing of ASAT or rapid forced decommissioning methods other than
self-destruct methods challenges existing international norms, to include the principles
outlined in the Outer Space Treaty. This showcased a theme of the necessity for robust
policies that promote peaceful and responsible behavior in outer space. Haphazardly
testing ASAT technologies and rapid kinetic decommissioning tactics could raise
tensions between nations as they generate space debris that would take years to deorbit
naturally. Efforts to establish guidelines for testing ASAT weapons should be aimed at
mitigating risks, encouraging international cooperation, and upholding the stability of
space activities within a policy framework that prioritizes the deterrence of space debris
and the peaceful use of outer space.

The ISTISM proposed by Hong et al. (2003) offers a holistic framework that can
be applied and theoretically prove instrumental in addressing and rectifying cybersecurity
policy issues within the space industry. ISTISM places emphasize the interconnectedness
of various elements within a system. ISTISM satellites can be considered as a system for
the application of ISTISM. Aligning the complex nature of cyber threats and policies to
combat them could benefit the entire space domain. By applying ISTISM to
cybersecurity policies, space industry stakeholders can better understand the
interdependencies between different components of their systems, including satellites,
ground stations, and communication link networks. The ISTISM lens may offer a

perspective that enables the identification of potential vulnerabilities and points of entry
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for cyber threats, allowing for the development of policies that encompass the entire
space infrastructure.

Moreover, the ISTISM encourages a practical and adaptive approach to
cybersecurity policy formulation or revision. Instead of relying solely on reactive
measures, space industry leaders can employ proactive strategies based on a thorough
understanding of how different components interact. Being proactive in attacking
potential issues may lower the risk of Kessler syndrome taking place earlier due to cyber
security attacks on IT satellites. Space professionals assigned to apply ISTISM can
implement continuous monitoring, real-time analysis, and the integration of emerging
technologies to enhance the resilience of space systems against evolving cyber threats.
By incorporating Hong’s ISTISM into cybersecurity policy frameworks, the space
industry can adopt a more robust and strict security posture, better equipped to anticipate,
prevent, and respond to cyber threats effectively. P4 highlighted that space agencies are
looking to improve their effectiveness when countering cyber satellites in space or
cyberattacks on satellites in space. P6 stated that top-level leaders’ buy-in will be
required as they need to see the importance of proactive approaches versus reactive
actions against IT satellite cyber-attacks. P2 provided the same context and P6 mentioned
tools such as Intrusion Prevention Systems (IPS) and Intrusion Detection Systems (IDS)
but they rely on policy to know when to implement them as defensive cyber operations.
IDS and IPS’ serve similar yet distinct roles in cybersecurity. An IDS is used in a passive
mode to monitor network or system activity while analyzing incoming traffic and

identifying potential security threats or anomalies based on predefined rules or
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intelligence-based threat signatures. When an intrusion or suspicious activity is detected,
the IDS generates alerts or notifications to notify IT security personnel, allowing them to
investigate and respond to the incident manually. On the other hand, IPS actively
interferes with blocking or mitigating identified threats in real time through automated
means. According to P2, IT satellite managers may employ proactive measures such as
IPS to block malicious traffic, drop connection attempts, or reconfigure network settings.
IPS seeks to prevent unauthorized access or malicious activities from compromising
system confidentiality, integrity, and availability. While IDS focuses on detection and
alerting, IPS takes preventive action to actively stop potential threats, which provides an
additional layer of defense against cyberattacks (Kizza, 2024).

Defensive cyber operations have become increasingly vital for safeguarding
satellites due to the growing reliance on satellite technology. With the proliferation of
sophisticated cyber threats and the expanding number of IT satellites in LEO, the
probability for malicious actors to disrupt or compromise satellite operations has
considerably intensified. Effective defensive cyber operations are essential to proactively
identify and mitigate cyber threats, ensuring the resilience and integrity of satellite
systems against evolving and persistent cyber-attacks whether from insider threats,
nation-state actors, or non-state actor organizations. A new series of U.S. Space Force
(USSF) doctrine has been released that reflects on the growing recognition of space as a
critical domain for national security and defense. As space becomes increasingly
congested and also contested along with the proliferation of space debris the US has

pursued the enhancements and abilities to defend its space assets and maintain its
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strategic advantage in space. Defensive cyber operations play a very significant role in
maintaining a strategic advantage and can be done through the USSF developing Mission
Defense Teams (MDT). MDTs are groups of cyber professionals who get assigned
specific or multiple space systems for penetration testing and hardening (Healey &
Caudill, 2020). MDTs attempt to find vulnerabilities and potential exploitation before
they can be used by those with malicious intentions. These groups of individuals break
down space systems and analyze every connection, asset, and logistical support needed
for them to operate. If anomalies are discovered, the teams detect, monitor, and report the
findings to higher-level headquarters for deeper analysis (Vi¢i¢ & Harknett, 2024). By
establishing the USSF as the sixth military branch, the United States aims to consolidate
and prioritize its space-related activities, resources, and expertise within a dedicated
organization focused on space operations. The USSF is responsible for organizing,
training, and equipping space forces to protect the United States and allied interests in
space, ensuring that the United States maintains its leadership and dominance in this
critical domain (Kostyuk, & Gartzke, 2024).

IT policies based on ISTISM would prioritize the development of redundancies
and failover mechanisms to minimize the impact of hardware failures or cyberattacks.
The developed policies may emphasize the importance of interoperability and
standardization to facilitate continuous communication and coordination between
satellites and ground stations in the event of potential cyber or known cyber anomalies.
ISTISM could be deployed to encourage a holistic approach to cybersecurity, identifying

that threats to one component of the system can have cascading effects on the entire
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space network or clusters of satellites in LEO. IT policies developed from implementing
ISTISM could prioritize proactive measures such as encryption, authentication, and
IDS/IPS measures to safeguard satellite data and communication channels.

ISTISM highlights the importance of endless monitoring, feedback loops, and
adaptation to evolving threats and technological advancements. If one encryption method
or countermeasure is proving insufficient in monitoring results, IT satellite managers
could change their procedures. IT policies for LEO satellites should incorporate
mechanisms for real-time monitoring of system performance, anomaly detection, and
rapid response to potential threats. By leveraging the principles of ISTISM,
policymakers, and decision-makers can develop agile and adaptive IT policies that
promote the resilience, reliability, and security of satellite networks in LEO. A rapid
response procedure or response plan based on policy is vital in addressing cyberattacks
on satellites due to the critical nature of their functions and the potential cascading
impacts of compromised systems. A compromised system could become a lethal
projectile in orbit causing more crashes which may ultimately start the Kessler syndrome
phenomenon. A prompt and definitive response is necessary to contain cyber-attacks in
order to mitigate their effects and prevent further exploitation of vulnerabilities. A
successful attack on one IT satellite may be replicated and used again on another to
introduce crimpling effects. Delayed or inadequate response could lead to prolonged
disruptions in essential services, compromised data integrity, and a higher probability of
follow-up attacks. Due to the interconnected nature of IT satellites means that a breach in

one system can hypothetically spread across multiple satellites, amplifying the scope and
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severity of the destruction. Rapid response measures that can continuously be revamped
due to their development through detailed application of ISTISM could be essential to
minimizing downtime, maintaining operational continuity, protecting the confidentiality,
integrity, and availability of satellites, and limiting the potential of setting off Kessler
Syndrome.
Major Theme 2: System Hardening/Logistics

All the participants spoke about the various methods used to harden systems
against attacks within their control of IT satellite systems. The most recurring term that
came up during system hardening is encryption. The second major and minor themes
appeared which were IT satellite managers hardening systems including logistics and
current decommissioning methods. Hardening IT satellites against cyber-attacks is
essential due to their critical role in numerous aspects of human life on Earth. Any
compromise of a satellite’s confidentiality, integrity, or availability may have far-
extensive consequences, disrupting not only communication and navigation but also
potentially hindering emergency response efforts and jeopardizing national security (Yue
et al., 2023). Safeguarding IT satellites against cyberattacks is necessary to maintain the
reliability and functionality that human society heavily relies on.
Table 4

Frequency of the Second Theme

Major/minor themes Count References
System hardening 29 40
Decommission methods 12 27
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P2 highlighted the interconnected nature of satellite networks and underscored the
significance of securing them against cyber threats. A breach in one satellite system could
potentially spread across multiple satellites, amplifying the scope and impact of the
attack. If a scenario such as a satellite hijacking took place it could lead to widespread
disruption of services and complicated efforts to restore normal operations. There are
some dependencies on satellite technology that extend beyond civilian applications, such
as military operations and intelligence gathering. An adversary could target IT satellite
systems for espionage, sabotage, or strategic advantage. In order to deter or lower the
potential for cyber-attacks, IT satellite managers deploy robust cybersecurity measures to
protect sensitive military communications, surveillance capabilities, and Command and
Control (C2) functions from exploitation or disruption. According to NASA documents,
C2 technologies are fundamental for managing spacecraft operations, because they
ensure the integrity and security of data transmissions and enable timely and precise
command execution for satellite movements. In the NASA 2020 Collision Avoidance for
Space Environment Protection in accordance with The National Aeronautics and Space
Act, 51 U.S.C. § 20113 (a). The director highlighted the need for robust and resilient C2
systems to support the increasing complexity and demands of space missions, including
those involving IT satellites in LEO. The NASA document also emphasized the
importance of continuous innovation and adaptation of C2 technologies to address
evolving threats, enhance mission flexibility, and improve overall mission success.

The ever-evolving cyber threats require nonstop vigilance and adaptation of

security measures to counter emerging risks that exist on space and ground stations. As
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adversaries change their attack vectors and styles, cyber security professionals must stay
one step ahead and implement security measures to deter their actions. Cyber attackers
are becoming more advanced, employing advanced techniques such as malware,
phishing, and DoS attacks to exploit vulnerabilities in IT satellite systems (Niyonsaba et
al., 2023). P2 highlighted that as satellites become more interconnected with terrestrial
networks and Internet of Things (IoT) devices, they become susceptible to a wider array
of cyber threats. P7 highlighted the necessity for space agencies to invest in
comprehensive cybersecurity solutions tailored to the unique challenges posed by IT
satellite systems. These systems face a mass of cyber threats, including unauthorized
access, data breaches, and malicious attacks, which could compromise IT satellite
confidentiality, integrity, and availability. By investing in cybersecurity solutions, space
agencies can stay ahead of malicious actors and protect their IT satellite systems from
potential vulnerabilities and attacks. These solutions may include implementing
encryption techniques, intrusion detection systems, and access controls to safeguard
sensitive data and prevent unauthorized access. Additionally, regular security audits and
vulnerability assessments can help space agencies identify and mitigate potential risks,
ensuring the resilience and security of their IT satellite systems (Plotnek, 2022).

Again, the main point brought up regarding hardening IT satellite systems was the
utilization of the Triple Data Encryption Standard (3DES). 3DES is a widely deployed
encryption algorithm used by IT satellite managers and is known for its strength and
resistance to cyber-attacks. A new finding was that the FCC regulates satellite

communications and may impose encryption requirements as part of licensing or
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authorization processes for satellite operators to follow (Al-Roweilly, 2020). The FCC
safeguards satellites by ensuring communications used by their owners adhere to certain
security standards to protect against unauthorized access, interception, or tampering with
data. A problem with this encryption requirement is that the United States and its allies
may strictly adhere to this while other countries in the space race could potentially ignore
FCC suggestions. Within United States-based organizations, the FCC may require
satellite operators to implement encryption measures to protect sensitive information
transmitted through satellite networks. Alongside the FCC, the National
Telecommunications, and Information Administration (NTIA), and DoD are responsible
for advising the President of the United States on telecommunications and information
policy issues and are within the jurisdiction to issue guidelines or recommendations
concerning encryption practices for satellite communications (Kirchhoff & Barkley,
2023). The NTIA also works intimately with federal agencies, space industry
stakeholders, and other relevant entities to develop policies that promote the security and
resilience of IT satellite systems and their networks.

Hardening satellites in LEO through 3DES can play a crucial role in securing data
transmissions between satellites and ground stations, as well as within satellite systems
themselves (Dyer et al., 2023). (P8) summarized that it is just as crucial to protect ground
stations, along with actual satellites in space. Moreover, the findings showed that
logistical aspects are considered in hardening satellites such as ensuring the integrity of
their fabrication, transportation, set-up, launch, and control. By utilizing 3DES

encryption, IT satellite operators can ensure that sensitive information, such as command
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signals, telemetry data, and mission-critical communications, remains confidential and
protected from interception by unauthorized parties. P1 stated that by employing
encryption potential adversaries will hear and see gargled communications. 3DES
encryption standard adds a layer of security that is exceptionally critical for satellite
networks operating in the inherently vulnerable environment of space, where interception
and tampering risks are heightened.

3DES encryption can increase the resilience of IT satellite systems against cyber
threats and attacks (Janardhan & Neelima, 2024). IT satellites operating in LEO are
exposed to a diversity of potential adversaries that are seeking to exploit vulnerabilities
for purposes such as espionage, and sabotage, so strong encryption mechanisms such as
3DES are vital for safeguarding against unauthorized access and manipulation of satellite
operations. 3DES encryption helps mitigate the risk of data breaches and unauthorized
command injections by rendering intercepted or tampered data unreadable without the
decryption key. 3DES ensures the integrity and authenticity of data exchanged between
satellites and ground stations, which fortifies the overall security posture of satellite
networks against cyber threats (Samanth & Balachandra, 2022).

The longevity and widespread adoption of 3DES encryption make it a rational
choice for protecting satellites in LEO, where reliability and compatibility are cardinal
considerations. While newer encryption algorithms such as Advanced Encryption
Standard (AES) offer superior performance and security features, many legacy systems
and satellite platforms may still rely on 3DES due to its proven track record and

interoperability with existing infrastructure. By leveraging 3DES encryption, satellite
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operators can achieve a balance between integrity, confidentiality, availability,
compatibility, and performance. 3DES ensures the continued resilience and effectiveness
of IT satellite systems currently operating in the dynamic and challenging environment of
LEO. (P8) addressed the need to implement physical security measures, such as tamper-
resistant hardware, secure facilities, and restricted access controls, to protect satellites
from physical tampering or sabotage attempts. The findings showed that there are
countermeasures in place to prevent insider threats but require levels of verification to
ensure they are effective. P7 shared that it is crucial to secure storage facilities and
stringent access controls mitigate the risk of unauthorized individuals gaining physical
access to satellite components or infrastructure.

Advanced Encryption Standard (AES) is another encryption method that can be
used to secure IT satellite communications against compromise (Pirzada et al., 2020).
AES is a symmetric encryption algorithm broadly used to safeguard sensitive data in
various applications, including IT satellite operations. AES operates on fixed-size blocks
of data (128, 192, or 256 bits) and uses a series of substitution and permutation steps
(substitution-permutation network) to encrypt and decrypt sensitive data (Qasaimeh et al.,
2021). AES is vastly regarded for its security, efficiency, and widespread adoption in
both civilian and military applications. By encrypting data using AES, IT satellite
managers can ensure that unauthorized individuals cannot intercept or decipher the data,
which allows them to maintain the confidentiality, integrity, and availability of satellite
operations (Aissaoui et al., 2023). AES encryption is exceptionally valuable for securing

telemetry data, command signals, and software updates sent to IT satellites, which
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protects them from eavesdropping or tampering-based attacks during transmission. IT
satellites operating in LEO may be susceptible to various forms of interference and
exploitation attacks. According to P6, implementing AES encryption helps mitigate the
risk of unauthorized access and manipulation of satellite operations. By encrypting data
at rest and in transit, IT satellite managers can protect crucial information and ensure that
satellite systems remain secure and fully equipped to fight ever-evolving cyber threats.

Through reviewing industry documents, Space Doctrine Publication (SDP) 4-0,
titled "Sustainment," was discovered which outlined the principles and practices for
sustaining space operations and capabilities. The publication emphasized the magnitude
of sustainment in ensuring the effectiveness, resilience, and longevity of all space
systems. SDP 4-0 directly highlighted the need for a comprehensive sustainment strategy
that incorporates logistics, maintenance, personnel, and infrastructure to support space
missions effectively (Blore, 2024). SDP 4-0 emphasized the vital role of logistics in
sustaining space operations which aligned with P8’s answers. The document discussed
the importance of maintaining a robust supply chain to ensure the timely delivery of
critical components and resources to space systems which may help deter weaknesses in
cyber components. The publication also emphasized the need for effective inventory
management, transportation, and distribution systems to support space missions in
various operational environments.

Maintenance is another key focus of SDP 4-0, as it is vital to implement regular
inspections, repairs, and upgrades to ensure the operational readiness of IT space systems

and their controlling ground systems. The publication underlined the need for proactive
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maintenance practices to prevent system failure and compromise. It also discusses the
importance of incorporating maintenance considerations into the design and development
of space systems to facilitate easier maintenance and repairs. Moreover, personnel and
infrastructure are also key components of sustainment outlined in SDP 4-0. The
publication emphasizes the importance of training and equipping personnel to effectively
operate and maintain IT satellite systems and their controlling ground station. It also
discussed the need for strong infrastructure, including facilities, communication
networks, and support systems, to support space missions effectively. A weakness in one
component could result in adversaries gaining unauthorized access to compromise IT
satellites or their ground stations. SDP 4-0 presents a comprehensive framework for
sustainment in space operations, with a clear emphasis on logistics, maintenance,
personnel, and critical infrastructure in ensuring the effectiveness and longevity of space
systems. Securing supply chain management is another tactic used to secure IT satellites
during their development, creation, shipping, and launch. Ensuring the integrity and
security of the supply chain for IT satellite components and software is essential for
preventing the introduction of malicious hardware, counterfeit assets, or unapproved
software into satellite systems and their control base stations (Varadharajan & Suri,
2023). Based on information gathered from P8, supply chain security measures
implemented depend on rigorous inspections including vendor vetting, component
authentication, purchasing audits, and secure manufacturing processes, help mitigate the

risk of supply chain attacks targeting IT satellites.
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P2 highlighted that regular software and firmware updates are used to harden IT
satellites in LEO, alongside the computers used to second control signals and monitoring.
Regularly updating satellite software and firmware with security patches may lower the
vulnerabilities and minimize the risk of exploitation by cyber attackers or adversaries.
Through timely updates, IT satellite managers can help ensure that satellite systems
remain resilient against evolving threats and growing attack techniques. Firmware
updates for satellites are necessary for maintaining the functionality, security, and
performance of these assets in LEO. Findings show that updates are typically transmitted
from ground control stations to satellites through established and encrypted
communication links. Ground control personnel prepare the firmware update package,
which includes firmware files, instructions for installation, and validation mechanisms to
ensure integrity and authenticity (Falas et al., 2021). Satellite operators schedule the
deployment of firmware updates based on operational requirements and coordinate with
other ground stations or satellite networks to avoid interference with critical operations.

Updating an IT satellite at the wrong time without proper coordination could
cause potential losses in communication or hinder the ongoing operations of an
organization relying on the satellite going through firmware updates. During firmware
installation, a satellite may reboot certain systems, but protocols may be implemented to
transfer control to redundant components or enter safe mode to minimize disruptions.
After completing the installation process, the satellite will likely perform additional
verification and validation checks in order to confirm the successful application of the

update and proper system functionality.
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There was evidence of the participants sharing their knowledge on quick response
measures when a cyberattack may be happening on their IT satellites. This became
apparent because all the participants shared that there are no rapid decommissioning
methods currently in place. According to P1, past methods of using mechanical arms to
decommission IT satellites are becoming a thing of the past as manned flights are as
frequent to repair satellites in LEO. The rate and cost of satellites have drastically
changed since the early days of satellite deployments. Dedicated spacecraft or missions
can still be launched to actively remove dead satellites or space debris from LEO. These
manned missions normally involve catching the targeted satellite or debris by means of
robotic arms, nets, or harpoons, and then either deorbiting them using propulsion or
directing them towards atmospheric reentry. P7 shared that it takes multiple layers of
approval to truly decommission a satellite and have it exhausted its last amount of fuel to
burn in the Earth’s atmosphere or be pushed into the graveyard orbit. P7 continued on in-
depth about satellites being equipped with propulsion systems that allow for their
maneuvering into lower orbits, where atmospheric drag accelerates their decay and
eventual reentry into the Earth’s atmosphere. This propulsion system is a current
decommissioning method that allows for controlled deorbiting, permitting operators to
target specific reentry locations and minimize the risk of debris endangering populated
areas.

The new finding was discussed by all participants of the tactic of shutting off
satellite capabilities as a defensive measure to prevent hijacking or cyber compromise. P1

used the term bricking a satellite as a means to prevent the infiltration of a satellite, but it
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comes with its own dangers. Bricking a satellite can prevent cyberattacks by effectively
disconnecting it from communication networks and isolating it from potential attackers.
When a satellite is powered off, its systems, including communication interfaces and
command channels, are deactivated, making it unavailable to external entities attempting
to infiltrate or compromise its components. By shutting off an IT satellite, operators can
mitigate the risk of cyberattacks targeting vulnerabilities in satellite software, firmware,
gaps in encryption, or communication protocols (Pavur & Martinovic, 2022). Simply
powering off an IT satellite allows operators to conduct thorough security assessments
through forensics in order to apply necessary software patches or updates and implement
remediation measures to address identified vulnerabilities. The decision to power down
an IT satellite enhances the overall security posture of the satellite system if it is
experiencing anomalies. Nonetheless, it is important to note that shutting off a satellite
may disrupt satellite-dependent services and operations, so this approach should be
carefully planned and executed to minimize potential impacts on critical functions. The
satellite needs to be properly configured to be shut down by its owners and not from
potential vulnerabilities that can be exploited to cause a shutdown by adversaries.
ISTISM can be applied to the implementation of 3DES encryption methods for IT
satellites in LEO by considering the interconnectedness and interdependencies within the
IT satellite systems. According to IST, intricate systems like satellite networks entail
various interconnected components that function together to achieve specific objectives.
Applying IST to 3DES encryption methods would involve recognizing the interaction

between hardware, software, communication protocols, and cybersecurity measures
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within the satellite system. ISTISM can be applied to tactics used to utilize emergency
shutdown procedures for IT satellites in LEO. In order to do this policymakers and
satellite engineers should consider how the shutdown process affects different
components of the satellite system. This is because it would involve recognizing the
relationship between physical hardware, controlling software, communication links, and
operational capabilities within the satellite system. Based on interviews with participants,
none of them had to carry out shutdown procedures for a satellite due to cyber anomalies.
However, the ISTISM application could allow satellite operations to integrate emergency
shutdown protocols into satellite control systems and enable them to conduct regular
drills and simulations as if a real attack were taking place. Exercising cyberattacks
through drills and simulations would allow IT, and satellite managers, to refine
procedures based on lessons learned from previous incidents or near-misses.

ISTISM stresses the need for holistic and integrated approaches to cybersecurity.
When implementing 3DES encryption methods for IT satellites in LEO, policymakers
and engineers should consider how encryption fits into the expansive ecosystem of
satellite operations. Many satellite constellations operate differently with various ground
stations, operating systems, and controlling policies. Applying ISTISM may showcase
the need to not only encrypt data transmissions but also harden satellite hardware,
software, and communication channels to create a thorough defense against cyber threats.
Again, ISTISM points out the importance of interoperability and compatibility which
may be beneficial for IT satellites in operation and those projected for future launch.

When deploying 3DES encryption across satellite networks, it is vital to ensure that
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encryption protocols are compatible with existing satellite hardware and software. A lack
of proper planning could introduce problems in the future if not caught in time. This
requires coordination between IT satellite manufacturers, operators, and cybersecurity
experts to develop standardized encryption protocols that can be seamlessly integrated
into satellite systems without disrupting current operations. The cost to retrofit current IT
satellites may be a hefty price but would aid in the prevention of compromise and the
potential danger of satellite hijacking.

Finally, ISTISM stresses the need for continuous monitoring, feedback loops, and
adaptation to evolving threats and advancements in technology. When implementing
3DES encryption methods for IT satellites in LEO, it is essential to establish mechanisms
for real-time monitoring of encryption performance, anomaly detection, and rapid
response to potential threats. Although all cyberattacks cannot be predicted,
implementing strong countermeasures may decrease the potential of a targeted attack
being successful. Employing encryption methods for communications is a strong baseline
to limit the number of compromises. This would involve integrating encryption
monitoring tools into satellite ground control systems and establishing protocols for
analyzing encryption-related data to identify and address vulnerabilities proactively. By
applying the principles of ISTISM to 3DES encryption methods, policymakers and
engineers can generate robust and resilient cybersecurity strategies to protect IT satellites

in LEO from cyber threats effectively.
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Major Theme 3: Legacy Equipment

The third and final theme that was identified was the growing concern on legacy
or outdated equipment that is still in orbit. All participants spoke on a growing concern of
legacy or outdated satellite and launch components in LEO and spoke on how difficult
they could be to retrofit or protect due to obsolete and non-supported technologies. It
became apparent during the interviews that there are no rapid decommission procedures
to address legacy equipment in LEO. According to all participants, legacy and outdated
satellites that remain in LEO can contribute to the growing problem of space debris.
Defunct, non-operational, or outdated IT satellites are at risk of colliding with active
satellites, other space debris, or even manned spacecraft. Legacy equipment generates
significant hazards to operational missions and the safety of astronauts and cosmonauts.
Space debris collisions can generate additional debris, which further exacerbates the
space pollution problem and increases the risk of future collisions in the cascading effect
of Kessler syndrome.

Table 5

Frequency of Third Theme

Major/minor themes Count References
Legacy equipment 8 29

P5 shared a valid concern that was also shared by P7 regarding IT satellites
becoming legacy or outdated due to company shutdown. If a company launches satellites
and afterwards goes out of business, it can have substantial repercussions on both the
operational integrity of the satellite and other satellites in LEO. With the absence of

financial and operational support of IT satellites essential functions such as maintenance,
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monitoring, and communication with the satellites may conclude. This can lead to a
gradual degradation of IT satellite systems over time in LEO, which increases the risk of
malfunctions, collisions, and operational failures with no one on console to report the
errors. A failure to have a responsible entity to manage the satellites no longer being
maintained, monitored, or communicated with allows them to theoretically become
uncontrolled objects in LEO. Uncontrolled objects in LEO pose grave hazards to other
operational satellites and contributing to the growing issue of space debris which may set
off the Kessler syndrome phenomenon. A loss of communication with these satellites
may impact services dependent on them, such as telecommunications, and scientific
research. The potential scenario of unsupported IT satellites in LEO due to company
collapses underscores the importance of effective regulatory oversight, accountable
satellite stewardship, and contingency planning in order to lessen the risks of
uncontrolled assets in space. All participants agreed that outdated space assets need to be
removed from orbit before they may become compromised due to their limited
technologies to defend themselves and that leaving them in orbit to naturally decay or
deorbit is just adding to the space pollution issue.

Aging space technologies that become legacy or outdated present a danger due to
their increased likelihood of failure, which can result in malfunctions, collisions or
compromise which could lead to the generation of more space debris. As IT satellites and
spacecraft age, the components, software, and materials used in their construction may
degrade or become less reliable, leading to an elevated risk of operational anomalies or

overall complete failures. These failures can result in the satellite becoming unresponsive
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or uncontrollable, posing hazards to other operational satellites, current or future crewed
spacecraft, and other satellites in LEO. The 2020 Defense Space Strategy highlights the
U.S. government’s desired conditions and strategic objectives for the next 10 years to
combat identified threats, challenges, and expand on opportunities. The 2020 Defense
Space Strategy focuses on four primary goals (a) maintain awareness of the space
environment, (b) enhance U.S. space capabilities, (¢) deter aggression in space, and (c)
promote responsible behavior in space. The strategy emphasizes the importance of
integrating space capabilities into military operations, enhancing resilience against
threats, and strengthening partnerships with allies and commercial entities. The strategy
also highlights the need for sustained leadership and investment in space to support
national security objectives aligning with comments made by P7.

PS5 highlighted that even a power outage or spike should be investigated as a
potential cyber anomaly since all the systems are integrated and adversaries could
potentially be using targeted attacks to compromise IT satellites. Inspecting a power
spike on an IT satellite as a cyber-anomaly is critical because it could indicate a cyber-
attack or unauthorized interference. While power spikes can occur due to various factors,
including hardware malfunctions or environmental conditions, they can also be a sign of
malicious activity by adversaries. Investigating a power spike in the context of an IT
satellite's operational environment and looking for indicators of malicious activity, such
as unusual network traffic or unauthorized access, can help determine if the spike was
caused by a cyberattack. Treating a power issue as a potential cyber anomaly enables IT

satellite managers to take proactive measures to investigate the event, mitigate any
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potential damage, and enhance the overall satellite's cybersecurity. By responding swiftly
to potential cyber threats, IT satellite managers can protect critical infrastructure and
assets, ensuring the confidentiality, integrity, and availability of systems on the ground
and in LEO. This approach may align with cybersecurity best practices set by space
industries and militaries which emphasize the importance of detecting and responding to
cyber threats to safeguard against unauthorized access and malicious activity.

Legacy IT satellites or aging components within them may lack modern features
and capabilities to effectively mitigate risks and respond to emerging cyber-attacks. Older
IT satellites may not be equipped with advanced encryption, propulsion systems,
collision avoidance technologies, or systems for safe deorbiting at the end of their
operational life. These potential gaps can increase the probability of collisions or the
creation of new space debris, contributing to the growing issue of space congestion and
the risk of the Kessler syndrome phenomenon. Older IT satellite technologies may be
more susceptible to cyber threats and hacking attempts due to outdated software,
inadequate security measures, and vulnerabilities that have emerged over time. Cyber-
attacks targeting aging satellites can compromise their confidentiality, integrity, and
availability potentially leading to unauthorized access, hijacking, data breaches, or
malicious manipulation of satellite daily procedures. As the dependence on space-based
assets for critical functions continues to grow, the risks associated with aging space
technologies become progressively concerning. (P6) highlighted the need for proactive
measures to address these challenges and safeguard the long-term sustainability and

safety of space activities within LEO and other orbits.
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Various components of an IT satellite are likely to become outdated, largely due
to technological advancements and evolving space requirements. Onboard computers and
processors are significant components that may become obsolete as advances in
microelectronics and computing technology lead to more powerful and energy-efficient
processors. Communication systems, including transponders, antennas, and modems, are
prone to obsolescence as communication technologies evolve rapidly, making aged IT
satellite systems less efficient or compatible with modern standards. IT satellite antennas
can be hijacked, though it is a complex and challenging process for the individual or
group with malicious intentions. Hijacking IT satellite antennas would likely involve
gaining unauthorized access to the antenna's control systems or communication protocols.
Nation-state or non-state actors may attempt to exploit vulnerabilities in the antenna's
software, firmware, or network connections in order to gain unauthorized control. Once
an IT satellite antenna becomes hijacked, the attackers could potentially manipulate its
pointing direction, frequency settings, or transmission power to disrupt legitimate satellite
communications or redirect signals to unauthorized recipients igniting a man-in-the-
middle (MitM) attack. MitM cyber-attacks can lead to service disruptions, data
interception, or unauthorized access to sensitive information transmitted via satellite
(Riggs et al., 2023). Older antennas on IT satellites in LEO may not be able to be
retrofitted or upgraded quickly so satellite managers may need to consider replacement
versus upgrading legacy components.

Countermeasures to prevent MitM on IT satellites in LEO may involve

implementing strong encryption, and authentication mechanisms, such as AES and 3DES
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to protect data transmitted between satellites and ground stations against being
intercepted or modified by attackers (Rogers, 2022). With encryption, IT satellite
managers ensure that even if an attacker intercepts the data, they cannot decipher its
contents without the encryption key. In addition, employing mutual authentication
between satellites and ground stations can prevent unauthorized entities from posing as
legitimate parties. Mutual authentication ensures that both parties verify each other's
identity before exchanging sensitive information, reducing the risk of MitM attacks. IT
satellite managers can use secure communication protocols, such as TLS (Transport
Layer Security), to further enhance the security of IT satellite communications in LEO.
TLS can be used to encrypt data transmitted over the network and provide authentication
to ensure the integrity and confidentiality of the communication. By using TLS, IT
satellite managers can protect against eavesdropping, tampering, and imitation attacks.
Furthermore, implementing IDS and IPS technologies may help detect and allow
cybersecurity professionals to respond to suspicious activities or unauthorized access
attempts. Strong encryption enables IT satellite managers to take measures to prevent
MitM. All participants mentioned that a vital aspect of encryption methods would be the
use of regular security audits and recurring vulnerability assessments in order to identify
and mitigate potential security risks, ensuring the continued security and integrity of IT
satellites in LEO.

ISTISM provides a framework for understanding the complex interrelationships
and dependencies within satellite networks, making it applicable to the identification of

legacy and outdated satellites in LEO. ISTISM can be applied to emphasize the
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connectedness of satellite systems, where various components, including orbital
parameters, telemetry data, and ground-based observations, need to cooperate in sync to
achieve successful space operations. Applying IST to satellite identification involves
recognizing the whole satellite ecosystem, and the possibility of collisions in LEO. IT
satellite managers can leverage multiple sources of data and information to accurately
identify legacy and outdated satellite systems to plan for their removal in a structured
manner.

ISTISM emphasizes the significance of studying the interaction between different
elements within the satellite system. When identifying legacy and outdated satellites in
LEOQ, it is essential to understand how these IT satellites interact with other assets in
orbit, such as active satellites, space debris, and natural orbital drag. This can be achieved
through analyzing orbital dynamics, trajectory data, and telemetry information to
differentiate between target satellites and other objects in the surrounding area. Knowing
the age of an asset in space is crucial for estimating its end of life. ISTISM also
emphasizes the need to align with stakeholders and key decision-makers to make them
aware of the issue and gather buy-in. P6 spoke on the necessity of gathering stakeholder
buy-in to make proactive suggestions a reality to lower the need for reactive measures.
Replacing satellites often may be pricey but it may prevent the possibility of large
amounts of end-of-life assets orbiting in LEO. IT satellite managers can use identification
efforts to benefit from the collective expertise, resources, and data sharing among satellite
operators, space industry agencies, research institutions, and international organizations.

By establishing standardized protocols and information-sharing mechanisms,
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stakeholders can streamline the identification process, improve data accuracy, and
enhance the overall effectiveness of satellite tracking and monitoring efforts.
Decommission IT satellites that are outdated and no longer serve a purpose should be
decommissioned to prevent the growth of space pollution.

Again, ISTISM highlights the importance of continuous monitoring and
adaptation to evolving challenges and as new technologies are created, older technologies
become legacy. As the satellite environment in LEO evolves, with new satellites
launched and existing satellites reaching the end of their operational life, it's essential to
develop adaptive strategies for identifying legacy and outdated satellites. This can be
done by leveraging advanced technologies such as Machine Learning, Artificial
Intelligence (Al), and predictive analytics to analyze vast amounts of data and identify
patterns or anomalies indicative of legacy satellites. P2 highlighted Al and predictive
analysis and how they can significantly enhance the defense of IT satellites from cyber-
attacks by providing advanced threat detection, automated response capabilities, and
proactive security measures. Al algorithms can analyze vast amounts of data from IT
satellite systems, ground stations, and network traffic very quickly in order to identify
patterns and anomalies indicative of cyberattacks (Diro et al., 2024). IT satellite
managers can leverage machine learning and deep learning techniques to detect
suspicious activities, such as unauthorized access attempts, malware infections, or
unusual behavior that may indicate a potential cyber threat. Predictive analysis can help
anticipate and mitigate potential cyber-attacks by evaluating historical data, security

trends, and threat intelligence to identify potential vulnerabilities and weak points in IT
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satellite systems. IT satellite managers can potentially forecast cyber-attack vectors and
vulnerabilities based on threat intelligence and lessons learned from other satellite
operators in the space industry. Al-driven automated responses can facilitate IT satellites
quickly and effectively responding to cyber threats in real time. Al systems can
autonomously detect and neutralize threats, such as malware or unauthorized access
attempts, without human intervention, helping to minimize the impact of cyber-attacks
and ensure the continued operation of satellite operations. Through industry
documentation research, a December 2020 NASA Spacecraft Conjunction Assessment
and Collision Avoidance Best Practices Handbook was collected that highlights how
NASA will work in integration with the military to protect space assets. The Best
Practices Handbook states that automation such as Al and machine learning will become
more used as the number of space assets grows requiring a need for faster processing
(Martin & Freeland, 2021). Al and machine learning will go hand in hand to both protect
satellites from being compromised and deter potential collisions through predictive
analysis.

Clear and truthful documentation of assets in space could allow stakeholders to be
aware of what is becoming end-of-life within their Area of Responsibility (AOR).
Applying ISTISM would require attention to detail and calls for feedback loops and
iterative improvement. By collecting and analyzing data from previous identification
efforts, stakeholders can refine their methodologies, update their algorithms, and enhance
their capabilities for identifying legacy and outdated satellites in LEO. An iterative

approach may ensure that identification techniques remain effective and adaptable to
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changing conditions, eventually contributing to the long-term sustainability and safety of
space operations for all space agencies.
Applications to Professional Practice

The specific IT problem was that some IT satellite managers in the space industry
lack strategies to properly harden and rapidly decommission satellites out of LEO if
targeted by cyber-attacks. The participants provided their strategies used to maintain IT
satellite operations in their fields which allowed for the identification of three dominant
themes (a) policy concerns, (b) system hardening/logistics and current decommissioning
for IT satellites and supporting systems, and (c) legacy equipment. Additionally, two
minor themes emerged (a) space laws/treaties gaps and (b) decommission methods. All
the participants expressed how crucial satellite operations were for humans on Earth for
daily tasks, military operations, and scientific research. Due to the ever-increasing threat
of cyberattacks against IT satellites, space agencies, and satellite managers must be
prepared to take proactive measures to deter threats. If proactive measures are not taken,
IT satellite systems may fall victim to cyber-attacks which could ultimately lead to the
catastrophic phenomenon known as Kessler syndrome. All space agencies, industries,
and Nations that utilize satellites in LEO require current information on the challenges of
properly hardening IT satellites against cyberattacks, limiting the proliferation of space
debris, and policies in place to keep space safe for everyone. Furthermore, strategies and
lessons learned/best practices from one space industry can be beneficial to the
deployment of new IT satellites in LEO. I drew from ISTISM which provided a

framework to identify tactics that can be implemented by decision makers to revise and
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strengthen policies, procedures for space debris removal, and methods to keep IT satellite
hardening baselines current. The answers received from the participants were very similar
with the same areas of concern and aligned with strategic industry documents/military
doctrine. The findings showcased that even though there are policies and strategies in
place, there are significant gaps in the verbiage. Additional resources could be used to
develop and implement rapid decommissioning methods targeted at removing IT
satellites affected by cyberattacks. The same rapid decommission methods could also be
used to address the growing concern of space debris which could aid in the reduction of
legacy IT satellites in LEO as well as other orbits.

Policy was the major theme running throughout this study and was discussed by
every participant. To minimize the potential for IT satellite attacks, IT satellite managers
could ensure the assets under their control properly adhere to FCC policies and
implement robust encryption standards to deter cyber-attacks. Space debris could be
lowered and limited by properly following the FCC’s guidelines for decommissioning
satellites after five years of operation. Continuous wavier extensions and lack of concern
to remove IT satellites reaching end-of-life in LEO are generating a web of space assets
that could potentially set off the Kessler syndrome phenomenon. There is no set date for
when the Kessler syndrome could happen but as more satellites and debris are placed into
orbit without others being removed the likelihood of the phenomenon rises. Key leaders
and decision makers within the space industry need to place higher levels of concern into
proactive measures before emergency reactive measures are needed to address IT satellite

cyberattacks and collisions. The cost of reactive measures may heavily outweigh the
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costs of proactive measures and be too late to address space debris if it gets out of hand.
It is important to note that the participants themselves could not share details of potential
cyberattack avenues on their systems due to classification.

The findings revealed that strategies employed to harden IT satellites against
cyber-attacks were consistent across the industry, focusing primarily on encryption and
intrusion monitoring. Encryption techniques, such as AES and 3DES were widely used to
protect sensitive data transmitted to and from satellites, ensuring its confidentiality,
integrity, and availability. Intrusion monitoring systems were also commonly deployed to
detect and respond to unauthorized access attempts or malicious activities targeting
satellites’ IT systems. These strategies reflect the industry's recognition of the importance
of cybersecurity in safeguarding satellite operations and data against cyber threats.

My study highlighted the potential benefits of collaboration and information
sharing among space industry professionals and space agencies to enhance defensive
cyber operations on IT satellites. By working together, industry stakeholders can leverage
their collective expertise and resources to develop and implement more effective
cybersecurity strategies and measures. Collaborative efforts can also facilitate the sharing
of best practices, threat intelligence, and lessons learned, enabling satellite operators to
strengthen their cybersecurity posture and better protect their assets in space. ISTISM
underscored the importance of implementing testing and recurring feedback loops to
validate the effectiveness of both existing and newly developed cybersecurity strategies.
Regular testing and evaluation can help identify vulnerabilities, assess the impact of new

threats, and refine cybersecurity measures to address emerging challenges. By
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incorporating ISTISM principles into their cybersecurity practices, satellite operators can
ensure that their IT satellites remain secure and resilient in the face of evolving cyber
threats.

The final finding of the study highlighted the awareness among all participants
regarding the growing concern about legacy equipment and the continued use of older
technologies on assets within LEO. This awareness highlights the need for proactive
measures to address the risks associated with legacy equipment, such as implementing
upgrades, applying security patches, and conducting regular maintenance. By addressing
these challenges, satellite operators can enhance the reliability and security of their
satellite systems and mitigate the risks posed by aging technologies. Another key finding
emphasized the importance of cataloging and monitoring existing space debris for
tracking purposes. Sharing the locations of space debris is crucial to ensuring that all
space industries understand what is in their potential path and can take preventive
measures to avoid collisions. This collaborative approach is essential for preventing the
Kessler syndrome, a scenario in which the density of objects in LEO is high enough to
trigger a cascade of collisions, leading to a significant increase in space debris and posing
a serious threat to satellites and spacecraft. Additionally, space agencies across the globe
can leverage Al algorithms to analyze vast amounts of data from IT satellite systems,
ground stations, and network traffic rapidly. By using Al for cybersecurity purposes,
space agencies can identify patterns and anomalies indicative of cyber-attacks, enabling
them to respond quickly and effectively to potential threats. This application of Al aligns

with the principles of ISTISM, which emphasizes the importance of continuous
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monitoring and adaptation to evolving challenges. As new technologies are created, older
technologies become a legacy, highlighting the need for adaptive strategies to address
emerging threats and ensure the resilience of IT satellite systems.

Implications for Social Change

Strengthening policies for satellite management, securing the defense cyber
operations of IT satellites in LEO, and removing outdated/legacy equipment from space
has significant implications for social change. Improved policies for IT satellite
management can lead to more efficient and sustainable use of space resources, benefiting
society as a whole. Space industries must be proactive versus reactivate when it comes to
deterring the growth of space pollution and having strong strategies and countermeasures
to prevent IT satellite compromise is a key component. Through the establishment of
clear guidelines for IT satellite deployment, operation, and disposal, policymakers and
decision-makers can reduce the risk of the Kessler syndrome phenomenon ultimately
ensuring the long-term viability of space. This can lead to a more secure and sustainable
space environment, which is essential for supporting future space exploration, scientific
research, and commercial activities.

This study may be seen by space industry professionals and agencies focusing on
efforts to better protect their assets in space. Securing the defense cyber operations of IT
satellites in LEO is crucial for protecting critical infrastructure and daily capabilities that
humans rely on. As society becomes increasingly dependent on satellite technology for
communication, navigation, weather forecasting, and military operations, we as a human

population must ensure the security and integrity of satellite systems in LEO. The focus
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of LEO can be expanded to other orbits as well as being essential to protect for future
space operations. Strengthening defensive cyber operations measures can mitigate the
risk of cyber-attacks that could disrupt or compromise satellite operations, leading to
potential disruptions in vital services on Earth. This stresses the importance of
proactively investing in cybersecurity capabilities and technologies to protect satellite
systems from evolving cyber threats and ensuring other nations uphold and adhere to
space regulations, guidelines, and treaties to ensure space is useful for every nation in the
future.

Furthermore, removing outdated/legacy equipment from space can contribute to
the overall safety and sustainability of space activities (Manulis et al., 2021). If space
becomes overrun with pollution from collisions of IT satellites and other space debris, we
will be limiting the potential for future space exploration. Legacy IT satellites and
current/future debris pose a risk of collisions with active satellites, increasing the amount
of space debris and the potential for Kessler syndrome. This study highlighted the need to
eliminate outdated equipment from space, which could be built upon by space agencies
and operators to reduce the risk of collisions, making space activities safer and more
sustainable for future generations. This can also pave the way for future space missions
and activities by clearing up valuable orbital space for new communications satellites,
manned space stations, and other space technologies without the worry of them being
compromised or destroyed by debris.

In conclusion, this study will indirectly have a constructive influence on

strengthening policies for satellite management, securing the defensive cyber operations
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of satellites in LEO, and removing outdated/legacy equipment from space have wide-
ranging implications for social change. These efforts can lead to a more sustainable,
secure, and efficient use of space resources, benefiting society by ensuring the continued
availability of critical services and infrastructure that rely on satellite technology. By
addressing these challenges, policymakers, decision makers, space agencies, and satellite
operators across the globe can contribute to a protected, more sustainable, and more
safeguarded space environment for future generations.

Recommendations for Action

The study encompassed participants from various space agencies, all united by the
common goal of safeguarding their IT satellites in LEO. While the focus was
predominantly on internal strategies within their respective organizations, rather than the
broader space industry, there was a clear consensus on the need for IT satellite managers
to thoroughly review their policies. This includes identifying and addressing any
indefinite or unclear areas that may require additional context.

One key recommendation stemming from the study is for decision-makers and
key leaders to adhere to the FCC’s recommendation of a five-year decommissioning
timeline. This measure aims to reduce the proliferation of legacy IT satellites in LEO,
thereby enhancing the overall security posture of satellite constellations.

Another crucial aspect highlighted in the study is the importance of empowering
lower to mid-level IT satellite managers. These managers are often the subject matter
experts with the most current hands-on experience. Therefore, they should have a clear

voice and the freedom to express their viewpoints without fear of reprisal. This approach
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can help prevent misunderstandings or misrepresentations of their expertise when higher-
level leaders are briefed on their behalf.

Given the increasing threat of cyberattacks against IT satellites in LEO, space
agencies are advised to conduct thorough analyses of their hardening procedures.
Additionally, they should focus on enhancing supply chain management practices and
implementing rigorous hiring/background investigation protocols to mitigate insider
threats. Furthermore, allocating more funding toward defensive cyber operations tools is
recommended to strengthen overall cybersecurity defenses for IT satellites in LEO.

Recommendations for Further Study

I cannot state the results are generalized across the entire space industry; this
study can be built upon by other researchers completing a quantitative study using a large
number of participants from other space agencies/industries outside of the Eastern Florida
region. Moreover, the quantitative results could be used for mixed-method studies in the
future. A quantitative study may allow future researchers to apply statistical tools in order
to analyze the gathered data to predict outcomes, causes, effects, and strategies of IT
satellite decommissioning methods. A limitation of this study was that some topics could
not be discussed because of their classification level and most participants stated there
has not been an overwhelming need to rapidly decommission satellites. Further studies
can be directed at the strategies to remove IT satellites from LEO in a rapid manner to
calculate the effectiveness of their decommission without generating space debris. Future
studies could validate the steps needed to rapidly decommission IT satellites out of LEO

and identify the strategies and their gaps for immediate fix actions. The results from this
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study could be disseminated to other researchers tackling the same or similar research
questions to develop a deeper understanding of rapidly decommissioning IT satellites.

I recommend other countries study the relationship between rapidly
decommissioning IT satellites and the deterrence of unnecessary space debris. During the
interviews, there were comments made that the United States seems to be the front runner
and most concerned about tracking and generating space debris, yet the Kessler syndrome
would be a global catastrophe. In an ever-evolving space domain, it would be essential to
know how other countries are operating in space to deter the unnecessary generation of
space debris and their strategies to de-clutter space to cut down space pollution for all
humankind. These results could generate a best practice guide or globally accepted
strategy for all countries involved in space operations to adhere to. Furthermore, new
countries becoming part of the space race could also rely on the best practices to deter the
unnecessary generation of space debris from the beginning.

Reflections

My study focused on preventing cyberattacks on IT satellites in LEO and came
with a multitude of challenges that required perseverance and resilience. First, the
complex and constantly evolving nature of cybersecurity demanded a deep understanding
of both theoretical principles and practical applications. I personally benefited from
extensive research and analysis of strategies and countermeasures against potential
threats. Additionally, the interdisciplinary nature of the subject, combined aspects of
computer science, engineering, and innovative space technologies which require me to

navigate a wide range of complex concepts and methodologies.
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Perseverance played a crucial role in overcoming these challenges and completing
multiple interviews when I believed it was going to be difficult to find participants
willing to share their experiences. Thankfully my chair was there to offer essential
feedback to address setbacks and obstacles. Moreover, the ever-changing technologies
within cybersecurity meant that I needed to remain adaptable and willing to reassess
approaches and new developments mentioned during interviews. My personal biases of
what technologies could be the most secure needed to be repressed to ensure I did not
conflict with the data gathered. I am thankful to have completed this portion of the study
and made every effort to ensure biased opinions were not included in the collection of
data or its analysis. Again, perseverance was essential to me as a researcher to see it
through to completion and make meaningful contributions to the field of cybersecurity
for IT satellites in LEO and social change. I hope that my findings will be the ignition
needed for IT satellite managers and other space professionals to further the study and
potential application of rapid decommissioning tactics that can be used to remove IT
satellites from LEO which may be affected by cyber-attacks ultimately lowering the
potential of Kessler syndrome.

Summary and Study Conclusions

Current strategies for decommissioning IT satellites from LEO represent a
multifaceted challenge, especially considering the rising concerns regarding sophisticated
cyber-attacks on space assets. The urgent need to implement rapid capabilities may
become critical in this context as space becomes a potential battlespace. It is essential to

conduct a thorough analysis of existing strategies, doctrines, and best practices, with the
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buy-in of decision makers and stakeholders, to ensure that any vagueness or
vulnerabilities are addressed and removed. While one space agency may have robust
security measures in place, others may lag behind, potentially exposing their IT satellites
to cyber-attacks, hijacking, or other compromises that could contribute to the undesirable
Kessler syndrome phenomenon. In addition to enhancing security measures, there is also
a need for a broader societal change regarding space cybersecurity. This includes
fostering international cooperation and standardization of cybersecurity practices across
space agencies and satellite operators to protect manned missions in space and future
space missions. Furthermore, public awareness and engagement regarding the
implications of cyberattacks on space assets are crucial for ensuring the sustainability and
security of space operations. By addressing these challenges and promoting social
change, we can better protect IT satellites in LEO from cyber threats and mitigate the

risk(s) associated with space proliferation.
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Appendix B: Interview protocol
Document interview location, time (in Eastern Standard Time (EST)), date and name
of the participant.
Provide participant with my introduction as the researcher.
Explain that participation from the participant is strictly voluntary and they can
choose to end/cancel the interview at any time.
Inform the participants that their interview answer will be confidential, and their
identities or company of employment will not be disclosed in any part of the
publication created from this study.
Describe the purpose of the study is to identify strategies used to rapidly
decommission IT satellites from LEO that are vulnerable to cyber-attacks without
adding to Kessler Syndrome phenomenon.
Describe the overall benefits of the study and how the results may be used to improve
strategies to decommission IT satellites from LEO that are vulnerable to cyber-attacks
without adding to Kessler Syndrome phenomenon.
Ensure the interviewee is comfortable and feels like they are in a safe environment to
speak.
Inform the participant that the interview is starting and recording will be utilized and
kept for five years before being destroyed. Reassure the participant that the
information will be encrypted, and password protected on both the primary and back-

up hard drives.
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As the semi-structed interview questions and bring up any follow up questions needed
for clarification.

Inform the participant that the interview is concluding and document the time if the
participant does not have any follow-up questions or go backs.

Inform the participant that transcription software will be used to transcribe our
conversation to text.

Send the converted text to the interviewee to confirm that transcription accurately
captures their viewpoints and is free of errors.

Give thanks to the interviewee/participant for taking time to aid in the study.
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