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Abstract
Some information technology (IT) security professionals lack strategies to protect against
insider threats. This lack of strategy is concerning because of the widespread
organizational damages from insider threat incidents within global organizations, which
often lead to financial penalties against organizations and a lack of public trust. Based
upon the total quality management model, the goal of this qualitative multiple-case study
was to explore strategies IT security managers used to secure their organizations against
threats from trusted insiders. Data were collected by conducting semi-structured
interviews with five high-level network security practitioners specializing in insider
threat mitigation. Five themes emerged during data analysis: risk acceptance and
tolerance, operating environment limitations, employee profiling, proactive measures,
and measurement of success. A key recommendation is for IT security managers to
implement a risk register for security gaps in their organizations to improve their insider
threat mitigation strategies. The potential implications for positive social change include
bolstering the public’s confidence in the organizational safeguarding of personal

information, leading to improved security relating to economic transactions.
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Section 1: Foundation of the Study

The focus of this study was the problem of insider threat in the information
technology (IT) landscape and methods to further understand and mitigate the problem.
An insider threat can be defined as a person with malicious intent who has legitimate
access to organizational systems (Gunasekhar et al., 2015). This topic has gained
extensive media attention in the past few years, not only in the government space but also
in the private sector. This threat can cause serious monetary and reputational damages to
an organization (Sanders et al., 2019). In a 2018 IT industry survey, over a third of
organizations that responded had experienced multiple (five or fewer) attacks from a
trusted insider, indicating that insider attacks had become more frequent (Alsowail & Al-
Shehari, 2020). This increase is especially alarming when compared to surveys from 10
years earlier, where a quarter of survey respondents identified experiencing insider threat
attacks (Gupta & Sharman, 2012). Research on standards and practices, lessons learned,
and cutting-edge mitigation strategies may yield new insight that stakeholders can use to
improve company defenses against insider threat. Improvements to insider threat
mitigation response and prevention is important to numerous global organizations.

Background of the Problem

Annual industry surveys consistently showed that insiders pose the second
greatest cybersecurity threat, exceeded only by hackers, and that insider attacks were
costly for organizations to recover from (Greitzer, Purl, Becker, et al., 2019). Existing
research on insider threat has primarily focused on network activity logs and metrics, as

the majority of research papers identified during the literature review pertained to this



specific topic. Data sets were often segregated based on their source. Researchers often
used the Carnegie Mellon University (CMU) open-source threat data set in their studies
involving varying data science techniques (Hsu & Wu, 2023). With data sciences gaining
momentum in the tech industry, current researchers often revisited the findings of studies
conducted many years ago, applying trending data science methodologies to identify new
vectors for potential research. Recent studies identified within the Walden Library
resource had documented recently disclosed instances of insider threat activity. The
literature indicated a gap in knowledge centered on actual prediction and mitigation
strategies implemented within current IT organizations. Furthermore, there was an
opportunity for further research with a larger participant pool that represented varying
employment positions.
Problem Statement

Preventing insider threats is a challenging task for IT professionals. Industry
standard practices center on the analysis of network activity logs that can quickly scale
beyond the capabilities of a human analyst (Tuor et al., 2017). Therefore, it can be a
challenge to detect and identify authentic malicious insider threats within a reasonable
time frame without properly tuning analysis methods to promote predictability. Findings
from a recent survey focused on targeted incidents of cybercrime showed that over 27%
were perpetrated by a trusted insider and that overall damage was more severe than for
attacks by external attackers (Trzeciak, 2017, as cited in Homoliak et al., 2019). The
general IT problem was that current industry strategies to protect against insider threat

are ineffective. The specific IT problem was that some IT security professionals lack
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strategies to protect against insider threats. The focus of this study was real-world insider
threat mitigation and prevention strategies within large scale commercial IT companies
and U.S. government organizations.
Purpose Statement

The purpose of this qualitative multiple-case study was to identify the strategies
used by IT security managers to protect their organizations against insider threats. The
population for this study was IT security managers in the private sector and U.S.
government facilities in the continental United States. | invited contacts made during the
last 5 years of employment, who shared an interest in preventing insider threat, to
participate in this study. The contribution to social change was the potential limiting of
negative impacts to internal systems from an insider threat, to include unauthorized
disclosure of classified data and loss of proprietary information. These acts can cause
irreparable damage to an organization’s public reputation, as well as the potential for the
loss of life within classified information mission domains (BaMaung et al., 2018).

Nature of the Study

To address the research question in this qualitative study, | chose a multiple-case
study design. This approach was appropriate for this study because of its wide range of
data collection possibilities (Dieterle & Duchek, 2023). Possibilities included interviews,
surveys, and interactive forums. | used participant interviews as the primary method for
gathering information during this study. These formal and informal information
exchanges are a key characteristic of the qualitative design (Croix et al., 2018). The open-

ended nature of interviews is a key feature of a qualitative approach. When incorporated



into an interactive framework, data from interviews are a valuable contribution to the
research process (Devotta et al., 2016).

| considered using a quantitative approach due its effectiveness for the analysis of
data sets that were properly formatted for automated ingestion. A survey-based data set
could potentially work well with quantitative modeling software. Survey-based data sets
can also be used to reanalyze the data to identify new patterns due to their generally
smaller confined size (Qin & Kong, 2022). Quantitative modeling can include regression,
class counting, risk sums, and role counting. In one recent study, researchers identified
associations among data constructs beyond previously predefined hierarchical
relationships, this resulted in the identification of data outliers that could contribute to
improved insider threat prediction (Greitzer, Purl, Becker, et al., 2019). An underlying
assumption regarding quantitative modeling is that the data sets used were large enough
to be useful for analysis. One noticeable limitation with a survey-based approach is the
potential for bias by the study participants (Katz et al., 2022). The injection of personal
opinions into a mathematical data set could lead to results that featured opinions versus
impartial knowledge. | also considered a mixed-methods approach for the study.
However, when a mixed-method approach is used, researcher bias poses a serious threat
to validity and limits the impact of inferences made during research (Emary et al., 2022).
Due to these potential limitations, quantitative and mixed-method approaches were ruled

out in favor of a qualitative method.



Research Question

What strategies do IT security managers use to protect their organizations against
insider threats?
Interview Questions

1. What strategies do the IT security professionals within your organization use

to detect insider threats? The sub question was as follows: Are they effective,
and how do you measure the success of these strategies?

2. What strategies could be revamped with newer technologies to better perform

insider threat detection?
Conceptual Framework

| based the conceptual framework for this study on TQM. The concept of TQM
was initially introduced to monitor quality in mass production manufacturing. The
evolution of TQM is the accumulation of various Japanese and American philosophies,
approaches, and strategies. The Japanese were the first to start the quality improvement
movement, and they also applied these strategies in organizations in the United States
(Milakovich, 1998).

TQM is an integrated approach and encompasses a set of practices that emphasize
top management commitment, the satisfaction of customer needs, continuous
improvement, employee involvement and team work, and employee empowerment (Issac
etal., 2004). TQM can be defined as a philosophy and set of practices for continuous
organizational improvement. The adoption of TQM enabled Japanese companies to

become competitive in various sectors, including automotive and electronics; later, their



successes inspired business leaders in developed countries to adopt TQM for their
organizations (Yu et al., 2020). Annual industry surveys consistently showed that insiders
pose the second greatest cybersecurity threat, exceeded only by hackers, and that insider
attacks are the costliest to organizations (Greitzer, Purl, Becker, et al., 2019). The TQM
framework was appropriate for this qualitative study due to its encompassing of multiple
employee echelons. A core philosophy in the successful implementation of TQM within
an organization is the commitment of all levels of management and low-level employees
to pursue the optimal path to achieve the established organizational goals (Islam &
Salam, 2022). The participants were from multiple organizational levels, including
leadership, midlevel management, and senior to entry-level technicians. The participants
may all benefit from an improvement in insider threat detection, and their involvement
was aligned with TQM?’s inclusive nature.

Definition of Terms

Chief information security officer: The senior executive position in an
organization responsible for leading information security related programs and processes
(Smit et al., 2021).

General Data Protection Regulation (GDPR): The European regulation for
protecting the collection and processing of personally attributable digital information
(Cejas et al., 2023).

Heating, ventilation, and air-conditioning: Systems in place to maintain proper
temperature, especially as relating to information systems and servers that produce large

amounts of heat within secured areas (Wang et al., 2023).



Information system security officer: Technician-level positions within an
organization responsible for system security administration and compliance
(Sundararajan & Ghodousi, 2021).

Insider threat: Any situation in which a member of an organization behaves or
acts in an illegal or unethical manner contrary to the interests of the organization (Ho,
Hancock, et al., 2016).

Machine learning: Algorithms towards the creation of a production-oriented
models for data analysis (Paraskevoulakou & Kyriazis., 2023).

MATLAB: A software application for processing numerical, modeling, and
simulation problems (Zeng et al., 2023).

Non-commissioned officer: A military technician-level position within an
organization, often performing work and managing junior level technicians (Lane et al.,
2022).

Personally identifiable information: Information relating to a consumer, that can
identify them via private information, such as social security number, address, real name,
phone number, etc. (Markos et al., 2018).

Professional military education: Instructional knowledge comparable to collegiate
materials for leadership skill development (Weissmann et al., 2022).

Assumptions, Limitations, and Delimitations
Assumptions
Assumptions can be referred to as commonly accepted information for use in the

professional research method (Kirkpatrick et al., 2022). They are important to understand



as they can aid in the construction of the study elements. By stating their assumptions,
researchers can promote a dialogue during study design that ensures that areas deemed
lacking can be reinforced. | assumed the potential for unconscious bias, which I sought to
reduce as much as possible. Participating individuals may have been biased based on
their past experiences, and it was important that the researcher maintained integrity in all
interactions. | also assumed that all study participants understood the insider threat from a
network security perspective and that their responses would provide tangible insight into
current insider threat strategies. Their input was expected to be truthful and relevant. The
quality of the results depended on the cooperation of the subjects in honestly responding
to the interview questions.
Limitations

Limitations in research refer to factors that may threaten the internal validity of a
study, leading to a result that may not be as accurate as originally envisioned (Shahriari &
Rasuli, 2020). Limitations to a study are important to be clearly stated, as they can impact
the reception of the study’s findings. IT personnel and management were the primary
focus of this study; the study did not reflect perceptions of organizational employees
outside of these targeted participants. Due to this limitation, the findings of this study
may not be applicable to some industries. The quality of the participants and the variety
of IT companies for which they work may have compensated for any limitations in the

number of participants.



Delimitations

Delimitations refer to limits that a researcher establishes to ensure that a targeted
scope is maintained and shortcomings to the research process can be exposed
(Theofanidis & Fountouki, 2018). Delimitations aid the researcher in establishing
boundaries within the study to encourage a targeted focus of efforts. Research topics have
the potential to grow as the researcher reacts to the influx of data during the gathering
stages. For this study, there were specific organizational boundaries due to the IT focus. |
targeted the IT private sector and government IT establishments.

Significance of the Study

Contribution to Information Technology Practice

This study is significant in that it may be of value to IT practitioners and
organizations because of the financial damage an insider threat can produce. Routine IT
industry surveys regularly indicated that an insider threat posed the second largest
cybersecurity threat, next to hackers, and that insider threat attacks were the costliest to
recover from (Greitzer, Purl, Becker, et al., 2019). This study may contribute to more
effective IT practices by providing IT personnel and leaders with information they can
use to develop strategies to improve insider threat detection in their organizational 1T
domain.
Implications for Social Change

The existing literature on insider threat supported that further research on some
target areas could aid in security improvements. A large portion of research identified

within the Walden Library over the last 5 years employed methods to increase the
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detection ratio of an insider threat incident. It was unlikely that this would decrease in
importance anytime soon, however; its efficacy can be limited by the real-world threat
mitigations employed by organizations today. The results of further investigation may in
turn contribute to a positive social change by minimizing damage to information systems
and the mission. | also sought to aid in the elimination of the negative social effects of
insider threat. Researchers studying insider threat often used organizational factors that
applied to negative social perceptions of organizations that have been impacted. The
damaging aspect of an insider threat incident can be aligned and likened to a terrorist act
(BaMaung et al., 2018). This alarming connection may lead to mitigation efforts by less
enthusiastic organizational leaders.
A Review of the Professional and Academic Literature

This literature review provided an overarching view of the insider threat problem
faced by organizations throughout the globe. This section encompassed 119 peer-
reviewed journal articles and professional articles related to the topic of insider threat.
The analysis of peer-reviewed research included five areas: case study reviews,
technological vulnerabilities, simulations and modeling, organizational posturing, and the
study’s conceptual framework. | found these areas of focus to be a common ground
within the recent literature relating to the general topic of insider threat. Some of the
research crossed into the boundaries of more than one of these identified areas. These
instances further solidified the specific focuses within the IT landscape. The organization
of these key themes informed the development of the research project. | also provided an

in-depth analysis of the chosen conceptual framework, TQM. This analysis included the
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origins of TQM, definitions, types of research common with TQM as a framework, and
success and failures in TQM adoption. The TQM analysis was performed with a focus on
its applicability to the organizational dilemma of the insider threat.

| found the 119 selected sources by using resources within the Walden University
Library. Through an initial web portal query, I obtained literature from linked research
libraries to include EBSCOhost, IEEE, and the ACM Digital Library. Google Scholar
was also referenced for many of the chosen literature to ensure proper APA information
for some of the more obscure research documents. Of the selected literature for this
review, 109 of the 119 articles (92%) were within the recommended window of the last 5
years. Peer-reviewed scholarly journals were the key requirement for document searches,
in an effort to eliminate the potential for less credible sources. Initial key word searches
used included insider threat, malicious activity, employee threat, technical controls,
automated detection, defense-in-depth, deterrence, and security methods.
Case Study Reviews

The use of case studies was a reoccurring theme with regard to recent peer-
reviewed articles on the topic. This was especially the case with regard to recent incidents
that gained media attention due to high-profile negative impact. As Jeong and Zo (2021)
noted, insider threats can have a severe organizational impact; in their study, 68% of
business leaders reported feeling vulnerable to insider attacks, and 52% of survey
respondents found coping with insider threats more challenging than external
cyberattacks. Cause and effect patterns were often a focus when new insider threat stories

were released to the public. This was especially true when there was a breach of customer
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data involved. This type of documented resource can be limited when organizations
choose not to disclose information related to incidents of insider threats that they fell
victim to (Schoenherr, 2022). Without the benefit of in-depth research into the full
disclosures of previous insider threat incidents, sometimes case studies were opinion-
based.

The recent literature included many case studies of insider threat incidents that
had been made public through news outlets. The media attention that surrounded insider
threat incidents often provided details that warranted further research into cause-and-
effect patterns. These types of details can often go unreported when organizational
leaders do not employ full disclosure procedures during an incident (Schoenherr, 2022).
In recent studies, researchers used many of these publicly disclosed incidents to increase
awareness of the problem by surveying steps to review current insider threat
methodologies. By surveying recent incidents, classifications can be made regarding
industry responses to the incidents, improving the collective defensive solutions to be
used against future insider threat incidents (Homoliak et al., 2019). This method of
providing a snapshot of the current state of insider threat as it was during publication
offered a useful baseline of activities and thought processes of employees directly
involved for better understanding insider threat.

Case study research may also promote improved security practices within an
organization. As long as the research conducted is recent in nature, and could relevantly
be used to address an existing problem within an organization, it could yield benefits.

This method is a positive force for raising awareness for security practitioners within an
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organization, as well as prompting an improvement of efforts regarding insider threat
mitigations and internal programs (Greitzer, Purl, Leong, & Sticha, 2019). When research
is limited by its focus on an organizational situation, it could potentially stray from an
overall threat picture that could benefit from the use of a more general lens. This type of
research may be less applicable for baselining the insider threat landscape for future
research efforts, especially if its focus was too fine to be relevant outside of its specific
landscape; however, it would still be a valuable resource for complimenting research into
the insider threat topic during initial information gathering. Also, even if deemed too
specific, outlier data could be gleaned from the information by skilled analysts who used
these techniques to bridge information gaps that were not previously attached to such a
specific information source (Lu et al., 2022).

The authors of a recent journal article catalogued recent case studies to provide a
frame of reference for further study of insider threat incidents. Homoliak et al. (2019)
scrutinized recently reported insider threat survey data for relevancy and categorized the
findings into three components of approaches taken by perpetrators: user permission
based, network level access, and blended methods. These commonly used stratagems
employed by malicious actors within the last few years identify potential interview
questions for IT leaders. The review also illuminated areas of concern that may have been
previously overlooked as negligible by security practitioners. The review of recent
incidents further established the categorization of descriptive levels among insider threat
employees. There were three levels of insider threat identified: first were self-motivated

actors who act under their own volition, second were recruited actors who are often
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convinced or coerced by a third party, and third were planted in an organization for the
expressed intent to perform malicious acts (Homoliak et al., 2019).

The accurate labeling of personas within an organization is a key component
when devising organizational posturing solutions or standing up new security protocols
and policies. In contrast to this approach to reviewing incidents, another method for case
study review was to catalog performed professional surveys conducted among
organizations. Surveys identified similar insider threat level definitions with different
naming conventions. The unintentional insider threat was identified, self-motivated and
coerced actors were referred to as masqueraders, and planted insiders were referred to as
traitors (L. Liu et al., 2018). Survey researchers weighted the collected data with pros and
cons for use in further research vectors. Both surveys shared identical component
approaches for categorization. The arrival at many similar conclusions during analysis
further established the respective validity of both case study reviews.

Situational case study reviews are especially relevant in today's post-Covid-19
climate. There have been many changes to the IT landscape since the beginning of the
pandemic in 2020, and case studies that detailed issues during this transition period are
useful to organizations anticipating the need to adapt to the change. In 2019, it was
estimated that over 60% of companies throughout the world allowed remote working
capabilities for their employees, and this number has drastically increased since early
2020 (Bulpett, 2020). Telework initiatives are a strategy for continuing to employee
critical workers who may have personal issues that would otherwise force them to seek

employment at other locations. As a remote workforces increased during this time of
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continued social distancing efforts, it was likely that sustained infrastructures would
potentially migrate to cloud offerings in an attempt to maintain budgetary requirements
within an organization (Hubbard et al., 2021). Case studies that illuminated pros and cons
of cloud migrations for IT requirements could provide blueprints for newcomers to the
technological shift. Identity management was a top focus among security practitioners as
workforces transition to cloud infrastructures. Per Bulpett (2020), the use of artificial
intelligence and machine learning solutions for identity management and control played
larger roles as businesses evolved towards more cloud-based architectures, and this
yielded benefits to the IT security staff as routine administrative tasks regarding identity
management were automated.

Case studies into recent insider threat attacks could also enlighten security
practitioners about behavioral indicators for strengthening organizational postures against
malicious activity. The Tesla Motors insider threat incident from 2020 was an example of
uncovering personality traits that lent themselves to internal criminal intent against an
organization. As Maasberg et al. (2020) observed, this insider attack consisted of
technical sabotage via performing program-damaging programmatic changes to the core
operating system code base and exporting a large amount of highly sensitive proprietary
data to third parties. This individual was later described as a psychopath, Machiavellian,
and narcissistic (Maasberg et al., 2020). These character traits are useful to be aware of to
weed out potential employees during the hiring process. It is critical for frontline
supervisors to be perceptive to the existence of these character traits in currently

employed subordinates.
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Regional case studies can be valuable to global security practitioners as they can
illuminate problem spaces that have yet to emerge in their area of the globe. The authors
of a recent case study review compiled nearly 100 insider threat incidents that were
committed in the United Kingdom from 2012 to 2022. The research involved interviews
with employees familiar with each insider; the interviews took place within a year of each
incident, and all aspects of the activity were discussed, to include work and social details
about the insider, behaviors before and after the incident, and each interviewee’s
understanding of the attack and how it was detected (Whitty, 2021). Many of the levels
and personality traits rose to the top of the list of commonalities. With such a large set of
separate incidents, this type of recent research can be helpful in identifying common
behavior patterns and techniques used during insider threat incidents. These increased
commonalities can be crucial for targeting areas of security lacking in an organizational
threat response and prevention methodology.

In contrast to the more generalized case study reviews, a more targeted case study
review can shed light on organizational elements that may be lacking in expertise and
unsure what top glean from less focused research. A recent study focused upon the
insider threat element within military operations engaged in peace support missions.
Tibor and Lajos (2020) stated that, during peacekeeping operations, insider threat attacks
often took place during initial phases involving force stabilization efforts, often stemming
from verbal insults, personal failures, or some other perceived social or personal injury
leading to a negative resentment. The authors shared firsthand accounts of military

observations regarding insider threat, this added a firmer relevance to similar scenarios
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within the military. Recent research found within the Walden Library resource was often
focused on financial impact to an organization. Elements of a scenario such as the high
stress military environment can offer new insight to scenario-based threat response. By
adding an extra layer of scenario-based specificity to the insider threat mitigation strategy
within an organizational security group, documented insider threat scenarios can be used
as a blueprint to employ mitigations against potential future incidents.

With regard to insider threat research, the military and government sectors had
rarely gotten research attention compared to the public and private sectors. According to
Kelly (2018), governmental insider threat incidents can damage the morale of the
institution as a whole and inject a lack of confidence in the governing bodies capabilities
among the general public when it is learned that an insider threat has been harbored for
long periods of time. In recent years, classified government leaks to the media have put
government research in the spotlight. This spotlight was often centered on the vast
number of documents leaked. This was the case with Army Private Manning, who leaked
over 500,000 classified documents to the WikilLeaks organization, and with National
Security Agency contractor Edward Snowden, who used social engineering and
computer-savvy techniques to exfiltrate and leak approximately 1,500,000 highly
classified intelligence documents of U.S. and partnered country origin (Gioe & Hatfield,
2021). It can be especially difficult to detect an insider threat within a classified
environment, because there are extensive screening processes in place to screen out
applicants who are untrustworthy, or potentially morally corruptible, and there were also

more in-depth monitoring consents in place.



18

Insider threat incidents can also share elements of toxic workplace environments.
During his 2020 trial for stealing and leaking classified information, CIA programmer
Joshua Schulte's coworkers testified that his behavior before his arrest involved
vandalism, bullying, and retaliations against peers (Creech, 2020). However, when
compared with Edward Snowden and Private Manning, this toxic behavior seems unique
within the confines of classified enclaves. A proposed strategy to better mitigate the
potential for insider threat would be to increase monitoring during initial hiring phases.
Illegal activity from insider threats has often started shortly after the initial employment
phase, and it would be practical to reperform background investigations more frequently
and to include more regular polygraph examinations (Kelly, 2018). These case studies
provided a reference point for future researchers. This frame of reference can assist a
researcher in remaining up-to-date with general topics.
Technological Vulnerabilities

Scholarly researchers tended to target a specific technology and illustrate the
vulnerabilities of an organization from an internal security perspective (Jurisic et al.,
2023). This level of granularity can offer new insights towards threat vectors and can be
useful for persuading management buy-in for mitigation efforts or instantiating new
security policies and procedures. Although, depending on how narrow the focus is on the
particular technology in question, results may not be applicable to organizations that do
not use these niche systems.

There have been numerous studies identified using the Walden Library resource

that used specific technologies and their vulnerabilities to an organization from an insider
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threat perspective. This research can offer a unique picture to illustrate to organizational
leadership the importance of threat mitigation tailored to a targeted system. However,
given the narrow confines of this type of research, the results may not scale to other
organizations that do not employ these niche systems. Z. Liu and Wang (2021) noted that
access to leaked information was very beneficial for an attacker when targeting power
systems, and inversely, a security practitioner’s awareness of leaked information can be
vital in ensuring the proper strategy is employed in defense of the affected system. In one
study, the researchers focused on redistribution load attacks against U.S. power plant
systems by a malicious insider. The study featured a comparison of case studies relating
to this niche attack vector. Each source case study represented a publicly released cyber-
attack against a U.S. power plant system. This type of targeted attack can have damaging
implications similar to all other potential insider threat vectors. While focusing on
proprietary information leakage regarding power systems, the potential negative impact
could lead to catastrophic failures in the power service commercial space. The effects can
be doubly so, due to the sensitive details of a functioning power system that were meant
to be protected from release to the public. The sensitive nature of these type of secure
systems could offer a high-value target for insider threat actors.

Power related infrastructure attacks have been an increasing concern in the public
sector in recent years. In 2016, a Ukrainian power grid was the target of cyber-attacks
twice within a calendar year, affecting service for over 225 thousand customers (Z. Liu &
Wang, 2021). Due to the increased connectivity of smart grids, there is a growing

concern regarding vulnerability, especially if insider threats are involved. Data integrity
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attacks, also referred to as False Data Injection (FDI), have been known to bypass system
security designs and negatively impact operational systems (Gonen et al., 2020). In a
recent study, a smart-grid testbed was created to simulate the real-word components of a
smart grid system. By successfully simulating FDI attack, the testbed became
compromised and the capability for disruption was identified and documented. In a
related study, where smart grids were also the focus, researchers used behavioral based
network activity confined specifically within the smart grid network, in order to find
outliers within the data sets. This was particularly interesting because the research did not
depend on fabricated data sets. Per Bao et al. (2016), by performing a comparative
analysis on real-world data, the research outcome demonstrated an improvement to the
behavior rule-based approach for the detection of insider threats. The details of the study
were directly correlated to real world scenarios that smart grid security practitioners
could use to improve their security efforts.

Another technological area of concern was cloud computing. During the initial
stages of the Covid-19 pandemic, many organizations made strides to improve their cloud
presence in order to better accommodate the massive increase in telework demand
(Koyama et al. 2022). In early 2020, migrated services to the cloud became a cost-cutting
solution for approximately 73% of global organizations, and is expected to be a
$3,000,000,000 market as of today (Alhebaishi et al., 2019). This level of reliance upon a
fairly new technology for new adopters can raise security concerns that many
organizations may not have effectively planned through. The larger the employee usage

of the cloud infrastructure, the greater the concern may be for inexperienced cloud
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security practitioners. The potential for an insider threat incident was escalated when the
amount of an organizations cloud users is maximized, because the amount of data that
was potentially breachable was also maximized (Althebyan, 2020). Data that are not
centrally located can be a new concept for security practitioners used to managing their
infrastructure on premises; however, many of the same principals of data security apply.
A recent study performed on mitigating the insider threat in a cloud environment utilized
many of the familiar tasks a network security professional would employ securing their
own networks. Per Alhebaishi et al. (2019), the first step was to identify network
maintenance tasks and their security concerns due to privilege escalation, then constraints
were applied to mitigate those concerns, and finally, different use case scenarios were
explored to confirm the effectiveness of the proposed solution. As cloud solutions
continued to gain traction in the IT landscape, it was imperative to maintain an awareness
of insider threat mitigations when security procedures were employed. In contrast to the
generic security concerns of the cloud, a recent study into the threat of malicious insiders
upon the mobility as a service (MaaS) model of cloud computing, opened up new
avenues for security implementations due to cloud computing’s vast nuanced offerings
available to the public at large. The openness baked into an MaaS implementation can
lead to concern regarding security. Per Callegati et al. (2018), a proposed architecture to
limit the insider threat potential for MaaS, was built around the methodology to constrain
the quality and quantity of data-in-transit, in an effort to optimize network route queries

to target the paths to specific users for response.
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Many targets of insider threat involved confidential information and records
related to personal data. Per Eggenschwiler et al. (2016), within financial industry
reported accounts, monetary motivations were behind the majority of insider attacks, and
often involved theft of personal records. Banks and financial systems can be a lucrative
cyber-target both from outside and inside the network (Arce, 2023). In two recent studies,
British and Ethiopian, vulnerabilities within financial systems were researched with a
focus on insider threat activity. The Ethiopian study targeted the unintentional insider
threat, and recommended increased real-time surveillance of financial computing systems
in order to counter innocent mistakes that can lead to levied fines and loss of customer
faith (Adane, 2020). Within the United Kingdom, businesses that provided financial
services were 300% more likely to be the victim of cyber-attacks than other institutions
(Eggenschwiler et al., 2016).

There are other realms of technology that are susceptible to attack vectors besides
extremely niche arenas. The same methodologies used for narrow focuses can also be
applied to technologies gaining in popularity. The Internet of Things is an example of a
technology that is experiencing an adoption boom with the security elements racing to
catch up with its popularity. Per A. Kim et al. (2020), using generalized examples of
insider threat, the increased attack surfaces associated with scaling Internet of Things
within an organization can cause significant security concerns for security personnel.
While technological vulnerability studies related to insider threat can provide useful
details on the subject, most of the findings would also apply to the misuse of the

technology itself without the insider threat angle leveraged. This type of relation to
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insider threat research leads me to believe that any current technology could be grouped
into a generalized vulnerability study and shoe-horned into the insider threat arena after
the fact.

Simulations and Modeling

The use of simulations and modeling software against insider threat data sets was
identified in many collegiate studies found within the Walden Library resource. Two
popular study paths within this framework were targeted machine processing and the use
of modeling algorithms. The use of open-source insider threat data sets was popular
among these studies. Specifically, the CMU freely available public data set was often
chosen for practical use in these case studies.

Modeling simulation literature can be easily splintered into two categories:
modeling algorithms and targeted Machine processing. The implementation of modeling
simulations against insider threat data sets was by far the most prevalent research
available for this topic. There were many studies identified and discarded for similarities
relating to taking a popular open-source insider threat data set, and feeding it into a newer
modeling technique. The CMU publicly available insider threat data set was the most
common data source used against various modeling simulations. It was often used due to
its extensive data-sets containing nearly 14GB of text-based logs and communications.
One study that used the CMU data set against a modeling simulation was the employment
of a time-series classification of user activities to detect anomalies (Chattopadhyay et al.,
2018). Network logs were heavily targeted in the data set, and the groupings of activities

within a construct of time, showed promise for potentially accurate scenario-based threat
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prediction. The study used a clever technique to increase the limited amount of data sets,
by doubling and randomizing meta data fields to mimic a larger and more user populated
network infrastructure. The results of the study, as hypothesized, were nearly identical
when compared to the original data set and the extended data set, offering an interesting
vector incident predictability

The use of quantitative modeling simulations can be a useful tool when applied to
the right formatting of data sets. In one identified study, the researchers employed
numerous guantitative modeling techniques against a survey-based data set. These
quantitative models included counting, regression, sum-of-risk, class-count, and role-
count. It was identified that singular insider threat indicators reflected different threat
associations versus grouped threat data (Greitzer, Purl, Becker, et al., 2019). By
incorporating a survey-based rated questionnaire, this survey stood out as not
incorporating the popular CMU data set. The way the surveys were enumerated, this
illuminated potential other ways of getting away from the heavily used CMU data set
during future potential research efforts. An underlying assumption was that collected data
to be modeled would be robust enough to identify noticeable outliers of the data sets
during analysis. A key limitation of the study was the way data was to be modeled as
collected. Largely due to its basis on structured social classes, the data could possibly be
viewed strictly as opinion based rather than irrefutable mathematical data.

The use of modeling and simulation strategies ensured that as new technical
models were created, there were use cases to employ it against a similar data set of legacy

models (Lee & Zaidi, 2022). While this may only offer a snapshot of usefulness for an
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‘as-it-stands today’ record, hopefully all of these use cases would further improve the
predictability of the insider threat. One such recent study employed the use of game
theory modeling to detect abnormal activity and extreme outliers. Per Joshi et al. (2021),
employing a defend-attack-defend model using game theory for the insider threat attack,
showed promise due to the added risk associated with insiders usually having a working
knowledge of the internal defenses put in place within the organization. Key methods
used in this study attempted to type-cast existing data sets used with previously used
mathematical models, into the model for game theory. An element of interest when
modelling scenarios for insider threat using game theory, was the implementation of
cyber deception. By leading malicious actors down defense hardened paths during
attacks, the security practitioner had an increased opportunity to gather valuable threat
information and mitigate attacks before breaches could occur (Li et al. 2021). Deception
technologies accounted for many success stories within the tech industry in recent years,
and was responsible for the reduction of organization data breach costs by approximately
51%, and a 32% reduction in analysts cost for after action support (Huang & Zhu, 2021).
As in previous studies, the insider threat data set from CMU was used, and an underlying
assumption was that the data set provide a robustness to effectively observe data outliers
within data sets with this modeling effort. The challenge with the use of game theory,
was that increasingly large data sets were still limited by the design of attempting to
identify a balanced equilibrium between participant data (Joshi et al., 2021). One
potential limitation with this study was the baseline data availability used for user

deviation detection during expected system usage conditions. The use of modeling and
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simulations upon limited data sets could be deficient in terms of complexity, and when
employed with less robust test data, the performance of the technique in question may not
be fully evaluated properly (Nasir et al., 2021). It would be more practical and beneficial,
and potentially more applicable to targeting abnormal outlier data, to attempt the same
study against multiple data sets to better gauge an equilibrium within the findings of the
study.

Another modeling study applied a framework against network data in order to
better even out the malicious activity within the anomalous activity. This study used
modeling methodologies against data sets that were situationally generated for fictitious
group and user activities within a network. For the research conducted, it was an
underlying assumption that the auto generated data would be relevant to tangible real-
world user activity within a computer network. The framework improved the diversity of
initial samples by approximating true anomalous behavior indicators and increasing data-
sets to identify outliers (Yuan & Wu, 2021). An identified limitation of the study was the
sole use of computer-generated data for the system, especially since it did not mention
the specific level of detail within the logs, and it can be deduced that the logs were
generic network activity an average system administrator would maintain, similar to the
CMU data set. This led to further research opportunities for applying the same framework
against known insider threat data sets. It also afforded opportunities to use a new insider
threat data set as it comes along, to be used against other studies already mentioned in

this analysis.
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One study took a novel approach that employed a robust two-pass quantitative
modeling solution against insider threat data sets, and offered a unique predictive
solution, that made for compelling research. It centered upon the generation of a
quantitative research framework to detect insider threat activity using multiple tools to
improve results; specifically, the use of Bayesian networks and the MATLAB program to
graph results offered noteworthy deliverables when implemented within a real-world
scenario framework. By using risk as a quantitative measure, tipping points could be
identified to increase the predictive ability of early identification of insider threat acts
(Chen et al., 2016). This study used the data set from CMU with the expectation that the
insider threat data set would have enough useable content for me to observe noticeable
outliers of the data sets with the use of the model.

Another recent study incorporated a detailed review of the Insider Threat
Detection and Prevention Protocol (ITDP), and further research into public cases of
insider threat that could have benefitted from an ITDP adoption. Within the study, it was
expected that the validity and usefulness of an ITDP implementation within a network
infrastructure was acceptable to the reader. By incorporating statistical classifiers of user
activity, an authenticity analysis could be performed to determine a credible threat
(Sawatnatee & Prakancharoen, 2021). A potential limitation of the study could be the
‘forcing’ of a relatively simple tool, into other predictive areas of analysis more advanced
than the capabilities of the tool itself.

The last modeling specific study in this analysis took an interesting approach to

the insider threat perspective, as it focused strictly on the unintentional insider threat.
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This was an often-overlooked aspect of insider threat. Within a survey polling recent
incidents of insider threats in 2019, it was estimated that across 159 organizations, over
3,200 incidents took place, accumulating monetary damages approximating $8,800,000
per organization (Greitzer, Purl, Leong, & Sticha, 2019). The careless or cavalier actions
of a trusted insider can be equally as damaging to an organization as a malicious insider.
The focus of this study revolved around unintentional data-leakage and the incorporation
of modeling simulations of human error tracking in order to predict unintentional insider
threat activity. Per Abdelsadeq et al. (2019), a non-malicious insider could potentially do
more damage than a threat actor, therefore a conceptual model targeting this type of
incident is important. One underlying assumption was that the information collected from
user data and work flows was substantial enough for a successful predictive model. One
of the limitations regarding the study was the data collected that was to be modeled,
mainly because it could inaccurately reflect the fields associated with a real-world
mistaken insider threat incident. The study succeeded in providing new insight for
countering insider threat as it targeted the non-malicious threat actor.

Other studies about insider threat research had put focus on the use of machine
processing, specifically the use of neural networks to improve insider threat detection.
One such study focused on deep neural network modeling and their usage for
computational analysis of networking data logs. Natural language sequences could be
coded to the data sets, in order to create natural language logic flows (Ma & Rastogi,
2020). As with other studies within this category, the CMU insider threat data set was

also used, and shared many similar assumptions regarding whether the logs that were
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used would be robust enough to observe noticeable outliers of the data sets within the
model’s use. Based on the popularity and efficiency of neural network processing, it was
plausible that other types of source data could be used to replicate this study multiple
times over.

The use of neural network models has gained attention recently for computational
analysis of data sets, specifically, deep neural networks and recurrent neural networks.
The CMU insider threat data set was once again the source of data, and it was assumed
that this public insider threat data set would have enough detail to spot data outliers. The
use of streaming techniques offered an analyst the ability to more rapidly profile
anomalous data detection by potentially limitless data when fed into the deep neural
network and recurrent neural network models (Tuor et al., 2017). The implementation of
data streaming techniques for processing opened up interesting avenues for real-time
analytics for insider threat predictions.

Another machine learning focused study provided new techniques to identify
anomalies with the CMU insider threat data set. Machine learning for computational
analysis of networking system logs was the focus of this study. By running the popular
open-source data set through cutting edge machine language techniques, new workflows
could be generated for analysis and improved alert reporting (Le et al., 2020). The
research also incorporated an organization profile of employees to promote the ability to
target possible threats. This enhancement of base-level data aided in improving results.

The double-technique used would likely help with incorporating relevant findings and
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compounding mitigation efforts into a multi-layered strategy for combating the insider
threat.

By incorporating industry standard data science tools, such as Google’s
TensorFlow program, neural network studies could offer further improvement to the
insider threat problem. TensorFlow could be trained to identify potential threats from
multiple data formats, to include images, logs, etc., and the neural network algorithm
used could aid in classifying malicious activity (Koutsouvelis et al., 2020). The advanced
visualization software used by Google’s TensorFlow project was assumed to be
functional enough to identify abnormal activity. A noted limitation of the study was the
baseline data availability for detecting user deviations from expected normal conditions,
as it was narrowly focused upon networking data.

Another machine processing specific study pertained to the application of
deep learning applied to insider threat network logs. The study used a singular computer-
generated system data set, and could be a limitation compared to other studies. Per Yuan
and Wu (2021), insider threat detection research pertaining to deep learning was not
prevalent in recent literature, and future research could create new avenues of direction.
The study opened new areas of thought due to its open-ended analysis of future avenues
of research, this could lead the audience to think about new topics that may not have been
previously considered for research.

Organizational Posturing
Another component that could be employed by network security managers for

insider threat protection outside of the technical controls, was the behavioral aspect of
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organizational employees. Organizational social psychology could aid in better applying
security protocols for employees that may have a higher risk level than others for insider
threat potential. Per Sticha and Axelrad (2016), instances of damaging insider threat
activity could often be traced back to disgruntled employees that had negative or
destructive opinions of their employer, and behaved in counterproductive manners to
peers and projects. There was precursor indicative behavior that, if flagged prior to the
incident, could have been responded to by the security managers relating to the level of
access the individual had at the time.

Early identification of potentially malicious activity was one side of the coin for
preventing damages from an insider threat incident. The other side of the coin was
ensuring all efforts were made by network security personnel to eliminate this same
potential within their realm of control. Per Carson (2017), employers that do not remove
active credentials for ex-employees, made it easy for a disgruntled individual to gain
access to organizational data that could have led to significant financial damages if
leaked. Organizations without proper employee termination procedures to secure their
proprietary information and limit network access to authorized individuals only, were not
acting in a manner that promotes security within their internal mitigation processes.
Monetary fines were often times associated with the leaking of personal information and
they could fall squarely upon these organizations that do not perform a due diligence in
securing their infrastructure.

An identified trend in the literature for the topic of insider threat was to rely

heavily on psychological principles (Reid et al., 2017). Seminal authors in the field of
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psychology were often referenced in current studies. For example, it was not uncommon
to see references to psychology journals dating back 30 or more years (Str6z & Francuz,
2017). Another trend was the awareness of privacy concerns. Each source for this paper
identified a need to understand and to make efforts not to encroach upon the rights of
privacy for participants and organizational employees. This trend of privacy often tended
to limit data collection efforts.

A commonly held assumption in the psychological field was that the delinquent
activity of a trusted employee was often related to the ethical behavior of management or
others in leadership roles (Cabana & Kaptein, 2021). For example, ethical leaders could
be viewed as moral role models in an organization, promoting ethical conduct by setting
ethical standards that subordinates could observe and emulate (Vianello et al., 2010).
Another common assumption shared by researchers used in this analysis was that
predictive algorithms could benefit towards mitigation of the threat. Experts in the field
of neural networks and machine learning tended to agree that the usage of these
technological advances could further improve the predictive modeling to achieve a higher
detection rate (Fanzhi et al., 2018).

The primary area of contention within research of the insider threat, was the focus
on behavior versus technology (Lin et al., 2021). Studies tended to take a stance either for
a behavior-based approach or a rule-based approach to mitigate insider threat (Singh et
al., 2019). Experts agreed that there were merits to both approaches, however the bias
was easy to identify during literature research. These divergent perspectives led studies

either towards or away from a psychology related route. Another divergence in recent
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literature was the push to distance a study from current best practices. Experts often
stated that the current landscape of anomaly detection was not useful. A recent example
was the recent media leak from a National Security Agency Georgia contractor. It was
not until after a Top-Secret document was already leaked to the press that analytics were
able to identify the handful of employees who accessed it within a given time frame
(Collins, 2017). Recent studies tended to either promote an improvement of current
practices, or a revamping of these practices using cutting-edge advancements in
technology.

As an accompaniment to organizational posturing to combat insider threat,
researchers had experimented with employing socially grounded theories. Referenced in
a few separate articles, the protection motivation theory, had been proposed as a tool for
an organization's staff members. Initially predominant in the health care industry,
protection motivation theory was well suited to gaining an understanding of security
relating to employee contexts of obligation, awareness, and reward for organizational
morality (Vrhovec & Miheli¢, 2021). Per Greitzer, Purl, Leong, and Sticha (2019),
organizational response to insider threat continued to be a challenge due to the level of
employee and management resources required to effectively mitigate the problem. These
elements of behavior could be used by organizational employees outside of the technical
security realm, and leveraged by hiring managers and human resource staff during new
hire screening. Per de Valk (2019), pre-screening criteria for insider threat potential can
include personal gauges of an individual’s candidacy for increased risk. Areas of living,

education, and social media publicized data, can aid in identifying red flags during
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background investigations prior to employments. The focus of insider threat through a
social or psychological perspective was a useful contrast to the technical IT related focus
often used by network technicians and technical leaders. This type of problem-solving
compliment can lead to a strengthened effort towards the insider threat problem space.
While many technical solutions involved the analysis and identification of threats and
vulnerabilities based upon system-generated data-sets (Jabbour & Jabbour, 2021),
including non-technical behavioral approaches can add an extra dimension to the
organizational posture. Changes in co-worker demeanor can often times be chalked up to
temporary mood or situational considerations, and it can be difficult to decipher
malicious intent from peers. Per Bell et al. (2019), after many situational reviews of
insider threat incidents during the investigatory phase, it was often uncovered that
colleagues who knew the perpetrator, noticed changes in behaviors before or during the
insider attack was conducted. For an effective organization to properly combat the insider
threat, it was important for all employees to be vigilant and to be wary of suspicious
social changes. Per Rodbert (2020), employees primarily focused on security efforts,
would be the ones who exhibited satisfaction and happiness in their duties. This
behavioral indicator could be a measuring tool for senior management to leverage survey
options for supervisors within the organization. A useful method identified within
numerous journals, was the incorporation of employee surveys. Surveys have the ability
to uncover bias in the workplace. Statistically, men were more likely to commit insider
threat crimes within an organization, and these stats could lead to a gender-bias with

regard to preventative measures in the workplace (Giddens et al., 2020). By targeting
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biases relating to insider threat, new opportunities for success using employee surveys
could improve organizational posturing. This refocused survey-based approach can
identify areas of organizational security that may have been lacking due to oversight. In
contrast to other survey related research, where the primary focus is on the prevention of
insider threat, this research offered new ways to look at the problem by uncovering
barriers to thought that may have been previously disregarded or unknown to security
practitioners within an organization, and could lead to numerous points of failures in
insider threat prevention.

An interesting blend of technical and social monitoring for increasing security
posturing was incorporating a reviewing mechanism for employee social behaviors that
leave a digital trail for collection (Dawood et al. 2023). Network login details and
premises entry and exit logs can be a fundamental starting point for this level of
monitoring. Per Mills et al. (2017), the analysis of employees' patterns of behavior can
lead to the identification of suspicious activity based on seemingly normal data sets. For
these types of organizational analysis, it was a critical precursor to identify what
constitutes "normal” behavior regarding the logs in question. This form of
implementation at the organizational level would require trusted agents to create
legitimate baseline data sets. Research conducted indicated that employing this
countermeasure would improve posturing against the inside threat problem. While this
effort alone was an improvement, stacking similar sociotechnical methods was an
interesting way to gain even more security benefit. Per Alsowail and Al-Shehari (2021),

by stacking comparative security countermeasures into a multilayers of protection tiers;
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such as employee vetting, access and privilege reviews, and awareness training at all
employee levels, security practitioners can create a more informative and holistic picture
of an employee’s modeled behavior throughout their tenure of employment within the
organization. Increasing layers of protection promoted a defense-in-depth or detection-in-
depth strategy that has been shown to increase the probability of malicious activity
detection, even if one of the companion layers of defense has been compromised
(Schwab, 2021). There were numerous resources available to the security practitioner
regarding understanding and using employee indicators for mitigating insider threats.
Documented ontologies relating to socio-technical classifications can be a useful starting
point for designing new internal mitigations and processes. Per Elifoglu et al. (2018), it
was often thought that complex hacking tools are used to perpetrate insider threat
incidents; however, case studies have shown that most incidents were consequential to
human errors attributed to negligence, mistakes, and overly reckless actions.

Ontologies for cybersecurity and insider threat may be distinguished based on the
types of constructs represented.

Ontology frameworks focused on technical factors specify terminology and

relationships that describe an attack event. For example, the Structured Threat

Information Expression (STI1X) ontology represented a wealth of knowledge on

cybersecurity threats, by integrating technical ontology frameworks [e.g.,

Common Weakness Enumeration (CWE) and Common Attack Pattern

Enumeration and Classification (CAPEC)] (Greitzer, Lee, et al., 2019).
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Flexibility for protecting against the insider threat is paramount with regard to the
ever-changing challenges that new technologies and social changes can bring to
organizations at any level (Kavak et al., 2021). Staffing competent security personnel can
be as equally important as the mitigations put in place by the IT security department. The
Covid-19 pandemic has introduced many new stumbling blocks for organizations that
were not previously prepared for the boom in work-from-home scenarios. Per Chapman
(2020), the insider threat problem has grown for security professionals working during
Covid-19, due to the large number of remote employees connecting to corporate
networks from personal devices, and the scenarios where these connections were
conducted by individuals that may be deficient in training due to geographic separation.
Security processes were likely to have been relaxed during these growing pain stages
where organizations that were not prepared, had to ensure productivity and operational
tempo were not impeded. Employee training was a large concern during these transitions
to remote working. There has been an increase in Covid-19 related internet scams, and a
recent study showed that websites relating to the coronavirus were 50% more likely to
inject malware into the online session (Chapman, 2020). This is a major concern for
remote employees that use company issued equipment, as they may be in a situation to
not ensure the device is updated in a prompt manner by the on-site security team.

Another concept to be wary of from a management perspective is obtrusive
scenarios as it relates to employee monitoring (Stafford, 2022). An interesting approach
to this concern is to employ passive monitoring to employee communications. This

negates the potential for employee uncomfortableness with more intrusive forms of
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compliance monitoring. Per Tan et al. (2019), the incorporation of psycholinguistics as a
monitoring tool can automate analysis of text-based interactions within an organization,
to include sentiment analysis of email and text-based chat interactions. While a
worthwhile tool if implemented correctly, it can be expected to produce percentages of
false positives during early stages of implementation, and it would be important to staff
personnel with the skillset and available work schedule necessary to properly tune the
system to lower this percentage. A key component that can prove useful in proper tuning
of a psycholinguistic passive monitoring system is the understanding of motivation and
opportunity as it relates to an employee’s potential to commit an insider threat incident.
By assessing psychological and emotional states of trusted insiders within an
organization, malicious conduct may be easier to identify prior to an incident (Tan et al.,
2019). It can be a challenging effort to properly define and erect mitigations for the
opportunities within an organization for a trusted insider to perform malicious acts. Per
Safa et al. (2018), the act of limiting employee opportunities for malicious activity was
directly corelated to the ability to discourage these acts within an organization. This can
be a useful strategy for low level managers during performance evaluations. By better
understanding performance elements and employee duties, opportunities for malicious
actions could trimmed from the employee purview. This type of performance review can
also be compounded with the issuance of a performance-based survey about subordinates.
A recent research study performed injected scenario-based surveys when conducting
performance reviews. This was a unigque path towards measurable metrics, as it engaged

the employees directly to aid in classifying potential performance-based attributes that
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could predict an insider threat vulnerability. Performance based indicators were
introduced into employee feedbacks, such as printing or sending large amounts of data
outside the organization, and detectors were used against the indicators such as number of
pages printed or volume of data sent outside the network (Brown et al., 2019). The
employee reactions to the indicators can be gauged going forward to identify changes in
performance patterns related to the conveyed indicators. This type of openness promoted
an atmosphere that can limit the opportunities for malicious activity due to the
employee’s awareness of different monitoring tactics by security public relations
actioners within the organization. It is important for the levels of leadership to be aware
of changes to the organizational climate. Management practices deemed unfair by
employees, such as layoffs, pay cuts, demotions, or delaying promotions, can be the
catalyst that malicious employees used when justifying their criminal insider threat
activities (Elifoglu et al., 2018).

An organization's ability to compound strategies and tactics to counter malicious
employee activity can be often limited only by the aptitude and perseverance of the
security team (Mtukushe et al., 2023). As mentioned in numerous modeling and
simulation studies, the use of open-source insider threat data sets proved useful to a
competent network security engineer. Per Chattopadhyay et al. (2018), there were many
social triggers that had been identified as relating to an insider threat attack, such as
personality conflicts, isolation, disgruntled, and have been documented as factors
involved in malicious insider events. These events were prevalent in the open-source data

sets, and proactive security practitioners can take internal strides to identify suspicious
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activity from common logs. By incorporating encoded definitions of common log
activity, an organizations IT department can apply the techniques to real-time network
logs used within the company. This can further compliment a daily log analysis routine
within an organization, and increase likelihoods of identifying malicious activity before it
happens. The capability of automation further adds weight to this strategy, as network
techs become familiar with outlier data within logs, automated detections can be coded to
provide morning reports without wasted staff hours being required to continually process
the daily data collections. In contrast, there can often be shortsighted impacts with regard
to automation strategies. Per Saxena et al. (2020), automation challenges due to false
alarms can result in unavailability of critical systems, this was especially problematic
during periods where time-sensitive emergency situations can become a costly burden to
an organization if employees are unable to access key systems. It is important for teams
implementing automated security systems within an organization, to be cognizant of
high-availability requirements for directly connected and adjacent critical systems, and to
have time sensitive plans in place to reinstate systems taken offline or locked down from
false positive events.

Closely related to reducing opportunities for malicious insider activity, deterrence
was also a directly focused methodology in recent literature. Factors of deterrence are
elements of an organization that increase the difficulty for employees to participate in
certain activities (Bedford & van der Laan, 2021). A popular strategy within a social
confine is the situational crime prevention (SCP) theory. Per Jeong and Zo (2021),

elements of SCP that increased its chances of success within an organization included; a
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reduction of anticipated rewards for the perpetrator, increasing the perception the risks
involved, and increasing the perception for the level of effort to complete the malicious
act. This theory has the benefit of easy adoption by numerous stakeholders within an
organization, from the security practitioners, to senior management and all staff in
between. It is strengthened by a shared stake and commitment to prevent malicious
activity. The theory's primary goal was to paint an organizational picture of deterrence
that the cons of insider threat perpetration far outweigh the pros. The social aspects of
SCP can be conducted by a wide range of leaders with varied technical abilities, technical
strategies such as encryption, incident management, and data destruction policies, can
function under the SCP umbrella and compliment the overarching methodology
(Padayachee, 2016). A recent study demonstrated that the perception of malicious
activity was propagated within an organization under a veil of severe consequences
coupled with intelligent design of deterrence mechanisms, which led to a high factor of
influence from the SCP strategy (Safa et al., 2018). In contrast, it has also been identified
within studies that employ an aggressive SCP strategy, that employee trust can be
negatively impact within an organization. As companies enforce more restrictions upon
employees in an effort to deter malicious activity, this can lead to damage of trust-based
social dynamics as bilateral relationships are deemed as more authoritarian in nature
(Jeong & Zo, 2021). This contrast highlights the need for rational judgment to be at the
forefront within management circles and the issuers of policies relating to deterrence, as
the focus of an organization to push potential insider threat actors to believe their plans

would be unfeasible to attempt, it is equally as important not to alienate productive and
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trusted team members. SCP implementations within an organization can establish known
guidelines within a security policy, and also through stakeholder involvement, empower
employees at all levels to properly prevent and even counteract malicious acts from
within.

Designing new security methodologies for an organization’s security
improvements, has the benefit of group input regardless of specialty. Instilling an
exhaustively detailed methodology for mitigating insider threat can be an effective tool, if
an organization employed the proper personnel to ensure the level of granularity for
security is accomplished. Per Nasir et al. (2021), key enabling criteria for insider threat
success, were a user base lacking in awareness and training, an increase in technological
complexities, and an increase in the number of users with elevated or unnecessary system
access permissions. For an organization’s employed methodology to promote good
security, accountability for these enablers must be part of the methodology's foundation.
Research into methodology design showed that identifying enablers early, can lead to
stronger controls within a structured framework, and was important to understand that
there exists a many-to-many relationship between security controls and insider threats;
therefore, the implication was that other controls likely existed to mitigate a single insider
threat vector (Roy et al., 2021).

From a reactionary standpoint, management actions and decisions must be
considered when seeking to understand the social potential for insider threat acts with an
organization. A recent study furthered the understanding of the relationship between

management competence and employee policy acceptance. Per H. L. Kim et al. (2019),
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management responses to crisis directly influenced employee behavior after a crisis, and
research concluded that the perception of managers' capabilities influenced employee
groups intention and willingness to comply with internal policies. This was likened to a
lack of confidence in leadership leading to a difficulty in the retention of valued
employees. When IT leaders institute security policies, it is imperative that they do so in
a competent manner that conveys a betterment to the organization. One strategy for
conveying competence is to continuously strive to improve an organizations security
posturing to keep up with new threats. It is not efficient to secure an organization with a
one-time setup that is left alone afterwards. Per Schwab (2021), security countermeasures
that were installed and not routinely revisited and updated for relevancy, remained in a
static state, while active threats to those countermeasures and systems as a whole
continued to evolve and open up new threat paths. Perceptive leaders within an
organization can contribute to employee social indicators for insider threat by elevating
their attention to behaviors during policy changes or instantiations. It has been
established that key behavioral traits were important to measure when regarding insider
threat, as they had been directly linked to documented malicious activity within
corporations; these behavioral traits include risk taking, self-centeredness, and arrogance
(Saxena et al., 2020).

Routine system use of employees can provide a valid measurable indicator of
outlier detection within a network. In a recent study, business processes with a networked
system were logged for timestamps and usage. Due to the regularity and predictability of

standard system use, a threshold was easily identified, that provided management with a
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reliable indication mechanism to detect outlier data, such as abnormal user login and out
of band timestamps for usage (Oh et al., 2019). This level of design can be common
among junior network security technicians, and does not usually involve the heavy
mathematical aptitude that research identified in the models and simulation section may
require. There were also many online resources to aid a security team in scaffolding a
new implementation of a similar or complimenting design within their organization in a
rapid fashion.

Different cultures can often have different outcomes to the similar organizational
strategies (Whitty, 2021). An interesting study performed in Korea focused on deterrence
factors for poor security practices by increasing employee punishment for malicious
behavior. Specifically with regard to phishing and the unintentional insider threat risk.
Per B. Kim et al. (2020), research concluded that employee punishment was a successful
deterrent for compliance with organizational policies for countering phishing attacks,
however it was identified that the higher an employee’s position, the more likely they
were to be victims of phishing, regardless of punishment or increased training. In contrast
to this punishment focused deterrence research, in Russia, a recent study focused on the
aspect of positive psychological reinforcement of the work environment (Lewis et al.,
2017). Positive psychology can be a useful strategy for not only enforcing compliance, by
identifying non-compliance, through monitoring of employee performance of protective
behaviors, and focusing efforts to improve what is working correctly versus focusing
efforts upon what is deficient during performance analysis (Zaitsev & Malyuk, 2016).

This positive strategy can lead to breakthroughs in areas where compliance has been
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difficult to properly enforce, regardless of training or admonishment. It would prove
interesting to apply these types geographically specific studies upon different nation
states that have radically differing social norms within their respective geographic
cultures.
Conceptual Framework

TQM has been around for many decades, dating back to the 1950's, and still to
this day, has the backing and implementation of respected organizations worldwide
(Tahira et al., 2020). Customer based businesses have long benefitted from its focus on
improving internal performance, producing higher-quality products, and increasing
customer satisfaction (Benzaquen et al., 2021). TQM has seen practical application for
nearly 70 years, and has seen increase in interest within the scientific community since
the 1990s (van Kemenade, 2022). The main tie-in for TQM for application of an insider
threat strategy, was the employees banding together as a team to prevent a negative
impact to their organization's brand. From a top-down perspective, TQM can be thought
of as a management system focusing on all aspects of improving quality (Paraschivescu,
2020). When customers lose faith in an organization due to a failure in security, that
translates to a potential loss of future revenue. In terms of IT systems, one of the most
useful elements of a properly instituted TQM framework, was a reduction in redundant
efforts (Putri et al., 2017). Within IT security establishments, streamlining processes is a
must for highly efficient teaming. By embracing the core principles of TQM: leadership
commitment, continuous improvement, employee education and training, and customer

satisfaction, each tier of the organizational hierarchy can help in elevating each other
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(Khalfallah et al., 2022). With the amount of media attention that insider threat incidents

garner in today's security-conscience climate, loss of public trust can ruin an organization
financially. Implementations of TQM today can be thought of as an overarching
corporate focus targeting customer satisfaction (Dubey et al., 2018). It is not uncommon
to see organizations today with a chief information officer who reports directly under a
chief information security officer. This demonstrated a commitment to information
security, and illustrates a focus on customer trust. TQM in practice was susceptible to
successes and failures similar to other adoptions of improvement methodologies.
Successful implementation of TQM often stems from a complete immersion in the
methodology. A common factor in TQM failures, lied in the level of implementation.
Failures are often identified in organizations that do not commit to a complete
implementation, this less than full commitment illustrated a rejection of TQM (Campos et
al., 2022). Limitations in TQM adoption can usually be identified by stakeholder
readiness to assess their own weaknesses in an effort to improve the organization as a
whole (Egwunatum et al., 2022).
Transition and Summary

After extensive research into the topic of insider threat, it was clear that there
were a few specific areas that could benefit from further research. Most of the existing
research over the last half-decade revolved around methods to improve detection of a
potential insider threat incident. While this was a critical piece to insider threat
mitigation, it was often limited by the status of existing insider threat mitigation

employed throughout today’s organizations. One topic that would prove beneficial for
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further research would be to dive deeper into the U.S. Government processes and
procedures for mitigating insider threat incidents. Within recent years, the most high-
profile insider threat incidents have been top-secret government related. This would be a
worthwhile target of further research, especially if these high-profile data leaks led to loss
of life for government employees.

Another identified key element within recent literature reviews that has been
overlooked, was the current landscape. An argument for further research could be made
for; what are the current strategies employed by organizations, of various sizes, to
counter the insider threat from within? While most non-quantitative research revolved
around case-study reviews of previous noteworthy incidents, there was minimal research
regarding the current status of insider threat organizational risk management.

A vital new step in improving an IT organization’s posturing against the insider
threat, could be to better understand the current landscape. A qualitative study into
existing efforts could provide insight into a current ‘snapshot’ of processes and
procedures that have been adopted, and why. This opens up many new potential studies,
especially as focus could be target towards small, medium, and large sized organizations.

As well as local, regional and global reaching organizations.
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Section 2: The Project

In this section, | explored my role as the researcher and the data collection process
| used to perform this doctoral study. Participants and their role in the research method
were clearly defined, and the population and sampling of data were also addressed. |
discussed the ethical procedures I followed, and | detailed the data analysis to illuminate
reliability and validity of the study.

Purpose Statement

The purpose of this qualitative multiple-case study was to identify the strategies
used by IT security managers to protect their organizations against insider threats. The
population for this study were IT security managers in the private sector and U.S.
government facilities in the continental United States. Contacts made during the last 5
years of employment who shared an interest in preventing insider threat were invited to
participate in this study. The contribution to social change may be the potential limiting
of negative impacts to internal systems from an insider threat, including unauthorized
disclosure of classified data and loss of proprietary information. These acts can cause
irreparable damage to an organization public reputation, as well as the potential for the
loss of life within classified information mission domains (BaMaung et al., 2018).

Role of the Researcher

A researcher undertaking a doctoral study can occupy numerous roles throughout
the study's lifecycle. My primary role in this study encompassed data collection and
analysis. It was important to maintain an impartial role with regard to bias during every

phase of the doctoral study. Castell6 et al. (2021) observed that, without a targeted focus
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on preventing bias during concept writing, the researcher’s experiences can be apparent
in the documentation.

A researcher with many of years of IT professional experience within technical
and management duties must consistently be wary of biases within the research process.
In conducting this study, it was crucial that I not interject any of my areas of expertise
into data collection and analysis activities. During data collection, | did not engage in
technical discussions that might sway participants to respond in any way other than
organically, based on their position or experience. | have been a network security
professional in the IT industry for over 20 years. | have worked in numerous positions
where insider threat detection and mitigation were a core duty. | have performed these
efforts within the U.S. government and within the private sector.

Prior to researcher interactions, it was important to accept that biases are ever-
present and that cognitive efforts be made to address them in a manner that did not
interfere with the goal of collecting data through the interview process. According to
Enemchukwu (2022), every individual exposed to society, social media, film, and
television has been socialized to develop biases on a broad spectrum of exposed topics. It
was important to pay attention to physical reactions during the interview to not project
bias or opinion upon the interviewee. Unconscious bias is a biological brain response to
recognize patterns and conserve energy to promote physical safety (Slaughter & Ahn,
2021). It is critical that a researcher be well versed in the topic of the interview, not
display emotional reactions to any participants reactions, or offer input during the

interview. These actions can lead to potential barriers to further clarifications or
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participation. Winkel (2019) emphasized the importance for the researcher to identify the
personal lens with which their own experiences can leverage insight to improve
communication during the interview process. Proper understanding of personal bias can
help in the design of an effective interview protocol. The use of an interview protocol can
aid in aligning the process with the optimal data collection outcome of the
communication. The use of an interview protocol during qualitative data collection can
improve the reliability of the data, as well as increase interview effectiveness for adhering
to allotted times (May et al., 2018). Identifying time constraints per proposed interview
question may ensure that the qualitative data collection is complete.

The safety of all study participants is also a primary role of a researcher. |
constantly referred to the Belmont Report during the research process. This report offered
a framework for ensuring respect for persons and heeding ethical codes (see Redman &
Caplan, 2021). Any failure to comply with confidentiality must be identified and
adequately addressed according to the standards expected by the participants and Walden
University. The researcher’s role also aligns with the expected ethical considerations
promoted by Walden University. As the researcher, | was bound by personal and
professional ethical standards that | needed to uphold throughout this study's lifecycle.
Interviews and information gathering sessions needed to align with ethical standards at all
times.

Participants
The target population for this study included civilian and contractor network

professionals within the U.S. government as well as technical leaders and security
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process implementation officers within the private sector. A key distinction for the
technical leaders was that the group included junior and senior-level employees. The
geographic location of the interviewees was centered on U.S. military locations
throughout the continental United States and on Silicon Valley private sector
organizations. | leveraged existing contacts of mine | made over the last 5 years as
primary participants. | expected that further participants would be identified during the
introductory contact phase for the initial participants. This population was appropriate to
the study due to their firsthand dealings with insider threat mitigations in their
organization. It was expected that existing contacts would branch out to identify like-
minded peers who shared an interest in improving their networks against the insider
threat. Homoliak et al. (2019) noted that the insider threat problem can be addressed more
effectively by conducting interviews with technical professionals who are actively
promoting a solution to the problem within their organization’s infrastructure and
operating framework.
Research Method and Design

Method

The research method chosen for this doctoral study was the qualitative method,
mainly due to the decision to employ a case study design centered around participant
interviews. A major benefit in employing a qualitative design was that the data captured
during an interview could enhance descriptions of experiences from participants in a
straight forward and focused manner (Asmaningrum & Tsai, 2018). I initially considered

using a quantitative and mixed-methods approach for this research but opted against
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using them. I identified numerous insider threat literature used in this study from the
Walden Library resource that featured the use of the qualitative method. The interview
methodology has often been viewed as a pillar of an in-depth qualitative process (Hughes
et al., 2020). Conversely, the quantitative approach has largely been seen in research
conducted with less reliance on the interview process. Y1g (2022) stated that the use of
the quantitative methodology was generally present in research relying on mathematics
and numerical content analysis to garner results. The use of large data sets, however, can
increase data collection and analysis times (King & Huang, 2023). As such, | opted
against the use of a quantitative method. The mixed-methods approach was also
discounted for this study, due to the lack of reasons for using a quantitative approach.
The mixed-methods approach intertwined quantitative and qualitative methods during a
study (Mikalef et al., 2019). | found it unnecessary to use a quantitative approach, which
meant, by extension, that a mixed-methods approach was not appropriate.
Research Design

| selected a case study design for this study because of its wide range of data
collection possibilities. These included in person, survey, telephonic, or correspondence
collection methods. When incorporated into an interactive framework, interviews
conducted on peers can become a vital component of the research process (Devotta et al.,
2016). One design approach ruled out for this study was an ethnographic design. Because
ethnographic research involved participating in the actual environment of the study, the
time away from writing and research can be tremendous (Parkin, 2017). Another design

approach not selected for this study was phenomenological. For an insider threat study, a
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phenomenological approach would entail participants who were affected firsthand by the
threat, and given company reputation safeguarding, employees would be less likely to
divulge relevant details (Ho, Kaarst, et al., 2018). Employing a phenomenological
approach involves delving into the particulars of the cases in an effort to gain insight into
a personal perspective of the context and to identify how the participant makes sense of
the phenomenon (Cuthbertson et al., 2020). By further examining documented insider
threat cases, new mitigation strategies can be identified.
Population and Sampling

The primary criteria for selecting participants were their ability to effect change
within an organization with regard to insider threat prevention and protection. The
targeted population for this study included network security professionals in
implementing insider threat mitigations within government and private sector businesses
within the continental United States. The technical background and experiences of the
sample population was a key consideration to ensure successful qualitative research that
produces findings that are representative (Ellis, 2020). A sample size of five participants
was acceptable to gain insight into the varying techniques used by organizations of
different sizes to counter the insider threat problem. Data saturation was achieved when
all of the predefined codes were identified from the interview transcripts. The qualitative
sampling attained theoretical saturation after all of the research codes had been observed

at least once (van Rijnsoever, 2017).
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Ethical Research

There were a number of ethical considerations when undertaking a study that
involved interactions with members of the public. One example of an ethical challenge
was to ensure integrity in the research process and that it is free from bias. | needed to
ensure that in all communications during the study | refrained from personal bias. The
introduction of bias could inadvertently influence participant responses. An example was
Edward Snowden, the National Security Agency analyst who leaked over 50,000
classified documents in 2013 (Wescott, 2020); most people are on one side or the other
with regard to his character and actions (Gioe & Hatfield, 2021). Referencing himin a
positive or negative light could frame an interview question in a way that could interfere
with the respondent’s true position on the subject. | strove to use unbiased and
appropriate language in participant interactions during the research process.

A key element of ethical research is informed consent (Godskesen et al., 2023).
Each participant was issued a consent form to sign prior to involvement in the study. This
consent form documented the ethical protection guidelines as they applied to each
participant. Specifically, their right to confidentiality with regard to the published study.
Participation in this study was voluntary, and participants were free to disengage at any
time if uncomfortable with any facet of the study. As a researcher, care was taken to
assuage any personal issues to not interfere with maximum participation. Each step for
security of participation and data collection was identified in the consent form. The

following items were addressed:
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e All collected data in a digital medium was encrypted when stored. They were
stored on DVD and external hard drives for a period no less than five years.
They were housed in a personal safe.

¢ No identifying information regarding participants was left unattended at any

time.

e All findings and final aspects of the study were made available to all

participants.

Each participant was selected based on their positions within IT organizations,
directly in tune with the positive outcome of this study. Each participant had an
opportunity to better fortify their IT landscape based on maximum participation of this
study.

Another ethical example was the protection of participants. In preparation for the
study, I produced signed consent forms for all participants. These forms ensured
participants were aware of their rights with regard to their responses, and the use of their
responses going forward (Creswell & Creswell, 2018). This was especially important
when anonymity concerns were attributed to data that an employer may seek reprisal for
a participant’s response. The underlying ethical value for a scholarly study was the
authenticity of the collected data, and the protection of all participants involved. |
obtained approval from Walden University’s Institutional Review Board before

conducting the study (approval no. 03-20-24-0986343).
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Data Collection

Instruments

Instruments used for data collection were centered around recorded interviews.
The use of video teleconferencing programs, such as Apple Facetime, Skype, or Zoom,
aided in overcoming geographic separation of participants, as well as social distancing
concerns in light of the Covid-19 pandemic. | used a smartphone to record the audio (not
video) of interviews. Paper interview responses were also available for participants
adverse to the two options for data collection. Internal validity was enhanced throughout
the data collection process. Each interview was transcribed digitally and participant’s
technical employment was scrutinized to ensure their skillsets fell into the desired
information security realm. Transcripts of interviews were reviewed in real time along
with interview playback, to ensure complete accuracy in the digital record.
Data Collection Technique

Interviews were employed for collecting data during the research process. Semi-
structured participant interviews were the primary tactic; however, accommodations were
made available for any participant wishing other methods of information sharing. Video
interviews were requested, and audio-only interviews was the second choice. Per
Creswell and Poth (2018), analysis of collected data could be limited when it did not
include verbal and non-verbal cues. By gaining real-time feedback from a participant’s
non-verbal clues, potential pivot points during the interview were used to gain further
insight into the security strategies used to mitigate insider threat. This was an advantage

for robust data collection, because non-verbal factors and steering the interview based on
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immediate feedback could lead to more targeted information (C. Liu et al., 2016). A
disadvantage of semi-structured interviews, was the time required and logistics of
scheduling multiple participants in a conducive manor (Edmunds, 2017). Reacting to
scheduling conflicts or unavailability for participants to engage in a semi-structured
interview, the option for completing a survey of interview questions was made available.
The primary data collection technique consisted of participant interviews.

Data Organization Techniques

It was expected that collected data would be organized in a manner conducive to
answering the research question. Per Probst (2015), a recursive relationship can become
evident during a researcher’s interviews, as responses from participants can impact the
dynamics of the qualitative study, and uncover interdependencies between research
design and data collection. A qualitative study had a recursive relationship between the
research design and data collection when there was a strong connection to the research
question. If the research question influenced the research design, and the data collection
is relative to the research question, then a recursive relationship can be established.

The primary means of data collection consisted of audio/visual recordings of
interviews. Videoconferencing software was the preferred medium, with the participants
choosing which software solution (e.g., Skype, Zoom, etc.) they were most comfortable
using. As data were collected and organized, there was the potential for me to change my
thought processes based on receipt of new information. | maintained a reflective journal
throughout the data collection and analysis phase, in an effort to understand and

document any personal and professional growth in the areas of insider threat. By gaining
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new understandings along the way, it was possible that cataloging of data sets may be
altered in ways not identified prior to analysis. Cataloging and securing of collected data
was an important aspect of the research process. Using the Walden University guidelines
as a reference, | intended to use an encrypting scheme for all data at rest. Any digital
items stored were encrypted with a 512 AES (Advanced Encryption Standard). A
disposal plan for all collected data was discussed with participants that have any concerns
regarding the topic and delineated at the time of interview conclusions.
Data Analysis Technique

During the literature review for the topic of insider threat, data points became
apparent that I could potentially use during my research to identify codes and themes for
data analysis. Upon completion of participant interviews, an in-text coding section was
added to apply codes to the interview transcript. The themes were minimizing risk, threat
type, and system monitoring. The codes were as follows:

e training (minimizing risk),

e employee agreements (minimizing risk),

e intentional (threat type),

e unintentional (threat type),

e authentication methods (system monitoring),

¢ logging (system monitoring), and

decentralized security (system monitoring).
The approach to develop codes and themes during data analysis involved reading

and documenting emergent ideas. Creswell and Poth (2018) suggested that a researcher
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become fully immersed in the contents of an interview, by rereading the transcript several
times, in order to gain a broad sense of its content prior to disassembling it into smaller
parts. Participant interviews were read multiple times to make note of terms that were
often repeated. | employed Linux shell scripting to a text copy of the interviews. Each
interview transcript was filtered into three separate documents. The first document
displayed each word on a single line, the second document displayed each word and the
next word on a single line, and the third document displayed each word and the previous
word on a single line. This allowed for sorting and numbering uniqueness commands to
identify and rank repeated terms. The resulting sorted and ranked files were compared to
my initial documentation of the interviews. It was expected that each of the codes and
themes would be present, or generally described in the higher ranked portion of the sorted
output files. Additional codes may be uncovered during this file analysis. Triangulation
was then used on the separate data sources. The triangulation method for data analysis
can aid the researcher in minimizing bias (Shin et al., 2022). Codes and themes were
deciphered from the interviews, transcripts, and notes taken from each interaction.
Identified themes were sorted via weighted scores for their amount of related data from
the combined interviews. This score was defined by the amount of translated text per
theme, and amount of context each theme was referred to by individual participants. A
second pass was performed on the themes to identify commonalities for theme groupings.
This second pass narrowed the themes to down five used in this study.

By employing a tight focus and direct route for analysis codes and themes, an

acceptable justification can be made for efficacy (Brooks et al., 2023). As this study
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revolved around analyzing participant interviews, it was imperative that codes and
themes within the data set were identified early in the analysis process to reduce the
potential of unforeseen errors. By identifying security and ethical standards early in this
study, a successful adherence to the Walden University guidelines for data retention
could be accomplished
Reliability and Validity

Reliability

To ensure quality and reliability of qualitative data collected, it was important to
employ a focus on participants' meanings (Ridge et al. 2023). By targeting the specific
meaning a participant conveys about a problem, as opposed to the researcher perspective
that is brought into the fold through bias or literature (Creswell & Creswell, 2018), a
more rooted data set was obtained. To produce a more reliable analysis, a methodological
triangulation of data points can be conducted upon each interview participant individually
(Ofori-Duodu, 2019). Each conducted interview, was transcribed and provided to the
interviewee to ensure all collected data reflected their input accurately. This transcript
reviews improved reliability by confirming the intended data interpretation. To promote
efficiency, the data was analyzed within the purview of potentially answering the
research question. By conducting an iterative and continuous analysis of the collected
data, reliability in the findings was increased with regard to answering the research
question. In order to ensure effective data saturation of the collected information, follow-
up interviews were agreed upon by participants when further details emerged that

required more data collection.
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Validity

Validity of the data collected and analyzed within a doctoral study can add
significant weight to the usefulness of the study for the future. Various design tools and
software visualization tools were expected to be used to promote this validity. Per
Creswell and Poth (2018), computer programs contain many features for analysis to
visualize codes and themes and their interrelationships. By identifying codes and themes
early in the analysis process, an early determination was made whether the collected data
was sufficient for concrete validity.

Transferability was an often-pursued attribute of this research. Transferability
refers to the potential for the qualitative research to be transferred to other contexts and
settings (Tuval-Mashiach, 2021). During the course of literature review, psychological
studies, with research far from the technical realm, have touched on the insider threat
from a social perspective. The results of this research, although based in a technical
construct, was expected to be applicable to non-technical research related to the insider
threat problem.

Transition and Summary

With the conclusion of Section 2 for this study, the purpose statement and the role
of the researcher was defined. The participants, the research method and design, and the
population and sampling have been identified. Per the Walden University doctoral
guidance, procedures for ethical research, data collection, and instruments have been
accounted for. Also, techniques for data collection, data organization, and data analysis

have been defined. Finally, reliability and validity for the elements of the study have been
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itemized. Section 3 includes the application of professional practice, and the implications

for change identified in the research data collection.
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Section 3: Application to Professional Practice and Implications for Change

In this section, | presented the findings of this qualitative study. Each interview
conducted with participants took place over the telephone and was recorded with the
participant’s permission. | asked interview questions pertaining to the research question,
which was, what strategies do IT security managers use to protect their organizations
against insider threats? | asked three additional questions based on initial responses,
which were, are their strategies effective, how do they measure success of these
strategies, and what strategies could be revamped with newer technologies to better
perform insider threat detection? Data saturation expectations were met for each
participant, and the themes presented are the result of this saturation. Each conducted
interview was transcribed and, as part of the member checking process that | used,
provided to the participants for their review to ensure proper context and clarity in their
responses.

Overview of Study

The core purpose of this qualitative study was to identify strategies used by IT
security managers to protect their organizations against insider threats. This was
accomplished by conducting semi-structured interviews with participants in the IT
security field, specifically with current and relevant insider threat experience. The
presentation of findings included themes that were identified during the data analysis
phase of this study.

During the proposal stage of this study, I had originally planned to interview at

least 10 participants to achieve enough data to reach saturation. However, the first three
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themes identified in this section manifested clearly during those first three interviews. |

continued with two more interviews, and it became evident that | had reached data

saturation at a level high enough to effectively complete the data collection phase. This

64

alteration from the original plan was communicated to my committee chair and cochair,

and approval was granted to cease collection after the fifth interview was successfully

completed.

Presentation of the Findings

The participation in this study was kept confidential, and the five participant

responses in the findings of this study were referred to with their respective codenames.

Table 1 includes participants’ codenames, job titles, and interview dates.

Table 1

Participant Job Titles and Interview Dates

Participant Codename Job title Interview date
Participant 1 Pl Chief information security officer ~ April 29, 2023
Participant 2 P2 Network security manager May 13, 2023
Participant 3 P3 Chief information security officer May 27, 2023
Participant 4 P4 Information security manager May 28, 2023
Participant 5 P5 Chief information officer June 17, 2023

Theme 1: Risk Acceptance/Risk Tolerance

As observed during the literature review, the topic of risk was the most prevalent

theme present with regard to insider threat research. This further supported the findings

during the interview process for this study, as each participant confirmed that risk was the

primary factor driving every aspect of their implemented insider threat strategies. A key
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component in understanding risk within the confines of an organization is to accept that
there are often multiple factors associated with identifying and ranking risk levels (Bada
& Chua, 2021). P3 noted,

when it comes to thinking about how to protect against insider threats, the first

thing you have to start with is understanding what the most important assets you

have, what are your crown jewels, what are the things that need protection the
most. From an insider threat perspective, you’re probably going to have a hard
time trying to protect all of the things all of the time, so you have to really figure
out what are the most important things to your organization.

With regard to government facilities, it was common to focus on the protection of
classified information, but there were many other areas of concern when thinking about
insider threat (Alhajjar & Bradley, 2022). These facilities can have areas of concern
outside of the realm of technical security, specifically physical security. There was an
expectation of a level of risk tolerance associated with these scenarios, as multiple
organizations may require accesses. A good example were the locations that house
networking infrastructure equipment. The locations of routers and switches that form the
backbone of an internal network tend to be locked in communications closets within
many disparate facilities. Each of these employ heating, ventilation, and air-conditioning
and fire suppression systems that may be maintained by employees outside of network
security technicians.

Cataloging all notable risks within an organization is a useful strategy for proper

insider threat mitigation. P3 commented that a common strategy in the private sector for
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insider threat prevention efforts is the creation of a risk register. Smidt et al. (2022) noted
that the use of a risk register can be a critical tool for achieving strategic objectives,
assessing performance, and managing risk within an organization. The use of a risk
register can afford an organization a baseline for identifying critical systems and data that
can grow and shrink as needed over time.

Within government organizations, insider threat risk was often associated with
control over classified documents and information leakage (Darnton, 2022). Due to the
increased severity tied to disclosing classified information, it can often difficult for
leadership to commit to an acceptable tolerable risk. As a prior military network security
analyst, | can confirm that every commander | have worked under had a zero tolerance
for leaking classified information. Due to the nature of the information to be protected, it
was unlikely for military leaders to formerly document a risk acceptance. P4 stated,

If you look at the fallout from the Snowden leaks, the NSA [National Security

Agency] director at the time publicly offered to resign over the incident. There

was overwhelming support from the U.S. government for him not to do so, as it

didn’t appear to be helpful in fixing the problem. It is interesting however that the

Commander of the facility where Snowden worked, quietly resigned shortly after.

From a career standpoint, this furthers the position of risk intolerance for insider

threat activity. If a career officer with an impeccable record can have their career

derailed prior to making Admiral, this is going to leave a lasting mark on all the
junior leaders seeing how impactful an insider threat incident can be for those in

the upper chains of command.
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Government organizations tend to have tighter control over the procedures in
place to combat insider threat incidents. A common strategy was to employ signed
acknowledgements relating to safeguarding classified information. P2 described this level
of influence as being less controlled in the private sector. This was often due to the span
of geographic locations under an organization’s purview. Another factor was the more
stringent privacy laws associated with these disparate locations. P1 noted,

There were buildings where we shared a floor with another company. You had to

walk out of your office, then badge in to use the bathroom. There was a badge

swipe to get into a lactation room for female employees. And because of that we
were not allowed to collect badge in/out information for that building. Then we
had other offices with no badges. The operating environment was so diverse, the
risk tolerance was dictated by the environment we were in.

The failure to mitigate insider threat activity can have a negative impact on an
organization's financial posture. A key element that ties risk to TQM was the focus on
ensuring all employees strive for an optimal state of performance. An acceptable risk
strategy within an organization that employs TQM had a higher chance of approval from
internal leadership. According to Lepist0 et al. (2022a), risk acceptance using a TQM
framework encouraged organizational buy-in by encompassing elements from aspects
relating to system deployment, managing risk, and stakeholder management, to
efficiently reduce risks to products and operations. A primary goal of TQM is a
transparency of compliance within the confines of the relationship between the customer

and the organization. A solidified TQM deployment within a trusted organization clearly
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identified events and procedures defined in an organizations risk plan and shares the
magnitude of associated failures with the customer (Pellegrino et al., 2020).
Theme 2: Operating Environment Limitations

Limitations in the operating environment were a key component in defining risk
exposure. Themes 1 and 2 complemented each other, in that they were interwoven and
helped in illuminating areas of concern with regard to mitigating insider threat. Varying
privacy policies can severely limit the insider threat capabilities from an investigative
perspective (Li et al., 2021). These limitations due to policy can be seen in regulatory
restrictions that are imposed by countries where organizations expand into. In 2018,
Europe instituted a new data protection policy: GDPR. This data focused initiative placed
tight controls related to data sets that were personally identifiable, and applied to
organizations that track or provided data services relating to European subjects, even if
they were not located in Europe (Bonatti et al., 2020). This can cause problems when
analytics are triggered based on activity, that fall under this policy. P1 stated, “our
analytics went off and I couldn’t query it because it’s a violation of privacy, so, you can’t
talk insider threat without talking privacy and regulatory environments because you just
legitimately cannot do insider threat in certain countries.” These policies protecting user
data can have a negative impact against organization’s that are non-compliant. In 2020,
Barclay’s bank was fined $1,000,000,000 for a keystroke logging security effort that was
deemed in violation of GDPR (Ennis, 2020).

Within the government, limitations are much less stringent when compared to the

private sector. P4 stated,
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performing insider threat detections and monitoring at a government building is

surprisingly limitless. Every machine has reminder stickers that state: any usage

of this device is subject to monitoring. Network security technicians, with the
proper credentials, are allowed to login as a targeted employees and view profile
activity and histories. Where this gets harder to do, are systems that require
increased access permissions. Fewer technicians are approved to control these
systems, and issues that crop up during investigations may stall when those
technicians are unavailable due to illness or leave statuses. These limitations can
be further exacerbated during minimum manning situations due to exercises or

Covid.

Limitations in an operating environment were not only attributed to regional
policy constraints. Many factors can limit the abilities of an organization to competently
enact a successful insider threat strategy, to include operational budgets, staffing, and
technical proficiencies. P4 & P5 identified organizational funding as a key component
attributable to a successful insider threat mitigation program. Within the government
sector, sometimes, the displacement of competent personnel can lead to a shortfall in
staffing. When high performing individuals are tasked elsewhere, funding becomes an
issue, because you are unable to hire against employee billets for personnel that are
tasked for remote military deployments. P2 noted,

there was 1 year where our staff had an unusually high personnel turnover. This is

common in the government, and you don’t have much say in the replacements

that are assigned to you, so you have to work with what you got. | had this stellar
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NCO [non-commissioned officer] who specialized in ML [machine learning], and
wanted to employ a sentiment analysis model in a data lake using collected chat
records and emails. After going through the hoops for funding and getting his
proposal approved, he was tasked to deploy for a year. This was an “all eggs in
one basket situation”, and the project was shelved until his return due to the
disinterest/aptitude of the remaining technicians.

Understanding imposed limitations on an implemented strategy was important for
achieving TQM. This in-depth understanding of where gaps in security and protocols
may exist, can help drive new innovations towards effectively addressing these gaps. A
successful TQM implementation enforces a detailed understanding of all organizational
elements related to process functionality to ensure proper operational security (Nazir et
al., 2023). Limitations to an organization’s operating environment must be documented
thoroughly for a proper TQM implementation. While this may seem like it opened doors
for a less than optimal product offering to its customers, it can lead to a level of trust that
is a cornerstone of the TQM principle. Per Acquah et al., (2023), TQM must be adopted
extensively to all organizational sectors, as past implementations have proven
organizational benefits in the form of sustained competitive advantages through product
quality, profitability, and customer satisfaction.

Theme 3: Employee Profiling

An important piece of an organization’s insider threat program, was to identify

employee positions and permissions (Prentice, 2021). When profiling employees, it was

useful to categorize each one by the potential levels of threat they can pose. Categories
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included identifying those with elevated permissions, such as administrators. It was
important to employ varying levels of scrutiny against employees with different levels of
access. This included access levels and access types. By employing an employee
profiling strategy, P1 noted,

what we would do is we'd say that this user did it on all of these rules and

detections. this window of time, and these different rules were weighted. So, what

we did is we took high, medium, low, and we just weighted them 3, 2, 1. And
then we added them up to see who had the highest score. And we're like, that's
how we ranked it. That was it. So, it's like that aggregate over time is the way to
do it.

Promoting a synergy with human resources, in an effort to become better in tune
with employee behavior, was a worthwhile strategy to improve insider threat
predictability and response (Moore et al., 2018). Within the confines of the government
sector, there can be much less separation between personal performance of duties and
direct supervisory involvement regarding under-performance of these duties. Supervision
of subordinates is handled at the lowest levels, and there was often full transparency of an
employee’s profile among varying echelons of leadership. P4 stated,

in the military, dealing with behavior that is commonly associated with insider

threat precursors, is much different than in the private sector. Low-level

supervisors spend many hours in PME [professional military education] focusing
on correcting derelict behavior. There tends to be a level of isolation mixed with

defiance observed in employees leading up to classified document theft and leaks.
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This behavior indicator is being integrated into junior PME courses, so our

leaders can try to get in front of the problem at the lowest level of supervision.

A key component of understanding the threat vectors associated with a potential
insider threat within an organization was identifying who has access to what. P3 stated,

insider threat, since those are employees, becomes one of the top issues of a CISO

these days, making sure that your internal people aren’t exposing you. At the end
of the day there are probably two main threat vectors. Either you’re an insider
threat as an employee who clicks on a link or shares information externally, or
you’ve got third party integrations. Whether it’s a cloud solution or a third-party
solution that has some kind of access to the organization, or some kind of access
to facility system networks to help people to work, or temporarily help people to
do work. Those two vectors end up leading to the most exposure to data and
issues.

By ensuring the employees that fall into these two categories were identified and
updated regularly within an employed risk register, leadership was better equipped to
promote a successful insider threat strategy. Employing software tools to manage
employee profiles can also significantly help with the expanding scope of potential
threats. P5 stated,

in the navy, we adopted a permission management software, that publicly shares

accesses assign to every employee. From a security standpoint, this allows 1SSOs

[information system security officers] to monitor and control approved system

accesses by granting the required access permissions to those who have a need to
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know. This strategy also allows other employees to check the accesses of

individuals prior to sending emails to those individuals that may not be cleared to

receive classified materials they are not approved for.

Employee profiling is a useful tool in pursuit of TQM. Collected metrics on
employee activity can be a great indicator for potential security issues. Deviations in
routines can be a warning sign that, while employees within an organization may
personally strive for excellence in their duties, automated data collection can help fill in
the gap of substandard performances that may lead to an unintentional insider threat
incident. Promoting a culture of ensuring employees are granted the least number of
accesses and privileges to perform their duties is important when looking at insider threat
through a TQM lens. By enacting employee profiles, TQM studies have shown a direct
correlation between employee job satisfaction and transparency of performance,
promoting a culture of shared success and reliance (Hamsinah et al., 2023). Openness
relating to successful performance of employees can also improve morale within
organizations that fully embrace the importance of TQM.

Theme 4: Proactive Measures

Penetration testing was a popular strategy to proactively detect flaws in an
organization’s insider threat strategy (Al Sadi et al., 2023). Testing can incorporate many
aspects, from internal phishing emails to different levels of personnel within the
company, to actively attempting access to unauthorized areas using a targeted users’
credentials. P4 stated, you can compare the daunting task of preventing an insider threat

incident to the differences between an IT security organization's red and blue team; a red
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team operator only needs one unpatched vulnerability to gain access, while the blue team
must be aware of all of these vulnerabilities and how to mitigate them correctly.

During nearly all discussions on insider threat with peers in the IT realm over the
years, it was commonly agreed upon that it was impossible to 100% mitigate the potential
for insider threat. These discussions often tread into the realm of the unreasonable,
culminating in the termination of every employee except one, to eliminate a potential
insider threat incident. One participant has identified an IT organizational scenario where
the potential for insider threat can be completely mitigated. After many years performing
network security focus efforts tailored to insider threat prediction and response, this
participant became weary of always being one step behind, and rarely leveraging their
programming skills due to the broad spectrum of procedural requirements necessary for
an effective strategy. Before accepting their current position in a new tech startup, there
was a freedom to incorporate insider threat mitigations into the organizational foundation,
using the following strategy: P5 described,

First and foremost, | acknowledge that any organization with proprietary

information, and more than one employee, will not be able to fully implement the

strategy | use at my work. Our product is an open-source python library, that is
hosted freely on Gitlab. The CEO secures rounds of funding for the continued
development, and all employee salaries/expenses are locked into a distribution
plan for at least a year in advance. All 18 employees are gifted the laptop and
cellphone of their choice, and have their internet and cell phone plans paid for.

Every employee has the updated codebase on their systems, and no one employee
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can do irreparable damage to it. There is nothing to steal, as everything associated

with employment is theirs to keep.

The government, and the military especially, is branded in structure and of the
expectations that following the rules is demanded. It was a standard practice to expect
that established rules are followed to the letter. As mentioned in theme 3: employee
profiling, consent to monitoring is not only common practice in the government, it was
labeled on every monitor within the organizations. P4 noted,

As a proactive measure, all employees are required to sign acknowledgements

that they will protect classified information and prevent, to the best of their

abilities, any deviations from policy. Employees are expected to report any of the
deviations immediately to their direct supervisors. Interactive computer-based
training modules are established to maintain compliance, and compliance with
this training is tracked at least on an annual basis. This proactive measure offers
an attribution to individuals and groups within an organization that are derelict in
following procedure.

A common consensus among all participants regarding proactive measures to
mitigate an insider threat incident, was the requirement to staff network security
employees that had a fundamental understanding of common principles of organizational
security. Each participant of this study highlighted prior experience with insider threat
methodologies as a baseline requirement during the hiring process of network security
professionals. P2-P5 all commented that a fundamental understanding in strategies

identified within CompTIA or SANS security certifications would elevate resumes to the
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top of the pile for potential employment candidates. P4 noted, that any security position
vacancy within their organization would not entertain any applicant that did not already
possess an active, or within the last 6 years, CompTIA Security+ certification. P4 stated,
“an employee’s understanding of fundamental security concepts, such as man traps,
physical security, and technical controls, is crucial for identifying and improving existing
security implementations. This level of understanding helped the entire team look for
new ways to enforce these principles within an organization, and be focused on security
as new technologies and procedures are adopted.”

A common pitfall for proactive measures, were what areas to focus efforts upon,
when an organization has limited staffing. P1-4 all expressed a level of frustration
involved when a less than adequate staff is involved in the security process. This can be
related to number of employees staffed, available funding within the organization, as well
as the competence of existing staff. P2 noted,

When dealing with government classified data, it can be a crapshoot when

targeting focus areas, there is a volume and cost prioritization of what you're

going to do. It’s probably more advantageous for us to focus on usb over print,
and then someone prints the one document that you don’t want them to print, that
does so much damage. Where they could’ve taken a whole hard drive worth of
stuff and it would’ve had less damage than one document.

Proactive measures played a key role in achieving TQM within an organization.
These measures were what separated an average insider threat strategy from a superior

one. Continual improvement was an essential element of a successful TQM deployment,
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relying heavily on proactive measures to effectively prevent potential organizational
problems and reduce corrective actions as they crop up (Sinha & Dhall, 2020). The key to
a successful TQM implementation is to utilize its principles in every available strategy
composed within an organization. Studies have identified that a TQM implementation
was strongest, when its dimensions were pursued as a proactive strategy (Yu et al., 2020).
This does not imply that organization's that failed to adopt TQM principles early in their
lifecycle were not able to benefit from TQM. For organizations that had not focused on
TQM during their organization's early growth stages, a willingness to proactively setup
TQM processes can lead to positive change within the organization (Hudnurkar et al.,
2023). Per Kaur et al. (2020), taking proactive changes towards TQM adoption, at any
stage, can improve organizational efficacies. Regarding maintaining an awareness of
collegiate resources and related news for proactive steps to mitigate the insider threat,
when instituting a robust TQM design, proactively utilizing available scholastic resources
helped to strengthen a TQM implementation (Alauddin & Yamada, 2022).
Theme 5: Measurement of Success

As mentioned, under the discussion of proactive measures, penetration testing was
a valuable methodology for measuring success. Internal auditing was a worthwhile
companion strategy for measuring success. P1-P5 all identified internal auditing of
system accesses and security frameworks as invaluable resources to continually improve
and measure success. Using current auditing practices, one participant, who has been in
the Information Security field for 15 years, claims to have successfully eliminated the

insider threat within their current organization, although there were many precise
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organizational elements required to be instituted to achieve success. P5 stated that
continued success was reliant on a continual reassessment of all process and procedures
within their organization. A worthwhile method for continued success was the extensive
documentation of applied security measures.

Government organizations can have a more targeted focus for insider threat
towards safeguarding classified information (Kelly, 2018). Measuring success can often
come down to no attributable information leaks associated with a specific military base or
government organization. P2-4 identified prolonged time frames without insider threat or
security incidents, was a reasonable measure of success for their security strategies.

Organizational training was another critical element for success. Training
programs could effectively be utilized under each of the themes in this study, but in their
root goal, it was to get personnel to successfully comply with processes and procedures.
P1-5 each touched on training as a key organizational requirement for improving an
insider threat strategy within an organization. P4 noted, “training programs are great for
raising awareness, but can be frustrating from a security standpoint. We had one of our
site managers successfully complete an email phishing training, and an hour later click on
a phishing email that compromised his laptop.” It was crucial after every security incident
within an organization, to revisit existing training programs relating to the incident, and
perform updates or reinforcements as necessary, to ensure the training outcomes stuck
with the employees.

Each participant in this study shaped the themes identified. These themes

promoted a measure of success towards mitigation of the insider threat within their
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respective organizations. Actions taken by the participants, can form a blueprint for steps
towards measuring success. P3-5 each commented how properly documented efforts and
gaps in an insider threat strategy can measure the robustness, or shortcomings, of an
organization’s security posture. This can be pivotal in quick turnaround coverage of
previously unidentified gaps. P4 noted, “it’s important to stay up to date with current
events and security forums. Many security implementations within the last year, were
areas our team didn’t realize were vulnerabilities, until we read about an incident
exploiting an unknown vulnerability.”

Measuring success was the evaluation of all conducted efforts towards TQM. For
IT-based organizations, the insider threat strategy was often chained to the overarching
network/system security strategy. For private sector companies, improvements in stock
price and annual revenues can be a valid indicator for success measurement. Regarding
for-profit organizations, TQMs positive effect on an organization's performance can be
measured by their sales and revenue (Yu et al., 2020). TQMs dimensions should span
many aspects of an organization's strategies to aid in its success. In order to properly
measure success and performance of an organization's TQM implementation, self-
assessment of processes was a core concept for identifying areas for improvement,
including comparing issues faced by an organization's competitors (Lepisto et al., 2022b).
Successful training programs rooted in TQM can be useful in measuring success. Per
Dooley and Flor (1998), TQM-based training initiatives that focused towards learning
objectives, over check-lists, afforded an organization to measure success against these

objectives.
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Applications to Professional Practice

The results of this study can be used by companies actively employing
countermeasures to combat insider threat incidents. During analysis of collected data, it
became clear that there were strategies identified that were not routine procedures
throughout the participant’s organizations. It is important for IT organizations to maintain
a current approach to tackling the insider threat problem. By performing internal process
inspections within a security practitioners’ realm of responsibility, they can successfully
identify gaps in their approaches, that may be mitigated by the implementations identified
in this study.

Implications for Social Change

The implications of this study’s findings for positive social change and the
strategies applied may offer senior security managers avenues to improve their customer's
confidence in their employed practices. By incorporating the findings of this study within
an organization’s insider threat strategy, a robust framework can be documented for
customer feedback. This level of openness related to security posturing can instill
confidence in the populace regarding the respect an organization has when handling
personal information. This led to another implication for social change, which was a
sense of security an organization’s customers have when personally identifiable
information was used during online transactions. Since the beginning of this study, there
have been numerous data breaches that exposed customer personally identifiable
information to unknown entities. Recently, the popular stock trading app, Robinhood,

was hacked, and 5,000,000 users' personally identifiable information was absconded with
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(Johnson, 2023). From a consumer perspective, there is often no delineation between a
data breach from a trusted insider, or an outside entity. Insider threat data leaks tied in
closely with outside data breaches, as the mitigations for both share many of the same
procedures.

The findings detailed in this study further added to the existing body of
knowledge available in peer reviewed resources on the topic of insider threat. Real world
examples can illuminate previously unknown steps to improve security within an
organization. Security professionals relying solely on past experiences or strategies
learned from educational institutions may fall short in their efforts to strengthen their
internal capabilities. In addition, further implications for social change included the
promotion of securing the personal information of global customers. This is especially
vital for social perceptions when organizations employed the collection and storage of
personal information for analytical purposes, as the user’s information is potentially at a
high risk for data theft (Al-Harrasi et al., 2023). On the topic of today's society, securing
personal digital information has been a growing concern over the last couple decades for
IT companies. Collegiate institutions can employ updated areas of strategies identified in
this study to further improve lessons for improved insider threat mitigation efforts within
an organization.

Recommendations for Action

Upon completion of data collection, this study offered an interesting array of

perspectives on insider threat strategies. While often times, the terms used by participants

were different, the core concepts were predominantly shared among each of them. A



82

recommendation for action would be for IT security managers to perform an internal
assessment of their existing strategies, and identify any gaps that this study can aid in
solving. By using the identified themes as a blueprint, strategies implemented by the
experienced leaders who participated in this study can be utilized by anyone actively
tackling the insider threat problem. A good first step would be to identify all areas of risk
within their organization. Implementing a risk register is a common method for
identifying areas to target for strategy improvement. Next, it is crucial to understand
technical limitations affecting their operating environment. Becoming familiar with the
regional security policies can help target security compliances. Employee profiling
strategies is another recommendation for improving insider threat methodologies within
an organization. Cataloging levels of permissions granted to employees can help target
areas that are more vulnerable due to potentially unnecessary accesses. These actions can
constitute proactive measures within an organization. Further proactive measures
recommended for action are to identify gaps in training that could compromise critical
systems. An action to aid in measuring the success of insider threat strategies
implemented would be to perform rigorous and routine self-assessments of security
implementations. Any technical manager or information security professional paying
attention to the findings of this study, could benefit by becoming familiar with the themes
identified, and applying them to gaps identified within their respective organization’s

security framework.
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Recommendations for Further Study
During this qualitative study, I noticed many participants adopted new
technologies to help combat insider threat within their respective organizations. A
recommendation for further study would be to identify cutting edge technologies that
have been introduced into the IT landscape since the conclusion of the data analysis
contained in this study. It became clear during my analysis, that many new strategies can
be created from reviewing new technical advancements through the lens of insider threat
mitigation. | work with a data scientist specializing in mathematical analysis relating to
machine learning, and every week he briefs us on new white papers released in the data
science fields. While these documents often pertained solely to data efficiencies and new
ways to extrapolate data from large data sets, they can have far reaching potential in the
sphere of insider threat. A solid recommendation for further study would be to catalog
these publications regularly and perform reviews of them using an insider threat
perspective or scenario.
Reflections
This study began nearly 3 years ago, and has been an exciting adventure as a
security professional. Prior to starting my journey at Walden University, | had no prior
knowledge of qualitative research procedures, or conceptual frameworks. | had a limited
view of how | thought my dissertation would unfold, and that view grew exponentially
with each completed class towards a doctorate in IT. When analyzing collected data, it
was surprising that there was not a common terminology among the participants. |

initially planned to perform syntax comparisons to identify themes, however the verbiage
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for each of these themes differed slightly. This was especially true when comparing terms
used between the private sector and government entities. Understanding the context of
the participant’s statements, versus terms used, became more important during the
analysis phase of this body of work. As a senior computer security manager, it was a
humbling experience to strip away personal biases while conducting this study. It was
especially humbling interacting with the participants in this study, as the more |
documented areas of expertise relating to insider threat, the more I realized | was less
effective in my current duties. | have already began implementing lessons learned from
the data collection phase of this study, and | am starting to see more of the big picture as
it related to mitigating the insider threat problem with a technical organization.
Summary and Study Conclusions

Designing and implementing an effective strategy to eliminate or reduce insider
threat is not easy, nor is it perfectly documented for simple implementation within an
organization. The leveraging of TQM for this study illustrated the importance of
promoting an insider threat understanding at all employment levels within an
organization. While senior leaders may be viewed as ultimately accountable for failures
resulting in an insider threat incident, their ability to succeed is directly tied to the
diligence of each echelon of responsibility.

It is also important to maintain an understanding of the changing landscape of the
information security profession. As new technologies are adopted within an organization,
new vulnerabilities are often included in this adoption. The themes identified in this study

share a commonality among varying organizations tackling the shared problem. By



aligning the adoption of new technologies with the identified themes, IT leaders can

improve their posturing from a security standpoint.
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