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Abstract
Banking insider threats have been on the rise over the past decade. Information
technology (IT) leaders in banks are concerned about the impact of insider threats
because most of these attacks have been carried out by individuals accessing business-
sensitive data, which, if exposed, could have severe business consequences. Grounded in
actor-network theory, the purpose of this pragmatic inquiry study was to explore the
security strategies used by IT security managers in banking industries to prevent breaches
due to insider threats. Participants were six IT security managers in the banking industry
in southeastern Canada who implemented security strategies to prevent insider threats.
Data were collected using semi-structured in-person interviews, field notes, industry
documents, security archival records and other publicly available security documents.
Using thematic analysis, six themes were identified: (a) the need for security standards,
procedures, and policies, (b) need for information security education and training, (c)
importance of organizational security culture, (d) importance of asset management, (e)
importance of identity and access management, and (f) importance of data security. A
major recommendation is for IT leaders to invest more in security controls and integrate
people, processes and technologies while creating a security culture within banks to help
detect and prevent insider threat attacks. The implications for positive social change
include the potential to improve security awareness, reduce maliciousness, and
compliance with standards and procedures to prevent breaches, which may improve

customer confidence in banking.
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Section 1: Foundation of the Study

Insider threats are a significant concern for organizations. Statistics show that
breaches due to insider threats increased as motivations varied. Insider threats can be due
to intentional and unintentional acts of employees or third-party vendors with privileged
insider information. This risk could be caused by users falling for a phishing attack or
employees clicking on malicious links (Abulencia, 2021). Insider threats can be
damaging to organizations, especially when the victim or malicious actor has privileged
access to the network. Other forms of insider threat could come from disgruntled
employees who may want to steal sensitive business data or damage systems in order to
damage the organization’s reputation. The financial sector is among the most hit by
cyberattacks because the recovery cost for financial institutions is among the most
expensive for industries globally. Attackers are motivated to attack financial assets or
personal information from banks and other financial institutions.

Background of the Problem

The advent of technology has improved company performance and productivity. As
a result, an organization’s security posture depends on how well people, technology, and
processes integrate. People now have access to various tools that include sensitive
organizational and customer data. This access to data, if not controlled, may expose
organizations to risks due to insider threats. Jeong and Zo (2021) explained that insider
threats significantly impact businesses, and 68% of businesses are vulnerable, while 52%

of all businesses find it more challenging to cope with insider threats than external



attacks. Most security strategies involve perimeter security and threats outside the
boundaries rather than detecting insider data misuse (Hurst et al., 2022).

Although insider threats have been increasing recently, Yuan and Wu (2021)
argued that most businesses are still less prepared to differentiate behaviors of malicious
insiders from regular users. According to Abulencia (2021), human factors contribute to
the reasons for most security threats. Hard-form techniques such as access restrictions
and email monitoring could make employees feel their privacy has been invaded (Jeong
& Zo, 2021). Privacy is a growing concern for organizations (Jofre et al., 2021). Wei et
al. (2021) claimed this could be due to concealment and complexity in terms of malicious
intentions of insiders. However, this technique could produce an effect contrary to the
intended objective. There is a need for adequate security strategies in order to detect and

prevent threats from insiders due to intentional or unintentional actions.



Problem Statement

Organizations suffer significant losses due to insider threats because malicious
insiders already have broad access to sensitive data. Insider threat attacks are difficult to
detect (Yuan & Wu, 2021). In 2019, there was a 26% increase in security breaches
compared to previous years, of which 48% were due to insider threats (Bulpett, 2020).
The general IT problem is that some banks' security programs can potentially be exposed
to insider threats involving protecting sensitive customers and organizational data. The
specific IT problem is that some IT security managers in the banking industry lack proper
strategies to implement secure procedures in order to protect sensitive customers and
organizational data from insider threats.

Purpose Statement

The purpose of this qualitative pragmatic inquiry study was to explore effectiveness
of the security strategies that I'T security managers use in the banking industry in order to
implement secure procedures to protect customer and organizational data from breaches
due to insider threats. The population was IT security managers in the banking industry in
southeastern Canada who were aiming to improve their data security strategies. An
implication for positive change is that the results may provide banks with a new
understanding of secure processes that may prompt policy and strategy changes involving
protecting data from insider threats. This study may contribute to positive social change
by creating security awareness for banks and reducing employee ignorance and
maliciousness while ensuring compliance with standards and procedures in order to

prevent breaches which may improve customers’ confidence in banking as well as



other related benefits
Nature of the Study

I chose a qualitative research method for this research study. This was used to
isolate specific strategies and provide insights regarding strategies used by IT security
managers to prevent insider threats in the banking industry. Qualitative methods involve
developing a subjective view of a population’s behavior because via complex questions
about how and why implementing best practices efforts may succeed or fail (Hamilton &
Finley, 2019). Quantitative research methods involve collecting data through surveys and
polls and statistical analysis as well as evaluating the relationships between variables and
validating hypotheses (Smith & Hasan, 2020). Because there was no need to validate a
hypothesis in this study, a quantitative method was not used. Mixed methods involve
integrating qualitative and quantitative approaches in order to reveal patterns of evolution
and contextual variables that influence the changing patterns (Nunfam, 2021). This study
involved exploring participants' views regarding security strategies rather than statistics,
so mixed methods were not suitable.

The pragmatic qualitative inquiry design method was suitable for this study
because it aligned with the research question. This design is used to isolate and address
specific issues (Ramanadhan et al., 2021). I used this method to evaluate how IT security
managers implement IT security strategies in the banking industry in order to prevent
data breaches due to malicious insiders. The qualitative method was used to address
participant’s experiences and prepare detailed reports concerning the phenomenon. I used

qualitative methods to explore the security strategies used in banking industries in order



to help understand the human element in security and how strategies can help prevent
insider threats. The ethnography design is used to investigate and understand the culture
of a group of individuals. (Thelwall & Nevill, 2021). Because this design was intended to
explain something other than the culture, this design was inappropriate for this study.
Also, the phenomenological design was not chosen because I did not intend to explore
how the participants lived through their experiences. Phenomenology involves explaining
how participants are guided by a phenomenon (Thelwall & Nevill, 2021). The narrative
design aims to create thoughts through the various responses from the interview and
conclude with stories with life meanings.
Research Question
What data protection strategies do IT security managers in the banking industry use
to prevent data breaches due to insider threats?
Interview Questions
I conducted semi-structured interviews with participants to explore data security

management strategies they used to minimize breaches due to inside threats in the
banking industry. Open-ended interview questions were used to capture all necessary
information from the participants.

1. What security strategies do you use to protect data and prevent breaches due to

insider threats?
2. What strategies have you developed to analyze user behaviors in order to prevent

data breaches?



10.

11.

12.

13.

6

What strategies have you implemented to detect and respond to security incidents
that could result in a data breach?

What strategies do you use for risk identification and assessment to detect the
possibility of a data breach?

Which data security management strategies best fits your business requirements
and why?

What factors within and outside your organization determine what security
strategies to implement?

What notification approach do you use should a breach occur?

To prevent data breaches, what strategies do you use for third-party and vendor
management?

What programs do you use to help staff understand their security responsibilities?
What programs do you use to keep your security team updated with current
security events?

What strategies do you use to establish security baselines, and how often are these
baselines reviewed?

What security breach incidents have you experienced due to insider threats?
What additional security strategies can you provide as a conclusion for this

interview?



Conceptual Framework

To explore the security strategies used by IT security managers in the banking
industry to prevent breaches from insider threats, the actor-network theory (ANT) was
adopted as the conceptual framework. The ANT is a framework for understanding how
humans interact with inanimate objects. This theory is used to understand reality's
complexity and technology’s role in this context. According to Pollack and Clegg (2023),
the fundamental concept of the theorist is centered around the interactions between
humans (actors) and inanimate (actant) entities. For this study, the theory was adopted to
explore interactions between the actor (IT security managers) and actant (data security
strategies) within the environment (banking industry) to improve data protection
strategies and prevent breaches due to insider threats.

Shaikh and Siponen (2023) argued organizational data breaches are signs of
systemic issues, often due to a lack of understanding of various actors' complex
interactions and relationships. Distinct entities that are both human and inanimate interact
as networked systems to form a singular entity (Miiller & Richmond, 2023). This theory
is used to provide a broad view of the role of technology in terms of creating social
processes. The research study provided a deeper insight into how employees' behavior
could influence collaboration in the workplace. The theory aligns with the purpose of this
study because it identified the actors (IT security managers) and actants (data security
strategies) in an interaction that aims to enhance data security and prevent breaches due

to insider threats.



Definition of Terms

Actors and actants: These elements can bend space around themselves and ensure
that others depend on them in the interaction process (Chen & Wu, 2021).

Data loss prevention: This involves detecting sensitive data and ensuring users do
not send it outside the corporate network. It is a strategy for ensuring that individuals
only have access to the data they need (Montano et al., 2022).

Insider threat: Risks posed by individuals with privileged access to sensitive data
within the organization (Manral & Somani., 2021).

Identity and access management: Defining and managing user roles and
entitlements (Puchta et al., 2019).
User and entity behavior analysis: A security process that involves analyzing
normal user activities and detecting behavioral anomalies (Yousef & Jazzar, 2021).
Assumptions, Limitations, and Delimitations

Assumptions

Assumptions are critical and transferable premises that are taken to be true
without proof they are real but reduce future odds that could be determined (Rademacher
& Wagner, 2020). Based on specific criteria, [ assumed participants had the required
knowledge on the subject to respond to the interview questions.

I assumed participants participated willfully and provided honest answers to
interview questions that were sufficient to determine the validity of research findings.
I assumed research outcomes would be implementable and organization-agnostic, and

could guide security strategies irrespective of the bank or financial institution.



Limitations

Limitations are constraints that could impact the study by limiting the scope of
research outcomes and may be outside the researcher’s control (Lecocq et al., 2019).
Although limitations may not be intentional, they are weaknesses and could threaten the
study’s validity. Chang et al. (2020) emphasized research studies in IT may have
limitations. One limitation of this pragmatic qualitative inquiry study was that study's
outcomes may not be transferable to all financial institutions in Canada because this
study explored security strategies in banks. Another limitation of this study was the
sample population of security administrators and security architects who had knowledge
and experiences to answer the interview questions on data protection and management
strategies. This sample size may not represent the required population that is responsible
for implementing security strategies in banks. The willingness of participants to disclose
security breaches they had experienced within the bank may not represent the data
collected on the specific theme or topic.
Delimitations

Delimitation are factors and other variables that could influence the scope of the
study (Bergstrom et al., 2019). The location for the research was southeastern Canada
specifically financial institutions within this setting. I focused on the security strategies
used by IT security managers in banking industry to reduce breaches due to insider
threats. Another delimitation for this study is that the participants were IT security
managers with at least 5 years of experience in implementing data security strategies. The

reasons why these strategies are applied are outside the scope of the study.
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Significance of the Study

Contribution to IT Practice

This study is significant in that it will lead to improved security controls against
insider threats which may reduce losses to the businesses and contribute to the industry’s
body of knowledge. Adequate data security allows companies to innovate, driving
revenue growth, profit, and overall business effectiveness. Cybersecurity breaches can
significantly impact business operations, brand reputation, and clientele. There are
increasing concerns that security breaches occur more frequently due to technology
integrations with business processes. However, improving the business security postures
may positively impact their financial dispositions and overall business effectiveness.
Improved security strategies may provide digital protections for the businesses and their
employees from insider threats. Findings of this study may provide information for
enhancing the security strategies required to prevent breaches that could result from
employees and contractors with access to sensitive customer and organization data.
Improved security strategies may improve business effectiveness, reputation, and
customer confidence.
Implications for Social Change

Data protection involves safeguarding business-critical assets, personally
identifiable information, intellectual properties, and financial data. Society is more reliant
on technology, making it more prone to identity theft because individual and
organizational sensitive data are now stored in the public cloud. Also, the advent of

intelligent devices has brought about security threats, increasing the security landscape.
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The Canadian government has recently paid more attention to cybercrimes because of
increased reputational and financial damage to businesses and government infrastructure.
As a result, organizations are required to comply with specific security practices.
However, businesses need to ensure their employees have the necessary security
awareness education to help mitigate threats. Findings of this study may lead to social
change by providing banks a new understanding of secure processes that may prompt
policy and strategy changes in order to protect data from insider threats. Results of this
study may contribute to positive social change by creating security awareness and
reducing employee ignorance and maliciousness while ensuring compliance with
standards and procedures to prevent breaches which may improve customers’ confidence
in banking and other related benefits of safe banking activities.
A Review of the Professional and Academic Literature

This study involved exploring security strategies IT security managers use in the
banking industry to implement secure procedures which protect customer and
organizational data from breaches due to insider threats. Previous research studies
emphasized financial implication of security breaches to organizations. However, there
are other risks to the competitive advantage, performance and reputation of the
businesses and their products apart from financial risks due to the exposure of sensitive
data resulting from a security breach (Cross et al., 2019). Organizations must understand
behavioral anomalies of privileged insiders that could result in a data breaches. This

study may influence policies and strategy changes and ensure IT security managers
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implement secure procedures in order to prevent data breaches caused by employees and
contractors who have privileged access to sensitive organizational and customer data.
The purpose of this literature review was to understand strategies for protecting

data from security breaches that can be caused by insiders within organization. Insiders
are employees or contractors of an organization who are privy to data or information that
is unavailable to others. My literature review included peer-reviewed articles on
qualitative, mixed-method, and quantitative research studies. Also, I used literature maps
to explore the research topics by outlining the study summaries. Literature maps connect
identified subjects and research gaps by providing an overall view of the content of the
research topic (Despujol et al., 2022). For the literature review, y strategy was to identify
necessary keywords and concepts, search online databases for peer-reviewed articles with
the relevant keywords, review and limit relevant documents to keep focused on the study
within the intended research topic, check the credibility of the selected materials, check
any recent development in the industry, and conduct and organize the literature review
Literature Search

The literature search for this article was conducted using the Walden University
Library. The specified research topic was strategies required to prevent breaches due to
insider threats.

This literature review involved relevant articles involving this topic and strategies
for preventing data breaches due to insider threats. I also addressed future concerns or
research questions that would come up in future studies. Security concerns involving user

policies, procedures, security awareness, behavior analysis, privilege access, data security



13

and other identity and access management concerns such as privilege escalations and
separation of duties were explored in this review. I used the following search terms:
security threats, insider threats, banking, financial organization, online application, data
protection, data loss, security policies, security risk, data loss prevention, user behavior
analysis, data breaches review, PCI-DSS and related regulations, security awareness,
anomaly, security incident, banking application, online banking, regulations, security,
hacking, financial loss.

I gathered relevant information from the Walden University Library and the
following databases: Science Direct, ProQuest database, Google Scholar, EBSCOhost,
ProQuest, and SAGE Journals. For this literature search, I explored the security strategies
of banking industries and used the ANT to develop security strategies that I'T security
managers can use to prevent data breaches due to insider threats. During the literature
search for sources, 352 references were found of which 266 peer-reviewed sources were
used for this study as references. 81% of the 266 sources were published between 2019
and 2023.

Review of the ANT

I used the ANT as the conceptual framework of the study. The ANT was
collaboratively developed by Latour (1997), and Callon and Law (1997) to provide a
framework for understanding how humans interact with inanimate objects. This theory
explains the translation between the actors and the actants using technology and
sociology of science. Human and non-human entities coexist to create an integrated

system and emerge as one entity (Latour, 2011). The ANT theory involves interactivity



14

between the human (actors) and the non-human (actant) (Thumlert et al., 2015; Walls,
2015). The ANT as a framework had applications in earlier sociology and technology
research. Al-Mhiqani et al. (2022) argued getting most appropriate solution for insider
threat detection is a concern in the banking industry. Also, insider threats for most
organizations burden their information security programs because of the difficulty in
detection (AlSlaiman et al., 2023). Attacks from malicious insiders are often challenging
to detect with traditional tools (Daubner et al., 2023).

Managers can use the ANT to acknowledge the role of a particular actant in the
system and how interactions between actors and actants can build resilience. Specific
characteristics of the ANT can be symmetric by treating actors and actants as the same.
All human and non-human elements of the ANT framework can be perceived as
equivalent (Kurokawa et al., 2017). Application of the ANT is also relevant in
Information Systems. Méhring et al. (2004) explained the ANT framework is a tool that
provides researchers with deeper insights regarding concepts and assumptions about a
specific phenomenon.

Researchers use the ANT framework to explore the interactions within a
heterogenous network and how outcomes are influenced to determine user behaviors in
systems (Montenegro & Bulgacov, 2014). The ANT can also be used to understand
behaviors of contractors with access to sensitive business and customer data. For this
study, an insider is any employee or contractor with access to business-sensitive data.
The ANT involves agnosticism, symmetry, and free collaboration as its central tenets.

Agnosticism involves eliminating preconceptions or premeditated notions within systems
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(Law, 1986). Symmetry involves non-human elements (IT security strategy, processes,
procedures, tools) and human elements actors (IT security managers, IT security
architects and administrators) who are integrated within systems. Free collaboration is the
associations between human and non-human elements (Law, 1986). Understanding
interactions between actors and actants could help in terms of identifying security gaps
and their causes within a project (Law, 1986).

Development of IT security engagement and projects within organizations involve
many actors, including project managers, security managers, security architects, security
administrators, contractors, and other IT leaders. Nonhuman elements include security
strategies, tools, policies and procedures, and processes. End users, stakeholders, IT
leaders and employees are other actors within the IT security engagement (Marcon Nora
et al., 2023). The ANT was used as a framework to describe the socio-technological
collaboration of system components in the context of data protection. The ANT is used to
simplify concepts involved with investigating security tools and data as actors. Issues
involving governance, stakeholder engagement, monitoring and controls were related to
data security.

According to Dawson and Jons (2018), the ANT is used to demonstrate how
inanimate objects and technology shape human interactions and enhance the balance of
social structures that guide human practices. The ANT compensates for deviations
involving the beginning of IT security process development and completion of security

awareness training programs for users (Redman-Maclaren et al., 2014). Level of security
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awareness promotes level of security controls in an organization (Erendor & Yildirim,
2022).

There are grey areas that must be addressed involving solving ethical issues around
data privacy and security breaches relating to emerging technologies (Dhirani et al.,
2023). The ANT framework provides simplicity in conceptualized findings in
information technology using statistics as an actor. Burga and Rezania (2017) explained
how IT governance, risk, stakeholder management, monitoring, security controls, and
compliance interrelate using the concepts of actors and actants.

ANT Implementation Strategies

Information security is becoming more critical and relevant in businesses. Data
has become the most critical asset for organizations, and the need to protect this has
grown over time. Also, regulatory and compliance obligations have increased
organizations' drive for security. However, as digitization of businesses grows, the
possibility of human errors leading to security incidents also increases (Abulencia, 2021).
Even with the most careful employee, it only takes a slight mistake to cause a security
incident. The human element is significant and must be considered in security policies.
Kammiiller and Kerber (2021) explained policies must be defined to show interactions
between human and technical systems. Effective security makes it feasible for
organizations to innovate and drive revenue growth and productivity (Lloyd, 2020). In
considering business benefits of cyber security for SMEs, security must be driven from

the top down by the organization business leaders and senior management (Lloyd, 2020).
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IT leaders must redefine how security is viewed to reduce security risk and prevent
breaches.

Abulencia (2021) argued the number of security incidents due to human factors
would continue to increase, considering recent breaches. This is enough for the
businesses to examine all aspects of their security policies. Angafor et al. (2020) argued
organizations are concerned with the rise in security breaches and shortage of skilled
cybersecurity professionals. Hiring and maintaining cybersecurity professionals is a
continuous battle for organizations (Blazi¢, 2021). Human elements are often seen as
afterthoughts or not even considered when developing security policies. As a result,
attackers often exploit this to gain unauthorized access to data or steal sensitive
information from the organizations. According to Abulencia (2021), insider threats are
the most human-related and complex attacks organizations can defend against. Bulpett
(2020) explained cyber retaliation, long hours of system downtime, and leaked sensitive
data are all consequences of insider threat attacks.

Insider threats could be due to employee mistakes, as vulnerabilities cost the
organizations money. Also, insider threats can result from fraud, data leakage, identity
theft, and ferocity (Brown et al., 2019). Due to the multiple access points in the networks,
visibility into data access becomes difficult for the businesses to maintain (Bulpett,
2020). Also, with the increase in remote working, more businesses are moving their
workloads to the cloud. Cloud adoption has increased risks of insider threats to
organizations as businesses are now more reliant on their data and IT systems for

effectiveness (Connolly & Wall, 2019; Deep et al., 2022). Data theft and leakage is easier
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as a result of technology (Elmrabit et al., 2020). According to Das et al., (2021)

cybercriminals attack cloud-hosted applications because of the presence of
vulnerabilities. As a result, it becomes essential for businesses to ensure that proper users
have the right access to information. According to Jaafar et al. (2019), protocol
weaknesses provide cyber criminals with opportunities for exploitation by running
malicious codes and improved security strategies would enhance data protection and
reduce data loss for the businesses.

Actors categorize and enroll other actors using inanimate actors to reinforce their
collaboration and values (Thumlert et al., 2015). IT leaders have adopted the ANT to gain
insight among stakeholders, primarily when technology drives changes in the business
strategies (Thumlert et al., 2015). The ANT can be adopted for non-human elements, as
adopted in this study to explore the strategies that I'T security managers use to prevent
breaches due to insider threats. The term actor as used in this study represented
stakeholders such as IT security managers that function within a system. Montenegro and
Bulgacov (2014) explained the ANT is essential when exploring the success of small and
medium organizations. The non-human elements include but are not limited to the IT
security strategies, while the human elements are the IT security managers, Security
architects, administrators, and other stakeholders.

The ANT evaluates the collaborations and the reasons for the success or failure of
IT security endeavors because it draws a relationship between the people, locations, and
objects as it relates to IT security concepts of data, people and policies (Montenegro &

Bulgacov, 2015). The interactions that exist between people, processes and technology
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within the environment because of the security strategy constitutes the sociological
settings (Ghelani, 2022).
ANT Relationship with Information Security Risks

IT leaders are concerned about the rise in security breaches due to insider threats
(Jackson, 2015). Therefore, increasing the business investment in data protection would
enhance security and reduce costs. Fei et al. (2021) explored how deception attacks
tamper with data integrity and the need for strategies to enhance data security and reduce
costs due to cyber-attacks. This technique proactively provides extra layers of security to
complement traditional security controls (Ge et al., 2021). It was explained that there is a
potential harm to consumers when businesses cannot protect their sensitive data.
Although, it was argued a hard-form security solution could restrict some levels of
personal autonomy, leading employees to violate the security policies. Making the
employees feel their privacy is evaded, and they tend to be irresponsible with their
actions and commit an insider threat attack. Govender et al. (2021) proposed varied
opportunity situations could increase the motivation for maliciousness and attack without
necessary controls. Organizations must investigate reducing insider threats as work-from-
home culture has become the new norm (Chapman, 2021). Monetary benefits are among
the motivations for insider threats, and organizations are looking for ways to reduce
emotional stress and satisfy employees’ needs to reduce any form of dissatisfaction
(Jeong & Zo, 2021).

Despite various approaches analyzed to understand the psychology of insiders,

many IT security managers do not have the means to pre-empt these attacks (Yuan &
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Wu, 2021). According to Upadhyay and Sampalli (2020), elevated user privileges, among

others, could result to a breach of vulnerable and unpatched databases. Also, high-profile
data breaches are due to failures by organizations to implement necessary security
strategies to address vulnerabilities in their systems and networks. Chapman (2021)
argued organizations must implement more stringent network security controls and
policies while evaluating the role of the individuals in the network security strategy.
Database managers must develop countermeasures and implement security strategies to
protect the organization's assets from cybercriminals. Yuan and Wu (2021) argued
organizations must not depend only on technology to ensure the security of their sensitive
assets and prevent insider threats- but a security framework must also be driven from the
top down and enforced across organizations to develop a security-focused culture.
Deason et al. (2022) explored how managers can adopt the actor-network theory to
understand the role of actants in the network and how interactions with the actors can
build resilience. This is beneficial for this study because the strength of employee
relationships can improve the adaptive capacity to protect the business asset from
malicious insiders.

Iskandarova (2017) explained that the actor-network theory provides cognizance
of the intricacy of policies within a network. Using the actor-network theory, Pieters
(2011) analyzed trust relationships within the computer sciences context. Other studies
have adopted the actor-network theory to explore collaborations, commitment, and trust
boundaries to explore the relationships between IT leaders and organizations to minimize

project constraints (Mendez et al., 2014; Shahin et al., 2014). Moreso, Kurokawa et al.
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(2017) adopted the actor-network theory to examine the cycles in human performance
related to guidance, continuation, and stoppage in an enterprise IT environment. A study
by Montenegro and Bulgacov (2015), explained the effect of social interactions in
financial and political systems and how it contributes to the IT industry enhancement.
The actor-network theory was adopted for this study to understand the collaboration
between actors (IT security managers) and actants (Security strategies) to explore the
risks posed by privileged insiders who may have access to customers and business-
sensitive data. An effective risk management program protects the business and its
reputation. The actor-network theory helps the business understand actors in risk
management (stakeholders, risk managers, security architect, auditors, risk assessors) and
actants (IT security strategy, risk management strategy, software) and how they interact
to help prevent breaches and provide a competitive edge for the business.
ANT Relationship with Insider Threats Detection

Recently, deep feedforward neural networks, Convolutional Neural Networks
(CNN), and Graph Neural Networks (GNN) were proposed for insider threat detection.
When a deep learning approach was used, there were challenges relating to the data
characteristics from insider threat detection (Yuan & Wu, 2021). Machine learning and
deep learning anomaly detection tools and techniques have been developed but unsuitable
for insider threat detection because of their unique characteristics and insider threats
behaviors (Yuan & Wu, 2021). On the contrary, removing excuses and reducing
provocations may not influence an individual's attitude toward preventing security

misconduct (Safa et al., 2019). Although it was expected that sanctions, rewards or
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incentives would prevent misbehavior if used to motivate users. The reduction in
provocations and excuses did not impact the behaviors of an individual toward preventing
security misbehaviors (Safa et al., 2019). Aka (2019) addressed concerns around
sustainable innovation and how managers can develop this innovation. In another
approach, predictive models were implemented using linguistic analysis to obtain the risk
level of an employee. Methods were implemented to analyze data using machine learning
to detect anomalous emails (Janjua et al., 2020).

Besides technical and cyber approaches, identifying and incorporating insiders'
behaviors as insider threat risk indicators is a common challenge. Machine learning with
textual analysis showed a significant contribution over the years. Supervised learning can
be helpful only when the confirmed response is known because of its classification and
regression problem (Janjua et al., 2020). On the contrary, opportunity regulation could
cause employees to feel disrespected and justify disgruntled behaviors toward their
organizations rather than understanding their moral obligation to protect the
organization’s assets (Jeong & Zo, 2021).

It is essential to understand the role of insiders in security breaches. Because the
human element is considered the weakest link and often the cause of security breaches in
many organizations, the chances of a breach increase as the organization grows
(Abulencia, 2021). Unfortunately, many security solutions are only focused on the
technology rather than the people aspects of security. Despite the increase in breaches
and global concerns by organizations about cyber-attacks, only a few publications focus

on the user behavioral aspect of insider threats, specifically from the perspective of IT
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security managers. Numerous studies dwell on the behaviors of security practitioners to
detect and prevent attacks from an external source. Some studies believe that increasing
the efforts around controls and risk while reducing the incentives may motivate
employees to prevent security incidents in the organization (Safa et al., 2019). Insider
threats are among the most challenging risks to defend against as the threats originate
from within the organization and, in most cases, are trusted with some elevated
privileges. Safa et al. (2019) argued most insider threat incidents are related to
employees' intentional and unintentional actions and inactions. Understanding and
analyzing the behaviors of employees and contractors with access to sensitive
organizational assets would help pre-empt and prevent security breaches before they
happen.

Importance of the ANT as a Foundation for this Research

A conceptual framework provides concepts, proposed theories, assumptions and
research limitations with expectations and possible outcomes. In other words, conceptual
frameworks can be visual diagrams or documented products that provide a narrative of
the significant ideas to study (Thomas & Tee, 2022).

The ANT was used as the foundation in this study to explore the strategies IT
security managers use to implement secure procedures to protect business and customer
data from insider threats. The ANT was a vital part of the foundation of this research
study. Previous research has provided value in using the ANT for introducing ideas and
major research concepts in translating data security assemblages (Kurokawa et al., 2017).

The primary idea of the theory enables researchers to equally evaluate all scientific
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claims within the research component as it involves human and non-human elements of
the phenomena (Kurokawa et al., 2017). Iyamu and Mgudlwa (2018) argued the ANT
simplifies the complex socio-technological aspects between science and technology.
Also, adopting the ANT in previous studies provided insight into the interactions between
business processes, people, and technology for data protection.

In addition to the benefits, the ANT as a framework is a sociological theory of
technology that defines a foundation for IT security researchers to explore various
phenomena about human interactions and the environment through technology. Pokorny
(2023) used the ANT to assess participants' perspectives in recognizing prior learning
(RPL). The ANT is essential as a foundation for this study because it addressed the
technical and social components of IT. Most IT studies only extensively deal with
technology's social and technical aspects because the researchers are mostly focused on
the social aspect (Hanseth et al., 2004). The ANT serves as a bridge for all gaps from the
beginning of an IT security project until it is completed, which includes the actor’s
training, networking components and the project commitment (Redman-Maclaren et al.,
2014). IT security managers’ collaborations are essential to sustain IT security-based
operational projects that address individual behaviors, impact, and collaborations (Hardy
etal., 2011). The ANT was relevant for this study because it was adopted in examining
how user behaviors could influence secure procedures that could be used to protect data
in a consolidated management operations (Redman-Maclaren et al., 2014). Alison et al.,
2019 emphasized that user intentions can be influenced, which may result in

organizational behavioral changes.
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Dumay and Rooney (2016) identified that the actor-network theory emphasizes the
relating meanings to procedures and substances, which was essential when considering
how user behaviors could influence the organizational culture that could result in insider
threats. According to Poornima (2023), the actor-network theory was used as a
framework to probe the effectiveness of how financial institutions and asset management
companies sell mutual funds. The actor-network theory was used by IT project managers
as a theoretical and methodological concept to analyze processes and the interactions
between human and non-human project resources (Floricel et al., 2014). Using the actor-
network theory, social and technical aspects of interaction can be effectively treated
separately (Floricel et al., 2014). I used the actor-network theory as a conceptual
framework to explore the security strategies that IT security managers used to prevent
breaches due to insider threats. I'T security managers can use the actor-network theory to
evaluate the risks employees, and contractors pose with access to sensitive customers and
business data (Floricel et al., 2014). The IT security managers used the actor-network
theory to understand the motivations of malicious insiders and develop security strategies
to prevent breaches due to insider threats (Walsham, 1997). The role of technology can
also be appreciated by using the actor-network theory (Cresswell et al., 2010). IT security
managers used the actor-network theory for risk assessment and evaluation of social
aspect of IT security strategies (Cresswell et al., 2010). I used the actor-network theory to
evaluate social aspects of IT security strategies and the security breaches due to insider

threats.
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IT security managers can adopt the actor-network theory to evaluate security risks
and breaches (Gunawong & Gao, 2017). In other words, IT security managers can use the
ANT framework to perform a security risk assessment of insider threats in organizations
(Floricel et al., 2014). Also, IT security managers can use the actor-network theory when
dealing with third-party vendors and contractors that may have access to sensitive
business and customer data to prevent security breaches (Floricel et al., 2014). According
to Monteiro (2000), the ANT is suitable for IT security process evaluations to understand
user behaviors and motives for maliciousness. By applying the ANT as a framework for
this study, I understood the security strategies that I'T security managers used to prevent
breaches due to insider threats. IT security managers used the actor-network theory to
improve collaboration and build employee trust in order to reduce the risk of security
breaches (Floricel et al., 2014). Tortia and Sacchetti (2023) explained that risk
management efforts must include both end users and business stakeholders for
effectiveness. The actor-network theory can be adopted when analyzing an organization's
social aspects of security risks (Pollack et al., 2013). Adopting the ANT, I intended to
understand the IT security strategies used by IT security managers to prevent breaches
due to insider threats.

Supporting Theories

Moving Target Defenses Theory (MTD). Zhuang et al. (2015) discussed the
foundation of MTD theory while developing a relative cybersecurity theory. According to
Narayanan et al. (2019), MTD theory applies to real-time attack vectors as a deception to

reduce the risk of data integrity attacks. Also, Zhuang et al. (2015) argue MTD theory
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would be a game changer in cybersecurity as it proposes a dynamic defense system rather
than static defenses. According to MTD theory, the system's objective is to abolish the
attacker's opportunity for time, especially in the reconnaissance phase of the attack.

Also, another goal of the theory is to minimize the attack surface. According to Tan
et al. (2019), as a game changer, MTD theory circumvents the attacker's mission by
ultimately modifying the system vulnerabilities on the network. This theory provided a
great alternative to the ANT because it tries to understand the interaction between the
attacker and the network resources to reduce the attack surface and prevent security
breaches by eliminating the attacker's time edge. Because of the uncertainty of the attack
surface, MTD theory becomes difficult to exploit and more resilient to diverse attack
forms (Yungaicela-Naula et al., 2022). The framework could limit the effect of an
injection attack by reducing the attacker's potential to understand the network
environment (Giraldo et al., 2022).
Contrasting Theories

General Systems Theory. Many organizations develop strategies that align with the
business functions and objectives to provide a competitive advantage (do Céu Morais
Claudio & Santos, 2023 January). The general systems theory (GST) was introduced by
Von Bertalanffy (Turner & Baker, 2019). GST was later developed and revamped by
introducing the systems perspective to represent a concept between humans and science.
GST as a framework is focused on module interdependence rather than isolations of
models. However, there is a gap in that the framework focuses on the system's functions,

structure, and process rather than the behaviors or the collaboration between human
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actants and nonhuman elements. Although there are several references to the GST, its
application would require further testing before they can be used in real-life solutions
(Katrakazas et al., 2020)

GST analyzes how user behavior can impact data security because of the interaction
between an insider and the actants within the system. GST framework evaluates functions
as input with a corresponding output and processes within the system as activities and
dynamics. However, user behavior may not necessarily provide input to the system as
they may sometimes be premeditations and malicious intentions that could result in
insider threats. Although, Machine Learning solutions have been exploited in detecting
malicious insiders (Asha et al., 2023), integrating people, technology, and processes by
understanding the existing interaction is necessary to develop secure procedures that can
prevent insider threats. The ANT framework is distinct in that it is focused on the
collaboration and association between the components of a system (Elder-Vass, 2015;
Jackson, 2015; Law, 2008). Also, the ANT framework can be adopted in understanding
IT security risks to develop processes that can help prevent breaches due to insider threats
(Pollack et al., 2013).

Theory of Constraints

The theory of constraints (TOC) was developed by Goldratt and Cox (1984). The
postulation of the theory was based on finite programming software for optimizing
production systems. Determining the system constraints that could prevent it from
achieving the desired goal was one of the primary objectives of the theory. System

constraints are system features or components that could impact performance or
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objectives (Rand, 2000). According to Goldratt and Cox (1984), the primary aim of the

business strategy is to enhance performance and increase productivity over a given
period. As a result, the primary step to be considered when adopting this theory is to
identify any obstacle that can impact system performance Goldratt and Cox (1984). Most
importantly, preventing inertia from becoming a significant constraint after determining a
limiting factor is critical for the theory (Ikeziri et al., 2019). Therefore, IT security
managers must identify weaknesses in their processes to ensure process improvement and
prevent security breaches (Ikeziri et al., 2019).

According to Goldratt and Cox (1984), constraint optimization is vital to effectively
exploiting system constraints. In addition, Ikeziri et al. (2019) proposed that IT security
managers must focus on identifying and eliminating process bottlenecks that malicious
individuals could exploit. IT security managers must ensure process optimization to a
level that would provide adequate security awareness as a compensating control for the
identified constraints. The effectiveness of the security program of any organization is
conditional on its employees' level of security awareness and education (Alshaikh et al.,
2021; Bada & Nurse, 2019). Continuous improvement must be ensured to identify
process bottlenecks for optimization. Also, organizations must ensure security is built
into its products (Diaz et al., 2019). Rand (2000) agreed that the initial constraints might
no longer impact the business process after eliminating the bottleneck. IT security
managers can adopt the TOC framework to develop management strategies (Nishio et al.,
2022). However, da Silva (2022) suggested that TOC framework can be adapted to risk

and project schedule management to achieve significant value by using existing project
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resources. Project risks and schedule management may not translate to data security
during a security project. The TOC framework may be more effective in security project
planning rather than security strategy development. The TOC framework can be applied
to fast-track schedules and enhance project controls (Steyn, 2002). Therefore, the TOC
framework was not suitable for this study as the objective was not to manage project
risks, but rather to develop strategies that can be used to prevent security breaches due to
insider threats.
Complex Adaptive System Theory

The complex adaptive system (CAS) theory describes the procedures that involve
how these agents evolve, and it postulates the origin of quality assurance in the process.
This is a natural sciences theory that explains the interactions among agents and how they
evolve in a logical manner (Schiffling et al., 2022). The theory provided a valuable tool
to understand natural phenomena, such as human responses to situations and problem-
solving ability. The CAS theory has been found helpful as a framework when exploring
agent threshold and system resilience (Carmichael & Hadzikadic, 2019). The framework
explores how agents interact among themselves and their environment to understand their
behaviors because of the interaction (Carmichael & Hadzikadic, 2019). The primary idea
behind the CAS theory is that system-level features cannot generally be identified for a
single entity or individual agent. Hence, the systems must be studied holistically to
understand the agents' collective nature and interactions (Rapport et al., 2022).

According to Carmichael and Hadzikadic (2019), complex systems from different

platforms may seem different externally but possess similar underlying qualities. For
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instance, complex systems from distinct areas showed standard features and effects
across domains. In other words, one cause and dynamics from one domain may provide
insights into essential properties of other similar features in other domains (Carmichael &
Hadzikadic, 2019). The CAS theory can be used in management and social environments
where organizations are seen as actors interacting with systems and businesses
(Srinivasan & Mukherjee, 2018). The CAS theory is explained as agents and
components of dynamic systems that interact in a particular manner (Afzaal & Zafar,
2016). However, social scientists expressed concerns about the actors’ enactment in the
interaction (Van Brussel et al., 2016). Scholars found the actor-network theory more
potent than the CAS theory because it transitions from one state to another (Van Brussel
et al., 2016). Therefore, the CAS theory is not suitable for this research. The ANT as a
framework aims to understand the interactions between human and non-human entities
and the forms they take because of the relationship.
Insider Threats

A business insider is any employee or contractor with privileged access or
information about the business. Insider threats are malicious acts of commission or
omission by either an employee or contractor of a company. Although insider threats are
a significant concern to organizations, malicious insiders still exploit vulnerabilities in
systems and processes (Abaid et al., 2023). Identifying the attack patterns of insider
threats can be very important in providing the mechanism to combine the different
metrics and anomaly features. Insider threats concerns have been persistent over time,

and the effectiveness of detection tools has yet to be proven (Erola et al., 2022). Using
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tools to detect network anomalies is a common countermeasure for preventing insider
threats. However, some user behaviors may not be visible to security tools. For example,
security tools may not detect user intentions for maliciousness. Also, malicious
employees may use social engineering to gather sensitive data from innocent or careless
colleagues to perform an insider attack on an organization. For instance, phishing attacks
have become complicated, and it becomes difficult to differentiate a fake email from a
genuine one (Binks, 2019).

Erola et al. (2022) proposed that organizations should combine security policies
with alerts to detect deviations in user behaviors from the norm to prevent insider threats.
Certain behavioral anomalies could indicate an attack (Erola et al., 2022). However,
many false positives have been generated as a result. Studies proposed using machine
learning (ML) to detect insider threats, of which the choice of the most appropriate class
of ML is a significant challenge (Nasser et al., 2022). It is difficult to capture and
accurately differentiate between the behavior of a malicious insider and a regular user
because of challenges relating to the features of underlying data (Yuan & Wu, 2021).
This is mostly attributed to a malicious insider's subtle and adaptive nature. The
motivations may vary from one insider to another, but the impact of an insider threat
remains enormous to organizations. Insider threats involve theft, data loss or sabotage,
which could have reputational, financial, and legal consequences for the organization.

Historically, financial institutions focus more on detecting and mitigating external
threats using perimeter security tools like intrusion prevention systems and firewalls

(Borenius et al., 2022). However, Eggenschwiler et al. (2016) explained that recent
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discussions among business leaders have expanded to include some employees,
contractors and vendors that could be trusted to handle sensitive business information.
Although awareness of insider threats has increased over the years, more than the
response to insider threat management is needed due to a need for understanding of the
threat (Eggenschwiler et al., 2016). Safa et al. (2018) explained that motivations and
opportunity remain the two major factors to be considered when investigating incidents
relating to insider threats.

The outcome of a study on insider threats showed that certain prevention measures,
such as expanding the risk and efforts required to commit a crime, reducing incentives,
and eliminating excuses, may result in more adoption of unpleasant attitudes that may
lead to misbehaviors (Safa et al., 2018). A negative response to misbehaviors could
positively influence employees' motives of engagement, which could reduce insider
threats within an organization (Safa et al., 2018). Also, Safa et al. (2018) argued
organizations would only realize an effective cybersecurity management strategy if it
paid attention to the roles of users in the fight against insider threats. Organizations must
focus more on user behaviors, intentions and attitudes when developing security
strategies to prevent breaches due to insider threats (Safa et al., 2018). In another study,
Green et al. (2020) explored victims' financial and emotional experiences due to the
impact of identity-based cybercrime. Adding that the psychological effect of identity-
based crime is the same as that of other cybercrimes (Green et al., 2020).

According to Zainol et al. (2012), security policies enforcement, new hire

enrollment procedure, segregation of duties, and logical and physical access controls
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could help mitigate insider threats. Improving the internal control systems may also
reduce insider threats with financial motivations (Zainol et al., 2012). Although internal
control systems may provide great preventive control against internal threats, more is
needed to detect user maliciousness and its act to commit an insider threat attack. Insider
threat detection and control should focus on the behavioral aspect of the risks by
implementing necessary safeguards on the individual behavior and environment (Rice &
Searle, 2022).
Human Element in Security

There are several concerns about the human element in information security and the
security challenges they pose. The number of security incidents in the public sector has
dramatically increased, with 22% affecting the United Kingdom health industry, of which
two-thirds are related to human factor (Evans et al., 2019). Also, Evans et al
(2019) mentioned that the human element is considered the weakest link in the cyber
chain. According to Holland (2020), technical controls alone cannot address the threats
posed by the staff and contractors of an organization, as the cybersecurity landscape no
longer has a perimeter. Technology is expected to enable humans to carry out a specific
task and, as a result, is driven by people. While these tools can be predictable, the human
who controls or uses them may not be predictable.

People are complex because they can make and own their actions and decisions,

sometimes good or bad. Also, human beings are prone to making mistakes, and
sometimes people make the same mistakes multiple times because of the unpredictability

nature of humans. Human errors can be considered the consequence, not the cause of
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organizational failures (Evans et al., 2022). Therefore, because it is challenging to
prevent people from repeating the same mistakes, security experts consider the human
element the weakest link in the cyber chain. Campean (2019) suggested that a human-
focused approach to security awareness and training should be explored.

Lin et al. (2022) developed a concept around proactive security behavior to examine
the relationship between people's creativity and organizational context to promote
involvement and decision-making within IT governance. Lin et al. (2022) concluded that
employees of organizations constitute serious security threats because they are often
prone to making bad decisions. Previous research explored the motivations and intentions
of employees who constitute insider threats using deterrence, prevention, and detection
controls. Deterrence and prevention controls would only reduce computer abuse among
the staff of an organization (Lin et al., 2022). Also, blame culture is prevalent in
organizations without established security controls to mitigate the security challenges
caused by human errors, which could result to data breaches (Evans et al., 2022).

Security breaches due to human error significantly impact customers,
organizations, employees, vendors, and the public, which may result in financial, legal
and reputation consequences (Evans et al., 2022). Cheng and Walton (2019) explained
that data breach disclosures have a negative implication on the market shares and the
business in general. Also, (Evans et al. (2022) concluded that the number of human errors
far exceeds what is reported in recent security literature. One most common causes of
human error are the inability to detect and correct these errors, as there are no apparent

provisions to reverse an unintended action because people perform repetitive tasks. Also,
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cyber-attacks are intended to exploit the human element vulnerability because it is
perceived to be the weakest link in the cyber chain (Evans et al., 2022). The human
element that interacts with systems must always be considered (Grobler et al., 2021).

It is suggested that employees should have a certain level of security awareness
training as a security control. Evans et al. (2022) argue that this suggestion is focused on
mitigating intentional attacks that exploit human weakness. However, it is ineffective for
an unintentional human mistake which is the cause of most security breaches. Examples
of unintentional human error include sharing sensitive data with a third party, accidental
data loss, and unauthorized information disclosure. One could think that insider threat
motivations are always intentional, but the actions of an insider that could cause harm to
the organization can sometimes be accidental (Abulencia, 2021). Organizations must
understand user behaviors and implement controls to detect and mitigate anomalies.
Haapaméki and Sihvonen (2019) suggested that organizations must implement effective
security controls that would protect against unauthorized user access to business-critical
data.

Integrating people, process and technology would provide the collaboration
required to develop a secure procedure to protect data from security breaches due to
insider threats. Abulencia (2021) argued most security incidents occur due to exploitation
of the human element vulnerability. Although it may not be realistic to eliminate all the
risks relating to human, organizations must take necessary actions to prevent the chances

of threats happening (Abulencia, 2021). Abulencia (2021) explained that human factor in
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security is critical and should be considered when developing security strategies and
policies for an organization.
Banking Industry Security Policies

Financial services providers ensure necessary safeguards and a degree of assurance
for transactions and customer accounts (Wodo et al., 2021). Also, regulatory obligations
aimed to improve data security and compliance with its requirements (Wodo et al., 2021).
Although it is believed that banking operations are easy to commence and available, the
risk and security concerns to transactions and customer data may be enormous. From a
closer perspective, the entire ecosystem of banking security includes third parties and
vendors who may not necessarily be in the banking business (Wodo et al., 2021).
According to Ghelani et al. (2022), IT leaders develop cybersecurity strategies to identify
and mitigate security risks and threats to sensitive business and customer data. IT leaders
must identify what steps to be taken in the event of a security incident and minimize the
impact by using the best practice approach to incident management. Vinoth et al. (2022)
explained that the banking industries must develop appropriate policies and procedures
supporting business objectives and decision-making processes to achieve minimal
residual risks. Considering the role of third parties and vendors in the banking space, it is
vital to address security concerns in the banking industry from a holistic viewpoint —
including all stakeholders, processes and regulations involved in the banking operations.

There is an increasing threat to customer data, posing severe concerns to the
current data-driven ecosystem. IT leaders have invested in security systems and training

in employee security awareness (Wodo et al., 2021). However, the threat landscape is
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evolving with increasing threat actors. Research analysis shows that the rate at which new
technologies are implemented supersedes the integration of methods and procedures to
safeguard data, and this does not reflect the level of security awareness campaigns
required to ensure the secure use of banking services (Wodo et al., 2021). Some
challenges with the banking industry include the lack of security controls, poor control
objectives, lack of awareness of current threats, lack of security skill set and shortage of
staff with an increasing occurrence of security incidents due to employee mistakes.
However, Crumpler and Lewis (2019) suggested that expanding apprenticeship
skills to young graduates could be a solution. Thakur and Purandare (2022) reported that
35% of the entire data breaches in recent times target the financial industries. Wodo et al.
(2021) explained that human behaviors constitute a significant risk in banking operations,
whose effect may increase with interconnectivity and online applications. Banks and
other financial industries are significant targets of cyberattacks because of the monetary
incentives. According to Ahmad et al. (2020), the threat landscape is evolving, and the
threat actors are more organized and sophisticated. The motivation for an attack on banks
includes cash benefits, fraud, extortions, and political and ideological consequences.
Security concerns in the financial industries have become more popular as a
business concern in recent times, especially in online banking and transaction
globalization (Farzan et al., 2013). To effectively mitigate the risks of cyber threats to the
banking industries, it is expedient to integrate a robust security framework into its
cybersecurity governance strategies (Altaf et al., 2022). Employees and contractors

constitute privileged insiders in the banks, and they need to be aware of cybercriminals'
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tactics and prepared for the increasing level of attacks (Wodo et al., 2021). IT leaders
must ensure they develop a risk management strategy and create a security awareness
sufficient to mitigate the increasing level of cyber-attacks in banking industries
(Dharmawansa & Madhuwanthi, 2020). According to Lemieux (2015), 21% of account
takeover cyber incidents for 2013 were reported, with 9% resulting in a successful fund
transfer from the banks.

The banks and their leadership must ensure that they maintain up-to-date industry
best practice policies and procedures relating to cybersecurity (Johri & Kumar, 2023).
Implementing the security framework is a great idea. However, IT leaders must ensure
security policy enforcement and compliance with enterprise security practices and
procedures (Kuzminykh et al., 2022). Employees and contractors must enroll in regular
information security awareness training to provide the necessary education to build a
secure culture that can withstand social engineering and other cyberattacks. A lack of
security awareness can result in cyber-attacks in an organization (Alzubaidi, 2021).
Need for Security Awareness and Organizational Readiness

Security awareness provides organizational readiness when dealing with insider
threat concerns. Organizational readiness provides the foundation for every organization
to address security concerns affecting every segment of the organization (Rodbert, 2020).
Employees must understand their roles and how it is vital to the security of the
organization’s sensitive assets and the overall security-conscious culture (Rodbert, 2020).
Most employees in large organizations do not think they are valued as an essential part of

the business. It is important to note that when an employee is valued and engaged, it
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plays a critical role in the organization’s security efforts (Rodbert, 2020). Mittal et al.
(2010) explained that organizational security strategies must integrate people, systems,
and policies. Therefore, it is essential to integrate technical and non-technical controls
and industry best practices to prevent insider threats (Lessa & Gebrehawariat, 2023).
Security awareness provides formal education or training on the various security
threats and how they can be recognized and prevented to keep the organization safe.
Organizations must build a culture that is security-focused and must be intentional in the
enforcement of its security policies. Grassegger and Nedbal (2021) argued that a security
awareness program is an essential aspect of an organization and its failure to provide
awareness, and other security initiatives may result in security incidents due to user
behaviors. The human factor and information security are strongly related and critical
factors for every organization as it is considered the weakest link in security (Campean,
2019). User roles must be defined, and every user must understand the business
expectations and how their roles can help the organization achieve its objectives. Hart et
al. (2020) demonstrated an ideal security policy and how it should assist users in
understanding their roles and responsibilities and how they can help protect the
organization’s information system. A robust security awareness program drives
organizational awareness, knowledge, and confidence to identify and respond to security
threats. Security awareness programs must reflect the organizational security policies as
major risk mitigation and clearly defines acceptable and unacceptable use or behaviors

(Hart et al., 2020).
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Adequately trained users play a vital role in the organization’s security posture and
reduce the chances of human errors that could potentially result in a data breach.
Organizations must ensure that a security awareness program is an essential aspect of the
security framework to minimize the risks of security threats. With the right level of
awareness, employees would have the appropriate knowledge of the industry’s security
best practices and understand the common aspects of social engineering attacks. Security
awareness training must be more expansive than existing employees as new hire security
education must be mandatory for every new employee to ensure an effective security
awareness program. Security awareness programs must ensure that security policies are
communicated and enforced. Enforcing a security-conscious culture is an essential aspect
of an organization’s security strategy to create awareness and help IT security managers
understand employee behaviors and how they can impact security procedures within the
organization (Bada & Nurse, 2019).

According to Alzubaidi (2021), security awareness programs must be continuously
reviewed to assess their effectiveness in minimizing security threats. The policies and
procedures developed by organizations should protect their digital assets from threats and
vulnerabilities. However, these policies and procedures must be widely accepted within
the organization and ensure management involvement to ensure effectiveness (Hu et al.,
2012). Employees’ noncompliance with security policies and procedures remains a
significant risk to the organization. Strategic leadership must coordinate all actions to
ensure continuous monitoring and policy enforcement to ensure compliance and reduce

the risk due to insider threats (Lehto & Limnéll, 2021). Businesses can mitigate their
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security challenges and make their security policies effective when their employees have
adequate security awareness training, and the program is implemented to cultivate a
security culture (Kurpjuhn, 2019).

Security awareness programs should involve every employee, from top
management to users. Tejay and Mohammed (2023) explained that business management
with the right security awareness training improves corporate and business efficiency
while enhancing technological performance by creating the right attitude and interactions
between users and information assets. Security awareness programs in an organization
help minimize the risk of security breaches that may result in losing customers and
business-sensitive data. An effective security awareness program simulates common
security mistakes that employees can make in real-world scenarios to help provide a
better understanding of how to identify and prevent them.

Transition and Summary

Section 1 included a discussion of the conceptual framework, significance of the
study, literature review and IT security management concepts and themes. Themes
include the impact of insider threats and the several industry approaches implemented to
prevent these threats. I explained risks of insider threats to the businesses and how they
are a significant concern to businesses. The section includes a review of security
strategies for preventing insider threats and identifying gaps. Section includes data
collection and analysis methods that were used to answer the research question and

ensure reliability and validity.



43

Section 2: The Project
The purpose of this qualitative pragmatic inquiry study was to explore the
effectiveness of the security strategies that IT security managers use in the banking
industry to implement secure procedures in order to protect customer and organizational
data from breaches due to insider threats. The population was IT security managers in the
banking industry in southeastern Canada who were aiming to improve their data security
strategies. An implication for positive change is that the results of this study may provide
a new understanding of secure processes that may prompt policy and strategy changes to
protect data from insider threats in the banking industry. The study's outcome may
contribute to positive social change by creating security awareness in banks and reducing
employee ignorance and maliciousness while ensuring compliance with standards and
procedures to prevent breaches which may improve customers' confidence in banking and
other related benefits of safe banking activities.
Role of the Researcher
I have been in the IT industry for almost two decades, and I started my career as a
network engineer, after which I advanced to a security specialist. Currently, [ am a
security architect for my organization. In this role, I am responsible for defining security
requirements, developing control objectives, and ensuring that the organization’s critical
assets have the proper controls. Over the years, I have gained extensive experience
involving security practices and implemented several security solutions for my
organization. However, I have not had the opportunity to explore or work on security

strategies involving insider threat prevention. As a result, I have gained interest in
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understanding insider threats, their impact, and how they can be prevented in my
organization. The first time I became interested was when working with a real estate
investment firm, where I deployed a network admission control system to help detect
rogue systems and prevent unauthorized access to the network. This broadened my
understanding of security threats and increased my curiosity about the impact an insider
threat could have on organizations. Also, I am interested in understanding the strategies
used by IT security managers in the banking industry to prevent breaches due to insider
threats.

As organizations grow, the tendencies of human-caused security incidents increase
because human elements are generally the weakest link in security (Abulencia, 2021). As
a result, I decided to research insider threats in financial institutions by understanding the
behavior of malicious insiders and the risk to the business. Previous studies suggest that
users’ personalities can be used to determine if a person would engage in activities that
could result in insider threats (Harms et al., 2022). I discovered that some actions of an
insider might not be deliberate, but the consequences to the business could be grave.
Even with the most security-conscious individuals, a single click or mistake could lead to
a severe security incident (Abulencia, 2021).

In qualitative research, the researcher is one of the primary data collection
instruments (Wa-Mbaleka, 2020). As the primary data collection instrument and sole
researcher, I conducted the study and collected and organized the data. Data collection
and analysis go through a modified iteration during qualitative research study (Johnson et

al., 2020). Also, I was responsible for data analysis and presentation of findings as well
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as eliminating all bias. During the data collection stage, I used an interview protocol, and
interviews were conducted until data saturation was achieved. Data saturation is often
used for sample size estimation in qualitative research (Guest et al., 2020). In addition to
open-ended interview questions, I used observations, field notes, interview transcripts,
security documentation and publicly available policy documents. Interviews provide
empirical data during the data collection stage of qualitative research (Kaur et al., 2021).
To ensure that open-ended questions were free from bias, I ensured that academic peers
and committee members reviewed them. Member checking was used to ensure the
validity of the results.

As a security architect with almost two decades of experience in IT security, I have
been involved in data security projects where I had access to sensitive data. I ensured data
were comprehensive enough during analysis by using the same data collection methods
for all participants. Equality is achieved, and bias is reduced when the same data
collection instrument is used for all participants. I proactively ensured that all bias was
eliminated by using peer review.

I also reviewed the Belmont Report from the United States Department of Health
and Human Services. The Belmont Report provides principles and guidelines for
protecting research study participants (US Department of Health & Human Services,
1979). The Belmont Report was used to address concerns involving regulations and
guidelines for protecting research participants (Brothers et al., 2019). I ensured that each
participant participated voluntarily with consent and knew they could opt out at any time.

I ensured that the participants are respected and that their privacy rights were protected.
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To ensure I adhered to ethical processes, I ensured all participants were not from the
same locations and did not have any personal relationships with me, either in my current
or previous place of work. Results from risk analysis were made available to participants
to help them decide to participate in the study.

In addition, I avoided bias during the selection process for the participants by
ensuring that selection criteria were based on the knowledge and ability to answer the
research questions. Open-ended questions provided the opportunity to ask transitional
and followup questions. Data were presented to peers and committee members for review
to ensure that bias were eliminated. I ensured that I gained participants’ trust by seeking
their consent prior to interviews and assuring them their information would be kept
confidential and they had the liberty to withdraw at any time. Establishing a good
working relationship and gaining participants' confidence during data collection for a
research study is vital and ensures the free release of information (Atakav et al., 2020).

Participants

Participants were IT security managers with at least 5 years of experience
involving data security strategies used in banking institutions for protecting sensitive
data. Participants were selected from the banking industry within southeastern Canada.
Participants’ experience involved data security as well as IT security principles. All
participants successfully implemented security strategies to prevent insider threats, were
security managers in the banking industries, located within the southeastern part of
Canada and had a minimum of 5 years of experience in IT security. For this research, I

used purposive sampling.
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I used LinkedIn, seminars and webinars as a means of contacting participants.
Social media platforms can be used to reach a wide range of participants, and the number
of consent may increase as a result (Protudjer et al., 2023). I gave each participant
informed consent and an invitation to participate in the research study. Consent must be
willfully given, specific, informed, clear and separated from other terms and conditions
(DLA Piper Intelligence, 2020). This allows the participants to understand that their
participation is voluntary, and they can withdraw their consent at any time (Murry et al.,
2023). I made initial contact with the potential participants via their emails and phone
calls, after which interested participants were shortlisted. According to Auxier et al.
(2019), recruiting research participants can sometimes be challenging because of
schedule constraints and participants’ availability.

Also, I ensured that I built trust and established a good working relationship with
the participants by ensuring they understood the importance of the research while
assuring them that their information would be protected during and after the study.
Establishing a good working relationship and gaining participants' confidence during data
collection for a research study is vital and ensures the free release of data (Atakav et al.,
2020). Participants’ privacy assurance, data confidentiality and informed consent are

essential and must be put into consideration (Aldbis et al., 2023).
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Research Method

I used the qualitative research methodology, which included a pragmatic
qualitative inquiry study. The qualitative research method allows the researcher to
explore different strategies used by industry experts for a given phenomenon (Coté-
Boileau et al., 2020). According to Cornejo et al. (2023), qualitative methods offer
solutions that are suitable for multidimensional investigations and explorations of
problems. Qualitative research methods are used to explore problems and provide
evidence of the event from the participants’ viewpoints and experiences (Saleh et al.,
2023). Also, Cornejo et al. (2023) explained that qualitative researchers could build
patterns, themes and data categories using inductive reasoning rather than deductive to
gain an in-depth understanding of the problem.

I chose the qualitative research method because this study explored and gained a
deeper insight into the strategies used by IT security managers to prevent breaches due to
insider threats. I did not choose a quantitative study because this research did not intend
to understand the relationship between variables or validate the research hypothesis.
According to Steils (2021), the quantitative research method uses statistical analysis,
surveys, or polls to evaluate the relationship between variables.

This study aimed to understand the collected data from the various participants
based on their experiences and perspectives. Because this study did not intend to test
theories or utilize numerical measures, I did not use quantitative methods. Quantitative

research methods use numerical functions to analyze a research outcome (Coté-Boileau et
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al., 2020). Quantitative research was not appropriate for my study because I did not
collect numerical data. The mixed methods combine qualitative and quantitative methods.
The combination of both qualitative and quantitative methods results in hypothesis
formation with minimal theorizing features (Mukumbang, 2023). I did not choose a
mixed-method approach because it involves the combination of both qualitative and
quantitative methods. For this study, I used data from the participants and rely on their
experiences rather than using a combination of statistical data analysis, finite measures,
and users’ viewpoints. Therefore, the qualitative method was considered the most
appropriate for this study.

The data collection technique for this study was based on the participants'
responses to the interview questions and the various organizational documents that was
provided. Also, qualitative research best uses oral responses from transcribed audio
interview outputs, written field notes and other non-verbal sources to explore research
phenomena. Therefore, a quantitative research approach would not deliver an in-depth
evaluation of the problem statement since I did not use any hypothesis for this research
study. The mixed method would also not be suitable for this study because it combines
both qualitative and quantitative methods, which would be time-consuming for this
research study. Mixed-method research involves the data collection, analysis and
integration of qualitative studies and quantitative studies (Guetterman et al., 2019).
Because this research study intended to have an in-depth exploration of the problem

statement, both quantitative methods and mixed methods was not suitable for this study.
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Research Design

This study used a pragmatic inquiry study as a research design. The researcher can
evaluate a problem more extensively within its environment when using pragmatic
inquiry (Kerins et al., 2019a). A pragmatic qualitative inquiry allowed the researcher to
collect data from multiple sources to proffer solutions to the problem. The choice of a
pragmatic qualitative inquiry study supported my investigation of different security
strategies used by IT security managers in the banking industry and their experiences in
implementing the strategies. A pragmatic qualitative inquiry effectively explores
phenomena from different participants and analyses real-life scenarios (Agrawal, 2021).
The qualitative pragmatic inquiry design was appropriate for this study because it helped
to explore and understand the security strategies used by IT security managers to prevent
data breaches that could be caused by employees and contractors who have access to
banking resources, facilities, and customer data.

IT security managers in the banks were the best participants to help understand the
experience and strategies they used in preventing data breaches due to insider threats in
the industry. Using the pragmatic qualitative inquiry provided an in-depth understanding
of the organization’s security strategies, roadmaps, and overall experience from the IT
security managers. Pagnini et al. (2021) argued that pragmatic qualitative inquiry
provides the opportunity to use multiple approaches when collecting and documenting
the participants’ experience of specific phenomena. Because the study was validated
across various banks, the pragmatic inquiry showed the study's outcome to be

transferable within the banking industry.
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One of the alternatives considered was a phenomenological and ethnographic
research approach. Ethnographic design is dependent on the researcher’s ability to
understand the culture and social orientation of the people, which can be overwhelming
(Ravindran et al., 2020). Also, Coté-Boileau et al. (2020) explained that Ethnography
research may require that the researcher observes and understands the research subjects
by living or experiencing the participants’ environment. This method may itemize areas
of strength that can be improved from the participant’s experience (Hagues, 2019).
Because my research work intends to explore the security strategies used by my
participants and not intervene in their situation, I think this approach may not be
appropriate for my study. Researchers use the phenomenological approach when trying to
understand the perspective and experience of the target population instead of explaining a
phenomenon from the participants’ experience. Allowing the participants to interpret and
attribute meanings to a phenomenon based on their experiences (Frechette et al., 2020).
Therefore, this approach was not appropriate for this study. This study aimed to explore
and learn from the successful implementation of strategies from the participants'
experience and not go over the transition with them.

Another alternative research design considered was narrative. Researchers use this
approach to gain insight into the meaning of life through stories (Parks, 2023). However,
my research focused on exploring the participants' strategies, so I think this was not
appropriate for my study. The descriptive design is suitable for mixed methods or for
investigative analysis when gathering data, and there is a need to present a description of

a phenomenon (Turale, 2020). The descriptive design was not appropriate for this study
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because this research was not to describe events or provide background information about
any geographical boundaries but to explore the security strategies used in financial
institutions to prevent breaches due to insider threats.

To ensure data validity for this research, I ensured data saturation was achieved.
Data saturation is vital in a research study because it ensures that all necessary
information is collected and there are no new data that could be important to provide a
new theme within the study (Eakin & Gladstone, 2020). I collected data until there was
no new available data to achieve data saturation. Achieving data saturation ensured that
all essential data elements for the study had been collected and that nothing was left out
that are critical to answering the research question (Eakin & Gladstone, 2020). This study
ensured data saturation by ensuring that all interview questions were answered by
multiple interviewees and that other data sources covered all the possible themes
identified in the literature review.

According to Santana-Cordero and Szab6 (2019), a researcher must integrate
document analysis with interview protocols during exploratory qualitative research. Also,
I reviewed field notes to identify if there were concerns raised during the interview.
Using multiple data collection tools increases the chance of achieving saturation because
the amount of data collected from various perspectives increases (Mwita, 2022). By
analyzing the contents of the field notes, the researcher can weigh the benefits and

concerns of the research study (Jain, 2021).
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Population and Sampling

The population of my study included IT security managers, security architects and
security administrators in the banking industry in Toronto, Canada. The selected
population for the study had knowledge and experience with information security
management strategies. These managers had developed and used security strategies to
secure customers’ and banks’ data from breaches due to insider threats. The participants
in this pragmatic qualitative inquiry study were from southeastern Canada. I used
purposive sampling to select the research participants because their experience and
knowledge were critical to the research study. To deliver the research objective, the
researcher must consider the participants’ knowledge and skillset using purposive
sampling during selection (Walsh et al., 2020). Also, Tuthill et al. (2020) explained that
participants’ experiences in a phenomenon must be factored in during selection in
qualitative research. Using purposive sampling is suitable and helped focus on the banks
that had implemented strategies to prevent insider threats which helped answer the
research questions for this study.

This study sample population was at least six participants who were solution
architects, IT security managers and security administrators. The sample size is essential
to ensure the study's validity (Glenton & Carlsen, 2019). All participants met the criteria
of six years of minimum experience and knowledge of security management strategies
and had worked in the bank for a minimum of three years. According to Etz et al. (2019),
adopting expert sampling ensures that subject matter experts are used, which improves

triangulation and the study's validity. The selected criteria helped me collect the data
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required to answer my research question: What data security and management strategies
do IT security managers use to prevent breaches due to insider threats?

I ensured data saturation by comparing the outcomes of the individual interview
sessions and document analysis until further data collection was no longer required due to
any new data. The same interview questions were used for all the participants to ensure
data saturation. Xu and Zammit (2020) emphasized that data saturation is a pivotal aspect
of qualitative research. Explaining that the same set of data would be returned to the
collection as there would longer be any new data necessary for the research study. Also, I
ensured that member checking was done to further ensure the credibility of the study.
Researchers in qualitative studies must emphasize on the credibility of the study (Eldh et
al., 2020). The data collection, triangulation, all relevant documents, and the number of
participants helped ensure data saturation for my study. This study ensured that the
interview questions were consistent and the same for all the participants to attain data
saturation. Farley (2020) emphasized that researchers may sometimes reach data
saturation with the selected sample size. My sample size for this study was at least six
participants.

The interview location and mode may affect the quality of the interview and the
collected data. Given this, the interviews were set up with each participant via an agreed
medium. Arquilla and Guzdial (2020) explained that using virtual conferencing with
participants is highly recommended as it convenient. The plan was to interview all
participants face to face or via online communication media such as Skype, Zoom or MS

Teams. Each interview session took about 30 minutes to 1 hour. If the interview was to
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take longer, I ensured the participants take a break to be comfortable. Also, I ensured I
conduct a follow-up interview with the participants to achieve member checking. Pessoa
et al. (2019) explained that conducting interviews help to understand the participants’
viewpoint and experiences on the research questions. Previous participants were
interviewed to understand their experiences of the entire process (Bremner, 2020).
Ethical Research
Research ethics is an essential part of any study. Not considering this could result in
potential physical, psychological, and social-economic harm to the participants and the
researcher (Gelling, 2019). The ethical expectations of a research study are the
researcher's responsibility (Cumyn et al., 2019). Ethics is essential to protect the privacy
of all the research participants. I have completed the required CITI doctoral training on
ethics and protecting human research participants. This helped me conduct the research
ethically to prevent harm to the participants from any harm to the privacy and
confidentiality of their information (see Appendix A).

I emailed participants a consent form to obtain their informed consent before the
interview. A researcher should inform the participants of the procedures and other risks
involved in the research study (Tolich, 2019). The informed consent form can be found in
Appendix B. In the form, I informed the participants on the process, their roles in the
study, the study objectives and how the outcome of the study would be used. The
participants were given full disclosure to voluntarily indicate their absolute willingness to

participate in the research study based on these conditions. I also informed the
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participants in writing and verbally that they could withdraw their consent and
willingness to participate or continue in the research at any time.

The consent form clearly stated the research topic, the participant's right to
withdraw, the interview process, and any incentives disclosure. I ensured that the
participants understand that participating in the research was valuable and can benefit the
development of security strategies in the banking industry. Also, I communicated both in
writing and verbally to the participants that their participation in this study did not
include any financial incentives. Noting that financial rewards could compensate for the
participants’ time and efforts, it could also be seen as creating an undue influence or
coercion (Zapata-Barrero & Yalaz, 2020).

I assured the participants of the privacy and confidentiality of any information they
provide or were collected during the research, including names and other data. Privacy
protection was ensured in the interview protocol. The participants were in a location,
preferably away from their office, where their communication was not overheard or
interrupted by anyone. Trust is built when the participants are assured that their
information would be preserved and confidential (Gelling, 2019). Assuring the
participants of the confidentiality of their information could guarantee the authenticity of
the participants' statements (Surmiak et al., 2022). As a result, participants’ information
was protected using anonymization. The anonymization process was done by
representing participants' information with some codes so they cannot be used to identify
any participants. Unauthorized access to participants' personal information could

significantly impact their reputation and ability to move on (Brimblecombe, 2020).
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In addition, all the data collected from the participants was encrypted using the
Bitdefender full-disk encryption solution. All files and data were stored in the cloud and
would be destroyed after five years.

Data Collection
Instruments

This study aims to explore the strategies used by IT security managers to prevent
breaches that can be caused by employees and contractors that have access to customers’
and banks’ sensitive data. I am the primary data collection instrument for this qualitative
research. As the primary data collection instrument, I used an interview protocol with
semi-structured in-person interviews using open-ended questions, field notes, industry
documents, security archival records and other publicly available security documents.
Using a traditional structured interview does not give the participants the opportunity to
tell all the story from their experiences (Goopy & Kassan, 2019). Interviews are
considered an essential data collection instrument for the researcher to collect
comprehensive information about the experience and skill set of the participants (Jones et
al., 2019). I conducted a semi-structured interview as specified in the interview protocol
in Appendix C. The data collected from the interview, field notes and industry documents
were kept confidential using the NVivo coding approach.

The interview duration was 30 to 60 minutes at a time convenient and agreed
upon by the participants. I supported the interview data with field notes and evaluation of
at least 10 security-related documents and archival records in the organization. The

researcher combines interview protocol with observations to answer the research
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questions (Roberts, 2020). Also, a semi-structured interview allows the researcher to ask
follow-up questions to better under the participant’s experience (Macias & Contreras,
2019). I ensured that the participants consent and know that the interview session would
be recorded before the interview. This allowed the review of the recorded script to
understand the discussion better.

Researchers use multiple data sources for triangulation to increase the study's
validity, credibility, and reliability (Lemon & Hayes, 2020). This approach helped
mitigate all biases to increase the validity of the study's outcome. Also, researchers may
use semi-structured interviews and probing to understand the participants' perspectives
and experiences (Brawn & Clarke, 2019). The interview strategy was to gain the
participants' trust using open-ended questions. Each participant was to answer 13 open-
ended questions freely. By using open-ended questions, the researcher built a rapport
with the respondents, which helped expand their responses and provided a more helpful
understanding of the research questions.

Member checking was done by following up with the individual participants and
having them verify all information collected during the interview to ensure data accuracy.
Member checking is essential in a study to provide credibility and validity (Candela,
2019). Member checking ensures the integrity of the research process by sharing the data
collected during interviews with the participants to ensure it resonates with their
experiences (Brear, 2019). Internal information security documents were reviewed as the

secondary data source. These documents include policies and procedures, archival
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records, and other publicly available documents. The secondary data supported the data
validation of the primary data collected during research and ensured its triangulation.
Data Collection Technique

The data collection entails conducting semi-structured interviews, using field
notes, and analyzing documents. This process included the participants' identification and
selection, sending out the informed consent form, performing the interview, member
checking and ensuring triangulation in the study. Using an interview protocol allows the
researcher to collect meaningful information and participant experiences regarding the
research problem (Naeem & Ozuem, 2021). I commenced the data collection phase for
this research after obtaining the Walden University Institutional Review Board (IRB)
approval. IRB approval is a requirement for all research that involves human and animal
participants (DiGiacinto, 2019). The primary data collection for this research was from
the interview I conducted with the participating security managers, architects and CISOs
from various financial institutions. I formally invited the prospective participants by
email (See Appendix D). The interviews helped to have a deeper understanding of the
experiences of the IT security managers and other participants. The participants were
expected to answer the research question as they reflected on their experience and skill
(Hamilton & Finley, 2019). A semi-structured interview was used, and the interview
discussions were recorded using the audacity application. Before the interview sessions,
the participants received a consent form via email to help them provide their consent and

understand that they could withdraw at any time during the research.



60

On the interview day, I arrived early to test the audacity application for audio
quality and to see if the application would function as expected. The interview was
conducted for each participant at their convenient time and location or via Skype, Zoom,
Teams or Google Meet. The data that was collected was transcribed after the interview.
Also, I took field notes as part of the data collection process. I used the field notes to
confirm what was discussed during the interview session and asked the participants for
clarity should there be any deviation. I conducted member checking to ensure the
consistency and accuracy of the interview transcripts. Member checking ensures that the
researcher follows up with the participants to validate the data collected (Caretta & Perez,
2019).

I contacted the participants to collect industry policy documents, archival records,
and other operational documents related to the research study. The documents were
reviewed as part of the data analysis process. I collected additional documents from
public websites such as banks, government websites and other regulators' websites and
ensure they were reviewed before and after the interview.

Data Organization Techniques

Researchers use various approaches during the data organization stage to organize
the identified materials from the field (Champagne-Poirier et al., 2021). Files from each
organization were stored in electronic format in separate folders to allow for easy
identification. Also, the audio files, transcript and soft copies of other secondary data
collected were included in the folders. Hardcopy documents that were scanned due to

various constraints were kept safely in individual document files and labelled according



61

to the organization. The document files were securely locked in a safe and would be
returned to the participants after completing the research. Researchers must develop
techniques to provide a detailed outcome that would account for missing data within a
specific data set (Chan et al., 2020). As a result, I ensured that I accounted for every
question the participants did not answer due to nondisclosure or information sensitivity. I
assessed the impact level of every missing data within the study.

Managing data in research is essential for the success of the research and must be
kept securely for the entire period and disposed of afterwards (Kavitha et al., 2022).
Chauvette et al. (2019) explained that the current technological advancement has made it
convenient and possible to store and reuse data and other digital content over a period.
Organizing qualitative data in a single repository is essential for proper coding, labelling,
theming, and data categorization within the same platform (Al-Eisawi, 2022). The data
collected for this study were encrypted with the Bitdefender full-disk encryption solution.
The data collected would be retained for a maximum of Syears in a locked file cabinet,
after which they would be destroyed. I used a logbook to record the research process,
analyzed and organized the collected data. Also, I stored all the recorded audio
interviews, field notes, internal documents and other data collected. The recorded audio
script was transcribed to produce the verbatim text. Also, the memo was used for adding
notes and other comments during the study.

Themes were documented in the research logs to keep track of the understanding
and patterns during the interview. The interview protocol, as a form of participant

observation, provided insight into the participants' perspectives and experiences,
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generating the appropriate themes for the study (Adekoya & Guse, 2020). The collected

themes were mapped to emerging strategies. The emerging strategies IT security
managers used to prevent breaches due to insider threats were documented as they
increased. The thematic analysis provided the similarities in the various responses from
the participants.
Data Analysis Technique

Researchers in qualitative studies emphasize the importance of the data collected
and how they are analyzed and interpreted (Williamson et al., 2020). Researchers use
data analysis to transform the collected data to provide more insight and value (Jahja et
al., 2021). Data analysis should include compilation, categorization, re-organization
based on the entire theme, and data translation to describe the emerging themes (Abram
et al., 2020). I adopted this approach to develop the research themes from the data. The
outcome of thematic analysis provided the basis for deeper insight into some specialized
analysis (Lester et al., 2020). Also, I used methodological triangulation to provide a
deeper understanding of all the emerging themes from the study. The use of data
triangulation for data collection from multiple sources enhances the analysis process from
various perspectives to validate the data (Beresford et al., 2020). Researchers use
thematic analysis to label, categorize and interpret the theme from the collected data set
(Brower et al., 2019). Given this, I used thematic analysis to label, categorize and
interpret the themes from the various data set.

Researchers use thematic analysis to deepen the understanding and discover hidden

themes within the various data sets by identifying patterns which are reported as the study
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themes (Lochmiller, 2021). The basis for identifying the themes was to identify and

analyze the data. I used a thematic analysis approach to ascribe meaning to the recorded
audio interview transcript, the field notes, and other industry documents. During the first
phase of the data analysis, I obtained a transcript of the recorded audio interview, the
field notes, and the interview questions in Microsoft Word. Then, I became familiar with
the interview from the audio recording and the field notes to identify and eliminate data
irrelevant to the research.

More so, I used coding to classify the data for comparison with other aspects of the
collected data. Coding with the aid of software helps to identify and categorize data for
comparison with components of the data set (Gilmore et al., 2019). I used the NVivo
software for coding, categorization, and thematic identification for accurate data
interpretation. The NVivo tool is an essential data management tool that provides
thematic analysis to help the researcher make informed decisions (Sezgin et al., 2019). In
addition, I took notes of the discussions to check for misconceptions from the
participant’s understanding or interpretation of the interview questions. Researchers use
the coding process to identify additional codes that may emerge using common patterns,
themes and other categorizations related to the research question (Locke et al., 2022). I
used the data matching approach to identify common themes during the data analysis.

The identified themes helped compare the findings of previous studies and their
relationship with the literature review and the conceptual framework for this study. The
theme categorization helped present the results, recommendations for future research, and

research study conclusions.
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Reliability and Validity

The reliability and validity of a study are essential for ensuring that the study's
outcome produces quality and transferable knowledge. A researcher must understand the
reliability conditions and criteria for the validity of the study's outcome (Yadav, 2022).
Also, Mwita (2022) explained that qualitative research must ensure reliability and
validity to produce credible and transferable knowledge.

Reliability

Reliability shows the degree of trustworthiness of the findings of a research study.
The study's findings' consistency ensures the industry's constant research dependency.
For this study, I ensured the findings are reliable by using multiple data sources and
addressing all dependencies by member checking during the interview to ensure data
saturation. Member checking and data saturation enhance the research findings'
trustworthiness (Guest et al., 2020). According to Yonas et al. (2023), member checking
ensures that interpreted data is verified to improve its reliability. I ensured the
participants reviewed the interpreted information for clarity and to improve its
trustworthiness. I ensured that I described the context of the study in detail so it can be
transferable or always produce the same result under the same conditions.
Validity

The validity of qualitative research shows consistency in the data verification and
findings (Schweinsberg et al., 2023). Also, the validity of the research depicts the
effectiveness of the research instruments used for the findings (Coleman, 2022). To

ensure the validity of this study, I ensured that the participants reviewed the interpreted
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data and the findings to provide clarification or corrections if there was an error. I also
used numerous questions to help analyze the participants' responses. Antonietti et al.
(2023) explained that validity could be achieved when the researcher uses numerous
options to explore any concerns about the study's validity. I ensured that data saturation
was achieved by collecting data to the point that no additional information obtained from
additional data collected. Four parts are required to validate a qualitative study —
credibility, transferability, dependability, and conformability (Moukhah et al., 2023).
Dependability

Interview protocol was used in addition to industry documents and research
journals to create audit trails that provided the dependability and confirmability of the
study. Conforming to a research protocol during data collection would eliminate bias in a
study (Ivey, 2020). The researcher must have an audit trail that records all the procedures
and happenings throughout the study (Dasaklis et al., 2022). The audit trails help
prospective researchers to understand the occurrence during previous research. The
dependability of a research study greatly depends on the audit trail created during the
study (Campbell et al., 2020). Also, I ensured the study's dependability by using the
interview recording, transcripts, and follow-up interviews through member checking.
Member checking ensures the dependability of a study through follow-up interviews and
deep data analysis (Kusuma et al., 2023). I described and documented this study's

processes, methods, and designs.
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Credibility

The credibility of research can be reached when the collected data is adequately
peer-reviewed and enough to support the study's outcome using appropriate evidence and
member checking Ningi (2022). I used member checking to validate that the interview
details conform with the perspectives shared by the participants. Dyar (2022) argued that
researchers validate the credibility of qualitative research when the findings conform with
the shared views of the participants. The study's credibility becomes questionable when
the respondent’s perspective does not conform with the study's outcome.

Transferability

Transferability is the degree to which research findings can be transferred or
applied to other contexts (Moukhah et al., 2023). The transferability of the research
outcome can be defined when the context of the findings is enumerated (Younas et al.,
2023). I documented the study's limitations, delimitations, and assumptions so that other
IT security managers would make more informed decisions when using the research
outcome. Also, I ensured that external parties reviewed the research findings with
relevant and similar experiences with the participants. Research outcomes are considered
transferable if it resonates with external parties with similar experience, especially if they
did not participate in the research (Klem et al., 2022). I provided a detailed interview
procedure and used the interview protocols to support the transferability of the research

outcomes.
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Confirmability

Confirmability shows the degree to which the researcher demonstrates that the
study's outcome represents the participants' perspective without bias or the researcher's
viewpoint (Manouchehri et al., 2022). Also, a researcher can ensure confirmability when
the focus is on the data collected and the interpreted data is based on the participant's
perspective without prejudice (Korstjens & Moser, 2018). Although the participant's
perspective is critical for determining confirmability, triangulation and multiple data
sources would help maintain credibility (Adler, 2022). I maintained a detailed field note
and sought the perspective of other professionals to ensure that I achieved confirmability
for this study.

Transition and Summary

The aim of this pragmatic qualitative inquiry study was to explore data security
strategies that I'T security managers used in the banking industry to prevent insider
threats. I ensured I kept all data collected from participants’ interviews confidential using
the NVivo coding software. I used the interview protocol (see Appendix C) to mitigate
bias in this study. Also, I used semi-structured interviews. I explored strategies used by
IT security managers in banking industries to prevent insider threats. I used online
industry documents, security archival records, banking industry website documents and
other publicly available security documents. I used six participants as a sample size. I got
the approval of the Walden University Institutional Review Board (IRB) before I started
data collection for this study. I ensured that all the participants received an informed

consent form (see Appendix B) and the interview protocol (see Appendix C) before



interviews. I used Zoom for the video interview with each of the participants. I used
industry documents to complete the triangulation. I imported all data collected from
participants to NVivo 14 for data organization, analysis, and themes identification.
Section 2 included an overview of the purpose statement, my role as the researcher,
population and sampling, data collection, data organization techniques, data analysis,
reliability and validity, and the research methodology.

Section 3 includes presentations of research findings, applications to the IT field,
and implications for social change. I also address potential areas for future study,

reflections, and conclusions.

68
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Section 3 Application to Professional Practice and Implication for Change

The purpose of this qualitative pragmatic inquiry study was to explore the
effectiveness of security strategies that IT security managers use in the banking industry
to implement secure procedures in order to protect customer and organizational data from
breaches due to insider threats. The population was IT security managers in the banking
industry in southeastern Canada who were aiming to improve their data security
strategies.

Presentation of Findings

I used Zoom interviews for the data collection from IT security managers, working
in the banking industry for at least 5 years. Also, I reviewed 25 documents collected from
banks and regulator websites, government organizations, and other related online sources
for standards and security frameworks such as NIST and ISO.

I interviewed six IT security managers in the banking industry using Zoom
communication software. After the introduction and proper permission, I recorded
interviews and took necessary notes. I also included industry documents on security as
part of data collection. I used NVivo 14 for data organization, analysis, and coding of the
recorded interviews. Conclusions and reflection of this study are presented at the end of
this section. The following themes resulted from the data analysis stage: security
standards, procedures, and policies, information security education and training,
organizational security culture, asset management, identity and access management, and

data security.
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All participants were assigned unique identification number (IP-1, IP-2, IP-3, IP-4,

IP-5, and IP-6) to protect their privacy. Industry documents include National Institute of

Standards and Technology (NIST), International Organization for Standardization

(ISO/IEC), Payment Card Industry Data Security Standard (PCI DSS), and cybersecurity

maturity model certification documents.

Table 1
Themes
Themes NVivo Data Participants’ Count Document Count
Analysis Tool
Word Count
The need for 30 6 8
administrative
controls
The need for 64 6 8
information
security education
and training
The importance of 34 6 8
organizational
security culture
The importance of 61 6 8
asset management
The importance of 6 8
identity and access 73
management
The importance of 61 6 8

data encryption

Table 2 involves information about the six participants regarding their years of

experience in the banking industry and current geographic location.
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Table 2

Naming Convention for Participants

Participants Geographic Location
IP-1 Southeastern, Canada
1P-2 Southeastern, Canada
IP-3 Southeastern, Canada
1P-4 Southeastern, Canada
IP-5 Southeastern, Canada
IP-6 Southeastern, Canada

According to Boto-Garcia (2023), cybersecurity risk has become a great concern to
IT security managers due to the rise in the use of technologies. Organizations that provide
consistent and adequate information security awareness training to their employees are
less likely to suffer breaches due to unhealthy security practices (Yao et al., 2019). The
NVivo tool plays a vital role in data analysis and helps the researcher deduce themes in
qualitative research (Robins & Eisen, 2017). The themes from this study aligned with the
purpose of the study and the literature review. The outcome of the findings also aligned

with the ANT. All identified themes were reviewed as they related to the ANT.
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Theme 1: Administrative Controls
Administrative controls in the banking industry to prevent breaches due to insider
threats were a theme according to participant interviews. This category has subthemes,
including security frameworks, policies, security procedures, and security standards.
Table 3

Administrative Controls

Data Security Security policies Security Security
frameworks procedures standards

Participants 6 6 6 6

Documents 8 8 8 8

Table 4 includes a list of documents used for the data triangulation and downloaded from
public and government websites.

Table 3 shows that six IT security managers participated in the interview that
generated the following subthemes: security frameworks, security policies, security
procedures, and security standards (see Table 4).

Table 4

List of Documents

Documents Participants Document Page Count
NIST SP 800-53 All 14-16

NIST Special Publication  All 16- 20

800-100

PCI DSS v4.0 Quick All 15-22

Reference Guide



73

Payment Card Industry
(PCI)

Software Security
Framework

ISO/IEC STANDARD
27001

Cybersecurity Maturity
Model Certification
Version 2.0

ISO/IEC TS
SPECIFICATION 27008

Personal Information
Protection and Electronic
Documents Act (PIPEDA)

All

P-4, IP-6

IP-1, IP-4

All

All

23

60

Participants validated the need for security frameworks in the security program

and that the NIST framework was adopted in the banking industry as part of the strategies

used to prevent breaches due to insider threats. The Payment Card Industry Data Security

Standard (PCI-DSS) for card data security, were adopted as part of the strategies for

preventing breaches due to insider threats. The participants confirmed that the ISO 27001

certification provided the security standards used in building an effective and robust

security management system for data protection as part of the strategy to prevent

breaches due to insider threats.

Personal Information Protection and Electronic Documents Act (PIPEDA) is

a Canadian privacy regulation that provides guidelines for protecting the rights and

privacy of consumers in Canada. The law provides guidelines to all private organizations,
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including banks, on collecting, using, and distributing consumer data. Participants
confirmed the need to protect consumer data and that the PIPEDA regulation
helped in developing the banks' security program and strategies to prevent breaches due
to insider threats. Participants implemented the following subthemes:
Security Framework

Frameworks provide the means for standardizing service delivery to improve the
efficiency of the organization’s security program. Frameworks are often implemented to
provide a common language and understanding between organizations and their clients.
Cybersecurity frameworks provide standards, guidelines, and industry’s best practice
approach to managing organizational risks. Using a cybersecurity framework, an
organization can prioritize a repeatable and cost-effective means to promote data security
and resilience within the business. A bank’s ability to operate and do business is based on
the condition that it shows its adoption of specific standards and the maturity of its
information security program (Pollmeier et al., 2023). Participants mentioned that
their organizations developed security programs around the NIST SP 800-53 Risk
Management Framework. Participants IP-4 explained that the Risk Management
framework allows the bank to integrate its data security, privacy, and other risks
associated with third-party management into the overall organizational security strategy.
Emphasizing that the effectiveness of the security program is dependent on how well the
bank can manage its organizational risk.

According to IP-5, organizational risks can be caused due to activities of

both internal and external individuals, such as employees, contractors, and third-party
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vendors that constitute specific insiders. The NIST SP 800-53 provides a risk-based
approach to security controls selection and specifications that provide an effective
security program for an organization. Participants emphasized the need for consumer
privacy and that their security strategies are tailored to meet the requirements for
PIPEDA. Security policies are developed to help banks meet their PCI DSS compliance
obligations and strengthen their strategies for data security in preventing breaches due to
insider threats. Participants IP-1 and IP-4 mentioned that their security strategies combine
various frameworks, including the CIS Cybersecurity Maturity Model, the ISO 27001,
and the NIST framework. Stating that using this combination of frameworks and
standards provides a comprehensive list of controls and policies that help improve the
security posture for the banks in preventing breaches due to insider threats.

Using the ANT framework, all the participants explained how they achieved data
security in the banking industry from interactions created between people, security
policies, and technology. According to Lee (2023), data security is achieved when data
confidentiality, integrity, and availability is achieved from the interaction of people,
policies, and tools. According to IP-5, the security frameworks are essential to help the
banks improve their security posture and establish effective security practices while
achieving compliance with regulations. In addition, IP-1 mentioned that the primary
objective of cybersecurity in the banking industry is to protect critical assets, including
business and customer data. IP-2 mentioned that the security framework helps banks
develop policies and procedures that can help establish and maintain security controls for

preventing breaches due to insider threats. The outcome of this study aligns with the
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conceptual framework as it demonstrated the interaction between the people and the
security policies and procedures to achieve data security to prevent breaches due to
insider threats.
Security Policies

Writing an effective security policy is essential for banks. Financial institutions are
exposed to a variety of risks which include but are not limited to operational and
transactional risks. Information security policies provide a set of rules or statements that
guide the employee’s behavior concerning their responsibilities to the organization, data
handling, and acceptable use of critical and noncritical assets. The security policy defines
employees’ desired behavior and contributes to the organization’s security posture. A
security policy noncompliance can be very damaging to an organization. Organizations
must invest in tools to detect policy noncompliance and potential breaches (Li &
Hoffman, 2023).

All the participants confirmed that they had implemented security policies aligned
with the business objectives. Participant IP-3 confirmed that the information security
policy should include an acceptable use policy that defines how an employee must handle
company data and assets. Also, [P-4 commented that employees must understand their
responsibility to protect the organization's critical assets as defined in the information
security policy. IP-3 discussed the need to punish employees if they violate the
organization's information security policy. Stating that policy enforcement is essential to

improving the organization's overall security posture. The use of technology cannot
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provide absolute security assurance without a properly developed and enforced
information security policy (Li & Hoffman, 2023).

IP-3 commented that banks must be deliberate in enforcing security policies and
that procedures should be laid down to assess policy effectiveness and ensure periodic
reviews and corrections. IP-1 emphasized the importance of security policies in
protecting the business's physical and digital assets. IP-2 stated that security policies must
define the roles and responsibilities of the individuals and that business leadership must
drive security. Stating that business leadership must understand the importance of
information security and its effects on the business. Also, IP-2 mentioned that security
policies must include data classification and handling processes to categorize data
depending on sensitivity and value to the business. The severity of data would determine
the level of security controls that must be applied to it. IP-5 also reiterated the need to
assign data owners after identifying critical assets and data elements.

Security policies must ensure appropriate data governance to help banks identify,
detect, and protect critical assets. All participants mentioned that security policies must
include security awareness training for all new and existing employees. Security
awareness trainings must have sufficient instructions on security best practices, potential
security threats such as ransomware, phishing attacks, password policies, and security
industry best practices approach to preventing breaches. The outcome of this study aligns
with the ANT framework as it defines the interaction between the employees and the
security policies to create security awareness that could help prevent breaches due to

insider threats.
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Security Procedures

Security procedures provide the activities required to perform specific security
functions or tasks. Procedures define the series of steps that an implementer needs to
follow consistently or repetitively to achieve an expected outcome. When banks
implement effective security procedures, it provides some expected actions that can
support the business processes when conducting security functions. All participants
commented that banks must have clearly defined security procedures that must be
communicated appropriately. IP-2 suggested that when security procedures are
implemented, it promotes process improvement and employee training.

Procedures drive the implementation of consistency required to decrease variation
in the organization’s security processes (Fay & Patterson, 2018). IP-3 emphasized the
need for all employees to understand the organization’s security procedures as this
increases performance and improve process quality. When the variations in the security
processes are minimized, organizations can increase security controls within the business
(Fay & Patterson, 2018). All participants explained that lack of clear procedures or its
implementation and enforcement could result in organizational inefficiency in its security
program.

According to IP-4, the absence of clear procedures is the primary cause of security
negligence among employees, which could result in insider threats. IP-3 commented that
banks need a matured security program that details its security procedures to structure
employees’ behaviors and create a security-conscious culture. Effective information

security procedures inform better understanding and influence employees’ security



79
behaviors (Ogbanufe & Ge, 2023). All participants agreed that security procedures must

be designed to help banks meet their business needs. Also, security procedures should
provide banks with the framework that influences their architectural design,
implementation, and management. The outcome of this study aligned with the ANT
framework as it defines the interaction between staff and business strategies in creating
security procedures by collecting information from the organization and staff.

Security Standards

Security standards provide guidelines and industry best practices that banks can
implement to improve the overall security posture. Information security standards are
integral to business operations within banks and other financial institutions. Information
security programs governed by industry standards help protect business digital assets
from malicious insiders and external threat actors. All participants commented that a
robust security program with industry standards would reduce the risk of security
breaches within the banks. IP-2 commented that security controls with industry standards
would prevent unauthorized access to an organization’s critical assets.

All participants commented that cybersecurity standards can help banks to identify
and develop measures to protect business-critical assets from cyber-attacks. IP-3
commented that security standards provide necessary guidance on responding to threats
and recovering from security incidents. IP-4 commented that implementing the ISO/IEC
27001 provides the banks with the frameworks for managing business-sensitive data. I[P-6
commented that the ISO/IEC 27001 provided the requirement for implementing security

controls and performing risk assessments for banks.
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All participants commented on the importance of the NIST framework as it
provides a set of standards used for managing security risks within the banks. According
to IP-6, the NIST frameworks help banks to identify and manage security risks in a
structured manner. IP-4 commented that implementing the NIST framework helped the
bank establish security baselines to improve security posture and identify security risks.
All the participants commented that banks must develop and implement security
processes based on industry standards to identify and resolve security incidents. All
participants commented that the NIST cloud security framework (NIST CSF) could be
implemented with ISO 27001 as they have similar principles, including business
leadership support, continuous improvement, and risk management approach.

IP-3 commented that implementing appropriate security standards would help
banks put necessary plans in place and change its security practices to build an
organization-wide security culture. The outcome of this study aligned with the ANT
framework because as the banks develop and implement security standards, it changes
the security practices and improves the interactions between the employees and these
standards to build a security-conscious culture within the bank.

Theme 2: Need for Information Security Education and Training

According to all the participants, security education and training are very important
in preventing breaches due to insider threats. [P-2 commented that an effective security
program improves the behavior of employees by driving a positive behavioral change that
supports the security objectives. IP-3 also mentioned that security awareness training

improves the employees' knowledge of security procedures and drives behavioral
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changes and beliefs that create a more security-aware culture for the bank. All the
participants mentioned that banks need security education and training for employees to
create awareness of security threats and provide the required knowledge and skills for
security policy compliance. IP-4 mentioned that security awareness and training could be
critical in improving the banks' security posture as most employees may need to be aware
of the various security risks. In developing strategies to prevent breaches due to insider
threats, all the participants mentioned that effective security education and training can
minimize the risks of losing sensitive business and customer data. IP 5 emphasized an
effective security program helped the employees see the importance of security and that it
is everyone’s responsibility. IP-6 mentioned that it is vital for employees to understand
the business and the various security risks around it. All the participants stressed the need
for the Human Resource Management team to include mandatory security training for
new and existing employees. Stating that employees should be made to participate in
mandatory security awareness training at least annually. Security must be driven by
senior leadership and built into all bank policies and processes to instill a security-aware
culture.

Table S

Responsibilities and Components of an effective Security Awareness Training program

Subthemes

Background Checks

Human Resources Process New Hire Onboarding
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Mandatory Security Trainings/ Phishing
Campaigns

Leadership Involvement

HR Process

The HR department is a fundamental part of an organization. They work with
everyone and every unit in a broader reach than any other department within the bank.
Because of this level of visibility, the HR department can support banks to improve
its security posture by creating awareness and ensuring employees have the necessary
level of security training before and after the hiring process. The interaction with new
hires at the beginning of the hiring process is an opportunity to set the foundation for a
culture of security awareness. All participants mentioned that HR departments should
include security risk awareness training in the new hire onboarding process to improve
the bank’s security posture. IP-3 mentioned that HR department should also include
consequences in its processes for noncompliance with the security awareness training, as
this would improve compliance and build an overall security culture within the
organization. IP-4 mentioned that although security awareness training is being
developed and introduced by the IT and security department, bringing HR department
into this process may help improve compliance and enhance the security posture for
banks.

According to IP-3, HR department should introduce penalties for poor data

handling, whether it leads to a security breach or not. The HR department should be
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involved in enforcing organization policies around acceptable use, data handling process,
and any other actions of an employee that may result in security risk. All participants
mentioned that employees' acts of omission or commission toward data protection
significantly impacts the bank's overall security. IP-3 mentioned that although the human
element is considered the weakest link in the cyber chain, it can also be perceived as the
most critical aspect in preventing breaches due to insider threats as security starts with
people. Human resources provide employees with improved job-related knowledge and
skills, including security awareness and training. In alignment with the ANT framework,
the HR department can collect relevant data about employees’ behaviors that can be used
for user analysis to prevent breaches due to insider threats. Also, the HR department may
collaborate with employees to provide awareness training and develop policies and
procedures to improve their interactions with security strategies and programs to prevent
security breaches due to insider threats.
Background Checks

Background checks as an employment process help organizations understand
the holistic picture of the candidate they intend to hire. Apart from ensuring that the most
qualified persons are hired, this process can be used to understand the behaviors of the
intended hire, which can help prevent theft and other criminal activities. IP-3 mentioned
that background checks are necessary to protect the bank’s assets, reputation, and
employees. All participants commented that banks must validate a prospective

employee's character before hiring. The HR department can identify some questionable
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behaviors during a background check that could help detect the possibility of

maliciousness. All participants commented that banks must conduct adequate
background checks to understand the new hire and know if any behavioral red flags can
be detected at the early stage of preemployment.
New Hire Onboarding

The business hiring process must ensure a new hire has a smooth onboarding.
Although most of these activities are administrative and taken care of by the HR
department, some security-related tasks should be identified because they could cause
organizational risks. All participants commented that the HR onboarding process
should include IT checklists that the IT department would be prepared in advance for the
employee. The following are some of the IT checklist and their security benefits to the
banks: Department for the new hire: This would help the IT department determine the
user access scope on the network. Services and applications the new hire need to access
within their job role: This helps the IT department provision role-based access control
based on the principles of need-to-know and least privilege. The new hire manager or
supervisor: This would help in creating the workflow for approval and escalations.
Account creation: The new hire account creation must meet the requirements as set out in
the security policies.

All participants mentioned that new hire access must be based on the principles

of least privilege, and access must only be given to what the employee needs to do their



85
jobs. Participants IP-2, IP-3, IP-4, IP-5, and IP-6 confirmed that user access must be

continuously monitored, and alerts created for noncompliance or data exfiltration
attempts. All participants confirmed that they had implemented Identity and Access
Management solutions that restricted user access to only what they need to do their jobs.

IP-1 confirmed that strong and continuous authentication to critical assets was
implemented for banks to prevent breaches due to insider threats. IP-1 and IP-2
confirmed that they had implemented strategies to monitor and control any access
combinations considered toxic pairs. All the participants commented that user access
must be monitored and profiled to detect any behavior anomaly or change. IP-2 and IP-5
confirmed that they had implemented strategies to monitor privileged access within the
network to prevent breaches due to insider threats. The outcome of this study aligns with
the ANT framework in that creating interactions between new hires and the security
strategies of the bank helps create awareness and improve security practices that can help
prevent breaches due to insider threats.
Mandatory Security Training and Phishing Campaigns

Security awareness training provides employees with the education to identify
security risks and understand best practices. All participants reported that security
awareness training is essential for banks to reduce security risks that could result in data
breaches. IP-3 and IP-5 mentioned that effective security awareness training would help
employees identify phishing attempts and other techniques used by attackers that could
lead to data breaches. IP-2 mentioned a need to reduce the risk of loss of PII and other

business-critical data by enforcing security awareness training to help the employees
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understand how these assets can be protected. All participants confirmed that well-
developed and implemented security awareness training improves compliance with
password security policies and reduces the chance of employees falling for phishing
attempts within the organization. All participants commented that security awareness
training teaches employees good cyber hygiene habits and how to identify risks to the
business. Effective security training helps employees to identify phishing attempts,
malware infections, and insecure websites. [P-3 mentioned that when there is enough
security awareness, the employees understand their responsibilities and the expectations
of the business as it relates to protecting critical assets.

Strong security awareness training protects the customers, employees, and the
business. It must protect everyone and ensure security is a priority for the business. IP-6
mentioned that employees must have requisite training to understand the policies and
procedures for protecting the business’s digital assets. IP-3 mentioned that all employees
must be made to acknowledge the security policies and understand the acceptable use of
the business assets. All the participants reported that they have developed and
implemented mandatory security awareness training that must be delivered at least
annually to all employees. IP-2 commented that security awareness training must have
email security protocols, password security policy, and malware identification and
avoidance elements. According to all the participants, effective security awareness
training provides employees with the knowledge required to identify, report, and prevent
incidents that could result in security breaches. Also, all the participants mentioned that

security awareness training must be mandatory and conducted more frequently to keep
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employees updated on how to identify threats and respond accordingly. The outcome of
this study aligned with the ANT conceptual framework because it showed the interactions
between the employees and the security awareness training to prevent security incidents
from an insider that could result in a data breach.

Leadership Involvement

Information security leaders must understand that though technology enables the
business, security transcends technology. Cybersecurity provides overall protection
for business operations. All the participants commented that security leaders should
integrate the people, processes, and tools to ensure a consistent security posture for the
banks. IP-2 mentioned that security leaders must view security as a business problem and
understand security management related to the business objectives. Also, IP-3 and IP-6
reported that they had implemented strategies to integrate people, processes, and security
technologies to secure the bank’s critical assets. IP-1 mentioned that the business must
invest in security solutions that would support the business objectives and have a
horizontal perception of security values. In other words, the business must perceive
security as a bridge builder across other departments and skill sets.

Given this, IP-2 mentioned that security should be driven from the top down and
across every department. Also, [P-4 reported that security should be everyone’s
responsibility and not just the business of IT. Also, IP-2 mentioned that security leaders
should ensure the business adopts a security-conscious culture across the organization.
IP-2 and IP-3 reported that as security leaders, they had developed an effective strategy

with other decision-makers within the business. Also, IP-5 and IP-6 mentioned that they
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have implemented a security assessment program that identifies risks and helps the
business understands its threats and vulnerabilities. They reported that this program
helped the banks assess their security posture, measure the progress of new security
programs, and require countermeasures to protect against insider threats.

According to IP-3, the IT leadership should drive security initiatives by creating
and implementing data security strategies and developing policies and procedures to help
achieve the business objectives. This approach gives management an overall view of the
individual departments and their organizational risk levels. In other words, business
management can get every department to work together to achieve business security
objectives. All the participants commented that when security is driven from the top
down, the business can demonstrate its commitment to security and prioritize it. When
security is prioritized, remediation efforts are more effective because senior leadership is
involved. All the participants commented that data security is prioritized when security is
driven from the top down. According to IP-3, building a security culture becomes more
accessible and effective when senior management is involved. As a result, senior
management can set clear objectives and expectations for the business.

Improving the interaction between people and the expected security strategies
could help protect data and prevent breaches due to insider threats. According to IP-3, it
is important to create a security-aware culture where every employee sees security as
their responsibility rather than the business of IT department. All the participants reported
that security should be everyone’s responsibility, and this can only be possible with the

involvement of the business management. Also, IP-5 commented that security needs to be
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adequately funded by top management to enable the IT department to perform its
functions more optimally. The outcome of this study aligned with the ANT framework
because senior management’s involvement can improve the interaction between people
and the security strategy that could create a security-conscious culture among the people.
Creating a security-conscious culture improves employees’ commitment and awareness
of data security to prevent breaches due to insider threats.
Theme 3: Importance of Organizational Security Culture

When employees think and act with more security awareness, the risks of incidents
and other causes of data breaches would be greatly minimized, and employees are more
likely to detect and report policy noncompliance and behaviors that could result in data
breaches. According to IP-3, employees feel a greater responsibility to protect the
business’s sensitive data when there is an organizational security culture. All participants
reported that employees are more involved, and security can be significantly enhanced
even with minimal expenditure from the bank. As a result, this can raise the bank’s
security maturity and compliance with proactive security controls. IP-1 reported that
security-conscious ideals, customs, and interactions should be a priority for banks as this
could influence the overall security posture of the bank.

Also, all participants commented that building a security culture provides the
platform for its ability to detect and protect customer data, employees, and other
business-sensitive information. All participants reported that they had developed and
implemented strategies that helped improve employees' attitudes, behaviors, cognition,

compliance, communication, and norms to create a security-aware culture within the
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bank. IP-3 also mentioned that an effective communication channel provides a

sense of responsibility and helps in all security-related incident reporting within the bank.
IP-2 mentioned that the bank must promote employees’ knowledge and adherence to
security policies and procedures. IP-1 reported that he had implemented strategies that
helped improve employees’ behaviors toward data protection.

All participants reported creating simple, transparent, easy-to-understand security
policies, procedures, and guidelines to build an influential organizational security culture.
IP-6 mentioned that the banks must prioritize information security and increase their
investment to promote a security-conscious environment. Adding that most breaches in
recent times are due to the need to be more willing to increase security investment. IP-3
mentioned that employees should be rewarded when contributing to a positive security
culture within the bank. All participants mentioned that building an influential security
culture depends on positive reinforcement and how well employees are encouraged to
adhere to positive security practices. Secure behaviors can be rewarded in various ways,
such as recognition and internal security communications, such as intranet or newsletters,
to recognize employees for reporting phishing links or vulnerabilities.

In addition, all the participants reported that they had created security strategies
that provide employees with adequate awareness and education to identify and report
security incidents to prevent breaches due to insider threats - stating that a lack of
security awareness creates the majority of the security incidents within the banks. The

outcome of this study aligns with the ANT framework as it shows the interactions among
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employees and the security strategies that create the culture within the bank for protecting
data and preventing breaches due to insider threats.
Theme 4: Importance of Asset Management

Asset management is essential for managing an investment portfolio while
mitigating security risks within the organization. All the participants reported that
effective asset management solution helps the bank account for all its critical assets.
IP-6 mentioned that she had implemented strategies that helped the bank identify,
classify, and assign owners to its critical assets. IP-2 mentioned that only when the value
of an asset is known can security controls be applied effectively. IP-1 implemented asset
management solutions that enforced proper authorization controls in making effective
business decisions. When the banks track their assets, it can streamline compliance
standards, operations, and reporting efforts. According to IP-5, Asset management would
allow the banks to understand better the location of their critical assets and what level of
security controls should be implemented.

All the participants reported that asset management would allow the banks to
maximize their assets' value better while reducing risk and optimizing the business
process. Also, defining data classification and assigning owners to data provide better
data handling and security. The data owner determines the security controls that should
be applied to the data. IP-1 reported had implemented security strategies around data
access management to prevent unauthorized access to data that could result in data
breaches due to insider threats. IP-4 reported that an effective asset management process

would help the banks ensure regulatory compliance. Also, IP-2 commented that he had
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implemented an asset management strategy to track assets and enforce policies to prevent
data theft and loss. Stating that tagging assets would allow the bank to effectively track
its assets and optimize the use of critical assets. IP-5 mentioned that the bank could only
secure an asset that is known and can be located.

All the participants reported that they had implemented asset management
strategies that helped the banks identify assets and the associated risks with these assets.
As a result, the banks understood the security risks and how they could be mitigated to
prevent data breaches. According to all the participants, every device on the network
could have associated risks and vulnerabilities that could be exploited, which may result
in a data breach. Also, all the participants reported that they had implemented asset
management to provide the needed visibility for building a comprehensive security
strategy for the bank. IP-4 commented that an effective asset management strategy would
help the banks proactively detect threats before they can be exploited or become a
significant problem. By continuously monitoring data during a continuous development
process, the team would be able to detect and identify risks early in the process.

IP-4 reported that even if a breach occurs, an effective asset management
strategies would provide the IT security team with asset inventory and the associated
risks to understand the context of the attack. Asset management strategies place the banks
in a position to quickly identify and respond to security risks that could result in
incidents. IP-5 mentioned that although asset management is only an aspect of the overall
security strategy, executing a proactive security operation with a proper asset

management strategy is possible. A lack of asset management can introduce more risks to



93

the business and challenges to security operations. Poor asset management practices
could increase the risk of business disruptions and cause data unavailability impacting
business operations and reputation.

Also, IP-4 reported that understanding data locations would help the banks
implement necessary security controls and respond to possible security incidents.
Automating security processes becomes problematic when there is a lack of
understanding of data residency and the associated risks. The security team can quickly
respond to security incidents by identifying endpoints and performing vulnerability
assessments on each of them. Active vulnerabilities can be detected and addressed with a
security asset management strategy.

Also, during an incident investigation, asset management provides the security team
with the necessary information for root cause analysis and remediation. Security asset
management provides visibility into cloud services by identifying vulnerable resources
due to a lack of access control and insecure software. According to IP-5, assigning asset
owner role increases employee sense of responsibility for data security. All the
participants reported that with an effective asset management process in place, the
IT assets are identified, inventoried, monitored, and maintained throughout their
lifecycle. As a result, performance optimization and asset availability are enhanced with
an asset management strategy in place. In policy noncompliance, a security asset
management strategy enables quick asset discovery and issue remediation. Participant IP-
1 commented that he had implemented an asset management strategy that provided the

bank with more visibility into its environment and, as a result, enabled effective threat
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detection and prevention.

According to IP-4, understanding the asset inventory, location, owners,
configuration settings and level of vulnerabilities would help the bank to identify risks
and prioritize its control objectives. All the participants reported that policies and patches
can be applied consistently when an effective asset management strategy is in place.
According to IP-5, the bank can monitor and audit its assets for any policy
noncompliance, malicious activities, and an indication of compromise when an
asset management strategy is in place. IP-2 mentioned implemented an asset management
strategy that helped the bank effectively respond to security incidents and ensured
regulatory compliance. All the participants reported that the banks must define
clear policies, procedures, and processes with well-defined and communicated roles and
responsibilities when implementing asset management strategy.

All the participants reported that the banks must ensure their employees have
adequate security awareness and education to understand the benefits of asset security
and their responsibilities to ensure the security of critical business and customer assets.
The outcome of this study aligns with the conceptual framework because it shows the
interaction between the employees and the asset management strategy to detect and

prevent risks that could result in a data breach caused by insider threats.
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Security Asset Management Strategy

Asset Inventory Security Controls Risk Management
Data Residency Patch Management Incident Management
Data Ownership Vulnerability Management Regulatory Compliance
Monitoring Policy Enforcement Licensing Management

Theme 5: Identity and Access Management

Identity and access management is a critical function in an organization. It helps

the business organize all levels of user, applications, and privilege access to

enhance security and better control systems. This provides controls for mitigating data

breaches, identity theft, and other unauthorized access to sensitive business data.
IP-1 reported that he had developed an IAM security strategy and integrated it

into the business operations, which helped the bank achieve its compliance and

regulatory requirement. Stating that integrating IAM controls within databases would

enhance data security and unauthorized access to sensitive business data.
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All the participants reported that they had implemented the IAM strategy, which

helped reduce human errors that could occur due to manual permission entries. They all
reported that when IAM is fully automated, it reduces operational cost and enhance
business efficiency. Also, the automated IAM process reduces human errors that could
lead to data breaches due to insider threats. IP-2 commented that IAM is essential in
providing confidentiality for the business. Stating that IAM tools provide restrictions to
sensitive data and can only allow selected individuals that require such access. According
to IP-1, the IAM solution can provide a streamlined workload for the business. When the
IT workloads are streamlined, the number of support tickets for password reset is
significantly reduced for the IT department. With a streamlined workload, the IT
department can roll out single updates across the organization that can change everyone’s
access privilege at the same time. The following subthemes were implemented by all the
participants in developing IAM strategies for preventing breaches due to insider threats.
Principles of Least Privilege

The principle of least privilege means that an employee is only given sufficient
access level to carry out a task or required for a purpose. All the participants reported that
employees should only be given privilege levels that are as high as they require.
According to IP-1, employees or applications should only have access to specific
datasets, services, or applications required to complete a task. IP-2 commented that the
principle of least privilege could prevent lateral movement or malware spread in the
event of a breach. Participant IP-1 stated that this principle would help the business

prevent data loss and exfiltration of sensitive business data. Mentioning that employee
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access should be limited to job responsibilities and must be continuously monitored.
Participant IP-4 mentioned that implementing the IAM strategy with the least privilege
principles would help the banks minimize their attack surface and prevent breaches.
Apart from security, all the participants reported that the principle of least privilege could
provide system stability by limiting unauthorized system changes.

All the participants reported that they had implemented IAM strategies with least
privilege principles that helped streamline user and entity access to only what is required
to perform a task as a control for preventing breaches due to insider threats. IP-2 stated
that user access must constantly be monitored for changes to its privileges to avoid
possibilities of escalation and to prevent data breaches. The outcome of this study
aligns with the conceptual framework such that it creates an interaction between users
and the IAM security strategy to prevent data breaches due to unauthorized changes by an
insider. According to all the participants, they had implemented the principles of least
privilege as a mitigation strategy to prevent privilege escalation and abuse. They
commented that this strategy helped the banks to prevent attackers from escalating their
privileges to perform lateral movement to gain access to sensitive business data.

IP-4 reported that he had implemented a data classification and handling strategy
for sensitive data, which helped safeguard business-critical data with the principles of
least privilege. All the participants reported that roles and responsibilities are essential
when implementing the PoLP because it works with role-based access control (RBAC).
RBAC ensures that employees' access to data or applications is limited to their role. IP-1

mentioned that PoOLP would help banks mitigate identity theft and other identity-related
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risks. To effectively implement the PoLP, all the participants reported that good data
sanitation practice is critical and should be practiced by removing duplicate and
redundant accounts or data. Stating that hackers can exploit redundant accounts and use
them to perform malicious acts that could result in data breaches in the organization. IP-2
mentioned that privilege access monitoring is critical to provide visibility and create
baselines for normal user behaviors. Mentioning that least privilege access should be
case-specific or one-time basis and limited to only when needed with strict oversight. The
output of this study aligned with the ANT conceptual framework as it demonstrated how
users and other applications interacted with the PoLP strategy to prevent data breaches
due to unauthorized access and other forms of privilege escalation by an insider.
Principles of Separation of Duties

The principle of separation of duties (PoSD) is an integral part of the security
strategy for every organization as it involves assigning tasks to more than one person
such that no individual can solely execute an action without the support of another
person. IP-1 mentioned that PoSD would help the banks enforce proper authorization
controls on critical databases. All participants reported that no individual should have
enough privilege to misuse data or systems within the organization. IP-1 and IP-6
mentioned that they had implemented strategies that applied the PoSD, and a proper
access control mechanism was implemented. All participants reported that implementing
the PoSD would help the banks reduce errors and collusions that could lead to fraud or
data theft. IP-1 and IP-2 mentioned that although PoSD is very important, the banks must

ensure it monitors user access for possible toxic pair combinations. Toxic pair
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combinations are access combinations either from one person or a group of users that can
be used to commit a crime or perform any data breach within the organization.

According to all the participants, the PoSD is critical for banks as it enhances
organizational security and compliance. Stating that it helps reduce human errors that
could lead to data breaches. Also, IP-6 mentioned that establishing a streamlined access
monitoring structure helps the security team understand activities within the organization.
IP-2 mentioned that he had implemented security strategies that clearly defined policies
and processes that enhanced the separation of duties concept for the bank. Implementing
clear policies and processes is critical for successfully implementing the IAM strategy.
IP-2 mentioned that incidents of fraud would be inevitable when there is a lack of
separation of duties in the banks. All the participants reported a need for collaboration
between IT and HR to ensure that roles are adequately defined to help appropriately
define security controls that would provide adequate separation of duties. They stated that
roles and responsibilities should be defined and separated to reduce the possibility of
collusion or misuse of business assets.

According to IP-3, the principles of separation of duties can be more effective
when there is a collaboration between HR. and IT to ensure that no individual role is
involved in more than one function within the bank. This means that the head of each
department or unit must be involved in establishing and maintaining this internal control.
Also, IP-2 reported that he had implemented the PoSD in his security strategy, which

helped the bank prevent many issues around financial fraud and data loss. In alignment
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with the ANT framework, the outcome of this study demonstrates human interactions
with security policies to prevent breaches due to insider threats.
Theme 6: Data Encryption

Securing business and customer data is very important to banks because the
implications of data leakage could be detrimental. Whether the bank’s business data or
customers’ information, data security is critical to preventing data loss and other security
threats. All participants reported that more than traditional security measures such as
detection and network firewalls may be required to protect organizations from cyber
threats. IP-1 mentioned that data encryption at rest, in transit, and use protects the bank
from external threats and malicious insiders. IP-6 stressed that the bank remains
vulnerable if its sensitive data are not Encrypted. IP-4 reported that he had implemented a
data security strategy to help his organization safeguard sensitive data and achieve
compliance objectives. All participants reported that they implemented a security strategy
that helped the banks achieve their PCI-DSS recertification, as data encryption is crucial.

They mentioned that data is most vulnerable when it is in transit, so the banks must
implement security controls to protect sensitive data when transmitting from one point to
another. IP-2 reported that the most common tactic for hackers is to exploit data
vulnerabilities and encrypt it for ransom. He mentioned that encrypting data would
ensure data integrity and protect it from tampering by malicious individuals. Due to the
rise in the use of personal and mobile devices, all the participants reported that they had

implemented data security strategies that helped the banks ensure their data is fully
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protected on all devices across its locations. IP-1 mentioned that device authentication is
essential to mitigating the risks of unauthorized access to data.
Protecting Data at Rest

Data at rest is data in storage or disk. Data encryption when in storage, protects
the integrity and prevents unauthorized access to the data. This provides controls that
would prevent attackers from accessing unencrypted business or customer data and
making unauthorized changes to the data. All the participants reported that sensitive data
such as credit card information, business information, customer identifiable information
any other business or customer-sensitive data must be encrypted in storage or disk.

IP-1 mentioned that he had implemented a data security strategy for data at rest as part of
the bank’s overall cybersecurity strategy to support the business objectives. Stating that
access and authorization controls were integrated into the encrypted database such that
only authorized employees could make authorized changes to the data.

According to IP-1, this approach improved the bank’s security posture and
enhanced data integrity for the bank. Also, participant IP-1 stated that the data was
labelled and cataloged as part of the strategy before encrypting the data at rest. According
to IP-1, data labelling, and cataloging provide an effective classification and handling
process for the bank. IP-4 mentioned that he highly recommends data encryption and that
the banks should prioritize it because of the nature of the data they handle and process.
IP-2 and IP-3 mentioned that data encryption at rest is required by the bank’s need for

regulatory compliance and data governance efforts. They mentioned that data encryption
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is a significant requirement for the PCI DSS certification, which all banks have obliged to
have.

All the participants reported that they had implemented data encryption at rest as
part of the strategy to enhance the defense-in-depth approach to security for the banks.
According to IP-5, data residency is an issue for most organizations, especially with
cloud computing. Adding that data encryption at rest provides the security assurance
these organizations need for data stored in various locations. IP-1 mentioned that when
data is encrypted at rest, it becomes easy to dispose of it by secure erasing at the end of
its lifecycle with little or no risk of data misuse. All the participants reported that they
had implemented data encryption at rest as part of the data security strategies for the
banks to enhance security against Advanced Persistent Threats. They mentioned that this
approach provided an additional layer of control between the attacker and the sensitive
business data that could have been stolen.

According to IP-2, a secure-in-depth approach is highly recommended for all
organizations. He mentioned that effective data encryption at rest and other security
controls such as access control, DLP agents, and SIEM would help the banks reduce their
attack surface and prevent breaches due to insider threats. IP-5 mentioned that banks and
other financial organizations should spend more on securing critical data Additionally,
organizations would benefit from effective data governance with encryption of data-at-
rest to enhance the overall control objectives for the business. In alignment with the ANT

framework, the outcome of this study demonstrated the interaction of employees with the
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data security strategies for encryption of data-at-rest to prevent breaches due to
unauthorized access and modifications of data by an insider.
Protecting Data in Transit

Data encryption while in transit protects the data during transmission, especially
after a connection has been established and authenticated. This approach reduces
the attack surface and eliminates the need to trust third-party security controls on the
other end. All the participants reported that data encryption in transit is highly
recommended due to the sensitive nature of the data handled by the banks. IP-4 reported
that he had implemented a security strategy that enforced data encryption in transit that
helped the organization achieve its security objectives, business objectives, and
regulatory compliance. IP-2 mentioned that business data must be encrypted in transit in
case of interception and compromise because, with encryption, the data becomes
unreadable if intercepted.

All the participants reported that they had helped the organization identify its
critical assets, assign data ownership, and worked with these owners to assign appropriate
security controls as part of the data security strategies. They recommended that sensitive
business data be encrypted when transmitted across external or internal networks. This
may include application-level data encryption or, at the minimum, using protected
channels such as TLS or HTTPS. The use of encrypted VPN tunnels or Generic Routing
Encapsulation (GRE) with proper access and authorization controls may also be an option

for remote data access. All the participants reported that data confidentiality can easily be
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compromised when data is transmitted in clear text over an unencrypted network. As a
result, attackers can intercept and monitor the plaintext data when in transit.

According to Participant IP-1, data is in its most vulnerable state when it is
transmitted from one point to another. When sensitive data and the channel are encrypted,
it provides controls and protects data confidentiality at every point during transmission.
IP-3 mentioned that secure communication protocols such as SSL/TLS are essential for
ensuring data confidentiality, integrity, and authenticity in transit. IP-2 mentioned that he
had implemented security strategies that provided data encryption in transit to protect the
business-sensitive data transmitted across external and internal networks. All the
participants reported that when data is encrypted in transit, it becomes difficult for
malicious insiders and other attackers to sniff or intercept the traffic as they are
transmitted across the networks. The outcome of this study aligns with the conceptual
framework because it demonstrates the interaction between the data security strategy and
the employees to ensure data is protected as it travels across the network to prevent
unauthorized interception or modification due to insider threats.

Protecting Data in Use
Sensitive data should be protected throughout its entire lifecycle. According to all
the participants, when data in use is encrypted, it prevents data loss even when the system
is breached. IP-1 reported that applying effective access control to databases would
provide additional control for data in use. Also, IP-2 commented that when data is
encrypted in use, it gives the bank the privilege to use, share and transact with data

securely without fear of exploitation. All the participants agreed that when in-use data is
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encrypted, all data fields within an application would be subjected to the organization’s
encryption standard. IP-6 mentioned that data governance would provide a centralized
platform for data management when data is encrypted in use.

All the participants reported that they had implemented a security strategy that
provided data encryption for in-use data. They mentioned that data encryption in use does
not only provide protection for underlying data but filters and analyses all requests and
blocks any anomaly. All the participants reported that encryption of data in use would
help the banks achieve compliance objectives faster while streamlining data storage.
Also, they mentioned that data sharing between partners and customers becomes more
secure and convenient. IP-1 reported that he had implemented a security strategy that
protects sensitive data by enforcing encryption of data in use. He mentioned that this
approach helped the bank prevent sniffers from intercepting and reading plaintext data.

When sensitive data is in clear text, the risk to the business is high because of the
evolving threats landscape and the sophisticated tools that could be used to read data and
exploit common data vulnerabilities. Attackers have devised techniques that can be
used to exploit weaknesses in systems which include unencrypted data in use. All the
participants reported that data is in its most vulnerable state when it is stored unencrypted
in memory for the period of its usage. All the participants commented that encrypting
in-use data provides the best defense against ransomware attacks and unauthorized
modification and access to sensitive data. With the development of homomorphic
encryption techniques, data can be used and processed in its encrypted form, making it

possible to process data while ensuring it is protected. In alignment with the ANT
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framework, the output of this study showed how employees can interact with security
strategies for in-use data encryption to prevent breaches due to insider threats.
Applications to Professional Practice

This study explored the security strategies used by IT security managers in the
banking industries in southeastern Canada to implement secure procedures to prevent
breaches due to insider threats. The outcome of the study is suitable for Chief
Information Security Officers (CISO), Business Information Security Officers (BISO),
and IT security managers working in the banking industries to use security strategies to
protect business and customer sensitive data from data breaches due to insider threats in
the banking industry in southeastern Canada. The participants believed that their
participation could have an impact on the development and implementation of security
strategies to protect business and customer-sensitive data to prevent breaches due to
insider threats.

Developing policies, standards, frameworks, and procedures provide a foundation
for developing security strategies to protect sensitive data. Information security
policies and procedures increase the security postures for the banks, improve compliance
with data protection regulations and help employees maintain a culture and reputation
that promotes the security of sensitive data. Tejay and Mohammed (2023) argued that
when an organization develops a culture of security, its security posture is improved as a
result. Also, employees become critical members of the security chain as they are seen as
the front line of defense for the organization. Information security awareness is also

improved when people’s behaviors are understood regarding security. Security cultures
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create human interactions with information assets and strategies to influence user
behaviors to improve or preserve the organization's information security (Tejay &
Mohammed, 2023). An effective security culture must support organizational policies
and procedures. Also, Tejay and Mohammed (2023) commented that the success of any
organization is related to how well the culture can be changed to a more security aware
one.

The need for security awareness and the role of the human element in security is
becoming more critical for organizations. Practical security awareness training and
education impacts human behaviors, knowledge, and skills to create security conscious
environment (Khan et al., 2023). Security education and training provide the required
knowledge and skills that users need to protect business and customer data from threats
and prevent common mistakes from phishing and other social engineering attacks. Recent
studies show that security awareness training improves learning and knowledge of
phishing attacks while reducing employees’ susceptibility to the attack (Khan et al.,
2023). Dincelli and Chengalur-Smith (2020) argued that security awareness training
improves employees' perception and knowledge of unauthorized information disclosure,
improving the organization's overall security posture. Security awareness improves
employees’ interactions with one another and with the security policies to help protect the
business's sensitive data from insider threats. Security awareness training also helps
employees understand their role as the first line of defense in protecting sensitive data. In
addition, banks may implement the asset management strategy proposed in this study to

help discover critical business assets and data to improve customers’ data interaction and
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overall banking experience. With the asset management strategy, banks can innovate and
modernize data utilization to provide a secure operation, reduce risks, and help achieve
compliance objectives.

The outcome of this study may help the banks and financial industry in
southeastern Canada to develop and implement secure procedures to protect businesses
and customer-sensitive data from breaches due to insider threats. The banking industry
can adopt the strategy identified in the study to build a security-conscious banking
environment that would interact with secure procedures to protect sensitive data from
breaches. The distinct security strategy around administrative controls would help the
banks integrate industry best practices into the organizational culture to create security
awareness that would help protect sensitive data and reduce the risk of cyber threats. The
identified strategies can help the banks understand their critical asset residency, assign
owners, and the appropriate level of controls that must be applied to prevent breaches.
The data encryption strategy identified in this study can help IT security managers
implement secure procedures to protect business-sensitive data at rest, in transit, and in
use.

The outcome of this study offered strategies for the banking industry to integrate
people, processes, and tools to provide a holistic security control for sensitive data. The
study's outcome demonstrates the interaction between the people, the processes, and the
security tools to help the banks identify and mitigate security risks within the
organization. IT security managers in the banks can implement secure procedures to

protect data and prevent breaches due to insider threats by creating a security-conscious
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environment where people understand their roles in protecting business-sensitive data.
The IT security managers can reduce the risk of cyber-attacks by implementing the
strategies identified in the outcome of this study.

Implications for Social Change

Implementing a security strategy to protect data from security breaches, IT security
managers in the banking industry can implement a secure procedure to ensure that
business and customer-sensitive data are protected from data breaches due to insider
threats. The strategies identified in this study may help IT security managers create
awareness and reduce employee ignorance and maliciousness while ensuring compliance
with standards and procedures to prevent breaches which may improve customers'
confidence in banking and other related benefits of safe banking activities. A security-
aware banking environment allows IT security managers to implement policies and
procedures to protect business and customers’ data to prevent breaches and improve
banking integrity.

Effective security awareness improves employees’ sense of responsibility and
commitment to handling and protecting data. The organizational cultural influence
resulting of implementing secure procedures can also be considered an implication for
social change. IT leadership can use the outcome of a security culture improvement to
enhance weak aspects of the business strategies for cohesiveness, work ethics, and
professional codes (Tejay & Mohammed, 2023). When management innovatively
communicates security policy, the security posture is improved while compliance

objectives can be achieved (Omoyiola & Mckeeby, 2023). Management's involvement in
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communicating an innovative security strategy to create a secure organizational culture is
a positive social change. Omoyiola and Mckeeby (2023) explained the need for business
leadership’s support for an effective security culture, as security should be everyone’s
responsibility.

Security culture supports guidelines and procedures for data protection and
influences human behaviors, perceptions, and interactions with the data and the security
strategy. Security culture creates interactions among employees and helps them
understand security best practices to easily identify any behavioral anomaly that could
result in a data breach. This interaction creates security awareness and policy compliance
can be another implication for social change. A secure organizational culture supports the
security procedures and industry best practices and integrates secure behaviors as part of
the daily employee interactions with one another (Tejay & Mohammed, 2023). Also,
another implication for social change can be seen in the interactions between business
leadership and employees when creating a security-conscious culture which demonstrates
open communication in the organization and employees’ commitment to their job. As a
result, this improves morale and lowers employee turnover and overall unemployment.

The outcome of this study and the interactions between IT security managers,
employees, security strategy, and business management in creating a secure culture to
enhance asset management, data security, and handling, and the overall security posture
to help banking industries in other parts of the world prevent data breaches due to insider
threats. The result of this study may help other banks and financial industries protect

business and customer-sensitive data from insider threats which may improve customers'



111

confidence in banking and other related benefits of safe banking activities as a positive
social change in the community.
Recommendations for Action

This study explores the strategies IT security managers use in the banking industries
in Southeastern Canada to prevent breaches due to insider threats. My first
recommendation to the banking industry's IT security managers, Chief Information
Security Officers, or Business Information Security Officers is to identify its critical
assets and ensure that the security operation team understands them to provide
appropriate security controls. The critical assets must be within a protected segment with
restricted access and authorization controls. Such access controls must leverage the
principles of least privilege with defense-in-depth.

Secondly, I recommend that the banking industry develop and enforce security
policies aligning with the business's strategic objectives. The organization must ensure
that every employee reads and understands the objectives and content of the security
policies. Employees must abide by these policies to understand their responsibilities and
how they can help protect the business and customers’ sensitive data.

Thirdly, I recommend that the banking industry invest in tools that can be used to
improve visibility within the organization. These tools must be able to monitor and track
user activities and telemetry within the network to help analyze user behaviors. Identified
metrics can be used to establish security baselines and identify control gaps.

Communication among siloed tools must be improved for faster data ingestion to
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improve visibility. Also, implement a robust ticketing or case management solution for
the security operation team to manage visibility.

My fourth recommendation is that the banking industry build a security-aware
culture with regular security-awareness training exercises for employees, contractors, and
other vendors. The banking industry must ensure that all departments collaborate
effectively to boost employee morale and on-the-job satisfaction. Because the threat
landscape is evolving, and the number of threats is on the rise with the security tools
receiving a high number of events per second (EPS) or alerts per day, there is a need to
speed up the response time to give the security analyst enough time to triage events
relating to insider threats faster.

Given this, my fifth recommendation is that the banking industry improve its
incident management plan and automate its security processes. The banks must
implement solutions that automatically trigger workflows through the detection,
investigation, and response phases. This process should only alert the security team if
human intervention is needed. Security automation would allow banks to prevent the
never-ending security alerts that make it almost impossible to stay ahead of cyber threats.

My sixth recommendation is that the banking industry must implement a
centralized alerting/case and ticketing management system. When all alerts relating to
insider threats and other security alerts are centralized, the security operation team would
have the correct information to understand the environments to prepare and defend
against threats. In addition, the team would be prepared to understand new threats and

indications of compromises within the organization. As part of centralized management,
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the banking industry must integrate its security toolsets to provide the team with the
necessary information to detect and prevent insider threats.

The world is becoming more connected and data-driven. Therefore, insider
threat detection is now critical to organizations. Reducing the mean time to resolution
(MTTR) is essential to minimizing the damages that insider threats could cause. This
would help the banking industry. When the MTTR is reduced, organizations can detect
and prevent insider threats from causing damage. Finally, I recommend that the banking
industry develops a strategy to integrate people, processes, and technology. By
integrating these elements, the security systems provide a single pane of glass to enhance
monitoring and control effectiveness to prevent breaches due to insider threats.

The study’s outcome would be published via ProQuest Dissertations and Theses
Global and made available to the banking industry’s IT security managers, CISO, BISO,
and other IT security professionals working in the banking industry in the southeastern
Canada, and worldwide.

Recommendation for Further Study

Findings showed that I interviewed IT security managers in the banking industry in
southeastern Canada. Firstly, I recommend that further study should expand the
geographical scope to include other locations in Canada as this would help the research to
be more generalizable. My second recommendation is to expand the study to include
payment processors that manage transactions between the banks and other customers to
study the secure procedures for card data and other customer information and how they

can prevent breaches due to insider threats. This qualitative pragmatic inquiry study
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aimed to explore the strategies used by IT security managers in the banking industry to
implement secure procedures to protect business and customer data and prevent breaches
due to insider threats.

Finally, I recommend that future studies use a mixed-method design approach
which combines qualitative and quantitative research methods. A combination of design
methods may broaden the scope, involve more participants, and provide more data for
analysis. Further research is recommended in banks in other parts of Canada. This study
was conducted in the southeastern part of Canada and further study may be conducted in
other parts of the country that could produce a different or more diversified outcome for
preventing breaches due to insider threats. The sharing of the outcome of this study can
help IT security managers in other parts of Canada to perform further studies.

Reflections

I started my journey for the Doctor of IT program in the year 2020. When I started
the program, I was curious to know how rigorous and time-consuming it would be. I was
unsure of my research topics and struggled to combine the study with work and family
life. However, in the learning process, I conceived ideas around either robotic process
automation research or insider threats in the banking industry. Because of my experience
in the financial industry, I have always wanted to research on how to improve security
within the industry, which would contribute to the development of the banking industry.
Also, considering the rise in cyber threats globally and the enormous impacts on banks
and other financial institutions, I settled on developing strategies to prevent breaches due

to insider threats in the banking industry. Developing secure procedures for the banking
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industry to prevent breaches due to insider threats would contribute to positive social
change for the industry, especially in southeastern Canada.

After I selected the topic and got approval from Walden University IRB, I was faced
with the challenge of getting my study participants because only a few employees of
banks were willing to participate for fear of disclosing sensitive information. Also,
financial industry employees would want to keep their security strategies private from
outsiders. I had to build a working relationship with some employees by connecting with
them via emails and social media platforms such as LinkedIn. I also developed
relationships with other people related to these banking industry employees to facilitate
my relationship with them. Creating such a relationship was essential for the success of
my research study as it accelerated the response, willingness, and interview sessions.

A significant milestone for me in this journey was receiving the approval for
my proposal. I was overwhelmed with joy. I appreciate my current chair for all the
tremendous feedback and directions that helped me meet the requirements for the
doctoral proposal. Before my current chair, I needed proper guidance, communication,
and directions from my previous chair for my study, which was very frustrating for me.
However, my current chair came in, and I achieved my most significant milestone in less
than a month. I am glad for all I have achieved with my current chair as I saw more lights
at the end of the tunnel. I imagined the joy I felt walking down the stage to receive my
degree.

Overall, I enjoyed my journey throughout the Doctor of IT program. My growth

was evident as a researcher and IT professional from the beginning of my program until
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completion. I appreciate the opportunity I had to research strategies that would help the
banking industry develop secure procedures to prevent breaches due to insider threats and
increase security awareness for employees and contractors within the banks to help
protect sensitive business and customer data.
Conclusions

This qualitative pragmatic inquiry study aimed to explore the effectiveness of the
security strategy that IT security managers use in the banking industry to implement
secure procedures to protect customer and organizational data from breaches due to
insider threats. I purposefully selected 6 IT security managers in the banking industry in
southeastern Canada, aiming to improve their data security strategies. I used interview
protocols, field notes and reviewed industry security documents for the data collection for
this study. The 6 themes emergent from the data analysis were this qualitative pragmatic
study: (a) the need for security standards, procedures, and policies, (b) the need for
information security education and training, (c) the importance of organizational security
culture, (d) the importance of asset management, (e) the importance of identity and
access management, and (f) the importance of data security. The outcome of this study
indicates the need for business leadership involvement in security, building a culture of
security in the banks where employees and contractors have adequate security awareness
and education.

As data becomes a critical asset for organizations, banks, and other financial

institutions have derived values from this for innovation and operational modernization.

As aresult, the need for data security and governance has become an integral part of
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banking operations. The banks are obligated to their customers and regulatory bodies to
ensure that business and customer-sensitive data have appropriate security controls to
prevent breaches. The IT security managers should understand the business strategy and
tailor the security strategy by integrating the people, processes, and technology to help
the business achieves its objectives.

The IT security managers should understand the need to identify and protect
business-critical assets, the need for identity and access management, the need for data
encryption, the need for security awareness for employees, the importance of security
policies, standards, procedures, and frameworks that can help protect sensitive
organizational data. Also, the business leadership must be involved in promoting a
security-aware culture in the organization. The IT security managers in the banking
industry should subscribe to security intelligence feeds and groups for information
sharing and to get threat intelligence and industry best practices for security in the
banking industry.

IT leaders in the banking industry can adopt the strategy in the outcome of this
study to create positive social change by improving its security controls and developing
secure procedures to protect sensitive business and customer data to create a safe banking

experience and build customer confidence in the banks.
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Appendix B: Informed Consent Form

You are invited as participant in a research study about the strategies you implement
to prevent security breaches due to insider threats in your organization. The purpose of
this study is to explore the strategies used by IT security managers to prevent breaches
due to insider threats. The researcher is inviting at least 6 organizational IT security
managers that operate within the banking industry in the southeastern part of Canada. The
participants must possess the knowledge of information security strategy development
and be involved in its implementation. This form is part of a process called “informed
consent” which allows you to understand this study prior to deciding whether to
participate. This study is being conducted by a researcher named Ojodale Achor, who is
doctoral student at Walden University.
Procedures:

If you agree to participate in this study, you would be asked to participate in a 30 to
60-minute audio interview at your convenience. The interview can be performed with the
use of video teleconference tools, such as zoom or teams. Any video teleconference tool
that is convenient to you can also be used. Please note that the interview would be
recorded for transcription purposes. You will review the transcribed interview for
accuracy and your consent to use the information in the study, participate in a follow-up
interview should additional information is required, and provide me with pertinent
documents that portray the implementation of your information security strategy.
Electronic copies of these documents would be preferred, but if you are unable to provide

copies, then eyes-only viewing would suffice.
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Voluntary Nature of the Study:

This study is voluntary. You have the liberty to accept or decline this invitation. No
person at your organization would treat you differently if you choose not to participate in
the study. If you decide to participate in the study now, you can still change your mind
later at any time during the study, and your decision would not impact any previous
relationships you may have had with me or any other employee at your organization.
Risks and benefits of participating in the Study:

Participating in this type of study involves some risk of minor inconveniences
that may be encountered in daily life, such as taking time out of your busy day to support
this study or discussing the implementation of your cybersecurity strategy. Please be
informed that your participation in this study would not pose any risk to your safety or
well-being. Also, there may be no direct benefits to you, but the identified strategies can
be used to enhance information security strategy within the industry.

Payment:

Please be informed that there would be no compensation for participation in this
study
Privacy:

All reports and publications as outcome from this study would not show the
identities of the individual participants, nor the name of the bank or organization. Any
detail that might identify a participant, such as the location of the participant would also
not be shared. The researcher would not use your personal information for any other

purpose outside of this research studies. All data would be stored secure by replacing
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participant information with codes, data files of the participants would be encrypted, and
password protected, and the participant’s location would not be disclosed in the report.
You would not be asked to answer any sensitive/confidential information concerning
your organization and you do not have any obligation to do so. If any
sensitive/confidential information is accidentally divulged, the information would be
deleted from the transcript or masked with a code. Data would be kept for a period of at
least five years, then would be deleted/destroyed, as required by the university. All data
identifying participant and organizational details would remain confidential throughout
and after the study.

Contacts and Questions:

You may ask any questions you have now, or if questions arise later, you may
contact the researcher via Ojodale.achor@waldenu.edu. If you want to speak privately
regarding your rights as a participant, you may contact the Research Participant Advocate
at 183 Walden University at +1 612-312-1210. Walden University’s approval number for
this study is 05-16-23-1047962 and it expires on May 15, 2024.

Please print or save this consent form for your records.
Obtaining your Consent:

If you feel you understand the study well enough to make an informed decision
about it, please indicate your consent by replying to this email with the words, “I

CONSENT.”.
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Appendix C: Interview Protocol

Interview Date: Assigned Code Name:

Interview Script
Introducing myself to the participant.

Thank the participants for accepting the invitation to participate in the study.
Introduce the research topic to the participants. Ask the participant if the organization is
currently in the process of any legal actions that relates to the research topic. If yes, the
interview process would end immediately with an explanation on avoiding any risks to
the organization or the participant. If no, then the researcher would commence with the
other aspects of the interview protocol.

A copy of the Informed Consent Form would be provided to the participant and the
contents of the form would be review the contents with the participants.

Give the participant the opportunity to ask any questions.
Inform the participant of the interview procedures and that a cell phone would be used as
recording device.

Also inform the participants that notes would be taken with pen and paper.
Inform the participants that the interview would be between 30 to 60 minutes and that
breaks would be allowed in between the session. Inform the participant of the process
that would be used to protect their privacy and how the data captured would be stored and
protected. Inform the participant that their participation is voluntary, and they have the

right to withdraw from the study or stop the interview if they choose to do so at any time.
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Remind the participant of the purpose of the study which is to explore the security
strategies used by IT security managers to prevent breaches due to insider threats.

Once the participant understands the purpose of the interview and ready to
commence, the audio recording would begin, and the interview process would start with
the first interview question. I would ask further probing question(s) if required for clarity.
I would allow the participant to be done with each question before proceeding to the next
question.

Interview Question

What security strategy do you use to protect data and prevent breaches due to insider
threats?

What strategy have you developed to analyze user behaviors to prevent data
breaches?

What strategies have you implemented to detect and respond to security incidents
that could result in a data breach?

What strategy do you use for risk identification and assessment to detect the
possibility of a data breach?

Which data security management strategy best fit your business requirement and
why?

What factors within and without your organization determine what security
strategies to implement?

What notification approach do you use should a breach occur?
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To prevent data breaches, what strategy do you use for third-party and vendor
management?

What program do you use to help staff understand their security responsibilities?

What program do you use to keep your security team up to date with current
security events?

What strategy do you use to establish security baselines and how often is this
baseline reviewed?

What security breach incident have you experienced that was due to an insider
threat?

What additional security strategies can you provide as a conclusion for this

interview?
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Appendix D: Email Invitation

Dear XXX,

This is to cordially invite you to participate in an interview process for ongoing
research on the security strategies used to prevent insider threats in banking industries. I
looked you up on LinkedIn and saw that you may have the required experience. The
interview would take place remotely using zoom or any remote conferencing tool of your
choice. Please be informed that your participation in this study is completely voluntary
and there would not be any monetary compensation as a result. You may also withdraw
your participation at any time within the study. Kindly let me know the most convenient
time to reach out to you for this interview. I have attached the consent form to this email.
If you feel you understand the study well enough to make an informed decision about it,

please indicate your consent by replying to this email with the words, “I CONSENT.”.

Thank you

Ojodale Achor
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