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Abstract
The difficulty that leaders in the wine industry have in rapidly responding to cyber threats
to secure sensitive information and intellectual property while undertaking a merger can
have a direct economic cost and disrupt the merger. Grounded in Habermas’s systems
theory, the purpose of this single case study was to examine strategies used to mitigate
the risk from cyberattacks during a merger. The participants were five business leaders in
a wine company in Northern California. Data were collected using semistructured
interviews, company documentation, and publicly available documents. Through
thematic analysis, four themes were identified: protection of data integrity, formal and
informal communication/feedback methods, training, and establishing cybersecurity
frameworks to increase security. A key recommendation is for business leaders to fully
understand where data reside and who is managing data to ensure that cybersecurity
control measures are working. Implications for positive social change include the
potential for business leaders to build prevention strategies that can lower the risk of a
data breach during a merger to provide better safeguards to protect the privacy of
customers’ information and preserve companies’ sensitive information and intellectual
property. These change initiatives can positively impact customer satisfaction and help

promote job growth within the community.
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Section 1: Foundation of the Study

Mergers and acquisitions (M&As) within the wine industry have increased. In
2021, U.S. business leaders invested $1 trillion in M&A transactions (Trentmann, 2021).
Hackers have become progressively more sophisticated in gathering data about the
financial status and future business strategies for companies (U.S. Securities and
Exchange Commission [SEC], 2017). M&As have also made the information technology
(IT) environment increasingly complex, with over half of unaccounted-for devices found
after completing the integration of a new acquisition (Siwicki, 2017; Vincent & Trussel,
2019). There is a need for business leaders to rapidly respond to cyberthreats to secure
sensitive information and intellectual property. Due to continual changes in technology,
some wine companies have struggled to maintain sound IT infrastructures and avoid the
risk of cyberattacks.

Background of the Problem

There is a lack of empirical research that identifies the vulnerabilities of IT
infrastructures during a business merger or acquisition, specifically within the wine
industry. Little is known about established processes or procedures that serve as guides
for business leaders to develop a framework to successfully evaluate the risk associated
with cyberattacks during a business merger or acquisition. One of the most common
mistakes that business leaders entering a M&A make is not having a comprehensive
understanding of the inherent risk of cyberattacks.

Fritz and Kaefer (2017) highlighted the critical importance of establishing

security controls and formulating policies to reduce the risk of a cyberattack. Bauer et al.



(2017) suggested that complacency has caused business leaders to not address outdated
IT infrastructures during a merger or acquisition. This complacency has provided
opportunities for hackers to infiltrate wine company information systems and disrupt
operations. Leaders and employees share thousands of documents between networks
during a merger or acquisition. Unfortunately, some business leaders lack the insight to
check and verify the security of the documents being shared. This issue may cause a
business to lose revenue and customers (Watad et al., 2018).
Problem Statement

For M&As to be successful in advancing a business’s competitive advantage,
comprehensive security control measures must be enacted to reduce the risk of
cyberattacks (Schmidt et al., 2020). In 2017, the costs involved in M&As were estimated
at $4.7 trillion, and more than one third of businesses involved in those M&As contended
with IT failures caused by security breaches and cyberattacks (Bashan & Armon, 2019;
Triche & Walden, 2018). The general problem is that industry leaders enter a merger
without the appropriate strategies to manage the risk of cyberattacks. The specific
business problem is that some wine industry leaders lack cybersecurity strategies to
manage the risk of data breach from cyberattacks during a merger.

Purpose Statement

The purpose of this qualitative single case study was to explore strategies that
leaders in the wine industry used to mitigate the risk from cyberattacks during a merger.
The targeted population was business leaders at a wine company located in California

who successfully protected their company’s data during a business merger. The
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implications for positive social change include the reduction of loss of company revenue,
which directly impacts jobs and services, therefore having a positive economic effect on
local communities.
Nature of the Study

The three research methods used by scholarly researchers are quantitative,
qualitative, and mixed methods (Saunders, 2020). I selected the qualitative method for
my research study as the appropriate method to address issues related to strategies for
cybersecurity. Qualitative researchers collect data to understand real-life situations that
are dependent on the human experience (Tracy, 2019). Quantitative researchers seek to
examine relationships among variables using numerical data to generalize from a sample
using mathematical techniques and/or statistical models to relate to the phenomena
(Johnson & Christensen, 2020). Mixed methods researchers use both qualitative and
quantitative methodology, which could lead them to conflicting analyses (Halcomb,
2018). Quantitative and mixed methods research were not appropriate for this study, as
both methods depend on analyzing numerical data and hypothesis testing to examine
relationships between measured variables associated with the phenomenon, and this was
not in accord with the intent of this study.

There are a variety of research designs available for a qualitative research study.
The three designs that I considered were ethnographic, phenomenological, and case
study. According to Cardoso et al. (2017), ethnography is the study of organizational
culture and provides insight into the beliefs and assumptions of individuals within a given

culture. An ethnographic design involves extensive training and time in the field to



interpret participants’ experiences (Johnston et al., 2017; Preece et al., 2019). I did not
focus on culture or on participant experiences; therefore, an ethnographic design was not
appropriate for this study. I also considered the phenomenological design. The purpose of
using a phenomenological design is to understand specific human social and
psychological phenomena experienced by participants (Qutoshi, 2018).

The purpose of this study was to explore strategies and not to focus on the
meaning of experience; therefore, the phenomenological design was not appropriate for
this study. In a case study design, the focus is on a general situation in a real-life setting
(Yin, 2018). When conducting a case study, the researcher is in control the parameters of
the study (Zainal, 2017). Case study design is appropriate to explore the behaviors and
events in research that result in certain conditions (Ponelis, 2015; Ridder, 2020). Using
the single-case study design may provide a deeper understanding of the strategies
necessary to combat cyberattacks. Single-case studies are ideal for revelatory cases where
an observer may have access to a phenomenon that was previously inaccessible (Ponelis,
2015; Ridder, 2020). A single qualitative case study was appropriate for exploring the
strategies used by business leaders in the wine industry to manage the risk of data breach
from a cyberattack during a merger.

Research Question
What strategies do business leaders in the wine industry use to manage the risk of

data breach from a cyberattack during a merger?



Interview Questions

1. What strategies did you use to protect each company’s data from cyberattack
during a business merger?

2. How did you integrate strategies to safeguard the company’s data from
cyberattack into your organizational policies to improve compliance during a
business merger?

3. How did you communicate the strategies you enacted during the merger to the
companies involved in the merger?

4. How did the strategies you put in place protect each company’s data during
the integration phase of the merger?

5. How did you determine the efficacy of the strategies you put in place to
protect each company’s data from a cyberattack?

6. What other factors were necessary to reduce the risk of cyberattack during a
merger within your organization?

7. What additional information can you provide regarding strategies you used to
manage the risk of data breach from a cyberattack during a merger?

Conceptual Framework
The conceptual framework for this study was Habermas’s (1989) systems theory.
Habermas’s systems theory combines aspects of social science and systems thinking.
Systems are designed based on degree of complexity and randomness. Systems theory

involves consideration of all system inputs, outputs, feedback loops, and processes



(Shafritz et al., 2015). At the core of systems theory, there is a required level of
communication and control.

Both subtle and dramatic changes in cybersecurity can amplify the long-term
effect of an IT infrastructure. Business leaders, government leaders, and scholars believe
that cyberattacks are increasing because of inadequate cybersecurity policies and
procedures (Luo, 2016). Systems theory is a useful framework to improve cybersecurity
compliance to ensure better data security to prevent a cyberattack during a merger.
Cybersecurity needs a holistic approach and strategy to understand and address
nontechnical and technical risks contributing to cybersecurity (Burita, 2019). Wine
industry leaders should identify strategies for better data protections. IT systems are
multifaceted; therefore, wine industry leaders should establish enhanced decision making
and cybersecurity controls to reduce the vulnerabilities between the systems of merging
companies (Hawkins, 2017). The absence of adequate protection enables cybercriminals
to breach IT system networks during a business merger or acquisition. This conceptual
framework is applicable because systems theory can guide business leaders’ actions to
understand the interdependence of complex systems and interactions to improve the
efficiency of IT systems during a merger and reduce the risk of cyberattack.

Operational Definitions

Cyberattack: An attempt by an individual, group, or organization to damage, alter,

disrupt, or attack computer networks, infrastructures, or systems for competitive

advantage or for political, religious, or financial gains (Fen et al., 2020).



Cybercrime: Cybercrime involves the use of a computer as an instrument to
commit illegal activity such as fraud, cyber ransom, or phishing (Latto, 2020).

Cybersecurity: Cybersecurity refers to the controls, strategies, or measures used to
protect a computer system against unauthorized or criminal use of electronic data
(Berkman et al., 2018).

Data breach: A data breach is an incident that consists of unauthorized access to
sensitive or confidential data that compromises an organization’s computer network
(Shabani & Borry, 2018).

Mergers and acquisitions (M&As): Mergers and acquisitions refer to the
consolidation of two or more companies to transfer or combine assets or equity interests.
M&As are one approach used by business leaders to strengthen their organization’s
competitive advantage (Gonzalez-Torres et al., 2020)

Phishing: Phishing refers to the fraudulent practice of sending emails to email
users to elicit confidential information such as customers’ personal information, financial
status, or intellectual property (Wu et al., 2016).

Private cloud: A private cloud is a data center that is not available for public use
to store electronic information (Tissir et al., 2020).

Assumptions, Limitations, and Delimitations

Some vital components of scholarly research are the assumptions, limitations, and
delimitations of a study (Uprichard & Dawney, 2019). To improve the credibility of a
study, a researcher must establish, define, and delineate the assumptions, limitations, and

delimitations relevant to their study (Theofanidis & Fountouki, 2019).



Assumptions

Assumptions are defined as the presumed facts that the researcher considers true
and relevant to a study without formal verification (Collins & Stockton, 2018). There
were three assumptions for this research study. The first assumption was that the
interview questions developed were comprehensive enough to maintain participant
engagement during the interview process. The second assumption was that the business
leaders who participated in this research study would provide honest and open responses
to the interview questions. The third assumption was that participants would have a clear
understanding of effective strategies used to reduce cyberattacks during a merger. I
believe that all three assumptions were realized. Because I assured confidentiality and
noted that participation was strictly voluntary, the participants were pleased to take part
in the study. The participants remained engaged throughout the interview process. They
provided responses that were regarded as open, honest, and insightful, and they had a
clear understanding of effective strategies to reduce cyberattacks during a merger. For
informational purposes, some of the participants also provided guidance to help locate
and allow me access to relevant company documentation stored on the partnering
company’s portal.
Limitations

Limitations of a research study refer to issues or weaknesses not within the
control of a researcher (Brusse et al., 2016). When conducting research, limitations could
derive from bias introduced to a study by the participants during the interview process

(Theofenidis & Fountonki, 2019). The first limitation was that the participants might



provide insufficient data based on their limited knowledge about cybersecurity. The
second limitation was that advancements in cybersecurity are continuous, which may also
limit the knowledge of the participants. Some participants during the interview process
affirmed that advancements in cybersecurity are continuous and that new technology in
cybersecurity should be considered when companies venture into a merger or business
acquisition.
Delimitations

Research delimitations help researchers define the scope or boundary of their
study prior to conducting research (Marshall & Rossman, 2016). The delimitations of a
research study are the factors and variables included in the investigation (Park & Park,
2016). In addition, delimitations are the boundaries that the researcher sets in terms of
study duration, population size, and type of participants (DiscoverPhDs, 2020). I selected
participants who were business leaders in the wine industry with experience defining
strategies to migrate cyberattacks during mergers or business acquisitions.

Significance of the Study

Business leaders face many challenges due to globalization. To remain
competitive, some wine industry leaders have chosen to expand their business through
M&As. The purpose of this study was to explore effective business practices that may
contribute to the leaders of an organization’s capability to improve cybersecurity control

strategies during a merger.
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Contribution to Business Practice

The results of this study may be of value to businesses whose leaders seek to
maintain productivity and increase the ability to compete in the wine industry. The results
of the study could contribute to effective business practices by identifying strategies to
mitigate data breaches during a business merger. If wine industry leaders use the findings
to avoid cyberattacks, these leaders may avert a potential threat to a successful merger.
Implications for Social Change

The results of this study may contribute to positive social change by providing
economic stability to organizations that partake in a merger or acquisition. The
implications for positive change include providing better safeguards to protect the
privacy of customers’ information. Businesses’ ability to better educate their employees
and customers could lead to less data breaches and improved data security. In addition,
merged businesses can pass along cost savings to consumers and offer better quality of
products and services (Chron, 2020). Customers’ access to better products and services
could improve their overall quality of life. Pursuing M&As involves both advantages and
disadvantages. The advantage of a business going through a merger is that it could
improve the confidentiality and privacy of customer information by increasing security
awareness through effective employee training. A potential disadvantage of a merger is
that a business merger going public may result in exposure to cyberattack, which can put
customers’ information at risk of being comprised. Because there is a possibility of a
comprise, it is important to establish cybersecurity controls and strategies to minimize the

risk of cyberattack (Cook, 2015).
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Review of the Professional and Academic Literature

The purpose of the study was to explore effective strategies used in the wine
industry regarding cybersecurity when two companies are involved in a merger or
business acquisition. I synthesized information from various sources related to current
literature, knowledge, and discussions on the theory, concepts, and recommendations for
future studies. The conceptual frameworks guiding this study were Habermas’s systems
theory, adaptive systems theory, and the theory of structuration.

This literature review includes analysis of peer-reviewed articles, dissertations,
and books on M&As. My search included studies pertaining to the conceptual
frameworks. In reviewing the literature, I sought to compare and contrast related
scholarly, professional, and government studies related to cybersecurity. The primary
databases used were the Walden University Library, Google Scholar, EBSCO eBooks,
Academic Search Complete, ACM Digital Library, Business Source Complete, IEEE
Xplore Digital Library, ProQuest Central, and SAGE Premier. Among sources used for
the literature review, 80% were published from 2018 through 2022, and 70% were
scholarly peer-reviewed articles.

Systems Theory

The purpose of this qualitative single case study was to explore the strategies of
business leaders in the wine industry used to mitigate the risk from cyberattacks during a
merger. Cybercriminals’ methods to launch attacks against businesses have become
progressively sophisticated and complex (Connelly & Wall, 2019). The performance of a

business is dependent on economic, ecological, and social challenges to maintain
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competitive advantage at domestic and global levels (Ibarra et al., 2019). Globalization
affects the complexity of a company, demanding a systematic approach to succeed and
prosper (Vermeulen, 2015). Evaluating the conceptual framework of systems theory is
important to understand the complexity of computer systems that can affect a business
merger or acquisition and to guide business leaders to institute applicable strategies to
combat cyberthreats.

Habermas (1989) characterized systems theory as the study of interrelationships
rather than individual modules. Habermas contended that systems operate through
purposive actions that are self-regulating and self-correcting. Kuusisto and Kuusisto
(2013) described Habermas’s theory as involving systems that cannot be analyzed
because of complexity and cannot be analyzed statistically because of the inability to
depict randomness in behavior. Systems that can be categorized as depicting organized
complexity can be demonstrated by a hierarchy of levels. Each level in a hierarchy is
more intricate than the level directly below it and has emergent properties, which only
exist at higher levels and are irrelevant at lower levels (Salim, 2014).

Habermas posited that systemic differentiation and integration help to determine
risk (Habermas, 1987). If systems become decoupled, these systems can only provide
integration and coordination within boundaries and often fail to support broader
integration (Yun et al., 2019). This decoupling leads to a situation in which system
integration prevails over the broader integrative efforts used by business leaders

(Habermas, 1987).
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Bambauer (2013) described the existing approaches to cybersecurity as
significantly flawed; however, scholars, governments, and computer scientists agree that
inadequate security is an emerging threat and preventative action is required. Inadequate
security could lead to unintended consequences (i.e., cyberattack) for an organization
(Young et al., 2021). Cybersecurity technologies are insufficient to achieve secure
operations without strategies, procedures, ongoing risk assessments, and review of secure
network protocols to achieve efficient and secure information delivery (Kopel et al.,
2019). Volkova and Cherny (2018) suggested that the systems theory approach provides
a solid foundation for cybersecurity.

Applying systems theory to business leaders’ cybersecurity strategies captures the
influences under which firms operate in an unpredictable, dynamically changing, cyber-
dependent market. Exploring successful strategies that business leaders have
implemented to protect their businesses from cyberattacks during a business merger or
acquisition may contribute to best practices, increase consumer confidence, and result in
greater economic prosperity. Using a clear framework could provide elements to identify
and prioritize actions for reducing cybersecurity risk and can help business leaders align
policy and technological methodologies to manage those risks (National Institute of
Standards and Technology [NIST], 2015). Bambauer (2013) explained that computer and
network security problems exist because cybersecurity is undertheorized and lacks a
framework to guide change.

Von Solms and Marnwick (2019) examined cybersecurity frameworks from a

system view and suggested that interdependences between critical infrastructures are
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becoming increasingly apparent and that understanding how to manage critical
infrastructures is an emerging issue for businesses. Global interconnections have caused
systems to converge, meaning an isolated attack on one vital infrastructure system can
result in a cascading effect on other critical infrastructures and affect business operations
(Volkova & Cherny, 2018). Exploring effective business leaders’ strategies aligns with
the systems theory conceptual framework.

Some business leaders underestimate the possibility of large, unexpected changes
in their network systems. Though some business leaders try their best to keep
organizational data secure, cybercriminals find ways to intercept computer systems,
creating vulnerabilities within a network’s infrastructure. Business decisions made by
business leaders can be complicated due to the inherent complexity of network systems.
Businesses need clear strategies and guidelines for employees to follow to protect those
network systems. As sudden and drastic changes are likely to occur, business leaders
should be ready to adopt new strategies and guidelines as necessary (Park et al., 2018).

An organization is a classic example of a nonlinear system in which minor events
have the potential to set off grave consequences or chain reactions and major changes
may have little or no effect on the system (Wilkinson & Klaes, 2017). Instead of
pinpointing causes of organizational problems, a company is better served by looking for
organizational patterns that lead to certain types of behavior within the organization. An
organization whose leaders encourage this type of management is a fractal organization,
which is an organization whose leaders trust natural phenomena to establish order within

the organization (Wilkinson & Klaes, 2017).
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Business owners build models of organizational practice and policy with the hope
that this will yield better information on how to improve the organization's business
functions (Gonen & Sawant, 2020). Business leaders can use systems theory to provide a
framework to improve strategies, policies, and procedures needed to reduce the risk of
cyberattack with a merger or acquisition. Applying the concept of systems theory may
provide ways for business leaders to institute effective cybersecurity control measures
and contribute to inhibiting cyberattacks during a business merger or acquisition.
Complex Adaptive Systems Theory

Like Habermas’s systems theory, complex adaptive systems theory is derived
from the natural sciences. Srinivasan and Mukherjee (2018) described complex adaptive
systems theory as involving interacting agents that coevolve and adapt logically over a
period. Complex adaptive systems theory evolves around constant change in reasonable
linearity (Malik & Pretorius, 2018). A complex adaptive system is a macroscopic
gathering of microstructures shaped to alter a setting (Van Brussel et al., 2016).
Conversely, Akgun et al. (2014) argued that complex adaptive systems theory is a
framework for explaining the emergence of system-level order arising from the
interactions of a system’s interdependent agents. Christo et al. (2016) identified complex
adaptive systems theory as an effort to understand complex emergent behavior by
reviewing exchanges between inhomogeneous parts at a micro level. Ghazzawi et al.
(2016) outlined emergent behaviors and nonlinear processes as tenets of complex
adaptive systems. Afzaal and Zafar (2016) noted that complex adaptive systems involve

agents of dynamic networks continuously responding to other agents. Fidan and Balci
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(2017) proposed that in complex adaptive systems, optimal performance occurs only
when the actors work as a network of dependent components. Marjanovic and Cecez-
Kecmanovic (2017) surmised that complex adaptive systems act as one unit and trade
information in an open network.
Structuration Theory

In contrast to Habermas’s systems theory and complex adaptive systems theory,
structuration theory involves the formation and imitation of social systems. Nsiah (2022)
explained that structuration theory is neither macro- nor micro-focused. Structuration
theorists found structure associated with the imitation of social systems by posting
structure as resources and rules (Sergeeva et al., 2017). Nasution et al. (2017) studied
cybersecurity using structuration theory to investigate how security policies are formed in
business to prevent data breaches. The results of the study informed the development of a
theoretical model to formulate and implement comprehensive security policies.
Context of Mergers and Acquisitions

The goal of this case study was to reveal strategies that business leaders use to
maintain business and maintain cybersecurity in the wine industry during a merger. The
wine industry is gradually employing the merger process to deal with technological
changes, increases in competition, and government regulation (DeHaas et al., 2017).
Every merger is unique with respect to key factors such as business processes, location,
size, and resources (Angwin & Meadows, 2015). When wine businesses merge, there is
an integration process that normally engages both people and processes (DeHaas et al.,

2017). Mergers often fail because organizations struggle to execute a merger effectively
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(Friedman et al., , 2016). A potential merger failure is partly due to the considerable
number of variables involved (Angwin, 2012). Therefore, it is important for business
leaders to require strategies to address those expected variables.

A failed merger carries extraordinary risk for customers, consumers, employees,
shareholders, and business partners (Eaton & Kilby, 2015; Osarenkhoe & Hyder, 2015).
Garzella and Fiorentino (2014) asserted that there is a risk of diminished value that
threatens the expected value creation that was the basis for a merger. The profitability of
a winery can impact the success or failure of a merger.

Business leaders constantly modify and restructure processes that contribute to
their overall operation to maintain or improve productivity as desired (Naus etal., 2018).
Some business leaders still rely on manual processes to complete functions while others
have enhanced their capabilities with the adoption of current technologies, each with
varying degrees of success (LaPointe, 2017).

Theories Supporting Cybersecurity

Cybersecurity potentially impedes technological and scientific advances in
information security by reinforcing the predominantly technical view of cybersecurity
(von Solms & von Solms, 2018). For example, a spectrum of technical solutions supports
cybersecurity. However, these solutions alone do not solve the problem; there are
numerous examples that demonstrate challenges related to the organizational, economic,
social, and political issues inextricably tied to cybersecurity efforts (Deibert, 2012).
According to the Department of Homeland Security (2020), cybersecurity refers to the

activity or process, ability or capability, or state whereby information and
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communications systems and the information contained therein are protected from or
defended against damage, unauthorized use or modification, or exploitation. This
definition does not expound on how cybersecurity is used to reduce the risk of malicious
attacks on software, computers, and networks, including the tools used to detect break-
ins, stop viruses, block malicious access, enforce authentication, and enable encrypted
communications.

Monat and Gannon (2018) noted that a dynamic structure can be defined by
components and configuration that consist of several interacting elements involving
processing inputs and producing outputs, interconnections between different functioning
parts of the system, and structured relationships (Monat & Gannon, 2018). In a modern
system, each level of information is related to a level of correspondent security risk. Each
level must be well defined, including a proper measure to control risks to data security
(Doherty & Tajuddin, 2018).

A systemic method is a process used to manage data security; the process is based
on understanding how a system’s processes can effectively be structured to secure all
components of the system (Doherty & Tajuddin, 2018). A system consists of integrated
objects, either logical or physical, qualities that describe the objects, the objects’
relationship with other objects, and the system’s control environment (Gutierrez-Martinez
et al., 2015). Classic security and safety problems, such as ensuring the reliability of
hardware and protection from natural phenomena, modern systems are so complexed and
interconnected that security threats from malicious adversaries must be carefully

considered and reviewed (Alves & Morris, 2018). Cybersecurity issues are becoming
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more prevalent, and cyberbreaches and malicious threats are increasingly critical and
challenging (Kesan & Hayes, 2017). Onwubiko (2017) suggested that businesses can
implement a protective process by introducing data security solutions to improve data
security awareness while reducing cybersecurity threats.

The holistic system approach can be applied when analyzing and implementing
cybersecurity strategies. By understanding the root of a breach, business leaders can
support and tighten the disintegrated parts of the target system to prevent future data
breaches (King et al., 2018). A shared functionality formed the process used to identify
the different system functions may occur at multiple levels of the system (Rothrock et al.,
2018). Chalvatzis et al. (2019) described systems that consist of diverse components to
help business leaders monitor their environment by collecting information about
environmental deviations.

Business leaders need to analyze and process this information to formulate
solutions to their cybersecurity needs (Bagschik et al., 2017). An open system is a
process used to respond and adjust to environmental changes through the input of
information. These adjustments can sometimes affect organizational processes (Rothrock
et al., 2018). These adjustments may reduce, increase, or support environmental change
deviations (Marti, 2015). The organization can analyze information in the throughput to
tailor its process to fit its goals (Rothrock et al., 2018). When wine businesses adapt to
cybersecurity changes, their actions and messages represent the output, and these outputs

form the process used to measure effectiveness (Hof, 2018).



20

When technological improvements resulting from developed security techniques
become outdated, practitioners create new systems (Schabacker et al., 2019). In the past,
security techniques were mainly composed of electro-mechanical components and were
less complicated than today's intensive systems (Joo & Hovav, 2016). Marti (2015) found
that throughput feedback creates new changes in a system. If the messages and actions
are not sufficient, the process repeats until it finds a proper solution. If a winery is unable
to adopt a cybersecurity strategy variation, then it will ultimately cease to exist. Jenab and
Moslehpour (2016) noted that systems theory could be useful in understanding the
feedback derived from cyberbreaches and creating consistent cybersecurity strategies
based on information from the throughput stage. When investigating a breach in a
system, it is necessary to understand the relationships between the elements of the
environment and the system, as well as the impact's effect on the environment, in
formulating the estimated effect of the impact on the system (Naudet et al, 2016).
Computer Threats and Cybercrimes

Researchers at the U.S. Department of Homeland Security reported that
cybercriminals can hack a computer network without activating malware (Nakashima,
2015), which allows them to upload malware to the victim’s machine. Cybercriminals
can use malware to copy information remotely to customize attacks for each victim
(Horvath & Lovasz, 2018). Cybercriminals distribute viruses through unsolicited emails,
using cheap and easily distributed programs to take control of a computer remotely when
those emails are opened by the recipients. Cybercriminals use viruses to obtain data and

intellectual property illegally and then demand cyber ransoms from organizations for
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their return or accessibility. In 2020, there were over 4,000 daily cyberattacks on
organizations, which included privacy violations, phishing crimes, and data breaches
(Romanosky, 2016; Sobers, 2021).
Cybersecurity Strategies

Some business leaders in the wine industry use effective cybersecurity strategies
to ensure business infrastructure assets and intellectual property remain secure. (Van de
Weijer & Leukfeldt, 2017). Cybersecurity threats in the wine industry can be detrimental
and computer hackers can exploit and attack the integrity of a company and release
confidential information (Narayanan et al., 2018). Cybersecurity decisions require insight
into current security threats and the ability to forecast potential vulnerabilities (National
Institute of Standards and Technology, 2020). Some business leaders lack the proper
processes to control the evolving cybersecurity risks (Njenga & Jordaan, 2016). In
addition, business leaders may lack the resources to respond to cybersecurity threats,
which can potentially threaten the survival of the business; therefore, they should adopt
risk management strategies and methodologies (Avogundade et al., 2020). Cybersecurity
models aid business leaders by identifying security threats and system vulnerabilities,
thereby enabling business leaders to quantify the risks in economic terms (Duench,
2020).

One of the biggest issues facing business leaders is their ability to defend the
organization from potential cyberattacks (Georgiadon et al., 2020). Badhwar (2021)
conducted a qualitative multiple case study to explore the technology that leaders use to

minimize security breaches and increase business performance. Four components that can
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further reduce security breaches and improve business performance are (a) an
organizational culture promoting security awareness, (b) consistent organizational
security policies and procedures, (c) implementation of security awareness education and
training to mitigate insider threats, and (d) organizational commitment to adopt new
technologies and innovative processes (Badhwar, 2021). When leaders of organizations
increase their use of mobile devices and cloud services, criminals that use handheld
devices could commit cybercrimes against those leaders (Besliu, 2017). It is important
that leaders of those organizations address those security issues. Researchers, leaders of
federal organizations, and leaders of commercial companies are working together to
identify the primary factors that contribute to a secure business environment (Federal
Communications Commission, 2017).

Prevention of attacks on computers and networks is a high priority in businesses;
specifically, during a business merger or acquisition (Boteanu & Fernandez, 2013).
Human-related incidents have caused many security threats and constantly evolving
developments in technology make it difficult to keep up with new threats (Ahirwar et al.,
2011). Security solutions and provided possible resources to assist businesses in staying
current on security measures (Preiser et al., 2018). Traditional techniques are not enough
to protect data and security should start with the education of business leaders (Adauto &
Guerrini, 2018). Four factors that affect the security of networks in organizations are
security policy documentation, access control, employee awareness, and top-level

management support (MacDougall, 2019).
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Security awareness and malware identification are critical components in
preventing cyberattacks and cybercrimes (Jalali & Kaiser, 2018). Malware, viruses, and
spyware are prevalent on computers and infiltrate the operating systems that support
tablets and mobile devices (Jalali & Kaiser, 2018). Likewise, malware is one of the most
serious threats associated with cybersecurity (Yadev, 2019). Yadev, (2019) reported
trojans as the most deployed malware by phishers, which account for 77% of all malware
attacks (Shen et al., 2018). Trojans occur when phishers install malware to steal
credentials or link the host system to a network of private computers that may have
malware installed. Malware and malicious software have been increasing in numbers and
are becoming more sophisticated, are difficult to detect, and are almost impossible to stop
(Jagular et al., 2018).

Malware is often a mechanism for cybercriminal activities because malware
characteristics usually elude most forensics experts’ detection and analysis methods
(Zhou & Yu, 2018). An infected application could potentially impact thousands of
devices (Zhou & Yu, 2018). To combat malware exposure, computer, tablet, and mobile
users must become more knowledgeable about protecting their devices, invoke limited-
permission grants by not allowing the applications to access sensitive user information,
and prevent exposure to cybercriminal activities (Piplai et al., 2020). Business leaders
must find security-critical computer bugs, more commonly known as software errors or
flaws in a computer program or system, before hackers and cyberterrorists exploit the
breached systems (Piplai et al., 2020). Systems administrators should keep cybersecurity

as a top priority while implementing opportunities created by mobile and cloud
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computing (Okafor, 2021). Making cybersecurity a top priority is important since the
proliferation of mobile devices connecting business networks has expanded the number
of potential targets for cyberattacks (Okafor, 2021).

Cloud computing is a less expensive option for organizational leaders to enhance
cybersecurity controls. Organizations with limited IT resources have cloud computing as
the primary resource to combat cyberattacks (Sunyaev, 2020). Cloud computing is one of
the newest digital security strategies in computing used by some businesses (Kumar et
al., 2018). Cloud computing is used directly and indirectly by businesses. Shulur et. al
(2020) noted that there is no longer a need for company leaders to invest solely in
physical computer networking technology (i.e., hardware and software). Instead, cloud
computing serves as an alternative for businesses to plan, store, and maintain company
information (Krishna et al., 2016). Chou (2015) also cautioned that developers must
know how to work with specific software to run business operations on a cloud
infrastructure effectively. Business leaders must be well-informed and make an increased
effort to ensure document control during a business merger or acquisition. Asija and
Nallusamy (2016) noted that cloud computing offers flexibility to organizational leaders
in maintaining cybersecurity control. Tabrizchi and Rafsanjani (2020) concurred that a
variety of cloud-based technologies such as web services, virtualization, and grid
computing are effective applications.

Business leaders must assess information security risk using a qualitative and
quantitative approach as part of the risk management strategies to explore any potential

vulnerabilities affected by employee use of a computer network (Sunyaev, 2020). A
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quantitative security risk assessment is needed to identify, assess, and implement security
controls (Sun,2020). Carrying out a qualitative risk assessment allows an organization to
view all applications holistically from an attacker's perspective

A private cloud purposely restricts network access to lower the risk of cyberattack
and allows an organization to maintain the same workflow and security procedures (Sun,
2020). The advantage of a private cloud versus a public cloud is greater control and
resilience for business users to sustain a harmonious level of authority and privacy (Jain
& Kumar, 2014). However, some disadvantages for organizations whose leaders choose
to adapt a private cloud are cost and limited scalability compared to public cloud
applications (Bacis et al., 2017).

Significant computation assets must be in place to facilitate the cloud
environment and provide a foundation to support business operations (Olokunde, Sanjay
& Adewumi, 2017). IaaS supports flexible and scalable computer infrastructure. but users
must secure their IT systems to minimize risk. Platform as a Service (PaaS) gives the
freedom of managing applications without the complexity of maintaining the
infrastructure. PaaS provides a platform for executing applications and allow IT leaders
to develop and run software to deliver significant levels of service (Krishna et al., 2016).
IT leaders manage the cloud base for performance devices help protect computer
networks from cyberattacks and unauthorized access. They do this by trying to anticipate
and defend against cyberthreats and responding to security breaches when they happen.
IT leaders play a key role in protecting an organization's valuable data (Wulf et al., 2021).

PaaS enables self-service capabilities that can enable IT leaders to build and manage
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applications quickly without having to build development tools or worry about the
underlying infrastructure. As businesses modernize, platforms need upgrading.
Bayramusta and Nasir (2016) noted that IT leaders regulate the servers and operating
systems to control their application design. PaaS application security involves two
programming layers such as security of the PaaS stage and security of client applications
conveyed on a PaaS stage. Okafor (2021) surveyed the effect of IT infrastructure
development and vulnerabilities to cloud applications through numerous client browsers
and transportable devices. IT leaders can have workers build a cybersecurity model,
regardless of whether they consider these [aaS or PaaS issues. The effects of
technological and environmental components on IaaS and PaaS selection are a
requirement for cybersecurity (Wulf et al., 2021).
Cybersecurity Models

Strategic measures take place in collaboration with the IT leadership team within
an organization to provide the necessary preventive protection of their intellectual data
and customer information (Herrmann & Pridohl, 2020). Running security checks and
conducting a system backup daily is important. Safety objectives to protect a company’s
intellectual data and other potential information of value include creating a failsafe
security system to protect all vital data (Vigano et al., 2020). Some organizational leaders
minimize involvement, especially in aiding IT staff to engage managerial strategies to
prevent breaches, fraud, and other types of cybercrime (Allodi & Massacci, 2017). New
attitudes are necessary among leadership to understand system administrators’ need to

foster comprehensive cybersecurity control measures (Arief & Adzmi, 2015).
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Some business leaders’ perceptions toward cybercrime and Internet security
remain a major concern to combating cybercrime. To compete on a global level, business
leaders use cyberspace for business transactions (Jordan, 2020). The use of cyberspace
increases an organization’s level of vulnerability to significant loss of data due to
cybersecurity breaches. Robust cybersecurity requires the implementation of adequate
controls to protect intellectual property and customer information (Jordan, 2020). Gibson
(2019) noted cybersecurity is a challenge to all types of businesses, regardless of size.
Cybercrime also continues to be an issue within the United States. Loopholes within the
U.S. legal system makes it difficult in some cases to prosecute hackers for cybercrimes
(Abdelrahman & Nimrat, 2018). Kumari (2019) developed a threat model as a defense
mechanism business leaders use to avoid exploitation by hackers. Prakash and Singaravel
(2015) proposed a three-phase anonymization method to protect data from cyberattack to
preserve companies’ confidential information.

Business leaders should evaluate the financial costs associated with cybersecurity.
the financial costs associated with managing cybersecurity have a direct link to the cost
of companies building trust with the customer base and upholding a competitive edge in
the marketplace (Sarre et al., 2018). Not all U.S. businesses victimized by security
breaches report those breaches (Konradt et al., 2016). McMahon et al. (2016) contended
there is a need for further advancement of new security control software to deal with
cybersecurity.

Computer hackers exploit security issues in IT systems. Exploitation can

propagate across systems in the infrastructure and that a quantitative estimation of the
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risk posed by these vulnerabilities is a critical step toward a more efficient allocation of
resources and a more secure overall environment (Jordan, 2020). Security information is
often difficult to analyze for actionable information. Opitz (2018) proposed new data-
extraction algorithms and models for big data in recent research advancements. For
example, Khorshidi et al. proposed a technique for aggregating qualitative data features
with the aim of fostering the risk management activities of complex systems whose data
sources may be incomplete or not enough for the analysis. Susto et al. (2016) proposed a
method for aggregating multiple data sources to build models of the data to statistically
link security alarm data in IT infrastructures to security events and risk. Kumari (2019)
identified the limitations of security monitoring technologies that limit the accessibility to
risk modeling. Risk assessment procedures consisting of standards and best practices
often fall short in providing quantitative instruments for risk estimation. For example, the
National Institute of Standards and Technology’s Information Security Handbook was
used to suggest the use of risk matrices to estimate qualitatively the risk associated with
an event (Bowen et al., 2006). The risk matrices may cause risk mis-categorization and
risk mis-prioritization. Aven and Cox (2016) determined that IT professionals should be
aware of the vulnerabilities within a system and how these vulnerabilities impact the
daily workflow.

Bossler and Berenblum (2019) noted that proposing a risk estimation model that
explicitly quantifies the likelihood of attack by leveraging data available to any
organization will deploy common perimeter defenses and perform periodic vulnerability

assessments. In addition, organizations that invest in policy monitoring are in a better
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position to increase the effectiveness of their cybersecurity policies. Also, expansion of
employees’ knowledge base of cybersecurity will lead to the systematic collection of data
and rigorous evaluation of computer surveillance to reduce the risk of cyberattack.
Management of Cybersecurity

Cybercrime occurs when hackers gain access to a computer system to modify or
destroy data without the owner’s permission (Aiken et al., 2016). The techniques hackers
use to gain illegal access to computer systems include botnets, worms, and viruses
(Asghari et al., 2015). Some business leaders have developed a capable workforce to
address the demands for effective cybersecurity through continuous education (Park et
al., 2016). Continuous education involves learning cutting-edge information security
technology to help business leaders ease the problems affiliated with information security
(Cabaj et al., 2018). Maintaining knowledgeable and skillful IT employees as well as
providing continuous education in cybersecurity meets the demand of maintaining the
integrity of a computer infrastructure (DeSouza & Valverde, 2016). Extensive knowledge
allows business leaders to understand and implement cybersecurity control measures
(Burley et al., 2014). Samtani et al. (2017) noted that global leaders should collaborate on
the definition of cybersecurity to create global policies and procedures to combat
cybercrime.

Ahmad et al. (2014) noted organizational leaders are in a preventive mind-set
regarding information security measures. Leaders may expose organizations to
unnecessary security risks to ensure continued access to services for users (Yetgin et al.,

2015). Hussein et al. (2014) examined security issues in small businesses and discovered
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that although most small business leaders have systems and procedures in place to
address threats, some of the systems and procedures are ineffective. Hussein et al. (2014)
also discussed information threats that occur from within an organization by authorized
users and the processes executed. Few security resources defend against information
leakage and encryption of data is a critical measure that needs implementing (Hussein et
al., 2014). Business leaders should use effective security measures in combination with a
staircase concept with a strong foundation (Papanikolaou et al., 2013). Schwartz (2015)
mentioned that when an organization is running optimally, the positive momentum leads
to a productive and successful network security team. Cultural aspects impact decisions
about security threats and the resources that control those threats (Ifinedo, 2014).
Mohammed et al. (2013) indicated even though many organizations take the proper steps
to protect information, there are still areas that business leaders can overlook and that are
not up to current standards, which leaves them vulnerable to attacks during the transition
stage of a business merger or acquisition.

Cybersecurity can play a critical role in mitigating the risk of a cyberattack on an
organization’s confidential information. Parsons et al. (2014) noted effective
cybersecurity controls used by companies can defend against unauthorized access and
disruption of business. Spyridopoulos et al. (2014) contended there is a problem with the
use of traditional approaches to correctly manage computer systems. The flow of
information is continuous; therefore, restricted information can lead to issues within an
infrastructure or intellectual property (George et al., 2014; von Solms & van Niekerk,

2013). Business leaders should realize that knowledge sharing is the best course of action
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to protect the integrity, accessibility, and confidentiality of information during a business
merger or acquisition (Marques et al., 2015; Leal et al., 2016). Though knowledge
sharing of cybersecurity controls is ideal, company leaders should invest in obtaining a
better understanding of employees’ behavior and willingness to uphold security
expectations (Akhavan et al., 2016).

The literature supports the intent and problem statement of the current study.
Cybersecurity has a limited number of extensive studies and models. As technology
continues to evolve, cybersecurity will become a viable field of study due to the pressing
need to secure data in all settings. The growth of cybersecurity is important for the wine
industry because they are vulnerable to cyberattacks. Hackers are aware of complacency
among businesses concerning cybersecurity, any weakness within their computer
infrastructure can be exploited making businesses vulnerable to attack. In short, existing
researchers studying cybersecurity breaches have predominantly focused on the impact of
public disclosure of such incidents on the affected organizations' market valuation. Chen
(2019) examined the impact of data breaches on consumers and ways at which owners of
small businesses can reduce the impact of data breached. The author further indicated that
business leaders should be able to provide insights on how to prevent and manage data
breaches. The impact and cost associated with a single breach can be catastrophic to a
winery. It is necessary to address the different factors that influence the lack cyber-
defense strategies by business leaders. In this literature review, I substantiated the need
for business leaders to be aware of cybersecurity threats, as well as develop preventative

strategies to combat security threats and eliminate privacy concerns.
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Transition

Section 1 included the problem statement, purpose statement, nature of the study,
research question, interview questions, conceptual framework, operational definitions,
and significance of the study. Section 2 includes a discussion on the role of the
researcher, participants, research method and design, population and sampling, ethical
considerations in the research, data collection, organization techniques, and data analysis.
Section 3 will include a presentation of the findings, the application to professional
practice, the implications for social change, recommendations for action,

recommendations for further research, reflections, and a conclusion of the study.
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Section 2: The Project

Section 2 includes an in-depth analysis of the method that I used to conduct this
study on strategies to reduce cyberattacks during a merger. Section 2 addresses the
study’s purpose, the researcher’s role, participants, research method and design,
population and sampling, ethical research, data collection instruments, data collection
technique, data organization technique, data analysis, and reliability and validity. I also
include the steps I followed to ensure the validity, reliability, and confidentiality of the
study outcomes.

Purpose Statement

The purpose of this qualitative single case study was to explore strategies that
leaders in the wine industry used to mitigate the risk from cyberattacks during a merger.
The targeted population was business leaders at a wine company located in California
who successfully protected their company’s data during a business merger. Implications
for positive social change include the reduction of loss of company revenue, which may
directly impact jobs and services, thereby having a positive economic effect on local
communities.

Role of the Researcher

In qualitative research, the researcher is the instrument for data collection,
analysis, and interpretation (Tomkinson, 2015). The qualitative researcher’s role is to
maintain strict adherence to ethical guidelines when selecting participants (Pacho, 2015).
Researchers must understand that participants will see the work through their own

perspective and cultural experiences (Hoover et al., 2018). As a qualitative researcher, I
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was held accountable for maintaining the rigor and integrity of the study (Collins &
Stockton, 2018). I did not have any personal connection to any of the participants used in
this study. I became interested in IT systems during the rise of the dot-com era and
received a master’s degree in information systems. My qualifications provided
opportunities to work with business leaders in the wine industry.

Researchers should take the necessary steps to avoid bias and ensure that their
perspectives do not adversely affect the results of a research study. In accordance with
the Belmont Report (National Commission for the Protection of Human Subjects of
Biomedical and Behavioral Research, 1979), I treated all participants with respect of
persons, beneficence, and justice. In addition, according to the Belmont Report,
participants’ interviews must remain confidential, and researchers must always, without
exception, favor the well-being and interest of the participants over the research. During
the research process, researchers are to remain honest, transparent, and objective (Hoover
etal., 2018).

Researchers must maintain transparency in a credible manner (Avasthi et al.,
2013). National Institutes of Health participant protection training also assists researchers
with implementing the necessary informed consent process to ensure participant
protection and to combat ethical challenges in the research process (Fusch et al., 2017).

Participants

Researchers need to set specific criteria to identify individuals who are relevant to

their research goal (Queiros et al., 2017). Before identifying a target population,

researchers should comply with a list of attributes that are essential to their field of
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research (Roulston, 2018). Researchers can achieve accurate results when the experiences
and characteristics of the participants align with the field of research (Lewis, 2015).
Researchers often choose participants based on their professional or personal experiences
related to the research topic (Peck & Mummery, 2017). The key for this research study
was to focus on participants with relevant knowledge and experience with mergers in the
wine industry. To be effective, researchers need to communicate and build a rapport with
their participants (Aggarwal et al., 2019, Peek & Mummery, 2017)). To ensure that I
received complete responses to the interview questions, I made the participants feel
comfortable sharing their experiences.

The participants selected for this qualitative single case study were from my
current employer. Single-case studies are ideal for revelatory cases where an observer
may have access to a phenomenon that was previously inaccessible (Yin, 2018). I had no
direct contact or relationship with the potential participants, who worked in different
departments at different locations. I took care to negotiate at the beginning of the research
process exactly what information I had access to, and I ensured that I maintained
confidentiality of all information provided by the participants. The vice president of
human resources acted as a liaison and provided recommendations for the initial contacts
to select participants.

Arranging semistructured interviews involves several challenges. Semistructured
interviews organized by researchers should include clear communication to avoid any
misunderstanding between researchers and participants. Bowden and Galindo-Gonzalez

(2015) noted that using phone calls or emails can be effective in selecting participants
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and streamlining the interview process. These techniques can provide a level of comfort
to help participants feel at ease (Peticca-Harris et al., 2016). After the Institutional
Review Board (IRB) approved this research study, I used phone calls and email
correspondence to build relationships with the participants.

Research Method and Design
Research Method

The flow or process of a research method helps to guide researchers to answer
questions and build an in-depth understanding about a research study (Boddy, 2016).
Quantitative, mixed method, and qualitative are three methods that researchers can use to
explore, examine, and/or measure research (Creswell & Creswell, 2018). Quantitative
researchers use statistical analysis to ensure that their results have a statistical relationship
(Bernard, 2018). That was not the intent of this study.

The mixed methods approach involves both quantitative and qualitative data
collection. Researchers use mixed methods to integrate data at one or more stages of the
research process (Gibson, 2017). A mixed methods approach provides researchers with
an in-depth understanding of a study while offsetting any weaknesses that may be
inherent when using only a quantitative or a qualitative research approach (Abdalla et al.,
2018). The advantage of using a mixed method approach is that it provides a framework
for researchers to identify, clarify, and explore different angles of a research study (Fusch
et al., 2017). Because quantitative methods were not used, the mixed methods approach

was not applicable for this study.
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I chose the qualitative method to explore the participants’ experiences and
perspectives as they related to the research study. A chosen research method should serve
as a lens to make informed decisions regarding how to interpret the research data
accurately (Hays et al., 2016). Researchers use select methods to clarify and define the
variations and differences from previous related research studies (Creswell & Creswell,
2018). Choosing a research method that promotes a clear understanding of the scope of a
study is important (Stewart, 2014). In this qualitative case study, I focused on the insights
of the participants to build strategies to combat cyberthreats during a merger or business
acquisition.

Research Design

Qualitative designs include phenomenological, ethnography, and case study
(Yazan, 2015). In the phenomenological research design, researchers can share the
events, experiences, and perceptions of their participants (Ferreria & dos Santos, 2016).
Researchers can use phenomenology to obtain an in-depth understanding of the
experiences of participants (Handwerker, 2018). I chose not to use the phenomenological
design because I did not explore the lived experiences of the selected participants.

The ethnographic research design involves using examples of the past and present
to examine cultural and social experiences and issues (Thornham & Cruz, 2018).
Ethnographic researchers study the conditions of their participants rather than set the
conditions for the participants (Mol et al., 2017). Researchers collect data for
ethnographic studies in an informal manner to explore the cultural experiences of the

participants. I did not collect data regarding cultural experiences.
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Researchers may choose to use a single case study design to support the
qualitative research method (Haydon et al., 2018). The case study design for this study
supported an exploration of the strategies used during a merger or business acquisition to
reduce the threat of cyberattack. The use of a single case study allowed me to identify the
key attributes necessary to capture the details related to the business problem. Using a
single case study design for this study involved exploring one organization to
demonstrate how its business leaders strategized to institute cybersecurity controls to
reduce the threat of cyberattack. I collected data for this single case by reviewing
company archival information stored on the company’s portal, interviewing participants,
and retrieving publicly accessible information regarding wine industry M&As in the past
5 years.

Population and Sampling

The target population for this case study consisted of business leaders at a wine
company located in California who successfully protected their company’s data during a
business merger. After receiving IRB approval, I was able to solicit and enroll
participants. The chosen sample size for this qualitative single case study was five
participants. The sample size for a qualitative study is based on the context of the study
(Kasim & Al-Gahuri, 2015). For qualitative case studies, an adequate sample size is four
to 10 participants (Yin, 2015). I chose the participants for this qualitative case study
based on the following criteria: (a) leader in the wine industry and (b) success in
protecting companies’ data during a business merger. Researchers should determine what

is adequate without bias to ensure the collection of rich data (Gentles et al., 2015). For
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this case study, a sample size of five participants met the criteria to ensure the collection
of rich data and obtain data saturation. Participant responses in a case study should result
in the replication of the results and data saturation validated through member checking
(James, 2018).

Researchers must choose a sampling method that supports their research study. I
chose to use purposive sampling as the sampling method for this qualitative single case
study. Researchers use purposive sampling to access the appropriate number of
participants to obtain rich data (Robinson, 2014). I gathered data from relevant
organization documents located on the company’s website, archival documents located
on the company’s portal, the company’s 3-year strategy plan, and publicly accessible
wine industry M&A information.

Ethical Research

A critical aspect of a research study is the ethical protection of the participants.
Walden University has strict guidelines to ensure that the research study process is
ethical. To commence the research portion of the study, I obtained the permission of the
Walden IRB. Walden IRB provided approval # 05-12-22-0661787 for this research study.
Approval from the IRB was dependent on three principles outlined in the Be/mont
Report, which are (a) justice, (b) beneficence, and (c) respect (National Commission for
the Protection of Human Subjects of Biomedical and Behavioral Research, 1979). After
receiving IRB permission to conduct the study, the next step in the process was to obtain

permission from the company identified for this qualitative single case study.
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The participants chosen for this research study received an email asking them to
consent to the study, with the disclaimer that doing so was voluntary. The names of the
participants and all their personal information are being protected. Adhering to ethical
principles in research helps to prevent any direct injury or loss of privacy (Jeanes, 2016).
Researchers need to consider and protect the well-being of participants for ethical
considerations (Wessels & Visagie, 2016).

After the business leaders from the organization agreed to participate in the study,
the informed consent process begun. The informed consent process consists of
participants giving their written consent to participate in a research study (Forster &
Borasky, 2018). I provided each participant with a formal introduction and outlined all
aspects of the research study, the informed consent form, and the letter of cooperation
from the organization. The participant introduction included the scope and purpose of the
study, the requirements for participation, participants’ right to withdraw from the study,
and participants’ acknowledgment that study participation was voluntary. Participants
confirmed in writing that they had a clear understanding of the scope of the study and
agreed to participate. Participants were able to withdraw at any time through email,
phone call, or text notification. Participation in this case study was voluntary, and there
were no consequences or repercussions for withdrawing.

To adhere to ethical guidelines, I did not offer the participants any incentives to
participate. Guetterman (2015) noted that incentives may improve the participant

response rate; however, providing incentives could lead to ethical concerns and affect the
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vitality of a research study. I also maintained confidentiality throughout the case study.
Researchers must protect the identities of their participants (Killawi et al., 2014).

To enhance confidentiality, I created codes using letters and numbers to protect
and preserve the names and identities of the company and participants involved in the
study and refrained from using any personal information that could reveal the identity of
the participants. Yin (2018) noted that a coding system can maintain the privacy and
anonymity of participants. I assigned codes such as P1, P2, and so forth to identify the
participants in the study.

The data collected from this research study will be kept in electronic files on a
security-protected USB drive that includes multiple-level authentication to maintain the
security of the data. Any physical documents such as notes or journals was scanned to the
USB drive. I have placed all files, including the interview protocol and summary
findings, in a fire- and waterproof safe for 5 years to preserve the identities and names of
the participants and the company. Five years after the completion of the research study, I
will destroy the USB drive and any documents obtained from the study.

Data Collection Instruments

I was the primary data collection instrument for this qualitative single case study.
Researchers in qualitative case studies should use a minimum of two data-gathering
methods (Hagaman & Wutich, 2016). The data collection for this study involved
conducting semistructured video conferencing interviews with five business leaders in the
wine industry who were knowledgeable of the cybersecurity used during a merger or

business acquisition. I also collected secondary data through firm paperwork such as
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relevant strategic reports that described the strategies used to institute cybersecurity
controls to combat cyberattacks during a merger. To capture the participants’ responses
to the interview questions, I took detailed notes during the video conferences and
recorded the sessions on the computer.

Mohajan (2018) pointed out that a semistructured interview can elicit participants’
viewpoints and insights about a phenomenon. I conducted semistructured interviews, as
outlined in the interview protocol (see Appendix A), to collect data from participants in
the wine industry. Researchers use interview protocols to improve the effectiveness of
interviews and to ensure that they collect all relevant information within the specified
duration (Amankwaa, 2016; Yeong et al., 2018). I asked each participant similar
questions in the protocol (see Appendix A) in the same order.

Data collection is a critical element of a research study. Personal interviews
should highlight human emotion and interaction (Van de Berg & Struwig, 2017). For this
study, the data collection process included the interview questions (see Appendix B), the
participant recruitment letter (see Appendix C), the letter of cooperation (see Appendix
D), and the interview protocol (see Appendix A).

After each interview was completed, I used member checking to verify my
interpretations of the participant’s answers. Member checking validates the accuracy of
qualitative research (Harvey, 2015). Researchers also use member checking to confirm
the context and meaning of the choice of words and phrases used by participants (Kasim
& Al-Gahuri, 2015; Pacho, 2015). I asked each participant to review my interpretation of

the interview session for accuracy and provide feedback.
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Data Collection Technique

I was the primary instrument of data collection for this study. The interview
method was suitable for this case study because it offered the opportunity to uncover data
that cannot be accessible using other techniques such as observations and questionnaires
(Oltmann, 2016). Interviewing is not just a data collection tool, but rather an interactive
means used to gain information; as such, it has its advantages and disadvantages. The
advantage of using interviews includes controlling the answering order, relatively flexible
interaction, and a high return rate with the presence of the interviewer (Hunter, 2017).

After obtaining IRB approval, I generated a list of participants from company’s
organization charts stored on the company’s HR portal. I recruited the study participants
using the company’s Microsoft Teams directory to obtain their email and phone number
information. Five participants were selected for this case study once management
approval had been obtained. There were no incentives offered to the study participants to
avoid any undue bias. Since face-to-face interviews are not possible, semistructured
interviews were conducted using Microsoft Teams after the study’s participants
consented to participate as stipulated in the interview protocol (see Appendix A).

I compared and contrasted the top recording devices and chose the digital audio
recorder that best captures conversations and recording interviews for collecting data; this
was a similar process used by Clark and Veale (2018). I used triangulation by observing
and noting participants’ body language during each interview session, reviewing
company documents, and recording participants responses to the interview, which was a

similar process used by Oltmann (2016). To prepare for the interviews. I reviewed
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protection strategy plans approved and used by other business leaders to protect their
business data against cyberattacks. I used open-end, semistructured questions, which
permitted me to collect data while trying to understand the dynamics of the interview as
suggested by Weis and Willems (2017).

I used an interview protocol and follow-up questions for clarity, I maintained a
detailed protocol to support consistency when constructing the interviews questions.
Also, I retained an electronic reflective journal to categorize the patterns and themes of
the study. It is imperative in qualitative data interpretation for the researcher to guarantee
reliability and validity. I used member checking for data interpretation to summarize and
restate the information to strengthen the accuracy, applicability, validity, and credibility
of the participants’ responses. The participants were given 5 business days to review their
individual responses and provide feedback. I anticipated that some of the participants
either would disagree or agree that the summarized information reflecting their
experiences or views. | discussed any disagreements to make certain that we were in
accord. Also, I reviewed historical information from archival company documents to help
strengthen the validity of this case study. The benefits for reviewing historical company
information include (a) the researcher having documentation to compare and contrast
with the research data generated through participants’ interviews (Yin, 2017) and (b) the
researcher having access to information that is not available to the general public to

provide better insight.
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Data Organization Technique

Researchers must efficiently manage the data collected for their research study
(McTate & Leffler, 2017). I reviewed and categorized all the data collected and then
imported the information gathered during the research study into the NVivo software
program. NVivo, is a data analysis tool designed to help researchers evaluate data to
determine common themes (Phillippi & Lauderdale, 2017; Zamawe, 2015). Ballaro and
Polk (2017) indicated that the right software will provide an audit trail and increase the
rigor of a research study. NVivo, version 12 is an effective software tool that has an audit
trail component that researchers can use to organize and analyze the data collected from
literature reviews, company documentation reviews, completed consent forms,
participant interviews, interview protocols, transcripts, and participants’ transcript
reviews (Woods et al., 2016). I uploaded each transcript into NVivo and assign letters
and numbers (i.e., F12, E56, Q97) to identify the participants, which will help to establish
the confidentiality of the organization and the participants in this qualitative single case
study. I labeled the company documentation files obtained for this case study using a
coding process of random numbers and letters (i.e., 45Yum?2z, 81Dwx0a, 73 Apk4b)
Also, I kept track of my research notes by maintaining an electronic reflective journal.
The electronic reflective journal was a useful tool for identifying themes and patterns
within the data collected.

Preserving and protecting the documentation collected for a research study is
important. The electronic reflective journal will remain confidential, protected, and kept

on an encrypted USB drive which aligns with the recommendations by Weis and Willems
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(2017). Additionally, I stored all paper and electronic copies of company-related IT

policies and procedures on a USB drive and placed in a safe for 5 years from the date of
the completion of the data collection process and I will destroy the documents and USB
drive after 5 years have passed.

Data Analysis

Data analysis is the process of gathering, organizing, and interpreting data to
obtain conclusions and reaching decisions (Guler, 2015). There are multiple ways to
analyze data. A common method that qualitative researchers use to analyze data is
thematic coding. Leedy and Ormrod (2015) described thematic coding as a process to
translate data. The intent of the data analysis for this case study was to identify answers
to the research question: What strategies do business leaders use to avoid the threat
of cyberattack during a business merger or acquisition? To accurately answer the research
question, I inputted the responses from the semistructured interviews into the NVivo
software tool to identify patterns and themes. As a researcher, I looked for similarities
and differences, relationships, repetitions, and analogies to seek patterns within data to
develop themes and trends.

I explored the strategies developed by business leaders to institute cybersecurity
control measures during a merger and determine through the application of thematic
coding whether those experiences and practices were similar between the participants. |
reviewed relevant company documentation obtained from the company’s website, portal
and 3-year strategy plan to identify key terms and phrases. Yang et al. (2018) emphasized

placing data into distinct categories and groupings. [ used NVivo 12 to develop a coding
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system to group and categorize the data to determine relationships and trends.
Researchers use multiple sources of data to establish a phenomenon for a single case
study (Keutel et al., 2014).

The purpose of using triangulation is to correlate and extract patterns and themes.
I extracted the thematic coding derived from this data analysis based on the interviews
and documents analyzed. Hussein (2015) posited that data triangulation involves using
two collection methods to explore and analyze a similar phenomenon. Examining the
data allows for the building of themes regarding strategies to safeguard against
cyberattacks during M&As. The results of the data analysis provided predictive metrics
to forecast future ways to combat cyberattacks.

Reliability and Validity

Researchers must be able to demonstrate that the results of their study are reliable
and valid. Barry et al. (2014) posited that reliability consists of dependability, credibility,
transferability, and confirmability. Yin (2018) indicated validity involves construct
validity, internal validity, and external validity. To demonstrate that the results from this
single case study are factual, I showed that the data collected are reliable and valid.
Reliability

A key difference between quantitative and qualitative researchers is that
qualitative researchers typically use four criteria to confirm that their study is reliable and
valid: dependability, credibility, transferability, and confirmability (Moser & Korstjens,
2018). To establish reliability, researchers must document the entire research process.

Madill and Sullivan (2018) suggested recording all phases of data collection and data
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analysis. Creating an interview protocol and maintaining a research journal will help to
achieve the dependability necessary to maintain reliability. I verified the accuracy of the
participants’ transcribed responses through member checking. Using data triangulation
helped to reinforce the credibility of the findings.

Dependability

Dependability relies on the consistency of research data over time and the actions
documented by the researcher (Forero et al., 2018). Dependability defines the study’s
factors of consistency and reliability (Forero et al., 2018). It is important for researchers
to keep an audit trail or reflective journal to document the procedures and decisions that
impacted the study (Korstjens & Moser, 2018).

The use of audit trails or reflective journal will ensure the process of the study
was conducted in such a way that the results can be considered dependable. I kept records
throughout the study to allow for an independent audit of the study after completion.
Amin et al. (2020) provided categories of information that are useful to conduct an audit:
a) raw data, including recordings, field notes, and other documents; b) data reduction and
analysis products, including summaries; ¢) data reconstruction and synthesis product,
including themes, results, conclusions, and reports; d) process notes, including notes
related to methods reflexive notes; and e) instrument development information, including
pilot forms and observation charts. These items were used to document the entire

interview process and saved to prove dependability of the results.
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Credibility

Credibility is defined as the trustworthiness and believability of the research
findings (Twining et al., 2017). Credibility assures integrity and accuracy in the data
(Marshall & Rossman, 2016). Understanding what makes a study credible and how it
leads to trustworthiness helped me to determine which strategies were most appropriate
for this qualitative study. Korstjens and Moser (2018) indicated that credibility relates to
the truth value and whether the interpretation correctly reflects the participants’ views.

Credibility makes sure the findings of the research align with the objectives of the
research and signifies that the participants are the core agents in the research (Nelson,
2016). Accurate documentation is essential to the credibility of a qualitative research
study.

I took measures to maintain credibility of my research by aligning the research
questions, data collected, and conclusions with the conceptual framework of the study. I
was able to recognize when data saturation occurred. I collected and analyzed data on an
ongoing basis, continually comparing to see if new ideas, constructs, and themes
developed or if the same notions reemerge. The data were obtained through
semistructured interviews, reviewing company and public documents pertaining to
mergers in the wine industryl involved the participants in member checking to ensure the
accuracy of their interview responses. I used trianguation to validate the interview data
with the document data until no new themes or patterns emerged to ensure that data

saturation was reached.
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Transferability

Transferability refers to the results of the study being transferable and applied to
other industries or physical settings. (Madill & Sullivan, 2018) Researchers achieve
transferability when the results of their research are reproducible and researchers
establish confirmability through member checking (Palinkas et al., 2015). Patino and
Ferreira (2018) supported the possibility of transferability based on the knowledge that
investigators offer sufficient data for other investigators to transfer findings. By
thoroughly describing the research context and the assumptions that were central to the
research I enhanced the possibility of transferability. The person who wishes to transfer
the results to a different context is responsible for deciding how sensible the transfer is.
Having a comprehensive audit trail or reflective journal should also help other
researchers decide transferable research findings and the possibility of applying the
findings for future research

I ensured that future researchers would have accurate study descriptions through
meticulous documentation of the research process by maintaining a reflective journal and
adhering to the interview protocol. I transferred the findings to another context to ensure
that the dependability and credibility of the findings of this research study were met. I
mitigated personal biases and presented reliable and valid outcomes to increase the
probability of the transferability of the findings.

Confirmability
Confirmability refers to the extent to which reviewers can verify the interpretation

of the research study findings from a particular viewpoint (Morar et al., 2016).
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Confirmability is defined as the extent to which other researchers can verify the meaning
of the research findings (Patino & Ferreira, 2018). Confirmability is also related to how
the data are presented (Bengtsson, 2016). The outcome a reflection of the participants’
responses, therefore, it is important for the researcher to use triangulation to contrast and
compare findings obtained from analyzing interviews and reviewing documents from the
organizations. I assured confirmability by making certain the data was analyzed in a
precise and consistent manner with enough detail to assure credibility.

Validity

Researchers can ensure the validity of their qualitative research study through the
process of data verification and validation, and they can achieve data validation and
verification through member checking. I used member checking as noted in prior
subsections. Member checking enhances the credibility and trustworthiness of a research
study (Nowell et al., 2017). Using multiple data resources will increase the validity of
this research study.

Renz et al. (2018) noted that using triangulation can strengthen the transferability
and validity of a research study. Researchers use triangulation to test validity through the
convergence of various data sources (Renz et al, 2018). I used the purposeful sampling
method to select five business leaders and examined their cybersecurity control strategies
to prevent cyberattacks during mergers and business acquisitions. I went through a

review process and analyzed the data until I achieved data saturation.
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Transition and Summary

In Section 2, I provided a review of the purpose of this research study and
identified the research method and design. This section also included information on the
data collection instrument and the data collection technique to ensure the reliability and
validity of the study. In Section 3, I will provide an overview of the qualitative case
study. Based on the data analysis, [ will make recommendations on strategies to use to
institute effective cybersecurity measures to combat cyberattacks during mergers and
business acquisitions. Also, in Section 3, [ will provide reflections on the research

process and recommendations for future research.
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Section 3: Application to Professional Practice and Implications for Change
Introduction

The objective of this single case study was to investigate strategies that wine
industry organizations’ leaders employ to safeguard against cyberattack during a merger
or business acquisition. I collected data from semistructured interviews with five IT
professionals, managers, and administrators from a partnering organization in California
with experience with managing and overseeing IT security systems. Using Habermas’s
(1989) systems theory as the study’s conceptual framework, I explored the strategies that
these leaders employed within the selected organization, including their past work
experiences, to obtain information on the success of these strategies and
recommendations for improvement. The participants highlighted multiple strategies that
included protection of data integrity, formal and informal communication/feedback
methods, training, and elimination of redundant or obsolete software and/or hardware
systems.

The strategies to improve the process during M&As by the participants included
the necessity for business leaders and IT personnel to have a full understanding of where
all the data reside and determine who is managing the data and whether the data are being
used correctly to maintain the merging companies’ cybersecurity controls. Other
strategies included annual training in IT policies; planned communication via email, in-
person meetings, and virtual meetings; and the administration of redundant checks of
software and hardware systems during the merging or business acquisition process.

Section 3 comprises the presentation of findings, application of results to professional
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practice, implications for social change, recommendations for action and further research,
reflections, and a conclusion.
Presentation of the Findings

This qualitative single case study was conducted to answer the research question:
What strategies do business leaders in the wine industry use to manage the risk of data
breach from a cyberattack during a merger? Of the five individuals who were invited to
participate in the study, all agreed to do so. The interviews lasted 20—30 minutes. The
interviews were recorded using multiple devices. Microsoft Teams was used for virtually
conducting the interviews. In addition, I used a digital recording device, specifically, an
Olympus VN-541PC, as a backup. I also reviewed publicly available documents on the
practices of merging wine companies within the past 5 years. To ensure each participant’s
confidentiality, I identified the participants as P1, P2, P3, P4, and P5. Thematic analysis
was employed, and the data collected were analyzed until data saturation was attained
with no new themes emerging. The thematic analysis of transcripts included descriptive
codes and NVivo codes.

Following data collection, I used Yin’s (2018) five-step process of qualitative data
analysis. The steps were compiling, disassembling, reassembling, interpreting, and
concluding. This began with the transcription information being collected into Microsoft
Word through manual coding and analysis of the data to determine the key themes. These
data were then transferred into the NVivo software for qualitative analysis to provide

computer-aided coding, interpretation, and development of the relevant themes.
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I manually evaluated the themes generated and confirmed the findings using
NVivo software. The evaluation generated four themes: (a) protection strategies to ensure
data integrity, (b) communication/feedback, (¢) IT training to establish increased
awareness, and (d) cybersecurity frameworks to increase security between merging
companies. Each of these themes validated the primary themes inherent in the study’s
reviewed literature and linked to the conceptual framework. Table 1 contains an outline
of the four themes generated by the data analysis.
Table 1

Coding of Participants’ Responses Related to Themes

Theme Participants ? Responses °
Protection strategies to ensure data integrity 5 15
Encouraged the use of communication/feedback 4 8
Encouraged IT training to increase awareness 4 5
Cybersecurity frameworks to increase security 3 7
between merging companies
Total 16 35

aNumber of IT leaders who contributed responses linked to the themes. ® Number of
interview questions for which participant responses related to the themes.
Theme 1: Protection Strategies to Ensure Data Integrity

The participants reported that the partner organization and past organizations
where they were employed used protection strategies to ensure data integrity. The
relevant subthemes under protection strategies include elimination of obsolete data,
understanding the impact of the merger, methodology used to merge companies, and
validation of data integrity. Table 2 highlights the subthemes under protection strategies

to ensure data integrity.
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Table 2

Coding of Participants’ Responses Related to Subthemes

Subtheme Participants ? Responses °
Elimination of obsolete data 3 8
Understanding the impact of the merger 4 10
Methodology used to merge companies 4 27
Validation of data integrity 4 13
Total 15 58

aNumber of IT leaders who contributed responses linked to the themes. ® Number of
interview questions for which participant responses related to the themes
Elimination of Obsolete Data

Outdated knowledge and routines can seriously hinder data transfer between
merging companies (Wang et al., 2017; Yildiz & Fey, 2010). Eliminating obsolete data is
essential to maintaining data integrity. P2 stated, “we eliminated devices that weren’t
properly managed by the company.” P4 affirmed that the key is “to look at anything that
is out-of-date, things that might not align with your current company.” By eliminating
obsolete data, the merging companies could increase their cybersecurity control
measures. P1 explained that “if the data has a wide footprint, then you have to either
minimize that footprint or create plans so that you can shut down all those systems
cleanly”. Failure to identify and to clean up obsolete data could lead to data breach.
Understanding the Impact of the Merger

There is a variety of reasons why company leaders would elect to venture into a
merger or business acquisition. Often, company leaders decide to expand through M&As
to gain control of resources and technology (Kapil & Dhingra, 2021). The importance of

the roles played by business leaders of the merging companies are in terms of the
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commitment to the process of M&As. M&As have been found to be essential to achieve
compliance and generate synergistic gains (Vasilaki & O’Regan, 2008). P2 mentioned
that it is important to make sure that everything is well documented throughout the
merger so that the data transfer is done appropriately to ensure compliance. P1 suggested
that “appropriate access, appropriate security is [a] very important aspect of determining
user access”. It is prudent that users are not granted more access to company data than
necessary for end users to continue to function in their current job capacities. P4
cautioned that if end users are given “too much security,” this “can lead to a downfall that
prohibits productivity”; therefore, allowing too much accessibility to end users could
become a liability to merging companies. P5 affirmed that the lack of productivity could
“affect the livelihood of everybody” across merging companies.
Methodology Used to Merge Companies

Based on the participants’ responses and review of documents, organizations must
establish strategies to ensure data integrity. P2 suggested that it is essential to “bring
people and data and information and processes together” when merging companies. It is
best to take “a very holistic approach”. P5 cautioned that there is “not a cookie cutter
methodology” to ensure a successful merger or business acquisition. Cybersecurity needs
a holistic approach and strategies to understand and address the risks associated with
M&As (Burita, 2019). PS5 stated that “not one company does the same thing as the other,
everybody protects their data differently.” P4 corroborated that “identifying critical data
points, things like servers, that house databases are critical for cybersecurity”. Using a

methodology that includes guidelines and interventions to encourage effective leadership
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during a merger or business acquisition is a critical factor. M&A events have the
potential to create trauma and stress resulting in negative outcomes across merging
companies (Ivancevich, Schweiger, & Power, 2002). P1 cautioned that mergers can be
hard and costly; therefore, authentication of data and appropriate user access is essential.

The findings supported the conceptual framework, which suggested that systems
theory can guide business leaders’ actions to understand the interdependence of complex
systems and interactions to improve the efficiency of IT systems during a merger and
reduce the risk of cyberattack. Hawkins (2017) posited that it is important for company
leaders to understand the complexities of their computer infrastructure and the types of
cyberthreats that their IT systems could experience. Business leaders should have plans
and strategies in place in preparation for a data breach at any given time to minimize the
damage and limit the impact to the business (Hawkins, 2017).
Validation of Data Integrity

Kayser et al. (2019) suggested the importance of having solid policies and
procedures related to cybercrime protection and the necessity of working with standards
that can be applied in the cyberspace environment. Validation of data integrity and
addressing any changes in policies and procedures are helpful to expose any issues that
could increase the risk of cyberattack (Aldawood & Skinner, 2019). P2 suggested “doing
a side-by-side comparison during a merger or business acquisition to make sure that
processes aren’t going to fail”. P4 and P5 stated that conducting checks and balances is
vital when investigating whether any differences exist between merging companies. P1

cautioned that if “data that is being accessed is hanging out there, and get into some
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wrong hands, it can comprise your data”. Smith (1989) also contended that “operator
error and user carelessness are the greatest threats” (p. 5) due to the complexity of data
management systems leaking key data to unauthorized entities. Establishing and
sustaining a secure data environment may create a climate of trust and safety for the end
user (Barosy, 2019). A comprehensive framework can enable the development,
institutionalization, assessment, and improvement of cybersecurity controls to develop a
comprehensive security strategy (Kakucha & Buya, 2018). P3 stated that the partnering
organization’s security strategy is to have an incident management policy in place to
assess and validate data integrity.
Theme 1 Findings Related to the Literature

The participants’ responses highlight the significance of the essence of protection
of data integrity, which coincides with the literature. Most organizations experience data
breaches and security interference because of the limited funding extended toward IT
development and control. Poor funding has resulted in inferior protection strategies or
understanding between merging companies (Mierzwa & Scott, 2017). Organizational
personnel have limited understanding of cybersecurity because of their lack of
cybersecurity expertise, resulting in failure to align their goals with good cybersecurity
practices (Jagalur et al., 2018). Motivated cybercriminals rely on these limitations to
identify their potential targets (Lee & Choi, 2021). Knowledge of strategic protection
plans helps in projecting the criticality of cybersecurity in terms of policy
(Efthymiopoulos, 2019; Jallow et al., 2017). When employees between merging

companies understand cybersecurity strategic plans, they also appreciate the importance
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of enhanced methods for the organization’s cybersecurity operations, resulting in a
comprehensive cybersecurity control strategy. Osuma et al. (2021) also suggested that an
organization’s information protection strategic plan has the potential to evade information
risk associated with people, technologies, and processes.
Theme 1 Findings Related to the Conceptual Framework

Habermas’s theory indicates that systems operate through purposive actions that
are self-regulating and self-correcting (Habermas, 1993). Business leaders must evaluate
their computer infrastructures, depicting their level of organized complexity. Habermas
posited that systemic differentiation and integration help to determine risk (Habermas,
1987). If systems become fragmented or compromised, these systems will often fail to
support broader integration (Yun et al., 2019). Therefore, pursuing protection strategies
across merging organizations to enhance their protection mechanisms against data
breaches and hackers must be prioritized through the training of staff on the necessary
technical and organizational measures on security to increase their protection knowledge
(Samuel & Odor, 2018). Such cybersecurity protection knowledge will empower
employees to understand and maintain comprehensive data security controls during the
implementation of a merger or business acquisition. The reviewed company
documentation confirmed the assertion for the necessity to institute protection strategies
to maintain comprehensive cybersecurity control measures.
Theme 2: Encouraged to Use Communication/Feedback

Communication and feedback constitute a strategy used to provide transparency

and clarity across merging companies. Lott and Abendroth (2019) highlighted that
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communication challenges emanate when employees use different languages, gestures,
behaviors, and symbols while communicating. People with diverse backgrounds are
likely to misinterpret/misunderstand communication among them (Midgley et al., 2017).
Table 3 contains the number of references to the theme of the use of communication and
feedback to maintain alignment across organizations.

Table 3

References to the Use of Communication and Feedback

Participant Documents
Major theme Count  References  Count References
Use of communication and feedback 5 42 5 34

The participants recognized the importance of using communication as a strategy
for managing a merger or business acquisition. P5 reported that the partner organization
used emails and in-person meetings as primary means to provide updates pertaining to
the merger and solicited feedback on merger activities and events. Similarly, P3 and P5
reported that planned announcements to provide updates helped to minimize employees
feeling threatened by the activities associated with the merger.

P4 reported that they wanted to provide transparency as much as possible to avoid
users becoming “bad actors.” A “bad actor” was defined by P4 as an individual who
purposely hid or omitted data in the attempt to gain job security or to prevent job loss
because of the merger. To avoid this situation, the participant also indicated that they had
departmental meetings and would share opinions and provide feedback regarding the
merger or business acquisition. P5 indicated that they solicited information through face-

to-face meetings, email, virtual meetings, town halls, and unit meetings. The participants
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also reported that they believed that maintaining open communication and addressing any
emerging issues as they occurred were key factors in executing a merger or business
acquisition. The company documents also emphasized the need for open and continuous
communication.

Theme 2 Findings Related to the Literature

Based on the participants’ responses of this study and the reviewed literature,
effective communication is critical to obtain the support of employees across merging
companies. Ahmad and Rahman (2019) highlighted that the most appropriate prevention
strategy to increase employee awareness is to establish two-way communication. The
communication, however, should be friendly and respectful, and the communicating
parties should be willing to prevent escalation (Ahmad & Rahman, 2019). Cletus et al.
(2018) also inferred that training can facilitate positive communication between groups.
This is indicative of the importance of communication and feedback.

Croucher et al. (2015) noted that communication breakdowns can come from
employees experiencing language barriers and having varied philosophical perspectives
and/or approaches to different cultural norms, expectations, or cultural biases.
Organizational leaders who limit communication with their employees can hamper
creativity and innovation and may miss critical information when diagnosing an issue
(Vardaman et al., 2020). The participants recommended that business leaders within the
wine industry who venture into a merger or business acquisition be sure to create two-
way communications between their administration and impacted employees to show

value among all team members.
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Theme 2 Findings Related to the Conceptual Framework
Habermas’ theory supports the theme of communication and feedback to

employees/end users. Habermas’ theory related to communicative action is used as the
basis for establishing democracy (Habermas, 1987). Communication can be used to
establish understanding and revise or renew knowledge (Habermas, 1987). It is critical to
obtain alignment and maintain effective methods of communication during a merger or
business acquisition. Providing effective channels of communication is key to increase
employee awareness. Gaining consensus through shared opinions and providing feedback
can help business leaders to address any issues as they arise to reduce the risk of data
breach during a merger or business acquisition. The reviewed company documentation
highlighted the importance of effective communication to ensure clear and concise
messaging during a merger or business acquisition.
Theme 3: Encouraged Information Technology Training to Increase Awareness

Failure to provide training is risking losing company business and incurring the
additional costs for replacing employees (Di Fabio, 2017). IT training is deemed to be a
direct approach for promoting and addressing cybersecurity associated issues and risks.
(Maj, 2015; Patrick & Kumar, 2012). IT training is among the most effective means to
reduce associated conflict (Cletus et al., 2018). Participants 2, 3,4 and 5, reported IT
training as a strategy employed within their organization. Table 4 references the theme of

IT training to enhance awareness.
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Table 4

References to Information Technology Training to Increase Awareness

Participants Documents
Major theme Count  References  Count References
IT training to increase awareness 5 58 6 81

The participants’ responses are in tandem with the reviewed literature of the
study. Training programs that focus on positive communication and collaboration
between groups is the most effective technique for reducing conflicts (Cletus et al.,
2018). Such training involves teaching individuals to increase their awareness of issues
related to cyberattacks and to understand to how to efficiently work to mitigate risk to the
organization (Cletus et al., 2018). Awareness training is designed to empower employees
to make decisions on an individual basis to lower the risk of exposing the organization
computing network systems to negative internal/external influences. Cybercrimes and
different approaches to mitigate them through a culture of prevention and security
awareness is very useful. Cybercriminals can use malware such as viruses, worms, Trojan
horses, and spyware to access credentials or manipulate the entire system sessions
(Leukfeldt et al., 2017). Although there are many tools to detect and prevent cyberattack,
one of the most common ways that cybercriminals use to infiltrate and cause significant
harms to businesses and organization computers involves employees, therefore, building
and implementing security strategies such as IT training positively can impact the
prevention of cybercrimes. Security education and awareness training effectively reduce

users’ susceptibility to phishing attempts (Tschakert & Ngamsuriyaroj, 2019).
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Organizations must develop adequate training programs by providing security awareness
training courses that can comprehensively influence attitudes to information security
management and improve cybersecurity awareness (Zwilling et al., 2020). A review of
company policies indicates that the partnering organizations needed to create an
educational environment to improve the company’s security posture and increases
employees’ awareness related to cybersecurity.
Theme 3 Findings Related to the Literature

Having solid policies and procedures related to cybersecurity is critical between
merging organizations (Kayser et al, 2019). Policies and procedures play a huge role in
the security awareness education by demonstrating the ability of the organization to
provide training to employees through a general session on security awareness focusing
on commitment to ethical business behavior (Aldawood & Skinner, 2019).
Theme 3 Findings Related to the Conceptual Framework

Organizations must have appropriate laws and policies to fight cybercrime
(Schreck, 2017). All the participants agreed that their organizations put in place several
policies to prevent cyberattacks. The theme of using policies to prevent cybercrimes is
supported by the Habermas framework (1989) which addressed protective measures to
improve guardianship. Strong policies implemented by organizations contribute to
prevention of being cyberattacked. Cybercriminals use the vulnerabilities of their victims
to perpetrate their crimes (Vakhitova et al., 2016). Cybersecurity policies that are well
implemented are useful to reduce those vulnerabilities and prevent cyberattacks. Reyns et

al. (2016b) used Habermas Theory to address the importance of identifying the risk
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factors. The reviewed company documentation affirmed the necessity to identify those
risk factors. It is important for organizations to have a clear assessment of the risk factors
associated with a merger or business acquisition to understand the impact of the newly
formed organization’s valuation and understand the needs and concerns of their consumer
base. Business leaders must evaluate their data security controls, privacy compliance
obligations and data ethics for any ambiguity within their computer networks across
merging companies. Policies are created based on these risk factors that organizations
face daily therefore it is important for all the participants within organizations to use
those policies to minimize data breaches.

P5 suggested that regular audits for cybersecurity controls are implemented.
Conducting penetration tests to ensure that the environment security is intact is necessary
to ensure an organizations’ compliance level are not at risk. It is crucial to make sure that
computer infrastructure is compliant with cybersecurity controls that take preventive
measures to minimize security flaws and avoid attacks.

Threat assessment comprises of the outcomes of risk-taking, including
perceptions of vulnerability, severity, and the consequences of risky behavior (Chen et
al., 2017). This opinion is consistent with the approach of cybersecurity culture in which
end users/employees should be involved and part of the protection of all security aspects
related to their organizations. Protecting an organization from being cyberattacked is the
same as physically safeguarding an organization's property, which should be viewed as a

normal way to operate any organization.
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Theme 4: Cybersecurity Frameworks to Increase Security Between Merging
Companies
P2 reported that cyberattacks “affect security measures and controls because they
take advantage of vulnerabilities.” P5 also affirmed that organizations should work
towards relying on numerous cybersecurity policies to prevent cybercrimes. P3 noted,
The use of many templates to create policies using different frameworks such as
the National Institute of Standards and Technology (NIST CSF 2.0), Control
Objective for Information and Related Technologies (Cobit by ISACA), and
International Organization for Standardization 27001 (ISO 27001) can be used to
combat cyberattacks.
Both P4 and P5 have adopted emergency policies in case of cyberattacks. P1 affirmed
that the partnering organization follows a protocol that ensures that continuous
monitoring occurs during a merger or business acquisition. P3 also noted that they
perform ““a vulnerability scans every six months to ensure no vulnerability are present in
their system.” The commitment to following protocols to assess business risk level
should be routine (Aldawood & Skinner, 2019). Table 5 illustrates the number of
references to the theme that references the use of cybersecurity frameworks to increase

security between merging companies.
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Table 5

References to Cybersecurity Frameworks to Increase Security

Participant Documents
Count References Count
Major theme References

Cybersecurity frameworks to increase
security 3 23 4 32

Theme 4 Findings Related to the Literature

The participants’ views related to the necessity of instituting cybersecurity
frameworks aligns with the literature. Von Solms and Marnwick (2019) examined
cybersecurity frameworks from a system view and suggested that interdependences
between critical infrastructures are becoming increasingly apparent and that
understanding how to manage critical infrastructures is an emerging issue for businesses.
Global interconnections have caused systems to converge, resulting in isolated attacks on
vital infrastructure systems that has cascading effects on other critical infrastructures and
affect overall business operations (Volkova & Cherny, 2018).
Theme 4 Findings Related to the Conceptual Framework

Exploring effective business leaders’ strategies connects with the systems theory
conceptual framework. The study employed the Habermas theory to explore the strategies
that leaders in the wine industry uses to minimize the risk of data breach during a merger
or business acquisition. Drawing on Habermas’s theories gives a theoretical grounding
which ensures the methodology’s sensitivity to critical issues such as data breaches are
being addressed (Klein & Huynh, 2004). The underlying principle inherent in the theory

is that all employees are personally responsible for the security of the information and
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systems that they use. The reviewed company training documentation emphasized the
importance of employees taking ownership to secure company data. P5 added that

I think that both sides should make some sort of announcement of what the

merging organization is going to look like or just a rundown (of) the details of the

activities of the merger. I think having open communication is necessary on both

ends, I know that some information is proprietary and cannot be communicated”

but still essential to gain alignment by the end users.
P2 also reported that use of effective communication will help the end user to “start
learning what their functions are and help to find any potential points of failure in their
processes and security related to them”.

Applications to Professional Practice

The specific problem this study was that some business leaders within the wine
industry lack cybersecurity strategies to manage the risk of data breach from cyberattacks
during a merger. Data breaches have significantly increased over time and continue to
cost organizations billions of US dollars each year regarding sensitive financial
information or/and intellectual property losses (Hawkins, 2017). However, as
organizations recognize the importance of cybersecurity controls, security awareness
continues to increase amongst employees. Effective strategies will equip end users with
adequate knowledge and tools to help them detect and prevent cyberattacks that could
jeopardize the merger.

The lack of training programs can be very risky and costly for organizations when

cyberattacks are not detected. Based on the finding of this study, maintaining a strong
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network infrastructure is not enough to protect merging organizations from being
cyberattacked because cybercriminals target end users to gain quick access to the
organization network infrastructure and cause harm. Seeking to maintain compliance to
strategic policies regarding cybersecurity is very useful in the prevention of cyberattacks
and allows a better respect of the security procedures needed to minimize data breaches
and cyberattacks.

The implementation of cybersecurity strategies within the organization is an
efficient measure to respond on time to cyberattacks that face the organization on the
daily bases and avoid disruption of service. The development of a cybersecurity culture
within the organization is a positive way to make end users aware of the security risks
and threats they face every day and make them part of the prevention of cyberattacks.
The training of end-users frequently contributes to the prevention of cyberattacks within
the organization in the long run and increases their knowledge in that regard. When all
these measures are implemented efficiently across the merging organizations, it becomes
difficult for cyberattackers to gain access to organizations’ network infrastructure and
commit a cybercrime. Moreover, the mentioned elements contribute to ensure in the long
run the safety of the organization in terms of cyberattacks and allow the organization to
minimize costs in terms of business losses and ensure business continuity.

The study findings may enhance IT understanding of best learning and security
practices relative to cybersecurity. Application of the findings may improve the approach
that IT professionals use to deal with threats and risks linked to cybercrimes. Information

security officers may be motivated by the study’s findings to improve the way they



71

handle cybersecurity threats, develop consistent cybersecurity policies, and enhance the
training of end users/employees in the prevention of cyberattacks. Participants of this
study reported a significant reduction of cyberattacks within their organizations since
they received frequent security awareness training on cybercrimes and observed security
policies and guidelines implemented by their organizations in that regard. Therefore, the
findings from this study can contribute to an organization’s awareness and
implementation of effective security awareness strategies they can use to prevent
cybercrimes in the long run and avoid business disruption in case of cyberattacks.
Implications for Social Change

The application of these findings may have broader social effects and can
contribute to creating strategies to increase cybersecurity to prevent data breach during a
merger or business acquisition. The protection of data integrity should not be solely
reliant on the performance of computer networks but the involvement of all the
employees/end users that rely and uses the merging companies’ resources for business
purposes. A successful cyberattack can lead to the devaluation of the newly formed
organization in terms of financial, customer, and intellectual property losses. Merging
companies should involve their employees in the prevention of cyberattacks through
establishing effective channels of communication and offering cybersecurity training on a
frequent basis.

The implication for positive social change includes the potential for business
leaders to build prevention strategies that can lead to lowering the risk of data breach

during a merger to provide better safeguards to protect the privacy of customers’
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information and preserve companies’ sensitive information and intellectual property.
These change initiatives have the potential to positively impact customer satisfaction and
help promote economic job growth within the community.
Recommendations for Action

The results from this research study are relevant to business leaders because it
provides practical ways to set up strategies and practices to minimize the risk of data
breach during a merger and data acquisition. Based on the results of this study, below are
recommendations for actions to implement the successful strategies used by the
participants to maintain data integrity between merging companies.
Recommendation 1: Data Integrity Protection

Business leaders should identify all areas where data resides within the computer
infrastructures across merging companies and place robust cybersecurity control
measures in place. The key items that business leaders should consider are outdated data
and data that might not align with the merging companies’ business model. Limit access
in the computer infrastructure where sensitive information resides. Also, leaders need to
establish new policies to ensure end users have increased awareness of any new
guidelines requiring reliable and robust protection technologies that are implemented
because of the merger or business acquisition.
Recommendation 2: Use of Communication/Feedback

Business leaders interested in embarking on a merger must determine effective
communication channels and feedback loops to institute clarity and transparency during

the merger or business acquisition process. Business leaders should provide formal or
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informal methods of communication to engage employees about ways to maintain data
integrity. Business leaders should incentivize employees to protect data and report any
potential data breaches.
Recommendation 3: Information Technology Training to Increase Awareness

Establishing IT training and education for employees is an important defense
mechanism to increase awareness of cybersecurity threats and maintaining data integrity.
Targeted cybersecurity awareness education can address any weaknesses of the merging
companies’ computer infrastructure and widens the scope of surveillance to limit the
potential of data breach. It is recommended that business leaders maintain yearly or bi-
yearly training programs for the company’s staff because cybersecurity awareness is a
methodical way to educate end users about cybercrime and the vulnerability of
cyberthreats to computer systems.
Recommendation 4: Cybersecurity Frameworks to Increase Security

Business leaders should consider adopting cybersecurity control measures that
incorporates a holistic approach. Azmi, Tibben and Win (2018) recommend that
organization use a cyberstrategy to promote action necessary to increase security. The
promoted actions within a cybersecurity framework can be classified into “two main
categories, the first category promotes collaborative action as an outward strategy, while
in contrast, the second type advocates increasing the cybercapacity of the organization an
inward strategy” (Azmi, Tibben, & Win, 2018, p.21). An outward strategy endorses
positive interdependence, which emphasizes collaborative action and promotes

cooperation among the entities involved in a merger or business acquisition.
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Cybersecurity should be viewed as a shared responsibility given the challenges associated
with the interdependencies of cyberspace. Business leader may want to consider the use
of cybersecurity frameworks such as the National Institute of Standards and Technology
(NIST) which offers a mechanism to increase security during a merger or business
acquisition. Instituting technical controls that include processes and products such as
encryption techniques, antivirus software and firewalls can also minimize the risk of data
breach between merging companies. The benefit of including cybersecurity frameworks
during a merger or business acquisition includes methods to identify cyberthreats that
exploit access controls, business continuity, and backup capabilities. Business leaders
should also consider continually evaluating their transaction process and identify
opportunities to update policies and procedures to protect sensitive information and the
merging companies’ computer networks.
Recommendations for Further Research

I conducted a qualitative single case study to explore the strategies within the
wine industry to improve the process of mergers and business acquisitions. The study’s
findings could be beneficial to (a) business leaders who are struggling to identify
protection strategies to protect data integrity between merging companies, (b) business
leaders that are experiencing challenges with communication with their employees
involved in a merger or business acquisition, (¢) business leaders challenged with
identifying the frameworks to support cybersecurity control measures, and (d) business
organizations’ leaders in the wine industry lacking the necessary training programs to

increase awareness of cybercrime.
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Through the experience gained in completing this study, I recommend that future
research be conducted using different research methodologies to investigate the different
strategies used for cybersecurity and their effectiveness in wine industry organizations.
The protection of the information/data within an organization is not solely the role of the
business leader but the involvement of all the stakeholders who use the organization's
resources for business purposes. Moreover, a successful cyberattack may be very costly
to an organization in terms of financial, material, data, or/and intellectual property losses.
For this reason, organizations should involve their employees in the prevention of
cyberattacks by offering frequent cybersecurity awareness training programs viewed as
one of the more efficient approaches for prevention of cybercrimes. A study involving a
larger sample size could provide a more comprehensive and holistic comparison and
improve the application of the findings in practice.

It is important that employees become aware of the real threats they face daily and
the impacts to the business when exposed to cyberthreats. The study could contribute to
increased employees’ awareness and vigilance to detect and prevent against cyberattacks,
which could transform their habits into a culture where data integrity is preserved, and
the risk of data breach is minimized.

Reflections

Pursuing my advanced degree has allowed me to acquire critical academic skills
and experiences. Specifically, I have learned to prioritize, balance, and undertake
responsibilities through completing this project, including family, school, and work. I

have learned to develop an attitude of resilience, dedication, and determination to
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complete my studies. The learning process has equipped me with the skills necessary for
creative thinking, synthesis of information, and scholarly writing. I have learned to be
committed to attaining my goal: completing the program at a personal level.

I have also learned the ability to remain objective despite the temptation to pursue
personal biases when collecting and analyzing data and drawing conclusions based on
gathered evidence. Finally, the entire doctoral journey has been challenging and
demanded engaging in rigorous academic work, commitment, and an immense support
system. Regardless, I found the whole journey enlightening and thought-provoking.

Conclusion

Implementing strategies business leaders within the wine industry can use to
manage the risk of data breach from a cyberattack during a merger is not a
straightforward approach. The cybersecurity controls necessary to secure computer
environments are ever-changing. It is important for business leaders to display diligence
to securely implement prevention strategy measures to minimize the risk of data breach.
Specifically, business leaders within the wine industry must be committed to
cybersecurity and create a collaborative work environment that focuses on transparency
and clarity when companies are venturing into a merger or business acquisition. The
threat of cyberattack can be minimized with the advent of comprehensive IT training for
the organizations’ employee base along with the implementation of prevention policies
and procedures that provide a roadmap of the computer frameworks needed to maintain

data integrity during a merger or business acquisition.
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Appendix A: Interview Protocol

Interview Protocol

What the researcher will do What the researcher will say (script)
Introduce the interview and set ~ Hello (Virtual/video interview)
the stage Thank you for your participation in this case study

This interview will take about 45-60 minutes. Is that
still good for you? As a reminder, I am Denise
Durham a doctoral student at Walden University,
and I will go ahead and provide you with a copy the
consent form you previously signed. As the consent
form indicates, the purpose in talking with you today
is to learn from your thoughts, state of mind, and
experience as an electric utility manager executing
renewable energy strategies.

I will ask you a series of questions on this topic, and
I invite you to respond with as much detail and
information as appropriate. Before we begin, do you
have any questions or concerns related to the
consent form you signed or to the interview process
in general?

Thank you. At this time, with your permission I
would like to turn on the audio recorder to capture
our conversation.

I would like to introduce Participant X , who
is conducting a semi structured interview
for this case study on the day of
in the year 2022. The
current time is

Watch for non-verbal cues 1. What strategles did you use to protect each
Paraphrase as needed company’s data from cyberattack during a business
Ask follow-up probing merger?

questions to get more in-depth 2. How did you integrate strategies to

safeguard the company’s data from cyberattack into
your organizational policies to improve compliance
during a business merger?

3. How did you communicate the strategies
you enacted during the merger to the companies
involved in the merger?
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4. How did the strategies you put in place
protect each company’s data during the integration
phase of the merger?

5. How did you determine the efficacy of the
strategies you put in place to protect each company’s
data from a cyberattack?

6. What other factors were necessary to
reduce the risk of cyberattack during a merger
within your organization?

7. What additional information can you
provide regarding strategies you used to manage the
risk of data breach from a cyberattack during a
merger?

Wrap up interview thanking
participant

This concludes our interview. I would like to thank
you for participating in this interview and, as a
reminder, do not hesitate to reach out to me using
the contact information in your consent form if you
have follow-up questions or concerns.

Schedule follow-up member-
checking interview

I will transcribe our interview and provide it for
your review soon, so you can confirm that it
accurately reflects our conversation today. After
that, I will briefly summarize my interpretations for
each question and would appreciate the opportunity
to revisit with you for a short follow-up video
interview. What day and time works best for you for
this follow-up video interview?
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Follow-up Member-Checking Interview Protocol

What the researcher will do

What the researcher will say (script)

Introduce follow-up interview and set the
stage

Thank you for the opportunity to revisit
with you to follow up on our previous
interview. As a reminder, after our
previous conversation, I reviewed the
transcripts and briefly summarized my
interpretations for each interview
question. The purpose of this follow-up
interview is to give you an opportunity to
review my interpretations to determine if
any information needs to be corrected,
and to share any additional information or
insights.

Share a copy of the succinct synthesis for
each individual question

Bring in probing questions related to other

information the researcher may have found

— note the information must be related so
that the researcher is probing and adhering
to the IRB approval.

Walk through each question, read the
interpretation, and ask:

Did I miss anything? What would you like
to add?

At this time, [ will provide you with my
interpretations for each individual
question, and you will have an
opportunity to review them and provide
feedback one at a time.

1. Question #1 and succinct
synthesis of the interpretation
2. Question #2 and succinct
synthesis of the interpretation
3. Question #3 and succinct
synthesis of the interpretation
4. Question #4 and succinct
synthesis of the interpretation
5. Question #5 and succinct
synthesis of the interpretation
6. Question #6 and succinct
synthesis of the interpretation
7. Question #7 and succinct
synthesis of the interpretation

Wrap up follow-up interview by thanking
participant

This concludes our follow-up interview. I
would like to thank you, again, for
participating in this process. I will send
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you a summary of the findings
electronically of the study if you are
interested. Thank you for your time
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Appendix B: Interview Questions
1. What strategies did you use to protect each company’s data from cyberattack
during a business merger?

2. How did you integrate strategies to safeguard the company’s data from
cyberattack into your organizational policies to improve compliance during a business
merger?

3. How did you communicate the strategies you enacted during the merger to the
companies involved in the merger?

4. How did the strategies you put in place protect each company’s data during the
integration phase of the merger?

5. How did you determine the efficacy of the strategies you put in place to protect
each company’s data from a cyberattack?

6. What other factors were necessary to reduce the risk of cyberattack during a
merger within your organization?

7. What additional information can you provide regarding strategies you used to

manage the risk of data breach from a cyberattack during a merger?
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Appendix C: Participant Recruitment Letter

Dear Participant,

My name is Denise Durham; I’'m a doctoral candidate at Walden University. I am
conducting a doctoral study to address leadership strategies to reduce cyberattacks during
a merger or business acquisition and I am soliciting your participation in this research
study. You have been approached for this study because you have the required skills,
knowledge, and experience in cybersecurity and your participation will be very useful in
the finding of strategies that will contribute to the prevention of cybercrimes. Please feel
free to reach out to me by email at denise.durham2@waldenu.edu or via my mobile
phone at 623- XXX-XXXX if you need additional information in that regard. Your
participation is a voluntary act for your participation in this study. Besides, you are free
to accept the invitation or withdraw at any time without any penalty. I would appreciate
any positive feedback in terms of your participation and thanks to you in advance for

your time and consideration.

Best regards,

Denise Durham
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Appendix D: Letter of Cooperation

Dear Sir/Madam,

My name is Denise Durham. I am a Doctor of Business Administration
(DBA) student at Walden University, conducting a research study entitled “Leadership
Strategies to Reduce Cyberattacks During a Merger”. The purpose of this qualitative
single case study is to investigate strategies that business leaders of the wine industry use
to combat cyberattacks during a merger or business acquisition. I identified my current
employer as a leading body representing the wine sector in the United States and
California. I am seeking your assistance to recruit participants who meet all the following

eligibility criteria to conduct 30-60 minutes interviews:

e living and working in the state of California

e have experience in a wine industry management position overseeing

strategic plans for a merger or business acquisition

In addition to the interviews, I am requesting permission to review organization
documents, such as strategic plans. Confidentiality is of utmost importance to me. I will
not disclose any company, leader, or participant in the published study or any subsequent
publications using information from this study. The company and participants will be
coded to protect their identity. Participation in this research study is voluntary. You may
choose not to allow recruiting of participants to take place within your company or
provide access to relevant company documents at any time. Your company and its
eligible participants may withdraw from the study at any time without any explanation or

reason. Any data collected from the withdrawn participant will not be used in the study.
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I am kindly requesting you to provide access to a list of participants who meet the
eligibility criteria by providing their full name and contact information (i.e., email or
telephone number). You will not be asked or be required to provide any supervision
during the interviews. Eligible participants will be emailed an invitation to participate in
the study along with an informed consent form to review prior to the scheduling of the
interview. Providing informed consent will occur by replying to the email invitation with
the words, I consent, or by signing the informed consent form prior to the start of the
interview.

Because you are the official authority representing your company to grant
permission and access to release company documents, I am requesting a release of
documents subject to the following conditions:

1. I will use all company documents released to me exclusively for my research
and I will not disclose or discuss any of the information with anyone, including friends or
family. All documents will be kept confidential.

2. I will not copy, release, sell, loan, alter, or destroy any confidential information
released to me, except as authorized by you as the official company representative.

3. I will not discuss confidential information released to me in any environment
where other people may overhear the conversation.

4. T understand that it is not acceptable to discuss confidential information even if
the company or participant’s name is not used.

5. I will not make any unauthorized transmission, inquiries, modifications, or

purging of confidential information.
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6. I agree that my obligations under this agreement will continue in perpetuity
after the completion of this study.

7. I understand that any violation of this agreement may have legal implications.

8. I will only access documents I am officially authorized to access, and I will not
disclose any trade secrets, proprietary information, or any other protected intellectual
property to any unauthorized individuals or entities. If the terms and conditions within
this letter of cooperation and confidentiality agreement are acceptable, please print and

sign your name, provide your title, and the date your signature below.

Printed name:

Signature:

Title:

Date:
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