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Abstract
United States (U.S.) small business owners represent an estimated 25% of businesses that
do not reopen following a major disaster. Small business owners must prepare because
small businesses represent 99.9% of U.S. businesses and experience detrimental effects
resulting from disaster-related events. Grounded in Paunescu and Argatu’s adapted
business continuity framework, the purpose of this qualitative multiple case study was to
explore strategies U.S. small business owners use to create disaster plans for business
continuity. The participants were seven U.S. small business owners in the service sector.
Data were collected by conducting semistructured interviews through in-person meetings,
phone conversations, and documentation review. Yin’s five-step approach was employed
to analyze the data. Seven themes emerged: (a) impact from COVID-19, (b) BCP review,
(c) type of disasters planned for, (d) use of the U.S. Federal Emergency Management
Agency reference for BCP development, (e) succession planning, (f) exercise training,
and (g) use of secondary locations. Two core recommendations are for small business
owners to review their business continuity plans (BCP) periodically and whenever a
vulnerability in their BCP has been identified. The implications for positive social change
include the potential to reduce unemployment, related mental illnesses, and

homelessness.



Small Business Owners’ Approach to Business Continuity Management

by

Tarik Billingsley

MBA, University of Phoenix, 2018
MPS, Pennsylvania State University, 2017

BA, American Military University, 2013

Doctoral Study Submitted in Partial Fulfillment
of the Requirements for the Degree of

Doctor of Business Administration

Walden University

August 2022



Table of Contents

LISE OF TADIES ...ttt 1\
LISE OF FIGUIES ...ttt ettt sttt ettt e e be st e s beenbesneenneas v
Section 1: Foundation of the STUAY..........ccoiiiiiiii e 1
Background of the ProbIem ... 1
Problem STAtEMENT........c..o i e 2
PUIPOSE STALEMENT........eiiiiiiiee e 3
NatUre Of the STUAY ......ooiiieee e 3
RESEArCH QUESTION ...ttt enreenteeneenreas 5
INTEIVIEW QUESTIONS ... .eeiieeieiiesie ettt et sre et enneeneeeneenes 5
ConCeptual FramMEWOIK ........ccuoiviiiiiiiiisieii et 6
Operational DefINITIONS. .......cc.oiiiiiie e 7
Assumptions, Limitations, and Delimitations...........cccccveovrivereiiesieene e 8
ASSUMPTIONS ...ttt b bbbt ettt bbb 8

T g1 =LA o 1SS 8
DEIIMITALIONS .....eveeieetie sttt e ste e esne e teeneesreesneeneean 9
SIGNITICANCE OF STUAY ....cveeecee e 9
Contributions to BUSINESS PraCtiCe ..........ccouvieiieiiiene e 10
Implications for Social Change...........ccoiiiiiiiiiiie e 10
Review of the Professional and Academic Literature............ccoooevvneniieneiinnnncinnns 10
International Organization for Standardization 22301 .........cccccccveeevivereiiiesiennnns 13
AEINALIVE TNEOTIES. .. c.viiiiiiiciieiee et 17



Disaster Related Business DISTUPLIONS .......ccvoveieierienininiesieeeieee s 22

Business Continuity Management System Development.........ccccoovveinciinnnnn. 26
CommUNILY IMPACE ... 30
Conceptual Framework Application to the Business Problem ..........cc.cccocceveennnne 31
Concept of Business Continuity Management............ccocovvrirreienenenene e 32
Composing Elements of Business Continuity Management...........cccocevevenenenne 33
Organizational RESTHENCE ........c.ooviiiiiiiieeee e 42
Business Continuity Management EffiCIENCY ..........ccocvviiiiiiieiiic e 43

LI =L 71T o PSSRSO 44
SECHION 22 TNE PrOJECT. ...ttt 46
PUIPOSE STALEMENT........eiiiiiei e 46
ROl OF the RESEAICHET ..o 46
PAITICIPANTS. ...ttt bbbttt b bbbt 48
Research Method & DESIGN ......cc.oiviiiiiiiiiiieee e 50
RESEArCh IMENOT ......oeiiiiiiiee s 50
RESEAICN DBSIGN.....c.viiiitiiiiiieie ettt 51
Population and SAMPIING ..o 53
EthiCal RESEAICN........oiiiiiiiiiiee e 54
Data Collection INSIIUMENTS ........ccoiiiiieiiiieee e e 55
Data Collection TEChNIQUE ...c.coviiiieieeeee e 57
Data Organization TEChNIQUES.......ccueiuiiieieeie et se et sre e nns 60
DatA ANAIYSIS . .ecuveieieitiee ettt e e nreeneenes 61



Reliability and Validity ..o 63

REITADIITY ..o s 63
ValIAILY oo 64
Transition and SUMMAIY .......c.oooiiiiiiiieee e 65
Section 3: Application to Professional Practice and Implications for Change.................. 67
T 801 AT ] o SRRSO 67
Presentation of the FINAINGS. ..o 67
Theme 1: COVID-19 ...ttt sre e 68
Theme 2: BCP REVIEW.......coiiieiieiecie ettt sne e 72
Theme 3: Natural DIiSASLEIS. ........cueiiiieiiereeie e sre e 74
Theme 4: SuccessSion PIanNiNg ........ccocoiiiiiiiiiiie e 76
Theme 5: BCP RETEIENCES ........oiveieeeceese et 78
Theme 6: EXErciSe TraiNiNg.......coceieiiiiniiieieiee e 80
Theme 7: Secondary LOCALIONS. ........c.coiiriiiiiiieiesie e 82
Application to Professional PractiCe............ccooiiiiiiiiiiiicieeee e 88
Implications for Social Change...........coiiiiiiiiii e 92
Recommendations FOr ACHION ........cocveiiiieiiee e 94
Recommendations for FUrther RESEArCh...........ccoeoeieiiiiieiiceee e 98

[ LC 1 (=T 4 o] S SR 99
(0] 0 0] 111 [ o OSSR 100
RETEIBNCES ...t bbbt bbb et 101
AppendiX: INtErVIEW ProtOCOL..........couiiieiiee et 134



List of Tables

Table 1. Business Continuity Management Disaster Plan Related Themes



List of Figures
Figure 1. The Adapted BCM Framework ..........ccooieieiiiiieiiiiieseeeseeeee e 7
Figure 2. BS 25999-2: 2007 PDCA Cycle Applied to BCMS Processes...........c.ccoveuene. 18

Figure 3. AE/SCNS/NCEMA7000:2021 Management System for Business Continuity 21

Figure 4. Business Impact Analysis WOrkSheet ... 28
Figure 5. Business Continuity Resources ReqUIremMents ..........ccocvvvrveieienenenesesesenes 39
Figure 6. Number of Active Business Owners in the United States............cccccocevvrvnnnne. 71
Figure 7. U.S. 2020 Billion-Dollar Weather and Climate Disasters............cc.ccoeervvrvrinne. 76

Figure 8. Research Findings Ties to Conceptual Framework: Adapted BCM (PDCA)... 86



Section 1: Foundation of the Study

The United States (U.S.) economy depends heavily on U.S. small businesses to
provide resources and jobs for communities nationwide. There are approximately 27
million U.S. small businesses that account for 50% of gross domestic product (Bonsu &
Kuofie, 2019). Keeping these statistics in mind, U.S. small business disruptions can have
detrimental effects on the communities they serve and have the potential to create
cascading effects on many parts of the economy. Some examples of the negative effects
created by U.S. small business disruptions include supply chain disruptions, increases in
unemployment rate, and community decay.

Background of the Problem

United States’ small businesses make up the backbone of U.S. businesses. United
States small businesses represent 99.9% of U.S. businesses (United States Small Business
Administration, 2018) and experience detrimental effects resulting from disaster-related
events (Donaghy, 2018). However, even though small businesses invest significant
resources to ensure the success of their company (Davlasheridze & Geylani, 2017; Ertel,
2021), small businesses still have limited resources compared to their larger counterparts
(Josephson et al., 2017), and an estimated 25% of United States’ small businesses do not
reopen following a major disaster (United States Small Business Administration, 2021).
Considering that most U.S. businesses are small, it is important to the U.S. economy and
the welfare of U.S. citizens that small businesses succeed.

United States’ disasters come in many forms. Both natural and manmade U.S.

disasters occur yearly; however, some common U.S. disasters include hurricanes,



flooding, wildfires, and tornados (Federal Emergency Management Agency, 2021). The
COVID-19 pandemic declared in 2019, and powerful hurricanes seen from 2018 to 2021,
have all shown how disasters can disrupt small business operations. Further to this end,
researchers have concluded that one of the primary causes of disaster-related business
failures is operational disruptions (Azadegan et al., 2020; Canhoto & Wei, 2021).

Understanding the importance and economic impact of U.S. small businesses led
me to conduct this qualitative multiple case study to explore strategies some U.S. small
business owners use to create practical disaster plans to ensure business continuity.
Increasing U.S. small business survival rate post-disasters takes preparation. Preparing
with well thought out business continuity plans (BCP) can mitigate the detrimental
impacts that disasters have on businesses (Namdar et al., 2021).

Problem Statement

Disasters have the potential to create havoc on small businesses nationwide. U.S.
small business owners experience detrimental effects following disaster-related events
(Craig et al., 2019). Adding to the detrimental effects, some small business owners fail to
develop business continuity management (BCM) plans, resulting in 25% of companies
never reopening following a disaster (United States Small Business Administration,
2020). The general business problem is U.S. small business owners who do not prepare
for disaster-related events may experience business failure within three years. The
specific business problem is that some U.S. small business owners lack practical disaster

plans to ensure business continuity.



Purpose Statement

The purpose of this qualitative multiple case study is to explore strategies some
U.S. small business owners use to create practical disaster plans to ensure business
continuity. The targeted population consisted of seven U.S. small business owners in the
service industry who successfully remained in business following a disaster. The
implications for positive social change include the potential to better understand and
potentially reduce disaster-related U.S. small business failures, thus reducing the negative
impacts communities experience from job losses.

Nature of the Study

Researchers choose among quantitative, qualitative, or mixed methods approaches
to conduct studies. The quantitative method is used for data collection technique or data
analysis procedures that produces or uses numerical data (Butler-Kisber, 2018). The
quantitative method was not appropriate for this study because this study did not use
statistical and numerical data analysis techniques (Taguchi, 2018); however, | conducted
interviews and triangulated the data by investigating available documentation and
physical artifacts to determine the effectiveness of the strategies.

Mix method approach to conducting studies combines two other study methods.

Using the mixed method requires integrating both qualitative and quantitative research
methods (Chicoine, 2018). Using the qualitative method requires developing and using
questions to gain an understanding of how problems affect the reality of participants
(Allen, 2017) and their solutions. The qualitative method is appropriate for this study

because the phenomenon lacks complete exploration by the academic community (Ward



et al., 2018). Further justification for using a qualitative method results from interviews
with open-ended questions to further explore the U.S. small business owners’ BCM plans
phenomenon. Using a qualitative method, | explored the implications for positive social
change that have the potential to provide a better understanding and potentially reduce
disaster-related U.S. small business failures, thus reducing the negative impacts
communities experience from job losses. The mixed method was not appropriate for this
study because it requires using both the quantitative and the qualitative methods
(Taguchi, 2018).

The qualitative researcher can choose among various designs such as a
phenomenological study, narrative study, or a case study to explore the research topic.
Phenomenological researchers focus on exploring the personal meanings of participants’
lived experiences. The phenomenological design was not appropriate for this study
because it would not enable a thorough enough analysis for the study and is limited to
lived experiences only (Taylan & Ozkan, 2021). My intent was to look beyond
experience and include perspectives to gain a deeper understanding of the phenomenon.
A narrative study involves compiling firsthand accounts of personal stories that may have
contributed to decision-making processes within the current work environment. A
narrative study design was not appropriate for this study because | was not interested in
exploring participants’ personal life stories to explain business decision-making
processes. Using a multiple case study requires researchers to use multiple organizations
and engage participants in interviews to gain and compare a range of experiences and

perspectives (Heale & Twycross, 2018; Yin, 2018). Using a multiple case study was



expected to give me more analytic data from the use of more than two participants with
results being more robust than using one participant (Yin, 2018). Additionally, the use of
a multiple case study enabled me to explore the implications for positive social change
that have the potential to provide a better understanding and potentially reduce disaster-
related U.S. small business failures.
Research Question
What strategies do some U.S. small business owners use to create practical
disaster plans to ensure business continuity?
Interview Questions
1. What reference have you used to develop your organization’s business
continuity management disaster plan?
2. What steps do you use in your business continuity management disaster plan?
3. What type(s) of disasters are included in your disaster plan?
4. How, if at all, do you conduct disaster-related event exercises that evaluate
your business continuity management disaster plan?
5. How, and how frequently, do you update your business continuity
management disaster plans?
6. How are employees made aware and trained to respond in accordance with
your business continuity management disaster plan?
7. How have business continuity management disaster plans aided your business

operations?



8. What additional information can you provide on creating business continuity
plans?
Conceptual Framework

A conceptual framework enables the researcher to display a relationship between
variables. The adapted BCM framework International Organization for Standardization
(1SO) 22301: 2019 provides the foundation for this study’s conceptual framework
(Paunescu & Argatu, 2020). Exhibited in Figure 1, Paunescu and Argatu (2020)
developed an adapted BCM framework based upon the elements of 1ISO 22301: 2019.
The tenets of this framework include applying the plan-do-check-act (PDCA) cycle to
multiple aspects of 1SO 22301: 2019. Additionally, Panescu and Argatu’s BCM
framework provides an approach to BCM that relates to this study by providing a
framework to analyze small business owner’s approach to effective BCM disaster plans.
Using the steps outlined in this adapted BCM framework, | sought to explain business
continuity through the tenets of the adapted BCM framework.

Figure 1



The Adapted BCM Framework (Paunescu & Argatu, 2020)
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Operational Definitions

Adapted business continuity management framework: is the research model used

in this study and follows the PDCA method of continuous improvement in addition

building upon BCM literature and the ISO 22301 business continuity model (Paunescu &

Argatu, 2020).

Business continuity management: helps organizations understand how to protect

themselves against disruptive events, lessen the likelihood of disruptive events taking

place, and prepare, respond, and recover from dangerous operational disruptions when

they occur (Paunescu & Argatu, 2020).

Business continuity plan: is the documentation of prearranged guidelines or

procedures that explain how an organization’s operations will continue after a significant

disruption (NIST, 2021).




Disaster (major): is a natural disaster (including any hurricane, tornado, storm,
high water, wind-driven water, tidal wave, tsunami, earthquake, volcanic eruption,
landslide, mudslide, snowstorm, or drought), regardless of cause, any fire, flood, or
explosion, in any part of the United States, that the President determines causes damage
of sufficient severity and scale to warrant major disaster assistance (FEMA, 2019).

Plan-Do-Check-Act (PDCA): is an approach used for continuous improvement
and builds upon I1SO 22301 model of BCM (Paunescu & Argatu, 2020).

Assumptions, Limitations, and Delimitations
Assumptions

Researchers can find themselves faced with many assumptions when conducting a
research study. An assumption is a believed to be true condition; however, the researcher
lacks or has little direct evidence of its truth (Pyrczak & Bruce, 2017). | make two
assumptions in this study. The first assumption is that interviewees answered the
interview questions honestly, thus providing accurate data for this study. The second
assumption is that COVID-19 influenced many of the interviewee’s answers. The
primary basis for my second assumption centers on COVID-19 having devastating
impacts on small businesses worldwide, which started in early 2020 and continue as of
the date of this study.

Limitations

Limitations can confine a researcher’s ability to produce accurate study results. A

limitation is a vulnerability that can restrict the legitimacy of research results (Pyrczak &

Bruce, 2017). | have identified two limitations for this study. The first limitation is



interviewee bias, which can affect the validity of data obtained from interview answers.
The first limitation can result in skewed study data and conclusions. A second limitation
is the small sample size, which can prevent generalizations. The second limitation
prevents analytic generalizations, which go beyond this study’s setting (Yin, 2018).
Delimitations

Researchers must determine what restrictions will be applied to the research
before the study begins. Delimitations are limitations set by the researcher (Theofanidis
& Fountouki, 2018). Delimitations for this qualitative multiple case study are the amount
of business owners interviewed, the industry that the business is positioned, and the
location of the business. The amount of business owners that were interviewed for this
study was seven. The industry used for this study is the service industry. The businesses
and business owners interviewed are located throughout the United States.

Significance of Study

Researchers choose to study topics of significance that can create social change.
U.S. small business make up the majority of all U.S. businesses (Turner & Endres, 2017).
Considering the large majority of U.S. businesses are small, and approximately 25% of
U.S. small businesses fail following a disaster situation (Ertel, 2021), understanding the
root cause of disaster-related business failures is of importance. This study aims to
provide data on what strategies some U.S. small business owners use to create practical
disaster plans to ensure business continuity. Obtaining data pertaining to this topic can

aid small businesses better mitigate disaster-related business disruptions.
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Contributions to Business Practice

United States’ small businesses make up the backbone of U.S. businesses. Small
businesses represent 99.9% of United States businesses (United States Small Business
Administration, 2018). Considering that most U.S. businesses are small, it is essential for
small businesses to have practical disaster plans to ensure business continuity. Unlike
large businesses, U.S. small businesses have limited resources and limited ability to plan
for business interruptions (Josephson et al., 2017). Conducting a multiple case study on
seven U.S. small businesses in the service industry enabled me to collect data from
lessons learned, which in turn can drive U.S. small business performance improvements
in planning for, and recovering from, disaster situations.
Implications for Social Change

The results of this study could contribute positively to social change. The rippling
effects of business closures result in communities’ members becoming unemployed and
lead to communities not having the goods and services they rely upon. Additionally, as a
result of disaster unpreparedness, failed businesses can also lead to other rippling effects
such as homelessness, hunger, and community decay. The findings and conclusions
provided from conducting the study are expected to aid in effecting beneficial social
change by providing a better prepared small business sector, thus aiding in the reduction
of closed businesses following disasters.

Review of the Professional and Academic Literature
The purpose of this qualitative multiple case study is to explore strategies some

U.S. small business owners use to create practical disaster plans to ensure business
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continuity. Small businesses comprise approximately 99.9% of all United States
businesses (Hawkins & Hoon, 2020; Palladino, 2019; Turner & Endres, 2017). However,
even though small businesses invest significant resources to ensure the success of their
company (Davlasheridze & Geylani, 2017; Ertel, 2021), an estimated 25% of United
States’ small businesses do not reopen following a major disaster (United States Small
Business Administration, 2021). For this reason, | choose to conduct a study that seeks to
identify what strategies some U.S. small business owners use to create practical disaster
plans to ensure business continuity.

The devastating effects of disasters on small businesses have exhibited their
destruction yearly in the United States. These disastrous events come in many forms -
both natural and manmade, however, some common U.S. disasters include hurricanes,
flooding, wildfires, and tornados (Federal Emergency Management Agency, 2021). The
COVID-19 pandemic declared in 2019, and hurricanes such as Harvey in 2017 and
Michael in 2018 have all shown how disasters can disrupt small business operations, and
if not practically planned for, can cause small business failure (Ertel, 2021; Gregory,
2020; Senkbeil et al., 2020; Sydnor et al., 2017). Researchers conclude that one of the
leading causes of disaster-related business failures is a disruption to operations
(Azadegan et al., 2020; Canhoto & Wei, 2021). In this literary review, | will focus on
practical disaster plan development which can mitigate business disruptions (Fischer et
al., 2019; Mathaisel & Yoost, 2017), and identify disaster-related causes that contribute

to small business failure.
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To organize this review, | will first synthesize articles about 1SO 22301, which is
an internationally accepted BCM standard that is used to develop practical disaster plans
to ensure business continuity; review and synthesis of disaster-related business
disruptions which can affect business continuity; review and synthesis of methods used in
BCM to develop practical disaster plans to ensure business continuity; community
impacts from small business disruptions; review and synthesis of differing points of view
to approaching BCM; and a review and synthesis of the how conceptual framework
applies to this study’s business problem.

My strategy for the organization of this literary review consists of first presenting
a platform to develop practical disaster plans with the use of 1ISO 22301. I will then
identify disaster-related business disruptions which can be considered for inclusion into
disaster plans. Third, I will put it all together by reviewing disaster plan strategies that
can aid U.S. small business owners in creating practical disaster plans to ensure business
continuity. The second part of this literary review will study community impacts resulting
from small business disruptions; present differing points of view in addressing BCM; and
lastly explain how this study’s conceptual framework applies to this study’s business
problem that some U.S. small business owners lack practical disaster plans to ensure
business continuity.

Review of literature is a vital part of academic research. Further, literary review
also contributes to the advancement of knowledge from preexisting work (Xiao &
Watson, 2019). The literature review for this study includes scholarly peer-reviewed

articles related to business continuity, disaster planning, and how disasters affect
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businesses and communities. | gathered this literary review by searching various
academic databases and government websites. The databases | used were provided by
Walden University and included Academic Search Complete, Business Source Complete,
EBSCO Discovery Service, ProQuest Central, ProQuest Dissertation & Theses Global,
SAGE Journals, and SAGE Research Methods Online.

Review of literature for this study includes 79 total references, which 84% of
them are peer-reviewed articles. Of the 79 references used, 74 (94%) are from 2018 to
2021. Of the total referenced for this study, 3 (4%) are from books, 10 (13%) are from
government websites, and 66 (84%) are from academic journals.

International Organization for Standardization 22301

A conceptual framework enables the researcher to build a foundation for study
and display a relationship between variables. The adapted BCM framework International
Organization for Standardization (ISO) 22301: 2019 provides the foundation for this
study's conceptual framework (Paunescu & Argatu, 2020), however, | will first explore
ISO 22301 to give the reader an understanding of the adapted framework’s foundation.
According to Soufi et al. (2019), ISO 22301 seeks to aid business leaders in developing
business continuity management systems. Business continuity management systems are a
process that are conducted to identify disruptive events that can negatively impact
business operations (Soufi et al., 2019). 1ISO 22301 is used in conjunction with a business
impact analysis (BIA), and risk assessments (RA) when developing a business continuity

management system (Soufi et al., 2019).
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The International Organization for Standardization (2019) states that business
continuity management systems (BCMS) emphasize the importance of understanding the
organization’s need in instituting business continuity guidelines and goals, managing and
maintaining organizational methods and response structures that increase organizational
survivability during disruptive events, and continuous monitoring and improvement to
the organizational BCMS. Understanding an organization’s need for a BCMS involves
determining concerned parties and their relevance to the organization’s BCMS,
understanding legal and regulatory requirements which relate to the organization’s
products, services, resources and activities, and determining the scope of the BCMS so
business leaders can place boundaries internally and externally (ISO, 2019).

Operating and maintaining organizational methods and response structures falls
squarely on organizational leadership. Organizational leadership are responsible for
ensuring business continuity initiatives are established and aligned with organizational
strategies (Paunescu & Argatu, 2020). Leadership drives the strategic direction of
organizational BCMS and must ensure the integration of these systems into the
organization’s operations (ISO, 2019). Further emphasizing the importance of
organizational leadership is that business leaders must allocate funds for resources that
are needed for an effective BCMS, promote continuous improvement of BCMS, and
ensure the importance of BCMS is communicated throughout the organization (Paunescu
& Argatu, 2020). Operating and maintaining organizational methods and response
structures is critical to a successful BCMS and organizational leadership teams play a key

role in ensuring BCMS accomplishes planned results (ISO, 2019).
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Continuous monitoring and improvement to the organizational BCMS should be
entrenched in the organization’s culture. Further, continuous monitoring and
improvement is needed for business leaders to achieve BCMS outcomes (1SO, 2019;
Paunescu & Argatu, 2020). Continuous improvement to an organization’s BCMS occurs
when leadership takes into consideration the results provided by an evaluation, analysis,
and outputs from organizational leadership review into the organization’s to BCMS (ISO,
2019). Benefits to continuous monitoring and improvement of organizational BMCS
were seen with businesses adopting improved measures to address the COVID-19
pandemic (Galbusera & Cardarilli, 2021). The improvements made to BMCS during the
height of the COVID-19 pandemic highlighted how effectively managed BMCS’s
improved organizational reputation caused by damages, and how better involvement in
supply chain partnerships helps to mitigate disruptions to business operations (Azadegan
et al., 2020).

An organizational BCMS is composed of six components. BCMS components
include policy, defined responsibilities, application and operation, assessment of system
performance, leadership review, and constant enhancement (Paunescu & Argatu, 2020).
An organization’s BCM policy should align with organizational objectives, present an
organizational business continuity framework for the workforce to follow, outline
applicable requirement and how to satisfy them, and contains an emphasis on the
responsibility of continuous improvement (ISO, 2019). Further, an organization’s BCM
policy should be communicated to the workforce and be readily available (Baldwin,

2019).
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Business leaders must thoroughly understand the operations of their organization
to effectively be able to develop a business continuity plan. 1ISO 22301 enables leaders to
understand the context of their organization so they can identify, and document
information needed to create effective business continuity plans (BCP) (Miletic, 2020).
By applying this understanding to organizational BCMS roles and responsibilities,
leaders can prioritize the development of BCMS functions (Reid, 2020). ISO 22301
2019 further aids business leaders by offering a structured approach to BCM - the Plan-
Do-Check-Act (PDCA) cycle (Paunescu & Argatu, 2020). The PDCA cycle is broken
down into the following processes: establishing the plan (plan); implementing and
operating the plan (do); monitoring and reviewing the plan (check); and maintaining and
improving the plan (act) (1SO, 2019). Researchers have concluded that the use of PDCA
is related to effective and low-cost approaches to planning for incidents (Haas & Ryan,
2018). Further, 1ISO 22301: 2019 clauses 4 through 10 cover the following in accordance
with the PDCA cycle:

Clause 4: Introduces BCMS requirements for organizations.

Clause 5: Summarizes top management’s required roles in BCMS, to include enunciation
of leadership expectations to the organization.

Clause 6: Description of strategic objectives requirements and BCMS principles.

Clause 7: Supports BCMS operations related to competence and communication while
controlling, maintaining, and retaining required documentation.

Clause 8: Defines needs, how to address needs, and develops procedures for

organizational business continuity because of business operational disruptions.
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Clause 9: Summarizes business continuity performance, BCMS alignment, and
management review measurement requirements.

Clause 10: Recognizes and takes measures on BCMS noncompliance and continual
improvement with the use of corrective action.

Further analysis of the PDCA cycle exhibited the following details for each step
of the process. Paunsescu and Argatu’s (2020) (plan) step of the PDCA cycle includes
organizational business continuity management (BCM) range and plans; the (do) step of
the cycle includes conducting a business impact analysis (BIA), risk assessment (RA),
and developing a business continuity strategy and response plan. Paunsescu and Argatu’s
(2020) (check) step involves performing an assessment of BCM exercises, testing,
sustaining and review; the last step (act) centers on BCM continuous learning and
improvement.

Alternative Theories

Alternative theories to 1SO 22301: 2019 include British Standard (BS) 25999-2:
2007, and United Arab Emirates’ (UAE) National Standard for Business Continuity
Management Systems AE/SCNS/NCEMA 7000:2021. To further emphasize the
dominance and importance of ISO 22301: 2019, BS 25999 was phased out by 1SO 22301,
and the UAE’s National Standard for Business Continuity Management Systems
incorporates sections of 1ISO 22301 into its standard. In the following paragraphs, I will
examine and compare BS 25999-2 and the UAE’s National Standard for Business

Continuity Management Systems to 1ISO 22301.
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Before the creation of 1ISO 22301, one of the primarily used standards was British
Standard 25999-2: 2007. British Standard 25999-2: 2007 specified requirements for
managing and setting up BCMS. BS 25999-2 also provided the foundation for 1SO 22301
(British Standards Institution, 2012). BS 25999-2 places emphasis on understanding
needs and the necessity to establish business continuity policies and objectives;
establishing and operating management controls for organizational business continuity
risks; observing and assessing BCMS performance and effectiveness; and objective
measurement for continual BCMS improvement (British Standards Institution, 2007).
Like ISO 22301, BS 25999-2 has the following key components: (a) an established
policy; (b) assigned responsibilities; (c) management processes developed; (d)
documented evidence; and (e) business continuity processes related to the subject such as
business impact analysis (BIA) and development of business continuity plans (British
Standards Institution, 2007). Similar to 1SO 22301, BS 25999-2 applies the PDCA cycle
to BCMS processes as shown in Figure 2.

Figure 2
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BS 25999-2: 2007 PDCA Cycle Applied to BCMS Processes (British Standards Institution, 2007)
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BS 25999 implementation of the PDCA cycle mirrors many of ISO 22301°s
PDCA cycle with (plan) including establishing policy, objectives, targets, processes and
procedures, and controls; (do) includes implementation and operation of policies and
processes related to organizational business continuity; (check) monitors and reviews
objective and policy performance, and permits remediation and enhancements of the
BCMS; and (act) by maintaining and improving organizational BMCS (British Standards
Institution, 2007).

In addition to the described similarities between 1SO 22301 and BS 25999-2, the
following are some noted new concepts when transitioning from BS 25999-2 to ISO
22301: (a) organizational context which describes the environment that the organization
operates under; (b) interested groups was changed to stakeholders; (c) leadership which
describes executive management requirements; (d) maximum acceptable outage (MAO)

was replaced with a maximum tolerable period of disruption (MTPD) which is the time
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limit that adverse impacts become unacceptable; (e) performance assessment which looks
into BCMS and business continuity management effectiveness; (f) prioritized timeframes
which cover timing of critical activities recovery; and (g) warning and communication
that cover incident activities (British Standards Institution, 2012).

United Arab Emirates’ (UAE) National Standard for Business Continuity
Management Systems AE/SCNS/NCEMA 7000: 2021 was developed to aid
organizations in implementing and maintaining effective management systems which
enable them to continue during operational disruptions (UAE, 2021). Further,
AE/SCNS/NCEMA 7000: 2021 (a) enables the UAE government and private sector to
reduce and protect against organizational disruptions; (b) prepare, respond, and (c)
recover from disruptions; and enable an enhancement of national security through
effective implementation of this BCMS (UAE, 2021). Unlike BS 25999-2 which served
as the foundation for 1SO 22301: 2019, AE/SCNS/NCEMA 7000: 2021 uses I1SO 22301:
2019 and ISO 31000: 2018(E) as references for its development (UAE, 2021).

Like ISO 22301, AE/SCNS/NCEMA 7000: 2021 incorporates clauses 3 to 10
from 1SO 22301 as shown in Figure 3. Unlike 1SO 22301 and BS 25999, there is no
mention of the PDCA cycle in AE/SCNS/NCEMA 7000: 2021. AE/SCNS/NCEMA
7000: 2021 places emphasis on top management for being responsible for the
organization’s BCMS success. Also, like ISO 22301, AE/SCNS/NCEMA 7000: 2021
outlines that (a) top management will be responsible for identifying the context of the
organization; developing policies, (b) scope and objectives for the BCMS; (c) provide

management support for the implementation of the organizational BCMS; (d) maintain
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documentation; employ BCM operations; (e) and review, evaluate and provide
continuous improvement for the BCMS (UAE, 2021).

Figure 3

AE/SCNS/NCEMA 7000: 2021 Management System for Business Continuity (UAE, 2021)

BCMS operations

Continual improvement

Another difference between 1SO 22301: 2019 and AE/SCNS/NCEMA 7000:
2021 is how AE/SCNS/NCEMA 7000: 2021 clearly differentiates between management
system requirements and operational requirements of the BCMS. In this UAE standard,
BCMS operations are focused on the most effective way to resume activities and reduce
impacts from operational disruptions by understanding how different disruptions will
affect the organization; identify events that would increase negative impacts; prioritize
and evaluate high priority activities; identify high priority activity resources; and develop

a plan to resume high priority activities (UAE, 2021).
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Disaster Related Business Disruptions

Disasters can have devastating effects on U.S. small businesses. Many of the
negative results from disaster-related situations have devastating effects on supply chains,
organizational workforce, electricity, and funding. All of these negative effects are
currently seen with the COVID-19 pandemic with an emphasis on supply chain
disruptions, negative effects on the workforce, and businesses closing their doors
resulting from a lack of funds. The following paragraphs will cover how disaster-related
business disruptions U.S. small businesses.

Many organizations rely solely on their supply chain to produce the products and
services they provide their customers. Supply chains experience many threats that can
disrupt their operations, which have rippling effects on other sectors the supply chain
services (Suresh et al., 2020). To help mitigate the widespread damage that occurs from a
supply chain disruption, researchers conclude that both supply chain providers, and
organizations who depend on supply chains develop a business continuity framework that
focuses on this sector. This framework should address anticipation, preparation,
robustness, and recovery as areas to consider increasing supply chain resiliency (Namdar
et al., 2021). Looking at supply chain resiliency from the supplier’s point of view, they
should be able to adapt to positive and negative events resulting from disasters (Kaur &
Singh, 2021). Further to this point, and aiding supply chain leaders in adapting to positive
and negative results from disasters, supply chain leaders should develop a decision

support methodology. This decision support methodology should use pre-ran scenarios to
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produce procedures and approaches which aid in better decision-making when faced with
a disaster-related business disruption (Schatter et al., 2019).

Business leaders must constantly assess the resiliency of their organization to
disasters, but they must also ensure their supply chain providers are resilient as well.
Looking at supply chain resiliency from the organization that depends on supply chain
providers, researchers conclude that organizations should create a multistage hybrid
model which focuses on supplier breakdown, selection, and distribution (Kaur & Singh,
2021). This forward-thinking, which enables the development of a preexisting business
continuity plan, enables organizations to outperform others who have not precoordinated
these activities (Giunipero et al., 2021). Breaking down supply chain providers into the
sections described above, enables organizational leadership to reconfigure and address
disruptive events to lessen the impact supply chain disruptions will have on their
organization (Kaur & Singh, 2021). Ultimately, researchers have concluded that the value
and role of BCM is not only effective business continuity plans, but also to provide a
thorough management method for creating supply chain resiliency (Riglietti et al., 2021).

An organization’s workforce is their most important asset. The protection of the
organization’s workforce, because of a disaster-related situation, should be thoroughly
addressed in business continuity plans (Koonin, 2020). Further to this end and
emphasizing the importance of having a plan to protect employees which are an
organization’s most important asset (Serrano & Kazda, 2020), researchers have
concluded that business owners who prepare for disaster-related events are more resilient

and have an increased chance of surviving a disastrous situation (Koonin, 2020). Part of
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planning to protect employees is the training that they will need to be effective during a
disaster situation. The outlining of roles and responsibilities should be available to the
entire workforce so there is a clear understanding of what is expected of them. Not only
must training on roles and responsibilities be given to the general workforce, but business
continuity plan development training for organizational leadership is needed so that BCM
plans can be effectively developed and implemented (Kato & Charoenrat, 2018).

Protection of the workforce via employee training on organizational BCPs should
include an effective training delivery method. An effective training delivery method
should include exercises and exams and checking of exercise and exam competencies
(Muflihah & Subriadi, 2018). Researchers have concluded that conducting exercises,
which provide employees hands-on experience to practice crisis management skills is an
essential step in employee training (Kwok et al., 2019). In addition to training the
workforce on organizational BCMS, training third parties that are internal and external to
the organization on disruptive event responsibilities is important to implementing an
effective BCMS (Muflihah & Subriadi, 2018). Further emphasizing the importance of
training and how it can negatively impact an organization’s disaster response, researchers
conclude that poor training is directly related to disaster operational challenges and
ineffective business continuity plans (Olu et al., 2018).

Power outages are a well-known event resulting from disasters. Further, strong
winds caused by storms are identified as the leading cause of power failure (Tervo et al.,
2021). Researchers conclude that losses of power cause economic losses when structures

lose power (Mathew et al., 2021). Results of a research study on the effects of power
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outages on businesses found that out of 37 regions researched, there was a 300%
economic loss during power outages (Koks et al., 2019). Another study found that out of
supply chain disruptions, loss of telecommunications, water outages, and damaged
facilities, power outages were rated the highest on a disruptive index (Sarmiento et al.,
2019).

Factoring in power outages into a BCMS can help with mitigating the event
should it occur. One of the challenges with planning for power outages within an
organization’s BCMS is that predictive modeling has proven to be inaccurate (Kabir et
al., 2019). Although technology has improved in predicting power outages during severe
weather, further research is needed to develop outage forecasting models for changing
weather conditions (Kabir et al., 2019). Keeping in mind the challenges in predicting
power outages, organizations can still effectively prepare for losses of power. The U.S.
Department of Energy recommends the following to reduce the impact businesses
experience during power outages: decide if activation of backup power is needed, stay
connected with your local fuel supplier if you are running generators, and reach out to
state and federal organizations for assistance if needed (DOE, 2022).

Unlike their larger counterparts, small businesses do not have as many resources.
However, small businesses devote substantial amounts of the resources they do have to
ensure the success of their company (Davlasheridze & Geylani, 2017). One of the
resources that small businesses have less of compared to their larger counterparts are
financial resources. Financial resources aid small business owners n keeping their

business open when disaster-related business interruptions occur (Josephson et al., 2017).
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Though it is well known that small businesses lack access to large capital for disaster-
related assistance, researchers conclude that disaster assistance in the form of loans
proves to be a challenge for small business owners to acquire (Davlasheridze & Geylani,
2017). The U.S. Small Business Administration (SBA) is the leading U.S. agency for
support for small businesses (Poliatykina et al., 2019), however, researchers conclude
that SBA loans increase small business indebtedness, which resulted in them being worse
off financially than they were pre-disaster (Hiramatsu & Marshall, 2018).

Further intensifying small businesses’ challenge in acquiring financial assistance
for disaster-related loans, many organizations do not have insurance. One of the many
benefits of having insurance is that it will cover disaster-related losses - which is why
many that do not have insurance will go out of business (Russo, 2019). Appropriate
insurance coverage can offer small businesses aid in mitigating disaster risks and
decrease short and long-term financial impacts resulting from disaster-related events
(Clement et al., 2018). Researchers conclude that businesses should seek insurance
policies that are diversified, which cover natural and human-made disasters to better
protect themselves (Wu, 2020). Further, researchers also conclude that business insurance
policy holders should have readily available information about their risks to aid them in
mitigating insurance provider identified business risks (Clement et al., 2018).

Business Continuity Management System Development

Business Continuity Management Systems (BCMS) aid organizations mitigate

disaster-related business disruptions. BCMS processes are conducted to identify events

that are disruptive to an organization and should have BCP developed (Soufi et al., 2019).
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There are four steps included in developing a BCP: conduct a risk assessment (RA);
conduct a business impact analysis (BIA); identify, record, and implement to recoup vital
business processes and functions; and conduct BCP team training and evaluation (DHS,
2021a).

Risk assessments and business impact analysis are important aspects of creating a
BCP. The risk assessment (RA) process identifies potential hazards and determines what
impacts they can have, and a business impact analysis (BIA) determines potential impacts
from interruptions of critical business processes (DHS, 2021c). Risk assessments play an
important role in the development of BCMS policies and creates an effective impact on
the organization’s BCMS (Paunescu & Argatu, 2020). Researchers conclude that RA’s
also aid in contributing to an organization’s strategic and operational decision making
(Labus et al., 2020). The RA process requires organizational leadership to identify assets
that are at risk from identified hazards, and what the potential impacts from those hazards
look like (DHS, 2021c). In addition to the described RA process, organizational
leadership must also look for vulnerabilities and weaknesses that can possibly place an
asset more at risk (DHS, 2021c).

BIAs are just as important to a BCP as RA’s. Business impact analysis are used at
the management level as a tool for analyzing impacts on a business and is used by
organizations to assess quantitative and qualitative losses resulting from a crisis
(Budiyanto et al., 2021). Additionally, a BIA enables organizational leadership to identify
critical functions that support key business products and services (Paunescu & Argatu,

2020). Organizational leadership should consider the following when conducting a BIA:
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(a) loss and delay of sales and income; (b) increased expenses resulting from outsourcing,
labor, and expediting costs; (c) contractual penalties and losses; (d) loss of customers;
and (e) new business plans being delayed (DHS, 2021b). The U.S. Department of
Homeland Security (2021b) provides businesses with a BIA worksheet (figure 4), which
should be used by organizational personnel with detailed knowledge on the business’
products and services. Further, a BIA should document impacts that can result from a
business disruption (DHS, 2021b), and reviewed at planned intervals and when
substantial changes to the business occur (ISO, 2019).

Figure 4

Business Impact Analysis Worksheet (DHS, 2022b)

Ready Business Business Impact Analysis Worksheet
Department / Function / Process
Operational & Financial Impacts
Timing / Duration Operation Impacts Financial Impact

C i i (ct ize for your
Timing: Identify point in time when interruption Operational Impacts Financial Impact
would have greater impact (e.g., season, end of « Lost sales and income Quantify operational impacts in financial terms.
month/quarter, etc.) « Negative cash flow ing from yed sales

or income
Duration: Identify the duration of the interruption = Increased expenses (e.g., overtime labor,
or point in time when the operational and or outsourcing, expediting costs, etc.)
financial impact(s) will occur. « Regulatory fines
« <1 hour « Contractual penalties or loss of contractual
« >1hr. <8 hours bonuses
« >8hrs. <24 hours - C ion or
« >24hrs.<72hrs. = Delay executing business plan or strategic initiative
. >72hrs.
. >1week

Effectively recovering from a critical business function disruption requires

identifying, documenting, and implementing BCMS plans. In addition to identifying and
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documenting developed BCMS plans for the organization, business leaders should also
identify, and document required resources based on BIA findings (DHS, 2021a). Once
organizational leadership identities and documents all facets of their business continuity
plan, the organizational BCMS should be implemented, with reviews of the BCP planned
periodically for changes and improvements (ISO, 2019). Ultimately, identifying and
documenting all aspects of a crisis response is important to the success of a BCMS, and
aids the workforce in remembering crucial actions in their organizational BCMS (Powell,
2020).

There are several tools available to business leaders that enables them to evaluate
organizational recovery strategies. Creating a BCP team and training, and evaluation of
the BCMS plan enables business leaders to assess recovery strategies (DHS, 2021a).
Creating a BCP team within the organization’s management should bring differing
perspectives, experiences, cultural backgrounds, and cognitive constructs (Aydemir &
Ates, 2018). By ensuring this type of diversity in an organization’s BCP team, it offers
the organization’s BCMS the most effective input. Training scenarios are developed to
prepare BCP teams to effectively perform during a crisis (Laere & Lindblom, 2019).
Team training should include exercises that explore, perform, and evaluate business
continuity plans, and conducted in a safe and controllable environment that does not
impact operations (Kwok et al., 2019). Through real-world crises and training exercises,
organizations can evaluate the effectiveness of their business continuity management
system (BCMS). Evaluating an organization’s BCMS should include evaluating internal

and external stakeholders, evaluate legal and regulatory requirements, and should be
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conducted in planned intervals, when there is a significant change in the organization and
after an incident (ISO, 2019).
Community Impact

Disasters have negative impacts on small businesses and the overall community
small businesses serve. Small business disruptions caused by disasters can affect the
products and services communities rely on (Gregory, 2020), therefore negatively
impacting community quality of life. Without the products and services that small
businesses provide communities, residents will look to other businesses who can provide
these services, which can also lead to long-term loss of customers (Demircioglu et al.,
2021). Disasters are also known for interrupting lifeline infrastructures such as power,
water supply, roads, and telecommunications which are damaging to business and
community recovery (Lee, 2019). In many cases, as seen during the COVID-19
pandemic, business disruptions can lead to business failure. Business failure poses
another negative impact on the community that results in higher unemployment.

Disaster-related business disruptions are often tied to community members losing
their jobs. Researchers conclude that disasters lead to significantly higher unemployment
rates (Zhu et al., 2021). Unemployment rate increases resulting from disaster-related
business disruptions are exhibited with the COVID-19 pandemic, which produced the
largest job loss in U.S. history (Mance, 2021). During the height of the COVID-19
disaster, businesses laid off 20% of their employees, and the hospitality and tourism
industries saw a loss of 38 million jobs alone (Brar et al., 2021). In addition to the

negative impacts highlighted regarding disaster-related job losses, unemployment also
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affects communities by impacting the mental health of the unemployed (Bushe, 2019).
Considering small businesses represent 99.9% of United States businesses (United States
Small Business Administration, 2018), small business failures from disaster-related
events are detrimental to communities throughout the United States.

Conceptual Framework Application to the Business Problem

The purpose of this qualitative multiple case study is to explore strategies some
U.S. small business owners use to create practical disaster plans to ensure business
continuity. The adapted business continuity management (BCM) framework International
Organization for Standardization (ISO) 22301: 2019 provides the foundation for this
study's conceptual framework (Paunescu & Argatu, 2020). Paunescu and Argatu (2020)
developed an adapted BCM framework based upon the elements of 1ISO 22301: 20109.
The tenets of this framework include applying the plan-do-check-act (PDCA) cycle to
multiple aspects of ISO 22301: 2019. Additionally, the conceptual framework used for
this study provides an approach to BCM that relates to this study by providing a
framework to analyze small business owner’s approach to effective BCM disaster plans.
Using the steps outlined in this adapted BCM framework, | seek to explain business
continuity through the tenets of the adapted BCM framework.

For this study, the general business problem is U.S. small business owners who do
not prepare for disaster-related events may experience business failure within three years.
The specific business problem is that some U.S. small business owners lack practical
disaster plans to ensure business continuity. Keeping these business problems in mind,

the following sections will exhibit how Paunescu and Argatu’s (2020) adapted BCM
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framework applies to the business problem. In doing so, | will cover the concept of
business continuity management and components; and organizational resilience and
BCM efficiency. The analysis of these topics will exhibit a direct correlation to how it
can aid U.S. small business owners prepare for disaster-related events and develop
practical disaster plans to ensure business continuity.

Concept of Business Continuity Management

Creating an effective BCP aids business leaders in mitigating disruptions to their
delivery of products and services. The concept of BCMS is characterized as the ability of
a business to maintain delivery of its products and services at predefined levels after a
business disruption (Paunescu & Argatu, 2020). Effective development of BCP enables
business leaders to efficiently respond to business interruptions (Margherita & Heikkila,
2021). This overarching concept of BCM aids business leaders in identifying threats and
protecting their business operations, which shelters their organization from threats
(Nienimaa et al., 2019; Ranf et al., 2021).

Another concept of BCM is that it is also considered a system for addressing
risks. A BCM is also considered an instrument that contributes to an organization’s
improvement in flexibility against business threats (Torabi et al., 2016). As | have
highlighted in this section, the BCM concept brings many advantages to an organization
(Paunescu & Argatu, 2020). These advantages aid U.S. small business owners in
effectively preparing for disaster-related events and developing practical disaster plans to

ensure business continuity. Further to this point, BCM applies to the business problems
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because it provides an effective and proven system and tools that are needed to
successfully mitigate organizational threats.
Composing Elements of Business Continuity Management

Business continuity management is a series of connected actions. A business
continuity plan is developed to aid an organization endure unexpected damages and is
broken down into elements (Paunescu & Argatu, 2020). The elements of BCM are
defining the context of the organization to create a BCMS and BCM scope, goals, and
responsibilities; conducting a risk assessment and business impact analysis; developing a
BCP based upon the first two elements; and evaluation and continuous improvement
(DHS, 2021a). The following section will analyze BCM elements and how they apply to
the business problem.

Understanding the context of an organization enables business leaders to create a
BCMS that is customized to their company. Defining the context of an organization to
create a BCMS and BCM scope, goals and responsibilities is directly correlated with the
scale of the organization, operational period, and workforce disaster experience (ISO,
2019; Kato & Charoenrat, 2018; Paunescu & Argatu, 2020). Factoring in scale of the
organization, operational period, and workforce disaster experience enables business
leaders to tailor their BCMS to best fit their organizational needs from BCP development
to workforce training. Understanding the scope of the organization ensures that all
operational facets are covered during the BIA and overall BCMS development. Factoring
in the organization’s operational period is important because cyclical operating processes

can present different types of threats depending on what operational period the business
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is in. After organizational leadership has identified their operational period, they should
then establish operational process criteria, implement process controls in accordance with
identified operational process criteria; and ensure that documentation is kept pertaining to
the process (I1SO, 2019).

Once organizational leadership has identified the context of the organization,
scope, and operational period, they can move on to defining goals and responsibilities of
the organization’s BCMS. The primary goal of any BCMS is to maintain continuous
operations for the business (Russo, 2019). Secondary goals are identified by business
leaders and implemented into the BCMS, then roles and responsibilities for the workforce
are identified. Roles and responsibilities of each BCMS associated team and the
relationship between each team should be clearly stated by organizational leadership as
this is a priority for the business continuity process (Reid, 2020). Creating roles and
responsibilities highlights the importance of considering the experience of the workforce
with disasters, and quality of training. Organizational leadership must keep in mind that
their BCMS will have a wide range of roles and responsibilities and the workforce’s
understanding of the roles and responsibilities will vary widely (Schmid et al., 2021). For
workforce personnel who are assigned a BCMS role and responsibilities, and are not
familiar with what the role requires, quality organizational BCMS training should be
provided.

A business impact analysis (BIA) and risk assessment (RA) are used in
conjunction with 1ISO 22301. The combined use of a BIA and RA with 1ISO 22301 create

the main step conducted in a business continuity management system (Soufi et al., 2019).
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These two forms of assessing risks aid business leaders in identifying many possible
hazards and scenarios that could unfold resulting from disasters and is an essential phase
in creating a BCMS (DHS, 2021c; Paunescu & Argatu, 2020). Business impact analysis’
(BIA) are used at the management level as a tool for analyzing impacts to a business and
is used by organizations to assess losses resulting from a disaster-related business
disruptions (Budiyanto et al., 2021; DHS, 2022b). Additionally, a BIA enables
organizational leadership to identify critical functions and establish recovery objectives
that support key business products and services (Ricks & Boswell, 2019).

One of the most impactful aspects of BCMS creation is a risk assessment. Risk
assessments play an important role in the development of BCMS policies and creates an
effective impact on the organization’s BCMS (Paunescu & Argatu, 2020). Researchers
conclude that RA’s also aid in contributing to an organization’s strategic and operational
decision making (Labus et al., 2020). The RA process requires organizational leadership
to identify assets that are at risk from identified hazards, and what the potential impacts
from those hazards look like (DHS, 2021c; I1SO, 2019). Possible hazards that business
leaders should be looking for include natural hazards which can come in the form of
weather, geographic, and biologic; human-caused hazards which include accidents and
intentional acts; and technological hazards which include information technology (IT),
utility disruptions, fire, hazardous spills, and supply chain disruptions (DHS, 2021c).
Risk assessments, in addition to BIA’s, are fundamental to business continuity

management (Labus et al., 2020; Paunescu & Argatu, 2020; Soufi et al., 2019).
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Developing a BCP based upon defining the context of the organization to create a
BCMS and BCM scope, goals, responsibilities, and conducting a risk assessment and
business impact analysis aids business leaders in developing a sequence of linked
activities. Further, these sequences of linked activities enable the business to withstand
unexpected damages (Paunescu & Argatu, 2020). This sequence of linked activities
further enables the organization to document BCP processes and procedures for specific
events so the organization can effectively respond to business disruptions (Akbari &
Gurning, 2020; Margherita & Heikkila, 2021). The U.S. Department of Homeland
Security (2021a) recommends the following steps when developing a BCP: develop a
framework for the plan; coordinate recovery teams; create relocation plans; develop
business continuity recovery processes; and evaluations and continuous improvement.

There are many BCP frameworks being used by organizations in addition to the
DHS (2021a) outlined plan. Some BCP frameworks have been around for decades, and
others have been modified to work better with evolving threats and technology. An
example of a current BCP framework is Hao’s (2020) framework developed to address
pandemics such as COVID-19. Hao’s (2020) framework considers COVID-19’s six
pandemic phases, four principles developed to aid the hospitality industry focus actions
on several disaster-related phases, and effective strategies that worked during the
COVID-19 pandemic, or that should have been used during the pandemic. Another
example of a current BCP framework is Azadegan et al. (2020), which uses a
combination of Simons’ Levers of Control framework and BCM concepts. This BCP

framework combines BCM concepts and Simons’ Levers of Control framework enables
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business leaders to improve organizational reputation caused by damages by including
supply chain provider input. Further, results from Azadegan et al. (2020) study confirmed
that the combination of BCM and supply chain involvement is complementary to
organizational disaster response. The last example I will provide is Sahebjamnia et al.
(2018) integrated business continuity and disaster recovery planning framework. This
BCP framework was developed to address the increasing number of natural and man-
made disasters affecting organizations. Further, this framework implements internal and
external resources, a minimum resumption of disrupted operations and restoration time,
and inclusion of ISO 22301 and BS 25999-2 (Sahebjamnia et al., 2018).

Coordinating recovery teams includes internal and external stakeholders. BCP
planners should coordinate with organizational response teams to have an effective
response strategy and ensure proper funding and workforce BCP education (Phillips and
Tanner, 2019). When forming and coordinating recovery teams, business leaders ensure a
diverse group of experts, which offers varying levels of experience and knowledge that
might not be available without a diverse group (Namdar et al., 2021). Training for
recovery teams is essential to effective disaster recovery (DHS, 2021e; Kato &
Charoenrat, 2018). Further, training on roles and responsibilities must be given to the
recovery team so that BCM plans can be effectively implemented (DHS, 2021e; Kato &
Charoenrat, 2018; Paunescu & Argatu, 2020).

Relocation plans enable organizations to have secondary and tertiary sites
identified in cases of primary site evacuations. Creating relocation plans enable

organizations to execute an orderly recovery (Hanwacker, 2018), and also enables
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organizations to continue operations at a new location when their primary location is
inoperable (Kabene & Baadel, 2021). Choosing a good secondary location to mitigate
against business disruptions caused by damage to a company’s primary location can
officer cost and operational advantages (Herbane, 2019). Leadership seeking secondary
locations during BCP development should consider other owned sites performing similar
functions as a first option, if the site is not impacted by the same event and has the
resources and capacity to handle such a move (DHS, 2021a). Further, the U.S.
Department of Homeland Security (2021a) states that if resources and capacity are not
capable of supporting additional functions, business leaders should plan to provide
additional staff and resources to address any inadequacies. Business leaders must also
consider rebuilding if there is a total loss and there are no other own facilities to relocate
operations (Gregory, 2020).

Organizational recovery plans are detailed plans that organizational leadership use
to ensure a timely recovery in disaster situations. Developing business continuity
recovery processes should prioritize recovery time objectives (UAE, 2021). Response
processes should be flexible considering it is impossible to predict all potential scenarios
(Russo, 2019). Research about businesses practicing developing recovery plans
concluded that 48% of businesses have a recovery plan, and 40% of businesses have a
partially developed one (Paunescu, 2017). Keeping these research results in mind, the
U.S. Department of Homeland Security provides business leaders with a business
continuity resource requirements worksheet (figure 5), which aids organizations in

completing BCMS recovery processes. The Department of Homeland Security (2022a)
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business continuity requirements worksheet enables business leaders to identify resource
requirements following a disaster and estimate the days and weeks resources will be
needed. Other resource considerations that business leaders should consider when
developing recovery procedures are employees, facilities, technology, inventory and
consumables, third-party services, and utilities (DHS, 2021a; UAE, 2021).

Figure 5

Business Continuity Resource Requirements (DHS, 2022a)

21 1¢ . - . . o
Ready Business Business Continuity Resource Requirements
ready.gov/business
Normal Quantity Needed Following Disaster
o Caey ety Quantity 24 hours 72 hours 1 week Later (specify)
Managers
Staff Primary site, relocation site
and recovery site
Office space
Office equipment Fumiture, phone, fax, copiers
Office technology Desktops and laptops (with
software), printers with
connectivity; wireless devices
(with email access)
Vital records, data, Location, backups, and
information media type

Owned, leased, or

Production Facilities
reciprocal agreement

inery & custom
Equipment with long replacement time

Dies, patterns, mol Ids,
etc. for machinery
& equipment

Raw Materials Single or sole source suppliers
and possible alternates

Third party services

Instructions: Identify resources required to restore business operations following a disaster. Estimate the resources needed in the days and weeks following the disaster.
Also review information technology disaster recovery plan for restoration of and ;s

There are many aspects to developing a BCP. Once all sections of the BCP are
assembled and validated, developers must seek management approval. Once approved,
the organizational BCMS must incorporate exercises and testing, and continuous
improvement (Cocco & Thomas-Boaz, 2019; ISO, 2019; Paunescu & Argatu, 2020).

Conducting exercises to test the readiness of key BCMS team members and the general
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workforce aid business leaders in making better decisions when encountering a business
disruption caused by a disaster (DHS, 2021d; Schatter et al., 2019; UAE, 2021). Some
benefits of exercises and testing include the following: clarify roles and responsibilities
via training; strengthen knowledge of procedures and equipment; improve organizational
coordination, communication, and individual performance; evaluation of plans and
policies; identify gaps and weaknesses; ensure local laws, regulations, and code
compliance; and recognition for the organization’s business continuity program (DHS,
2021d).

Business leaders have several methods available to them for testing BCP’s. One
of the tools available to business leaders to test their BCP’s include exercises, which can
range from tabletop exercises to live exercises that use real assets (Rackham & Kelly,
2018; UAE, 2021). Business continuity plans are validated after being tested, which is
why quality trainings that are incorporated into exercises are essential to the
organization’s BCMS success (Allicon, 2020; Paunescu & Argatu, 2020). Researchers
conclude that only 25% of businesses reviewed conduct BCP exercises and testing in
their entirety, 30% partially, and 44% do not conduct exercises and testing at all
(Paunescu, 2017). Exercises such as tabletops enable participants to navigate various
scenarios, which increases their understanding of how the organization’s BCMS helps the
team in response and recovery activities (DHS, 2021d; Roush et al., 2021). Live exercises
with the use of training scenarios facilitate organizations in finding gaps and
vulnerabilities in their BCP’s, which also enables continuous improvement (DHS, 2021d;

SO, 2019).
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The use of continuous improvement aids business leaders in advancing their
BCMS. Researchers describe continuous improvement as a recurring activity that seeks
to reduce losses throughout the organization and enhance performance (Al-Akel et al.,
2018; 1S0O, 2019; Paunescu & Argatu, 2020). Continuous improvement occurs in the act
phase of the plan-do-check-act (PCDA) cycle and is embedded in an organization’s
culture to improve BCMS performance (Fani & Subriadi, 2019). Opportunities for
BCMS improvements follow exercises or actual incidents and conducted to assess the
incident response (ISO, 2019). Gaps identified during continuous improvement activities
should be recorded and resolved with a correction action program (DHS, 2021f).

A program that identifies improvements that can be made to a BCMS s called a
corrective action program. Corrective action programs incorporate improvements
identified during incidents and exercises (Paunescu, 2017). Corrective action programs
address and documents deficiencies in the organization’s BCMS (UAE, 2021). When
documenting corrective actions, the following should be recorded: (a) deficiency
description, (b) correct action to take, (c) deficiency resources needed, (d) deficiency
correction justification, (e) assigning of the corrective action to a person or department,
(f) due date for assigned person or department to correct the deficiency, and (g) status of
the correction until it is completed (DHS, 2021g). Business leaders must ensure that they
prioritize identified gaps for corrective action because some gaps for corrective action
will be more vital than others (ISO, 2019; Reid, 2020). To aid business leaders in
prioritizing corrective actions, DHS, 2021g created categories that aid organizations in

gap prioritization which include: (a) health and safety hazards, (b) governing compliance,
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(c) property and operational hazards, (d) national standards compliance, and (e) abiding
by industry best practices.
Organizational Resilience

Business continuity management systems (BCMS) provide organizations a
framework to build business resilience. BCMS’ also enable effective response
capabilities for internal and external threats to organizational operations (ISO, 2019;
Paunescu & Argatu, 2020). An effective BCMS can also provide operational resilience
from unforeseen events (Groenendaal & Helsloot, 2020). One key factor that business
leaders must consider when improving their organizational resilience is the location of
their assets. Location of company assets is directly associated with organizational
resilience (Herbane, 2020; 1SO, 2019). Location of company assets are affected by
natural and man-made events such as storms and crime, which is why business leaders
must take into consideration where current and future assets will be located. Further,
mitigating the high-risk threats associated with location of assets can be mitigated with
the use of 1ISO 22301 which aids business leaders in identifying points of failure (Miletic,
2020).

There are many key factors that business leaders must consider when facing a
disaster-related business disruption. One key factor that business leaders must consider
when improving their organizational resiliency is their ability to keep critical functions
operational when facing disaster-related business disruptions (Schatter et al., 2019).
Improving the organization’s ability to sustain critical functions after a disaster-related

event centers on the organization’s ability to reorganize and supported itself after a
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disaster (Paunescu & Argatu, 2020). Researchers have identified 13 indicators of an
organization’s ability to keep critical functions operational during disaster-related events,
which are classified into the two categories of planned and adaptive: (a) leadership, (b)
situational awareness; (c) innovation and creativity, (d) proactive posture, (€) stress
training; (f) planning strategies, (g) unity of purpose, (h) breaking silos, (i) leveraging
knowledge, (j) internal resources, (k) effective partnerships, (I) decision making, and (m)
staff engagement (Hatton & Brown, 2021). Planned indicators refer to elements and
processes set in place prior to a disaster (Hatton & Brown, 2021; 1SO, 2019). Adaptive
indicators refer to company capabilities that will enable an effective response to business
disruptions (Hatton & Brown, 2021).
Business Continuity Management Efficiency

Business continuity management efficiency is an important aspect of developing
and maintaining an effective BCMS. Business continuity management efficiency is
dependent on organizational leadership’s understanding of the business’ continuity
capabilities, establishing a business continuity implementation strategy, and how they
build their organization’s resiliency (Wong, 2019). To make a BCMS more efficient,
researchers have concluded that for unpredictable events, business leaders should develop
a strategy for projected improvisation (1SO, 2019). Further aiding business leaders with
mitigating unpredictable events is their need to take preparatory steps to improve
improvisation by BCMS stakeholders during disaster-related business disruptions
(Grenendaal & Helsloot, 2020). Predictable events are best mitigated with an adaptive

business continuity plan (Lindstedt, 2020).
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Researchers have developed an adaptive business continuity approach designed to
make BCMS more efficient and add value to an organization. The adaptive business
continuity approach adds value to an organization eleven times faster than traditional
business continuity approaches (Lindstedt, 2020). For this efficient approach to BCMS,
researchers have broken down the process into six phases: (a) management of the policy
and program, (b) inserting, (c) assessment, (d) design, (e) application, and (f)
authentication. Policy and program management require executive management action,
support, and commitment to the program (I1SO, 2019; Paunescu & Argatu, 2020).
Inserting, which is phase two, is designed to ensure that the BCMS becomes a part of the
organizational culture (Lindstedt, 2020). Phase three assessment, involves an assessment
via a business impact analysis (BIA) and risk assessment (RA) (ISO, 2019). Phases four
and five, which are design and application, center on the organization’s recovery and
continuity tactics, which focus on business continuity planning and documentation.
Lastly, phase six, which focuses on validation of the business continuity lifecycle and
exercises which should be designed to reflect the organization’s size, complexity, and
that the plans are up to date and effective (Paunescu & Argatu, 2020).

Transition

In section 1, | presented the background to the study, the business problem, and
the purpose statement. | then proceeded to highlight the nature of the study and presented
the study’s research question, and interview questions that I elicited participant feedback
via their knowledge and experiences. The next part of the study exhibited the conceptual

framework, followed by operational definitions to aid the reader with business continuity



and disaster-related terminology. | then proceeded to highlight the significance of the
study which centered on enabling me to collect data from small business owners via
lessons learned. In turn, obtained data from this study’s interviews can aid U.S. small
business performance improvements in planning for, and recovering from, disaster
situations. A review of professional and academic literature followed. My review of
professional and academic literature took an in-depth analysis of the following: (a)
International Organization for Standardization 22301, (b) alternative theories, (c)
disaster-related business disruptions, (d) business continuity management system
development, (¢) community impact, (f) conceptual framework application to the
business problem, (g) concept of business continuity management, (h) composing
elements of business continuity management, (i) organizational resilience, and (j)
business continuity management efficiency. The literature review solidifies the
importance of U.S. small business owners developing and implementing a BCP to aid
them in mitigating disaster-related business disruptions.

Section 2 reintroduces the study’s purpose statement. Section 2 continues with
examining the role of the researcher, participants, research method, research design,

population and sampling, ethical research, data collection and organization techniques,
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data analysis, reliability and validity, and an overview of section 3. Section 3 contains an

introduction, presentation of the findings, application to professional practice,

implications for social change, recommendations for action, recommendations for further

research, reflections, and a conclusion.
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Section 2: The Project

Understanding the importance of U.S. small business resilience enables business
leaders to create an effective BCM system for their organization. Keeping in mind the
importance of small business resilience, this study aims to draw data that can improve the
resilience of U.S. small businesses that encounter disaster situations. In this project
section, | will discuss the method and design of this study to provide a detailed
explanation of how the study was conducted.

Purpose Statement

The purpose of this qualitative multiple case study is to explore strategies some
U.S. small business owners use to create practical disaster plans to ensure business
continuity. The targeted population will consist of seven U.S. small businesses in the
service industry who have successfully remained in business following a disaster. The
implications for positive social change include the potential to better understand and
potentially reduce disaster-related U.S. small business failures, thus reducing the negative
impacts communities experience from job losses.

Role of the Researcher

The first priority for the researcher is to protect the integrity of the study. The
researcher’s role is also focused on being an observer and outsider rather than a
participant (Johnson et al., 2019); however, they are charged with protecting the integrity
of the study. Further, in a qualitative study, the researcher’s initial steps, to the conclusion
of the study, are critical to the study’s results (Henderson, 2018; Johansson & Wallo,

2019). Keeping these two aspects in mind, the researcher’s role in the study’s data
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collection process must ensure that data collection techniques and analysis procedures
align, and that the researcher starts with the research question in mind (Bush & Amechi,
2019). Additionally, the researcher in a qualitative study is considered the research
instrument, which directly affects data collection and analysis and exhibits the strength of
the qualitative research method (Geddis-Regan et al., 2021).

My relationship with this topic and research area includes over 20 years of
experience in security and investigations. During my time in this sector, some of which
was in the U.S. Marine Corps, | have implemented many facets of risk management. In
2020, with the COVID-19 outbreak, business continuity came to the forefront in my
career, with many organizations realizing they did not have a BCP, or their BCP was
ineffective, causing many businesses to adopt new BCP measures for COVID-19
(Galbusera & Cardarilli, 2021). My role related to ethics and the Belmont Report
protocol is to ensure that | am using a moral framework when using humans for research
(Redman & Caplan, 2021). The Belmont Report provided a reference for me to better
understand ethical research guidelines and clarified what and why | must have an
informed consent form signed by all participants. Some key aspects | took from the
Belmont Report include the report’s four principles for basic ethical research: (a)
autonomy, (b) beneficence, (c) justice, and (e) non-maleficence (Lantos, 2020). Using the
findings from the Belmont Report, | can ensure my research is conducted ethically.

Researchers should be aware of the types of researcher bias that can affect their
study results. Researchers have identified four types of researcher bias in qualitative

research: (a) questions, (b) sampling, (c) conceptual, and (d) anticipated outcome biases
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(Wadams & Park, 2018). | mitigated bias and avoided viewing data through a personal

lens by exercising researcher reflexivity, which is my acknowledgment of my personal
biases, and enabled my research study to maintain data collection and analysis credibility
and trustworthiness (Buetow, 2019). Additionally, my research study was peer-reviewed,
which provided a critique of my study methods and a validation of drawn conclusions
(Johnson et al., 2020). Continued awareness of my personal biases, combined with
having my research peer-reviewed, enabled me to mitigate personal bias and viewing
data through a personal lens or perspective.

Researchers should have a predeveloped interview protocol to aid them in
receiving accurate results. The rationale for using an interview protocol is that a reliable
protocol is essential to obtaining quality interview data (Yeong et al., 2018). Further,
qualitative research studies use interview protocol as a procedural guideline so the
researcher can implement a standardized, consistent, and quality data collection process
(Baaten et al., 2020). | developed and used an interview protocol (Appendix A) with
eight open-ended questions for all interviews. | designed the eight open ended questions
to aid me in obtaining a better understanding of the participant’s experiences and
knowledge of the topic (Weller et al., 2018).

Participants

Participants play a key role in helping researchers collect data for research
studies. Keeping this in mind, one of the researcher’s objectives is to use the study’s
purpose to select eligible participants (DeJonckheere & Vaughn, 2019). Participant

interviews can provide essential data points for research studies; however, researchers
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should be cognizant of response bias in the form of careless and malingering answers
from participants (Palaniappan & Kum, 2019). Eligibility criteria for the participants in
this qualitative multiple case study center on several conditions. Participants are (a) are
U.S. small business owners, (b) are in the service industry, and (c) have successfully
remained in business following a disaster. The participants' experience with disasters
range from COVID-19 to other forms of natural disasters such as hurricanes. Keeping in
mind the participant criteria mentioned above, the screening process for research study
participants helps to ensure that participants are eligible, however, the screening process
is not considered a panacea (Jones et al., 2021).

The strategies | used for gaining access to study participants included LinkedIn
contacts and referrals from coworkers who know small business owners who meet this
research study’s participant criteria. To mitigate possible researcher bias, I ensured that
no close family or friends were chosen as participants for this study. Researchers
conducting studies collect data from participants via in-person visits, phone calls, and
other forms of digital correspondence (Amundsen et al., 2017). For this research study, |
used phone calls and in-person meetings for an introduction to the research study and
myself, and for the interview questions.

A good working relationship between the researcher and participants is important
for study results. Keeping this in mind, researchers conclude that researcher-participant
relationships shape the course of research studies and the study’s findings (Saleh, 2021).
Strategies used for establishing a working relationship with participants for this research

study include acknowledging that being a fellow human with the participant can
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sometimes overrule the researcher’s role in ethical dilemmas (Kvande et al., 2021). Part
of any successful relationship is trust, which helps make participants more comfortable
and improves the probability of participants giving truthful answers (Moser & Korstjens,
2018). Building further on trust for researcher-participant working relationships is
developing and improving social skills as these skills are essential to developing trusting
relationships (Johansson & Wallo, 2019). Using the strategies mentioned above, |
ensured that all communications were clear for the participants by asking if they needed
any clarification on questions asked or what was explained pertaining to the nature of this
research study. In doing so, | was able to create a good rapport with the research
participants.

The research question for this study was the following: What strategies do some
U.S. small business owners use to create practical disaster plans to ensure business
continuity? Researchers conclude that the best strategy in recruiting participants is to seek
participants with characteristics that can provide the strongest data (Moser & Korstjens,
2018). | ensured the participants’ characteristics aligned with this overarching research
question by seeking participants who were U.S. small business owners in the service
industry who have successfully remained in business following a disaster.

Research Method & Design

Research Method

Researchers choose amongst quantitative, qualitative, or mixed methods
approaches to conduct studies. The quantitative method is used for data collection

technique or data analysis procedures that produces or uses numerical data (Butler-
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Kisber, 2018). The guantitative method was not appropriate for this study because this
study did not use statistical and numerical data analysis techniques (Taguchi, 2018);
however, | conducted interviews and triangulated the data by investigating available
documentation and physical artifacts to determine the effectiveness of the strategies.

There are several research methods available to researchers to use with their
studies. Using mixed methods requires integrating both qualitative and quantitative
research methods (Chicoine, 2018). Using the qualitative method requires developing and
using questions to gain an understanding of how problems affect the reality of
participants (Allen, 2017) and their solutions. The qualitative method was appropriate for
this study because the phenomenon lacks complete exploration by the academic
community (Ward et al., 2018). Further justification for using a qualitative method results
from interviews with open-ended questions to further explore the U.S. small business
owners’ BCM plans phenomenon. Using a qualitative method, I explored the
implications for positive social change that have the potential to provide a better
understanding and potentially reduce disaster-related U.S. small business failures, thus
reducing the negative impacts communities experience from job losses. The mixed
method was not required for this study because it entails using both the quantitative and
the qualitative methods (Taguchi, 2018).
Research Design

| have various designs to consider using for my study. The qualitative researcher
can choose among various designs such as a phenomenological study, narrative study, or

a case study to explore the research topic. Phenomenological researchers focus on
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exploring the personal meanings of participants’ lived experiences. The
phenomenological design was not appropriate for this study because it would not enable a
thorough enough analysis for the study and is limited to lived experiences only (Taylan &
Ozkan, 2021). My intent was to look beyond experience and include perspectives to gain
a deeper understanding of the phenomenon. A narrative study involves compiling
firsthand accounts of personal stories that may have contributed to decision-making
processes within the current work environment. A narrative study design was not
appropriate for this study because | was not interested in exploring participants’ personal
life stories to explain business decision-making processes.

Using a multiple case study requires researchers to use multiple organizations and
engage participants in interviews. This approach to multiple case studies enables
researchers to gain and compare a range of experiences and perspectives (Heale &
Twycross, 2018). Using a multiple case study was expected to give me more analytic data
from the use of more than two participants, with results being more robust than using one
participant (Yin, 2018). Additionally, the use of a multiple case study enabled me to
explore the implications for positive social change that have the potential to provide a
better understanding and potentially reduce disaster-related U.S. small business failures.
Data saturation is the most employed concept in qualitative research to determine sample
size and when data collection might conclude (Fofana et al., 2020; Guest et al., 2020).
Researchers have concluded that data saturation occurs when additional data does

produce any new emergent ideas (Saunders et al., 2018). | ensured data saturation by
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continuing to collect data from multiple sources via interviews until no further ideas or
information was obtained.
Population and Sampling

| drew the population for this study from seven U.S. small business owners in the
service industry who have survived a disaster. In addition to the listed criteria for the
participants, the population also had experienced a disaster-related business disruption
and successfully managed through the event. There are several sampling methods |
choose from for this study. Some of the sampling methods that were available to me are
(@) purposive, (b) quota, and (c) snowball sampling (Bhardwaj, 2019). Purposive
sampling, which was appropriate for this research study, and also referred to as deliberate
and judgmental sampling, draws the population based on the purpose of the study
(Bhardwaj, 2019; Campbell et al., 2020). Snowball sampling, which was also not
appropriate for this study, is also known as chain and sequential sampling, and its use
involves one participant identifying another to be interviewed for the research study
(Khalil et al., 2022). | chose quota sampling for this research study, which selects
participants based on specific characteristics (Rada & Martinez, 2020). The
characteristics of the population for this study will be the following: (a) U.S. small
business owners, (b) in the service industry, and (c) have successfully remained in
business following a disaster.

Four or more participants are essential to qualitative research. This number of
participants is essential because having multiple sources of data collection ensures

rigorous research quality, which is an important aspect in conducting case studies (Yin,
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2018). Considering the characteristics mentioned above that provided the criteria | used
to select participants, I interviewed seven U.S. small business owners via phone
conversation and face-to-face meetings, using the interview protocol in Appendix A. |
also ensured data saturation by continuing to collect data from multiple sources via
interviews until no further ideas or information was obtained.
Ethical Research

Conducting research ethically must be done with any form of reliable research
study. Research ethics are considered a precondition for vigorous science in any field and
essential to every step in the research process (Stolt et al., 2022). Part of conducting
ethical research is providing an informed consent form to the research study participants.
The informed consent offers an avenue for the researcher to distribute information, build
trust, and obtain consent from the research study participants (Nusbaum et al., 2017).
Additionally, informed consent is fundamental to research ethics and must be obtained
before registering study participants in any research involving humans (Stolt et al., 2022).
After | received Walden University’s IRB approval, I emailed the informed consent to
study participants with an explanation of the nature of this study and how they will be
involved, the purpose of the informed consent, and the timeframe for their involvement in
this research study. The Walden University IRB approval number for this study is 06-21-
22-0524266. Upon completion of the informed consent, participants emailed the form
back to me.

The Belmont Report was a seminal report that aids researchers today in

conducting studies ethically. The Belmont Report emphasizes the need for researchers to



55

minimize risk and maximize benefits to study participants, and to also inform participants
that they can withdraw from the study at any time (Langer et al., 2021). Participants were
told that they could withdraw from the research study at any time on the informed
consent form and via phone conversations and in-person meetings. | ensured the
procedure for participant withdrawal was simple by providing and informing the
participants to fill out a withdrawal form and to email or mail it back to me if they did not
wish to continue participating in the study. If a participant wanted to withdraw from the
study, I removed all data provided by the participant and stored it in a locked container
for five years, which provides a level of confidentiality and anonymity (Schultz &
Hendrickse, 2018).

Confidentiality is a key part of any research study. Researchers are expected to
ensure data remains confidential to prevent any harm to and protection of study
participants (Surmiak, 2018). All data for this study are protected via locked container or
password for five years to protect the names, organizations, and other confidential
information provided for this study. No incentives were given to the participants for
participating in this study. The outlined protection of confidential information procedures
| took ensured that study ethical commitments, moral standards, and concerns were
addressed (Farmer & Lundy, 2017).

Data Collection Instruments

Researchers conclude that qualitative research requires high richness, and in-

depth quality data. Keeping this in mind, qualitative research also requires the right

research instrument to fulfill these requirements (Dube & Mutambara, 2020). For this



56

research study, | was the primary data collection instrument as study researchers are
considered the primary collection instrument in qualitative research (Muzari et al., 2022).
To aid me in data collection, | conducted semi-structured interviews. Semi-structured
interviews enabled me to keep the interview focused while still giving me the flexibility
to explore other ideas that may arise during the course of the interviews (Adeoye-
Olatunde & Olenik, 2021; Brown & Danaher, 2017).

The interviews for this study were completed using the interview protocol
exhibited in Appendix A. The interviews consisted of eight open-ended questions which
were designed to aid me in obtaining a better understanding of the participant’s
experiences and knowledge on the topic (Weller et al., 2018). A reliable interview
protocol is essential to obtaining quality interview data (Yeong et al., 2018), and acts as a
procedural guideline so the researcher can implement a standardized, consistent, and
quality data collection process (Baaten et al., 2020). Further, the interview data collection
process consisted of face-to-face interviews, audio recordings, note taking, and a strict
adherence to the interview protocol to ensure consistency in questions asked and equal
treatment to all participants. Considering the current state of COVID-19, it had the
potential to impact my face-to-face interview plan. My alternate plan for conducting
interviews was to hold them via Zoom or Google Meets.

| enhanced the reliability and validity of this study’s data collection process with
the use of member checking. Member checking is the process of requesting feedback
from study participants about the accuracy of my interpretation of their answers given

during this study’s interviews (Motulsky, 2021; Naidu & Prose, 2018). Member checking
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was used during the scheduled follow-up interviews with the participants being supplied
a succinct synthesis for each individual question they answered. Using the supplied
succinct synthesis for each question the participants answered, | confirmed the validity of
my interpretations. Further aiding me in confirming my interpretations of answers given,
| echoed, paraphrased, and sought further clarification for ambiguous answers - thus
enabling participants the opportunity to confirm or correct my interpretations (Coleman,
2021). Based on the feedback I received from the follow-up interviews, | updated
participant data to improve the reliability and validity of this study.
Data Collection Technique

Upon receiving IRB approval, | started data collection for this study. My primary
technique for data collection was semi-structured interviews, which are designed to
collect in-depth data when conducting a qualitative research study (DeJonckheere &
Vaughn, 2019). Semi-structured interviews require the researcher to develop a set of
interview questions via an interview protocol based on the study before conducting an
interview (Mantei & Kervin, 2021). | used the interview protocol (see Appendix A),
which asked eight open-ended questions to better aid me in understanding the business
problem and to contribute to answering the research question. Researchers conclude that
the use of open-ended interview questions aid researchers in understanding their study’s
business problem (Weller et al., 2018). Further, at the conclusion of this study’s follow-
up interview, | sought to collect enough information on the strategies that some U.S.
small business owners use to create practical disaster plans to ensure business continuity

to conclude this study.
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The process | used for my data collection technique consisted of face-to-face
interviews, audio recordings, and note taking. I also reviewed any BCPs - if provided, to
offer better insight into the business problem (Cardno, 2019). Additionally, I proceeded
with a strict adherence to the interview protocol to ensure consistency in questions asked
and equal treatment to all participants. The reason | requested a review of participants’
BCP is because the use of different research methods aids the study’s credibility (Moon,
2019). Considering the current state of COVID-19, it has the potential to impact my face-
to-face interview plan. My alternate plan for conducting interviews will be to hold them
via Zoom or Google Meets.

The following are the steps that were taken during the interview process to collect
data: (a) all participants will be informed about the nature of the study and what their
contribution would be via phone call or email, (b) each participant will read and agreed to
the informed consent, (c) | set up the interview location the participant preferred, (d) once
face-to-face or via phone, I reexplained the nature of the study and the participants’
contributions, and reconfirmed with the participants that they could withdraw from the
study at any time, (e) interviews were concluded with me thanking the participant and
confirming our follow-up interview schedule, (f) I reviewed all audio, notes, and BCP’s,
synthesized the information, and typed my interpretation on a follow-up documentation,
(9) I conducted follow-up interviews and used member checking to confirm my
interpretation of the participants’ initial answers (Varpio et al., 2017), (h) I concluded the
follow-up interviews by thanking them for their participation and informing them of how

their information will be kept confidential and stored for five years in a secure location.
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Researchers deciding on which data collection technique to use should consider
the advantages and disadvantages of each. Of the many types of data collection
techniques available, researchers have identified several different advantages and
disadvantages (Cvetek et al., 2021). Researchers identified five advantages of semi-
structured interviews which include: (a) complexity, (b) subjectivity, (c) pace, (d)
flexibility, and (e) clarity (Low, 2013; Sibiya & Barnard, 2020). Researchers also
describe advantages associated with documentation analysis as cost-efficient with no cost
to the researcher, manageable, and simple (Cardno, 2019). The listed advantages of the
use of semi-structured interviews and documentation analysis enable me to implement
effective data collection techniques. Researchers have also identified some disadvantages
associated with semi-structured interviews, which include: (a) complexity, (b) sample, (c)
availability, (d) analyzing, and () commitment (Adams, 2010; Sibiya & Barnard, 2020).
Further disadvantages were found by researchers pertaining to documentation analysis,
which included: (a) inadequate detail, (b) inability to access documents, and (c) and
difficulty authenticating (Cardno, 2019). | mitigated the described disadvantages by
combining semi-structured interviews and documentation analyzation to collect thorough
in-depth data for this research study.

A pilot study can assist researchers with building and testing strategies to
implement during their research study. Additionally, pilot studies help build and test
strategies by addressing design and methods uncertainties (Pearson et al., 2020).
Researchers use pilot studies to ensure participants, interview settings, and methods are

suitable for the study, however, a pilot study makes achieving data saturation difficult
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because of the number of participants and does not ensure that the main study will be a
success (Majid et al., 2017). Considering the listed disadvantages of performing a pilot
study, I did not conduct one for this research study.

| used member checking to confirm my interpretation of the participants’
interview answers. Member checking was used during the scheduled follow-up
interviews with the participants being supplied a succinct synthesis for each individual
question they answered. Using the supplied succinct synthesis for each question the
participants answered, | sought to confirm the validity of my interpretations. Further
aiding me in confirming my interpretations of answers given, | echoed, paraphrased, and
sought further clarification for ambiguous answers - thus enabling participants the
opportunity to confirm or correct my interpretations (Coleman, 2021). Based on the
feedback received from the follow-up interviews, | updated participant data to improve
the reliability and validity of this study.

Data Organization Techniques

Research study organization enables the researcher to keep better track of data,
therefore increasing accuracy of the study’s results and enabling readers to better
understand the study. Researchers that are able to maintain the organization of their
study’s data with qualitative research increases the reliability of the study (Yin, 2018).
The data organization technique | used for this research study was NVivo, which is a
qualitative data management software (Helou et al., 2021). After conducting the semi-
structured interviews, | compiled and organized all data into a database, which aids in

qualitative data management (Rance et al., 2021), and also enables the researcher to
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disassemble and reassemble data (Yin, 2018). Once all data were entered into NVivo, |
broke down the data into categories and placed each category in subfolders for better
organization.

Some of the data that was collected during this research study is considered
confidential. Keeping this aspect in mind, anonymity is important to help protect the
identities of this study’s participants and companies (Surmiak, 2018). The strategy | used
to securely store participant data aided me in maintaining participant privacy (Kokina et
al., 2017). Physical data will be stored in a locked file cabinet, and digital data will be
password protected. Additionally, I referred to the participants as P1 through P7, and the
companies as SCA through SCG to mask identities. Walden University requires all raw
data from this research study to be securely stored for five years then destroyed. After
five years, | will shred any physical documented data, and delete all digital data.

Data Analysis

Researchers conclude that one way of promoting social change, diminish bias,
and improve data saturation is with the use of multiple sources of data. This use of
multiple sources of data is better known as triangulation (Fusch et al., 2018). There are
four different types of triangulations which include: (a) data, (b) investigator, (c) theory,
and (d) methodological (Yin, 2018). Data triangulation requires the researcher to collect
data from multiple sources that can corroborate the finding (Yin, 2018). Investigator
triangulation strengthens reliability and validity of case study research by reducing
researcher bias (Alfrey et al., 2022). Theory triangulation uses different theories to

evaluate and understand data (Wolthuis et al., 2021). Lastly, methodological triangulation
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is considered to be a central model of triangulation types and involves applying multiple
data sources to investigate and obtain a thorough understanding of the phenomena
(Santha, 2019; Yin, 2018). For this qualitative case study, | used methodological
triangulation combined with semi-structured interviews, BCP documentation, and follow-
up interviews for member checking.

To ensure the accuracy of obtained data and study results, researchers must know
the steps involved in analyzing qualitative data. Analysis of qualitative data has five
steps: (a) compiling, (b) disassembling, (c) reassembling, (d) interpreting, and (e)
concluding (Castleberry & Nolen, 2018). For this study’s first step in analyzing data, I
collected and assembled data from my semi-structured interviews, via audio recordings,
notes taken, and a review of provided organizational BCP documents. For the second step
in the data analysis process, | disassembled the compiled data placing the data into
different themes by participant. The third step involved me reassembling the data and
placing the data into categorial and sub-categorial folders in NVivo to identify themes,
integrate, and synthesize study data. In step four, interpreting, | wrote my understanding
of the data received on to the follow-up interview protocol so effective member checking
could be initiated. Lastly, after compiling, disassembling, reassembling, and interpreting,
I concluded with editing any changes identified during member checking. I linked the
identified themes to this study’s research question and conceptual framework.
Additionally, I ensured | reviewed recently published literature on business continuity
and this study’s conceptual framework to identify any new correlations that could be

included in this study. At the conclusion of my data analysis, | sought to be able to
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identify deviations and associations between this study’s conceptual framework and the
strategies that some U.S. small business owners use to create practical disaster plans to
ensure business continuity.

Reliability and Validity
Reliability

Reliability of qualitative research relies heavily on qualitative research evaluation
via several steps. The idea of trustworthiness of inquiry combined with the rigorousness
of qualitative research evaluation via dependability, credibility, transferability, and
confirmability is widely accepted by most scholars (McGinley et al., 2021).
Dependability is considered a strategy used to ensure a study is replicable, transparent,
and sufficient to use for future studies (Maher et al., 2018). To ensure dependability for
this qualitative research study, | used an interview protocol (see Appendix A), and
member checking. One factor that can affect a study’s dependability is researcher bias.
Researchers have concluded that personal beliefs and experiences can affect study
outcomes from the introduction of bias, which can influence the choice of topic and
interpretation of interviewee data (Lear et al., 2018).

Keeping in mind the inherent nature of researcher and participant biases, |
employed an interview protocol seen in Appendix A. Additionally, I also employed
member checking to prevent a systematic error that could affect the results of this study
(Popovic & Huecker, 2021). Member checking is the process of requesting feedback
from study participants about the accuracy of my interpretation of their answers given

during this study’s interviews (Motulsky, 2021; Naidu & Prose, 2018). Member checking
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was used during the scheduled follow-up interviews with the participants being supplied
a succinct synthesis for each individual question they answered. In addition to deploying
strategies to ensure dependability, these strategies were combined with my analysis of
audio recordings and organizational documents, which also contributed to ensuring
transparency and avoiding biases throughout the study.

Validity

As with reliability, validity is an important aspect of qualitative research studies.
Validity in qualitative research centers on credibility, transferability, and confirmability
(Cypress, 2017). Credibility can be improved in qualitative research with the use of what
is called use-of-self. Use-of-self enables the researcher to engage emotional, physical, and
physiological factors in diverse situations (Shufutinsky & Long, 2017). Use-of-self
should be employed in qualitative research to increase transparency, trustworthiness,
rigor in the study’s process and the presented and described data (Shufutinsky, 2020).
While utilizing the use-of-self technique, | also employed member checking, reviewing
of audio recordings and organizational business continuity plan documentation, and
methodological triangulation combined with semi-structured interviews to ensure this
study’s credibility.

Quialitative research studies must be transferable. Transferability, in the context of
qualitative research, is the extent to which findings are relevant and have connotations in
other settings (Baumgart et al., 2021). | ensured transferability for this research study by
providing detailed descriptions of the study’s research questions, context, design,

findings, and interpretations, which enables other researchers to design similar research
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studies to be used in different settings (Saunders et al., 2015). Confirmability using
quotes or similar data improves confirmability in qualitative research findings (YYadav,
2021). Additionally, accurate reflections of participant views without the inclusion of
researcher bias are also forms of confirmability (Hays et al., 2016). Using some of the
strategies | used to maintain credibility, | ensured confirmability by removing any
researcher bias with the use of an interview protocol (see Appendix A), member
checking, audio recordings and documentation review, and methodological triangulation
(McGinley et al., 2021). Lastly, data saturation. Data saturation occurs when additional
data does not produce any new emergent ideas (Saunders et al., 2018). | ensured data
saturation by continuing to collect data from multiple sources via interviews and
documentation until no further ideas or information was obtained.
Transition and Summary

In section 2, | reintroduced the (a) purpose statement, (b) role of the researcher,
(c) participants, (d) research method and design, (e) population and sampling, (f) ethical
research, (g) data collection, (h) data collection technique, (i) data organization
technique, (j) data analysis, and (k) reliability and validity. As such, section 2 provides
guidelines for how this study was completed via a qualitative multiple case study with the
use of semi-structured interviews, which are designed to collect in-depth data when
conducting a qualitative research study (DeJonckheere & Vaughn, 2019). Section 3
begins with (a) brief reintroduction of the study’s purpose statement; (b) a presentation of

the findings; (c) application to professional practice; (d) implications for social change;
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(e) recommendations or action; (f) recommendations for further research; (g) reflections;

and (h) a conclusion.
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Section 3: Application to Professional Practice and Implications for Change
Introduction

The purpose of this qualitative multiple case study is to explore strategies some
U.S. small business owners use to create practical disaster plans to ensure business
continuity. The U.S. Small Business Administration (2021) concluded that 25% of small
businesses fail following a disaster-related business disruption. Considering 99.9% of
U.S. businesses are small (United States Small Business Administration, 2018), a large
portion of the U.S. economy relies on small businesses to succeed. This study’s findings
were drawn from a combination of semi-structured interviews with owners of U.S. small
businesses in the service industry, organizational documentation provided by the
participants, and evidence from published literature on BCM. I conducted this study’s
data analysis through the lens of the adapted BCM framework (Paunescu & Argatu,
2020), which serves as the conceptual framework for this study. Viewing through the lens
of this study’s conceptual framework, | identified the following BCM disaster plan
related themes: (a) impact of COVID-19, (b) BCP review, (c) type of disasters planned
for, (d) use of the U.S. Federal Emergency Management Agency (FEMA) reference for
BCP development, (e) succession planning, (f) exercise training, and (g) use of secondary
locations. These findings illustrate many of the contributing causes to small business
failures resulting from disaster-related business disruptions.

Presentation of the Findings
The overarching research question for this study is the following: What strategies

do some U.S. small business owners use to create practical disaster plans to ensure
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business continuity? The seven themes identified during this study are found in Table 1.
The following sections will analyze and discuss the findings drawn from seven research
study participants, in relation to identified study themes.

Table 1

Business Continuity Management Disaster Plan Related Themes

Theme Topic Number of Participants Influenced %
BCP impacted by COVID-19 7 100
BCP review (periodic) 6 86
Natural disasters included in BCP 5 71
Succession planning 5 71
FEMA for BCP development 4 57
Exercise training 3 43
Secondary location 3 43

Theme 1: COVID-19

COVID-19 affected all seven participants in this study. Of the participants
interviewed, 100% of them had to update or add pandemic BCM disaster plan protocols
to successfully mitigate the COVID-19 related business disruptions they encountered.
Out of the seven participants, only Participant 4 (P4), owner of Service Company D
(SCD), had pandemic related BCP procedures documented. The other six participants
adjusted their BCP to reflect pandemic related threats, and U.S. federal and state

government COVID-19 guidelines for businesses. The following will describe the
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responses of Participant 1 (P1), owner of Service Company A (SCA), Participant 2 (P2),

owner of Service Company B (SCB), Participant 3 (P3), owner of Service Company C
(SCC), Participant 4 (P4), owner of Service Company D (SCD), Participant 5 (P5), owner
of Service Company E (SCE), Participant 6 (P6), owner of Service Company F (SCF),
and Participant 7 (P7), owner of Service Company G (SCG).

P1: “When the pandemic started, I did not have a disaster recovery plan because |
did not think I needed it. COVID-19 pushed me to change business operations to more
virtual based. I also noticed that clients were more open to paying for my 3rd party
vendors' COVID-19 training.”

P2: “No specific plan for the COVID-19 outbreak was created, but we did have
plans that cover far reaching disastrous events. We also change verbiage within our
contracts that help us reduce the effects of the pandemic.”

P3: “We did not have any plans for COVID-19 before to the pandemic. COVID-
19 hurt us bad. We had to use the Paycheck Protection Program (PPP) loan to keep
going.”

P4: “The company had procedure in place for a COVID-19 like event. It became
evident that clients needed COVID-19 training, and a lot of them reached out to us for
training. | was able to help them write disaster plans for COVID-19.”

P5: “COVID-19 has been tough. If there is an outbreak, the client is notified, and
we will either reschedule or cancel, but I usually refund their money and cancel the event.
We have an act of God clause in our contracts that allow us to cancel. We also adjust our

contracts depending on how bad COVID-19 is.”
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P6: “The company was not prepared for COVID-19. We did not have any plans

written to help us during this time, but we are now looking to develop some.”

P7: “Our business model relies on in-person interaction, so COVID-19 badly hurt
our business. We were not prepared for the outbreak, and we are thinking of more ways
to prevent the disruptions we experienced from the virus.”

As exhibited by the participants' responses, COVID-19 impacted them all, with
some having to close temporarily, change their business model, and one having to use the
PPP loan, which is an U.S. Small Business Administration-backed loan designed to aid
organizations in keeping their workforce employed during COVID-19 (United States
Small Business Administration, 2022). This theme presents confirmation that businesses
implemented improved measures to address the COVID-19 pandemic (Galbusera &
Cardarilli, 2021). This theme also confirms that improvements made to BMCS during the
height of the COVID-19 pandemic highlighted how effectively managed BMCSs
improve organizations and help to mitigate disruptions to business operations (Azadegan
et al., 2020).

The findings exhibited in Theme 1 tie back to this study’s conceptual framework
by showing that the Do phase in the PDCA cycle was incomplete. When this phase is
completed, a risk assessment and business impact analysis are accomplished (Paunescu &
Argatu, 2020), thus enabling the business owners to plan better to mitigate the impacts of
COVID-19. Further, the addition of pandemic related threats added in the Do phase

would enable the organizations to embed this threat into the rest of the PDCA cycle.
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The detrimental effects of COVID-19 felt by U.S. small business owners are seen
with the dramatic decrease in U.S. active business owners. From January 2005 to June
2020, as exhibited in Figure 6, researchers conclude that COVID-19 contributed to the
largest loss of active business owners on record (Fairlie, 2020). Considering the above
mentioned, the participants in this study represent the flexibility and resilience some U.S.
small business owners have, and also highlight some of the strategies some U.S. small
business owners use to create practical disaster plans to ensure business continuity.
Figure 6

Number of Active Business Owners in the United States (Fairlie, 2020)
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Theme 2: BCP Review

Reviewing organizational BCPs is a vital task for businesses to complete to
successfully mitigate disaster-related business disruptions. Because of the changing
nature of disastrous events, small business owners must review their BCPs periodically
and whenever a vulnerability in their BCP is identified (DHS, 2021h). The following will
describe the participants’ responses.

P1: “I think you should review plans every six months to a year. We have started
doing ours annually since I am a small business.”

P2: “Our reviews vary because we operate in several areas of the country.
Depending on the area, reviews can be quarterly, semi-annually, or annually. | have
found that keeping in constant contact with your clients can help me identify new
vulnerabilities.”

P3: “I would say at least once a year we update our plan.”

P4: “We review and update BCPs annually.”

P5: “T update our plans as needed. | do not have a defined period of time, just
when there is an event that is cause for concern.”

P6: “We look at our plans several times a year because of the different
geographical areas my company is located in. Depending if there is a server event,
determines how often we review the plans. If no event, we review our plans once a year.”

P7: “I review emergency planning every year. I did not do it this often before

COVID-19 gave me a reason to.”
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As exhibited by this study’s findings, most of the participants understand the

importance of reviewing organizational BCPs. Continuous improvement to an
organization’s BCPs occurs when leadership takes into consideration the results provided
by an evaluation, analysis, and outputs from organizational leadership review into the
organization’s BCMS (ISO, 2019). Additionally, most of the findings show alignment
with 1SO (2019) recommendations that BCPs should be reviewed at planned intervals and
when substantial changes to the business occur. As shown in Table 1, 86% of the
participants in this study review their BCP periodically, with one participant stating that
they review their BCP as needed.

The findings exhibited in Theme 2 tie back to this study’s conceptual framework
by showing that participants of this study exercise the Check and Act phases and PDCA
cycle. These two phases in the PDCA cycle include maintaining, reviewing, and
improvement (Paunescu & Argatu, 2020). Maintaining and improvement are a byproduct
of periodic BCP reviews by the organization.

Reviewing of an organization’s BCM disaster plan is an important step in
maintaining an effective BCMS. Business leaders must periodically review BCPs to
determine the effectiveness, suitability, and adequacy of their plan (ISO, 2019; UAE,
2021). The findings in this study exhibit that the participants understand the importance
of reviewing their BCPs. Additionally, these findings also highlight some of the strategies
some U.S. small business owners use to create practical disaster plans to ensure business

continuity.
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Theme 3: Natural Disasters

Preparing for natural disasters is an essential step in developing a BCM disaster
plan. Researchers conclude that small businesses that have BCPs in place before a natural
disaster occurs, experience better outcomes (Miranda & Swanstrom, 2020). Identifying
natural disasters that can affect a business’ operations takes research and planning. The
following will describe the participants’ responses.

P1: “Flood for one is a disaster. When we operated in Nashville, TN we had a
flood, which is why | know how destructive they can be. | also have earthquakes and |
look at fault lines anywhere I do business. Also, tornados and tsunamis. | look at global
warming, and what that means. One minute it can be sunny, and the next it can be a
server storm in certain parts of the country, so we have to constantly consider new
threats.”

P2: “We plan for disasters as needed. I know this is a vulnerability, and we plan to
create some for natural disasters.”

P3: “I have plans for tornados and flooding. These are the two that we see most
often where we do business. We should probably include more”

P4: “The company has plans for power outages, floods, earthquakes, tornadoes
and other server storms. The company is prepared and adds additional disasters when we
see recognize them.”

P5: “Our contracts and plans cover acts of God, so we are prepared for any type

of weather-related issue. We also adjust for any government related declared
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emergencies. We do not have anything written explicitly for certain types of disasters
though.”

P6: “I put every natural disaster I could think of for the areas we have a footprint
in. COVID-19 was not a factor until it caught us all off guard. Some of the disasters we
plan for are server thunderstorms which cause other issues like wind and hail, hurricanes,
earthquakes, and tornadoes. We have grown so fast; | have not had the time to go back
and put more emergency events into our plans, but I will do that soon.”

P7: “All the normal hazardous events for this area like tornadoes, flooding, and
power outages which can be caused by many different things, but usually a server storm.
I am still working on improving this part of our plan.”

All participants in this study acknowledged that they should integrate more
natural disasters, to include COVID-19, into their BCM disaster plan. Considering the
findings exhibited in Figure 7, and the areas the participants operate within the United
States, there are several disaster types that they are not considering — wildfires and
hailstorms for example. Losses from both wildfires and hailstorms are increasing (Chung
et al., 2020; Gupta et al., 2022), which creates a matter of precedence for business leaders
to consider when developing their BCPs.

The findings exhibited in Theme 3 tie back to this study’s conceptual framework
by again showing how important risk assessments and business impact analysis are. Risk
assessments and business impact analysis are completed in the Do phase of the PDCA
cycle (Paunescu & Argatu, 2020). To be better prepared to mitigate all disasters, business

owners should have a more comprehensive view when planning for disasters that can
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affect their business operations. By conducting a better comprehensive plan for disaster
types, business leaders can help reduce the estimated 25% of United States’ small
businesses that do not reopen following a major disaster (United States Small Business
Administration, 2021). Further, these findings also highlight some of the strategies some
U.S. small business owners use to create practical disaster plans to ensure business
continuity.

Figure 7

U.S. 2020 Billion-Dollar Weather and Climate Disasters (NOAA, 2021)
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Theme 4: Succession Planning
Succession planning was emphasized by 71% of the participants in this study.

Researchers conclude that for small businesses to survive long-term, a succession plan
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must be developed (Garcia et al., 2021). The following will describe the participants’
responses.

P1: “What if something happens to me? It has helped me to say if I am not here,
whether it is a family member, spouse, or whoever, who is my successor. That chain of
thought is what has helped me with my succession because as a small business owner,
you think you live forever, but it helped me with finding out who's going to succeed once
something happens.”

P2: “If something were to happen to me, who will take over my business, or can it
be transferred to someone? A lot of things are done on a digital platform so that it can be
accessed by someone else in case something happens to me.”

P3: “If, you know, something really bad happens to me, I make sure the company
has identified and communicated to someone that they will be my successor.”

P4: “If something were to happen to me, I ensure I have a successor.”

P7: “I want to make sure the company can be passed on to my kids, or at least a
family member. So, I have a plan for a successor in the case something happens to me.”

P5 and P6 did not mention a succession plan included in their business continuity
management disaster plan. As the findings show above, five of the participants' responses
to this study emphasized the importance they place on having a successor. Each of the
five participants noted that having a succession plan is key to continuing operations if
something happens to them, which confirms researchers’ conclusions that a successful
succession plan includes a formal process that aids the transfer of management control

from one person to another (Lu et al., 2022).
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The findings exhibited in Theme 4, tie back to this study’s conceptual framework
by again showing succession planning should have been identified as an essential aspect
of the PDCA cycle — namely the Plan and Do phase of the cycle. In the Plan phase of
PDCA, business leaders must effectively consider the context of the organization and
BCMS scope. During this initial phase of PDCA, the organization should determine
interested parties needed for the BCMS (ISO, 2019), which can also help in identifying a
successor. During the Do phase of the PDCA cycle, organizations should develop a
response plan (Paunescu & Argatu, 2020), thus, also signaling a need to identify a
successor when all threats are considered.

The creation of a succession plan is an important step for any organization.
Considering who will take over the company or leadership positions throughout an
organization’s BCMS, can make a difference in the company effectively mitigating a
disaster-related business disruption. Further, researchers conclude that developing a
succession plan is becoming more critical to an organization’s success (Chang & Besel,
2021). The participants in this study represent how some U.S. small business owners are
critically thinking so that successors are identified. The findings also exhibit some of the
strategies some U.S. small business owners use to create practical disaster plans to ensure
business continuity by including succession planning into their BCMS.

Theme 5: BCP References

Having an effective framework when developing a business continuity plan is

essential to business leaders. The lack of an effective framework to use when developing

a BCP can lead to the loss of resources following a disruption (Soufi et al., 2019). There



79

are many publicly available sources for business leaders to use when developing a BCP,
however, which was mentioned by some of the participants in this study. The following
will describe the participants’ responses.

P1: “I used Google to search disaster recovery techniques and it brought me to
documentation provided by the government. FEMA on down, its all on the internet and
that is how I developed my business continuity strategy.”

P2: “There is not much to go off, so | do not have a specific reference | used to
develop our BCP’s. I created our BCP’s based off what I know.”

P3: “I do not use anything as far as references go. This works unless, you know,
something bad happens to me. I made what we will do from previous experiences.”

P4: “There are a lot of references out there that cover all different kinds of
disasters. | get information from FEMA and ASIS websites. They have references about
BCP development.”

PS5: “T actually do not use references at all. I just kind of write things down as I
need them. | do not have a specific reference that I used from anyone.”

P6: “FEMA and DHS are the references I use currently to write my BCP’s.”

P7: “We used FEMA and their site Ready to develop most of our continuity plans.
The rest of our plans were created from past experiences.”

As shown above, the identified trend amongst the participants of this study
identified the U.S. Federal Emergency Management Agency (FEMA) as the primary
source used. The percentage of participants who used FEMA as the foundation of their

BCP framework was 57%. Of the 4 participants who use FEMA as a guide for their BCP
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development, P1, P4, P6, and P7 all stated that their initial point of reference was the
multiple FEMA BCP guides available publicly online. P2, P3 and P5 all stated that they
did not use a specific reference to develop their business continuity management disaster
plan. Of note, the U.S. Federal Emergency Management Agency offers many resources,
free of charge, on disaster preparation and recovery (Martinet, 2021).

The findings exhibited in Theme 5, tie back to this study’s conceptual framework
by again showing that some of the participants did not effectively complete business
continuity response planning located in the Do phase in the PDCA cycle (Paunescu &
Argatu, 2020). Organizations that create BCPs without a solid foundation can risk
missing many steps and vulnerabilities, which are needed for successful disaster plan
development. Researchers conclude that practical disaster plan development can mitigate
business disruptions (Fischer et al., 2019). This practical, or real-world approach to
developing BCPs, is why FEMA is such a good resource to use as a starting point, as they
have practical experience with disasters throughout the U.S. The participants’ responses
exhibit some of the strategies some U.S. small business owners use to create practical
disaster plans to ensure business continuity by using FEMA as the foundation of their
BCP development.

Theme 6: Exercise Training

Exercising business continuity management disaster plans is key to confirming

actions are effective and identifying vulnerabilities in BCPs. Organizations should

implement and maintain exercises and testing to validate the effectiveness of their BCPs
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(1SO, 2019). Three (43%) of the participant in this study stated that they conduct exercise

training for their BCPs. The following will describe the participants’ responses.

P1: “I use contracted employees. So, for that reason, we do not do exercise
training. It’s a gap, but I do not do it because of costs.”

P2: “We look at it (BCP), and also make some changes if needed after we
practice. Anyone driving my team, they make sure they understand it (BCP).”

P3: “For the most part, we do not do training for disasters.”

P4: “I developed tabletop exercises and also provide exercise training for
customers as well.”

P5: “I do not train employees on disaster. I do make sure they follow government
guidelines for COVID-19 though.”

P6: “I learned the hard way that training for crisis events is important. All
employees have access to BCP procedures, and we train them on appropriate crises for
their area of operation.”

P7: “We do not practice for disasters. That would cost money that we do not
have.”

Exercise training and testing can affect the outcome of a disaster-related business
disruption. Researchers conclude that conducting exercises to simulate downtime
advances confidence and knowledge of BCPs (Roush et al., 2021). Exercises enable
business leaders to identify ineffective processes and identity unknown vulnerabilities to
their plans. Further, exercise training tests the effectiveness of BCPs by ensuring that all

portions of the plan do not have addressable vulnerabilities (Paunescu & Argatu, 2020).
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The findings exhibited in Theme 6, tie back to this study’s conceptual framework
by again showing that over half of the participants did not perform the Check phase in the
PDCA cycle. The Check phase of the PDCA cycle includes the performance and
assessment of the organization’s BCMS strategy and response (Paunescu & Argatu,
2020). By including this phase in the PDCA cycle, business leaders will be better
prepared to mitigate disaster-related business disruptions by having a prepared workforce
and effective processes in place for disaster situations. Researchers conclude that an
effective training delivery method should include evaluated exercises (Muflihah &
Subriadi, 2018), which some of the participants in this study exhibited. The strategies
some U.S. small business owners use to create practical disaster plans to ensure business
continuity via exercises was exhibited by 43% of the participants in this study.

Theme 7: Secondary Locations

Identifying and maintaining a secondary location, when business operations are
no longer possible in an organization’s primary location, is an essential step in ensuring
business continuity. Assuming both locations are not impacted by the same event,
secondary locations should have the resources and capacity to assume the functions of the
primary site (DHS, 2021a). Three (43%) of the participant in this study stated that having
a secondary location for business operations in the event of a disaster is included in their
BCP. The following will describe the participants’ responses.

P3: “Having different places where you can do business if something happens is a
good idea. There may be one or two different places that are safe, for example, other than

your main location.”
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P4: “What happens if my office goes out? We will need to be relocated. I

basically start from there and find at least one backup location or more.”

P7: “It would be very hard to move the company to a new location. | do have a
location chosen, but we will only relocate there if operations are down for a long time.”

Participants P1, P2, P5 and P6 did not mention secondary location planning.
Organizations must consider their location(s) when developing their BCMS (1SO, 2019).
Secondary sites should be reduced to essential operations with less important ones being
temporarily stopped (Nnenna, 2019). Additionally, secondary locations enable the
business to continue running when the primary is no longer feasible.

The findings exhibited in Theme 7, tie back to this study’s conceptual framework
by again showing the importance of the Do phase of the PDCA cycle. Conducting a
thorough risk assessment and business impact analysis, which are aspects of the Do phase
of the PDCA cycle (Paunescu & Argatu, 2020), can help business leaders identify the
need for alternate locations. Further, risk assessments and business impact analysis
should be completed at planned intervals and when significate changes to an organization
occurs (1SO, 2019). To this end, some of the participants in this study consider these
aspects, which is why they have alternative locations identified. Additionally, the
strategies some U.S. small business owners use to create practical disaster plans to ensure
business continuity via secondary locations was exhibited by 43% of the participants in
this study.

The presentation of the themes above confirms the findings from other peer-

reviewed studies. Recent examples of this confirmation focus on the topic of small
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business preparation for disasters by Fasth et al. (2022), Tan and Lee (2022), and Zhang

and Williams (2022). Fasth et al. (2022) acknowledge that crisis management research is
influenced by large organizations and few studies research small businesses. This lack of
research reduces the availability of useful resources that small business owners can use to
prepare for disaster-related business disruptions. As described by the participants in this
study, 57% of them use external resources - in this case FEMA, which positively impact
a company’s decisive rapid response to disaster situations (Fasth et al., 2022).
Considering all the participants in this study remain in business following a disaster-
related business disruption, their choice of using FEMA external resources as a
foundation to their BCP, aided them in preparing for a disaster. Further, each study
participant had some form of business continuity management disaster plan, which
exhibits an effort by the business owners that they want to be prepared for disaster
situations, by having mitigating procedures in place. My study’s participant views
coincide with Fasth’s et al. (2022) and ISO (2019) recommendations, which stated that
organizations need formal procedures in place to successfully make it through a disaster-
related business disruption.

As previously mentioned, small businesses do not have the same number of
resources that their larger counterparts, which can be linked to a lack in small business
research. Concurring with Fasth’s et al. (2022) study, that there is a lack of research on
small business continuity management, Tan and Lee (2022) also add that small
businesses need to add risk management awareness and implementation to effectively

prepare and mitigate disaster-related business disruptions. Of the participants in my
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study, 100% of them have some form of awareness of risk management, and as a result,
100% of the participants have some form of BCP procedures in place. This proactive
behavior by the seven research study participants aided them in coming out of a disaster-
related business disruption successfully. Additionally, COVID-19 has created new
challenges for small businesses as described by 100% of my study’s participants, and as a
result, small businesses will have to continue to evolve to adapt to this changing virus
(Fairlie, 2020; Tan & Lee, 2022).

Participants in this study all owned a company in the service industry - an
industry whose operations were badly impacted by COVID-19. Zhang and Williams
(2022) concluded that COVID-19 contributed to service industry business leaders’
uncertainty, and the unknown direction of the pandemic affected service industry
business leaders’ reactions to how to approach COVID-19. All the participants in my
study were impacted by COVID-19, and as a result, had to maintain flexible operations to
successfully address uncertainty caused by a disaster (Paunescu & Argatu, 2020; Zhang
& Williams, 2022).

The conceptual framework for this study, as shown in Figure 1, ties into this
study’s findings because each participant used some form of the Plan-Do-Check-Act
(PDCA) cycle combined with the steps needed to develop an effective BCP. The flowing
will discuss each step in this study’s conceptual framework and how it relates to the

study’s findings.
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Plan: All (100%) participants in this study had some form of a plan for business
continuity in the event of a disaster-related business disruption. These plans were tailored
by the participants to fit their organization’s mission and objectives.

Do: For the 57% of this research study’s participants who used FEMA as a
foundation for their BCP, they all used a form of business impact analysis (BIA) to
determine threats and to see what impact threats will have on their operations. The other
three participants who did not use FEMA as a foundation to create their BCP did still
conduct a form of BIA to determine what threats their organization needs to prepare for.

Check: 43% of the participants performed exercise training and testing for their
BCP procedures. The remaining four participants who did not conduct this step of the
PDCA cycle either mentioned that they plan to, or do not have the funds to do so.

Act: Continuous learning and improvement enable business leaders to keep their
BCMS up to date with the latest tools, techniques, and threats. This step in the PCDA
cycle was completed by 86% of this research study’s participants.

The conceptual framework for this study enabled me to identify many aspects of
effectively developing a business continuity management disaster plan in combination
with a quality control feature called PCDA. Figure 8 provides a visual display of this
research study’s findings in relation to the study’s conceptual framework — the Adapted
BCM Framework by Paunescu and Argatu, 2020.

Figure 8

Research Findings Ties to Conceptual Framework: Adapted BCM (PDCA)
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Research Findings Ties to Conceptual Framework (PDCA)
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The findings of this research study tie into the following effective business
practices: resources, planning, and communication. Unlike large businesses, U.S. small
businesses have limited resources, and because of this limitation, small businesses have
limited ability to plan for disaster-related business disruptions (Josephson et al., 2017).
The identified limitations preventing all the participants of this study from doing all steps
of this research study’s conceptual framework (PDCA), was the result of either not
knowing what resources were available to them for no cost, or not having the funds to
obtain resources needed to complete all steps. Researchers conclude that one of the top
unique challenges for small businesses is resource constraints (Hall, 2021).

Communication is an essential aspect of effective business practices, and

particularly when developing and maintaining a BCMS. Effective communication is
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essential for any company’s business practice because it acts as an instrument for
developing positive outcomes (Winton et al., 2021). Further, researchers conclude that
business leaders can continually improve the effectiveness of their BCMS by improving
communications (Paunescu & Argatu, 2020). BCMS communications start at the first
step in this study’s conceptual framework (Plan), then continue throughout the follow-on
steps (Do, Check, Act). Communication in the context of this study’s conceptual
framework, is continuous. As exhibited by the participant’s responses to this study,
internal communication lagged in training, which can contribute to negative BCP
outcomes.
Application to Professional Practice

Small businesses are a critical piece of the U.S. economy. Bearing in mind that
99.9% of U.S. businesses are small (United States Small Business Administration, 2018),
and that 25% of them fail following a major disaster (United States Small Business
Administration, 2021), it is essential for small businesses to have practical disaster plans
to ensure business continuity. This study’s findings can aid the small business arena by
better preparing business leaders for disaster-related business disruptions. The focal
applicability of this study’s findings with respect to professional practices in business is
the need for improved availability of resources. Small businesses have limited resources
compared to their larger counterparts (Josephson et al., 2017), and this limitation was
exhibited in this study’s findings. The following will show how improved availability of
resources can improve each of this study’s identified themes and applied to professional

practices.
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All seven themes identified in this study can be improved with funding and
education. To this end, funding and education are two issues that can improve the rate
which small businesses fail following a disaster. Funding and education can improve
Theme 1 by educating small business owners on how to prepare and recover from
COVID-19 type of disasters. This approach has the potential to reduce the server drop in
active businesses shown in Figure 6 in 2020 resulting from COVID-19. Additionally,
researchers conclude that improvements made to BMCS during the height of the COVID-
19 pandemic highlighted how effectively managed BMCS improve organizational
success during this time (Azadegan et al., 2020). These describe applications to
professional practices can improve businesses' survivability during COVID-19 type
crises.

Theme 2, periodic BCP reviews can be improved with educational resources.
Even though 86% of the participants in this study reviews their BCP at least annually,
better information sharing about this process can be communicated to the small business
arena. This can be accomplished with better public campaigns by the government
agencies who provide free education and training on BCMS tools and techniques. These
describe applications to professional practices can improve businesses survivability by
identifying unknown and new threats by periodically reviewing BCPs.

Theme 3 focused on what natural disasters the participants included in their
BCPs. Education can also be applied to this theme as some of the participants were not
aware of all natural disaster threats in their areas of operation. Better information sharing

and public relations between the public and private sectors can increase natural disaster
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awareness and preparation. These describe applications to professional practices can
improve businesses' survivability by identifying unknown threats to business operations.

Theme 4, succession planning, was planned for by five of the participants in this
study. Considering that for small businesses to survive long-term, a succession plan must
be developed (Garcia et al., 2021), small business leaders must be aware of this threat.
Though, 71% of the participants in this study planned for successors, it still leaves room
for improvement. Simple education centering on succession planning can open the eyes
of many business owners because the thought of having a successor is not top of mind
when developing a BCP — as exhibited by some of this study’s participants. Applying this
approach to improving succession planning in professional practices is expected to aid
business survivability.

Theme 5, FEMA used for BCP development. This theme exhibited that 43% of
the participants were not aware of the various BCMS resources available free of charge
online. Improving business leader awareness of these free and effective resources can
improve how prepared businesses are during disaster situations. Government agencies
improving their public campaigns about the availability of these resources can aid small
businesses obtain the education needed to mitigate disaster situations. Application of the
above recommendations can be applied to professional practice and is expected to
improve awareness about these free resources - thus improving how prepared businesses
are for disasters.

Theme 6, exercise training, which was completed by three (43%) of the

participants, can be improved with additional funding. This theme centers on how
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conducting effective training costs money in the form of workforce time and training
equipment. An effective way how to solve this issue can be accomplished by all levels of
government providing options for low-interest loans and grants to small businesses for
disaster preparation and recovery. An example of implementing this sort of funding
availability, is exhibited by the U.S. Small Business Administration’s loan availability to
small businesses, which has no other requirements for qualifications other than the
business having less than 500 employees (Li, 2021). Researchers also conclude that
workforce education is vital and should be continuously emphasized by organizational
management (Kowo et al., 2021). Another example of why this study’s findings are
applicable to professional practices in business was exhibited by finding that 43% of the
participants conducted the Check phase of the PDCA cycle. The Check phase in the
PDCA cycle includes training and education, which less than half of the participants
stated they conducted. Application to professional practice of the above
recommendations can improve small business preparation and recovery from disaster
situations.

Theme 7, use of a secondary location, was planned for by 43% of the participants.
This form of disaster preparation requires funds, and in many cases, small businesses do
not have the additional funds to secure an alternate location(s). This theme, as with
Theme 6, can be improved by all levels of government providing options for low-interest
loans and grants to small businesses for disaster preparation and recovery. Applying the
recommendation above to professional practice can improve small business survivability

by having an alternate location to use when the primary is infeasible.
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Implications for Social Change

Findings from this study can contribute to positive social change. The rippling
effects of small business closures result in communities’ members becoming unemployed
and lead to communities not having the goods and services they rely upon. An example
of this was seen during the height of the COVID-19 pandemic, with two-thirds of the
unemployment increase being attributed to small businesses (Belitski et al., 2021). As
seen by this study’s findings, all the participants had some form of disaster plan
developed, however, as shown in Figure 8, several of the phases in the PDCA cycle were
not completed. Improvements to the quality of small business BCPs can enhance small
businesses' resilience to business failure resulting from disaster-related business
disruptions. The following will show how improvement to the identified themes can
impact positive social change.

Theme 1 exhibited that 100% of the participants in this study were impacted by
COVID-19 and did not plan effectively for the outbreak. Improvement to this theme can
reduce the effects of active businesses lost exhibited in Figure 6, thus increasing the
survival rate of small businesses. Improvement of this identified theme can reduce
unemployment, which increases when businesses fail. This study’s findings can also help
mitigate other rippling effects which are central elements of unemployment, such as
homelessness and hunger (Zandomingo et al., 2020).

Theme 2, periodic BCP review can better prepare organizations for disaster-
related business disruptions. Better preparations occur by aiding business leaders in

identifying new threats and vulnerabilities within their BCMS. Improvements to this
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theme can help communities by enabling businesses to maintain the products and services
communities rely on. Further, keeping business open, also reduces unemployment and the
detrimental elements that accompany unemployment.

Theme 3 included the types of disasters the participants planned for. Findings
from this theme exhibited that 71% of the participants planned for natural disasters.
However, two of the participants did not plan for any disasters, and some of the
participants who did plan, did not include all known disasters for their areas of
operations. Improvement to this theme can have positive social change by making
businesses more resilient to natural disasters by having a plan in place for disasters that
affect their business operations.

Theme 4, succession planning was developed by five of this study’s participants.
Improvement to this theme lends to preventing business failure caused by a lack of
leadership and strategic direction. Enhancing the percentage of business owners who
include succession planning into their BCPs will increase business resilience, thus also
helping communities maintain the products and services they rely on.

Theme 5, FEMA used for BCP development, was used by four participants in this
study, thus showing a need for improvement. Improvement to this theme has cascading
effects since it provides a foundation for BCMS. Failure to build a BCP on an effective
foundation can later act as a vulnerability to an organization. Improvement to this theme
is expected to reduce business failures and unemployment within communities.

Theme 6, exercise training, was used by only three (43%) participants in this

study. Even with a well written BCP, if it is not tested, many vulnerabilities will not be
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identified. Improvements to this theme will help organizations identify ineffective
processes and procedures developed during the first two phases of the PDCA cycle.
Positive impacts to social change provided by improving this theme include less business
failures, reduced unemployment caused by disasters, and continued availably of
community goods and services.

Lastly, Theme 7, planning a secondary location was mentioned by three of this
study’s participants. ldentifying an alternate location to conduct business when the
primary one is infeasible is essential. The importance of having a secondary location was
exhibited by many organizations that had to close their doors during the height of the
COVID-19 pandemic. Improvements to this theme can impact positive social change by
enabling businesses to continue running, thus not affecting the availability of community
goods and services, and unemployment rates.

Recommendations for Action

Developing an effective BCMS enables small business owners to be better
prepared for disaster-related business disruptions. The findings of this study identified the
following business continuity management disaster plan related themes: (a) impact from
COVID-19, (b) business continuity plan (BCP) review, (c) type of disasters planned for,
(d) use of the U.S. Federal Emergency Management Agency (FEMA) reference for BCP
development, (e) succession planning, (f) exercise training, and (g) use of secondary
locations. Recommendations for action for each of this study’s themes will be discussed,
along with who needs to pay attention to this study’s results, and how these results can be

disseminated.
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Mitigating the impacts of COVID-19 and other future public health emergencies

should be a top priority for business owners. Recommendations for action based upon
this study’s findings include developing a disaster plan that enables the business to take
some or all their business operations virtual if possible and developing policies and
procedures that promptly identify and isolate sick workers. The advantages of being able
to transition business operations from a physical location to a virtual setting was
implemented by millions of people during the height of COVID-19, as businesses and
governments’ way of preventing the spread and maintaining business continuity (Bennett
& McWhorter, 2021). Businesses that perform this transition during public health
emergencies empower their business to continue receiving payments for their services,
thus reducing the possibility of business failure. Developing policies and procedures that
promptly identify and isolate sick workers will help businesses reduce the possibility of
further sickness spread throughout the workforce. Additionally, implementing effective
policies and procedures to address sickness outbreaks can help reduce related workplace
experiences such as absenteeism and supply chain disruptions (OSHA, 2020).
Developing an effective BCP requires the key elements of knowledge and
experience. Unfortunately, many small businesses do not possess both elements. As this
study’s findings exhibit, all the participants had some form of disaster plan developed,
however, as shown in Figure 8, several of the other steps in the PDCA cycle were not
completed and reviewed. To aid with developing quality BCPs that can effectively help
small businesses mitigate disaster-related business disruptions, improvement in BCMS

knowledge sharing must be implemented. A recommended way of improving BCMS
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knowledge sharing can be approached with better public campaigns by the government
agencies that provide free education and training on BCMS tools and techniques. Some
participants from this study were not aware that these resources are available publicly,
free of charge. Government agencies improving their public campaigns about the
availability of these resources can aid small businesses obtain the education needed to
mitigate disaster situations.

Understanding the threats to an organization enables business leaders to plan for
mitigating steps to address threats. Some of the participants in this study did not plan for
all known threats that could disrupt their business operations. As a result, the lack of
identifying all known threats created a vulnerability in the survivability of their
organizations. A recommendation for action includes state and local governments
providing business continuity informational brochures to new small businesses when they
register to conduct business. By implementing this recommendation, states and local
governments would effectively be able to ensure all new business owners are aware of
known threats (natural and manmade) to their business.

Having the right references available to use as a foundation for BCMS
development is essential. Out of the seven participants, four of them (57%) used FEMA
as a reference point. FEMA provides foundational BCMS development information and a
BCP suite software free of charge. Based on this study’s findings, there are still some
small business owners who are not aware of this free resource. A recommendation for
action is better public campaigns by the government agencies that provide free education

and training on BCMS tools and techniques.
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Succession planning was practiced by 71% of the participants in this study.
Researchers conclude that for small businesses to survive long-term, a succession plan
must be developed (Garcia et al., 2021), however, there are still some small business
owners who do not plan for the BCMS aspect. A recommendation for action to improve
succession plan implementation is to expand small business availability and exposure to
BCP related informational resources, via government agencies improving their public
campaigns about BCP resources availability.

Exercising business continuity management disaster plans is key to confirming
actions are effective and identifying vulnerabilities in BCPs. Organizations should
implement and maintain exercises and testing to validate the effectiveness of their BCPs
(1SO, 2019). Three (43%) of the participant in this study stated that they conduct exercise
training for their BCPs, with funding being one of the top reasons why the other four
participants did not conduct BCP exercises. A recommendation for action is for all levels
of government to provide options for low-interest loans and grants to small businesses for
disaster preparation.

Three (43%) of the participant in this study stated that having a secondary
location for business operations in the event of a disaster is included in their BCP.
Finding a secondary location for when business operations are no longer possible in a
company’s primary location, is an essential step in ensuring business continuity.
Assuming both locations are not impacted by the same event, secondary locations should
have the resources and capacity to assume the functions of the primary site (DHS,

2021a). A recommendation for action would be for small businesses to have a plan to
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transition to virtual operations if possible. Another recommendation for action is for
government agencies to improve their public campaigns for BCP resources availability,
which can aid in communicating the importance of having a secondary business location.

The seven small business owners who participated in this study confirm that more
work is needed to aid small businesses mitigate disaster-related business disruptions. The
findings of this study should be of importance to business leaders, academic scholars,
government officials, and business continuity practitioners to increase their understanding
of BCMS practices and vulnerabilities identified in U.S. small businesses. | will share the
study findings with the participants of this study, business leaders, BCMS related
conferences, and during related training.

Recommendations for Further Research

Two recommendations for further research, drawn from this study’s limitations,
are to expand the sample size and to expand the research area into additional countries.
Researchers conclude that minimizing study bias is an important requirement for
qualitative research (Lang et al., 2022). To address this qualitative requirement, |
anticipate that by expanding the research sample size, it will aid in recognizing
participant bias by confirming some of this study’s themes and identifying new study
themes. Increasing the sample size can also aid in preventing generalizations (Yin, 2018).
Expanding this study into additional countries can identify new disaster-related business
disruption experiences incurred by the small business community. These additional
experiences can aid business continuity professionals in mitigating future disaster-related

business disruptions.
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Actioning the two recommendations for further research will increase analyzed
data pertaining to a small business resiliency during times of disaster-related situations.
The additional data drawn from further research will also help the small business
communities around the world, which are known for having limited experience and
resources (Wu, 2022). Ultimately, | believe the topic of small business continuity needs
more research to aid in bringing down the number of small businesses that fail following
a disaster-related business disruption.

Reflections

My experience with completing the Walden University DBA Doctoral Study
process was a good one. The process from the beginning with the development of my
prospectus, to completing my final study, was logically organized - which I love. In
addition to the suitable program layout, which | consider to be an easy-to-understand
chain of steps, the process was complemented by the support | received from the Walden
University staff. The staff always went above and beyond what | expected and provided
usable solutions to any issues | experienced in a timely manner.

As a security and investigations professional, | have encountered many business
continuity related events throughout my career. Because of my exposure to and
understanding of the impact on small businesses from disasters, the choice of topic for
this study was driven by those experiences. Further, my understanding that my previous
experiences could inject bias into the study, | mitigated bias by following strict ethical
and IRB requirements throughout this study. At the conclusion of this study, my view

that additional research is needed on the topic has not changed, as this study exhibited
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that there is still work to be completed to help small businesses mitigate disaster-related
business disruptions.
Conclusion

The purpose of this qualitative multiple case study was to explore strategies some
U.S. small business owners use to create practical disaster plans to ensure business
continuity. The importance of this study, which is highlighted and concluded by
researchers, that 25% of small businesses do not reopen following a major disaster
(United States Small Business Administration, 2021), cannot be overstated. Considering
that most U.S. businesses are small, it is important to the U.S. economy, and the welfare
of U.S. citizens that small businesses succeed. The impact on the U.S. economy from
failed small businesses from COVID-19 exhibits the importance of making more
resources available to small businesses.

Exhibited in the findings from this study, 100% of the participants were impacted
by the COVID-19 pandemic. Out of the seven participants, 100% of them also had to
update or add pandemic business continuity management disaster plan protocols to
successfully mitigate the COVID-19 related business disruptions they encountered. These
findings, along with the finding that less than half (43%) of the participants conduct
disaster-related exercise training, is a cause for additional research, and availability of
resources for U.S. small businesses. Further to this end, additional research and resources
can help small businesses mitigate disaster situations successfully, and aid communities
by reducing unemployment, which also affects community mental health of the

unemployed (Bushe, 2019).
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Appendix: Interview Protocol

Interview Protocol

What you will do

What you will say—script

I will introduce myself to the
interviewee, explain the study and set
the stage for the interview.

Script: Hi, | am Tarik Billingsley, and | want to
first thank you for participating in my research
study’s data collection via this interview. | am a
doctoral student at Walden University working
towards my Doctor of Business Administration.
The point of this study is to analyze what
strategies some U.S. small business owners use
to create practical disaster plans to ensure
business continuity. There are no right or wrong
answers to the eight questions I will be asking
you. Your name and company will remain
confidential. Also, if it is okay with you, | will be
recording the audio of this interview.

o Watch for non-verbal queues

o Paraphrase as needed

o Ask follow-up probing questions
to get more in depth

What reference have you used to develop your
organization’s business continuity
management disaster plan?

What steps do you use in your business
continuity management disaster plan?

What type(s) of disasters are included in your
disaster plan?

How, if at all, do you conduct disaster-related
event exercises that evaluate your business
continuity management disaster plan?

How, and how frequently, do you update your
business continuity management disaster
plans?

How are employees made aware and trained to
respond in accordance with your business
continuity management disaster plan?

How have business continuity management
disaster plans aided your business operations?
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8. What additional information can you provide
on creating business continuity plans?

I will wrap up interview by
thanking the participant

Script: Thank you again for your participation in
this research study’s interview. You provided a
lot of valuable information that will aid me in
concluding this study. The audio recording of
this interview, your signed consent and my notes
will be destroyed after 5 years as required by my
university.

| will schedule a follow-up
member checking interview.

Script: As mentioned previously, this study will
involve two interviews — the initial, which is this
one, and a follow-up. The follow-up interview is
designed to ensure my interpretation of your
initial interview answers are correct. Let us plan
for 4 weeks from now so | have time to interpret
our transcript. What is a good day and time to
schedule our follow-up?

| will reintroduce myself to the
interviewee, explain the study and
set the stage for the follow-up
interview.

Script: Thank you again for taking the time out
of your schedule for our follow-up interview. As
you know, | am Tarik Billingsley. I am a
doctoral student at Walden University working
towards my Doctor of Business Administration.
The point of this study is to analyze what
strategies some U.S. small business owners use
to create practical disaster plans to ensure
business continuity. Once again, there are no
right or wrong answers to the eight questions |
will be asking you. Your name and company will
remain confidential. Also, if it is okay with you, |
will be recording the audio again for this follow-
up interview.

I will share a copy of the succinct

synthesis for each individual question.

I will bring in probing questions
related to other information that you
may have found. I will ensure the
probing questions pertain to what
strategies some U.S. small business
owners use to create practical disaster
plans to ensure business continuity
and will adhere to IRB approval.

Script: | have provided you with a succinct

synthesis for each question asked. We will go

over each, and please let me know if | interpreted

any of your answers incorrectly or need to add

any more information.

1. What reference have you used to develop
your organization’s business continuity
management disaster plan?

2. What steps do you use in your business
continuity management disaster plan?



Did I miss anything? Or, what would
you like to add?
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w

What type(s) of disasters are included in your
disaster plan?

How, if at all, do you conduct disaster-related
event exercises that evaluate your business
continuity management disaster plan?

How, and how frequently, do you update
your business continuity management
disaster plans?

How are employees made aware and trained
to respond in accordance with your business
continuity management disaster plan?

How have business continuity management
disaster plans aided your business
operations?

What additional information can you provide
on creating business continuity plans?
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