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Abstract

Users of electronic health record (EHR) systems lack data security mechanisms and are at
risk of patient data breaches. Grounded in routine activities theory, the purpose of this
qualitative case study was to explore strategies information technology security managers
in the health care industry use to minimize electronic health record data breaches. The
participants were nine information security managers of large, medium, and small health
care organizations in the Midwest United States. Data collection included semistructured
interviews and organizational documents. Through methodological triangulation, three
themes emerged: (a) requirements based on government and organizational regulations,
(b) implementation of best practice industry-standard security measures, and (c)
emerging interoperability with a security and privacy program. A key recommendation is
for information security managers to understand the motivations and triggers of positive
behavior change that minimizes organizations' external and internal data breaches. The
implications for positive social change include the potential to enhance the security

presence and reputation of the health care organizations.
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Section 1: Foundation of the Study
Problem Statement

Health care organizations have communities with growing data breach concerns
and fears of unwanted data exposure by health care practitioners requiring personal
medical information to be secure and protected (Kwon & Johnson, 2013). According to
Cascardo (2015), the 2013 Redspin Breach Report indicated that more than 800 patient
data breaches have occurred since 2009, with 29 million patient records affected by
Health Insurance Portability and Accountability Act of 1996 (HIPPA) violations. The
general information technology (IT) problem was that users of electronic health record
(EHR) systems lack data security mechanisms and are at risk of patient data breaches.
The specific IT problem was that some information security managers within Midwest
United States health care organizations lack strategies to prevent data breaches of the
organization’s EHR system.

Purpose Statement

The purpose of this qualitative multiple case study was to explore the security
strategies used by information security managers in Midwest United States health care
organizations to prevent data breaches within EHRs. The targeted population consisted of
information security managers of three health care organizations who had implemented
strategies to prevent data breaches within their EHRs and were located in the Upper
Midwest United States. The results of this study may impact social change by
improvement of EHR security awareness promoting enhanced identity theft protection for

patients and competitive business growth of critical access hospitals. Health care



associations’ financial development is subject to trust and notoriety of patient care, and
enhanced security measures could change ways of life in patients by giving
extraprovincial healing facilities by the Centers for Medicare and Medicaid Services
(CMS) management of data records.
Nature of the Study

A qualitative case study was chosen for this study. Using a qualitative approach
allows the researcher to examine and investigate the issues pertinent to gaining an in-
depth understanding of the phenomenon (Creswell & Guetterman, 2019; Houghton et al.,
2015). The qualitative method was appropriate for the current study because | explored
the issues pertinent to securing EHRSs and gaining an in-depth understanding of the
strategies used to secure EHRs. Quantitative research includes testing of hypotheses and
analysis of independent and dependent variables with a distinction between experimental
and correlational methods (Levitt et al., 2018; Mohajan, 2018). A quantitative method
was not selected for the current study because the study did not require data to test a
hypothesis involving independent and dependent variables. Mixed-methods research
integrates quantitative and qualitative methods of data collection and analysis. This
approach was also unsuitable for the current study because no quantitative data needed to
be collected. Qualitative methodology was appropriate for this study because no
hypothesis was tested and no relationships between variables were studied.

For this study, several designs were taken into consideration: ethnographic,
phenomenology, and case study. Researchers using an ethnographic method explore the

participants’ lifestyles, behaviors, knowledge, beliefs, habits, perspectives, and cultural



practices (Yin, 2014). The ethnographic research method was not appropriate for the
current study because human characteristics such as participants’ lifestyles and behaviors
would not have provided details regarding information security managers’ strategies in
EHRs. A phenomenological design focuses on understanding lived experiences of a
sample population. This design was unsuitable for the current study because 1 did not
intend to explore the lived experiences of information security managers related to data
breaches. A case study is conducted when a researcher wants to study a phenomenon,
understand how decisions were made for similar cases, and capture unique data on the
subject being studied (Hyett et al., 2014). A case study design was appropriate for the
current study because it provided a method to conduct an in-depth analysis of how health
care organizations’ information security managers secure their EHR systems by the
implementation of secured patient record strategies.
Research Question

What strategies do information security managers within health care organizations

use to prevent data breaches of the organization’s EHR system?
Interview Questions

The following interview questions were used to collect data to answer my
research question:

1. What is your IT background, such as education, work experience, etc.?

2. What is your role in respect to database security measures for the EHR?

3. What security measures does your organization use to prevent EHR breaches?



4. What solutions does your organization provide with regards to preventing
EHR breaches?

5. What lessons learned do you have regarding preventing EHR data breaches?

6. With your experience as an IT professional, what obstacles does your
organization face with regards to implementing EHR security measures, and
why?

7. Interms of EHR, are there any concerns in implementing security measures,

and if so, what has the organization done to rectify these concerns?
Conceptual Framework

The conceptual framework chosen for this study was the routine activities theory
(RAT). The RAT theory was developed by L. E. Cohen and Felson in 1979. This theory
requires three elements to be present: a motivated offender, a suitable victim or target,
and the absence of a capable guardian (Reynald et al., 2018). Motivated offenders refer to
wrongdoers with criminal intentions and the ability to act on these inclinations. A suitable
victim or target can be a person, object, or place. Finally, a capable guardian is a person
who is able to act in a protective manner or in the form of more passive mechanical
devices.

RAT posits that a crime will occur in the presence of motivated offenders, the
absence of effective guardians, and the availability of suitable targets in the same time
and space (Choi, Kyungseok, & Yong, 2016; W. Reyns, 2013, 2015). This framework
was appropriate for exploring the security strategy of EHR systems because the lack of a

guardian presence of the EHR system could provide reasonable assurance of lacking



strategic measures. In the context of the current study, a motivated offender was defined
as an internal or external person of interest who seeks personal gain or exploitation of a
patient’s records. Patients of the identified health care organization constituted suitable
targets. The more suitable and accessible the target, the more likely that a crime will
occur. Guardianship in relation to electronic medical records in this study referred to the
information security managers who are able to act in a protective manner. RAT relates
the pattern of offending to the everyday patterns of social interaction, which applied to
my study by referencing the routine use of patient EHRs.

Definitions of Terms

The following key operational terms were used in the study:

Electronic health record (EHR): An electronic version of a patient’s medical and
health care history that may include all of the key administrative and clinical data
relevant to that person’s care, maintained by providers (Joseph et al., 2014).

Electronic medical record (EMR): The original content of the paper medical
records of patients with the overall medical processes administered, representing the
entire medical information of patients (He & Yan, 2014).

Enterprise architecture: The organizing logic for an organization’s IT
infrastructure and business processes (Vessey & Ward, 2013).

Health information technology (HIT): The computer hardware and software used
to privately and securely store, retrieve, and share a patient’s health and medical

information (HealthIT, 2015).



Interoperability: The ability of two or more systems to communicate, exchange
information, and use the exchanged information (Andrade et al., 2013).

Meaningful use: Using certified EHR technology to (a) improve quality, safety,
efficiency, and reduce health disparities; (b) engage patients and family; (c) improve care
coordination and population and public health; and (d) maintain privacy and security of
patient health information achieve to qualify for CMS Incentive Programs (Silverman,
2013).

Nonfederal acute care hospitals: Acute care general medical and surgical, general
children’s, and cancer hospitals owned by private/not-for-profit, investor-owned/for-
profit, or state/local government and located in the 50 U.S. states and District of
Columbia (Charles et al., 2015).

Assumptions, Limitations, and Delimitations
Assumptions

Assumptions are expectations that the researcher believes are true and that may
pose a risk to the study. Identifying assumptions allows the reader to better understand
what the researcher believes to be true in regard to the study (Rubin & Babbie, 2016). My
first assumption was that hospital information security managers who participated in this
study would have thorough knowledge of information systems employed in their
facilities, knowledge of the IT infrastructure, and experience with security strategies used
for the successful implementation of EHR systems. The digitalization of information in
medical care was intended to include persistent consideration, information quality,

information move, and navigation. Harrington (2019) stated that the issues dealt with
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ineffectively managed and planned infrastructures and PC interfaces alongside advanced
cloning. My second assumption was that participants would provide honest and in-depth
responses to the interview questions and would be honest about their experiences when
participating in the study. My third assumption was that the justifications and rationale
for the selection of the conceptual framework and the method and design were
appropriate for the goals of this study based on previously published recommendations of
research experts.
Limitations

The limitation of this research study was a geographical constraint because it
included IT security managers in health care organizations located only in the Upper
Midwest United States. This geographical limitation may not have represented the views
of IT security managers throughout the United States. In Section 2, | provide detailed
rationales for the choices, discussions of the steps, and descriptions of the population and
sample to improve the likelihood that appropriate decisions about transferability could be
made (see Forero et al., 2018).
Delimitations

Delimitations are statements about items the researcher believes are outside the
boundaries of the research problem (Rubin & Babbie, 2016). Rubin and Babbie (2016)
contended that delimitations are the boundaries of research, and items outside these
boundaries are not relevant to the research problem. A delimitation of the current study
was the inclusion of participants who actively worked in EHR development; | excluded

other project stakeholders. A second delimitation was the interview questions, which



were limited to EHR security strategies to prevent data breaches. The third delimitation
was a geographic location of the Upper Midwest United States. A fourth delimitation was
health care providers. A fifth delimitation was the relatively small sample size. A larger
sample size would have been costlier and more time-consuming.

Significance of the Study

This study may be valuable to information security managers because | explored
security strategies to prevent data breaches in EHR systems. | investigated security
strategies because security of confidential and sensitive data remains a challenge for
health care organizations. Furthermore, the expanding volume of literature related to
EHR utilization represented a test to the executives’ capacities of medical services
associations (Y. Wang et al., 2018). Exploring these security strategies to prevent data
breaches may also be beneficial in cost savings and may improve both operations and
technical capabilities of the organizations because this study may increase the use of
leveraged information security controls. With these security strategies in place to
minimize data breaches, patients may feel confident that their data are secure and will not
be compromised.

This research may impact social change in communities because the
implementation of a security strategy improves identity theft protection. Enhanced
patients’ confidence in personal data protection promotes greater overall security
presence and reputation of the health care organization. Improved overall reputation
could lead to enhanced management of the health care organization. Additionally, health

care professionals in hospitals regularly share the medical information of patients by their



health care providers. If the security strategies are in place to protect data breaches, this
may increase the confidence of patients to share health care network resources, which
could facilitate revenue growth to primary care provider services as referrals. Securing
patient information and their personal identity data may save lives and help to keep
patients’ personal information from being compromised. In conclusion, diminished health
care reputation through the lack of strategies to prevent data breaches could prompt loss
of income with declining quiet repeating visits, which could prompt negative group
medical problems.
A Review of the Professional and Academic Literature

The purpose of this qualitative case study was to explore security strategies used
by information security managers in Midwest United States health care organizations to
prevent data breaches within EHRs. EHR reception has turned into a pressing public need
in the United States (Ebnehoseini et al., 2020; Rajaram et al., 2020). The medical services
industry has carried out and consolidated innovation at an outstanding rate contrasted
with some other industries (Capece & Lorenzi, 2020). In 2015, approximately 80% of
doctors had made or were making arrangements to join an EHR framework, but only
15% of mental emergency clinics had embraced a fundamental EHR (Hu et al., 2020).
Researchers have not satisfactorily investigated authority practices in medical services as
a likely arrangement in alleviating insider danger issues (Guhr et al., 2019; Hagaf &
Koyuncu, 2018; Vasileiou & Furnell, 2019). Insiders have knowledge of security access,
organizational trust, and procedures and protocols. Insider threats account for almost 70%

of data fraud (Bhuyan et al., 2020). Contemporary EHR executions frequently influence
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cloud-based foundations to meet execution prerequisites in essential consideration
settings because cloud structures consolidate practical handling power, high accessibility,
unwavering quality, and adaptability (Hertzog et al., 2019; Mues et al., 2018). As
indicated by Dalal et al. (2019), medical services associations have worked with
specialists in the human elements and frameworks designing an area with an end goal to
approve medical care processes and work on the execution of new EHR frameworks.
Salwei et al.’s (2019) study underlined the requirement for work process investigation
during human-centered design interaction to distinguish positive and adverse
consequences on physician work processes. A few associations have a mixture work
framework in which suppliers work in two unique ways by recording on paper as a
workaround and archiving in an electronic framework (Blijleven et al., 2019; Pescatore,
2019). Contrasted with actual record frameworks, electronic frameworks give a
reasonable benefit of killing a large part of the waste that accompanies medical services
tasks and patient therapy (Kocher, 2021; Mayer et al., 2019). EHR frameworks advance
cooperation among patients and medical services providers (Misto et al., 2020). EHRs
also may decrease billing errors (Atasoy et al., 2019). EHR systems likewise provide
freedom to bind the correspondence and information handling frameworks (Wencheng et
al., 2018). Rathert et al. (2019) revealed that the additional corresponding themes for the
EHR challenge included (a) lack of standardization, (b) increased workload, (c) the
overreliance of technology, (d) lack of patient—provider relationships, and (e) insufficient
training, and (f) the mistrust in information. Lanier et al. (2018) featured the numerous

obstructions to coordinating and carrying out an EHR framework into medical care and
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recorded them as (a) absence of console abilities, (b) a lack of staff who have the
information on various frameworks, (c) a deficiency of medical care data technologists
who know how to execute and deal with the frameworks appropriately, and d4) a lack of
distinctive EHRs frameworks to acquire mechanical information. Looking back,
obviously, the previously mentioned is legitimate in the present innovative world (Sittig
etal., 2018).

The current study’s literature review method was systematic (see Angraini et al.,
2019). A systematic literature review is an explicit, transparent, and thorough method for
defining, analyzing, and synthesizing the findings of works by researchers, academics,
scholars, and practitioners (Angraini et al., 2019). IS researchers have utilized the
hypothetical focal point of coerciveness and strengthening to conceptualize the
executives 'approaches to data security strategy consistency (Balozian et al., 2019). In my
review of the academic literature, | discuss RAT as the conceptual framework for this
study and provide a background for security strategies while relating the topic to the
central research question: What strategies do information security managers within health
care organizations use to prevent data breaches of the organization’s EHR system? In the
following review of the literature, | examine themes that emerged from the literature
regarding the topic of security strategies and illustrate (a) how security strategies have
become an applied IT problem worthy of research, (b) how security strategies are defined
and explained through the RAT, (c) security strategies as they relate to rival theories, (d)
security strategies in health care, (e) security strategies data breaches, and (f) models and

frameworks supporting security strategies. Other themes that emerged throughout the
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literature regarding security strategies included regulatory compliance, health care sector
regulatory requirements, and benefits/barriers to security strategies provided in a
symbolisms analysis of terms referenced as architecture, framework, and model.

This literature review comprised 307 articles, journals, and conference
proceedings. The primary research libraries and databases included the ACM Digital
Library, EBSCOhost Computers and Applied Sciences Complete, IEEE Xplore Digital
Library, ScienceDirect, ProQuest Computing, and ProQuest Dissertations and Theses
Global. I also used the Google Scholar search engine. | identified the peer-reviewed
status of articles using Ulrich’s Global Serials Directory. Nabor (2015) contended that the
literature review might include knowledge that could prompt resolutions or add to the
current study. The meticulousness of subjective research coordinated toward information
building includes an iterative approach as the examination progresses. Along these lines,
a broad review of the writing required diverse techniques to reveal studies important to
the current research.

The inquiry procedure is basic to assess the quality and amount of writing
uncovered to the researcher. Top-to-bottom analysis of writing for this research happened
through a topical methodology including the thought and consideration of different
insightful works, original writing, administrative reports, and related books. Search
techniques involved the following key terms: advantages of EHRs; EHR foundation and
history; EHR usage procedures; obstructions to EHR selection; health and security of
PHI; health data innovation; CIOs, administrators, and authority ways to deal with EHR;

RAT and strategies for innovation reception, utilize, protection, and acknowledgment;
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and subjective contextual analysis, qualitative research, and thorough companion
assessed strategies and outlines. Resources accessed in this literature included U.S.
government sites; Walden University library databases such as EBSCO Academic Search
Complete, ProQuest Central, SAGE Full-Text Collection, and Thoreau Multi-Database;
Google Scholar; and electronic and printed books. I used the Ulrich Periodicals Directory
for peer-reviewed status.
Evolution of the Routine Activities Theory

The RAT includes three elements: a motivated offender, a suitable victim or
target, and the absence of a capable guardian (Reynald et al., 2018). A motivated offender
is a wrongdoer with criminal intentions and the ability to act on these inclinations. A
suitable victim or target can be a person, object, or place. The probability of exploitation
relies on how much a casualty’s internet-based conduct is for all intents and purposes
general to a culprit’s modified malware, including PC infections, worms, Trojan ponies,
ransomware, spyware, and other malignant codes (Hsieh & Wang, 2018). Finally, a
capable guardian is a person who is able to act in a protective manner or in the form of
more passive mechanical devices (McKillop et al., 2020). RAT relates the pattern of
offending to the everyday patterns of social interaction, which applied to my study by
referencing the routine use of patient EHRs.

RAT posits that a crime will occur in the presence of motivated offenders, the
absence of effective guardians, and the availability of suitable targets in the same time
and space (Choi et al., 2016). The RAT framework was appropriate for the current study

because the lack of a guardian presence could provide reasonable assurance of lacking
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strategic measures. A motivated offender can be defined as an internal or external person
of interest who seeks personal gain or exploitation of a patient’s records. Patients at the
study site health care organization would be the offender’s target; the more suitable and
accessible the target, the more likely it is that a crime will occur. Petrescu et al. (2018)
suggested guardians in relation to EMRs are information security managers who are able
to act in a protective manner.

| used the RAT in conjunction with L. E. Cohen and Felson’s (1979, as cited
in Williams, 2015) proposal that a crime is likely when the three statutes of RAT are
joined in space and time. The three statues are a persuaded wrongdoer, a reasonable
target, and the nonappearance of a skilled gatekeeper (Choi et al., 2016; ElImaghraby
& Losavio, 2014). RAT was well suited for the current study because it helped me
identify and understand how and why the case study organizations decided to
implement security strategy practices based on whether wrongdoer, target, and
gatekeeper statues played a role as influencing factors (see Tyler, 2018). Further,
new regulations and forces continue to emerge in the field that deals with the
security of HITRUST and PHI (Hughbanks, 2018). By better understanding and
identifying these factors from the viewpoint of RAT, | aimed to identify factors from
data collection that could be used as strategies to answer the research question.

At an individual level, propelled wrongdoers, able guardianship, and target
engaging quality would likely increase the danger of cyber exploitation (Moir et al.,
2018). The linkage of these components enhances the likelihood of crime; the

nonappearance of a segment decreases it (EImaghraby & Losavio, 2014). RAT can
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prescribe guidance, leadership, and framework for information security and prescribe
potential vulnerabilities and recommendations for redesigned IT security. Knowing how
to diminish the danger of exploitation is imperative. By applying security strategies
associated with RAT, IT experts might be in a better position to reduce the risk of
exploitation (Argaw et al., 2020; Choi et al., 2016).

The spurred guilty party class is recognized by motivations that range from
advantageous to outrageous conditions. Motivations may be free or in items get a handle
on allurement, instigation, helpful time, and weariness (Elmaghraby & Losavio, 2014).
The closeness of competent watchmen implies routinely introducing individuals who
have the ability to divert offenses or direct recovery by repair (EImaghraby & Losavio,
2014). At the point when skilled gatekeepers regulate reasonable targets, inspired
wrongdoers are checked by handlers, directors manage submissive spots, and crime
avoidance is conceivable (Choi et al., 2016). RAT is used as a lens through which to view
the perceptions of expanding guardianship and diminishing target reasonableness of
individuals most in danger of exploitation from cybercrime (Choi et al., 2016).
Exploitation fits inside the RAT segments of decreasing target qualification by making
potential aggressors mindful that higher hazard bunches are associated with IT experts
who go about as tutors inside health care conditions.

RAT is a hypothesis of criminal occasions that can be connected to innovation.
RAT has often been used in the teaching of victimology (B. W. Reyns et al., 2015).
Fundamentals of RAT include the potential outcomes for exploitation when persuaded

wrongdoers defy reasonable focuses in conditions requiring fit watchmen (B. W. Reyns
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et al., 2015). Without these three basic criteria, exploitations are less likely to occur.
Scientists propose that RAT was set up as a hypothesis for different criminal exercises
(Leukfeldt & Yar, 2016). One such clarification of the different variables of crime is a
mix of inspiration, opportunity, and the nonappearance of a competent gatekeeper
(Leukfeldt & Yar, 2016).

RAT is additionally helpful in creating clarifications for data breaches. L. E.
Cohen and Felson (1979) affirmed that specific components must be available for a crime
to occur: a person with criminal intent and the ability to commit a crime. By thinking
about a few data breaches, comes about can not be conjectured (Leukfeldt & Yar, 2016).
In the event that casualties are contrary to noncasualties, any appearing connection
connecting exploitation and ways of life would be misleading (B. W. Reyns & Scherer,
2018). Bunch et al. (2014) contemplated the impact of exploitation on routine exercises
and attested that they consider either defrauded individuals change their standard
exercises following exploitation or if there is an association between exploitation and
high-hazard exercises. Exploitation ways of life are the consequence of fundamental
factors that prompt both the exploitation and the ways of life (Bunch et al., 2014).
Vecchio (2013) noted that although the association between culpability and exploitation
has been established, researchers have not addressed how exploitation influences
foreseen conduct. Casualties accumulated less academic review than wrongdoers,
accentuation on the casualty populace and their encounters is currently ordinary.

RAT researchers have speculated that casualties and guilty parties are frequently

demographically, socially, and typically comparative. As the individual danger of
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exploitation increases with the time potential casualties spend around spurred guilty
parties, the people most in danger are those associated with illegal medication utilization
and road violations (Vecchio, 2013). Additional intensifying exploitation among guilty
road parties is a typical reluctance or inadequacy to report crimes (Vecchio, 2013).
According to RAT, individuals ’social lead influences the potential for exploitation. In a
wide sense, the odds of turning into a casualty of an assault are substantially higher on a
night out than on a night spent home alone (Nasi et al., 2015). Casualties of an assault can
happen whenever.

RAT might be valuable to make the feeling that various parts of online
exploitation strengthen a practically identical hypothetical approach (Williams et al.,
2019). From the RAT perspective, one could fight that both appropriateness for
transforming into a target and the piece of guardianship expect a noticeable part both on
the system and isolated circumstances (Nasi et al., 2015). Wide urban regions give
openings and sensible concentrations to offenders. Living in a bigger city may similarly
identify with life choices that enhance the likelihood of exploitation (Nasi et al., 2015).
The nonappearance of guardianship is regular for those living in the major urban
territories (Whitty, 2019). The same may apply to some degree to the people who are less
fused socially (Nasi et al., 2015). Casualty presumption presumes that casualties can
totally translate the criminal demonstration, and RAT is extraordinary compared to other
known, best contemplated, and most alluded for exploitation (Doerner & Lab, 2015).

Exploitation is alluded to as a casualty.
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According to RAT, opportunity structures influence the pervasiveness of freak
conduct. Guilty parties remain keen on objectives to which they relegate an incentive for
reasons unknown and the progression of the presence of a spurred wrongdoer and an
appropriate target, and the deficiency of an able watchman controls these structures
(Leukfeldt & Yar, 2016). Crime counteractive action should originate from an
unexpected edge in comparison to target solidifying alone (Leukfeldt & Yar, 2016). As
indicated by RAT, skilled guardians likewise assume a critical part.

Theory of Rational Behavior and Elements of RAT

RAT and Krsti¢’s (2014) theory of rational addiction behavior (TORB) provided
supporting theory for this study. RAT worked under the suspicion that individuals
purposefully settle on reasonable decisions to carry out crimes (Wang et al., 2015). Wang
et al. (2015) utilized RAT to control violations by focusing on where to discover and how
to catch criminals, which filled in as an obstacle keeping thieves from perpetrating
crimes. RAT was not used to offer reasons why a few people go without unfortunate
behavior and what spurs others to carry out violations, yet it provided the way to
investigate situational and natural variables of crimes (Wang et al., 2015).

While anchoring data that included PHI, RAT assumes an essential job while
evaluating the connections among circumstances and weaknesses to effectively shield
patients ’personal records or information (Khey and Sainato, 2013). As indicated by Khey
and Sainato (2013), a perceptible increment in extortion prompted $1 trillion misfortunes
in medicinal services inclusion credited to national and global cybercrimes (Khey and

Sainato, 2013) performed by criminals for individual and monetary profit.
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Wang et al. (2015) expressed that the RAT idea worked under the supposition

whereby individuals settle on judicious decisions because of motivation, opportunity, and
when surroundings are appropriate to submit violations. RAT was at first acquainted with
clarifying savage criminal exercises (Wang et al., 2015). The statement of RAT asserted
that specific individuals are equipped for debilitating violations and keeping them from
happening through the reception of physical security (Wang et al., 2015). The theory
involved four primary elements that included value, inertia, visibility, and access: (a)
Value involves the act of reducing risk relating to insider attacks by introducing internal
resistance about improper use of functionality, movement of data, and discovery to
commit crimes. For example, criminals could steal information including names, phone
numbers, SSNs, credit cards, bank accounts, and other consumer data trading such
valuable information for sale on the black market, (b) Inertia deals with the strength and
control making it difficult for the internal perpetrator to steal information with malicious
intent to control input, processing, and output to ensure accuracy and validity of criminal
actions performed by an offender, (c) Visibility occurred when a person realized the
existence of a target knowing the whereabouts malicious action, and (d)Access involved
the action enabling offender or perpetrator to modify data due to necessity and needs
(Wang et al., 2015).

Utilizing TORB could prompt a superior comprehension of why a few people
settle on choices for personal matters picking the method of reasoning just without over-
the-top wants (Krsti¢, 2014). RAT and TORB structures were likewise suited in

investigating the techniques some healthcare services pioneers used to avoid identity theft
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and medical personality extortion to enhance execution. Both RAT and TORB theories
gave bits of knowledge in regard to why a few people settle on cognizant choices to carry
out violations while others abstain from unfortunate criminal behavior, which could aid
avoidance endeavors.
Rational Choice Theory

Rational choice theory (RCT) was another theory likewise important for
establishing this study. Becker (1968) presented the RCT financial methodology of crime
while Cornish and Clarke (1986) returned to the idea noticing that a few people
intentionally settle on normal decisions to carry out violations (Matthews, 2014). Cornish
and Clarke declared that individuals carried out violations by gauging the chances against
the expense of not getting caught or punished (Matthews, 2014). The RCT idea was
critical to this study since imposters settled on judicious decisions and carried out identity
theft by mimicking exploited victims and perpetrated restorative medical identity
extortion for medicinal services benefits in the wake of deciding the risk merited carrying
out the crime. Understanding preventive strategies additionally incorporate the
comprehension of hindrances making identity security theft increasingly troublesome and
less engaging for imposters who took calculated risk to imitate individuals and submit
medicinal personality misrepresentation and got medical procedure records under
someone else’s name through distortion of patients’ therapeutic records (Taitsman et al.,
2013).

Wortley and Mazerolle (2008) characterized fraud as a professional crime (WCC)

and a levelheaded decision (Madensen, 2009). Madensen (2009) expressed that medicinal
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personality misrepresentation fell under the domain of WCC identifying with health care
crime. FBI authorities characterized WCC as a nonviolent crime for individual, money-
related, and authoritative gain referred to by (Champion, 2011). RCT gave the way to
explore restorative practice pioneers ’basic leadership strategies to deflect potential
impersonators and forestall security identity theft and medicinal character
misrepresentation crimes (Byrd, 2019).

Applications of RAT in Different Fields

The focal parts of RAT (motivated offender, suitable target, lack of guardians)
have been operationalized to gauge RAT ideas in an assortment of ways. Thus, the
consistency of measures stays nonexistent, and the generalizability and consequent
legitimacy of these measures are powerless. Further, Tewksbury and Mustaine (2003),
just as Mustaine and Tewskbury (1997), demonstrate that operationalization of factors
used to inspect RAT are circuitous, best-case scenarios.

1,513 school and college understudies from eight states were utilized to evaluate
guardianship by method for self-defensive measures. The dependent variable utilized in
this study was ownership and conveying of self-defensive measures (Tewskbury and
Mustaine, 2003). Self-defensive measures were operationalized, by method for self-report
measures, into dichotomous factors to decide if understudies had conveyed a weapon,
mace, a club, body caution, or a blade inside the previous half-year. Respondents were
likewise requested to report statistic qualities, network attributes, way of life practices,
dread of crime, view of individual security, just as extra proportions of substance and

liquor use. Tewksbury and Mustaine (2003) announced that most proportions of
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neighborhood structures and neighborhood conditions, dread, and impression of security
were poor indicators of guardianship.

The study revealed that social complications of neighborhoods, living close to
junk food eateries, dwelling in a network with huge quantities of youth, and business
were all decidedly identified with the utilization of self-defensive measures. Utilization of
medications, particularly crack, was additionally decidedly corresponded with the
utilization of self-defensive measures (Tewksbury and Mustaine, 2003). Tewksbury and
Mustaine (2003) announced that way of life practices estimating expanded presentation
to risky conditions or potential guilty parties are simply the most critical indicators of
security.

Wang (2002) connected RAT to clarify the causal elements of an arrangement of
bank burglaries executed by Asian males. In spite of the fact that bank burglaries are not
viewed as a novel criminal marvel, crimes executed by Asians speak to a topic that has
just been inspected since the late 1990s. Further as yet, applying RAT speaks to the wide
pertinence of this theory. Wang (2002) estimated target reasonableness through the
factors (1) overwhelming pay days (2) bank area close interstates (3) major banks with a
large number of customers and employers (4) non-Asian claimed banks. Inadequate
safety efforts were used to survey the absence of guardians. The factors early morning
thefts, unarmed security officers, and learning of the encompassing police offices shift
change plan was operationalized to gauge guardianship. The outcomes demonstrated that
explicit crime measures are a fitting technique for looking at the benefits of RAT (Wang,

2002).
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Various studies have joined RAT as the focal theoretical clarification of criminal
wonder. Most studies, in any case, use RAT to survey criminal exercises executed outside
of the home (bank burglaries, undergrads’ exploitation, car burglary, Amish beatings, and
pre-adult male exploitation, to give some examples). Scarcely any exploitation ponders
the focal standards of RAT (suitable target, motivated offender, lack of capable
guardians) to evaluate criminal acts executed inside the home by those known to each
other. The present study used the defenders of routine activity theory in connection to the
lack of EHR security strategies and factors that may expand the likelihood of this
criminal demonstration.

Criticism of RAT

As indicated by Clarke and Felson (1993), “the standard action approach started
by considering just direct-contact ruthless infringement.” In the first theoretical record,
routine activities theory saw people as items, not human units. Subsequently, the
fundamental inspirations for the commission of legitimate infringement stayed discussion
unworthy. It was essentially accepted that a “motivated offender” (one of the three key
segments of RAT) classified any being that carried out a criminal demonstration. De
Waal et al. (2018) expressed that creators have estimated that patients powerless to
analysis might keep away from associations with people inclined to fierce conduct. Plus,
the connection between some illness ’indications, for example, marginal behavioral
condition and encounters of fierce exploitation, is completely directed by feeling
guideline troubles, which expands patients 'weakness to rough exploitation, and patients

who think that it is trying to manage extreme passionate encounters might be more
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inclined to hazardous practices and inclusion in oppressive connections (De Waal et al.,
2018).

RAT applies to this study as it gives immense comprehension to why individuals
take part in data breaches. The conceptual framework infers that RAT is appropriate for
examining and depicting data breaches. RAT is experimentally connected to different
data breaches and records a portion of the methodological issues it requires. RAT focus is
on offenses at the event level and thinks about the basic regular conditions for a crime to
occur at a specific place and time. RAT conditions feature the system between parts that
deliver crime opportunity and, finally, crime events (Johnson & Groff, 2014). Since we
can figure what routine exercises offer risi