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Abstract 

Organizations that do not adequately protect sensitive data are at high risk of data 

breaches. Organization leaders must protect confidential information as failing to do so 

could result in irreparable reputation damage, severe financial implications, and legal 

consequences. This study used a multiple case study design to explore small businesses’ 

strategies for protecting their customers’ PII against phishing attacks. This study’s 

population comprised information technology (IT) managers in small businesses in 

Northern Virginia. The conceptual framework used in this study was the technology 

acceptance model. Data collection was performed using telephone interviews with IT 

managers (n = 6) as well as secondary data analysis of documents related to information 

security (n = 13). Thematic analysis was used to analyze and code the data, which 

resulted in four themes. The first theme to emerge was that users are the first line of 

defense in protecting PII. The second theme to emerge was that preventing phishing 

attacks is challenging for small businesses. The third theme to emerge was that users are 

a challenge in protecting PII from phishing attacks. The final theme to emerge was that 

user awareness and training is the best defense against phishing attacks. A 

recommendation is that information security training should be performed consistently 

while senior leadership fosters an environment that promotes acceptable security 

behavior and attitudes. The findings of this study may promote positive social change by 

helping IT leaders develop effective strategies or frameworks for protecting their 

customers’ PII from phishing attacks. 
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Section 1: Foundation of the Study  

Government agencies and corporations rely on small businesses to provide the 

goods and services required to sustain their operations. These organizations often share 

personally identifiable information (PII) with small businesses to support business 

operations. However, due to a lack of expertise, funding, and effective policies, small 

businesses find it increasingly difficult to secure their customers’ PII from phishing 

attacks. The inability to protect customers’ PII from phishing attacks places some small 

businesses at risk of devastating reputation damage and financial repercussions. 

Background of the Problem 

Customers expect businesses to protect their customers’ PII; however, some small 

businesses lack strategies to protect their customers’ PII from phishing attacks. Limited 

budgets and expertise often prevent some small businesses from implementing strategies 

designed to protect their customers’ PII from phishing attacks (Small Business 

Administration [SBA], 2019). Cybercriminals target small businesses due to their 

perceived inability to protect their customers’ PII from phishing attacks adequately. 

Effective information security management systems can help small businesses avoid the 

consequences of PII breaches (Ionescu et al., 2018).   

Problem Statement 

Small businesses are vulnerable to phishing attacks resulting in PII data breaches 

because of limited security resources (Harris, 2016). Small businesses account for 

approximately 72% of data breaches (Fielder et al., 2016), with research demonstrating 

that 80% of small businesses were unaware of their legal or regulatory obligation to 
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protect PII (Watad et al., 2018). The general IT problem is that preventing phishing 

attacks resulting in PII data breaches because of limited security resources is challenging 

for some small businesses. The specific IT problem is that small businesses’ IT managers 

lack strategies for preventing phishing attacks resulting in PII data breaches.  

Purpose Statement 

The purpose of this qualitative multiple case study was to explore strategies used 

by IT managers in small businesses to protect customers’ PII from phishing attacks.  The 

sample population consisted of IT managers responsible for securing small businesses’ 

networks. The location of this study was Alexandria, Virginia, in the United States. Small 

business leaders may find this study helpful in identifying strategies that can help protect 

their customers’ PII against phishing attacks. This study may promote positive social 

change because it provides strategies for small businesses to safeguard their data and 

information against theft or intrusions.  

Nature of the Study 

I chose a qualitative methodology for this study. Qualitative research was 

appropriate for this study because it requires participants to describe experiences in 

explicit detail.  Qualitative research is suitable for asking “how” or “why” questions (Tai 

& Ajjawi, 2016). I conducted semistructured interviews and asked interviewees open-

ended questions to collect in-depth descriptions of strategies used to protect their 

customers’ PII against phishing attacks. A quantitative research methodology was not 

suitable for this study because quantitative research aims for replicability under 

controlled conditions (Park & Park, 2016). 
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Mixed-method approaches combine qualitative and quantitative methods. 

Research problems that require multiple methodologies for in-depth exploration are 

suited for a mixed-method design (Doyle et al., 2009). With mixed-method designs, 

research is complete when data saturation occurs qualitatively and quantitatively. Due to 

the time and resource-intensive nature of this method, it was not appropriate for this 

study. 

I evaluated several designs and chose to use a multiple case study design. Case 

study researchers explore a phenomenon within specific boundaries to investigate 

research questions (Alpi & Evans, 2019). The limits to analyze the information security 

strategies used by small businesses were the boundaries of the three cases selected to 

participate in this study. Phenomenological researchers seek to understand what an event, 

place, or thing means to a group or individuals who lived through the phenomenon (Alpi 

& Evans, 2019). The purpose of this study was to identify the strategies that small 

businesses use to protect their customers’ PII against phishing attacks; therefore, a 

phenomenological design was not appropriate for this study. Ethnography researchers 

explore a phenomenon based on the shared experience of members of a culture or society 

over time (Hayes et al., 2015). I did not seek to engage with study participants over an 

extended period; thus, an ethnographical design was inappropriate for this study. 

Research Question 

How do small businesses protect their customers’ PII against phishing attacks? 
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Interview Questions 

• What types of phishing attacks against customers’ PII has your business 

experienced? 

• How do you protect your customers’ PII against phishing attacks? 

• What are the considerations involved when developing strategies for 

protecting your customers’ PII against phishing attacks? 

• What techniques have you found most effective in protecting your customers’ 

PII against phishing attacks? 

• What are the challenges relative to the strategies used in protecting your 

customers’ PII against phishing attacks? 

• What types of training are offered to customers to protect their PII against 

phishing attacks? 

• What additional information about your experiences protecting your 

customers’ PII against phishing attacks would you like to share? 

Conceptual Framework 

This study’s conceptual framework was the technology acceptance model (TAM) 

developed by Davis in 1986. TAM evolved from the theory of reasoned action (TRA) 

(Shih, 2004). Proponents of TAM aim to explain and predict the conditions under which 

users accept and adopt information technology at the individual level (Ajibade, 2018; 

Ritz et al., 2019). TAM consists of two constructs: perceived usefulness (PU) and 

perceived ease of use (PEOU). PU refers to an individual’s belief that a particular 

computing system will improve their job performance (Davis, 1989). PEOU refers to the 
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user’s belief that specific computing technologies are simple to learn and use (Davis, 

1989). In the context of protecting PII, PU refers to the degree to which small business 

leaders believe that employing security measures to protect PII will help them avoid the 

consequences of compromised PII. PEOU refers to the simplicity of implementing 

security strategies to protect PII. TAM relates to the influences that motivate a person to 

use a specific innovative technology. The primary goal of TAM is to analyze the impact 

of external factors on users’ internal thoughts, feelings, and intentions to adopt a specific 

system (Davis et al., 1989). Researchers have used TAM to study users’ acceptance of 

technologies associated with mobile learning, digital libraries, gamification, and social 

media (Sprenger & Schwaninger, 2021). 

I sought to connect the TAM elements PU and PEOU in IT managers’ acceptance 

of PII protection strategies. PU refers to the usefulness of policies and technologies in 

their ability to safeguard PII. PEOU relates to the ease with which IT managers can 

create, implement, and maintain policies and technologies that protect PII. TAM aligned 

well with this study, as IT managers are likely to support implementing policies and 

technologies to protect PII if they perform well and are and simple to use. 

Supporting Theory 

The Unified Theory of Acceptance and Use of Technology (UTAUT) 

The unified theory of acceptance and use of technology (UTAUT) was developed 

by Venkatesh et al. in 2003 (Davis, 1986; Venkatesh et al., 2003). UTAUT, an extension 

of TAM, seeks to explain and predict user acceptance and adoption of technology in 

organizations (Reyes-Mercado & Barajas-Portas, 2020). UTAUT consists of four factors: 
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social influence (SI), effort expectancy (EE), facilitating conditions (FC), and 

performance expectancy (PE; Gunawan et al., 2019). SI refers to how others perceive the 

new system regarding the benefits associated with its usage (Puriwat & Tripopsakul, 

2021). EE refers to the ease of use of the system (Puriwat & Tripopsakul, 2021). FC refer 

to how a user believes that technical and organizational infrastructure supports system 

usage (Puriwat & Tripopsakul, 2021). The expectancy of performance refers to the extent 

to which users believe that a system will help them perform their jobs (Puriwat & 

Tripopsakul, 2021). Researchers have applied UTAUT to studies concerning social 

media, e-commerce, and digital advertising platforms (Puriwat & Tripopsakul, 2021; 

Reyes-Mercado & Barajas-Portas, 2020; Susanty et al., 2020). 

I evaluated the circumstances that result in the lack of acceptance or adoption of 

PII protection strategies in small businesses using the UTAUT behavioral factors EE, PE, 

and SI. EE relates to the effort needed to develop, implement, and maintain PII policies, 

processes, and technologies. PE refers to the performance requirements of PII protection 

strategies implemented by IT managers. Social influences from internal and external 

sources contribute to IT managers’ behavioral intentions to accept or reject PII protection 

processes and technologies. UTAUT aligned well with this study as successful PII 

security strategies require implementing technology that is easy to use, performs as 

expected, has straightforward security policies, and involves user security education that 

applies to the current threat environment and the intended audience. 
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Contrasting Theories 

Grey systems theory is a contrasting theory relative to GST. Deng Julong 

developed grey systems theory in 1982 (Liu et al., 2017). Grey systems are systems in 

which there is partial and incomplete knowledge of the system or phenomena (Lin, 2017; 

Mierzwiak et al., 2019). Razaque et al. (2020) contended that standard statistical methods 

are too restrictive to handle the uncertainties associated with grey systems. Razaque et al. 

also argued that it is possible to identify qualitative and quantitative relationships 

between complex elements with limited information using a grey systems methodology. 

Grey systems theory is suitable for generating forecasting models for decision making 

(Mierzwiak et al., 2019). Researchers have applied grey systems theory to study issues 

that impact information and communication technology (ICT). Soni et al. (2017) 

examined the efficacy of e-governance, focusing on grey areas of ICT such as 

information security breaches and IT policy implementation. Soni et al. suggested that the 

flexible multicriteria decision-making (MCDM) element of grey systems theory helped 

them establish a path forward for the grey sectors of ICT. The main point to argue is that 

grey systems consist of anonymous information. The researcher must fill in the 

knowledge gaps with fuzzy details to create a predictive model for decision making. In 

my research, I aimed not to make any decisions or help the participants make decisions; I 

wanted to find out what they were doing to secure their information and prevent data 

breaches.  
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Definition of Terms 

Cybersecurity: This security mode features preventive measures designed to 

protect data from attack, loss, theft, or compromise (Billingsley, 2019). 

Information security: The preservation of the confidentiality, integrity, and 

availability of information, including the information systems and networks used to 

process, store, and transmit data (McLaughlin & Gogan, 2018). 

Information security manager: Staff member responsible for developing 

organizational strategies and procedures to protect information assets (Hasbini et al., 

2018). 

Small business: An organization with less than 500 employees (SBA, 2019). 

Personally identifiable information (PII): Any information that can identify a 

specific individual (Paulsen & Toth, 2016). 

Assumptions, Limitations, and Delimitations 

Assumptions 

I made two assumptions during research for this study. Assumptions are ideas, 

theories, or frameworks considered factual or truthful without definitive evidence 

(Waldkirch, 2020). The first assumption was that interview questions would produce rich, 

thick data to address the research question. The second assumption was that participants 

would provide honest, candid responses to questions posed during semistructured 

interviews. Although there was no way to definitively assure that the content of 

participants’ speech accurately reflected the thoughts in their minds, for this study, it was 

assumed that the responses that participants gave were honest. To ensure that this was the 
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case, I made sure that participants knew that their responses would be anonymous and 

that there were no risks in this study that might jeopardize their personal, professional, or 

financial well-being.   

Limitations 

In qualitative research, restrictions beyond the researcher’s control, such as small 

sample size and time constraints, are considered limitations (Theofanidis & Fountouki, 

2018). One limitation of this study was that the results may not be generalizable to the 

small business population. Another limitation was using sampling for data collection 

because I could not interview all IT managers in small businesses. A third limitation was 

my role as an instrument. It was possible that I would misinterpret the data according to 

my own biases or a misunderstanding of participants’ responses. In this study, I took the 

steps outlined in this chapter to reduce researcher limitations in qualitative research.  

Delimitations 

Delimitations are boundaries that help the researcher scope the study for 

manageability or fill knowledge gaps (Alpi & Evans, 2019). The researcher’s self-

imposed restrictions concerning theoretical lenses, research questions, and sample size 

are delimitations in qualitative research (Theofanidis & Fountouki, 2018). The first 

delimitation was that the study consisted of IT managers of small businesses with at least 

3 years of experience. The second delimitation was the geographic location of the study, 

which was limited to Alexandria, Virginia. 
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Significance of the Study 

Contribution to Information Technology Practice 

IT managers in small businesses are responsible for implementing strategies 

designed to protect their customers’ PII against phishing attacks.  This study is significant 

because it may provide IT managers with effective strategies or frameworks for 

protecting their customers’ PII from phishing attacks. Stable, successful small businesses 

contribute to the global economy by creating jobs, engaging in innovation, delivering 

goods and services, and providing tax revenue. Through improved strategies to protect 

customers’ PII, small businesses may avoid the consequences of having their customers’ 

PII compromised. 

Implications for Social Change 

Implications for positive social change include adding to the body of knowledge 

of strategies for IT managers and organizations to protect customers’ PII against phishing 

attacks. The lessons learned can also be shared at home. There is also the potential to 

contribute new insights that may help in developing new strategies for small businesses 

to safeguard their data and information against theft or intrusions.   

A Review of the Professional and Academic Literature 

Overview 

The purpose of this qualitative multiple-case study was to explore strategies used 

by small businesses to protect their customers’ PII against phishing attacks. The literature 

review consisted of 100 articles from journals, papers, dissertations, reports, and seminal 

books, focusing on research conducted within the past 5 years. I used the Walden 
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University Library to access databases to gather analysis. The databases included were 

Science Direct, Sage, EBSCO, ProQuest, Google Scholar, Emerald Insight, Taylor & 

Francis Online, and the Computer Science database. While searching, the terms used 

included small business, SME and cybersecurity, data breaches, information security, 

and data security. 

I cite 85 peer-reviewed articles in this literature review. I verified that articles 

were peer reviewed through Ulrich Periodicals Database or by going to the journal 

website for verification. I explain the conceptual frameworks, the TAM and UTAUT. I 

also provide a general background on TAM, its variables, and UTAUT. Additionally, I 

discuss contrasting and supporting theories within the conceptual framework section and 

related studies that have used TAM and UTAUT and discuss applying the literature to the 

applied IT problem at the heart of the research project. Several strategies to protect data 

are revealed, including technical and physical preventative measures and awareness 

strategies. 

Conceptual Frameworks 

Technology Acceptance Model (TAM) 

Several information security researchers have examined information security 

using TAM. Davis (1989) developed TAM to offer a general explanation for the 

influences that motivate users to adopt new technologies. TAM originated from the 

theory of reasoned action (TRA) and the theory of planned behavior (TPB; Fishbein & 

Ajzen, 1977; Ritz et al., 2019). The goal of TRA is to explain how a person’s thoughts 

and feelings influence their intention to engage in a particular behavior (Mohamad et al., 
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2021). Ajzen’s (1991) TPB expands TRA by considering an individual as having 

perceived behavioral control, attitude towards conduct, and subjective norms for 

predicting their intent to engage in a specific behavior. TAM goes further by combining 

both theories and adding PU and PEOU to explain the behavioral aspects of users’ 

technology usage intentions. In the context of this study, PU refers to the level at which 

an IT manager believes that implementing new technology could improve their ability to 

protect PII from phishing attacks. PEOU refers to the degree to which an information 

security professional believes that an information security system will be easy to learn 

and simple to use.  

TAM provides researchers in the information security and IT fields a framework 

for determining the probability of users’ acceptance and usage of new technology 

(Zabukovšek et al., 2019). User feedback regarding the PU and PEOU of a system can 

help system designers create a valuable and accepted product. Researchers have applied 

the TAM to various technologies and user populations, including cloud computing, 

education, business, and banking (Bayraktaroglu et al., 2019). Sengkhyavong (2019), 

Pereira (2020), and Pruitt (2019) applied TAM to identify the factors related to IT 

managers’ decision to adopt cloud computing.  Sengkhyavong found that PEOU, PU, and 

perceived benefits of cloud computing were significant factors in IT managers’ decisions 

to adopt cloud computing. Pereira discovered a significant positive relationship between 

PU, security, regulatory environment, and IT managers’ choice to adopt cloud 

computing. At the same time, Pruitt saw that authentication security, data protection 

security, physical security, PU, and PEOU influenced IT managers to adopt cloud 
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computing. Sondakh (2017) applied the TAM to predict taxpayers’ interest in using 

electronic tax returns and found that PEOU had a significant positive effect on PU and 

users’ attitudes toward electronic tax services. Ramadania and Braridwan (2019) applied 

the TAM to measure the influence of PU, PEOU, attitude, self-efficacy attitude, and 

subjective norms towards users’ intention to use online shopping. Ramadania and 

Braridwan found that users’ PU, PEOU, attitude, self-efficacy, attitude, and subjective 

norms are directly proportional to the level of intent to use online shopping. The results 

of these studies align with Razmak and Bélanger’s (2018) assertion that if users develop a 

positive relationship with an information system, they are more likely to use it. 

Unified Theory of Acceptance and Use of Technology (UTAUT) 

The UTAUT is an extension of TAM. While TAM measures user acceptance of 

technology at the individual level, UTAUT helps explain users’ technology acceptance in 

an organizational context (Ajibade, 2018; Mohammad-Salehi et al., 2021). UTAUT 

combines eight conceptual models commonly used to describe the individual acceptance 

of technology (Venkatesh et al., 2003). The eight conceptual models are the TRA, the 

TAM, the motivational model (MM), the TPB, the model of PC utilization (MPCU), the 

innovation diffusion theory (IDT), and the social cognitive theory (SCT; Venkatesh et al., 

2003). UTAUT consists of four components: EE, PE, SI, and FC (Puriwat & Tripopsakul, 

2021). SI refers to how other IT managers view the usefulness of the new technology. In 

the context of this study, EE describes the system’s ease of use. FC refers to IT 

managers’ belief that appropriate support infrastructure exists for the new system. PE 
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refers to how IT managers believe that new technology will help improve their job 

performance. 

UTAUT offers researchers a framework for investigating the implementation of 

new IT systems at an institutional level (Garone et al., 2019). UTAUT addresses TAM’s 

40% variation in predicting users’ intention to use technology (Mohammad-Salehi et al., 

2021). According to Bu et al. (2021), UTAUT explains 70% of the variation in predicting 

users’ intention to accept and use new information systems and technologies. Researchers 

have applied UTAUT to studies concerning social media, e-commerce, and digital 

advertising platforms (Puriwat & Tripopsakul, 2021; Reyes-Mercado & Barajas-Portas, 

2020; Susanty et al., 2020). Puriwat and Tripopsakul (2021) applied UTAUT to their 

investigation of social media adoption in small businesses. Puriwat and Tripopsakul 

discovered that SI, effort, and PE greatly influenced the behavioral inclination to 

implement social media for business purposes. These findings align with those of Rozmi 

et al. (2019). Rozmi et al. investigated the intention of owners of small and medium-sized 

enterprises (SMEs) to adopt information and communication technology (ICT) and found 

that EE, SI, and FC influenced SME owners’ intention to adopt ICT. The results of these 

studies support Varma’s (2018) assertion that EE, PE, and SI are motivating factors in 

entrepreneur’s decisions to adopt innovative technologies.  

Applicability of the Technology Acceptance Model to the Study 

Implementing an information security program is based on IT managers’ and 

users’ willingness to accept and adopt technologies and policies to protect data. Davis’s 

(1986) TAM offers a general explanation for the influences that motivate users to adopt 
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new technologies. Budgetary constraints and user expertise are examples of individual 

results, while organizational and legal standards represent environmental effects. 

Furthermore, information security policies must balance business requirements with 

ecological considerations, such as laws and industry regulations, to secure information 

and avoid data breaches. TAM aligned well with this study because small business IT 

managers judge the PEOU and PU of implementing strategies for protecting data, which 

aligns with the causal processes in the TAM. 

Extensions of TAM 

TAM is not without limitations. Davis (1989) acknowledged that PU and PEOU 

might not be the only intermediaries between attitude and system acceptance and 

adoption. Davis (1989) also wrote that TAM is a foundational model that future 

researchers can build upon and extend to explore a wide range of phenomena. Ajibade 

(2018) agreed that TAM has limitations. Ajibade argued that TAM is appropriate for 

describing individual acceptance and use of technology, but not explaining the reasons 

for accepting and using technology in a business environment. Ajibade introduced the 

technology acceptance and use model (TAUM) to explain IT adoption and use by small 

and medium-sized businesses. Ajibade’s TAUM involved consideration of organizational 

standards and guidelines with the type of tasks performed to advocate using a system. 

To overcome the limitations of TAM, many researchers extended TAM to include 

a vast range of internal and external variables that apply to various technologies and 

contexts. Mushi (2018) used an extended TAM to investigate the impact of personal 

privacy on the acceptance of mobile phone technology in small and medium-sized 
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enterprises. Mushi added personal privacy to TAM to determine the impact that personal 

privacy had on SMEs’ acceptance and usage of mobile phones. Mushi found that 

personal privacy affected the PU of mobile phones, but it did not influence the behavioral 

intention to use them. When employees felt that their privacy was safe, they were more 

inclined to use mobile phones. Saroia and Gao (2019) also used an extended TAM to 

examine college students’ intention to use mobile learning management systems (m-

LMS). Saroia and Gao extended TAM to include academic relevance (AR), perceived 

mobility value (PMV), and university management support (UMS) as external variables 

to the adoption of m-LMS. PMV represents the students’ judgment regarding the 

advantage of using m-LMS. AR refers to students’ PU judgments regarding the relevance 

of m-LMS for their studies. UMS refers to the school’s commitment to ensuring that the 

m-LMS operates as intended. Saroia and Gao found that UMS exhibited a strong 

relationship with PEOU. At the same time, PEOU directly influenced attitude towards 

usage.  

Zain et al. (2019) contended that TAM’s various external factors play a role in a 

system’s PU and PEOU. Zain et al. extended TAM to include the external factors content 

quality (CQ) and motivation (Mo) to explore the factors influencing students’ acceptance 

and usage of a web-based social media application. CQ refers to the degree to which 

students can use learning content within the application to improve academically. Zain et 

al. found that high CQ was a reliable predictor of students’ PU and PEOU. This result 

aligns with Razmak and Bélanger’s (2018) study that showed that the ability of a system 

to address users’ needs is related to PU. Razmak and Bélanger also extended TAM to 
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study the acceptance of electronic personal health records (PHR). Razmak and Bélanger 

expanded TAM to include compatibility and communicativeness to consider variations in 

users’ behaviors and needs when using new technology.   

Additionally, Castiblanco Jimenez et al. (2021) discovered that PU and PEOU are 

affected by the external TAM variables computer self-efficacy, individual 

innovativeness, computer anxiety, perceived enjoyment, social norm, content, and system 

quality experience and facilitating conditions. Results from Castiblanco Jimenez et al.’s 

study of external TAM variables in e-learning and virtual reality applications revealed 

that external variables affect PU and PEOU differently. The authors also found that self-

efficacy was the strongest predictor of PEOU with experience and perceived enjoyment 

as secondary influences. At the same time, PEOU had a significant impact on PU and 

sensed pleasure, system, and content quality. Wang et al. (2020) also considered personal 

innovativeness in exploring consumers’ intention to use ridesharing services. Wang et al. 

extended TAM to include external variables such as personal innovativeness (PI), 

environmental awareness (EA), and perceived risk (PR). Wang et al. found that PU, 

value, and convenience were the main motivations to use ridesharing. 

All in all, both internal and external factors contribute to users’ PU and PEOU of 

new technology. The relationships between these variables change depending on the 

technology and environment to which they are applied. Although TAM is famous in the 

information security and technology fields, researchers have extended and will continue 

to expand it to apply to a broad range of technologies and industries.   
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TAM was appropriate for this study because it evaluates the influences that 

motivate an IT manager to accept or reject security systems that protect PII. IT managers 

can use the TAM model to improve information security adoption in small businesses. 

Understanding the principles of the TAM is crucial in exploring the strategies that some 

small business IT managers use to protect PII. To better understand IT managers’ 

acceptance of information security systems and policies, I examined several conceptual 

and theoretical models. However, I used the TAM as the conceptual framework because 

IT managers can apply the constructs behind users’ behavior in information security 

compliance to improve their protection of PII. 

Alternate Theories 

General Systems Theory. General systems theory (GST) indicates that certain 

general principles apply to all systems regardless of their properties (Von Bertalanffy, 

1972). Systems are naturally hierarchal. The procedure itself exists on the macro level, 

while the system’s microlevel includes its components. The relationship between system 

levels is causal, while the system’s relationship with the environment is horizontal 

(Hofkirchner, 2019). According to GST, systems are either open or closed. Available 

systems elements interact with each other and the environment, while secure systems are 

isolated from their environments (Vanderstraeten, 2019). Edmonds (2017) wrote that 

GST is a theory of goal-driven behavior and further suggested that goals are considered 

the cause of a system’s behavior. Individuals adjust their behavior to achieve specific 

system goals (Edmonds, 2017). GST is appropriate for examining aspects of information 

security, such as adaptation, communication, control, and self-organization (Dube & 
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Flowerday, 2018). However, GST is driven by behavior adaptation for goal achievement 

and was not appropriate for this study. 

Dialectical System Theory. Dialectical system theory (DST) addresses the lack 

of holism, which considers all viewpoints in other systems theories (Zenko et al., 2012). 

According to Zenko et al. (2012), DST achieves holism through interdisciplinary 

cooperation. DST supports decision-making in that the manager is presented with 

information from various sides of the issue, thus giving them a complete picture of the 

problem (Čančer & Mulej, 2010). DST also takes human behavior into account as part of 

holistic systems thinking (Ženko et al., 2017). Ženko et al. (2017) used DST to 

investigate knowledge management and discovered that interdependence and 

responsibility are necessary for holistic, socially responsible decision making. DST did 

not apply to this study because it is concerned with cooperation between opposing parties 

to attain a goal. 

Soft Systems Methodology. Checkland (2012) developed soft systems 

methodology (SSM) for research in various fields, including business, engineering, and 

social sciences. SSM helps researchers understand complex issues that involve multiple 

systems and stakeholders (Warren et al., 2019). Torres’s (2018) research indicates that 

SSM’s primary focus is investigating complex problems that require action to remedy 

them. SSM helps in explaining how system stakeholders interact to address problematic 

situations (Sharma et al., 2019). Fathi et al. (2020) argued that SSM is suitable for 

investigating complex problems with multifaceted social and human elements. Antunes et 

al. (2016) used SSM to examine incentive policies and technological innovations in the 
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electricity sector. SSM allowed the authors to create a multicriteria decision support 

model to help decision makers develop policies that encourage technical innovation in the 

electricity sector (Antunes et al., 2016). Sutoyo and Sensuse (2018) researched 

gamification of information systems using SSM. The researchers used SSM to visualize 

the problem and identify which tools were needed to implement gamification. SSM helps 

in remembering specific actions required to solve a problem; thus, SSM did not apply to 

this study. 

Contrasting Theories. Grey systems theory is an opposing theory of TAM. 

Julong developed grey systems theory in 1982 to solve economic, engineering, and social 

science problems (Nowak et al., 2020). Grey systems theory helps investigate issues with 

limited available information that is difficult to measure and is subjective (Nowak et al., 

2020). Javed and Liu (2017) also argued that the grey systems theory is appropriate for 

researching topics with small data samples and a degree of uncertainty. Jalali and Heidari 

(2020) agreed that the grey systems theory helps make predictions with small pieces and 

limited information. At the same time, Rao and Liu (2017) suggested that grey systems 

theory involves creating and extracting data from partially known and unknown data to 

support decision-making and solve problems. Grey system theory deals with problem-

solving with little to no information; therefore, grey systems theory does not apply to this 

study.  

Related Studies. Self-efficacy refers to one's belief in accomplishing a goal and 

is a central TAM factor. An extension of self-efficacy is collective efficacy, which refers 

to the collaboration and coordination between group members to achieve the collective's 
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goals (Chul et al., 2020). Information security is a group effort that requires every 

member's cooperation within an organization to be effective. Chul et al. (2020) applied 

the collective agency concept to their information security effectiveness study. The 

authors found that a workgroup's sense of collective efficacy directly influenced the 

group's ability to detect, respond, and recover from information security threats. Alshaikh 

et al. (2018) used TAM to explore the influence of information security monitoring on 

employees' security assurance behavior. The authors found that employees are more 

likely to engage in appropriate security behavior when monitored. Alshaikh et al. 

suggested that information security policies and organizational standards create a 

company's culture that influences employees' opinions and affects their information 

security behaviors. Herath et al. (2018) used TAM to understand the relationship between 

employees' noncompliance with information security policies and environmental factors. 

The authors discovered that the frequency of security education, training, awareness 

training, policy awareness, and knowledge of policy violation consequences positively 

influence employees' information security behavior. According to Herath et al., when 

employees are aware of security policies and the penalties for violating them, they are 

more likely to comply with them. 

Using TAM as a theoretical lens, Adhikar and Panda (2018) analyzed the 

relationships between users' privacy concerns and their likelihood of engaging in privacy 

protection behaviors when using social networks. The researchers evaluated whether 

users' perceived risk and perceived vulnerability of personal data influence their social 

networks' security behaviors. The researchers found that users who are confident in their 
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ability to identify and respond to security threats were likely to engage in security 

conscience behaviors. This finding supports Nguyen and Kim's (2017) assertion that 

when users have the knowledge and skills to protect information and information 

systems, they are likely to engage in appropriate security behavior. Additionally, users 

who were not confident in their ability to identify and respond to security threats were 

less concerned about data security in social networks. Adhikar and Panda also observed 

that the perceived consequences of data loss, theft, or compromise influenced users' 

security behavior in social networks, which aligns with the outcome expectation 

component of TAM. This observation aligns with Lin and Chang's (2018) findings that 

outcome expectation influenced users' willingness to share health information in social 

networks. Adhikar and Panda's study underscored the need for social network companies 

to inform users of their services' information security implications. When users are aware 

of information security threats and how to mitigate them, they are likely to engage in 

appropriate security behavior. 

Cuganesan et al. (2018) conducted a quantitative study to investigate the influence 

of senior management and workplace norms on employees' information security attitudes 

and self-efficacy. Overall, 338 employees of a law enforcement agency participated in the 

study. The researchers found that managerial support of information security significantly 

influenced workers' attitudes towards information security. This finding aligns with 

Saroia and Gao's (2019) finding that administrative support has a strong relationship with 

PEOU, which influences usage intention. Yoo et al. (2020) researched information 

security in workgroups to examine how workgroup information security effectiveness 
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(WISE) is achieved through workgroup collective efficacy and security knowledge 

coordination using TAM as a theoretical lens. Yoo et al. also surveyed a law enforcement 

agency's employee to assess the relationships between collective workgroup efficacy, 

security knowledge coordination, individual self-efficacy, and workgroup information 

security effectiveness. Yoo et al. examined whether information security at the 

workgroup level relates to information security personally. The strength of security at the 

lowest levels forms the basis for security at higher levels. Yoo et al. found that individual 

self-efficacy, an external factor of TAM, is a vital WISE element. Yoo et al. discovered 

that the effect of self-efficacy mediated through the group mechanisms of workgroup 

collective efficacy and security knowledge coordination; individuals equipped with their 

security efficacy require coordination for the workgroup to achieve its information 

security goals. Cuganesan et al. also found that workplace norms directly influenced 

employees' feelings about information security and that the compliant security behavior 

of others positively influenced employees' information security self-efficacy. 

Similarly, Ramadania and Braridwan found that users' PU, PEOU, attitude, self-

efficacy, attitude, and subjective norms are in direct proportion to the level of intent to 

use online shopping. Cuganesan et al.'s research revealed that the human element of 

information security is an essential consideration in protecting data. Policies alone are not 

enough to motivate employees to engage in compliant behavior. Positive role models and 

security-compliant colleagues significantly influence employees' views and self-efficacy 

about information security.   
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Enhancing the human element of cybersecurity is necessary for preventing 

cyberattacks. Encouraging employees to adopt appropriate security behavior and 

improving their confidence in doing so supports the external variable of self-efficacy in 

the TAM. While it is impossible to prevent all cyberthreats, small businesses can make 

themselves less susceptible by following cybersecurity best practices and guidelines, 

including enhancing employees' confidence in adopting and implementing appropriate 

security behavior. 

Application to the Applied Information Technology Problem 

The study's applied IT problem is that some small businesses lack strategies to 

protect their customers’ PII against phishing attacks.   

Security Policies 

Information security policies are one element of an information security strategy 

that ideally encompasses human factors, technical processes and policies, and data 

governance (Choi et al., 2018). Paulsen and Toth (2016) described information security 

policies as the directives, rules, and practices that regulate how an organization handles, 

distributes, and protects data. Information security policy implementation is challenging 

for many small businesses. At the same time, Paulsen and Toth concluded that 

information security policies are needed to protect the information, educate employees, 

and provide supporting documentation for incident investigations. Sosin (2018) wrote 

that a robust implementation foundation is necessary to support information security 

policies. According to Sosin, secure data controls, compliance, security budget 
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considerations, risk management, and security evaluations formulae the basis for 

adequate information security policies. 

Several researchers have reported that some employees lack an understanding of 

the importance of information security and often fail to comply with information security 

practices and policies (Alzamil, 2018). Information security guidelines can be confusing 

for nonIT personnel, leaving them unsure about their responsibilities for protecting data 

(Sadok & Bednar, 2016). 

Sadok and Bednar (2016) found that many organizations did not have clearly 

defined security policies. Ensuring employees understand and comply with information 

security procedures requires written policies, well-defined roles and responsibilities, and 

consistent enforcement. According to Al-Jumaili (2018), small businesses are often 

vulnerable to information security attacks, risks, and threats due to inadequate security 

policy practices. Pagura (2019) wrote that many small businesses are susceptible to 

cybersecurity attacks due to a lack of knowledge, resources, and time to devote to 

security efforts. Almubayedh et al. (2018) explored information security policies and 

awareness in small businesses and found that employees were often unaware of their 

organization's information security policies and best practices. 

Failure to enforce information security policies also presents a threat to data. 

Recent evidence suggested that many organizations have information security policies in 

place; however, they do not actively enforce them, like not having a policy (Zayed, 

2016). Small businesses should ensure all information security policies are disseminated 

to employees during the onboarding process and subsequently made readily available. 
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There should also be a system to reinforce the company's stance on information security 

best practices to remain vigilant in protecting data. Almeida et al. (2018) argued that 

information security policies are needed to protect the information, which is increasingly 

becoming one of the most valuable business assets. According to the researchers, the 

importance of some aspects of the information security policy varied among different 

business sectors. For instance, financial services organizations were more concerned with 

internal processes than the IT sector, wherein web services management was of higher 

importance. Financial services organizations are subject to numerous industry and 

governmental regulations and laws, which may explain why internal processes are more 

valuable than information security elements, such as executive summaries and contacts 

(Almeida et al., 2018). Organizations that are heavily regulated may require more 

security controls than companies that handle limited amounts of PII or financial 

information.  In sum, the findings of Almeida et al. (2018) and Paulsen and Toth (2016) 

indicated that the business sector, data type, and information value impact the structure of 

security policies. 

Singh and Gupta (2017) conducted a case study of information security 

management in small organizations and observed that many small businesses do not have 

formal information security policies. The researchers' results indicated that participating 

organizations often lacked role-based access control of data. Everyone has access to 

everything, and that limited financial, and personnel resources made implementing 

adequate information security control difficult. Panjwani et al. (2016) also found that 

access control, user privileges, and security policy implementation are challenging for 
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small businesses. Chinyemba and Phiri (2018) and Bolek et al. (2016) found that 

companies do not fully implement access control policies, and employees do not always 

comply with them. 

Additionally, Lopes and Oliveira (2016) observed that implementing information 

security policies was complicated for small businesses and reported that participants felt 

their organization's security policies were too long and confusing. Njenga and Jordaan 

(2016) observed that many managers felt that their businesses were too small to worry 

about information security, so they allowed everyone to access everything. The 

researchers also found that other managers believed that being overly restrictive was 

easier than implementing appropriate security controls for protecting sensitive data. 

Similarly, Alzamil (2018) and Lopes and Oliveira (2016) concluded that users' 

lack of awareness of information security policies and leadership's failure to disseminate 

policies could contribute to security policy implementation challenges. Alternatively, 

Singh and Gupta (2017) concluded that small businesses should adopt specific guidelines, 

methods, and approaches to improve their security posture. Implementing information 

security standards and procedures ensures that data protection methods are consistent 

across the organization.  Additionally, Almubayedh et al. (2018) asserted that 

organizations should develop a process for measuring information security control 

effectiveness to identify areas requiring improvement. Raising awareness of information 

security requires wide dissemination of concise and easily understood information 

security policies. 
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Dombora (2019) studied information security management systems (ISMS) to 

understand why the guidelines and policies of some ISMSs are unenforceable. The 

researcher created ISMSs quality parameters and development approaches to evaluate 

their enforceability. Dombora interviewed stakeholders 1 year after they implemented the 

parameters and guidelines regarding their experiences. Dombora's results indicated that 

ISMS contained inappropriate or cumbersome rules that created unnecessary 

expenditures and security gaps; ISMS should comply with industry and legal standards, 

be written with well-defined roles and responsibilities, and balance risks with resources 

(Dombora, 2019). Additionally, the research results demonstrated that the overall quality 

of ISMS improved with implementing the ISMS quality parameters and development 

guidelines in conjunction with ISO/IEC 27001 based frameworks. Dombora's results 

support Almubayedh et al. (2018) contention that information security controls can be 

improved by performing effectiveness assessments. Developing and implementing 

enforceable ISMS helps small businesses reduce costs and maintain compliance with 

applicable legal and industrial regulations.  

Chinyemba and Phiri (2018) and Bolek et al. (2016) also ascertained that some 

organizations had information security policies in place, but security managers did not 

articulate procedures to carry them out. Managers also did not enforce information 

security controls, and the effectiveness of the information security management system 

was not evaluated and not documented clearly. Zammani and Razali (2016) studied 

Information Security Management (ISM) to identify and verify ISM key factors: IS 

policy, IS procedures, and employees. The authors found that IS policies must clearly 
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define IS roles, responsibilities, and objectives (Zammani & Razali, 2016). Zammani and 

Razali, like Abbas et al. (2015), research demonstrate needed periodic reviews of 

information security policies to make sure policies are relevant to the current information 

security environment. 

Similarly, Angraini and Okfalisa (2019) conducted a literature review to identify 

the challenges and explore current trends in information security policy compliance, 

which is essential to ensure users adhere to security standards for protecting 

organizational assets. Angraini and Okfalisa examined articles on information security 

policy compliance, influencing compliance with information security policies, behavioral 

intentions, and compliance measurements. Findings revealed there was not enough 

information to identify the factors influencing the individual choice to comply with 

information security policies. Angraini and Okfalisa recommended further research to 

determine the factors that influence individual-level information security policy 

compliance. Angraini and Okfalisa also discovered that employees are often unaware of 

information security policies' importance until their company experienced a data breach. 

Additionally, information security policies should be reviewed and updated consistently 

to ensure they address current threats (Angraini & Okfalisa, 2019). Measurement tools 

can help organizations improve information security compliance and measure the 

effectiveness of existing policies. 

Awareness and Training Strategies 

Scenario-based training with practical exercises allows users to experience real 

threats with the chance to apply their newly acquired skills to their responses. Presenting 
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users with real phishing e-mails to improve information security and awareness training 

is the strategy Slonka and Shrift (2016) used to evaluate the level to which phishing 

attacks impacted an organization's network.   

Conversely, Aldawood and Skinner (2019) argued that information security 

training should be audience-specific because senior executives face different threats than 

junior-level employees. Pagura (2019) contended that implementing strict access 

controls, password policies, and employee awareness training mitigates the risk of 

unauthorized access to systems and phishing campaigns. 

An informal approach to training, such as a focus group or workshop setting, 

allows learners to exchange ideas and learn from one another. Popescul (2018) conducted 

an information security workshop to increase cybersecurity awareness among 

nontechnical employees and found that participants learned with and from one another by 

sharing experiences and asking questions. When workshop attendees return to their 

organizations, they can share their knowledge with colleagues, thus increasing the PU of 

cybersecurity awareness. 

Everyone learns differently. For example, some learners prefer classroom 

instruction to interact with their instructor and classmates, while others learn best through 

hands-on exercises. With that in mind, Tschakert and Ngamsuriyaroj (2019) developed a 

mixed-method information security training program to increase awareness of phishing e-

mails. Training consisted of a combination of instructor-led classroom training, videos, 

games, and text-based handouts. Although research participants had an IT background, 
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the variety of training approaches successfully reduced phishing susceptibility while also 

increasing confidence in their ability to detect phishing e-mails. 

Another training approach involves presenting a security policy to a user, 

explaining the policy’s purpose, and testing their policy knowledge through a hands-on 

exercise. During their research on information security training effectiveness, Ayyagari 

and Figueroa (2017) informed users about a security policy, showed a video explaining 

the threats and vulnerabilities associated with the policy, then tested their knowledge 

using a scenario-based approach. Ayyagari and Figueroa learned that when users 

understand a security policy’s purpose, they are more likely to comply. Likewise, Pham 

et al. (2017) wrote that understanding the severity of a threat and the likelihood of it 

occurring may positively influence users’ compliance behavior.   

User Security Education 

Small businesses are often the target of cyberattacks; however, it is possible to 

reduce the risk of cyberattacks through information security awareness training and 

education. Phillips and Tanner (2019) observed that some small businesses use 

information security awareness and information security education synonymously, 

although they hold different meanings. Phillips and Tanner noted that information 

security awareness training centers on specific types of attacks, while information 

security education focuses on policies and general concepts such as phishing. The authors 

also suggested that information security awareness training be a continual process in that 

it is updated regularly as new threats are constantly being found and identified. However, 
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information security education is not updated often and is sometimes an occasional 

activity.  

Employees are often the first line of defense for small businesses because their 

knowledge of information security threats is vital to their overall security posture. When 

employees are unaware of information security threats, they can fall victim to phishing 

attacks, resulting in data breaches. According to the SBA (2019), employees opening 

malicious e-mails are among the primary causes of data breaches for small businesses. As 

further evidence of employees' vulnerability to phishing, Slonka and Shrift (2016) 

conducted a study to improve information security training that involved sending spear-

phishing e-mails to their clients. Slonka and Shrift found that 20.4% percent of the 

recipients opened the e-mail, while 12.9% of the recipients navigated through several 

compromise layers and disclosed their credentials. Recent evidence suggested that 

through information security and awareness training (ISTA), employees can learn to 

identify and mitigate common information security threats (Phillips & Tanner; Slonka & 

Shrift, 2016). Phillips and Tanner (2019) suggested that organizations should invest in 

ISTA programs because employees often pose the most dangerous cybersecurity threat. 

Slonka and Shrift wrote that small businesses could improve their employees' ability to 

recognize phishing e-mails through ISTA programs.   

Wenham (2016) contended that ISTA programs are an essential element of 

information security as informed employees engage in behaviors conducive to protecting 

data. Training delivered through ISTA programs can potentially reduce employees’ 

likelihood of falling victim to phishing attacks and other well-known threats. 
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Additionally, Alshaikh et al. (2018) stated that training and awareness programs are 

necessary for making employees aware of information security threats and risks, which is 

like Zammani and Razali’s (2016) findings. Other researchers noted that training and 

awareness programs could inform employees about their roles and responsibilities 

concerning protecting organizational data (Alshaikh et al., 2018; Zammani & Razali, 

2016). 

Furthermore, Ključnikov et al. (2019) and Flowerday and Tuyikeze (2016) 

observed that information security awareness and education and senior management 

support were the most crucial success factors of information security management. Senior 

management involvement in information security awareness training ensures that 

adequate resources for maintaining the program are available. Employees are the first line 

of defense for small businesses; therefore, investing in developing a comprehensive 

information security awareness and education program is a worthy expense (Chinyemba, 

& Phiri, 2018; Phillips & Tanner, 2019). Employees’ lack of knowledge about common 

information security threats, such as spear phishing, is one reason small businesses are 

attractive targets for cybercriminals (Prislan et al., 2017; Selznick & LaMacchia, 2018). 

Protecting sensitive information from cybercriminals requires providing employees with 

the knowledge, skills, and abilities to defend themselves and their organizations from 

cyber threats. 

Thompson (2016) also highlighted the need for proactivity in data security 

training. By examining literature concerning information security, Thompson, like Ki-

Aries and Faily (2017), found that employees are often the weakest link in the security 
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chain. Through negligence or malice, employees can expose proprietary and personal 

information to loss, damage, or compromise (Ki-Aries & Faily, 2017; Thompson, 2016). 

Employees should be knowledgeable and receive continuing education about information 

security best practices. Data breaches can cause catastrophic damages to a business; 

therefore, companies must stay abreast of threats to data and computing systems 

(Thompson, 2016).  All companies, regardless of size or industry, are susceptible to the 

actions of cybercriminals. Companies must realize that planning for a cyberattack before 

one occurs increases the chances of successfully defending against and recovering from a 

cybersecurity event (Thompson, 2016). 

Several researchers have reported on the importance of information security 

awareness training. Popescul (2018) argued that arming employees with essential 

information security skills goes a long way towards protecting data. Uninformed 

employees often engage in risky activities, such as clicking on links in e-mails, 

transmitting sensitive data without appropriate protection, writing passwords on sticky 

notes, and placing them under their keyboards. Simultaneously, ineffective information 

security training programs do not prepare employees to counter threats to data online and 

offline. Sadok and Bednar (2016) reported that some small businesses provide generic 

information about security that is not relevant to the average employee. Likewise, Slonka 

and Shrift (2016) wrote that numerous companies did not teach their employees how to 

detect and ignore suspicious e-mails. Popescul asserted that a simple, low-cost awareness 

training program could help an organization reduce the threat of malware attacks and data 

breaches. Other researchers discovered that some small businesses do not take 
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responsibility for teaching their employees about information security. Njenga and 

Jordaan (2016) interviewed small business owner-managers to examine information 

systems security and reported that some managers believed employees are responsible for 

staying abreast of information security threats. Similarly, Sadok and Bednar discovered 

that some small businesses chose to implement technological solutions for securing data 

without considering the human element of information security. Providing employees 

with the knowledge and skills to protect data through information security training and 

awareness adds a layer to an organization's data security defenses. 

Technical Strategies 

Lack of technical expertise is a common vulnerability among small businesses. 

Researchers who investigated information security in small businesses found that many 

organizations did not possess adequate data protection security mechanisms. Iyamuremye 

and Shima (2018) indicated that network security could exceed small business network 

security personnel's technical abilities. Njenga and Jordaan (2016) observed that many 

managers did not implement appropriate security controls because they felt that their 

businesses were too small to worry about information security. Wenham (2016) argued 

that technical measures such as installing antivirus software, implementing appropriate 

access controls, performing data backups, and performing consistent software patching 

could mitigate the threat of cyberattacks. Pagura (2019) asserted that performing 

automatic system and software updates and data backups can help prevent attacks and 

decrease recovery time. Paulsen and Toth (2016) also recommended backing up data to 
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recover if lost, stolen, or compromised. Failure to backup data regularly could cause 

significant delays in the event of a data breach or natural disaster. 

Additionally, many small businesses are unable to purchase information security 

tools due to limited budgets. To overcome the challenge of financial constraints, 

Williams (2018) suggested using free, open-source software and technology resources, 

such as adblockers, to protect their information systems. Ad blockers are generally easy 

to install as browser extensions, and they can protect users from threats such as third-

party tracking, malvertising, and social media button blockage (Williams, 2018). A 

simple, low-cost security solution like ad blockers is beneficial for small businesses with 

minimal in-house IT personnel. The time and effort required to deploy and maintain these 

tools are nominal. 

Berry and Berry (2018) examined cybersecurity risk management in small 

businesses, analyzing data from over 370 surveys sent to small business owners about 

their risk management approaches regarding cybersecurity threats. Participants have 

presented questions regarding virus protection, firewalls, backups, IT acceptable use 

policies, passwords, and other types of security approaches. Similarly, Pagura (2019) 

argued that small businesses should perform risk assessments to identify potential risks to 

business networks, information systems, and data as a best practice for preventing data 

breaches. Berry and Berry found that many small business owners implemented some 

essential technology risk management tools; however, they also found that participants 

reported not requiring other basic precautions like solid passwords for accessing 

information resources. Additionally, participants also reported lacking the knowledge, 
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skills, resources, policies, and procedures to secure their information assets effectively. 

Berry and Berry suggested that both the private and public sectors continue creating and 

distributing user-friendly, low-cost, and educational tools to help small businesses with 

limited resources learn to manage cyber risks. Berry and Berry also recommended that 

small businesses implement strong password policies and backup data because they are 

simple, effective, and low-cost methods of reducing the threat of data breaches.   

Another technical strategy used to protect data is data classification software. 

With data classification software, small businesses can protect their data from 

unauthorized disclosure through clearly marked and defined labels, encryption, and 

access control (Ritzman, & Kahle-Piasecki, 2016). Technical solutions alone are not 

enough to secure data. According to Grannemann (2018), a robust information security 

program that addresses risk management, data governance, threat vulnerabilities, policies, 

and procedures, along with technical solutions, is needed to prevent data breaches. 

Rostami et al. (2020) agreed that organizations could not depend solely on technological 

tools to protect their information and information systems. They also showed that 

administrative controls, such as information security policies and security awareness 

training, and technical tools are the building blocks of an effective information security 

program.   

Nontechnical Strategies 

Paulsen and Toth (2016) provided several simple, nontechnical controls for 

securing data in NISTIR 7621, revision 1 Small Business Information Security: The 

Fundamentals. Conducting background checks on employees to understand their 
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character and using computer privacy screens to prevent passersby from seeing data are 

examples of nontechnical controls presented in NISTIR 7621 revision 1 (Paulsen & Toth, 

2016). Grannemann (2018) supported incorporating security controls found in NISTIR 

7621 revision one and appropriate formal policies and processes for a robust information 

security posture. Grannemann also advised organizations to evaluate employee 

information security awareness consistently, ensure IT staff maintain proficiency in their 

fields, and continually monitor information security controls, policies, and processes for 

effectiveness. 

One such nontechnical issue involves a lack of publicly available information, not 

private or proprietary, regarding cybersecurity attacks, threats, and best practices that 

small businesses can access. Gafni and Patel (2019) conducted a study to determine if 

there is enough publicly available cybersecurity information available to small businesses 

to assist them with protecting themselves against cyber threats. The researchers searched 

websites, news media outlets, and academic journals for information about cybersecurity 

threats to small businesses. They found there is little publicly available cybersecurity 

information focusing on small businesses. There are several reasons for the lack of 

material. First, SMEs may not be aware of data leaks and, therefore, the information does 

not flow to government agencies, industry officials, or the media for public 

dissemination. Likewise, Iyamuremye and Shima (2018) argued that small business 

network security personnel often have limited network security skills. Second, SMEs do 

not always report data breaches due to fear of financial repercussions caused by fines or 

lost clientele. This finding aligns with Selznick and LaMacchia's (2018) claim that small 
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businesses could face lawsuits or penalties because of data breaches. Third, news outlets 

may overlook covering small businesses because the breaches' size is not large enough to 

capture the public's attention (Gafni & Patel, 2019). 

Physical Strategies 

A key aspect of information security is physical security. Physical security refers 

to the physical barriers that prevent or limit access to organizational assets such as 

buildings, offices, hardware, and servers (Diesch & Krcmar, 2020). Barriers include 

locked doors, fences, and armed guards. Physical security also calls for protecting 

internal and external environments, travel activities, and people (Diesch & Krcmar, 

2020). Watad et al. (2018) suggested implementing physical security measures to protect 

facilities that contain high-value IT assets.  

Sikora et al. (2017) investigated information security in a small business through 

a system and software audit. In addition to a questionnaire concerning internal controls, 

the target organization did not have appropriate physical and logical policies, leaving 

their information vulnerable to unauthorized use. Findings also revealed no disaster 

recovery plans or emergency procedures in place, leaving staff confused about their roles 

and responsibilities during a crisis. There were also no data transmission policies in 

place, resulting in lost or compromised data (Sikora et al., 2017). The company also 

failed to develop formal policies addressing data security, data storage, and knowledge 

management, resulting in the loss of confidentiality, integrity, and data availability 

(Sikora et al., 2017). Sikora et al.'s findings could help small businesses to improve their 

information and information systems' security. Small businesses should implement 
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formal policies regarding physical practices to protect information and information 

systems. According to Paulsen and Toth (2016), information security policies help 

protect the information, educate employees, and provide supporting documentation for 

incident investigations. Furthermore, Pagura (2019) maintained that small businesses 

should perform risk assessments to identify potential risks to business networks, 

information systems, and data.  

Limiting access to sensitive areas to only personnel who require access to perform 

their duties reduces the likelihood of the unauthorized disclosure of data. Another 

physical security strategy used by some small businesses to prevent the loss, theft, or 

damage of information is to lock up mobile devices, laptops, and portable storage devices 

when they are not in use (Paulsen & Toth, 2016). In conjunction with information 

security policies, physical security, technical and nontechnical strategies, security 

awareness, and education add a layer of security for information and information 

systems. 

Transition and Summary 

TAM (Davis, 1986) serves as the conceptual framework for the study and will 

help explain information security strategies for addressing vulnerabilities. The literature 

offered valuable insights into the information security threats that could lead to data 

breaches. It is vital that small businesses develop and implement strong information 

security policies, conduct information security and awareness training, and implement 

technical, nontechnical, and physical controls to protect data and prevent data breaches. 
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In Section 1, I provided a list of operational definitions to give readers the precise 

meaning of terms. I also outlined assumptions, limitations, delimitations, and the study's 

significance to research practice and social change. In Section 2, I detail how I conducted 

the research. Discussion topics include my role as the researcher, participants, the 

research method and design, population sampling, ethical guidelines for the study, data 

collection instruments, techniques, organization, analysis, and reliability and validity. 
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Section 2: The Project 

In this section, I provide information on the role of the researcher, potential 

participants, the criteria for selection of participants, population sampling, and research 

methodology. This section also addresses ethical subjects relating to my study and steps 

that I took to alleviate such factors. Last, I describe the data collection instruments, data 

collection approach, data organization techniques, and data analysis and explain issues of 

reliability and validity in the context of this study. I then provide a transition and 

summary, leading to the final phase of my doctoral research. 

Purpose Statement 

The purpose of this qualitative multiple case study was to explore the strategies 

used by small businesses to protect their customers’ PII.  The sample population 

consisted of IT managers located in Alexandria, Virginia. This study’s potential social 

impact is that it may provide strategies to help protect customers’ PII, thus minimizing 

potential financial losses and improving customer trust and confidence. 

Role of the Researcher 

Qualitative researchers serve as the primary data collection instruments in their 

studies, and their relationship with participants is collaborative (Billups, 2019). 

Qualitative data collection sources include observation notes, interview transcripts, 

memos, and journal entries (Jones & Smith, 2017).  In my role as a researcher, I was the 

interviewer for the study. I was not involved in the activities of the participating 

organizations. However, I made recordings throughout the interview process and engaged 

in journaling. Interview notes serve as a record of the researcher’s thoughts, feelings, and 
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observations before, during, and after an interview (McClelland, 2017). Transcribing 

notes after an interview helps with the analysis process in that as they may offer 

additional insights into the discussion through information such as verbal gestures, 

prolonged silences, and background noises (McClelland, 2017). 

I had no relationships with the partner organizations or with the participants. The 

experience that I have with information security is that I work in the cybersecurity field.  

I have also attended webinars and conference sessions about strategies used to protect 

PII. 

I took measures to reduce bias while conducting this study.  Qualitative 

researchers attempt to mitigate personal preferences to correctly interpret study 

participants’ views (Fusch et al., 2018). I minimized personal biases by not imposing my 

beliefs, opinions, and experiences on the interviewees to avoid influencing this study’s 

findings. Researchers cannot eliminate biases; however, they can minimize biases 

through reflexivity and bracketing (Borowska-Beszta, 2017). Maintaining a journal 

throughout the research process can also lessen the tendency. Documenting the research 

process provides transparency and allows other researchers to verify findings or replicate 

a study (Mackieson et al., 2019). 

I used an interview protocol as a framework for conducting interviews for this 

study (Appendix B). An interview protocol can help align interview questions with 

research questions and improve the data obtained from interviews (Castillo-Montoya, 

2016). I used the same interview protocol for all participants and asked open-ended, 

nonleading, semistructured questions to ensure consistency throughout the interviews. 
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Through semistructured interviews, researchers can explore participants’ thoughts, 

emotions, and choices regarding the phenomena under investigation (Jones & Smith, 

2017). I afforded participants ample time to respond to interview questions and offered 

thoughts on protecting the confidentiality, integrity, and data availability in small 

businesses. Allowing participants to take the time to reflect on their responses can help 

them provide thick, rich details about their experiences (Rosenthal, 2016). I used follow-

up questions as necessary to ensure that participants elaborated on their responses related 

to the research question. Follow-up questions help the researcher obtain deep, rich 

information from participants (Castillo-Montoya, 2016). 

The Belmont Report (National Institutes of Health, 1979) served as the ethical 

foundation and standards for my study. I strictly adhered to the ethical principles detailed 

in the Belmont Report, which included treating all participants with respect and 

protecting them from any form of harm (National Institutes of Health, 1979). I also 

provided participants with all information needed to make an informed and voluntary 

agreement to participate by giving complete and honest disclosure as suggested by the 

National Institutes of Health (1979).  I advised participants of their ability to withdraw 

from the research at any time. Furthermore, if other parties’ permissions were needed to 

protect participants from risk, there would also be outcomes and procedures within the 

process of participant selection (National Institutes of Health, 1979). 

I completed the Doctoral Student Researchers Basic Course offered by the 

Collaborative Institutional Training Initiative (CITI). My CITI certificate is in Appendix 

D.   
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Participants 

Qualitative research is appropriate for answering questions related to the “who,” 

“what,” and “where” of experiences or events (Kim et al., 2017). Obtaining multiple 

perspectives about a phenomenon from people with personal experience contributes to 

deep understanding (Wu et al., 2016). The target population for this study was IT 

managers working in small businesses. The ideal candidate had worked with a small 

business that experienced the loss of customers’ PII. Qualitative descriptive researchers 

can achieve data saturation with three to five participants (Magilvy & Thomas, 2009). 

After receiving Institutional Review Board (IRB) approval, I contacted candidates via e-

mail to inform them about the study and ask them for a convenient time to reach them via 

phone. The purpose of the phone conversation was to establish rapport with the candidate 

and address any questions or concerns about the study. I used purposeful sampling for 

this study. The ideal number of cases for this study was eight cases. 

In qualitative case study research, it is possible to achieve data saturation with one 

case. The research question, data collection technique, data type, and variety of 

participants determine sample size (Moser & Korstjens, 2017). Convenience sampling is 

a selection technique in which the researcher chooses participants who are easily 

accessible (Naderifar et al., 2017). Convenience sampling is appropriate when the 

researcher cannot follow purposeful sampling protocols (Owen-Smith & Coast, 2017). 

According to Setia (2017), sampling is purposive when participants are chosen based on 

their ability to answer the research questions. Employing two or more purposeful 

sampling techniques can enhance a sample’s quality and diversity (Benoot et al., 2016). I 
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made every effort to develop and maintain all participants’ trust by ensuring their 

comfort, maintaining complete transparency through every phase of the interview, and 

allocating the appropriate time and effort to build trust. After receiving IRB approval 

(Walden IRB approval no. 11-01-21-0523033), I selected and invited potential 

participants to participate in the study. My IRB approval number is I emailed an informed 

consent form to volunteering participants. The informed consent form detailed the study 

purpose, participation criteria, my role as the researcher, the withdrawal process, the 

disclosure of incentives, data safeguards, and the intention to publish findings. I also 

informed participants that participation in the study was voluntary. Participants had the 

right to withdraw from the study at any time before data analysis without cause by 

contacting me via email. I followed the Walden University IRB ethical and legal 

requirements to ensure that no harm or risks came to the participants associated with my 

research. 

Research Method and Design 

I chose the qualitative research methodology, which includes a multiple case 

study.  The qualitative multicase research design provided me with a deep understanding 

of strategies used to protect customers’ PII.  I also ensured that the research methodology 

and design aligned with the research question for my study. 

The qualitative multicase method was appropriate for this study because it 

explored the information security strategies used by small businesses to protect their 

customers’ PII.  Data gathered from small businesses through semistructured interviews 
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helped in obtaining a deeper understanding of strategies that small businesses use to 

protect their customers’ PII. 

Method 

I used the qualitative multiple case study method for this investigation. After 

considering the quantitative, qualitative, and mixed-method research approaches, I chose 

this study's qualitative research methodology. Qualitative research focuses on events, 

individuals, and contexts (Gerring, 2017). According to Murshed and Zhang (2016), 

qualitative inquiry helps in gaining a deep understanding of a phenomenon when 

knowledge is limited. Murshed and Zhang argued that data collection in qualitative 

research involves direct interaction with study participants and context immersion and is 

recounted in detailed descriptions. Likewise, Colorafi and Evans (2016) asserted that 

qualitative research findings enable understanding by presenting results in everyday 

factual language.   

A qualitative research approach was chosen for this research study because my 

aim was to explore cases to gain deeper insight into the information security strategies 

used by small business managers to protect PII. Hesse-Biber (2020) wrote that 

quantitative exploration is objective and relies on numerical/statistical findings as 

evidence of a single reality.  Quantitative methods are suitable for answering questions 

such as “how many,” “where,” “when,” “who,” and “how” (Apuke, 2017). Because of 

data classification’s reductive nature, it is impossible to gain a deep understanding of a 

subject through quantitative research (Savela, 2018). Results from quantitative 
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examinations can reveal behaviors and trends; however, they do not offer insight into the 

behaviors’ motivation (Goertzen, 2017). 

Focus groups, interviews, and surveys with open-ended questions can help clarify 

information not easily explained numerically (Goertzen, 2017). I did not choose the 

quantitative research approach because this study’s purpose was not to understand the 

relationship between variables or to validate or disprove hypotheses. Furthermore, mixed-

method research combines elements of both qualitative and quantitative methods. 

Researchers create a coherent research design using an existing methodology, merging 

current processes, or mixing different methodologies (Schoonenboom, 2018). Mixed 

method researchers must reach data saturation in all methods, which is time and resource 

intensive. Mixed methods research requires meeting the reporting standards of 

quantitative and qualitative approaches (Levitt et al., 2018). I did not select a mixed 

method for this study due to time and resource constraints. 

Research Design 

The study involved an exploratory multiple case study, which proved suitable for 

exploring strategies that small businesses in Alexandria, Virginia, use to protect their 

customers’ PII. Researchers use case studies to examine individuals’ experiences in their 

natural setting (Harrison et al., 2017). Harrison et al. (2017) contended that case study 

findings can lead to a deep understanding of behaviors, practices, processes, and 

relationships in context. According to Ridder (2017), case study findings are not 

generalizable, sampling is nonrandom, and environmental conditions are uncontrolled. 
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Ridder stated that case study data analysis consists of looking for patterns within and 

among cases. 

Further, case study data collection continues until no new patterns or themes 

emerge. Case study findings are typically narrative in form and consist of detailed 

descriptions of the case’s key elements. (Hancock & Algozzine, 2017). Ethnographical 

researchers examine culture and its influence on members’ behavior (Rutberg & 

Bouikidis, 2018). Mohajan (2018) described ethnography as the prolonged observation of 

a cultural group perceived by its members. Phenomenology helps study an event as told 

by people who lived through the experience (Rutberg & Bouikidis, 2018).   

I examined multiple sources of data in my research study to achieve data 

saturation. I interviewed participants from small businesses until no new patterns or 

themes emerged. Interviewing people with firsthand knowledge of a phenomenon is 

essential for obtaining an in-depth understanding of their experiences (Rosenthal, 2016).  

I maintained a record of all data collected, and after I determined that there was no new 

information revealed, I assessed the achievement of data saturation. 

Population and Sampling 

The purpose of this qualitative multicase study was to explore security strategies 

used by small business IT managers who had protected their customers’ PII from 

phishing attacks. The inclusion criteria were necessary to focus my efforts on a specific 

population for my research study.  My research study population consisted of IT 

managers working in small businesses in Alexandria, Virginia. IT managers are IT 

professionals responsible for protecting their customers’ PII through the development and 
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implementation of organizational procedures, policies, and preventative techniques 

(Billingsley, 2019; Haqaf & Koyuncu, 2018).  

I chose purposive convenience sampling for my research study. Purposive 

sampling is a technique in which participants’ predefined characteristics align with the 

purpose of the study (Andrade, 2021). Campbell et al. (2020) wrote that purposive 

sampling improves research trustworthiness by aligning the sample to the goals and 

objectives of the study, thereby improving the study’s accuracy and reliability of the data 

and results. Bhardwaj (2019) purported that an advantage of purposive sampling is that 

participants possess the appropriate knowledge to help researchers achieve their research 

objectives. According to Etikan et al. (2016), convenience sampling is a sampling 

technique in which participants must meet specific criteria such as easy accessibility and 

proximity to the researcher. With convenience sampling, the primary concern is 

generalizability.  Etikan et al. also wrote that participants are selected based on their 

ability to contribute thick, rich information to the study in purposive sampling. I selected 

participants within my network who had the skill and experience to protect PII from 

phishing attacks. The study population was all IT managers in Alexandria, Virginia. The 

selection of the population aligned with the purpose of the research. The sample size for 

the study was eight IT managers in my network who had experience and knowledge of 

the strategies used for protecting customers’ PII from phishing attacks. These eight IT 

managers represented the eight cases in this multiple case study. I iteratively conducted 

interviews and examined publicly available information security policies, training 

presentations, and training techniques for data triangulation, ceasing these efforts when 
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no new information or themes appeared. I evaluated the information collected from 

interviews and publicly available information security training presentations and training 

techniques to check for data saturation from each participant. I then compared that 

information among participants. I conducted member checking using follow-up 

interviews with the participants to verify my understanding of their statements in the 

initial interviews. Data saturation is achieved when no new themes are established. 

Ethical Research 

Upon IRB approval, I selected and invited potential participants to participate in 

the study. I emailed an informed consent form to volunteering participants. The informed 

consent form detailed the study purpose, participation criteria, my role as the researcher, 

the withdrawal process, the disclosure of incentives, data safeguards, and the intention to 

publish findings. I also informed participants that participation in the study was 

voluntary. Participants had the right to withdraw from the study at any time before data 

analysis without cause by contacting me via email. I followed the Walden University IRB 

ethical and legal requirements to ensure that no harm or risks came to the participants 

associated with my research. Research participants did not receive any incentives, 

payments, or rewards for participating in the study. Participants remained anonymous. I 

assigned each participant a pseudonym such as P1, P2, or P3. I did not use any personally 

identifiable information or organization names throughout this study. The data have been 

stored securely per the IRB requirements outlined by Walden University. 

I will maintain exclusive access to all data on a password-protected, encrypted 

external drive and lock in a fireproof safe for 5 years to protect participants’ 
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confidentiality. Five years from the date of publication of this study, all collected 

research data on the external hard drive will be permanently destroyed, including any 

audio recordings and paper records as detailed in the Ethical Research section, in keeping 

with Walden University IRB requirements regarding informed consent. 

Data Collection 

Instruments 

Rutberg and Bouikidis (2018) stated that the researcher is the data collection 

instrument in qualitative research. I was the primary data collection instrument for this 

study.  I used semistructured interviews for data collection. I used six open-ended 

questions within the data collection instrument. According to Rutberg and Bouikidis, in-

depth interviews can lead to thick, rich data collection as the researcher can identify 

additional areas to explore through follow-up questioning. To ensure credibility and 

reliability, I asked each participant the same interview questions. I applied member 

checking during the interview process to achieve research reliability, validity and reduce 

bias. Member checking is a credibility technique in which participants are given data or 

findings and asked to verify the correctness and truthfulness (Birt et al., 2016). I used 

transcription checking to verify the accuracy of participants' responses to interview 

questions. I provided participants an e-mail summary of my interpretation of their 

interview responses to accurately capture the participants' responses. I used an interview 

protocol to maintain consistency throughout this qualitative research study. The interview 

protocol consists of ensuring interview questions align with the research questions, 

developing open-ended questions to elicit explicit details, and member checking 
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(Castillo-Montoya, 2016). Pre-interview activities consisted of a personal introduction, 

verification of proper completion of informed consent forms, disclosure of interview 

recording, and study confidentiality review.  Through semistructured interviews, 

participant observation with notetaking, the reliability, validity, and overall quality of the 

research study improves. 

Data Collection Technique 

Data collection commenced following IRB approval. Participants who met the 

research criteria received an e-mail invitation to participate in the study. Once a 

participant agreed to participate in the research, the participant received a consent form to 

participate in the study. The consent form detailed the withdrawal process, the disclosure 

of incentives, and data safeguard. Once I received consent via e-mail, I requested a 

convenient date and time for a telephone interview. All participants received a copy of 

the interview questions via e-mail before the interview. 

Interviews were the primary data collection technique. Data comes from various 

sources such as focus groups, interviews, field observations, documents, audio, video 

recordings, and other multimedia sources in qualitative research (FitzPatrick, 2019). I 

used open-ended questions to capture the necessary data to address the research question. 

According to Bengtsson (2016), in-depth face-to-face interviews allow the researcher to 

deepen the discussion through follow-up questions, generating thick, rich data.  I 

preserved participants’ privacy by conducting interviews in an empty room with the door 

closed to prevent our conversation from being overheard by others. I took notes before 

and after each interview. Interviewer notes offer additional insight into interviews, such 
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as participant's gestures and emotions and my own experiences during the process 

(McClelland, 2017).  I recorded all interviews using a digital recorder. After the 

interviews, I transcribed the recordings using NVivo transcription software. Transcribing 

the interview allowed me to develop a deep understanding of what the interviewee was 

saying, which assisted with data analysis (FitzPatrick, 2019; Saldaña, 2015). I reviewed 

the transcribed text while listening to the audio recording to ensure accuracy and 

summarized my interpretation of member checking responses.  

Triangulation helped to enhance the accuracy of interpretation. Triangulation 

consists of collecting and analyzing data from various sources using multiple methods to 

identify a convergence of results (FitzPatrick, 2019). I used methodological triangulation 

to compare the information presented in the interviews with data found in open-source 

documents that could detail security policies and training methods used to protect PII 

from phishing attacks. Open-source documents includes information security policies, 

guidelines, and training plans. Triangulation contributes to the accuracy of a research 

project as it involves using numerous theories, data sources, or research methods to 

obtain a complete picture of a phenomenon (Moon, 2019).  

Each participant received an individual summary of my transcript's interpretation 

for review to ensure accurate representation and credibility (FitzPatrick, 2019). I asked 

participants to edit, clarify, elaborate, and comment on the narrative summary to ensure I 

understood their viewpoint. In the data analysis, I incorporated feedback from each 

participant and confirmed themes that emerged in the study. Purposeful sampling is an 

appropriate technique for qualitative descriptive research (Lambert, & Lambert, 2012). A 
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qualitative descriptive research design is a suitable method for determining the who, 

what, and why of a phenomenon (Kim et al., 2017). Researchers may understand a 

phenomenon through rich descriptions offered by study participants (Magilvy & Thomas, 

2009). The main objective of qualitative research is to gain a deep understanding of a 

phenomenon through the experiences of those who lived through the phenomenon 

(Castleberry, & Nolen, 2018). Thematic analysis helps analyze data collected through 

qualitative research (Castleberry & Nolen, 2018). Lemon (2017) suggested applying 

mindfulness to qualitative research data collection as a means of remaining present and 

objective throughout the process. Qualitative researchers can mitigate biases by selecting 

an appropriate data collection method (Fusch et al., 2018). Fusch et al. (2018) offered 

four types of triangulations, (a) data triangulation, (b) investigator triangulation, (c) 

theory triangulation, and (d) methodological triangulation. Rosenthal (2016) argued that 

to understand a phenomenon, the researcher needs to talk to people who have had the 

experience the researcher wants to learn. 

Data Organization Techniques 

I used two audio recorders to record all interviews of the participants as a 

precautionary measure. Two audio recorders were necessary to preserve data should one 

of the recording devices become damaged, lost, or malfunctioned. I used data 

organization techniques to construct, codify, organize, and securely store data collected 

during this study. I used NVivo 12 qualitative analysis software to manage and organize 

this study's information.  NVivo allowed me to analyze, visualize, and organize data to 

uncover any patterns it contains. NVivo software can manage resource materials in 
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various formats or file types. The file types used in this study included spreadsheets, 

documents, portable document format (PDF), and web pages. Using NVivo I transcribed, 

and stored audio files created from the participant's interviews. I used Microsoft Word to 

create consent forms and document the interview process with participants. After each 

recorded interview, I used NVivo 12 to transcribe the interviews and saved each 

transcript in a case. Cases in NVivo 12 are containers that store pertinent data needed for 

analysis. I labeled the cases using the format Case 1, Case 2, Case 3.  I managed each 

transcript in a Microsoft Word document and removed participant's personally 

identifiable information. I stored the member-checked transcripts, research log, and 

archival documents in a folder labeled for each case study. 

Next, I organized all collected and reviewed data into categories using NVivo. 

NVivo can assist the researcher in coding, auditing, and organizing data (O'Kane et al., 

2021). NVivo software can organize information according to case and theme.  NVivo 

allows for manually creating codes while examining data content. I took interview notes 

in a research log to contribute to my study's confirmability, reliability, and validity. I used 

a reflective journal to document my thoughts, feelings, reactions, and reflections on what 

I experienced during the study. In qualitative research, reflective journals are tools that 

promote self-awareness and evaluation (Sahin et al., 2019). Reflective journals can also 

help researchers identify weaknesses and create strategies for improvements (Sahin et al., 

2019). I used reflective journals to document the events and thoughts experienced during 

the study.  I stored the interview recordings, transcripts, and all notes on an encrypted 
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hard drive only accessible by me. I will destroy all data collected during this study after 5 

years from the completion date. 

Data Analysis Technique 

In this section of the research study, I outline the data analysis techniques I used 

to analyze data collected about information security strategies to protect the 

confidentiality, integrity, and availability of data and prevent data breaches. The data 

analysis stage involves thematic exploration of data collected through observations, 

interviews, and other qualitative data collection techniques (Yin, 2013). After the 

transcribed interview was reviewed and accepted by each participant as accurate, I 

performed thematic analysis on all other data collected during this study using NVivo 

version 12. I used data triangulation to verify findings and improve the quality of the 

research. 

Coding 

When conducting data analysis, I was the instrument and judged coding, theming, 

decontextualizing, and re-contextualizing the data. As a result, I needed to be objective 

during analysis and allow the data to speak for itself. I used the audio recordings and 

visual transcripts from participants' responses in the interviews to discover common 

themes about the topic under study to analyze the data. I then reviewed all themes and 

ensured all names were defined. Finally, I created a report on the themes and codes. 

The transcripts from the interviews were coded or deconstructed into manageable 

code categories for analysis. Coding helps the researcher make sense of their data 

concerning the research questions (Elliott, 2018). Coding is a way of labeling, mapping, 
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or tagging data that are relevant to a particular point (Elliott, 2018). Coding may be 

performed manually or with qualitative data analysis software such as NVivo. NVivo can 

assist the researcher in coding, auditing, and organizing data (O'Kane et al., 2021). 

NVivo software can organize information according to case and theme. NVivo allows for 

manually creating codes while examining data content. I used different coding labels to 

organize the themes while conducting data analysis.  

When the transcripts were coded into categories, the codes were placed into 

categories to create a clearer picture of the data. I used the inductive coding method; the 

codes emerged based on the present data. After I gathered all the data from the 

interviews, I began coding the common responses that emerged from the data. To ensure 

the accuracy of the coding process, I extracted the most accurate and relevant codes from 

the data.  

Reliability and Validity 

Reliability 

The following section of the study introduces reliability and validity for 

qualitative research. Lincoln and Guba (1985) proposed four criteria for evaluating the 

reliability of qualitative research (a) credibility, (b) transferability, (c) dependability, and 

(d) confirmability.  

Validity 

According to Cypress (2017), validity refers to the investigative rigor used in 

qualitative research.  I used semistructured interviews for data triangulation. Collecting 

rich data from participants is vital for obtaining a complete understanding of an event or 
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experience (FitzPatrick, 2019). Selecting an appropriate methodology and sample 

population to explore a phenomenon is required for ensuring validity (Mohajan, 2017).  

Validity occurs by guaranteeing the achievement of dependability, confirmability, 

transferability, and credibility. 

Dependability 

In qualitative research, dependability refers to achieving consistent results when 

using a specific research method. Member checking helps establish trustworthiness.  

Member checking allows participants to provide feedback on any data collected and offer 

additional information if necessary (Ellis, 2019). 

To ensure that a study is repeatable, researchers can create an audit trail of the 

data collection process and study methods (Forero et al., 2018). I documented the entire 

data collection process. Participants should have an opportunity to review their interview 

transcripts along with the researcher’s interpretations to validate findings (FitzPatrick, 

2019). Data triangulation and member checking assure the accuracy, dependability, and 

credibility of research (Jordan, 2018).  I used data triangulation and member checking to 

ensure this study's accuracy, trustworthiness, and credibility. Data triangulation is the 

process of collecting data through multiple sources to obtain a complete assessment of a 

phenomenon (Moon, 2019). I used an interview protocol to promote dependability 

further. 

Credibility 

Credibility in qualitative research refers to the findings' truthfulness and accuracy 

(Hammarberg et al., 2016). I established credibility through the ethical treatment of 
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research participants and integrity in data collection, analysis, and presentation of 

findings (Abdalla et al., 2018). To ensure this study's credibility, I adhered to the research 

method, design, data collection, and analysis. I asked participants the same interview 

questions. According to Lincoln and Guba (1985), member checking is an essential 

technique for establishing credibility as participants can confirm the accuracy of the 

researcher's interpretation of their experiences. I employed member checking by 

reviewing my interpretation of individual interview responses with each interviewee for 

accuracy. Two methods for creating credibility are extended engagements with study 

participants and reflective journaling (Connelly, 2016). Triangulation is the process of 

examining a phenomenon through multiple viewpoints to achieve a deeper understanding 

of the research topic and minimize biases (Abdalla et al., 2018). I ensured the credibility 

of this study through triangulation.  Triangulation uses multiple data sources, research 

methods, or theories to ensure the accuracy or comprehensiveness of a research study 

(Moon, 2019). 

Transferability 

Transferability in qualitative research refers to the ability to transfer data results to 

other settings. Selecting qualified participants to answer the research questions is one 

approach for generating valid and generalizable results (Weis, & Willems, 2017). Daniel 

(2019) wrote that thoroughly explaining delimitations helps with achieving 

transferability.  Daniel also suggested including the researcher's rationale for selecting 

data collection and analysis methods, along with any challenges they faced during 

research. Similarly, Maxwell (2020) reasoned that transferability is possible when the 
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researcher provides enough details about the contexts, meanings, settings, population, and 

study processes. The reader can determine the likelihood that results apply to a different 

location or people. 

Confirmability 

To achieve confirmability, I documented the entire data collection process, 

including all notes taken and recordings.  I used triangulation to promote confirmability. I 

also recorded and reviewed transcripts and conducted member checking and note-taking 

during the interview process. 

Data Saturation 

I examined multiple data sources in my research study to achieve data saturation. 

Because this is a multiple case study, I interviewed participants from various 

organizations until I no longer discovered new information, patterns, or themes.  I 

maintained a record and awareness of all collected data. I reached data saturation when 

results became redundant. I achieved data saturation using a purposive sample size for the 

study. The utilization of purposive sampling supported data saturation by identifying 

participants with rich and detailed experiences in data security within each case study. 

Transition and Summary 

In Section 2, I presented the research method and design that I used to conduct 

this study. I also outlined my role as the researcher, study participants, population, 

sampling, ethical guidelines for the research, data collection, reliability, and validity. I 

also described data collection instruments, data collection techniques, and data analysis 
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techniques. Additionally, concerning reliability, and validity, I detailed dependability, 

credibility, transferability, confirmability, and data saturation. 

In Section 3, I elaborate on the qualitative study focusing on the overview of the 

research, presentation of the findings, application to the applied information technology 

problem, and implications for social change. I then present recommendations for action 

and further study. Last, I offer personal reflections for this qualitative study. 
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Section 3: Application to Professional Practice and Implications for Change 

Introduction 

The purpose of this qualitative multiple case study was to explore the strategies 

that IT managers use to protect PII from phishing attacks. I collected data for this 

research by conducting semistructured interviews with eight IT managers and reviewing 

open-source information security documents. Four themes emerged from the data 

analysis: (a) users are the first line of defense in protecting PII, (b) preventing phishing 

attacks is challenging for small businesses, (c) users are a challenge in protecting PII 

from phishing attacks, and (d) user awareness and training is the best defense against 

phishing attacks. In this section, I discuss the findings, applicability to professional 

practice, implications for social change, recommendations for action, and 

recommendations for future research, ending with a conclusion. 

Overview of Study 

I commenced this study to understand how some IT managers in small businesses 

protect PII from phishing attacks. Small businesses are attractive targets for 

cybercriminals due to their lack of robust security (Wolf et al., 2021). The data I collected 

indicated that users are the greatest asset and primary threat to information security. 

Alzamil (2018) noted that some employees lack an understanding of the importance of 

information security and often fail to comply with information security practices and 

policies. Chinyemba and Phiri (2018) made a similar observation and stated that 

employees do not always comply with access control policies. One of the biggest 

challenges is making employees aware of information security threats while also ensuring 
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that they consistently engage in appropriate security behavior. Phishing techniques are 

constantly evolving, and to stay abreast of these threats, security managers must be 

vigilant. Small businesses can reduce their risk of suffering data breaches via phishing 

attacks by offering information security training and developing, implementing, and 

enforcing strong security policies and processes. 

Presentation of the Findings 

I conducted semistructured interviews with eight participants, performed member 

checking to validate the data, and used purposeful sampling to select participants. 

Purposeful sampling supports a researcher’s ability to select desired qualities in 

participants (Andrade, 2021). I utilized TAM and UTAUT as the conceptual and 

supporting frameworks for this study. My goal was to determine if strategies for 

protecting PII and preventing data breaches through phishing attacks aligned with the 

PEOU and PU concepts outlined within TAM and UTAUT. Within the context of these 

frameworks, PU refers to IT managers’ belief that information security policies, 

processes, and technology will enhance their ability to protect data from various threats. 

PEOU refers to the simplicity of using security technology and complying with 

information security processes and policies. 

I found evidence that the cases in this study employed elements of both TAM and 

UTAUT as part of their data protection strategy. In addition to conducting semistructured 

interviews, I collected publicly available documents related to information security 

policies. I performed triangulation by comparing data collected through the 

semistructured interviews and publicly available information security policies. I 
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transcribed the interview recordings to Word documents, sanitizing files to remove filler 

words, time markers, and irrelevant interview discussions. I also added written responses 

to follow-up questions to the appropriate participants’ Word document. I uploaded the 

collected documents and sanitized files into NVivo 12 for analysis. Data analysis yielded 

four dominant themes: (a) users are the first line of defense in protecting PII; (b) 

preventing phishing attacks is challenging for small businesses; (c) users are a challenge 

in protecting PII from phishing attacks, and (d) user awareness and training is the best 

defense against phishing attacks. 

All participants were IT managers with experience in information security in 

small businesses. IT managers are responsible for storing, processing, transmitting, and 

protecting sensitive information. Sensitive information refers to organizational, 

employee, customer, partner, and vendor information. Therefore, developing and 

implementing effective information security strategies is essential for IT managers. 

In the following section, the four themes that emerged during the data analysis 

phase are evaluated against the review of the literature and examined through the lens of 

Davis’s (1989) TAM and Venkatesh et al.’s (2003) UTAUT, which served as the 

conceptual and supporting frameworks for this study. 

Theme 1: Users Are the First Line of Defense in Protecting Personally Identifiable 

Information 

The theme of users being the first line of defense in protecting PII was the 

primary theme to emerge during the data analysis stage of this study. The findings of this 
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study demonstrate alignment with existing literature in the concept of users being a 

crucial element of information security. 

All participants indicated that users were assets and liabilities when protecting PII 

from phishing attacks. Users may be a threat to information security through 

inexperience, negligence, or malicious intent. This finding aligns with that of Thompson 

(2016) and Ki-Aries and Faily (2017) that users are the weakest link in the information 

security chain. Employees can expose proprietary and personal information to loss, 

damage, or compromise (Ki-Aries & Faily, 2017; Thompson, 2016). Informed users who 

consistently engage in appropriate security behaviors can reduce the risks of data loss 

through phishing attacks. 

When examining this theme through the lenses of TAM and UTAUT, creating 

and implementing simple policies, processes, and procedures can increase users’ 

compliance and reduce the likelihood of them engaging in inappropriate security 

behaviors. PEOU is a pillar of both TAM and UTAUT. PEOU is the simplicity associated 

with adopting a technology. To et al. (2021) suggested that pleasant and straightforward 

experiences increase users’ likelihood of adopting new technology. Likewise, the 

UTAUT behavioral factor EE aligns with this theme. According to Puriwat and 

Tripopsakul (2021), EE refers to the ease of using a system. EE relates to the effort 

needed to develop, implement, and maintain PII policies, processes, and technologies. 
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Table 1 

Frequency of First Major Theme in Participant Responses and Documentation 

 Participant Document 
Major theme Count References Count References 

Users are the first line of defense in 
protecting PII 

8 42 11 150 

 

Theme 2: Preventing Phishing Attacks Is Challenging for Small Businesses 

The theme of preventing phishing attacks being challenging for small businesses 

was the second theme to emerge during the data analysis stage of this study. The second 

theme that emerged from interviews and collected documents from this study aligned 

with the findings in the literature. Phishing attacks can occur through email, text 

messages, or phone calls. Defending against phishing attacks is difficult for small 

businesses for various reasons. Five participants reported that they were vulnerable to 

multiple kinds of phishing attacks. The most frequently noted attack was email phishing. 

P6 described email phishing attacks as “harmless-looking emails that contain links.” P8 

noted spoofing attacks, wherein customers are asked to enter credentials into a webpage 

that looks legitimate, but it is not. Four participants indicated being vulnerable to spear-

phishing attacks. P7 and P2 pointed out that smishing is a common phishing tactic. P7 

described smishing as “phishing attacks that come in the form of text messages.” Table 2 

presents the most common types of phishing attacks. 
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Table 2 

Most Common Phishing Attacks 

Phishing attacks Number of participants 

Email phishing 6 

Spear phishing 4 

Smishing 2 

Whaling 2 

Phone calls 1 

HTTPS phishing 1 

Note. Participants reported multiple types of attacks. 

 

Table 3 

Frequency of Second Major Theme in Participant Responses and Documentation 

 Participant Document 
Major theme Count References Count References 

Preventing phishing attacks is 
challenging for small businesses 

8 12 2 64 
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Five participants listed more than one challenge to phishing attack prevention, 

including the rapidly changing nature of kinds of phishing attacks. For three participants, 

the costs associated with phishing prevention were a challenge. “Top email filters can 

cost money to monitor,” said P2. Similarly, P7 said, “Another challenge that I had to deal 

with was the lack of funding to implement these strategies. I have often seen 

[organizations] take the cheaper option as it pertains to providing funding to help protect 

customers’ PII.” P8 said, “the challenges of lack of financial resources” were a problem. 

Another challenge to phishing prevention was technology. P3 listed several 

technological challenges, including email and web filters, which do not always reduce 

phishing attacks, “attack vectors are polymorphic,” and workstations become susceptible 

to phishing attacks when patches are not up to date. According to P8, the challenge was 

“personnel resources and personnel skills relative to the strategies of building a security 

plan.” 

The theme of preventing phishing attacks being challenging for small businesses 

aligns with existing literature regarding challenges associated with preventing phishing 

attacks. Legg and Blackman (2019) contended that defending against spear phishing 

campaigns is challenging because they are not easily detected by users or technical 

protections such as spam filters. Bhardwaj et al. (2020) agreed that traditional email 

security tools such as spam filters are ineffective in preventing spear phishing attacks. 

Bhardwaj et al. also argued that novice and experienced users could fail to recognize 

spear phishing attacks due to their rapidly evolving tactics. Defending against phishing 

attacks requires a robust user awareness and training program to help users recognize 
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spear phishing emails. Spam filters are not well suited in identifying the minute details 

that distinguish legitimate emails from deceptive spear phishing emails.   

Within the context of TAM and UTAUT, the concept of preventing phishing 

attacks being challenging for small businesses aligns with the TAM factor PU and the 

UTAUT element PE. PU refers to the effectiveness of user awareness and training along 

with technical security tools to prevent phishing attacks. PE refers to the belief that user 

awareness and training with technical security tools will prevent data loss through 

phishing attacks. Usage of technical tools and user training to prevent phishing attacks 

aligns with Sengkhyavong (2019) in that PU is a significant factor in IT managers’ 

decision to support a specific technology. Small businesses’ employment of user 

awareness and training and spam filters supports Puriwat and Tripopsakul’s (2021) 

assertion that PE refers to the extent to which users believe that a system will help them 

perform their jobs. 

Theme 2 focused on the types of phishing attacks small businesses face and the 

challenges to protecting customers’ PII. However, the most prominent challenge that 

participants noted was users. I created the following theme, Theme 3, to focus solely on 

users as a challenge to protecting customers’ PII. 

Theme 3: Users Are a Challenge to Preventing Phishing Attacks 

According to six participants, users’ lack of knowledge and understanding of 

policies presented the most significant weakness in protecting against phishing attacks. 

P1 described the challenge of “teaching users to identify suspected phishing emails.” 

Similarly, P3 reported the challenge of training people to “effectively recognize phishing 
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campaigns.” P6 added to the challenges that users present, stating, “Users do not always 

abide by security policies,” but also noted that when users know that security tools are in 

place, they “become complacent about security.” P7 explained, 

Some of the challenges that I have experienced often originate with the users. A 

lot of my users do not like some of the policies that I have to enforce in order to 

protect them. I often hear that our policy on password complexity and minimum 

character length is too strict. 

In addition to the threats to customer PII and challenges to securing PII addressed 

in Theme 3, users presented the biggest challenge to securing customers’ PII. In addition, 

participants reported that users were the primary consideration when designing systems 

to protect PII. P1 reported two primary considerations, user awareness and user 

education. P2 said, “You have to think about the customers involved when developing 

strategies.” In addition, Participant 6 noted that “security technology should not interfere 

with users’ ability to access information and perform their jobs.” 

Access to data was also a primary consideration. Participant 5 said that it was 

important to limit “physical access to data.” Participant 6 explained, “Access is a 

consideration when implementing strategies to protect PII.” 

The theme of users being a challenge to preventing phishing attacks supports 

existing literature on users’ lack of awareness of phishing attacks. This theme also aligns 

with existing literature on users’ failure to comply with information security policies. 

Ramsey and Seyyedhasani (2021) asserted that users’ awareness of cyberthreats, strong 

password policies, and physical and logical data access controls are essential steps 
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towards reducing the risk of data breaches. Similarly, Panjwani et al. (2016) found that 

access control, user privileges, and security policy implementation challenge small 

businesses. Das et al. (2019) wrote that users may unwittingly cause a data breach by 

failing to comply with security procedures. Small businesses may reduce the threat of 

data breaches through both technical and nontechnical measures. Increasing awareness of 

cyberthreats and implementing data access controls, strong password policies, and 

information security policy enforcement are vital to protecting data from internal and 

external threats. 

When viewed within the context of TAM, the theme of users being a challenge to 

preventing phishing attacks aligns with the TAM factor PEOU and the UTAUT element 

PE. PEOU refers to users’ perception of the simplicity associated with complying with 

information security policies and using security technologies. Cuganesan et al. (2018) 

argued that protecting data requires considering the human element of information 

security. Razmak and Bélanger (2018) asserted that users are more likely to use an 

information system if they develop a positive relationship with it. PE refers to 

implementing information security technology that does not interfere with users’ ability 

to access information and perform their duties. If a system is cumbersome or impedes 

users’ ability to perform their jobs, they will likely reject it (Peterson et al., 2020). Small 

businesses can improve their security posture by implementing technology and policies 

that are easy to use, perform as expected, and do not inhibit access to information. 
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Table 4 

Frequency of Third Major Theme in Participant Responses and Documentation 

 Participant Document 
Major theme Count References Count References 

Users are a challenge in protecting 
PII from phishing attacks 

6 23 7 129 

 

Theme 4: Training Users Is the Best Line of Defense Against Phishing Attacks 

Themes 2 and 3 presented data showing the challenges to securing small business 

customers' PII, and that, according to participants, users were the biggest challenge. 

Users were also participants' primary consideration when creating security systems to 

protect PII. However, as users represented a security threat, users could be an asset to 

preventing phishing attacks with appropriate training. According to Adil et al. (2020), 

user training in conjunction with technical methods is a practical tool for preventing 

phishing attacks. Likewise, Sadiq et al. (2021) argued that users could avoid falling 

victim to phishing attacks by staying abreast of phishing tactics and techniques. 

Prevention efforts are focused on providing regular and thorough training to users, 

including simulations of the impact of attacks. User awareness training taught users to 

identify phishing attacks of various forms and use intuition and best practices to guard 

against attacks. 

P6 said, "User training is the best defense," indicating the importance of educating 

users to recognize phishing emails, which were the most identified type of attack in 

theme 2. P3 explained, 
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Phishing awareness training has become the routine within the organization. All 

employees are required to take the training on an annual basis. In addition, there 

are phishing campaign exercises every quarter. Individuals who fall victim to 

those exercises are usually provided extra remedial training. 

Several participants stressed the importance of training users as the first line of 

defense against phishing attacks. P7 said, "The first thing I do is educate the customers on 

what a phishing attack is. I believe it is imperative that they know the dangers of these 

attacks." However, participants did report implementing other forms of data protection. 

Most participants used a combination of technical and nontechnical protection methods to 

guard against phishing attacks. I present the types of data protection methods in Table 5. 

Table 5 

Types of Customer Protection 

Protection Number of participants 

Training and educating users 5 

Controlling access 4 

Filters 4 

Secure storage 2 

Strong password 2 

Encryption 1 

Multifactor authentication 1 

Software 1 
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Table 6 

Frequency of Fourth Major Theme in Participant Responses and Documentation 

 Participant Document 
Major theme Count References Count References 

User awareness and training is the 
best defense against phishing attacks 

8 54 9 28 

 

Six participants described regular, ongoing training of customers to prevent 

phishing attacks. P2 said they implement "annual PII and phishing training." P6 also used 

annual training but suggested that "quarterly training would also be beneficial." Training 

took place across different platforms. P1 and used online and classroom training, which 

included a cybersecurity specialist. P7 reported using both video courses and lectures, 

"Most training that are offered to customers are lectures and video courses." P8 

explained, "The Workforce Development Team offers in-person digital literacy training," 

and customers are allowed to earn certificates and badges through more training online. 

In addition to online and in-person training, other information was provided to 

users to help safeguard PII. P4 provided customers with pamphlets outlining standard 

phishing techniques and other kinds of threats to data. P5 gave clients "basic information 

about information security practices." Two participants found an effective way to educate 

users was to conduct exercises that showed the impact of a data breach. P3 stated, "[I use] 

phishing exercises using known attack vectors [to show] the impact it has on the 

organizational image if the attack is successful." Similarly, P6 said, "Users should be 

made aware of the consequences of falling victim to phishing attacks. 
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User awareness and training are the best defense against phishing attacks aligned 

with existing literature concerning user awareness and training as a strategy to defend 

against phishing attacks. Because users are the first line of defense in protecting data, 

they must be aware of the threats they may face and the tools to defend against them. 

According to the SBA (2019), employees opening malicious emails are among the 

primary causes of data breaches for small businesses. Nguyen and Kim (2017) asserted 

that when users have the knowledge and skills to protect information and information 

systems, they are likely to engage in appropriate security behavior. Pham et al. (2017) 

wrote that understanding the severity of a threat and the likelihood of it occurring may 

positively influence users' compliance behavior. In addition, Slonka and Shrift (2016) 

argued that presenting users with real phishing emails is an effective strategy to evaluate 

the impact of phishing on an organization's network.   

The theme of user awareness and training is the best defense against phishing 

attacks aligned with TAM's PU and UTAUT's PE. PU refers to IT managers' belief that 

user awareness and training prevent phishing attacks. PE refers to user awareness training 

as an effective strategy to prevent phishing attacks. Ključnikov et al. (2019) and 

Flowerday and Tuyikeze (2016) observed that information security awareness, education, 

and senior management support were an information security program's most crucial 

success factors. Senior management involvement in information security awareness 

training ensures that adequate resources for maintaining the program are available. 

Likewise, Hwang et al. (2021) discovered that information security training, management 

participation, policies, and visible security positively impacted users' security awareness. 
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Molino et al. (2020) found a positive relationship between users' technology acceptance 

and training, information, and resilience. Enhancing the human element of cybersecurity 

is necessary for preventing cyberattacks. While it is impossible to prevent all 

cyberthreats, small businesses can make themselves less susceptible by investing in 

information security awareness and training. Information security awareness and training 

can improve employees' confidence in adopting and implementing appropriate security 

behavior. 

Applications to Professional Practice 

The specific IT problem that formed the basis of this research was that small 

businesses' IT managers lack strategies for preventing phishing attacks resulting in PII 

data breaches. Many small businesses do not have effective strategies to protect their 

customers' PII from phishing attacks. However, the IT managers that participated in this 

study implemented procedures to protect PII from phishing attacks. The eight participants 

have experience working in small businesses where personnel and financial resources are 

sometimes limited. Because of resource constraints, the participants needed cost-effective 

and straightforward strategies. The research results showed the importance of information 

security awareness and training, technology, and management support in implementing 

security strategies to protect PII. Small businesses will find this study helpful in 

identifying strategies that can help protect their customers' PII against phishing attacks. 

The results obtained from this data could help create guidelines or best practices for 

organizations to improve or enhance their current information security programs. The 

findings of this study may be valuable in professional practice by prompting IT managers 
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to consider increasing their knowledge and understanding of effective information 

security strategies to prevent data breaches. 

Implications for Social Change 

Implications for positive social change include adding to the body of knowledge 

of strategies for IT Managers and organizations to protect customers' PII against phishing 

attacks. This study's findings may help IT managers develop effective strategies or 

frameworks for protecting their customers' PII from phishing attacks. There is also the 

potential to contribute new insights to help develop new procedures for small businesses 

to safeguard their data and information against theft or intrusions. Through improved 

information security strategies, small businesses may avoid the consequences of having 

their customers' PII compromised. More robust information security could also raise 

small business' customers' confidence in their ability to protect their personal and 

financial information. The public could benefit from this study's findings by offering 

information about protecting themselves from phishing attacks and preventing the loss or 

compromise of data. 

Recommendations for Action 

IT managers who lack strategies for preventing phishing attacks resulting in PII 

data breaches may use this study's results to develop an effective information security 

program. Information security awareness and training are essential aspects of an 

organization's information security program. IT managers can use the findings of this 

study to develop an information security checklist for their organizations. IT managers 

should strive to foster an environment that promotes acceptable security behavior and 
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attitudes. Information security policies should be straightforward and easily accessible. IT 

managers should make information security training and awareness programs vital to 

their organizational cybersecurity policies. Information security training should be 

tailored to specific audiences as employees' threats may differ based on their positions. 

Employees are the first line of defense in information security; therefore, they must 

understand their roles and responsibilities in protecting their organization's data. Also, 

senior management should support information security by allocating funds and 

personnel. Without managerial and financial support, information security strategy 

implementation is challenging. 

Compelling employees to comply with information security policies requires 

management's willingness to enforce those policies. Appropriating funds for information 

security is necessary to acquire, maintain, or upgrade the security infrastructure, execute 

security programs, user training, and policy enforcement. IT managers would benefit 

from conducting regular audits to review and update information security policies and 

training to ensure they are relevant to current security risks and threats. Senior leaders 

should communicate their expectations for updating and disseminating security policies, 

procedures, and training. Once the study is approved, I will share the literature results 

through conferences, scholarly journals, business journals, and training. Furthermore, I 

provided copies of the final research via email to all study participants. 

Recommendations for Further Study 

An effective information security program requires a combination of people, 

processes, and technology. While all elements are necessary for protecting data, it is the 
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human element that the research participants emphasized. Employees and end-users are 

the first line of defense for protecting information and information systems. Therefore, 

users must receive the tools needed to protect themselves and their organizations from 

common phishing tactics. Processes are only effective when people adhere to them. 

Hence, management must be committed to fostering a security conscience environment. 

Technology is useful when it works as intended and is maintained and updated 

consistently. Thus, IT managers should ensure that information security software is 

patched regularly and upgraded when appropriate. 

My recommendations for further research derive from the assumptions and 

limitations related to the research, literature, and information obtained from conducting 

interviews. One assumption of the study was that interview questions would produce rich, 

thick data to address the research question. Participants’ responses to interview questions 

are based on their individual experiences. I recommend that additional qualitative 

research studies include organizations and different locations to determine whether the 

findings from new research would correspond to my findings. This study was limited 

because the results may not be generalizable to the small business population because of 

the small sample size. I recommend that additional research be conducted using a 

different design or method. A quantitative study could examine the correlation of the 

results across a more significant segment of the small business population. The findings 

from this study highlighted the importance of information security awareness and 

training. Further research into information security training and awareness will reduce the 

risks of users falling victim to phishing attacks. In the end, this study has contributed to 
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the literature and paved the way for additional research in the information security 

industry.  

Reflections 

The doctoral research study was one of the most challenging academic endeavors 

I have ever experienced. Prior to starting my research, I did not realize the level of 

commitment required for completion. I spent many days, nights, and weekends reading, 

writing, and revising. I also encountered a few obstacles along the way; however, I 

always found a way to navigate them and move forward. Perseverance, discipline, and 

stamina were vital for completing my doctoral journey. Perseverance was needed to work 

through obstacles as they appeared. Discipline was required to continue writing instead of 

spending time with friends and family. Stamina helped me stay on course during a very 

long doctoral journey. At the same time, I am a better writer and researcher because of 

my doctoral research. I also better understood the qualitative research method and case 

study design. What is more, I had the opportunity to interview eight IT professionals who 

helped me understand the strategies small businesses use to protect data. As a result, I 

learned how to collect, analyze, and present data to help others transmit and store 

sensitive information safely and securely. 

Summary and Study Conclusion 

IT managers develop and implement information security strategies to protect 

data from theft, loss, or compromise. Creating an environment that is security conscience 

requires time, consistent information security awareness training, information security 

policies, technological solutions, and management support. Senior executive leadership 
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must buy into information security implementation and provide support through 

appropriate funding and constant communication. The participating IT managers agree 

that a trained workforce is the first step towards reducing the risk of losing data through 

social engineering or phishing attacks. Small businesses can improve their overall 

security posture through information security technology, physical security, and 

information security policies. 
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Appendix A: Letter of Invitation 

Date: XX XXX XXXX  
 
Dear Potential Research Participant, 
 

My name is Erin Banks. Currently, I am an Information Technology doctoral 

student at Walden University. I invite you to participate in my doctoral research study 

entitled “Exploring Security Strategies to Protect Personally Identifiable Information in 

Small Businesses”. The information that will be collected during the study will be used to 

identify strategies in protecting the confidentiality, integrity, and availability of data to 

prevent data breaches. As the principal researcher for the study, I will interview 

participants who have experience dealing with information security. If you do not have 

such experience, please disregard this invitation.  

The initial interview will be via Zoom or Skype and will take 30-60 minutes. We 

will schedule a follow-up interview to verify my understanding of your answers in the 

first interview, it is anticipated to take no more than 30 minutes.  

For the study, participation is entirely voluntary. If you agree to partake in the 

study, you can decline participation at any time, or you may refuse to answer any 

questions that you do not wish to answer.  

Information from the interview will be stored on an external hard drive and 

locked in a cabinet only accessible by me. Data from this study will be destroyed after 5 

years from the date of completion of the final study. The results of this study will be 

published; however, your name and any identifying information will be removed from 

the data to protect your confidentiality.  
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There will be no payment for participation during the study.  

The attached informed consent form will provide more details and will explain 

your rights in the study. If you agree to participate, please respond to this email with “I 

consent.”  

Please provide a few specific times that would be convenient for the initial 

interview.  

All your effort and time in participating in the study is greatly appreciated. 

Sincerely, 

Erin Banks 
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Appendix B: Interview Protocol 

1. I will introduce myself to the participant, explain my role at Walden University 

and in the Information Technology field. 

2. I will discuss with the participant during the interview that audio will be used to 

record them.  

3. I will turn on the recording devices. Two records will be used as a failsafe.  

4. I will discuss the confidentiality of the information. 

5. I will review the conditions of the informed consent to which the participant 

previously consented by email.  

6. I will begin the interview by asking about their background information. 

7. I will discuss the purpose of the study.  

8. I will be using the interview questions, as shown in Appendix B. 

9. I will ask for their company's documents for security strategies after the interview. 

10. I will explain to the participant that the interview will be transcribed and 

summarized, and a follow-up interview will be scheduled to verify the 

summarization of the interview transcript. We will set a time for the follow-up 

interview. 

11. Audio recorders will be turned off before leaving. 

12. When the interview is finished, I will thank the participant for their time and 

participation.  
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Appendix C: Interview Questions 

1. What types of phishing attacks against customers' PII has your business 

experienced? 

2. How do you protect your customers' PII against phishing attacks? 

3. What are the considerations involved when developing strategies for protecting 

your customer's PII against phishing attacks? 

4. What techniques have you found most effective in protecting your customers' PII 

against phishing attacks? 

5. What is the challenges relative to the strategies used in protecting your customers' 

PII phishing attacks? 

6. What types of training are offered to customers to protect their PII against 

phishing attacks? 

7. What additional information about your experiences protecting your customers' 

PII against phishing attacks would you like to share? 
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Appendix D: Ethics Certificate 
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Appendix E: Participant Demographics 

 Age          Years of infosec experience 

Gender 35-40 

  

41-50  51-60           2-5  6-10  11+   

Male 2   3      2             1     1     5 

Female  1           1 
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