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Abstract
The Fourth Industrial Revolution, which utilizes modern communication-dependent
technologies, including cyber-physical systems (CPS), has made exploration and
production operations more efficient in the oil and gas industry. CPS in this industry
should be secured against operational threats to prevent interruption of critical oil and gas
supplies and services. However, these systems are vulnerable to cyberattacks, and many
oil and gas companies have not incorporated effective cybersecurity measures into their
corporate management strategies. This qualitative, multiple-case study, which was guided
by the routine activity theory, explored how cybersecurity governance was applied to
develop controls that stopped or mitigated the consequences of cyberattacks against the
CPS. Interview-based data were obtained through Zoom meetings with 20 global
cybersecurity experts selected from cybersecurity-specialized groups on LinkedIn. These
data were then triangulated with global CPS cybersecurity governance standards and
methods. The data analysis resulted in nine themes, including CPS vulnerabilities and
failure consequences, predominant cybersecurity governance, the efficiency of
cybersecurity governance, governance challenges, offenders and motives, cybersecurity
enhancement, CPS governance endorsement, cybersecurity performance assessment, and
governance mandate. This study’s implications for positive social change include
recommendations for applying cybersecurity governance strategies that reduce health and
environmental incidents and prevent interruption of critical oil and gas deliveries due to
cyberattacks. These results may also help improve the living conditions of the

communities surrounding oil and gas fields and similar CPS-based industries worldwide.
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Chapter 1: Introduction to the Study

Cyber-physical systems (CPS) refer to a complex structure that encompasses
computers, communication devices, sensors, and actuators of the physical infrastructures,
either in systems-of-systems, assorted, open, or hybrid (Al-Mhigani et al., 2018;
Friedberg et al., 2017). CPS allows a broader range of products and electronic services
that positively affect peoples’ lives, including e-commerce, e-health, and smart cities
(Yaacoub et al., 2020). In the oil and gas industry, CPS has made the exploration and
production operations more efficient than ever before (Fataliyev & Mehdiyev, 2018).
However, CPS-based oil and gas operations and similar industries and services use
industrial control systems (ICS) that are vulnerable to cyberattacks (Kolisnyk et al.,
2020). Thus, in this study, I addressed the role of cybersecurity governance (i.e.,
cybersecurity policies, standards, and best practices), in working towards more dynamic
controls to stop or alleviate the effects of cyberattacks against CPS. There is a crucial
need to secure CPS against cyberattacks and the consequential loss of control over
operational safety in the oil and gas industry (Syed et al., 2017; Yaacoub et al., 2020).
The results of this study may lead to a positive social change to the oil and gas industrial
communities. For instance, governmental authorities’ leaders and corporate managers
may use this study to explore concepts, tools, and techniques to use cybersecurity
governance to avoid interruption of critical supplies for communities, such as electricity
and water.

In this chapter, I address the background of the study, problem statement, purpose

of the study, research question, conceptual framework, nature of the study, definitions of
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operational terms, assumptions, scope and delimitations, limitations, and significance of
the study. I conclude this chapter by providing a summary of its major sections and a
transition to Chapter 2.
Background of the Study

CPS incorporates ICS to monitor and control industrial operations. Supervisory
control and data acquisition (SCADA) is a form of ICS that encompasses graphical user
interface, communication networks, and computers to manage the safe and optimum
operations of remote processing equipment (see Alladi et al., 2020). Presently, one of the
highest concerns correlated with most old-style ICS is that they use outdated software
and operating systems that make them vulnerable to cyberattacks (Alladi et al., 2020;
Kolisnyk et al., 2020). The 2017 Global Report about the state of ICS-based industries
and services stated that approximately 54% of organizations worldwide had experienced
an ICS security breach in 2017 (as cited in Schwab & Poujol, 2018, p. 15). According to
Jindal et al. (2020), there is likely to be an upsurge in the risk of cyberattacks against
CPS/ICS-based industries. Protecting CPS-based digital critical assets and infrastructures
against cyberattacks has become crucial for survival and requires that corporate
management of critical industries, such as oil and gas, incorporate proactive
cybersecurity measures into their corporate management strategy (Shaik et al., 2017). The
gap in knowledge on the CPS cybersecurity discipline that this study addressed was the
use of governance as proactive measures to secure CPS operational safety and ensure
uninterrupted supplies of critical services to communities, such as electricity and water

supplies. Addressing this knowledge gap is essential because the current CPS safety and
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security policies, standards, and best practices are not yet operative enough in protecting
the CPS-based industries and services, including the oil and gas industry (Asplund et al.,
2018). CPS safety and security will bring new research challenges to researchers for
decades to come as long as the industries continue to integrate physical things with
computing capabilities (Cardenas & Cruz, 2019).

This study may contribute to enhancing CPS safety and security by promoting the
role of cybersecurity governance as preemptive measures to prevent cyberattacks or
mitigate their consequences, including operational incidents and interruptions of
communities’ critical services and supplies.

Problem Statement

Industry 4.0 refers to the Fourth Industrial Revolution, which utilizes modern
communication-dependent technologies and systems (e.g., the Industrial Internet of
Things [IIoT]) and CPS to develop smart manufacturing systems and electronic services
(Vaidya et al., 2018). CPS allows a broader range of products and electronic services that
can positively affect peoples’ lives, including e-commerce, e-health, and smart cities
(Yaacoub et al., 2020). In the oil and gas industry, CPS has made the exploration and
production operations more efficient than ever before (Fataliyev & Mehdiyev, 2018). The
downside is that connecting the cyber and physical aspects of CPS gives rise to new
cybersecurity challenges; hence, there is a crucial need to secure CPS against
cyberattacks and the consequential loss of control over operational safety in the oil and
gas industry (Syed et al., 2017; Yaacoub et al., 2020). There are essential gaps in the

literature related to CPS because the current CPS safety and security policies, standards,



and best practices are not yet effective enough in safeguarding the CPS-based industries
and services, including the oil and gas industry (Asplund et al., 2018).

The general problem is that CPS-based oil and gas operations use ICS that are
vulnerable to cyberattacks (Kolisnyk et al., 2020). The latest global trends of the reported
cyberattacks on ICS-based industries and services revealed that an average crash of a
cyberattack on a company’s ICS costs approximately $5M and 50 days of system
downtime (Alladi et al., 2020). The 2017 Global Report on the state of ICS-based
industries and services stated that approximately 54% of organizations worldwide had
experienced an ICS security breach in 2017 (as cited in Schwab & Poujol, 2018, p. 15).
There is likely to be an upsurge in the risk of cyberattacks against CPS-based industries
and associated ICS (Jindal et al., 2020).

The specific problem is that 82% of the oil and gas respondents reported that their
organizations were subject to cyberattacks in 2015, and 69% of these organizations
indicated that they were not confident that their systems could detect cyberattacks
(Tripwire, 2016, p. 1). The risk mitigation costs money, service interruption, and
reputation consequences on the industry; cybercrimes and cyberattacks could harm a
company’s performance and the nationwide economy (Venkatachary et al., 2017). The
current CPS safety and security policies, standards, and best practices are not yet
operative enough in protecting the CPS-based industries and services, including the oil
and gas industry (Asplund et al., 2018).

This study was essential and unique because it included analyses of three data

sources with goals to bridge a noteworthy gap in the existing literature and added to the



body of knowledge in the cybersecurity field. To achieve these goals, I explored the role
of cybersecurity governance in working towards more dynamic controls to stop or
alleviate the effects of cyberattacks against CPS.
Purpose of the Study

The purpose of this qualitative, multiple-case study was to explore how
cybersecurity governance can be applied to develop controls that stop or mitigate the
consequences of cyberattacks against the CPS in the oil and gas industry. The focus was
on the safe and secure use of CPS as a pillar of Industry 4.0 in the oil and gas industry to
provide an increased understanding of the safety and security concepts, tools, and
techniques of CPS. The new knowledge gained from this study may help the
standardization firms, regulatory bodies, and corporate cybersecurity managers discover
new safety and security control elements to enhance the current CPS defense system
through the effective use of cybersecurity governance.

Research Question

The main research question that guided this study was as follows: How can
cybersecurity governance be applied to develop controls that stop or mitigate the
consequences of cyberattacks against the CPS in the oil and gas industry? The interview
questions used to gather data for this study are listed in Appendix A, which served as an
instrument for this study.

Conceptual Framework
For this qualitative, multiple-case study, I employed the routine activity theory

(RAT; Cohen & Felson, 1979) as a conceptual theory to explore how cybersecurity



governance can be applied to develop controls that stop or mitigate the consequences of
cyberattacks against the CPS in the oil and gas industry. The RAT became one of the
principal descriptive theories on cybercrime; RAT may demonstrate a guiding theoretical
framework for the daily practices of community-based cybercrime mitigation (Brady et
al., 2016; Harada, 2018). The concepts in the RAT that grounded this study were Cohen
and Felson’s notions that every successful violation requires at least three factors: (a) an
offender with criminal dispositions and the skill to carry out those predispositions, (b) a
vulnerable target for the offender, and (c) a lack of protectors qualified to prevent
violations. These three factors could help explore how cybersecurity governance can be
applied to develop controls that stop or mitigate the consequences of cyberattacks against
the CPS-based industries and services by envisaging the target, threat, and protection in
day-to-day routine activities (see Cohen & Felson, 1979). RAT was an appropriate
conceptual theory for this study because it helped me explore the role of cybersecurity
governance in stopping or mitigating the consequences of cyberattacks against the CPS
through envisaging the target, threat, and protection in day-to-day routine activities.
Figure 1 was developed by Schaefer and Mazerolle (2017), illustrating the waves of the

RAT.



Figure 1

Waves in RAT
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Note. Figure 1 was developed by Schaefer and Mazerolle (2017), showing waves in the

RAT: (a) original formulation of routine activity theory, (b) extension of routine activity
theory, (c) guardianship extension of routine activity theory, and (d) social process
extension of routine activity theory. From “Putting Process Into Routine Activity Theory:
Variations in the Control of Crime Opportunities”, by L. Schaefer and L. Mazerolle,

2017, Security Journal, 30(1), p. 268 (https://doi.org/10.1057/s].2015.39). Copyright

2017 by Schaefer and Mazerolle. Reprinted with permission.



The main research question, interview questions, and the RAT as a conceptual
theory guided the literature review in Chapter 2. The literature search strategy was built
on the three elements forming the RAT: (a) CPS security offenders, (b) vulnerable
targets, and (c) the lack of protectors qualified to prevent violations of cybersecurity
governance. More details about the literature search and review strategies are provided in
Chapter 2.

Nature of the Study

I chose a qualitative, multiple-case study to explore the phenomenon of strategies
on how cybersecurity governance can be applied to develop controls that stop or mitigate
the consequences of cyberattacks against the CPS in the oil and gas industry. A
qualitative study was appropriate for this guiding research question and is suitable when a
researcher needs to gain a deep understanding of a phenomenon and when asking Zow
and why research questions to guide a study (see Solesvik, 2017). A qualitative, multiple-
case study was a proper design for this study because it allows researchers to understand
the phenomenon of study by analyzing and triangulating data from multiple resources,
including governmental and corporate documents, archival data, and semistructured
interviews (see Yin, 2018).

I used the RAT as a conceptual theory for this study because it could lead to
answering the research question through foreseeing the target, threat, and protection in
day-to-day routine activities (see Cohen & Felson, 1979). This research's primary data
collection method was Zoom interviews with cybersecurity experts selected from

worldwide cybersecurity-specialist groups on LinkedIn. I audio-recorded and transcribed



these interviews using Sonix audio-to-text converter software (see Sonix, n.d.). Such an
online environment was suitable because the target participants were distributed across
many geographical locations worldwide.

To ensure the generalizability and transferability of the study results, I conducted
Zoom interviews with 20 CPS cybersecurity experts selected from a large population
comprised of various professional associations, organizations, and industries, focusing on
cybersecurity professionals with a minimum of 10 years of experience in the oil and gas
industry so that they had the relevant knowledge to contribute to the study. I aimed for 20
participants from those whom I had initially invited via email and LinkedIn connect
messages. | found that 20 participants were sufficient; Ogallo (2018) included 20
participants for a similar study. However, I intended to do fewer than 20 valid interviews
if saturation had been achieved earlier. I conducted a thematic analysis of the interview
transcripts.

I selected CPS safety and security governance endorsed and made publicly
available by the international regulatory bodies and standardization firms as a secondary
source of data. I conducted thematic analyses to make sense of the collected data.
Another consideration to ensure this study’s transferability was that only CPS security
governance endorsed by internationally recognized standardization/regulatory firms and
adopted globally by most CPS-based industries were selected for thematic analysis. The
aim of thematic analyses of selected cybersecurity governance and the interview
transcripts was to develop themes and conclude CPS cybersecurity threats, protection

tactics, and a possible means to enhance these tactics. The framework was linked to the
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instrument used to gather data as I (a subject matter expert) served as the primary
instrument to conduct the interviews, analyze their transcripts, and select and analyze
relevant CPS cybersecurity documents. Information-rich cases were derived from
experience and thematic analyses of the transcripts of the interviews as a primary data
source, and the cybersecurity governance was selected as a secondary data source.
Chapters 2 and 3 include more information on possible types and sources of data relevant
to the nature of this study.

Definitions of Operational Terms

The following key operational terms were used in this study.

Cyber-physical system (CPS): A system comprised of physical processes, and a
computational subsystem that encompasses computing devices and networking processes
(Legatiuk et al., 2017).

Cybersecurity: The process of protecting internet-connected systems that
encompass hardware, software, and data from cyberattacks by adversaries (Srinivas et al.,
2019).

Cybersecurity threat: There are two types of threats to an organization’s
cybersecurity: (a) threats from people, including current and former employees,
customers, vendors, and black-hat hackers and (b) nonpeople threats, including
environmental factors such as flood and adverse weather (Alexander & Panguluri, 2017).

Governance: The act of using regulations, internal policies, standards, and

procedures (Govindji et al., 2017).
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Industrial control system (ICS): An ICS encompasses sensors, actuators, and a
communication network to monitor and control the operation of physical equipment
coupled with it (Zhang et al., 2019).

Assumptions

The oil and gas industry is a highly regulated industry due to the intrinsic health,
safety, and environmental risks connected with the exploration, drilling, processing,
production, and distribution activities. These regulatory requirements, in addition to a
growing skill gap due to the retirement of highly experienced employees and the long-
lasting low oil prices, have motivated oil and gas companies to find creative ways to
increase productivity and efficiency and reduce operational risks through improving
regulatory compliance (Wanasinghe et al., 2020). The oil and gas companies use CPS for
their exploration, extraction, processing, and distribution operations (Shaik et al., 2017).
There is an essential need for CPS security policies, standards, and procedures as
governance to bridge the competence gap and reduce operational risks (Wanasinghe et
al., 2020). A wide range of industrial CPS-based developments has been created and used
as a part of Industry 4.0 (Lu, 2017).

The assumption is that the CPS security governances for the oil and gas industry
apply to similar CPS-based industries such as smelters, chemical plants, smart
transportation, aviation, marine, manufacturing, electrical power plants, and water supply
stations. This assumption is necessary for ensuring the study’s external validity. To
ensure the external validity of the entire study and increase its transferability, I

thematically analyzed only CPS security governance endorsed by internationally
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recognized standardization/regulatory firms and adopted globally by most CPS-based
industries. I also conducted Zoom interviews with 20 CPS cybersecurity experts selected
from a large population comprised of various professional associations, organizations,
and industries.
Scope and Delimitations

The scope of this study was delimited to the use of cybersecurity governance to
protect CPS-based industries and services from cyberattacks. The specific focus on the
use of cybersecurity governance was chosen to address particular aspects of the research
problem in this study. A qualitative, multiple-case study using the RAT as a conceptual
theory was conducted. The information was gathered from three primary sources:
CPS/ICS cybersecurity governance ISA/IEC 62443 (also referred to as ISA 99/IEC
62443 or IEC 62443), NIST Special Publication (SP) 800-82, and interviews with
cybersecurity professionals. To attain transferability of the study,

e The participants were 20 cybersecurity experts selected from worldwide
cybersecurity-specialist groups on LinkedIn, working for a wide range of
international CPS-based industries and services, including oil and gas,
petrochemicals, chemicals, smart transportation, electrical power plants, water
treatment, cement smelters, [IoT development and transformation, and
manufacturing.

e Only CPS security governance that are endorsed by internationally recognized
standardization/regulatory firms and adopted globally by most CPS-based

industries were selected for thematic analysis.
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Limitations

Cybersecurity governance, such as policies, standards, and best practices, is a
critical issue for organizations that struggle for success in protecting CPS-based assets
from cyberattacks. What constitutes successful cybersecurity governance and practices is
not yet clear, partly because concluding an exact percentage measuring cybersecurity
success is not simple (Clark et al., 2020). Due to many variables affecting the success or
failure of cybersecurity (e.g., employees’ competencies, training, and the quality of the
technologies used), sorting out a percentage measuring the contribution of governance
alone to the success of cybersecurity in protecting CPS-based infrastructure may be
inaccurate and doubtful. To overcome this limitation, quantifying the cybersecurity
governance’s efficiency against other variables was not considered part of this research
scope. Consequently, a quantitative design approach was not used for this study.

Another limitation of this study was that it focused on cybersecurity governance
designed to protect CPS-based industries as a pillar of the IIoT, which evolved from the
Industry 4.0 revolution. Hence, the result of this study may be of limited use to non-CPS-
based organizations that do not use monitors, sensors, communication means,
transmitters, actuators, and final actors for their processes.

Significance of the Study

This study is significant because it may fill a gap in understanding the role of
cybersecurity governance in enhancing the safety and security management of CPS. The
literature reviewed suggested that the consequences of cyberattacks on the critical

industries and services using CPS are upsurging (Gao et al., 2020). In the oil and gas
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industry, cyberattacks on CPS and associated ICS have resulted in a loss of control over
the safety of critical operations, such as oil and gas exploration, extraction, processing,
and distribution (Lamba, 2018). Potential health, safety, and environmental consequences
of loss of control over operational safety include loss of lives, fires, explosions, emission
of toxic substances, air pollution, and marine pollutions from oil spills (Shen et al., 2020).
Response to such potential cybersecurity incidents has become a crucial need for the oil
and gas industry and similar critical businesses and services. Organizations pursuing
control over such cybersecurity threats must acquire or develop governance policies to
provide a framework for their human and technical resources (Clark et al., 2020; Gao et
al., 2020). This study may contribute to these efforts by adding to the current knowledge
on using the cybersecurity governance to protect CPS from cyberattacks.
Significance to Practice

One of the essential gaps in the literature related to the safety and security of CPS
is that the current CPS governances are not yet successful enough in protecting the CPS-
based industries and services, including the oil and gas industry (Asplund et al., 2018).
The cybersecurity practitioners, scholars, policymakers, regulatory specialists, and
corporate managers may use this study to understand better how to manage cyberattacks
by enhancing and enforcing CPS cybersecurity governance.
Significance to Theory

This study may contribute to advancing the knowledge in the cybersecurity
discipline as it addresses the research problem through envisaging the three elements

forming the RAT: the CPS security offenders, vulnerable targets, and the lack of
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protectors qualified to prevent violations of cybersecurity governance. Data were
gathered from multiple sources and analyzed to help explore how cybersecurity
governance can be used as security controls to prevent or mitigate the harmful
consequences of cyberattacks on CPS-based infrastructures. At organizational and
societal levels, this study may contribute to promoting CPS safety and security measures
endorsed by the industrial communities using the CPS-based products and services,
cybersecurity standardization firms, and regulatory bodies.
Significance to Social Change

The results of this study could lead to a positive social change to the oil and gas
industrial communities. For instance, governmental authorities’ leaders and corporate
managers may use this study to explore concepts, tools, and techniques to use
cybersecurity governance to avoid interruption of critical supplies for communities, such
as electricity and water. This study could also help reduce the number of health and
environmental incidents resulting from cyberattacks on CPS and subsequently improving
the living conditions of the communities surrounding oil and gas fields and similar
industries and services worldwide.

Summary and Transition

In this chapter, I provided an introduction, followed by a background of the study.
I described the research problem and specified the general problem and specific problem
concerning the cyberattacks on the CPS-based infrastructures and the role of
cybersecurity governance in precluding or eradicating the harmful consequences of these

cyberattacks. I specified the purpose of the study, stated the research question, and
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provided detailed explanations of the conceptual framework and the nature of the study.
This chapter also included descriptions of the operational terms, assumptions, scope and
delimitations, limitations, and significance of the study.

Chapter 2 includes the results from the search and review of published literature
supporting the propositions and claims in this study. The literature search strategy was
built on the problem statement, main research question, and supplementary interview
questions concerning the use of cybersecurity governance as controls to protect CPS from

cyberattacks.
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Chapter 2: Literature Review

CPS-based oil and gas operations use ICS that are vulnerable to cyberattacks
(Kolisnyk et al., 2020). The 2017 Global Report on the state of ICS-based industries and
services stated that approximately 54% of organizations worldwide had experienced an
ICS security breach in 2017 (as cited in Schwab & Poujol, 2018, p. 15). In 2015, 82% of
the oil and gas respondents reported that their organizations were subject to cyberattacks,
and 69% of those organizations indicated they were not confident about their systems’
capability to detect cyberattacks (Tripwire, 2016, p. 1). There is likely to be an upsurge in
the risk of cyberattacks against CPS-based industries and associated ICS (Jindal et al.,
2020). Cybercrimes and cyberattacks could harm a company’s performance, as well as
the national economy (Venkatachary et al., 2017). The purpose of this qualitative,
multiple-case study was to explore how cybersecurity governance can be applied to
develop controls that stop or mitigate the consequences of cyberattacks against the CPS
in the oil and gas industry.

The purpose of this chapter is to analyze and synthesize the current literature on
the phenomenon of cyberattacks on CPS-based industries, especially the oil and gas
industry. This chapter addresses the literature search strategy and introduces the RAT and
qualitative document analysis as a conceptual theory and framework consistent with the
scope of this study. Key concepts addressed and topics related to the problem on which
this research project was structured and addressed in this chapter include CPS and ICS as

critical infrastructure, cyberattacks as threats to CPS/ICS, CPS/ICS cybersecurity
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countermeasures, cybersecurity concerns in oil and gas industry, state of cybersecurity
governance, conceptual framework and methodology, and gaps in literature.
Literature Search Strategy

I searched, reviewed, and selected literature on the safety and security of CPS
from many sources and in various formats, including books, publicly available
governmental regulations, standards and procedures by standardization and regulatory
bodies, peer-reviewed articles published in specialized journals and international
conference proceedings, and master’s theses and doctoral dissertations. Databases
searched included EBSCO Host, ERIC, Google Scholar, ProQuest, OnePetro, Springer,
IEEE Xplore, and ScienceDirect. Search string used (Industrial Internet of Things OR
1IoT OR cyber-physical systems OR CPS OR industrial control systems OR ICS) AND
(oil AND gas) AND (policy AND standard) AND (cybersecurity OR cyber security).
Using these keywords, I searched for articles published from 2017 onwards. I obtained
905 articles, out of which 420 articles were identified as relevant to the research problem,
research design, and research question if they fell under one or more of the following
topics: CPS and ICS as critical infrastructure, cyberattacks as threats to CPS/ICS,
CPS/ICS cybersecurity countermeasures, cybersecurity concerns in oil and gas industry,
state of cybersecurity governance, conceptual framework and methodology, and gaps in
literature.

The relevance of the articles to the study was decided after manual screening of
their titles, abstracts, introductions, and conclusion sections, and analyzing their content

against the problem statement, main research question, and interview questions, focusing
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on the following keywords: Industry 4.0, 10T, IIoT, CPS, cybersecurity, policies,
standards, oil and gas, cybersecurity threats, types of attacks, protection against
cyberattack, management role, organizational resources, CPS safety and security
framework, incident reporting, and knowledge sharing. I used the general search
keywords Industry 4.0, IoT, IloT to obtain literature addressing CPS as a pillar of these
developments and the use of cybersecurity governance within their context. I prioritized
the articles published in the last 4 years and created a weekly alert on Google Scholar to
obtain more original references as they become available through Google Scholar’s
search engine. The in-text citations were checked against the reference list in this
document using the Reference Checking Made Easy on the Recite Beta (2020) Website.
Literature Review

This section includes a thorough review of the current literature that includes
information concerning the key concepts of this study.
CPS and ICS as Critical Infrastructures

CPS are controllable and extensible network physical systems, integrated with
communication, computation, and control capabilities to interact with humans via many
modern modalities. CPS are the base and the core of Industry 4.0 and the IIoT, and they
operate based on real-time process monitoring and control functionalities (Lyu et al.,
2019). A typical CPS contains an ICS that encompasses monitors, sensors, transmitters,
and control elements to operate a production or processing unit automatically. Examples
include energy automation, machine control, process automation, and cloud robotics. In

an ICS, sensors (S) and actuators (A) are directly linked with automation elements or via
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remote input/output (I/O) modules. The mechanical process is controlled by measuring its
current state using the sensors, then regulating the corresponding signals to actuators to
achieve the desired state (Falk & Fries, 2020). Figure 2 shows an example of CPS/ICS as
described by Falk and Fries (2020).

Figure 2

Example of CPS/ICS
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Ding et al. (2020) suggested that the well-organized integration of physical
processes and cyberinfrastructure with universal computation things and communication
means significantly increasing CPS’s rapid development in theoretical searches and
engineering applications. CPSs use networks of multifunctional sensors, actuators, and

cyber components to allow numerous monitoring and control operations. These
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computing and communication devices are linked together via shared communication
networks, either wireless or wired, to achieve data sensing, gathering, processing, and
transmitting functions. CPS plays a critical role in the Fourth Industrial Revolution; CPS
forms the core of modern industries, innovative manufacturing systems, and essential
applications including smart cities, medical monitoring systems, distributed robotics,
intelligent transportation systems, and generation and distribution of critical supplies
(e.g., electrical power, water, and gas; Ding et al., 2020; Lamba, 2020).

Alladi et al. (2020) noted that CPS use ICS to monitor and control industrial
operations. SCADA is a kind of ICS that encompasses graphical user interface,
communication networks, and computers to safely operate remote processing equipment
while obtaining the maximum production from the equipment. ICS comprise integrated
hardware and software mechanisms to monitor and control numerous industrial processes
and are deployed in many key industries and critical infrastructures such as oil and gas
processing, chemical processing, electrical power plants, water treatment stations,
transportation, and manufacturing (Feng et al., 2019; Shen et al., 2020).

Stouffer et al. (2015) provided a wider description of the ICS constituents, stating
that ICS combine a variety of control systems, including SCADA systems, distributed
control systems (DCS), and other control system designs such as programmable logic
controllers (PLC) that are usually found in the critical infrastructures and industrial
sectors. To conclude, CPS/ICS contain combinations of control elements (e.g.,

pneumatic, hydraulic, mechanical, electrical) that interact through a predefined process to
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accomplish an industrial objective such as manufacturing and transport of matter or
energy.
Cyberattacks as Threats to CPS/ICS

CPS and associated ICS are vulnerable to cyberattacks by many people, including
an organization’s current and former employees, customers, vendors, and black-hat
hackers (Alexander & Panguluri, 2017). As a critical infrastructure, the oil and gas
companies are more susceptible to face the escalating risk of cyberattacks than those
threatening other companies. Cyberattacks on ICS in the oil and gas industry can have
disastrous consequences on the economy and national security (Lamba, 2018).

Ding et al. (2020) classified cyberattacks on CPSs into two types, denial-of-
service (DoS) attacks and deception attacks and explained that the objective of DoS
attacks is to disturb data availability and exchangeability by maliciously consuming the
capacity of communication/computation assets. One of the tactics to do so is by
occupying channels or overriding the central processing unit or depleting memory
capacity. As a result of such hostile acts, data may not be obtained or directed
successfully to its intended destination. If data availability is completely disrupted, the
sender and receiver’s mapping function may be denoted as a null set. The goal of
deception attacks is to compromise data integrity and trustworthiness by deploying
packets over communication networks while keeping them stealthy to detectors (Ding et
al.).

Ahmad et al. (2018) claimed that security threats and privacy are some of the

most severe aspects of CPS, which is true as CPS components share enormous
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information and data. Ahmad et al. divided the CPS security/vulnerabilities into two main
categories, information security/vulnerabilities and control security/vulnerabilities,
specifying that information security/vulnerabilities involve CPS-related systems (e.g.,
embedded system, communication, networking, databases, and cloud services). In
contrast, control security/vulnerabilities include attacks on sensors, actuators, and control
devices. Based on Ahmad et al.’s claims, Table 1 provides the descriptions of possible

attacks and countermeasures related to the two categories of CPS security/vulnerabilities.
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Overview of CPS Security Threat Events and Countermeasures

Attack/vulner.
category

Threat event

Attack/threat event description and countermeasures

Control/hardware

Control/control
systems

Control/sensors
and controllers

Physical
exploitation

System model
estimation
(also known as
key plan text
attack)

False data
injection
attack (FDIA)

One of the most superficial CPS attacks for an attacker is the
physical exploitation of hardware and sensors networks. Physical
exploitation attack is more prominent in open access CPS, where
sensors network is effortlessly accessible to the public. An example
of physical exploitation is an attack on a smart energy meter that
automatically calculates energy consumption and conveys it to the
energy company. This energy meter is accessible to the attacker
who may corrupt the data by corrupting the sensing elements,
causing financial losses to the energy company (Ahmad et al., 2018;
Wurm et al., 2016). One of the possible solutions to such hardware
vulnerabilities is using smartly protected hardware. In such a
manner, the sensor and its internal circuitry are adequately sealed
and may generate an alarm when an attacker attempts to remove the
seal.

System Model Estimation: An attack occurs when the attacker
figures out the model of the control system of CPS by detecting the
data flow between sensors, actuators and associated control system,
then launch various attacks. So, the primary purpose of detecting
the model is to manipulate all system vulnerabilities (i.e., the main
target of such an attack is the closed-loop control system). The
countermeasure to this attack is implementing encryption into the
controller to improve its design. Ahmad et al. (2018) noted that
typical controllers have limited computation capability; thus,
encryption may affect the controller performance. Since encryption
is an essential security measure, the designers have to make a wise
compromise between CPS performance and security.

In this method of attack, an attacker injects false sensor data into the
sensor controller. FDIA can be mainly used to damage smart grids,
smart homes and CPS-based services. The ultimate goal of an FDIA
attack might be preventing a physical device or an actuator from
performing its intended operation or cause financial loss to a
company. FDIA effectively be detected using a cross-correlator.
Other countermeasures to prevent FDIA include data encryption,
using Intelligent Checkers (IC), using the system's dynamic
property to deliver strong observability of the physical and control
elements, and including a security layer in smart devices and
sensors (Abdallah & Shen, 2010; Ahmad et al., 2018; Chen et al.,
2015; Mo et al., 2010; Potluri et al., 2020; Sabaliauskaite & Mathur,
2013, 2014; Wei & Mendis, 2016). Embedding a security layer in
smart devices and sensors may reduce the CPS performance due to
the limited computational power of the sensors and other small
appliances. Yet, the designers must make a wise balance between
CPS safety and performance.
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Attack/vulner.

Threat event
category

Attack/threat event description and countermeasures

Control/Sensors Zero state
inducing

Information/ Bootstrap
embedded systems  vulnerabilities

Information and Malware

control/internet

services for

sensors

Information/ Man-in-the-

communication middle (MitM)
attack

An attacking method that can be continued for an arbitrarily long
time, beginning at zero. In zero state inducing attack, the alteration
in output is equal to the system’s response when its initial state is
zero (i.e., X (0) = 0). These attacks strike the CPS’s weakly
monitored places. Usually, zero state inducing attack is
undetectable. A practical solution to control Zero State Inducing
Attacks is using Dynamic Attack Detector (Ahmad et al., 2018;
Chen et al., 2017).

One of the significant risks to CPS is experienced during system
boot-up. At boot-up time, the system loads resources with the help
of a bootstrap program. A standard bootstrap program has no
security assurance. There is no mechanism to stop the execution of
an unauthorized program, which is a kind of security threat to CPS.
A secure bootstrap program contains code authorization. Before
executing any code, the safe bootstrap program authorizes that
code. The authorization is typically obtained through the signature
of a trusted authority. Any unauthorized code is instantly stopped
from being executed (Ahmad et al., 2018).

According to Min and Varadharajan (2014), Malware refers to
software that grants unauthorized access to any system and gathers
sensitive information. Malware is one of the probable threats to the
CPS. Malware can impair or pervert CPS-based applications like
smart grids, smart homes, power plants, and water treatment and
distribution stations. Malware can steal sensitive data or induce
harmful behavior of physical systems. Min and Varadharajan
(2015) have introduced an attack technique acknowledged as FDM
(feature distributed Malware), which can be used to attack Internet-
enabled CPS. The proposed FDM launches attack on the low-
computation and less-secure smart devices such as network
cameras, LEDs etc. FDM targets intelligent sensors and other low-
cost devices due to their limited security compared to other cyber
systems with high computation capabilities. FDM uses their service
connection to launch other hateful attacks. Increasing sensor
security is the solution to FDM attacks.

MitM is an attack on the CPS, takes place when an attacker
attempts to snoop on communication between a cyber-system and a
server. While inserting himself into the communication, the attacker
may inject false information and interrupt data transfers between
elements of a cyber system. MitM attacks can be prevented by
using virtual private networks for CPS communications.
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Attack/vulner.

category

Threat event

Attack/threat event description and countermeasures

Information/
control of CPS

Information/
remote
communication

Information/
software

Service
degradation
attack

Backdoor
attack

Software
exploitation

This type of attack targets the control loop to reduce the overall
efficiency of the CPS. Service Degradation may also decrease the
mean time between failures (MTBF) of the system by injecting
false data into the system. Some of the attackers' tactics to degrade
the CPS is creating a steady-state error or producing an overshoot
during the system's transient response time. These attacking tactics
may damage physical systems in CPS. Prevention of Service
Degradation attacks is possible using network segmentation,
firewall governance, and demilitarized zones in the system. These
measures may prevent the attackers from accessing the CPS control
loops, consequently prevent Service Degradation attacks.

A computer program enables an attacker to gain unauthorized
access and maintain access to a CPS. The attacker may use such
unauthorized access for launching various attacks. A system
Backdoor may be a serious security concern for CPS since it targets
the design of hardware and other embedded systems. Backdoors
may either be generated by a software developer for remote
administration purposes or by an intruder (Ahmad et al., 2018).
Hashemi and Zarei (2020) conducted a comprehensive study of the
Backdoor attacks in the IoT context, in which they explain that
Backdoor can bypass security devices to gain unauthorized access
to the IoT system remotely without any authentication,
identification, or authorization access control. Therefore, every
smart device that includes firmware may have a backdoor problem.
Hashemi and Zarei concluded that there are limitations in detecting
Backdoors or malware analyses as Backdoors display different
behaviors in different situations; hence, Backdoor detection is very
complicated. Researchers need to search new methods, develop
devices, or create algorithms that have never been deployed before
to prevent Backdoors

Any hardware in CPS is driven by software that is similar to the
general cyber systems in traditional PC. Therefore, the
vulnerabilities discovered in these traditional computing systems
could also be threats to CPS. The solution lies in the software
updates that are always available to CPS when released for these
general computing systems (Ahmad et al., 2018; Wurm et al.,
2016).
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Attack/vulner. Threat event Attack/threat event description and countermeasures
category
Information/ Denial of Ahmad et al. (2018) suggested that DoS refers to the event when the

embedded systems

service (DoS)

system resources are over drowned to the extent the appropriately
privileged user is restricted from the access or unable to use system
resources. A more harmful sort of DoS is Distributed DoS (DDoS),
in which many hosts attack the target concurrently. On October 21,
2016, the largest Distributed DoS attack was launched against Dyn
servers in the USA through a small CPS and IOT devices, shutting
down sites like CNN, Twitter, and Guardian. This attack shows that
little, non-secure CPS devices may be a security risk for themselves
and other systems. Countermeasures to such attacks are
implementing improved network infrastructure, DoS mitigation
ability in the CPS scheme itself or a nearby cloud network, or
forward path to the target. (Ahmad et al., 2018; Nur & Tozal, 2016)

Appendix E in the NIST SP 800-30 Revision 1 classifies a comprehensive set of

threat events that could impact information systems (see Joint Task Force Transformation

Initiative, 2012). Some of these threat events have been addressed in recent works on

CPS and ICS (see Ahmad et al., 2018; Potluri et al., 2020). Stouffer et al. (2015)

suggested that a threat is an event or situation that might produce an undesirable

consequence or impact on the ICS, resulting from some threat source. Stouffer et al. have

also noted that properties of an ICS may present unique threat events, addressing how the

threat events can manipulate the process of the ICS to cause physical damage. Table 2

was developed based on Stouffer et al. (2015), Table C-8, p. C-10, showing examples of

common threats to ICS.
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Examples of ICS Threat Events

Threat event

Description reference

Control devices
reprogrammed

Control logic
manipulated

Denial of control
action

Malware on
control systems

Safety systems
modified

Spoofed system
status information

Unauthorized changes to programmed commands in PLCs, RTUs,
DCS, or SCADA control units, alarm thresholds, or unauthorized
orders to control equipment. Such unauthorized could damage
equipment (if tolerances are exceeded), sudden shutdown of
processes (such as injudiciously shutting down transmission
lines), causing an environmental incident, or deactivating control
equipment.

Modifying the control system software or its configuration
settings modified, aiming at producing unpredictable results.

Interrupting the operation of control systems by delaying or
blocking the flow of information, thus restricting the network
availability to control system operators, or triggering information
transfer bottlenecks or denial of service (DoS).

Injecting malicious software into the ICS (e.g., virus, worm,
Trojan horse).

Manipulating the safety systems’ operation so that they either do
not operate or deliver their functions when needed or perform
inappropriate or unsafe control actions.

Sending false information to the control system operators either to
hide unauthorized changes or to pledge inappropriate or unsafe
actions by system operators.
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According to Nygaard and Mukhopadyay (2020), Dragos Inc. released a report in
August 2019, highlighting five opponents targeting the oil and gas industry that include:
(a) XENOTIME, which was first detected in Saudi Arabia in 2017, then expanded to
attack oil and gas companies in Europe and the US in 2018. According to Dragos Inc.,
these attacks compromised the ICS of numerous manufacturers and threatened a supply
chain; (b) MANELLIUM, which has been affecting petrochemical corporations since
2013, but they seem to lack an ICS-specific capability; (c) CHRYSENE was linked to the
2012 Shamoon cyberattack on Saudi Aramco Oil Company and is still evolving in more
areas; (d) HEXANE, which was first introduced by Dragos Inc. in 2019, but there has not
been much identified yet about its capabilities; (¢) DYMALLOY, which is a very
aggressive and talented activity group with the ability to acquire long-term and persistent
access to IT and operation technologies like ICS for intelligence gathering and possible
future distraction events (Nygaard & Mukhopadyay, 2020). Comprehensive analyses of
the past ICS disruptive events like these are necessary to identify the proactive measures
to be taken to prevent these attacks or mitigate their consequences.

Slowik (2019) conducted detailed analyses of the ICS disrupting incidents from
the past 4 years to understand how these threats have progressed over time and concluded
that defensive measures are needed to conquest these attacks. Slowik suggested that an
in-depth understanding of the risks posed by ICS attacks will help stakeholders from ICS
operators to policymakers to identify and implement rigorous controls and security
measures to protect critical infrastructure and preclude potential catastrophic

cyberattacks.
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An analysis of previous cybersecurity incidents could help to gain an in-depth
understanding of the risks posed by ICS attacks. laiani et al. (2020) conducted a
comprehensive study of cybersecurity-related incidents, in which they developed “Table
A.2. Cybersecurity-related incidents used in the discussion of the phases of intentional
attack and countermeasures” (pp. 40—42). That Table A.2. provided deep analyses of 67
international attacks launched on CPS/ICS parts and describes the attacks, attackers,
impacts, and countermeasures implemented. Such deep analyses provide understanding
of risks to CPS/ ICS and insights into possible counterparts to prevent the release of these
risks. The ICS incidents reported suggest that besides physical damage, the threat events
resulted in fatalities, interruption of critical services and supplies, environmental damage,
and reputation damage.

CPS/ICS Cybersecurity Countermeasures

Alladi et al. (2020) conducted case studies of significant attacks on ICS in the last
20 years and concluded that cybersecurity could be more enhanced by compliance with
the International Electrotechnical Commission (IEC) 62443, which is a worldwide
standard for the security of ICS networks. Based on analyses of cyberattack cases in their
studies, Alladi et al. recommended the following six protection measures for the
protection of ICS: regular updates to the firmware and software on CPS’s industrial
computers; using at least two-factor authentication for logging into private ICS servers;
changing passwords for CPS/ICS at methodical intervals; enhancing and updating
(through regular professional training) the competency of employees who oversee and

manage ICS’s security; establishing a provision for manual overrides and fail-safe modes
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so that detection and shutdown of the system can occur once the system is interfered
with; and imposing a policy to prohibit the use of USB drives on CPS/ICS without
rigorous antivirus checks.

The U.S. Department of Homeland Security (DHS) recommended defense-in-
depth practices, composed of the following five countermeasures for the protection of
networks: identifying, decreasing, and securing all network connections; strengthening
the network and supporting systems by restricting redundant services, ports, and
protocols while enabling existing security features and implementing vigorous
configuration management practices; continual monitoring and assessment of the
cybersecurity systems, networks, and interconnections; applying a risk-based defense-in-
depth method to secure systems and networks; and managing the human element through
specifying security requirements for networks, creating policies, and providing network
security training for all administrators and operators (see Lamba, 2018).

Cybersecurity measures have the most significant effect when they are proactive
rather than reactive. The following proactive control measures are recommended for
managing the CPS/ICS cybersecurity: monitoring of systems configurations to detect
security flaws, intrusions, and signs of compromise; obtaining filtered standardized logs,
associating, and analyzing records with state-of-the-art technologies; providing training
for employees; and carrying continuous hunting of threats grounded on proactive
cybersecurity policy. More proactive cybersecurity measures include performing
irregularity analyses; detecting artifacts or adversary tools: using indicators of

compromise (IoCs), generating hypotheses to test against diverse data sources while



watching for hidden new threat activity, and using automated detection tools to detect
security weaknesses in the dynamic domain of ICS (see Dimitrov & Syarova, 2019;
Pfrang et al., 2018).

laiani et al. (2020) suggested that the current international cybersecurity
governance provides security countermeasures, tools, risk management approaches,
policies, and best practices intended to protect a user or organization’s cyber
environment. Some cybersecurity standards are information-specific, while others are
intended for the security of operation technology (OT) systems, such as CPS/ICS.
ISO/IEC 27000 family of standards addresses information security management.
Standard ISO/IEC 27005 is primarily intended to aid with the implementation of

information security grounded on a risk management method that includes risk

assessment, risk treatment, and monitoring. The standard ISA/IEC 62443 addresses the

OT’s security by providing a dynamic framework to identify and mitigate current and
future security vulnerabilities in industrial automation and control systems (IACS).

Notably, part 3-2 of ISA/IEC 62443 guides organizations to assess risks to IACS,

identifying and executing appropriate security countermeasures to reduce IACS risks to

tolerable levels (see laiani et al.).

Stouffer et al. (2015), in the NIST SP 800-82 rev. 2, introduced the defense-in-
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depth strategy as an effective cybersecurity program that ICS-based organizations should

apply by layering security mechanisms such that the impact of a failure in any one

mechanism is minimized, while the expense of an attack is maximized. Stouffer et al.
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suggested that an ICS security program based on the defense-in-depth strategy should
include the following:

e ICS-specific security policies, procedures, training, and educational material
addressing security throughout the ICS’s lifecycle from architecture design to
decommissioning.

e ICS security governance based on the Homeland Security Advisory System
Threat Level.

e Employing a network topology for the ICS with multiple layers.

e Logical split between corporate and ICS networks (e.g., stateful inspection
firewall(s) between the networks, unidirectional gateways).

e Using a demilitarized zone network architecture to stop direct traffic between
the corporate and ICS networks.

e Critical components are redundant on redundant networks.

e Scheming critical systems for graceful degradation or fault tolerance to avoid
disastrous cascading events.

e Deactivating idle ports and services on ICS devices.

¢ Confining physical access to ICS’s network and associated devices.

e Limiting ICS user privileges to only those that are required to perform each
person’s job.

e Separate credentials and authentication methods for users of ICS network and

the corporate network.
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Using modern technologies, like smartcards for Personal Identity Verification
(PIV).

Using updated software intrusion detection, antivirus, and file integrity
checking software to secure the ICS.

Using security methods such as encryption and cryptographic hashes to ICS

data storage and communications.
Monitoring and tracking audit trails for critical parts of the ICS.

Using secure network protocols.

Abdelghani (2019) suggested that defense-in-depth strategy encompasses people

on technology, processes, governance, and other pillars of a typical defense-in-depth

strategy, including governance, physical, network, computers, applications, and devices.

Figure 3 was developed by Stouffer et al. (2015), showing a recommended defense-in-

depth architecture.
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Figure 3

Recommended Defense-in-Depth Architecture
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Note. Figure 3 was developed by Stouffer et al. (2015), showing a recommended defense-
in-depth architecture. From “NIST Special Publication 800-82 rev 2: Guide to Industrial
Control Systems (ICS)”, p. 62, by Stouffer et al., 2015, National Institute of Standards

and Technology (NIST), U.S. Department of Commerce,

(http://dx.doi.org/10.6028/NIST.SP.800-82r2). In the public domain.
Cybersecurity Concerns in Oil and Gas Industry

DNV-GL prepared a report for the Lysne Committee, listing the following top 10
factors contributing to the vulnerabilities of cybersecurity in the oil and gas industry: the
absence of cybersecurity awareness and training amongst employees; remote activities

during operations and maintenance; the use of standard IT products with recognized
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vulnerabilities in the production areas; a limited cybersecurity culture amongst suppliers,
vendors, and contractors; inadequate separation of data networks; using mobile devices
and storage units, including USBs and smartphones; data networks between onshore and
offshore facilities; inadequate physical security of data-storage facilities; vulnerable
software; and using obsolete ICS (Winther, 2015).

Graham et al. (2018) implicitly highlighted the above cybersecurity concerns,
adding the following operational challenges to ICS operators: a lack of new initiatives’
buy-in from higher managers due to an underestimated valuation of the return on
investment in the resources available to strengthen the ICS cybersecurity, management
incapability to make a balance between IT security governance and ICS operation and
maintenance procedures, lack of a well-developed business case for ICS cybersecurity,
lack of risk management incorporation across the enterprise, and cultural differences
hindering the collaboration between IT and OT at many enterprises. A corporate strategy
is needed to use all resources available for strengthening the CPS/ICS safety and security,
using cybersecurity governance as a tool.

State of Cybersecurity Governance

Governmental authorities, regulatory bodies, and standardization firms endorse
many policies, standards, and guidelines as governances that CPS-based businesses can
use to defeat cyberattacks on critical infrastructure. Many researchers suggested that the
CPS cybersecurity governances are publicly available from the following well-reputed
and internationally-recognized standardization and regulatory bodies: the International

Society of Automation (ISA), IEC, American National Standards Institute (ANSI), the
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U.S. National Institute of Standards and Technology (NIST), and the North American

Electric Reliability Corporation (NERC) (Cardenas & Cruz, 2019; Lyu et al., 2019; Ross
etal., 2018; Yoo & Shon, 2016; You et al., 2019).

You et al. (2018) expected that the research guided by the existing information
protection and ICS-related standards would enhance the ICS security level. In a study
funded by the Korean government, You et al. (2018) identified the following CPS/ICS
safety and security related governances: ISO/IEC 27001 as an international standard
describing the requirements for the information protection management systems; ISA
62443 is recommended for the protection of ICS’s information; ISA 62443 3-3 defines
security technologies and security requirements for ICS’s physical security and software
security, authentication, access control, log auditing, and cryptography.

Specific CPS/ICS governances recommended by researchers include: NIST SP
800-82, which is intended for the protection of ICS (see Ross et al., 2018); CPS safety
standards that include IEC 61508, IEC 61511, and IEC 61850 (Lyu et al., 2019; Yoo &
Shon, 2016). Table 3 provides more descriptions of the recommended information safety

and security governance, including the CPS security governance.
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Recommended Information Safety and Security Governance
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Governance

Description

References

ISO/IEC 27001

ISA/IEC 62443

ISO/IEC 27001 is one of ISO 27000 set of standards
aiming to guide organizations in keeping their
information assets secure. ISO/IEC 27001 provides
requirements for an information security
management system (ISMS), which is a systematic
tactic for managing the security of sensitive
information throughout organizations’ lifecycle. It
applies to all sizes of businesses in any sector.
ISO/IEC 27001 specifies mapping for establishing,
implementing, sustaining and persistently improving
ISMS by using the Plan-Do-Check-Act (PDCA)
model.

ISA/IEC 62443 has been established by the IEC and
ISA99 committees to enhance the security,
availability, integrity, and confidentiality of the
constituents or systems used in industrial
automation and control and is the cybersecurity
governance that defines the fundamental safety
barriers and measures for the control and
autonomous systems in cyberspace. ISA/IEC 62443
also specifies how to apply the technical and
operational measures of these safety barriers, for
example, in production networks of Industry 4.0.

(Accerboni & Sartor,
2019; Barafort et al.,
2017; Ganji et al., 2019)

(ANSI/ISA, 2013;
Mlynek et al., 2020;
Prochazka et al., 2020;
Ruiz et al., 2020)
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Governance

Description

References

IEC 61508

IEC 61511

IEC 61508 series stipulate functional safety
standards for the lifecycle of electrical, electronic, or
programmable electronic (E/E/PE) systems and
products and addresses the safety of elements or
systems that execute automated safety functions
such as sensors, programmable logic control,
actuators and micro-processors. IEC 61508 provides
guidelines for developing an undeviating technical
policy that can be used for all electrically based
safety systems across a wide range of industry
sectors and requires the analysis of possible risks or
hazards to a given system or device. [IEC 61508
suggests categories to decide the level of likelihood
of a potential hazard and associated consequences
should it arise and defines four safety integration
levels (SIL) to designate the degree to which an
electrically based system will perform its specified
safety functions.

IEC 61511 Functional safety - Safety instrumented
systems for the process industry sector. This series
of standards addresses numerous hazards to process
industries that may lead to loss of containment,
resulting in harm to health, safety, environment, and
plant assets. IEC 61511 series were developed based
on the assumption that process safety is best
achieved by adopting inherently safe processes.
When this goal is not practically possible, protective
systems are needed to mitigate the potential risk of
hazards to an acceptable level. There are three parts
to IEC 61511 series:

e [EC61511-1:2016, Functional safety - Safety
instrumented systems for the process industry
sector - Part 1: Framework, definitions, system,
hardware, and application programming
requirements

e [EC 61511-2:2016, Functional safety - Safety
instrumented systems for the process industry
sector - Part 2: Guidelines for the application of
IEC 61511-1:2016

e [EC 61511-3:2016, Functional safety - Safety
instrumented systems for the process industry
sector - Part 3: Guidance for the determination
of the required safety integrity levels.

(International
Electrotechnical
Commission (IEC),
2021; Zhang et al.,
2020)

(International
Electrotechnical
Commission (IEC),
2018)
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Governance Description References

IEC 61850 Cai et al. (2018) noted that IEC 61850 standard (Caietal., 2018;
establishes an integrated communication protocol. International
International Electrotechnical Commission (IEC) Electrotechnical
(2013) suggested that IEC/TR 61850-1:2013 isused = Commission (IEC),
for power utility automation systems and specifies 2013; International
the communication amongst intelligent electronic Electrotechnical
devices in such automation systems and associated Commission (IEC),

NIST SP 800-82r2

system requirements. IEC/TR 61850-1:2013
provides an overview of the IEC 61850 standard
series and defines the scope of the IEC 61850
standard:

e Power quality domain;

e  Statistical and historical data;

e Distributed generation monitoring and
automation purpose;

e  Substation to substation communication;

e  Smart grid considerations.

International Electrotechnical Commission (IEC)
(2020) produced IEC TS 61850-1-2:2020 as
technical specifications, intended for all users but
mainly for standardization bodies using IEC 61850
as a base standard within the scope of their work
and are ready to extend it as indorsed by the IEC
61850 standards. IEC TS 61850-1-2:2020 identifies
the high-level requirements and step-by-step
guidelines for expanding the scope of IEC 61850.

The NIST SP 800-82r2 Guide to Industrial Control
Systems (ICS) Security explains a series of high-
level procedures to assess the security of ICS. NIST
SP 800-82r2 also provides brief descriptions of
possible mitigation tactics (Jillepalli et al., 2017).
According to Stouffer et al. (2015), this NIST SP
800-82r2 offers guidelines for securing ICS
constituents, including SCADA systems, DCS, and
PLC, while describing their unique reliability,
performance, and safety requirements. The NIST SP
800-82r2 delivers an outline of ICS and typical
system characteristics, classifies distinctive threats
and vulnerabilities to these systems, and endorses
security countermeasures to mitigate these risks
(Stouffer et al., 2015). Table 4 provides a list of
selected NIST SP 800 governance with significant
relevance to the ICS security community.

2020)

(Jillepalli et al., 2017;
Stouffer et al., 2015)
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I made an initial review of the recommended documents and concluded that the

ISA 99/IEC 62443 and the NIST SP 80082 are the most relevant cybersecurity

governance to protect the CPS/ICS against cyberattacks. Table 4 provides listings of ISA

99/IEC 62443 groups along with associated numbers and contents (ANSI/ISA, 2013;

Fujdiak et al., 2018; Mlynek et al., 2020). Table 5 provides a listing of selected additional

NIST SP 800 series that have substantial importance to the ICS security community. A

full list of NIST SP 800 is publicly available from

https://csrc.nist.gov/publications/sp800.

Table 4

Parts of ISA 99/IEC 62443

Group title

Part number

Content

General

Policies &
standards

System

Component

IEC 62443-1-1
IEC 62443-1-2
IEC 62443-1-3
IEC 62443-1-4

IEC 62443-2-1

IEC 62443-2-2

IEC 62443-2-3
IEC 62443-2-4

IEC 62443-3-1
IEC 62443-3-2
IEC 62443-3-3

IEC 62443-4-1
IEC 62443-4-2

Terminology, concepts and models

Master glossary of terms and abbreviations
System security compliance metrics

IACS security lifecycle and use-case

Requirements for an IACS security management
system

Implementation guidance for an IACS security
management system

Patch management in the IACS environment
Installation and maintenance requirements

Security technologies for IACS

Security levels for zones and conduits

System security requirements and security levels
Product development requirements

Technical security requirements for [ACS
components
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Selected ICS Security Related NIST SP 800
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SP 800 # Title/Description Date released

SP 800-115 Technical Guide to Information Security 9/30/2008
Testing and Assessment

SP 800-116 Rev. 1 Guidelines for the Use of PIV Credentials in 6/29/2018
Facility Access

SP 800-12 Rev. 1 An Introduction to Information Security 6/22/2017

SP 800-123 Guide to General Server Security 7/25/2008

SP 800-128 Guide for Security-Focused Configuration 10/10/2019
Management of Information Systems

SP 800-137A Assessing Information Security Continuous 5/21/2020
Monitoring (ISCM) Programs: Developing an
ISCM Program Assessment

SP 800-150 Guide to Cyber Threat Information Sharing 10/04/2016

SP 800-160 Vol. 2 Developing Cyber Resilient Systems: A 11/27/2019
Systems Security Engineering Approach

SP 800-161 Supply Chain Risk Management Practices for 4/08/2015
Federal Information Systems and Organizations

SP 800-177 Rev.1 Trustworthy Email 2/26/2019

SP 800-184 Guide for Cybersecurity Event Recovery 12/22/2016

SP 800-189 Resilient Interdomain Traffic Exchange: BGP 12/17/2019
Security and DDoS Mitigation

SP 800-192 Verification and Test Methods for Access 6/27/2017
Control Policies/Models

SP 800-202 Quick Start Guide for Populating Mobile Test 5/10/2018
Devices

SP 800-205 Attribute Considerations for Access Control 6/18/2019
Systems

SP 800-210 General Access Control Guidance for Cloud 7/31/2020

Systems
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SP 800 # Title/Description Date released

SP 800-211 2019 NIST/ITL Cybersecurity Program Annual 8/24/2020
Report

SP 800-213 IoT Device Cybersecurity Guidance for the 12/15/2020
Federal Government: Establishing IoT Device
Cybersecurity Requirements (Draft)

SP 800-30 Rev. 1 Guide for Conducting Risk Assessments 9/17/2012

SP 800-37 Rev. 2 Risk Management Framework for Information 12/20/2018
Systems and Organizations: A System Life
Cycle Approach for Security and Privacy

SP 800-53 Rev. 5 Security and Privacy Controls for Information 12/10/2020
Systems and Organizations

SP 800-53B Control Baselines for Information Systems and 12/10/2020
Organizations

SP 800-63B Digital Identity Guidelines: Authentication and 3/02/2020
Lifecycle Management

SP 800-70 Rev. 4 National Checklist Program for IT Products: 2/15/2018
Guidelines for Checklist Users and Developers

SP 800-18 Revision Guide for Developing Security Plans for 02/24/2006

1 Federal Information Systems

SP 800-37 Revision Guide for Applying the Risk Management 6/10/2014

1 Framework to Federal Information Systems: A
Security Life Cycle Approach

SP 800-39 Managing Information Security Risk: 3/1/2014
Organization, Mission, and Information System
View

SP 800-40 Revision Guide to Enterprise Patch Management 9/5/2012

3 Technologies

SP 800-41 Revision Guidelines on Firewalls and Firewall Policy 9/28/2009

1

SP 800-50 Building an Information Technology Security 10/1/2003
Awareness and Training Program

SP 800-53 Revision Security and Privacy Controls for Federal 1/23/2014

4

Information Systems and Organizations
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SP 800 # Title/Description Date released

SP 800-53A Revision 4, Assessing Security and Privacy 12/12/2014
Controls in Federal Information Systems and
Organizations: Building Effective Security
Assessment Plans

SP 800-61 Revision Computer Security Incident Handling Guide 2/1/2012
2
SP 800-63-2 Electronic Authentication Guideline 4/9/2015
SP 800-127 Guide to Securing WiMAX Wireless
Communications
SP 800-137 Information Security Continuous Monitoring 5/21/2020
(ISCM) for Federal Information Systems and
Organizations
SP 800-77 Guide to IPsec VPNs 6/30/2020
SP 800-94 Guide to Intrusion Detection and Prevention 7/25/2012
Systems (IDPS)
SP 800-73-4 Interfaces for Personal Identity Verification 2/12/2016
SP 800-81-2 Secure Domain Name System (DNS) 9/18/2013
Deployment Guide

Note. The full list of NIST SP 800 series, including the documents listed above, are

available to download from https://csrc.nist.gov/publications/sp800.
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Conceptual Framework and Methodology
RAT

The RAT (Cohen & Felson, 1979) became one of the principal descriptive
theories on cybercrime and may demonstrate a guiding theoretical framework for the
daily practices of community-based cybercrime mitigation (Brady et al., 2016; Harada,
2018). The concepts in the RAT relevant to this study are Cohen and Felson’s notions
that every successful violation requires at least three factors: (a) an offender with criminal
dispositions and the skill to carry out those criminal predispositions, (b) a vulnerable
target for the offender, and (c) a lack of protectors qualified to prevent violations.

Merien et al. (2018) suggested that the RAT evaluates the circumstances needed
for a crime to take place by comprising three-dimensional and temporal patterns together
with situational awareness. The RAT suggests that cybercrimes happen due to three
factors:

e Lack of a capable guardian (e.g., network firewall, antivirus, and access

control lists);
e Presence of a suitable target (e.g., a user vulnerable to social engineering
attacks and a weak host on a network); and

e Presence of a motivated offender (e.g., a script kiddie and a malicious user).

These three factors could help explore how cybersecurity governance can be
applied to develop controls that stop or mitigate the consequences of cyberattacks against
the CPS-based industries and services by envisaging the target, threat, and protection in

day-to-day routine activities (Cohen & Felson, 1979).
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I did not use the general systems theory (GST) that the Austrian biologist Ludwig
von Bertalanfty first proposed at a philosophical symposium at the University of Chicago
in 1937 and then specified its patterns, principles, and laws during 1947 and 1948 (Song
& Zhang, 2019). Issitt (2020) concluded that the GST is a holistic discipline concerned
with inspecting the role of systems as whole entities rather than adopting the mechanistic
method of performing analytical explorations of the individual elements, functions, or
processes within each system. Accordingly, I concluded that the focus of the GST was on
examining the interrelations between systems and therefore rejected it as a fundamental
theory for this study, of which the focus is only on the role of cybersecurity governance
in protecting the CPS from cyberattacks in the oil and gas industry.

Qualitative Multiple Case Study

Yin (2018) suggested that a qualitative, multiple-case study allows researchers to
understand the phenomenon of study by analyzing and triangulating data from multiple
resources, including governmental and corporate documents, archival data, and
semistructured interviews, therefore, suitable for this study. A narrative approach is not
suitable for this study, as the purpose is not about telling stories about participants’
personal experiences (Parker, 2019). A phenomenological research design is improper for
this study because it intends not to perceive the meaning of a particular phenomenon by
envisaging experiences lived by an individual or a group (Flynn & Korcuska, 2018). An
ethnographic research design is inappropriate for this study because its objective is not to
know the cultural practices of a particular group (Cardoso et al., 2017). A quantitative

approach is not appropriate for this study because I will not seek to obtain precise and
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reliable numerical measurements that allow a statistical analysis (Queirds et al., 2017). I
rejected the mixed methods research design because researchers use it to understand
relationships between variables, which is not the purpose of this research (Lyons et al.,
2020).
Qualitative Data Analysis Tools

Considering that the manual coding and analysis using MS Word files and Excel
spreadsheets may not be sufficient, I searched for a possible data analysis tool to use for
this research. ATLAS.ti® software is a Web-based qualitative data analysis tool that
allows scholars and educational institutes to analyze documents, social media data, and
Websites (ATLAS.ti, n.d.). Castleberry and Nolen (2018) suggested that ATLAS.ti®
(Scientific Software Development GmbH), MAXQDA (VERBI GmbH), and NVivo®
(QSR International Pty Ltd) are broadly used software tools that offer technological
support to the qualitative research that restructures the data analysis process and enables
for a more complex and deeper analysis of the data. Castleberry and Nolen have used
NVivo® for some projects and concluded that it is easy to use while generating attractive
graphical displays for the data.
Gaps in Literature

On an Industry 4.0’s level, a pillar of which is the CPS, because Industry 4.0 is
still new there is a literature gap in identifying the main models and characters of safety
management within the context of Industry 4.0 (Liu et al., 2020). The oil and gas industry
is a highly regulated industry due to the intrinsic health, safety, and environmental risks

connected with the use of the CPS and ICS for exploration, drilling, processing,
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production, and distribution activities (Shaik et al., 2017). Potential health, safety, and
environmental consequences of loss of control over CPS/ICS-based operations include
loss of lives, fires, explosions, emission of toxic substances, air pollution, and marine
pollutions from oil spills (Shen et al., 2020). Organizations pursuing control over such
cybersecurity threats must acquire or develop governance policies to provide a
framework for their human and technical resources (Clark et al., 2020; Gao et al., 2020;
Wanasinghe et al., 2020).

There are essential gaps in the literature related to CPS’s security because the
current CPS safety and security policies, standards, and best practices are not yet
operative enough in protecting the CPS-based industries and services, including the oil
and gas industry (Asplund et al., 2018). There are insufficient studies on the security
controls to help understand and enhance the security of target CPS and associated ICS
(You et al., 2018). Cybercrimes against CPS have resulted in numerous calls for
government involvement via laws and regulations (Vardi, 2017). Cybersecurity
governance as a defensive means requires substantial advancement before they can
produce valuable results in protecting CPS from cyberattacks (Asplund et al., 2018). The
initial review of the literature for this research revealed that the CPS security
governances’ inefficiency may be because these governances specify what the
cybersecurity requirements are without offering enough guidelines on how to comply
with the requirements. The findings from this study (interpreted in detail in Chapter 5)
may contribute to bridging this gap and extend the literature on how cybersecurity

governance can be applied to develop controls that stop or mitigate the consequences of
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cyberattacks against the CPS in the oil and gas industry and similar CPS-based industries
worldwide. The cybersecurity practitioners, scholars, policymakers, regulatory
specialists, and managers may use the results of this study to understand better how to
manage cyberattacks by enhancing CPS’s cybersecurity governance as follows:

1. The vulnerabilities and consequences of cyberattacks on CPS/ICS are key
findings derived from the participants’ responses. The vulnerabilities and
threat levels rise as CPS/ICS are connected to an outside world. CPS/ICS are
exposed to two types of cyberattacks: (a) the general white noise attack that
affects Windows operating systems all within its application and Linux nodes,
(b) nation-state-sponsored cyberattacks, in which the offender is a nation-
state-backed threat agent or sophisticated industrial espionage agents that are
motivated through industrial espionage backgrounds, spending a significant
number of resources on the design of the attack on developing malware
sabotage opponents’ critical infrastructure. Catastrophic consequences of such
sabotage include loss of lives, damage to critical assets, interruption of critical
supplies to communities (such as electricity and water), and environmental
disasters such as emission of toxic substances and river and marine pollution.
This finding increases the awareness of risks from cyberattacks and the
importance of using robust governance that provides guidance on how to
protect CPS/ICS against cyberattacks, including the recommended defense-in-

depth architecture (see Figure 3).
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2. Predominant governance is an essential finding derived from Theme 2 that
emerged from the participants’ responses. Figure 7 shows that 18 participants
(90%) identified IEC 62443, while 11 participants (55% of the total
participants) identified NIST SP 800-82 as predominant governance. This
finding helps corporate management in the oil and gas industry and other
CPS/ICS-based industries identify the best governance to use to protect their
critical infrastructures against cyberattacks.

3. Governance efficiency is a key finding derived from Theme 3 that emerged
from the participants’ responses. The majority of the 20 participants (70%)
have anticipated that the general white noise attacks on the IT foundation and
the underlying CPS/ICS layer could be prevented by compliance to robust
governance that enforces limiting access and exposure to the cloud,
monitoring the networks, and preventing access to physical assets.
Participants 01, 11, and 12 noted that compliance with strict governance
provides the primary defense line. Still, the strength of CPS/ICS governance
depends on three factors: well-trained people, adherence to governance or
process, and the use of access management technology. This finding informs
that the efficiency of a cybersecurity system does not depend only on
governance but also on well-trained people and the use of network access
management technology and promotes the need for balanced investment in

these three actors.
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4. The governance challenges is a significant finding derived from Theme 4 that
emerged from the participants’ responses. Analysis of 14 interview transcripts
(70% of the total participants) suggested that the nation-state-sponsored
attacks cannot be prevented or mitigated by the governance only. This finding
extends the literature by indicating that nation-state-sponsored attacks require
more than robust governance. As a result, this study recommended (as a
unique solution) is to have nation-states recognize that cyberattacks on critical
infrastructures can only be solved jointly, ideally upon an agreement to
criminalize cyberattacks endorsed by the United Nations Security Council.

5. The offenders and motives is a major finding derived from Theme 5 that
emerged from the participants’ responses. Analysis of 14 interview transcripts
(70% of the participants' responses) revealed that CPS/ICS offenders include
insiders (rogue employees), script kiddies, hacktivists, organized crime,
cybercriminals, and nation-state-sponsored attackers. Types of cyberattacks
vary depending on the motives between ransomware and destructive malware.
This finding increases awareness of CPS/ICS offenders and their motives.
This knowledge is needed to design the defenses accordingly.

6. System enhancements is a key finding derived from Theme 6 that emerged
from the participants' responses. Analysis of 70% of the participants'
responses showed that replacing or upgrading the legacy equipment
encompassed into CPS/ICS might be challenging to execute. Legacy

equipment upgrades or replacement entails a significant investment, and the
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return on investment is not usually feasible for those upgrades. Participant 01
the CPS and ICS are not easy to keep updated due to the production
requirements of 24/7 operations for months and even years make it
challenging to deploy updates. In a safety-regulated industry like oil and gas,
deploying an update to see whether things still work is not permissible before
rigorous testing and validation of all the potential routes. Such complicated
processes are costly; therefore, keeping legacy equipment up to date is not
always possible. This finding extends the literature by specifying the
challenges faced in updating the legacy systems from the experts’ perspective.
Therefore, this finding helps the regulatory authorities, standardization firms,
and corporate management design the CPS/ICS governance accordingly.
System endorsement is a crucial finding derived from Theme 7 that emerged
from the participants' responses. Analysis of 70% of the participants'
responses revealed unanimity on the importance of cybersecurity management
practices, highlighting that they can be very effective only when corporate
management promotes and endorses them as part of the corporate
management system. Participant 02 suggested that training, knowledge
management, and incident reporting practices can be efficient by monitoring
the cybersecurity management system. Participants 01, 02, 03, 05, 07, 08, 09,
10, 11, and 14 have identified incident reporting as an area for improvement
by compliance with corporate governance and mandatory regulations. Not all

countries have mandatory regulations imposing reporting on cybersecurity
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incidents. Participant 01 claimed that cybersecurity incident reporting is one
of the areas that the industry has to improve. He noticed that there were
conflicts of interest. For example, regulators were enforcing regulations in
cases of non-compliance, issuing hefty fines that typically demotivate
organizations from reporting because every report of an incident potentially
shows that they have not been following regulations or that they missed at
least some part. If reporting such non-compliance leads to a significant fine,
the concerned organization would rather hide it. This finding extends the
literature by identifying the challenges faced in incident reporting from the
experts’ standpoint. Also, this finding may encourage the regulatory
authorities, standardization firms, and corporate management to endorse
incident reporting (by CPS/ICS governance) as part of the corporate safety
management system.

Performance assessment is a key finding derived from Theme 7 that emerged
from the participants' responses. Analysis of 70% of the participants'
responses showed that the role of corporate management is essential in
establishing healthy organizational culture by promoting and endorsing
cybersecurity governance as an intrinsic part of the corporate management
system. Participants 01, 02, 03, 04, 05, and 11 noticed that the top
management at some of the CPS/ICS-based industries operating on legacy
systems have the mindset that production availability always has the priority

over safety and security (including CPS and ICS cybersecurity) because



54

production availability increases the company revenue while spending on
safety and security increases the cost. From this perspective, those managers
are unwilling to stop the production to patch their OS (operating system) or
upgrade their legacy equipment, especially, these systems that have been
working for decades. This finding extends the literature by highlighting this
cultural change issue and advising that it can be solved by adopting a
cybersecurity performance assessment program as part of the corporate
management system, through which a plan for updating the legacy system can
be mandated and assessed using smart key performance indicators.

The governance mandate is a crucial finding derived from Theme 9 that
emerged from the participants' responses. Analysis of 14 interview transcripts
(70% of the participants’ responses) displayed that more collaboration
between the standardization firms and regulatory bodies on one side, and the
CPS/ICS-based business owners and vendors on the other side could help
enhance the quality and efficiency of governance against cyberattacks.
Participant 02, who worked for one of the standardization firms, noted that it
was difficult to get asset owners involved in the activities of standards and
regulatory bodies. He thought that the asset owners tended to be less vocal
because they are worried about the image of their companies, or they are
concerned about the image of their own involvement in things. This finding
expands the literature by proposing the solution to these issues (as concluded

from the responses of Participants 01, 03, 04, 05, 07, 08, 09, 12, 13, and 14),
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which lies in mandating incident reporting by the regulatory authorities. Other
recommendations (by the participants) that may help fill the gap and expand
the literature on CPS/ICS safety and security governance include:

a. Regulatory authorities should enforce CPS/ICS cybersecurity incident
reporting and oblige all regulatory bodies from the individual member
states to share incidents' experiences, cases, and threat intelligence
across each other.

b. Nation-states need to recognize that cyberattacks on critical
infrastructures can only be solved jointly, ideally upon an agreement
to criminalize cyberattacks endorsed by the United Nations Security
Council

c. In Europe, one ICS legislation mandates that critical infrastructure
needs to be cyber secure and obliges organizations to report cyber
incidents to their respective governments. This legislation is a good
start to protect CPS-based infrastructures. Still, the regulatory
authorities must start conducting audits to ensure this legislation is
being implemented and impose fines for noncompliance with the
requirements of that legislation.

Summary and Conclusions
The literature search strategy presented the databases and keywords used to obtain
literature on the CPS/ICS safety and security, and the screening approach to select only

the articles relevant to the study. The Literature Review section covered the following
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topics: CPS and ICS as critical infrastructure, cyberattacks as threats to CPS/ICS,
CPS/ICS cybersecurity countermeasures, cybersecurity concerns in oil and gas industry,
state of cybersecurity governance, conceptual framework and methodology, and gaps in
literature. The literature review led to identifying many cybersecurity governances
endorsed by standardization bodies and regulatory firms to govern the safety and security
of CPS/ICS. The review of these cybersecurity governances revealed that ISA 99/IEC
62443 and the NIST SP 80082 are the most pertinent cybersecurity governance to
protect the CPS/ICS from cyberattacks. The literature review has also led to identifying
the vulnerabilities and threats to CPS/ICS, existing cybersecurity governance and the
protection measures, the conceptual theories and framework appropriate for the study,
and gaps in the literature. By implementing the research method described in Chapter 3, I
expanded on the main knowledge gained from the literature review by exploring how
cybersecurity governance can be applied to develop controls that stop or mitigate the

consequences of cyberattacks against the CPS in the oil and gas industry.
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Chapter 3: Research Method

The purpose of this qualitative, multiple-case study was to explore how
cybersecurity governance can be applied to develop controls that stop or mitigate the
consequences of cyberattacks against the CPS in the oil and gas industry. The focus of
the study was on the role of the CPS security governance in the oil and gas industry. The
new knowledge gained from this study may help the standardization firms, regulatory
bodies, and corporate cybersecurity managers discover new safety and security control
elements to enhance the current CPS defense systems. This chapter begins with the
research design and rationale, which include an explanation of the research design, the
purpose of using the chosen method, and the reasons why other approaches would be less
suitable. Other key sections of this chapter are the role of the researcher; a methodology
section that explains in detail the approach to the study; and issues of trustworthiness,
including creditability, transferability, dependability, confirmability, and ethical
procedures. This chapter ends with a summary that includes an overview of the main
points and a transition statement to Chapter 4.

Research Design and Rationale

The main research question that guided this study was as follows: How can
cybersecurity governance be applied to develop controls that stop or mitigate the
consequences of cyberattacks against the CPS in the oil and gas industry? These
industries exist worldwide, and their relevance to the research problem and purpose is
attained as they use CPS for their operations and use the cybersecurity governance

explored in this study. Appendix A provides a list of interview questions designed to



58

complement the study’s main question and help achieve the objectives of this qualitative,
multiple-case study. I chose a qualitative study because it was appropriate for this guiding
research question and supplementary interview questions. Solesvik (2017) suggested that
a qualitative study is suitable when a researcher needs to gain a deep understanding of a
phenomenon and when asking sow and why research questions to guide a study.

A qualitative, multiple-case study was a proper design for this study because it
allows researchers to understand the phenomenon of study by analyzing and triangulating
data from multiple resources, including governmental and corporate documents, archival
data, and semistructured interviews (see Yin, 2018). I reviewed other qualitative research
designs, including narrative, phenomenological, and ethnographic. A narrative approach
was not suitable for this study, as the purpose was not about telling stories about
participants’ personal experiences (see Parker, 2019). A phenomenological research
design was improper for this study because it intends not to perceive the meaning of a
particular phenomenon by envisaging experiences lived by an individual or a group (see
Flynn & Korcuska, 2018). An ethnographic research design was inappropriate for this
study because its objective was not to know the cultural practices of a particular group
(see Cardoso et al., 2017). A quantitative approach was not appropriate for this study
because I did not seek to obtain precise and reliable numerical measurements that allow a
statistical analysis (see Queiros et al., 2017). I rejected the mixed methods research
design because researchers use it to understand relationships between variables, which

was not the purpose of this research (see Lyons et al., 2020).
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I used the RAT as a conceptual theory for this study because it could help answer
the main research question and supplemental interview questions (see Appendix A and
Table 6) by foreseeing the target, threat, and protection in day-to-day routine activities
(see Cohen & Felson, 1979). I did not use the GST that the Austrian biologist Ludwig
von Bertalanfty first proposed at a philosophical symposium at the University of Chicago
in 1937 and then specified its patterns, principles, and laws during 1947 and 1948 (Song
& Zhang, 2019). Issitt (2020) concluded that the GST is a holistic discipline concerned
with inspecting the role of systems as whole entities rather than adopting the mechanistic
method of performing analytical explorations of the individual elements, functions, or
processes in each system. Accordingly, I concluded that the focus of the GST is on
examining the interrelations between systems and therefore rejected it as a fundamental
theory for this study, which explores only the role of cybersecurity governance in
protecting the CPS from cyberattacks in the oil and gas industry.

The primary method of data collection in this research was Zoom interviews with
cybersecurity experts selected from worldwide cybersecurity-specialist groups on
LinkedIn (see Table 7). I audio-recorded and transcribed these interviews using Sonix
audio-to-text converter software (Sonix, n.d.). Such an online environment was suitable
because the target participants were distributed across many remote geographical
locations worldwide. To ensure the generalizability and transferability of the study
results, I conducted Zoom interviews with 20 CPS cybersecurity experts selected from a
large population comprised of various professional associations, organizations, and

industries, focusing on cybersecurity professionals with a minimum of 10 years of
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experience in the oil and gas industry so that they had the relevant knowledge to
contribute to the study. I aimed for 20 participants from those whom I had initially
invited via email and LinkedIn connect messages. I found that 20 participants were
sufficient. Ogallo (2018) included 20 participants for a similar study. Data saturation was
achieved after thematic analysis of the transcripts of Zoom interviews with 14
participants. As planned, I conducted and analyzed the remaining six Zoom interviews to
generalize the results to a larger population (see Figures 4, 5, and 6 in Chapter 4) and to
confirm saturation by ensuring no more themes would emerge from the analysis.

The secondary method of data collection in this research was thematic analyses of
selected documents and archival data on CPS safety and security governance endorsed
and made publicly available by the international regulatory bodies and standardization
firms. Another consideration to ensure the study’s transferability is that only CPS
security governance endorsed by internationally recognized standardization/regulatory
firms and adopted globally by most CPS-based industries were to be selected for thematic
analysis. Based on the literature review and analysis of Zoom interviews, the two
documents that met these criteria were IEC 62443 and NIST SP 800-82 and thus were
selected for thematic analysis. The aim of thematic analyses of selected cybersecurity
governance and the interview transcripts was to develop themes and conclude the CPS
cybersecurity threats, protection tactics, and possible means to enhance these tactics. The
framework was linked to the instrument used to gather data as I (a subject matter expert)
served as the primary instrument to conduct the interview and analyze the content of their

transcripts, and I selected and analyzed the content of relevant CPS cybersecurity
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documents. Information-rich cases were derived from experience and analyses of
interview transcripts as the primary data source as well as the review and analysis of the
two-cybersecurity governance (IEC 62443 and NIST SP 800-82) as the secondary data
source.
Role of the Researcher

As the researcher, I served as the main data collection instrument for this
qualitative study. My relationship with the traditional ICS and advanced CPS in the oil
and gas industry has extended over 32 years of experience with the health, safety, and
environmental issues associated with the failures of ICS/CPS-based industries and
services. I conducted the research and applied a robust data collection method that
ethically portrayed my role as a principal intermediary. Besides analyzing the most
predominant CPS/ICS cybersecurity governance (IEC 62443 and NIST SP 800-82), I
conducted 20 Zoom interviews as a powerful technique to gain an awareness and
understanding of participants’ proficiencies and perceptions about the subject of study. I
analyzed the data, taking into consideration the issues of trustworthiness.

Methodology

The following subtitles provide detailed explanations of the methodology
employed in this study, including the conceptual framework; sources of data; participant
selection logic; instrumentation; procedures for recruitment, participation, and data

collection; and data analysis plan.
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Conceptual Framework

For this qualitative, multiple-case study, I chose the RAT (Cohen & Felson, 1979)
as a conceptual theory. The concepts within the RAT that grounded this study are Cohen
and Felson’s notions that every successful violation requires at least three factors: (a) an
offender with criminal dispositions and the skill to carry out those predispositions, (b) a
vulnerable target for the offender, and (c) a lack of protectors qualified to prevent
violations. These three factors of the RAT, the main research question, and the
supplemental interview questions have guided the literature review process.

In a seminal study, Boutwell (2019) used the RAT as a conceptual theory guiding
a qualitative, multiple-case study to explore cybersecurity tactics employed by
compliance officers and information technology (IT) managers to lessen cyberthreats to
critical infrastructure. The application of the RAT allowed Boutwell to identify key
tactics that can help advance cybersecurity strategies employed by IT and compliance
experts to alleviate possible attacks on critical infrastructure (Boutwell, 2019). Ab
Rahman et al. (2017) conducted a study to understand the challenges of evolving threats
to incident management and digital forensic by applying the RAT, which is comprised of
three main factors: motivation, opportunities, and guardianship. The research findings
revealed that emerging technologies pose substantial motivations and opportunities to
cybercriminals, raising the challenges in incident management and digital forensics to
deliver successful guardianship (Ab Rahman et al., 2017).

The RAT is used to investigate cybercrimes and criminal events in the technology

domain. Tyler (2018) conducted a qualitative case study, guided by the RAT, to explore
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strategies senior IT leaders in the healthcare industry have used to establish cloud
security to decrease cyberattacks on electronic health records. Data collection
incorporated phone interviews, semistructured interviews, and analysis of organizational
documents. The results of this study can create awareness of the need to protect
electronic health records in the cloud to reduce cyberattacks (Tyler, 2018). This study
benefitted from the RAT as the data analyzed were arranged according to the knowledge
areas, interview questions, and corresponding RAT factors (see Table 6). The goal was to
use the RAT factors to help explore how cybersecurity governance can be applied to
develop controls that stop or mitigate the consequences of cyberattacks on the CPS in the

oil and gas industry.
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Distribution of Supplemental Interview Questions Based on the RAT Factors

Knowledge area

Interview questions

RAT factor

CPS detection
system

Existing CPS
cybersecurity
governance

The efficiency of
CPS policies and
standards

CPS vulnerability

CPS security
improvement

Role of corporate
management

Role of
standardization
and regulatory
bodies

What critical system failure may occur due to
cyberattacks on CPS and ICS?

What policies, standards, procedures, and best
practices are endorsed to provide safety and
security for the CPS and ICS?

What type of cyberattacks can the proper
application of policies, standards, procedures, and
best practices prevent or mitigate?

What are the types of cyberattacks that the proper
application of policies, standards, procedures, and
best practices cannot prevent or mitigate?

Why CPS and ICS are subject to cyberattacks?

What type of equipment upgrade, software, and
governance would help enhance CPS and ICS
safety and security?

How effective are organizational practices such as
training, knowledge management, and incident
reporting about various cyberattacks in identifying
threats and developing standards or procedures to
strengthen the CPS and ICS safety and security
systems?

How do you describe corporate management’s
role in establishing and sustaining the CPS and
ICS safety and security systems?

What can the industrial community, especially the
standardization and regulatory bodies, do to
strengthen the CPS and ICS safety and security
systems?

Vulnerable target

Protector

Protector

Offender

Protector

Protector

Protractor
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Besides reviewing the literature addressing the main research question and the

supplemental interview questions, the literature review also included definitions of the

main concepts about CPS’s safety and security and the literature gaps in this domain.

Sources of Data Collection

I collected the data from three sources: Zoom interviews with 20 CPS/ICS

cybersecurity professionals as a primary data source, and the two governances IEC

62443, and NIST SP 800-82 as a secondary data source:

1.

I collected the primary data through open-ended questions in
semistructured Zoom interviews with 20 CPS/ICS cybersecurity experts
selected from worldwide cybersecurity-specialist groups on LinkedIn (see
Table 7).

The main governance standard I reviewed and thematically analyzed (as a
secondary data source) was the ISA/IEC 62443 (Quick Start Guide: An
Overview of ISA/IEC 62443 Standards), which incorporates the
regulatory requirements for the ICS’s cybersecurity. Analysis of the whole
parts of ISA 99/IEC 62443 as listed in Table 4 was not logically possible
within the duration of this study.

The second document selected as a secondary source of data was obtained
from the Information Technology Laboratory (ITL) at the NIST. The
ITL’s duties include developing technical guidelines and physical
standards (Ross et al., 2018). The ITL governance I reviewed and

analyzed thematically was the NIST SP 800—82 (a guide to ICS security).



66

The data collected were thematically analyzed against the main research question
and supplemental interview questions and associated three factors of the RAT, using
Table 6 as an instrument. The Data Analysis Plan, later in this chapter, provides more
information about this process.

Participants Selection Logic

There are two types of population sampling in a case study: (a) probability
sampling, which includes simple random sampling, systematic sampling, stratified
sampling, and cluster sampling; and (b) nonprobability sampling, which provides for
quota sampling, purposive sampling, self-selection sampling, and snowball sampling
(Sharma, 2017). I chose purposive sampling for this study and used Zoom for
interviewing 20 members of worldwide CPS cybersecurity-specialized groups on
LinkedIn. The participants’ specific roles and positions included CPS cybersecurity
consultants, advisors, managers, engineers, and CPS security governance development
specialists. To link the sample selection strategy to the problem, purpose, and research
question, all participants were purposively selected from cybersecurity professionals with
a minimum of 10 years’ experience in CPS-based industries. These participants had the
relevant knowledge to contribute to the study through sharing their experiences by
answering the interview questions about using the governance more effectively to protect
CPS against cyberattacks. I aimed for 20 participants from those whom I had initially
invited via email and LinkedIn connect messages.

The challenge lies in making a balance between the advantages and disadvantages

of purposive sampling. Maestripieri et al. (2019) noted that purposive sampling in
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qualitative research allows the researcher to choose only cases that possess the
knowledge about the phenomenon under investigation and offers insight into the
problems and associated solutions. The disadvantage of purposive sampling is that it can
be viewed as subjective and thus involves the researcher’s bias, consequently limiting
potential transferability. To overcome the disadvantage of purposive sampling,
Maestripieri et al. suggested that researchers ground their selection judgments on specific
selection criteria that are transparent and clearly explained.

To attain external validity, I conducted Zoom interviews with 20 CPS
cybersecurity experts selected purposively from worldwide cybersecurity-specialist
groups on LinkedIn. They worked for a wide range of international CPS/ICS-based
industries and services, including oil and gas, petrochemicals, chemicals, smart
transportation, electrical power plants, water treatment, cement smelters, I[IoT
development and transformation, and manufacturing (see Table 7). Purposive sampling
was suitable for this study because it allows the researcher to choose interviewees who
are exceptionally knowledgeable about the phenomenon of interest (see Yin, 2018). I
aimed for 20 participants from those whom I had initially invited via email and LinkedIn
connect messages. | found that 20 participants were sufficient; Ogallo (2018) included 20

participants for a similar study.
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Potential Participants From LinkedIn Groups and Inclusion Criteria

Cybersecurity Total Target Target years of Target CPS
specialized group members* positions experience industries/companies
ICS security S99 1,263 CPS/ICS 10 years + Oil and gas,
IEC62443 cyber cybersecurity petrochemicals,
and physical managers, chemicals, smart
Cyber laws, patents 4121 advisors, transportation,
CODVTi ’hts ’ ’ consultants, electrical power plants
trameirks’ engineers, water treatment, cemen
intellectual ro, ert developers, smelters, IIoT
IPR & oﬁlilfe Y team leaders, development and
securit methodologists transformation, and
y manufacturing.
Industrial control 4,904
system cyber
security (ICS-CS)
Global cyber 2,113
security group
Cyber security 2,408
experts panel
(CSEP)
Cyber law & 17,333
information security
Cyber security in 13,365
real-time systems
Cyber security 138,424

forum initiative -
CSFI

*Note. Total members as of January 7, 2021.
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Interview Plan and Considerations

The following factors and arrangements were considered while planning for the

interviews and executed through the process.

e Interview technological aids: The interviews were conducted and audio-
recorded online using Zoom and transcribed using the Sonix audio-to-text
automatic conversion software (Sonix, n.d.).

e Identifying participants: The members’ profiles for the cybersecurity-
specialized groups on LinkedIn were used for identifying potential
participants who meet the inclusion criteria.

e Variation of participants: For transferability considerations, the participants
were selected from various CPS-based industries and services as listed in
Table 7 so that the result can be generalized. The majority of participants were
chosen from the oil and gas industry.

e Sample size: Initially, Zoom meeting initiations were sent via LinkedIn
messages and email messages to 200 potential participants who meet the
inclusion criteria, with an aim to obtain approval from 20 participants.
Sending invitations continued until the target number of 20 valid Zoom
interviews was achieved. (I had to send 386 invitations before the target
number of 20 valid Zoom interviews was achieved).

e Invitation process: Zoom Interviews’ invitation email requests were sent to
potential research study participants after obtaining the Institutional Review

Board’s (IRB’s) approval number 04-23-21-0725679. The invitation emails
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included detailed explanations of the goals and nature of the study. The
consent form was used to inform the participants that their contribution to this
study was voluntary, with no special benefits to them. Also, to let the
participants know that the interview were audio-recorded.

Interview setting: Open-ended questions were asked in semistructured
interviews with 20 participants over the internet using Zoom. Such an online
environment was suitable as the target participants were distributed across
many remote locations worldwide.

Saturation: The saturation point was reached to when more interviews resulted
in no new data or information.

Terms of confidentiality: Confidentiality of interviewees was retained by
using codes instead of actual names. Maintaining confidentiality enables
group participants to freely express their judgements individually and without
social force that could arise from dominant individuals (see Yin, 2018).
Purpose of interview: The participants answered the interview questions to
help me address the role of cybersecurity governance in protecting CPS and
ICS from cyberattacks.

Interview time: Estimated at 1 hour in length. (average time for the 20
interviews was 39 minutes).

Preparatory note: The introductory notes in Appendix C was used to treat the
participants and ask them if they had any questions before the interview took

place.



71

Follow-up, clarifications, and validations: The closing notes in Appendix D
were used to exchange with the participants the contact means and suitable
methods to get in touch for further clarification, member checking, or if an
additional interview round needed.

Interview category: The interviews were started as standardized open-ended,
and extremely structured in terms of the wording of the questions. Participants
were always asked the identical questions included in Appendix A. Based on
the participants’ responses, | asked additional semistructured and open-ended
questions to obtain more data/information.

Number of rounds: The interviews were conducted in one round with the
possibility for a second round (which was not needed) based on the results
from the data analysis. There was a possibility of a follow-up to clarify the
results as needed through Zoom interviews or emails.

Interview questions: I created the interview questions based on my experience
and the knowledge gained from the literature review. Another rationale behind
the formulation of the interview questions was the alignment with the research
problem, research purpose, and the main research question.

Interview protocol: An interview protocol was used (following obtaining the
IRB approval number 04-23-21-0725679) to control the interview process.
The interview protocol included an interview invitation email (Appendix B),
informed consent to be emailed to all participants, introductory notes

(Appendix C) and closing notes (Appendix D).
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Instrumentation

The data collection instrumentation and sources used for this study included an
interview logbook, interview protocol, audio-recorded Zoom interviews, CPS/ICS
cybersecurity governance, and interviews transcription (audio to text conversion)
software.
Interview Logbook

To manage the Zoom interview events, [ used an MS Excel spreadsheet to record
(for each participant) each participant identifier, participant name, contact information,
link to participant profile on LinkedIn, job title, years of experience, country, industry,
date of invitation email, participant response date, data of consent form, planned
interview date, actual interview date, interview duration, interviewer notes, date audio
files transcribed, dates audio files analyzed, and member checking sent and reply dates.
Interview Protocol

Following the IRB approval to execute the research plan, an interview protocol
was used to formalize and manage the interview process. The interview protocol included
Zoom interview invitation email (Appendix B), informed consent emailed to all
participants, introductory notes used during the interviews (Appendix C), and interview
closing notes (Appendix D).
Zoom Interviews

Yin (2018) suggested that a qualitative, multiple-case study allows researchers to
understand the study phenomenon by analyzing and triangulating data from multiple

resources, including governmental and corporate documents, archival data, and
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semistructured interviews. In-depth semistructured interviews, which I audio-recorded
using Zoom as a software tool, were the primary data collection instrument in this
research. [ used the open-ended questions listed in Appendix A to conduct semistructured
Zoom interviews with 20 cybersecurity experts selected from worldwide cybersecurity-
specialist groups on LinkedIn (see Table 7).

CPS/ICS Cybersecurity Governance

Another data collection instrument in this research was the CPS/ICS cybersecurity
governance. laiani et al. (2020) suggested that the current international cybersecurity
governance provides security countermeasures, tools, risk management approaches,
policies, and best practices intended to protect a user or organization’s cyber
environment. The standard ISA/IEC 62443 addresses the OT’s security by providing a
dynamic framework to identify and mitigate current and future security vulnerabilities in
industrial automation and control systems (IACS). Stouffer et al. (2015), in the NIST SP
800-82 rev. 2, introduced the defense-in-depth strategy as an effective cybersecurity
program that ICS-based organizations should apply by layering security mechanisms
such that the impact of a failure in any one mechanism is minimized, while the expense
of an attack is maximized.

The main governance standard I reviewed and thematically analyzed against the
themes evolved from the interview transcripts was the ISA/IEC 62443 (Quick Start
Guide: An Overview of ISA/IEC 62443 Standards), which incorporates the regulatory
requirements for the ICS’s cybersecurity. The second governance document was obtained

from the ITL at the NIST. The ITL’s duties include developing technical guidelines and
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physical standards (Ross et al., 2018). The ITL governance I reviewed and analyzed
thematically was the NIST SP 800-82 (a guide to ICS security). These two governances
(IEC 62443 and NIST SP 800-82) were selected as secondary data collection instruments
because they are endorsed by internationally recognized standardization firms (IEC and
NIST). Also, the literature review and the Zoom interviews with cybersecurity experts
revealed that these two are the most predominant governance to protect CPS/ICS against
cyberattacks.

Interviews Transcription (Audio-To-Text Conversion Software)

I conducted verbatim transcripts of the Zoom interviews' audio-recorded files as
the first step towards data analysis. This process was possible with audio-to-text
conversion software (see Ganesan et al., 2017). I used Sonix audio-to-text automatic
conversion software (see Sonix, n.d.). The outputs were editable MS Word files that I
used to adjust the transcripts manually. Verbatim transcripts aided the development of
audit trails of data analyses. Verbatim transcription allowed highlighting the keywords,
which I later categorized to develop codes and themes that helped answer the research
question and the supplemental interview questions. I tried several audio-to-text automatic
conversion software, including Sonix, Transcribe, Vocalmatic, and Bear File Converter
and concluded that Sonix was the more accurate amongst them. By fixing the
typographical errors in Sonix output files and arranging codes, categories, and themes in

sequential order, I created an analytical framework that helped me make sense of data.



75
Manual Vs. Software-Aided Data Coding and Analysis

Ose (2016) noted that applied social science projects involving many interviews
produce a vast amount of data or texts that is hard to structure and analyze systematically.
Ose also noted that computer-assisted qualitative data analysis software is too advanced
and sophisticated to sort and structure the texts. Therefore, Ose developed a new method
using Microsoft Word and Excel and claimed that this method produces a flexible Word
document of interview data separated into logical chapters and subchapters. All text is
coded, and the codes correspond with headings in the final manuscript. Ose suggested
that this method is efficient when there are four or more interviews; the method is also
suitable for coding and structuring answers to open-ended questions, which is the case in
this qualitative, multiple-case study.

To avoid the complexity of analytical software tools, I used MS Word files and
Excel spreadsheets to analyze the contents of the interview transcripts and the CPS/ICS
governance standards ISA 99/IEC 62443 and NIST SP 800-82. MS Word files and Excel
spreadsheets were sufficient to provide meaningful analyses of the gathered data and
answers to the research question and the supplemental interview questions. The manual
data analyses using MS Word and Excel files were possible because the interview
questions were well-structured and categorized by specific categorical knowledge areas
and RAT factors (see Table 6). The manual thematic analyses using MS Word and Excel
are explained step-by-step, later in this chapter, under the Data Analysis Plan.

ISA, IEC, ANSI, NERC, and NIST are the well-reputed and internationally-

recognized regulatory bodies who have developed or contributed to the development of
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the CPS/ICS governance standards ISA 99/IEC 62443 and NIST SP 80082, which were

used as a secondary source of data (Cardenas & Cruz, 2019; Lyu et al., 2019; Ross et al.,
2018; Yoo & Shon, 2016; You et al., 2019). The initial review of these documents
suggested that they include sufficient information to answer the main research question
and to validate the participants’ answers to the supplemental interview questions through
triangulation.
Procedures for Recruitment, Participation, and Data Collection

The Conceptual Framework and Nature of the Study sections of Chapter 1
included detailed but scattered information about recruitment, participation, and data
collection procedures. The following bulleted points provide a summary of these
processes.

e [ collected the data from three sources: The standard IEC 62443, NIST SP
800-82 (a guide to ICS security), and individual interviews with 20
cybersecurity professionals (see Table 7).

e [ served as the main data collection instrument for this qualitative, multiple-
case study.

e I downloaded the ICS security governances ISA/IEC 62443 (Quick Start
Guide: An Overview of ISA/IEC 62443 Standards), and NIST SP 800-82 (a
Guide to ICS Security). Both documents are publicly available online.

e The ICS security governances were downloaded instantly. The data

processing and analysis of these governances were completed in 30 days.
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Using Zoom software as a tool, I conducted semistructured interviews with 20
participants, comprised of CPS/ICS cybersecurity professionals, on one round
basis. Based on the satisfactory results from the interviews’ data analysis, no
more rounds were required.

Finding 20 CPS/ICS cybersecurity professionals with 10 years of experience
or more and willing to donate their time for this research was a challenging
task. The first Zoom interview was conducted on May 3, 2021, and the last
one was conducted on August 30, 2021.

MS Word files and Excel spreadsheets were used for taking notes and
conducting manual coding, thematic analyses, and concluding themes from
the ICS security governances and interview transcripts (see the Data Analysis
Plan below). These processes were completed in 60 days.

The informed consent form and introductory statement stated that participants
are free to exit the study at any time; the interview audio recordings will be
stopped or deleted at the participant’s request.

As a follow-up, clarifications, and validations procedure (included in the
informed consent form), I exchanged with the participants the contact means
and suitable methods to get in touch for further clarification or if an additional
interview round is needed.

The Zoom interviews were conducted using my personal laptop. As a

precautionary action, I installed Zoom software on my smart mobile phone
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and made it ready to use if my laptop or the Wi-Fi internet router connected to
it failed.
Data Analysis Plan

For the three sources of data (i.e., interview transcripts, IEC 62443, and NIST SP
800—82), I used interview and document review notes and conducted manual coding
using MS Word files and Excel spreadsheets for thematic analyses and concluding
themes. This method of developing themes from codes is termed as holistic coding. This
type of coding refers to the process of analyzing the data corpus as a whole and
identifying the underlying themes or issues in the data; and theming the data, which is
defined as the process of identifying codes in the form of sentences capturing the essence
and essentials of participant meanings (Onwuegbuzie et al., 2016).

I conducted manual thematic analysis in two batches: one batch to analyze the
interview transcripts and another batch to analyze the two governances to validate the
themes evolved from the thematic analysis of the interview transcripts. Both analyses
were done using MS Word files and Excel (see Onwuegbuzie et al., 2016; Ose 2016). As
suggested by Ose, I executed the following 12 steps to complete the thematic analysis
processes.

1. Converted the ICS security governance standard ISA/IEC 62443 from PDF to

MS Word format and named it [EC 62443.
2. Converted the ICS security guide NIST SP 800—82 from PDF to MS Word

file format and named it NIST SP-800-82.
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11.

12.
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Transcribed the 20 Zoom interviews audio-recorded files by converting them
to MS Word files, using Sonix audio-to-text automatic conversion software
(see Sonix, n.d.).

Ranked the interview transcribed files based on the knowledge and
contribution of each respondent (from 1 to 20) and gave each participant a
unique code to protect their identity.

Transferred the texts from MS Word to an Excel spreadsheet.

Arranged the MS Excel spreadsheet for coding.

Performed the coding in the MS Excel spreadsheet, connecting the data with
the research question and supplemental interview questions, and associated
seven knowledge areas and the three factors of the RAT (vulnerable target,
offender, and protector), using Table 6 as a tool.

Prepared the coded documents for sorting, making quotes and references to
categories, groups, and subgroups.

Sorted the data.

Transferred the sorted quotes and references from MS Excel to MS Word.
In MS Word files, I sorted the texts into logical structures based on the
coding.

Analyzed the data sorted from the two governances and interview transcripts
to develop themes addressing the research question and each of the
supplemental interview questions by envisaging the CPS/ICS’s vulnerable

target, behaviors of the offender, and the protector’s role. Also conducted data
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triangulation to conclude consistency/inconsistency amongst the themes
evolved from the thematic analysis of the primary and secondary data sources
as outlined in Chapters 4 and 5.

The specific elements of each governance and interview transcripts were
integrated with the knowledge areas, the RAT elements, and questions in Table 6. Main
analytical themes and patterns that resulted from this integration helped in covering the
following:

e Vulnerabilities and threats to CPS/ICS.

e Commonly used governance.

e Types of cyberattacks that the use of governance can help prevent or mitigate.

e Types of cyberattacks that the use of governance cannot help prevent or

mitigate.

e CPS/ICS’ offenders.

e Enhancements to CPS/ICS cybersecurity.

e Role of corporate management.

e Role of standardization and regulatory bodies.

Castleberry and Nolen (2018) suggested the following five steps summarizing the
thematic analysis process that leads to developing themes addressing the research
question and each of the supplemental interview questions.

1. Compiling the data into a useful form is the first step to finding meaningful

answers to the research question and supplemental interview questions.
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2. Disassembling the data is the next step after compiling and organizing the
data. The process of disassembling the data involves splitting the data into
parts and creating meaningful groupings.

3. Reassembling codes, or categories, to which each concept is mapped and then
put these codes into context with each other to generate themes.

4. Interpreting is a critical stage of thematic analysis, through which the
researcher makes analytical conclusions from the data presented as codes and
then themes.

5. Concluding response to the research question and supplemental interview
questions from codes, themes, and thematic maps.

The results were presented by the distribution of participants across the countries,
continents, and CPS/ICS industries to determine the generalization and transferability of
the research results (see Figures 4, 5, and 6). Thematic analyses have led to more
understanding of how cybersecurity governance can be applied to develop controls that
stop or mitigate the consequences of cyberattacks against the CPS-based industries.

Issues of Trustworthiness
Credibility

A participant’s review of the researcher’s notes and transcribed data provides
quality control over the content and adds to the credibility of the study (see Perrotta,
2017). I used interview transcripts and conducted member checking by sharing my
perception and interpretation notes, the transcribed data, and interview findings with each

participant via email. I intended to do follow-up via telephonic interviews when
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necessary. To ensure that member checking is a value-added validation technique, I
analyzed each participant’s feedback and intended to conduct supplementary interviews
until saturation is achieved. I considered additional factors to attain this study’s
credibility, including using recognized and approved research methods, maintaining
familiarity with the context, using only confirmed and approved research methods, using
transparent recruiting and informed consent, using triangulation as a method to achieve
data credibility and validity by making association of data collected from multiple
sources, and discussing the discrepant cases or findings with the participants.
Transferability

Transferability is described as the overall comparison of research findings against

similar studies to conclude possible commonality (see Allred et al., 2017). To attain
transferability and provide the reader with the necessary information to make a well-
informed decision, the researcher should provide a precise explanation of the research
methods employed in the study (see Sidhu et al., 2017). My considerations to attain
transferability of the study were:

e Only CPS security governance that are endorsed by internationally recognized
standardization/regulatory firms and adopted globally by most CPS-based
industries have been selected for thematic analysis.

e To attain external validity, I conducted Zoom interviews with 20 CPS
cybersecurity experts selected purposively from worldwide cybersecurity-
specialist groups on LinkedIn. They work for a wide range of international

CPS/ICS-based industries and services, including oil and gas, petrochemicals,
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chemicals, smart transportation, electrical power plants, water treatment,
cement smelters, [IoT development and transformation, and manufacturing
(see Table 7).
e [ also provided in this chapter a full description of the context and setting of
data collection, an explanation of pertinent participant selection criteria, and a
specified recruitment process. I explained the research design and conceptual
framework and described the data analysis plan. The study results and
recommendations are presented in Chapters 4 and 5, respectively.
Dependability
The tactic needed to ensure dependability and confirmability depends on using an
audit trail. The researchers provide a complete set of notes on choices made throughout
the research process (see Korstjens & Moser, 2018). To ensure this study’s dependability,
I maintained an updated audit trail documenting the evolution of research design and
methods, data collection strategies. I kept timely reports on the flow and any changes to
procedures. I ensured that the study participants were cybersecurity professionals who
met the eligibility criteria specified in Table 7. I adhered to the doctoral study governance
and complied with the university’s rules.
Confirmability
A thorough explanation of the research processes should be provided to guarantee
the study’s confirmability (see Kalu & Bwalya, 2017). Confirmability can be enhanced
by reflexibility, which is a process that permeates the entire research effort; therefore, it is

proper to address the steps taken throughout the manuscript (see Dodgson, 2019). To
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enhance the confirmability of this research, I demonstrated the findings through
extraction from the result of participants’ experiences and ideas rather than my own
characteristics and preferences. In doing so, I provided detailed descriptions of the
researcher’s role and his affiliation with the setting, context, and phenomenon. I
performed triangulation of the CPS/ICS governance and the interview transcripts to
increase the credibility and validity of the research findings and results. I preserved the
transparency of the audit trail throughout the process from data collection through
interpretation. I presented in figures and texts how I moved from data to codes to
categories to themes.
Ethical Procedures

I complied with the IRB requirements for ensuring that all Walden University
researches comply with the University’s ethical standards and the U.S. federal regulations
governing research on human subjects. After my committee chair uploaded the first three
chapters of this document into the MyDR system as a research proposal and the
University Research Reviewer (URR) approval was obtained, I followed the directions
for obtaining ethics approval for a doctoral study. I did not begin participant recruitment,
data collection, or dataset access before obtaining IRB approval number 04-23-21-
0725679.

Summary

This chapter began with an introductory statement into which I restated the

purpose of the study. I then explained the research design and rationale, starting with the

main research question. I further explained the role of the researcher, followed by a
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detailed explanation of the methodology, which included the conceptual framework,
sources of data collection, participant selection logic, interview plan and considerations,
the manual instrumentations, and possible software tools that may be used for the study,
interviews’ transcription method, procedures for participants recruitment and data
collection. I ended the methodology by explaining the data analysis plan. The last section
of this chapter addressed the issues of trustworthiness, including credibility,
transferability, dependability, confirmability, and the ethical procedures concerning the
submission of an IRB after the URR approval of the research proposal. This chapter
fulfilled the research proposal and provided the information essential to obtain the IRB
permission to conduct the study. Following the approval of the research proposal, I
received the IRB approval number 04-23-21-0725679 and then began the data collection
process. Chapter 4 is designed to address the research setting, demographics, data

collection, data analysis, evidence of trustworthiness, and the study results.
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Chapter 4: Results

The purpose of this qualitative, multiple-case study was to explore how
cybersecurity governance can be applied to develop controls that stop or mitigate the
consequences of cyberattacks against the CPS in the oil and gas industry. The main
research question that guided this study was as follows: How can cybersecurity
governance be applied to develop controls that stop or mitigate the consequences of
cyberattacks against the CPS in the oil and gas industry? This chapter is organized mainly
to outline the research findings. It includes the research setting, demographics, data
collection, data analysis, evidence of trustworthiness, and my summary of the study
findings.

Research Setting

I conducted semistructured Zoom interviews with 20 cybersecurity experts
selected from worldwide cybersecurity-specialist groups on LinkedIn. After participants
consented to volunteer for the study, I asked every participant to choose a time for a one-
on-one online interview using Zoom. I gave the participants the freedom to select the
continent time for them (in their local times); then, I arranged my schedule accordingly.
The time difference between Egypt, from where I conducted the interviews, and the
participants' countries ranged between no time difference and 11 hours. All participants
chose to attend the Zoom interviews after working hours, using laptops. Zoom's online
interview setting was ideal as the participants are distributed across many remote

locations worldwide (see Figures 4 and 5).
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The Zoom interviews were audio-recorded; they began as standardized open-
ended and highly structured in terms of the wording of the questions. Participants were
always asked the identical questions included in Appendix A. The participants were free
to answer the questions reflecting their own views based on their personal experience
rather than their organizations' standpoint. I asked additional semistructured and open-
ended questions based on the participants' responses to obtain more data or information.
The interviews were conducted in one round, and there was no need for a second round
because the data analysis led to precise results and the member checking was performed
via emails. The Zoom interview audio recordings were generally clear, thus easily
transcribed using Sonix (n.d.). The setting was convenient for the participants and me.
None of the participants had to quit before the interview was complete.

Demographics

I conducted semistructured Zoom interviews with 20 cybersecurity experts
selected from worldwide cybersecurity-specialist groups on LinkedIn. All participants
who shared their experience about the subject of study were cybersecurity experts with at
least 10 years’ work expertise with one or more CPS/ICS-based organizations (see the
inclusion criteria outlined in Table 7). The geographical locations for the 20 participants
included 13 countries distributed across five continents. Figure 4 shows the distribution

of participants by country; Figure 5 shows the distribution of participants by continent.
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Figure 4

Distribution of Participants by Country
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Figure 5

Distribution of Participants by Continent
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Data Collection

Interviews

I collected the primary data through one-on-one in-depth semistructured
interviews using Zoom. I included 20 cybersecurity experts selected from worldwide
cybersecurity-specialist groups on LinkedIn. The participants were distributed across 13
countries and five continents, as shown in Figures 4 and 5. All participants met the
inclusion criteria outlined in Table 7; they were purposively chosen from cybersecurity
professionals with a minimum of 10 years of work experience with a wide range of

CPS/ICS-based industries. Figure 6 shows the distribution of participants by industry.
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Figure 6

Distribution of Participants by Industry
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Note. Nineteen of the 20 participants have worked for more than one CPS/ICS-based
industry.

All of the interviews began as standardized open-ended and highly structured in
terms of the wording of the questions. Participants were always asked the identical
questions included in Appendix A. The participants were free to answer the questions
reflecting their own views based on their personal experience rather than their
organizations' standpoint. I asked additional semistructured and open-ended questions
based on the participants' responses to obtain more data or information. The first Zoom

interview was conducted on May 3, 2021, and the last one was conducted on August 30,
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2021. The primary data collection through interviews took longer than expected because
it was difficult to find 20 CPS/ICS cybersecurity professionals with at least 10 years of
experience and willing to volunteer for this study.

The interviews duration ranged between 16 minutes and 64 minutes, with an
average of 39 minutes for the 20 interviews conducted. The interviews were conducted in
one round; there was no need for a second round because the data analysis led to precise
results, and the member checking were performed via emails to ensure the validity of the
results. All Zoom interviews were audio-recorded, then the audio-recorded were
converted into MS Word files using Sonix audio-to-text automatic conversion software
(Sonix, n.d.). The MS Word files produced by this automatic transcription process were
used for data analysis as outlined in Chapter 3.

CPS/ICS Cybersecurity Governance

A qualitative, multiple-case study was a proper design for this study because it
allows researchers to understand the phenomenon of study by analyzing and triangulating
data from multiple resources, including governmental and corporate documents, archival
data, and semistructured interviews (see Yin, 2018). To increase the credibility and
validity of the research findings and results through triangulation of data, in addition to
analyzing the interviews, I also reviewed and conducted a qualitative thematic analysis of
the following two cybersecurity governances:

1. ISA/IEC 62443 (Quick Start Guide: An Overview of ISA/IEC 62443

Standards), which incorporates the regulatory requirements for the ICS’s

cybersecurity.
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2. NIST SP 800-82 rev. 2 (a guide to ICS security).

The literature review and the majority of the participants suggested that these two
documents are the predominant governance to protect CPS/ICS against cyberattacks (see
Figure 7).

Figure 7

Predominant Governance Ranking
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I downloaded the ISA/IEC 62443 (Quick Start Guide: An Overview of ISA/IEC
62443 Standards) from ISA Global Cybersecurity Alliance (n.d.). The qualitative
thematic analysis of this document started on October 3, 2021 and was completed on
October 10, 2021. The document NIST SP 800-82 rev. 2 (a guide to ICS security) was

downloaded from Stouffer et al. (2015) and thematically analyzed during the period from
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October 11, 2021, to October 24, 2021. The qualitative thematic analysis of both

documents was conducted as per the plan outlined in Chapter 3.
Data Analysis

Interviews

I performed the data analysis manually using MS Word and Excel, following the
Ose (2016) method outlined in Chapter 3; I began by analyzing the 20 Zoom interview
transcripts. In the first analytical step, I read the whole transcript to highlight the texts
that meaningfully addressed the interview questions. In the second step, I analyzed the
participants' responses to the introductory question to ensure they met the inclusion
criteria outlined in Table 7. I also sorted out the participants by country, continent, and
CPS/ICS-based industry with goals to increase the result's validity and conclude how the
predominant governance (identified in Figure 7) are spread across the world. The analysis
of the data gathered from the introductory question was conducted quantitatively using
MS Word and Excel. The quantitative results from the analysis of the introductory
question are shown earlier in Figures 4, 5, and 6. In the third step of the analysis, I used
Appendix A as a tool to link the participants' answers to each question with a knowledge
area as a category, then associated each answer with a code. In the fourth step of the
analysis, I developed labels of themes from the respondents' answers as presented in

Table 8.
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Theme # Interview question Category Code Theme label
(knowledge
area)

1 What critical system failure may CPS detection = Vulnerabilities Vulnerabilities
occur due to cyberattacks on system and consequences
CPS and ICS

2 What policies, standards, Existing CPS Protection Predominant
procedures, and best practices cybersecurity governance
are endorsed to provide safety governance
and security for the CPS and
ICS

3 What type of cyberattacks can Efficiency of Efficiency Governance
the proper application of CPS policies efficiency
policies, standards, procedures, and standards
and best practices prevent or
mitigate

4 What are the types of Efficiency of Threats Governance
cyberattacks that the proper CPS policies challenges
application of policies, and standards
standards, procedures, and best
practices cannot prevent or
mitigate

5 Why CPS and ICS are subjectto CPS Threats Offenders and
cyberattacks vulnerability motives

6 What type of equipment CPS Protection System
upgrade, software, and cybersecurity enhancements
governance would help enhance  improvement
CPS and ICS safety and security

7 How effective are organizational Role of Protection System
practices such as training, corporate endorsement
knowledge management, and management
incident reporting about various
cyberattacks in identifying
threats and developing standards
or procedures to strengthen the
CPS and ICS safety and security
systems

8 How do you describe corporate ~ Role of Protection Performance
management’s role in corporate assessment
establishing and sustaining the management
CPS and ICS safety and security
systems

9 What can the industrial Role of Protection Governance
community, especially the standardization mandate
standardization and regulatory and regulatory
bodies, do to strengthen the CPS  bodies

and ICS safety and security
systems
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Note. To conclude the predominant governance (Theme 2), I performed a quantitative
analysis of the participants’ answers using MS Word and Excel. Figure 7 shows that IEC
62443 and NIST SP 800-82 are the predominant governance, which conforms to the
literature review.

During the fourth step of the analysis, I created nine detailed themes from clusters
of meanings concluded from the participants’ responses to the interview questions. The
contribution of each participant to each theme is presented in Table 9.

Table 9

Participants’ Contribution to Themes

Participant Themes
identifier Theme Theme Theme Theme Theme Theme Theme Theme Theme
1 2 3 4 5 6 7 8 9

01 Yes Yes Yes Yes Yes Yes Yes Yes Yes
02 Yes Yes Yes Yes Yes Yes Yes Yes Yes
03 Yes Yes Yes Yes Yes Yes Yes Yes Yes
04 Yes Yes Yes Yes Yes Yes Yes Yes Yes
05 Yes Yes Yes Yes Yes Yes Yes Yes Yes
06 Yes Yes Yes Yes Yes Yes Yes Yes Yes
07 Yes Yes Yes Yes Yes Yes Yes Yes Yes
08 Yes Yes Yes Yes Yes Yes Yes Yes Yes
09 Yes Yes Yes Yes Yes Yes Yes Yes Yes
10 Yes Yes Yes Yes Yes Yes Yes Yes Yes
11 Yes Yes Yes Yes Yes Yes Yes Yes Yes
12 Yes Yes Yes Yes Yes Yes Yes Yes Yes
13 Yes Yes Yes Yes Yes Yes Yes Yes Yes
14 Yes Yes Yes Yes Yes Yes Yes Yes Yes
15 Yes

16 Yes

17 Yes

18 Yes

19 Yes

20 Yes
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Theme 1: Vulnerabilities and Consequences

The theme CPS/ICS vulnerabilities and consequences emerged from the
participants’ responses to the first question (What critical system failure may occur due to
cyberattacks on CPS and ICS?). There are two categories of typical system failures or
attack scenarios, one of which is what Participant 01 referred to as the general white
noise, in which as soon as a system is connected to an outside world, the threat level
rises. A general white noise attack affects Windows operating systems and associated
applications and Linux nodes. The failures that arise from those are also generic, such as
ransomware that locks up the system entirely. Those failures are not directly CPS related
because they target the IT infrastructure (PCs, desktop computers and associate
applications).

Participant 01 and 13 others (70% of the total participants) indicated that general
attacks on the IT infrastructure affect the underlying CPS that is controlled by Human-
Machine Interface, or the DCS layer. The consequences may include shutdown to the
process under control or at least efficiency limitations. Thus, CPS may not be as
productive as they use to be before the attack. Still, typically that is not a catastrophic
consequence because all the designed resilience, such as redundancy and safety systems,
are typically beyond the reach of the general white noise attacks that are intended and
prepared for the common IT layer. Because the IT layer provides control functionalities
to the CPS, a general white noise attack on an IT layer could also affect CPS. Still, the
consequences may not be catastrophic (depending on the criticality of the targeted

organization and the production and service it delivers).
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The second category is nation-state-sponsored cyberattacks, in which the offender
is a nation-state-backed threat agent or sophisticated industrial espionage agents that are
motivated through industrial espionage backgrounds, spending a significant number of
resources on the design of the attack on developing malware. In such kind of
predetermined attack scenario, offenders would spend a substantial amount of time on
intelligence, on reconnaissance, then potentially even design exploits specifically for their
target with an intent to develop malware to sabotage the target CPS/ICS. Unlike the
general white noise attacks, nation-state-sponsored attacks are a lot less frequently
happen. Still, when they happen, they sabotage safety systems, control systems,
monitoring and visibility systems, and production systems. Catastrophic consequences of
such sabotage include loss of lives, damage to critical assets, interruption of critical
supplies to communities (such as electricity and water), and environmental disasters such
as emission of toxic substances and river and marine pollution.

Theme 2: Predominant Governance

The CPS/ICS predominant governance were identified based on the participants'
response to the second question (What policies, standards, procedures, and best practices
are endorsed to provide safety and security for the CPS and ICS?). I performed a
quantitative analysis of the participants' answers, 20 participants, using MS Word and
Excel. Figure 7 shows that 18 participants (90%) identified IEC 62443, while 11
participants (55% of the total participants) identified NIST SP 800-82 as predominant

governance, which conforms to the literature review.
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Theme 3: Governance Efficiency

The theme CPS/ICS cybersecurity governance efficiency emerged from the
participants’ responses to the third question (What type of cyberattacks can the proper
application of policies, standards, procedures, and best practices prevent or mitigate?).
70% of the respondents proposed that the general white noise attacks that target the IT
foundation and the underlying CPS/ICS layer could be avoided by compliance to robust
governance that mandate limiting access and exposure to the cloud, monitoring the
networks, and preventing access to physical assets. Participant 02 suggested that
compliance to good standards by well-trained people constructs the first defense line, but
it all depends on how much money, time, and effort an organization is willing to spend to
monitor and manage CPS access control. In theory, a completely locked down system or
a completely managed and monitored system could probably deal with 90% plus of
cyberattacks, but nothing is foolproof; nothing is entirely cyber secure. Participant 09
advised that besides the governance, proper segmentation design, and the use of effective
monitoring and safeguarding technology could help enhance the safety and security of the
CPS and ICS. Participants 01, 11, and 12 noted that the strength of CPS/ICS safety and
security depends on three factors: well-trained people, adherence to governance or
process, and the use of access management technology.
Theme 4: Governance Challenges

The theme challenges to CPS/ICS cybersecurity governance emerged from the
participants’ responses to the fourth question (What are the types of cyberattacks that the

proper application of policies, standards, procedures, and best practices cannot prevent or
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mitigate?). Analysis of 14 interview transcripts (70% of the participants' responses)
suggested that nation-state-sponsored attacks cannot be prevented or mitigated by the
governance only because (according to participants 01 and 03) attackers analyze the
policies and procedures, and the technology used by the target organization, and they
design their attack schemes based on that organization’s background. For an organization
facing such an attacker, just application of governance alone will not help. Even if they
have people who are rigorously following those procedures, the threat agent would
probably find some gaps in that organization’s procedures or technology and use it to
launch a harmful attack. Rogue employees, supply chain and suppliers, and service
providers who have access to the system were defined by Participants 02 and 05 as
sources of insider threats against which CPS and ICS cybersecurity governance are less
effective. Participant 02 said that social engineering is still probably the best class of
attacks that can get through all defenses. Legacy systems and outdated systems’
protections are other challenges for the CPS and ICS cybersecurity governance;
Participant 10 noted that CPS and ICS cybersecurity governance are less effective in
protecting the legacy and obsolete systems.
Theme 5: Offenders and Motives

The theme CPS/ICS offenders and their motives evolved from the participants’
responses to the fifth question (Why CPS and ICS are subject to cyberattacks?). From the
analysis of 14 interview transcripts (70% of the participants' responses), I concluded that
the offenders could be a Script Kiddie, which is (according to participant 03) someone

who is starting spoofing on the internet until he sees an exciting victim to reach out and
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to test his skills on. Motives also include hacktivism (hackers with political or social
reasons), malware to blackmail organizations, offenders seeking publicity, offenders with
a financial motivation (e.g., to get rid of the competition). Then there are the nation-state-
sponsored attacks, where the motives include sabotaging critical infrastructures such as a
power plant or a water station to interrupt supplies to a large community. Participant 05
noted that CPS and ICS systems are subject to cyberattacks because there is more
network interconnectivity between IT and OT environments to enhance business
processes. However, creating such interconnectivity exposes many vulnerable assets to
the internet or the IT-managed systems, consequently increasing the likelihood of
cyberattacks on those assets.
Theme 6: System Enhancements

The theme CPS/ICS system enhancement evolved from the participants’
responses to the sixth question (What type of equipment upgrade, software, and
governance would help enhance CPS and ICS safety and security?). Analysis of 14
interview transcripts (70% of the participants' responses) revealed that replacing or
upgrading the legacy equipment encompassed into CPS/ICS might be difficult to execute,
unlike the IT infrastructures. Participants from 01 to 04 suggested that the equipment is
what many people consider legacy and cannot be updated or upgraded in the same way as
IT systems. The equipment itself is multiple times the price of the IT equivalent systems.
Legacy equipment upgrades or replacement entails a large investment, and the return on
investment is not usually feasible for those upgrades. Similar clusters were found in the

responses of the Participates from 06 to 14.
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Participant 01 emphasized the importance of updating the software running on the
IT side and noted that the downside lies in the CPS and ICS that are not easy to keep
updated due to the production requirements of 24/7 operations for months and even years
makes it difficult to deploy updates. The deterministic management of change and the
validation measures for certain applications make changing things much more difficult.
For example, in a safety-regulated industry like oil and gas, deploying an update to see
whether things still work is not permissible before rigorous testing and validation of all
the potential routes. Such processes are complicated and costly, so especially in CPS/ICS
environment, keeping CPS/ICS up to date is not always possible.
Theme 7: System Endorsement

The theme system endorsement evolved from the participants’ responses to the
seventh question (How effective are the organizational practices such as training,
knowledge management, and incident reporting about various cyberattacks in identifying
threats and developing standards or procedures to strengthen the CPS and ICS safety?).
Analysis of 14 interview transcripts (70% of the participants' responses) disclosed
unanimity on the importance of cybersecurity management practices, highlighting that
they can be very effective only when corporate management promotes and endorses them
as part of the corporate management system. Participant 02 suggested that training,
knowledge management, and incident reporting practices can be very practical, at least by
being an additional type of monitoring of cybersecurity management system. Even if an
organization has the best technology, the cybersecurity system would not be effective if

people do not monitor and report cybersecurity incidents.



102

All participants agreed to the importance of knowledge sharing and incident
reporting. Participant 01 stated that knowledge management helps situational awareness
and understanding of the threat landscape, what errors have been made elsewhere, what
type of consequences have led to, and how they could have been avoided. Incident
reporting is one of the essential cybersecurity practices; if organizations do not report
what's going wrong, it would not be possible to derive any new knowledge about
cyberattacks and associated prevention methods. Participants 01, 02, 03, 05, 07, 08, 09,
10, 11, and 14 have identified incident reporting as an area for improvement by
compliance with corporate governance and mandatory regulations. Not all countries have
mandatory regulations imposing reporting on cybersecurity incidents.

Participant 01 claimed that cybersecurity incident reporting is one of the areas that
the industry has to improve. He noticed that there were conflicts of interest. For example,
regulators were enforcing regulations in cases of non-compliance, issuing hefty fines that
typically demotivate organizations from reporting because every report of an incident
could potentially show that the concerned organization has not been following
regulations or that they missed at least some part. If reporting such non-compliance leads
to a significant fine, the concerned organization would rather hide it.

Theme 8: Performance Assessment

The theme performance assessment evolved from the participants’ responses to
the eighth question (How do you describe corporate management's role in establishing
and sustaining the CPS and ICS safety and security systems?). Analysis of 14 interview

transcripts (70% of the participants' responses) revealed that the role of corporate
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management is essential in establishing healthy organizational culture by promoting and
endorsing cybersecurity governance as an intrinsic part of the corporate safety
management system.

Participants 03 and 04 suggested that the role of corporate management is crucial
as their approval and sponsorship are needed before any new technology or approach
(such as CPS/ICS cybersecurity) can be adopted or implemented. Participants 01, 02, 03,
04, 05, and 11 noticed that the top management at some of the CPS/ICS-based industries
operating on legacy systems have the mindset that production availability always has the
priority over safety and security (including CPS and ICS cybersecurity) because
production availability increases the company revenue while spending on safety and
security increases the cost. From this perspective, those managers are unwilling to stop
production to patch their operating systems or upgrade their legacy equipment,
considering they have been working for decades. To change this cultural issue,
Participants 01, 02, 04, and 11 suggested corporate management and regulatory bodies
may endorse a performance assessment program that includes equipment certification and
key performance indicators to measure the efficiency of CPS/ICS cybersecurity-related
activities.

Theme 9: Governance Mandate

The theme governance mandate evolved from the participants’ responses to the
ninth question (What can the industrial community, especially the standardization and
regulatory bodies, do to strengthen the CPS and ICS safety and security systems?).

Analysis of 14 interview transcripts (70% of the participants' responses) revealed that
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more collaboration between the standardization firms and regulatory bodies on one side,
and the CPS/ICS-based business owners and vendors on the other side could help
enhance the quality and efficiency of governance against cyberattacks. Participant 02,
who worked for one of the standardization firms, stated that his organization made active
efforts to collaborate and reach out to as many different organizations as possible. He
said that we have an active group of liaisons, and one of the issues that we deal with is
that we are constantly struggling to get asset owners as part of our organization. Getting
asset owners to take on cybersecurity is critical because they are doing the work and have
to make those risk-based decisions whether to keep production up by continually running
the process equipment or stop them to make updates to improve cybersecurity. They also
manage the balance between production availability and associated revenue against
financial impacts related to safety and cybersecurity expenditures.

Participant 02 explained why it was difficult to get asset owners involved in the
activities of standards and regulatory bodies. He thought that the asset owners tended to
be less vocal because they are worried about the image of their companies, or they are
concerned about the image of their own involvement in adverse events. "Removing the
stigma of things going wrong is crucial, and I do not know how to accomplish that," said
Participant 02. The solution to these issues (as concluded from the responses of
Participants 01, 03, 04, 05, 07, 08, 09, 12, 13, and 14) lies in mandating incident
reporting by the regulatory authorities.

Participant 01 suggested that regulatory authorities should enforce CPS/ICS

cybersecurity incident reporting and oblige all regulatory bodies from the individual
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member states to share incidents' experiences, cases, and threat intelligence across each
other. He claimed that the right direction is to have nation-states recognize that
cyberattacks on critical infrastructures can only be solved jointly upon an agreement to
criminalize cyberattacks, preferably endorsed by the United Nations Security Council.
Participant 01 also suggested that regulatory authorities need to establish interfaces
among each other, regulatory bodies, and agencies with the necessary information and
insight. The aim should be to motivate the entities that operate these CPS/ICS critical
infrastructures, not by punishing them for reporting incidents but by encouraging them to
learn from each other.

Participant 03 stated that in Europe, one ICS legislation mandates that critical
infrastructure needs to be cyber secured and obliges organizations to report cyber
incidents to their respective governments. He thought that this legislation is a good start
to protect CPS-based infrastructures. Still, the regulatory authorities must start
conducting audits to ensure this legislation is being implemented and impose fines for
non-compliance with the requirements of that legislation. This viewpoint contradicts the
one proposed earlier by Participant 01. Analysis of 14 interview transcripts (70% of the
participants' responses) showed consensus about what the standardization firms can do to
strengthen the CPS and ICS safety and security; they can simplify the standards to a
reasonably practicable level so that the organizations can implement them.

CPS/ICS Cybersecurity Governance Review and Analysis
I triangulated the primary data obtained from the semistructured interviews and

member checking against the secondary data obtained from the CPS/ICS governances
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(IEC 62443 and NIST SP 800-82) to increase the credibility and validity of the research

findings. The triangulation analysis was done by reviewing each document to find an

answer to each interview question and then comparing these answers to the themes

evolved from the interview transcripts’ analysis to conclude conformity/disconformity

amongst the data sources. The triangulation analysis results for both documents are

outlined as follows:

Document IEC 62443 Triangulation Analysis

1.

IEC 62443 (Quick Start Guide: An Overview of ISA/IEC 62443 Standards)
defined the consequences of critical system failure that may occur due to
cyberattacks on CPS/ICS as: (a) safety or health hazard to public or employee,
(b) environment damage, (c) equipment damage, (d) product integrity loss, (e)
Loss of proprietary or confidential information, (f) legal or regulatory
requirements violation, (g) financial loss, (h) company reputation or public
confidence loss, and (i) entity, local, state, or national security threats. These
undesired consequences conform to Theme 1 (CPS/ICS vulnerabilities and
consequences), which evolved from the analysis of the interview transcripts.
IEC 62443 stated that the goals of its series are to advance the reliability,
integrity, safety, and security of the Industrial Automation and Control
Systems (IACS), or simply ICS, by using a methodical, risk-based, and
comprehensive process through the whole ICS lifecycle. This goal statement
conforms to Theme 2 (Predominant governance), which evolved from the

analysis of the interview transcripts.
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IEC 62443 stated that the efficiency of the ICS depends on more than the

technology that encompasses a control system; it also comprises the work
processes and people needed to ensure the integrity, reliability, safety, and
security of the control system. Without adequately trained people, risk-fitting
technologies, work processes, and countermeasures, an ICS could be more
exposed and vulnerable to cyberattacks. These statements conform to Theme
3 (CPS/ICS cybersecurity governance efficiency), which evolved from the
analysis of the interview transcripts.

IEC 62443 described cyber threat actors as insiders (unintentional or
intentional), organized crime, cybercriminals, hacktivists, and state-sponsored
attackers. Forms of cyberattacks include ransomware, destructive malware,
coordinated and directed remote access attacks on ICS and linked
infrastructure. These descriptions of cyber threat actors and forms of
cyberattacks conform to Theme 4 (Challenges to CPS/ICS cybersecurity
governance) and Theme 5 (CPS/ICS offenders and their motives), both of
which evolved from the analysis of the interview transcripts.

IEC 62443 acknowledged that not all of its requirements could be met by
legacy systems. Thus, recompensing countermeasures may be required to
secure the ICS service providers. IEC 62443 also stated that the asset owner
must specify and endorse the ICS security requirements throughout the supply
chain to meet the overall conditions of the ICS cybersecurity program. This

acknowledgement statement suggests that the update of the legacy systems is
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a challenge to cybersecurity governance, which conforms to Theme 6
(CPS/ICS system enhancement) as it evolved from the analysis of the
interview transcripts.

Part 3-2 of the IEC 62443 outlined the requirements for the risk assessment
process without providing a specific methodology to be used. IEC 62443
suggested that the asset owners must establish and develop the cybersecurity
risk assessment methodology and embed it into the corporate risk assessment
methodology. This statement conforms to the shortfalls identified in Theme 7
(System endorsement), which evolved from the analysis of the interview
transcripts.

IEC 62443 defined the asset owners’ activities as: (a) establish and sustain a
cybersecurity program that outlines ICS-specific requirements, (b) divide
zones, communication channels, and execute related cybersecurity risk
assessments, (c) specify the ICS requirements in a cybersecurity requirements
specification document, (d) secure services and products necessary to meet the
ICS requirements, (e) run and maintain the ICS cybersecurity program, and (f)
measure the effectiveness of the ICS cybersecurity program. These activities
conform to Theme 8 (Performance assessment), which evolved from the
analysis of the interview transcripts.

Security level 4, as described in the IEC 62443, provided process metrics to

control the effectiveness and performance of a typical cybersecurity system,
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which also conforms to Theme 8 (Performance assessment) that evolved from
the interview transcripts' analysis.

IEC 62443 (Quick Start Guide: An Overview of ISA/IEC 62443 Standards)
provided a reference to a piece of news stating that “the United Nations
Economic Commission for Europe (UNECE) has confirmed it will integrate
the widely used ISA/IEC 62443 series of standards into its forthcoming
Common Regulatory Framework on Cybersecurity (CRF). The CRF will
serve as an official UN policy position statement for Europe.” (ISA Global
Security Alliance, 2019). This piece of news conforms to Theme 9
(Governance mandate), which evolved from the analysis of the interview

transcripts.

Document NIST SP 800-82 Triangulation Analysis

1.

NIST SP 800-82 suggested that CPS/ICS reliance on interconnectivity
upsurges the risks of cyberattacks. Denial of Service (DoS) and malware (e.g.,
viruses, worms) have become common cyberattacks against CPS/ICS.
Possible consequences of a CPS/ICS incident include: (a) threat to national
security, (b) loss or reduction of production at one or several producing
facilities, (c) death or injury of employees, (d) death or injury of people in the
community, (¢) equipment damage, (f) environmental damage, (g) diversion
or release of hazardous materials, (h) regulatory requirements violation, (i)
product infection, (k) legal liabilities, (1) confidential information or

proprietary loss, and (m) customer confidence or brand image loss. These
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cyberattacks and consequences conform to IEC 62443 and Theme 1 (CPS/ICS

vulnerabilities and consequences), which evolved from the analysis of the
interview transcripts.

. NIST SP 800-82 offered guidance to securing ICS, including SCADA
systems, DCS, and PLC, while directing their unique performance, safety, and
reliability requirements. NIST SP 800-82 also provided an overview of ICS
and archetypal system topologies, classifies typical threats and vulnerabilities
to these systems, and recommends cybersecurity countermeasures to alleviate
related risks. This scope conforms to Theme 2 (Predominant governance),
which evolved from the analysis of the interview transcripts.

. NIST SP 800-82 introduced possible incidents a CPS/ICS may face as: (a)
obstructed or delayed flow of information over CPS/ICS networks, which
could disrupt the operation of CPS/ICS, (b) unapproved changes to
commands, instructions, or alarm thresholds, which could disable, damage, or
shutdown processing equipment, cause environmental damage, or threaten
human life, (c¢) incorrect information sent to system operators, either to hide
unauthorized changes, or to deceive the operators into initiating actions that
could result in negative consequences, (d) software configuration or
modification, or malware-infected software that could cause adverse results,
(e) biasing the operation of protection systems, which could cause costly
equipment damage, and (f) biasing the operation of safety systems, which

could result in catastrophic incidents. NIST SP 800-82 provided guidelines for
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preventing these types of incidents. Therefore, it conforms to Theme 3
(CPS/ICS cybersecurity governance efficiency), which evolved from the
analysis of the interview transcripts.

Table C-1 of the governance NIST SP 800-82 provided a comprehensive list
of threat sources to ICS, suggesting that governance's efficiency in preventing
them may vary depending on their magnitude, frequency, and ability to
compound other interconnected events. This statement conforms to IEC 62443
and Theme 4 (Challenges to CPS/ICS cybersecurity governance) that evolved
from the analysis of the interview transcripts.

NIST SP 800-82 suggested that initially, CPS/ICS had little similarity to IT
systems in that these systems were isolated systems running branded control
protocols and using specified hardware and software. Broadly available, low-
cost Ethernet and Internet Protocol (IP) devices are now replacing the older
proprietary technologies, increasing the likelihood of cybersecurity
vulnerabilities and catastrophic incidents. CPS/ICS incorporate IT solutions to
support corporate connectivity and remote access capabilities and are
designed to use customary industry computers, OS, and network protocols.
Such integration causes less separation from the outside world, generating a
more need to secure these systems. These statements conform to IEC 62443
and the system vulnerabilities included in Theme 5 (CPS/ICS offenders and

their motives) that evolved from the analysis of the interview transcripts.
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6. NIST SP 800-82 stated that today’s CPS/ICS are typically a combination of

legacy systems with an estimated lifetime ranging between 20 and 30 years or
a mixture of legacy systems supplemented by newer hardware and software
interlocked with other systems. Thus, it is difficult or impracticable to
implement some of the security controls recommended by NIST SP 800-53.
This statement provides proof that the update of the legacy system is a
challenge to cybersecurity governance, as concluded by the participants, and
therefore it conforms to IEC 62443 and Theme 6 (CPS/ICS system
enhancement) that evolved from the analysis of the interview transcripts.

7. NIST SP 800-82 suggested operators to effectively integrate security into
CPS/ICS by defining and implementing an all-inclusive program that
addresses all aspects of cybersecurity, ranging from specifying objectives to
day-to-day operation and continuing compliance auditing and improvement.
Efficiency of a CPS/ICS cybersecurity system depends on assigning
information security manager with adequate responsibility and authority. The
fundamental process for developing a CPS/ICS cybersecurity program
include: (a) create a business case for cybersecurity, (b) specify charter and
scope, (¢) form and train a cross-disciplinary team, (e) develop specific
CPS/ICS cybersecurity policies and procedures, (f) develop and execute a
CPS/ICS cybersecurity risk management framework, and (g) offer training

and adopt security awareness for CPS/ICS staff. These practices conform to
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IEC 62443 and Theme 7 (System endorsement) that evolved from the analysis
of the interview transcripts.

. NIST SP 800-82 suggested that the commitment to a CPS/ICS security
program commences at the top. It is essential for the success of CPS/ICS
security program that the organization’s top-management buy-in and
participate in the CPS/ICS security program. Tier 1 organization level
management that incorporates both IT and CPS/ICS operations has the
perception and authority to comprehend and take responsibility for the
cybersecurity risks. The Tier 1 business leadership are responsible for
approving and enforcing information security policies, setting cybersecurity
roles and responsibilities, executing the cybersecurity program across the
organization, and funding for the entire program in phases. These roles and
responsibilities conform to IEC 62443 and Theme 8 (Performance
assessment) that evolved from the analysis of the interview transcripts.

. NIST SP 800-82 stipulated that the information security manager should
create a policy that outlines the information security organization's
supervisory charter and specifies mission, business process managers, system
owners' roles, responsibilities, accountabilities, and users. The information
security manager should document and decide upon the goals and objectives
of the cybersecurity program, defines the business groups affected, the
computer systems and networks to be protected, the sources and budget

required, and the breakdown of responsibilities. The scope should also address
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business, training, audit, legal and regulatory requirements, and execution
schedules and commitments. This scope suggests collaboration with
regulatory bodies and standardization firms as partial activities within the
cybersecurity management program. Therefore, it conforms to the shortfalls
identified in Theme 9 (Governance mandate), which evolved from the
analysis of the interview transcripts.
Evidence of Trustworthiness

Credibility

As outlined in Chapter 3, the participant's review of the researcher's notes and
transcribed data provides quality control over the content and adds to the credibility of
the study (see Perrotta, 2017). [ used interview transcripts and conducted member
checking by sharing my perception and interpretation notes, the transcribed data, and
interview findings with each participant via email. I intended to follow up for further
clarifications via telephonic interviews, but that was unnecessary as the participants'
responses were clear and sufficient. To ensure that member checking is a value-added
validation technique, I conducted a complete analysis of each participant's feedback until
the saturation was achieved after 14 interviews.

To attain this study’s credibility, I used recognized and approved research
methods (qualitative, multiple-case study using RAT), maintained familiarity with the
context, used transparent recruiting and informed consent. I used triangulation of the
CPS/ICS governance and the interview transcripts to increase the credibility and validity

of the research findings and results to other CPS/ICS industries. Out of 14 interviews
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analyzed until the saturation was achieved, 14 (100%) interview transcripts contained
similar clusters that led to producing the nine themes, titles of which were presented
earlier in this chapter and presented in detail later in the study findings section. I intended
to discuss the discrepant cases or findings with the participants, but there were no
discrepancies to discuss.
Transferability

Transferability is described as the overall comparison of research findings against
similar studies to conclude possible commonality (see Allred et al., 2017). To attain
transferability and provide the reader with the necessary information to make a well-
informed decision, the researcher should provide a precise explanation of the research
methods employed in the study (see Sidhu et al., 2017). To support the transferability of
this study, I did the following:

e The two CPS/ICS cybersecurity governances that I selected for thematic
analysis (IEC 62443 and NIST SP 800-82) are endorsed by internationally
recognized standardization/regulatory firms and adopted globally by most
CPS-based industries. Out of the 20 participants included in the study, 18
(90%) identified IEC 62443 as one of the predominant cybersecurity
governance. 11 participants (55%) identified NIST SP 800-82 as one of the
predominant cybersecurity standards (see Figure 7).

e To attain external validity, I conducted Zoom interviews with 20 CPS
cybersecurity experts selected purposively from worldwide cybersecurity-

specialist groups on LinkedIn. These participants were from 13 countries
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spread across five continents (see Figures 4 and 5); they work for a wide range
of 17 CPS/ICS-based industries worldwide (see Figure 6).

e The study’s participants were cybersecurity experts selected purposively from
a large spectrum of CPS/ICS-based industry; the consistency of the themes
developed from participants’ answers to each interview question support the
validity and transferability of the study findings and results to other CPS/ICS
industries.

e In Chapter 3, I provided a full description of the context and setting of data
collection, explained participant selection criteria, and specified the
recruitment process. Also, [ explained the research design and conceptual
framework and explained the data analysis plan.

e [ present the study results later in this chapter and propose the
recommendations in Chapter 5.

Dependability

As outlined in Chapter 3, the tactic needed to ensure dependability and
confirmability depends on using an audit trail. The researchers provide a complete set of
notes on choices made throughout the research process (see Korstjens & Moser, 2018). I
maintained an updated audit trail documenting the evolution of research design and
methods, data collection, and analysis strategies to sustain this study's dependability. I
kept timely reports on the flow and any changes to procedures. I ensured that the study

participants were cybersecurity professionals who met the eligibility criteria specified in
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Table 7. I adhered to the IRB-approved protocol and all ethical procedures to recruit
participants, using the approved consent form.
Confirmability

A thorough explanation of the research processes should be provided to guarantee
the study’s confirmability (see Kalu & Bwalya, 2017). Confirmability can be enhanced
by reflexibility, which is a process that permeates the entire research effort; therefore, it is
proper to address the steps taken throughout the manuscript (see Dodgson, 2019). To
enhance the confirmability of this research, I presented the findings through extraction
from the result of participants’ experiences and ideas rather than my own characteristics
and preferences. In doing so, I provided detailed descriptions of the researcher’s role and
his affiliation with the setting, context, and phenomenon. I performed triangulation of the
CPS/ICS governance and the interview transcripts to increase the credibility and validity
of the research findings and results. I preserved the transparency of the audit trail
throughout the process, from data collection through interpretation. I presented in figures
and texts how I moved from data to codes to categories to themes.

Study Results

The main research question that guided this study was as follows: How can
cybersecurity governance be applied to develop controls that stop or mitigate the
consequences of cyberattacks against the CPS in the oil and gas industry? This question
was broken down into the nine (open-ended) interview questions outlined in Appendix A.
20 cybersecurity experts from 13 countries, five continents, and 17 CPS/ICS-based

industries shared their knowledge and experiences by answering the questions through



118

one-to-one semistructured interviews using Zoom. I analyzed the interview transcripts
and explained how I linked every interview question with a category, code, and
concluded themes from the participants’ responses (see the data analysis section of this
chapter). The findings from the themes concluded from participants’ responses are
presented as follows:
Result 1: CPS/ICS Vulnerabilities and Consequences

The participants were asked what critical system failure may occur due to
cyberattacks on CPS and ICS. The participants' responses revealed that the system
failures depend on the type of cyberattack. There are two categories of typical system
failures or attack scenarios, one of which is what Participant 01 referred to as the general
white noise. This category of attacks directly targets the IT infrastructure (PCs, desktop
computers and associated applications) and indirectly targets the underlying CPS/ICS that
the Human-Machine Interface, or the DCS layer control. The second category is nation-
state-sponsored cyberattacks. The offender, in this case, is a nation-state-backed threat
agent or sophisticated industrial espionage agent motivated through industrial espionage
backgrounds and spending unlimited resources on the design of malware to design
sabotage the DCS/ICS. According to 14 participants (70% of the participants' responses),
the consequences of cyberattacks on CPS-ICS vary depending on the type of cyberattack
and the criticality of the targeted organization and the production and service it delivers.
Vulnerable items targeted by offenders include IT infrastructure, process control and
visibility systems, safety systems, and production system. Catastrophic consequences due

to cyberattacks on CPS/ICS-based industries may include loss of lives, damage to critical
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assets, interruption of critical supplies to communities (such as electricity and water), and
environmental disasters such as emission of toxic substances and river and marine
pollution.
Result 2: Predominant CPS/ICS Cybersecurity Governance

The CPS/ICS predominant governances were identified due to the participants'
responses to the second question (What policies, standards, procedures, and best practices
are endorsed to provide safety and security for the CPS and ICS?). Figure 7 shows that 18
participants (90%) identified IEC 62443, while 11 participants (55% of the total
participants) identified NIST SP 800-82 as predominant governance, which conforms to
the literature review.
Result 3: Efficiency of CPS/ICS Cybersecurity Governance

The efficiency of the CPS/ICS cybersecurity governance was linked to the third
question (What type of cyberattacks can the proper application of policies, standards,
procedures, and best practices prevent or mitigate?). Analysis of 14 interview transcripts
(70% of the participants’ responses) revealed that the general white noise attacks that
target the IT foundation and the underlying CPS/ICS layer could be avoided by
compliance to robust governance that mandate limiting access and exposure to the cloud,
monitoring the networks, and preventing access to physical assets. Additional findings
from the analysis of participants’ responses are as follows:

e Participant 02 suggested that compliance to good standards by well-trained

people constructs the first defense line. Still, it all depends on how much

money, time, and effort an organization is willing to spend to monitor and



120

manage access control. In theory, a completely locked down system or a
completely managed and monitored system could probably deal with 90%
plus of cyberattacks, but nothing is foolproof; nothing is entirely cyber secure.

e Participant 09 advised that besides the governance, proper segmentation
design, and the use of effective monitoring and safeguarding technology could
help enhance the safety and security of the CPS and ICS.

e Participants 01, 11 and 12 noted that the strength of CPS/ICS safety and
security depends on three factors: well-trained people, adherence to
governance or process, and the use of access management technology.

Result 4: Governance Challenges

Challenges to CPS/ICS were linked to the fourth question (What are the types of
cyberattacks that the proper application of policies, standards, procedures, and best
practices cannot prevent or mitigate?). Analysis of 14 interview transcripts (70% of the
participants' responses) revealed the following results:

e Nation-state-sponsored attacks cannot be prevented or mitigated by the
governance only because (according to Participants 01 and 03), attackers
analyze the governance and the technology used by the target organization,
and they design their attack schemes based on that organization’s background.

e Rogue employees, supply chain and suppliers, and service providers who have
access to the system were defined by Participants 02 and 05 as sources of
insider threats, against which CPS and ICS cybersecurity governance are less

effective.
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Social engineering (according to Participant 02) is still probably the best class
of attacks that can get through all defenses.

Legacy systems and outdated systems’ protections are challenges for the CPS
and ICS cybersecurity governance. Participant 10 noted that CPS and ICS
cybersecurity governance are less effective in protecting the legacy and

obsolete systems.

Result 5: Offenders and Motives

The CPS/ICS offenders and their motives were evolved from the participants’

responses to the fifth question (Why CPS and ICS are subject to cyberattacks?). Analysis

of 14 interview transcripts (70% of the participants' responses) revealed that the offenders

include the following:

Script Kiddie, which is (according to Participant 03) someone who is starting
spoofing on the internet until he sees an exciting victim to reach out and test
his skills on.

Hacktivism (hackers with political or social reasons).

Malware to blackmail organizations.

Offenders seeking publicity.

Offenders with a financial motivation (e.g., to get rid of the competition).
Nation-state-sponsored attacks, where the motives include sabotaging critical
infrastructures such as a power plant or a water station to interrupt supplies to

a large community.
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Participant 05 noted that CPS and ICS systems are subject to cyberattacks because
there is more network interconnectivity between IT and OT environments that can
enhance business processes. However, by creating such connections, we are exposing
many vulnerable assets to the internet or the IT-managed systems.\.

Result 6: CPS/ICS Safety and Security Enhancement
The theme CPS/ICS system enhancement was evolved due to linking the CPS
cybersecurity improvement as a category with the sixth question (What type of
equipment upgrade, software, and governance would help enhance CPS and ICS safety
and security?). Analysis of 14 interview transcripts (70% of the participants' responses)
showed the following findings:
e Replacing or upgrading the legacy equipment encompassed into CPS/ICS
might be difficult to execute, unlike the IT infrastructures. Participants from
01 to 04 suggested that the equipment is what many people consider legacy
and cannot be updated or upgraded the same way as IT systems. Legacy
equipment upgrades or replacement entails a large investment, and the return
on investment is not usually feasible for those upgrades. Similar clusters were
found in the responses of the Participates from 06 to 14.

e Participant 01 stressed the importance of updating the software running on the
IT side and noted that the downside lies in the CPS and ICS that are not easy
to keep updated due to the production requirements of 24/7 operations for

months and even years make it difficult to deploy updates.
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According to Participant 01, the deterministic management of change and the
validation measures for certain applications make it much more difficult to
change things. For example, in a safety-regulated industry like oil and gas,
deploying an update to see whether things still work is not permissible before
rigorous testing and validation of all the potential routes. Such processes are
complicated and costly, so especially in CPS/ICS environment, keeping up to

date is not always possible.

Result 7: Cybersecurity System Endorsement

The system endorsement as a theme evolved due to linking the role of corporate

management as a category with the seventh question (How effective are the

organizational practices such as training, knowledge management, and incident reporting

about various cyberattacks in identifying threats and developing standards or procedures

to strengthen the CPS and ICS safety?). The results concluded from this theme are as

follows:

Analysis of 14 interview transcripts (70% of the participants' responses)
showed unanimity on the importance of cybersecurity management practices,
highlighting that they can be very effective only when corporate management
promotes and endorses them as part of the corporate management system.
Participant 02 suggested that training, knowledge management, and incident
reporting practices can be very practical, at least by being an additional type

of monitoring of cybersecurity management system. Even if an organization
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has the best technology, the cybersecurity system would not be effective if
people do not monitor and report cybersecurity incidents.

e Participant 01 stated that knowledge management helps situational awareness
and understanding of the threat landscape (what errors have been made
elsewhere, what type of consequences have led to, and how they could have
been avoided).

e Participants 01, 02, 03, 05, 07, 08, 09, 10, 11, and 14 have identified incident
reporting as an area for improvement by compliance with corporate
governance and mandatory regulations. Not all countries have mandatory
regulations imposing reporting on cybersecurity incidents.

e Participant 01 claimed that cybersecurity incident reporting is one of the areas
that the industry has to improve. He noticed that there were conflicts of
interest. For example, regulators were enforcing regulations in cases of non-
compliance, issuing hefty fines that typically demotivate organizations from
reporting because every report of an incident potentially shows that they have
not been following regulations or that they missed at least some part. If
reporting such non-compliance leads to a significant fine, the concerned
organization would rather hide it.

Result 8: CPS/ICS Cybersecurity Performance Assessment

The theme performance assessment was developed by linking the role of

corporate management as a category (knowledge area) and the eight-question (How do

you describe corporate management's role in establishing and sustaining the CPS and ICS
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safety and security systems?). Analysis of 14 interview transcripts (70% of the
participants' responses) revealed the following results:

e The role of corporate management is essential in establishing healthy
organizational culture by promoting and endorsing cybersecurity governance
as an intrinsic part of the corporate management system.

e Participants 03 and 04 suggested that the role of corporate management is
crucial as their approval and sponsorship are needed before any new
technology or approach (such as CPS/ICS cybersecurity) can be adopted or
implemented.

e Participants 01, 02, 03, 04, 05, and 11 noticed that the top management at
some of the CPS/ICS-based industries operating on legacy systems have the
mindset that production availability always has the priority over safety and
security (including CPS and ICS cybersecurity) because production
availability increases the company revenue while spending on safety and
security increases the cost. From this perspective, those managers are
unwilling to stop production to patch their operating systems or upgrade their
legacy equipment because they have been working for decades.

e Participants 01, 02, 04, and 11 suggested that corporate management and
regulatory bodies may endorse a performance assessment program that
includes equipment certification and key performance indicators on CPS/ICS

cybersecurity-related activities to change the cultural issue stated above.
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Result 9: Governance Mandate

The governance mandate as a theme evolved from linking the role of
standardization and regulatory bodies as category (knowledge area) with the ninth
question (What can the industrial community, especially the standardization and
regulatory bodies, do to strengthen the CPS and ICS safety and security systems?).
Analysis of 14 interview transcripts showed the following results:

e More collaboration between the standardization firms and regulatory bodies
on one side, and the CPS/ICS-based business owners and vendors on the other
side could help enhance the quality and efficiency of governance against
cyberattacks.

e Participant 02, who worked for one of the standardization firms, stated that it
is difficult to get asset owners involved in the activities of standards and
regulatory bodies because asset owners tend to be less vocal as they are
worried about the image of their companies, or they are concerned about the
image of their own involvement in things. The solution to these issues (as
concluded from the responses of Participants 01, 03, 04, 05, 07, 08, 09, 12, 13,
and 14) lies in mandating incident reporting by the regulatory authorities.

e Participant 01 suggested that regulatory authorities should enforce CPS/ICS
cybersecurity incident reporting and oblige all regulatory bodies from the
individual member states to share incidents' experiences, cases, and threat
intelligence across each other. He claimed that the right direction is to have

nation-states recognize that cyberattacks on critical infrastructures can only be
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solved jointly, ideally upon an agreement to criminalize cyberattacks endorsed
by the United Nations Security Council.

e Participant 03 stated that in Europe, one ICS legislation mandates that critical
infrastructure needs to be cyber secure and obliges organizations to report
cyber incidents to their respective governments. Still, the regulatory
authorities must conduct audits to ensure this legislation is being implemented
and impose fines for non-compliance with the requirements of that legislation.
This viewpoint contradicts the one proposed earlier by Participant O1.

e Analysis of 14 interview transcripts (70% of the participants’ responses)
showed consensus about how standardization firms can strengthen the CPS
and ICS safety and security; they can simplify the cybersecurity governance to
a reasonably practicable level so that the organizations can implement them.

Summary

In Chapter 4, I presented an analysis of the data collected through one-on-one in-
depth semistructured interviews using Zoom provided 827 minutes of audio recordings
with 20 cybersecurity experts selected from worldwide cybersecurity specialist groups on
LinkedIn. Nine themes that emerged from the analysis of the interview transcripts were
consistent with each other and the reviewed literature, as outlined in Chapter 2. In Theme
1, the participants addressed the research question by sharing their experiences about the
CPS/ICS vulnerabilities to cyberattacks and associated consequences. In Theme 2, the
participants addressed the research question by identifying the predominant cybersecurity

governance. In Theme 3, the participants addressed the research question by evaluating
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the efficiency of cybersecurity governance. In Theme 4, the participants addressed the
research question by describing the challenges of cyberattacks against which the
governance are less effective. In Theme 5, the participants addressed the research
question by identifying the CPS/ICS offenders and motives. In Theme 6, the participants
addressed the research question by introducing a cybersecurity system enhancement
method. In Theme 7, the participants addressed the research question by describing the
corporate management's role in endorsing cybersecurity governance. In Theme 8, the
participants addressed the research question by describing the role of corporate
management in authorizing the cybersecurity performance assessment. In Theme 9, the
participants addressed the research question by explaining the role of standardization and
regulatory bodies in creating and mandating cybersecurity governance.

The consistency of the data and the adherence of the study to the qualitative,
multiple-case study method using RAT (which served as a conceptual theory for this
study, as outlined in Chapter 3) support the trustworthiness of this study. I also
triangulated the data obtained from the semistructured interviews and member checking
with the CPS/ICS governance, then tied them back to RAT to increase the credibility and
validity of the research findings. Chapter 5 includes interpretation of the study findings,
and limitations of the study. Chapter 5 also contains recommendations for further
research, implications for positive social change and concludes with the key essence of

the study.
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Chapter 5: Discussion, Conclusions, and Recommendations

The purpose of this study was to explore how cybersecurity governance can be
applied to develop controls that stop or mitigate the consequences of cyberattacks against
the CPS in the oil and gas industry. A qualitative, multiple-case study using the RAT
(Cohen & Felson, 1979) as a conceptual theory was conducted. Primary data collected
via in-depth semistructured Zoom interviews with 20 cybersecurity experts selected from
worldwide cybersecurity groups on LinkedIn. Interview transcripts' analysis delivered the
study results in nine themes, consistent with the literature and document reviews.

Theme 1 (Vulnerabilities and consequences) emerged from the participants'
explanations of the critical system's failure and consequences due to cyberattacks on
CPS/ICS. Theme 2 (Predominant governance) emerged from the participants'
identification of the predominant CPS governance. Themes 3 and 4 (Governance
efficiency and Governance challenges, respectively) emerged from the participants'
experiences on the cyberattacks that can and cannot be prevented using CPS governance.
Theme 5 (Offenders and motives) emerged from the participants' explanations of why
CPS are subject to cyberattacks. Theme 6 (System enhancements) emerged from the
participants' explanations of how to enhance CPS cybersecurity. Theme 7 (System
endorsement) emerged from the participants' evaluation of organizational cybersecurity
practices. Theme 8 (Performance assessment) emerged from the participants' descriptions
of corporate management's role in establishing a cybersecurity system. Theme 9
(Governance mandate) emerged from the participants' views of what standardization and

regulatory bodies can do to strengthen the CPS cybersecurity systems.
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Interpretation of Findings

The research question that guided this study was as follows: How can
cybersecurity governance be applied to develop controls that stop or mitigate the
consequences of cyberattacks against the CPS in the oil and gas industry? This question
was broken down into the nine (open-ended) interview questions outlined in Appendix A.
The key findings presented below were concluded from the nine themes that emerged
from the analysis of semistructured interview transcripts as primary data. The below
findings conform to the analysis of the two CPS/ICS cybersecurity governances reviewed
and analyzed as secondary data (IEC 62443 and NIST SP 800-82), as outlined in the data
analysis section of Chapter 4. Both primary and secondary data also conform to the peer-
reviewed literature in Chapter 2, as described below.
Finding 1: Vulnerabilities and Consequences

Vulnerabilities and consequences of cyberattacks on CPS/ICS are key findings
derived from Theme 1 that emerged from the participants’ responses. The vulnerabilities
and threat levels rise as CPS/ICS are connected to an outside world. CPS/ICS are
exposed to two types of cyberattacks: (a) the general white noise attack that affects
Windows operating systems all within its application and Linux nodes, and (b) nation-
state-sponsored cyberattacks, in which the offender is a nation-state-backed threat agent
or sophisticated industrial espionage agents that are motivated through industrial
espionage backgrounds, spending a significant number of resources on the design of the
attack on developing malware sabotage opponents’ critical infrastructure. Catastrophic

consequences of such sabotage include loss of lives, damage to critical assets,
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interruption of critical supplies to communities (such as electricity and water), and
environmental disasters such as emission of toxic substances and river and marine
pollution. This finding conforms Ding et al.’s (2020) and Ahmad et al.’s (2018)
classifications of cyberattacks on CPSs and the vulnerable target as an element of the
RAT (Cohen & Felson, 1979), as outlined in Chapter 2. The participants’ responses
conformed to the analysis of the governance IEC 62443 and NIST SP 800-82, both of
which provide guidance on how to protect CPS/ICS against cyberattacks, including the
recommended defense-in-depth architecture (see Figure 3).
Finding 2: Predominant Governance

The predominant governance is an essential finding derived from Theme 2 that
emerged from the participants’ responses. Figure 7 shows that 18 participants (90%)
identified IEC 62443, while 11 participants (55% of the total participants) identified
NIST SP 800-82 as predominant governance. These two governances were used as a
secondary data source to validate the primary data obtained from the thematic analysis of
the interview transcripts. This finding conforms to the state of cybersecurity governance
(Cardenas & Cruz, 2019; Lyu et al., 2019; Ross et al., 2018; Yoo & Shon, 2016; You et
al., 2019), as outlined in Chapter 2.
Finding 3: Governance Efficiency

The governance efficiency is a key finding derived from Theme 3 that emerged
from the participants’ responses. The majority of the participants (70%) proposed that the
general white noise attacks on the IT foundation and the underlying CPS/ICS layer could

be prevented by compliance to robust governance that enforces limiting access and
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exposure to the cloud, monitoring the networks, and preventing access to physical assets.
Participants 01, 11, and 12 noted that compliance with strict governance provides the
primary defense line. Still, the strength of CPS/ICS governance depends on three factors:
well-trained people, adherence to governance or process, and the use of access
management technology. This finding implies that the efficiency of a cybersecurity
system does not depend only on governance but also on well-trained people and the use
of network access management technology. Therefore, it conforms to the CPS/ICS
cybersecurity countermeasures (Alladi et al., 2020; Lamba, 2018), as described in
Chapter 2. The participants’ responses were also aligned with the analysis of [EC 62443
and NIST SP 800-82, as described in the data analysis section of Chapter 4.
Finding 4: Governance challenges

The governance challenges is a significant finding derived from Theme 4 that
emerged from the participants’ responses. Analysis of 14 interview transcripts (70% of
the total participants) suggested that the nation-state-sponsored attacks cannot be
prevented or mitigated by the governance only for the reasons explained earlier (see
Finding 1 in this section). The review and analysis of [EC 62443 and NIST SP 800-82
showed that these two governances identified the nation-state-sponsored attacks but
provided no clear direction on preventing them (see the data analysis section of Chapter
4). Participants 02 and 05 identified rogue employees, supply chain and suppliers, and
service providers who have access to the system as other threats, against which

cybersecurity governance are less effective. These findings highlight the challenges
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facing the CPS/ICS governance and conform to the cyberattacks as threats to
CPS/ICS (Ahmad et al., 2018), as outlined in Chapter 2.
Finding 5: Offenders and Motives

The offenders and motives is a major finding derived from Theme 5 that emerged
from the participants’ responses. Analysis of 14 interview transcripts (70% of the
participants' responses) revealed that CPS/ICS offenders include insiders (rogue
employees), script kiddies, hacktivists, organized crime, cybercriminals, and nation-state-
sponsored attackers. Types of cyberattacks vary depending on the motives between
ransomware and destructive malware. The participants’ responses were aligned with the
review and analysis of IEC 62443 and NIST SP 800-82, as defined in the data analysis
section of Chapter 4. This finding conforms to the cyberattacks as threats to CPS/ICS
(Ahmad et al., 2018) and specifies the CPS/ICS offenders as an element of the RAT
(Cohen & Felson, 1979), as described in Chapter 2.
Finding 6: System Enhancements

System enhancements is a key finding derived from Theme 6 that emerged from
the participants' responses. Analysis of 70% of the participants' responses showed that
replacing or upgrading the legacy equipment encompassed into CPS/ICS might be
challenging to execute. Legacy equipment upgrades or replacement entails a significant
investment, and the return on investment is not usually feasible for those upgrades.
Participant 01 stressed the importance of updating the software running on the IT side.
He noted that the downside lies in the CPS and ICS that are not easy to keep updated due

to the production requirements of 24/7 operations for months and even years make it
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challenging to deploy updates. In a safety-regulated industry like oil and gas, deploying
an update to see whether things still work is not permissible before rigorous testing and
validation of all the potential routes. Such complicated processes are costly; therefore,
keeping legacy equipment up to date is not always possible. These participants' responses
highlighted the need to enhance the cybersecurity of the legacy systems through well-
planned updating and, therefore, conform to the CPS/ICS cybersecurity

countermeasures (Alladi et al., 2020) as outlined in Chapter 2. The participants' responses
also conformed to the analysis of the governance IEC 62443 and NIST SP 800-82, as
described in the data analysis section of Chapter 4.

Finding 7: System Endorsement

System endorsement is a crucial finding derived from Theme 7 that emerged from
the participants' responses. Analysis of 70% of the participants' responses revealed
unanimity on the importance of cybersecurity management practices, highlighting that
they can be very effective only when corporate management promotes and endorses them
as part of the corporate management system. Participant 02 suggested that training,
knowledge management, and incident reporting practices can be efficient by monitoring
the cybersecurity management system.

Participants 01, 02, 03, 05, 07, 08, 09, 10, 11, and 14 identified incident reporting
as an area for improvement by compliance with corporate governance and mandatory
regulations. Not all countries have mandatory regulations imposing reporting on
cybersecurity incidents. Participant 01 claimed that cybersecurity incident reporting is

one of the areas that the industry has to improve. He noticed that there were conflicts of
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interest. For example, regulators were enforcing regulations in cases of noncompliance,
issuing hefty fines that typically demotivate organizations from reporting because every
report of an incident potentially shows that they have not been following regulations or
that they missed at least some part. If reporting such noncompliance leads to a significant
fine, the concerned organization would rather hide it. This finding conforms to the
CPS/ICS cybersecurity countermeasures (Abdelghani, 2019; Stouffer et al., 2015) as
outlined in Chapter 2. In conclusion, the participants' responses highlighted the
importance of corporate management role in endorsing the CPS/ICS cybersecurity
practices as a critical part of the corporate management system, especially the incident
reporting and knowledge sharing (the practices that the participants defined as an area for
improvement to the system). These results from the analysis of the participants’
responses were aligned with the analysis of the governance IEC 62443 and NIST SP 800-
82, as described in the data analysis section of Chapter 4.
Finding 8: Performance Assessment

Performance assessment is a key finding derived from Theme 8 that emerged
from the participants' responses. Analysis of 70% of the participants' responses showed
that the role of corporate management is essential in establishing healthy organizational
culture by promoting and endorsing cybersecurity governance as an intrinsic part of the
corporate management system. Participants 01, 02, 03, 04, 05, and 11 noticed that the top
management at some of the CPS/ICS-based industries operating on legacy systems have
the mindset that production availability always has the priority over safety and security

(including CPS and ICS cybersecurity) because production availability increases the
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company revenue while spending on safety and security increases the cost. From this
perspective, those managers are unwilling to stop the production to patch their operating
system or upgrade their legacy equipment, especially, these systems that have been
working for decades. This cultural change issue can be solved by adopting a
cybersecurity performance assessment program as part of the corporate management
system, through which a plan for updating the legacy system can be mandated and
assessed using smart key performance indicators. This finding conforms to CPS/ICS
cybersecurity countermeasures (Dimitrov & Syarova, 2019; Pfrang et al., 2018) and also
aligned with IEC 62443 and NIST SP 800-82.
Finding 9: Governance Mandate

The governance mandate is a crucial finding derived from Theme 9 that emerged
from the participants' responses. Analysis of 14 interview transcripts (70% of the
participants’ responses) displayed more collaboration between the standardization firms
and regulatory bodies on one side, and the CPS/ICS-based business owners and vendors
on the other side could help enhance the quality and efficiency of governance against
cyberattacks. Participant 02, who worked for one of the standardization firms, noted that
it was difficult to get asset owners involved in the activities of standards and regulatory
bodies. He thought that the asset owners tended to be less vocal because they are worried
about the image of their companies, or they are concerned about the image of their own
involvement in things. The solution to these issues (as concluded from the responses of
Participants 01, 03, 04, 05, 07, 08, 09, 12, 13, and 14) lies in mandating incident

reporting by the regulatory authorities.
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A higher (nationwide) level of collaboration was proposed by Participant 01, who
suggested that regulatory authorities should enforce CPS/ICS cybersecurity incident
reporting and oblige all regulatory bodies from the individual member states to share
incidents' experiences, cases, and threat intelligence across each other. He claimed that
the right direction is to have nation-states recognize that cyberattacks on critical
infrastructures can only be solved jointly, ideally upon an agreement to criminalize
cyberattacks endorsed by the United Nations Security Council. Therefore, according to
Participant 01, regulatory authorities, or bodies, need to establish interfaces among each
other, regulatory bodies, and agencies with the necessary information and insight by
motivating the entities that operate these infrastructures, not punishing them for reporting
incidents, but by encouraging them to learn from each other. I perceive this suggestion as
a constructive approach to impose incident reporting and knowledge sharing nationwide
with the goal to tackle cybersecurity issues through a nationwide collaboration, which
may result in better defenses against nation-state-sponsored cyberattacks.

Participant 03 proposed a stricter approach based on compliance audit and
penalization. He stated that in Europe, one ICS legislation mandates that critical
infrastructure needs to be cyber secure and obliges organizations to report cyber incidents
to their respective governments. Participant 3 thought that this legislation was a good
start to protect CPS-based infrastructures. Still, the regulatory authorities must start
conducting audits to ensure this legislation is being implemented and impose fines for
noncompliance with the requirements of that legislation. The peer-reviewed literature in

Chapter 2 did not address international collaboration between nations as a way of
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preventing nation-state-sponsored cyberattacks. Therefore, this area might be a gap in the
literature and an opportunity for further research.
Limitations of the Study

Cybersecurity governance, such as policies and standards, is a critical issue for
organizations that struggle for success in protecting CPS-based assets from cyberattacks.
The study results showed that good governance can provide only the primary defense line
against cyberattacks. A full-fledged cybersecurity system depends on three pillars:
people, process (governance), and technology. The first limitation to the trustworthiness
of this study is that it focused only on one pillar of the cybersecurity system, which is
CPS/ICS cybersecurity governance.

Clark et al. (2020) suggested that what constitutes successful cybersecurity
governance and practices is unclear, partly because concluding an exact percentage
measuring cybersecurity success is not simple. The second limitation lied in measuring
the efficiency of the governance alone in protecting the CPS/ICS against cyberattacks.
That is because many variables contribute to the success or failure of cybersecurity (e.g.,
employees' competencies, training, and the quality of the cybersecurity technologies
used). Hence, sorting out a percentage measuring the contribution of the CPS/ICS
governance alone to the success of cybersecurity in protecting CPS-based infrastructure
could be inaccurate and doubtful. To overcome this limitation, quantifying the
cybersecurity governance's efficiency against other variables was not considered part of
this research's scope. Consequently, a quantitative design approach was not used for this

study.
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The third limitation of this study was that it focused on cybersecurity governance
designed to protect CPS-based industries as a pillar of the IIoT, which evolved from the
Industry 4.0 revolution. Hence, the result of this study may be of limited use to non-CPS-
based organizations that do not use monitors, sensors, communication means,
transmitters, actuators, and final actors for their processes. This limitation is not a sign of
a low transferability of the results of this study, into which cybersecurity experts from 17
CPS/ICS-based industries shared their insights (see Table 8).

Recommendations
Recommendations for Action

I explored how cybersecurity governance can be applied to develop controls that
stop or mitigate the consequences of cyberattacks against the CPS in the oil and gas
industry. The recommendations for actions presented in this section are derived from the
research findings concluded from thematic analysis of semistructured interviews with 20
cybersecurity experts selected from worldwide cybersecurity-specialist groups on
LinkedIn, analysis of the two predominant CPS/ICS cybersecurity governances (IEC
62443 and NIST SP 800-82), and the literature reviewed in Chapter 2. The
recommendation for actions proposes what the corporate managements, standardization
firms, and the regulatory bodies can do to strengthen the CPS/ICS cybersecurity
governance.

Corporate management should promote, establish, and sustain a sound
organizational cybersecurity culture through compliance with the best cybersecurity

governance. This entails that corporate management endorses CPS/ICS cybersecurity
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practices as an intrinsic part of the corporate safety management system and allocates the
budget and resources necessary to execute these practices, including training and
awareness programs, access control technology utilization, and legacy systems
replacement and upgrade. Corporate management should also set targets for the corporate
cybersecurity program and key performance indicators to monitor the program's
execution, follow up, and provide direction on critical issues, especially knowledge
sharing and cybersecurity incident reporting. Corporate management must also establish
and maintain collaboration dialogue with standardization firms and regulatory bodies,
sharing their views and concerns about cybersecurity issues.

Standardization firms should liaise with the CPS/ICS-based organizations to
understand their experiences and accordingly develop new industry-specific and simplify
the current cybersecurity standards to a limit that is as low as reasonably practicable so
that the organizations can implement them. Standardization firms should also liaise with
the regulatory authorities on possible ways to mandate these standards and conduct
compliance audits and impose progressive sanctions for non-compliance with those
standards and regulations. Regulatory authorities should enforce CPS/ICS cybersecurity
incident reporting and oblige all regulatory bodies from the individual member states to
share incidents' experiences, cases, and threat intelligence across each other. The right
direction is to have nation-states recognize that cyberattacks on critical infrastructures
can only be solved jointly, ideally upon an agreement to criminalize cyberattacks

endorsed by the United Nations Security Council.
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Recommendation for Further Research

One of the limitations of this study was the inability to measure the efficiency of
the governance alone in protecting the CPS/ICS from cyberattacks. That inability was
logical because the efficiency of a typical cybersecurity defense system depends on three
actors: people, process (governance), and technology. Since the current study focuses
only on cybersecurity governance, measuring the efficiency of that actor alone (while
disregarding the other two actors of the system) could result in biased results. Thus, a
qualitative approach was chosen for the current study. Interested researchers may expand
on the current study by conducting quantitative research to measure the contribution of
each of the three actors (people, governance or process, and technology) to successful
cyberattacks separately. Such a study would require root cause analyses of a reasonable
number of reported incidents to associate each successful attack to a failure in one of the
three actors, then quantify each actor's efficiency separately.

Implications

Positive Social Change

The CPS-based critical industries, including oil and gas, manufacturing, energy,
utilities, chemical and petrochemical, allowed intelligent processing and increased
supplies to large communities worldwide. The downside is that these infrastructures (due
to their exposure to the internet) are subject to several kinds of cyberattacks, worst of
which are nation-state-sponsored cyberattacks. The consequences vary depending on the
motives of the attackers. Still, catastrophic consequences may include loss of lives,

damage to critical assets, interruption of critical supplies to communities (such as
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electricity and water), environmental disasters such as emission of toxic substances and
river and marine pollution, and interruption of critical supplies to communities.

This study has implications for positive social change by exploring how
cybersecurity governance can be applied to develop controls that stop or mitigate the
consequences of cyberattacks against the CPS/ICS. The results of this study showed that
adherence to good cybersecurity could serve as the primary defense line against
cyberattacks on CPS/ICS-based industries. However, the efficiency of a typical
cybersecurity defense system depends on two more actors: (a) people, and (b)
technology, both of which can be managed by governance. This study could lead to a
positive social change in the oil and gas industrial communities. For instance,
governmental authorities’ leaders, regulatory bodies, standardization firms, and corporate
managers may use the recommendations for action provided in this study to explore
concepts, tools, and techniques to use cybersecurity governance to avoid interruption of
critical supplies for communities, such as electricity and water. The recommendations for
action proposed in this study could also help increase awareness of cyber threats and
protection measures to reduce the number of health and environmental incidents resulting
from cyberattacks on CPS and subsequently improve the living conditions of the
communities surrounding oil and gas fields and similar industries and services
worldwide.

Methodological
As explained in Chapter 3, a qualitative, multiple-case study was a proper design

for this study because it allows researchers to understand the phenomenon of study by
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analyzing and triangulating data from multiple resources, including governmental and
corporate documents, archival data, and semi-structured interviews (see Yin, 2018). Data
were gathered from multiple sources and were analyzed to help explore how
cybersecurity governance can be used as security controls to prevent or mitigate the
harmful consequences of cyberattacks on CPS-based infrastructures. The thematic
analysis of semi-structured interviews with 20 cybersecurity professionals and the
governances IEC 62443 and NIST SP 800-82 provided the nine theses presented in
Chapter 4. From those nine themes, I concluded the study findings and recommendations
for actions presented in this chapter. I performed triangulation of the CPS/ICS
governance and the interview transcripts to increase the credibility and validity of the
research findings and results.
Theoretical

By the use of RAT (Cohen & Felson, 1979) as a conceptual theory for this study,
I was able to identify the three factors necessary for a successful cybercrime against
CPS/ICS infrastructure: (a) CPS/ICS offenders and their motives, (b) vulnerable targets
in the system, and (c) protection measures and protectors needed to prevent cyberattacks.
Accordingly, I explored how cybersecurity governance can be applied to develop controls
that stop or mitigate the consequences of cyberattacks against the CPS, applying a
qualitative, multiple-case study as described in Chapter 3. Interested researchers may use

RAT as a conceptual theory for similar studies.
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Practice

One of the essential gaps in the literature related to the safety and security of CPS
was that the current CPS governances are not yet successful enough in protecting the
CPS-based industries and services, including the oil and gas industry (see Asplund et al.,
2018). The study results and the recommendations for action presented in this chapter
provide detailed information about CPS/ICS vulnerabilities, offenders, and the effective
use of governance as a primary defense against cyberattacks. The cybersecurity
practitioners, scholars, policymakers, standardization and regulatory specialists, and
corporate managers may use this study to understand better how to manage cyberattacks
through enhancing CPS cybersecurity governance.
Empirical

The efficiency of a typical cybersecurity defense system depends on three actors:
people, process (governance), and technology. Since the current study was focused only
on governance, measuring the efficiency of that actor alone (while disregarding the other
two actors of the system) could have resulted in biased results. Thus, a qualitative
approach was chosen for the current study. This limitation offers interested researchers
the opportunity to expand on the current study by conducting quantitative research to
measure the contribution of each of the three actors (people, governance or process, and
technology) to cyberattacks separately. Such a study entails conducting root cause
analyses of a reasonable number of reported incidents to attribute each attack to a failure

of one of the three actors, then quantify each actor's efficiency separately.
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Conclusions

I used a qualitative, multiple-case study approach to explore how cybersecurity
governance can be applied to develop controls that stop or mitigate the consequences of
cyberattacks against the CPS in the oil and gas industry. The answer to this research
question lies in the following recommendations for action that were evolved from the
thematic data analysis: (1) corporate management to sponsor and endorse CPS/ICS
cybersecurity practices as an intrinsic part of the corporate safety management system;
(2) corporate management to set targets for the corporate cybersecurity program and key
performance indicators to monitor the program's execution, follow up, and provide
direction on critical issues, especially cybersecurity incident reporting; (3) corporate
management to liaise with standardization firms and regulatory bodies, sharing their
views about cybersecurity issues; (4) standardization firms to liaise with the CPS/ICS-
based organizations on simplifying current standards to a reasonably practicable limit; (5)
standardization firms to liaise with regulatory authorities on mandating their standards,
conducting compliance audits, and imposing progressive sanctions for non-compliance;
(6) regulatory authorities to enforce incident reporting and oblige regulatory bodies from
member states to share incidents' experiences and threat intelligence across each other.

Interested researchers may expand on this study by conducting quantitative
research to measure the contribution of each of the three actors comprising cybersecurity
systems (people, governance, and technology) to cyberattacks separately. That requires
root cause analyses of a reasonable number of reported incidents to attribute each attack

to a failure of one of the three actors, then quantify each actor's efficiency separately.
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Appendix A: List of Interview Questions
Introductory Question: Please specify how many years of Cyber-Physical
Systems (CPS)/Industrial Control Systems (ICS) cybersecurity experience do you have,

and with which type of CPS/ICS-based industry?

Knowledge Area Interview Questions
CPS Detection System 1. What critical system failure may occur due to cyberattacks
on CPS and ICS?
Existing CPS 2. What policies, standards, procedures, and best practices
Cybersecurity are endorsed to provide safety and security for the CPS
Governance and ICS?

The Efficiency of CPS 3. What type of cyberattacks can the proper application of
Policies and Standards policies, standards, procedures, and best practices prevent
or mitigate?
4. What are the types of cyberattacks that the proper
application of policies, standards, procedures, and best
practices cannot prevent or mitigate?

CPS Vulnerability 5. Why CPS and ICS are subject to cyberattacks?

CPS Security 6. What type of equipment upgrade, software, and

Improvement governance would help enhance CPS and ICS safety and
security?

Role of Corporate 7. How effective are organizational practices such as

Management training, knowledge management, and incident reporting

about various cyberattacks in identifying threats and
developing standards or procedures to strengthen the CPS
and ICS safety and security systems?

8. How do you describe corporate management’s role in
establishing and sustaining the CPS and ICS safety and
security systems?

Role of Standardization 9. What can the industrial community, especially the
and Regulatory Bodies standardization and regulatory bodies, do to strengthen the
CPS and ICS safety and security systems?
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Appendix B: Interview Invitation Email

Dear [I will enter the invitee’s name here],

I hope this message finds you well.

I am a Ph.D. student at Walden University. As part of my research project, I am
conducting Zoom interviews to explore how the cybersecurity governance (policies and
standards) can help prevent or mitigate the consequences of cyberattacks against cyber-
physical systems (CPS). I am seeking cybersecurity professionals with a minimum of 10
years’ experience to contribute to the study.

The interview should take no more than 45 minutes of your time. I am trying to
apprehend your perspectives on using cybersecurity governance for protecting CPS
against cyberattacks. Your identity and answers to the interview questions will be kept
confidential. The privacy of interviewees will be retained by using codes instead of actual
names.

There is no compensation for participating in this study. However, your
participation will add value to my research. The research findings could lead to a better
understanding of using cybersecurity governance as controls to secure societal CPS-based
infrastructure and services.

Please advise a day and time that suits you, and I will do my best to meet your
availability. If you have any questions, please do not hesitate to contact me either via

phone at XXX or via email at XXX @waldenu.edu.
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Appendix C: Introductory Notes

Thank you so much for sparing part of your valuable time for this interview. I
appreciate the time commitment and will try to make this interview a good use of your
time. As you know, the purpose of this interview is to talk about your experience with
using cybersecurity governance as CPS cybersecurity controls. This interview should not
take more than 45 minutes. You can stop this interview at any time if you choose to.
Your personal information will be protected. All information that would allow someone
to identify you will entirely be removed from all documentation.

Also, I would like to let you know that the interview will be audio-recorded, but I
can stop or delete the recording if you want. After the interview, I will be transcribing
and analyzing your answers. I will email you my transcript to correct me if I misinterpret
any of your responses.

Before we proceed to the interview, do you have any questions? Are you ready to

start?
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Appendix D: Closing Notes

Thank you so much for your valuable time and the insights you have kindly
provided about the role of cybersecurity governance in protecting CPS/ICS from
cyberattacks.

In covering the subject, did I miss anything?

Do you have more information to share?

Do you have any questions for me?

Following this interview, I will analyze your answers against the information I
concluded from the review of the literature and existing CPS/ICS cybersecurity
governance. The aim is to find specific themes and ideas to help answer the research
question and supplemental interview questions. This process may take around six weeks;
then, I may revert to you to share my conclusions to ensure that your answers are not
unintentionally misinterpreted. Would that be ok with you?

Once again, thank you so much for offering your time and sharing your valuable
knowledge of the subject of study. If you have any questions, please do not hesitate to

contact me at any time.



168

Appendix E: Permission to Use Figure 1

Subject: RE: Request for permission to use your figure

Date: Tuesday, December 21, 2021 at 3:24:38 AM Eastern European Standard Time
From: Lacey Schaefer

To: Soliman Mahmoud, *

cc: Danielle L. Wright-Babb

Attachments: image001.jpg

Good morning Soliman,

Professor Mazerolle and | own the rights to the referenced figure, and we would be happy to grant you permission
to reproduce the figure in your dissertation.

Best of luck on the write-up stage of your candidature!

Kind regards,

Dr Lacey Schaefer

From: Soliman Mahmoud .- -~ ‘ e e
Sent: Tuesday, 21 December 2021 11:08 AM

To: Lacey Schaefer -. . e : o e

Cc: Danielle L. Wright-Babb « ' __._.. = ¥
Subject: Request for permission to use your figure

Dears Schaefer and Mazerolle,

I am Soliman A. Mahmoud, who is a Ph.D. Candidate at Walden University, USA. My research title is
‘Exploring Cyber-Physical Systems’ Security Governance in the Oil and Gas Industry.’

I would be grateful to you if you permit me to use Figure 1 of your paper “Putting process into routine
activity theory: Variations in the control of crime opportunities.” Your figure will be reprinted and cited
in my Ph.D. dissertation as shown below.

If you agree to provide me with permission, please reply to this email, indicating that you have the right
to grant the requested permission and that you have provided me with that permission.
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