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Abstract 

Dependence on digital technology increases cyber-related risks for maritime industries. 

As a result, the U.S. Coast Guard network is challenged with maritime cybersecurity, 

both economically and for national security. Grounded in the general systems theory, the 

purpose of this multiple case study was to explore strategies information technology (IT) 

specialists use to implement standard practices for ensuring cyber security. The 

participants included six IT specialists who have successfully implemented standard 

practices for maritime organizations in Virginia and West Virginia. Data were collected 

from individual semistructured interviews and a review of 12 external organizational 

documents available to the public from IT specialists. The data were analyzed using 

thematic analysis, and three major themes emerged (a) adhering to network compliance, 

(b) promoting adopting cybersecurity standards and best practices, and (c) enhancing 

cybersecurity awareness and policies. One recommendation is for organizations to 

provide a strategic plan, incorporate network segmentation, and adopt crucial strategies 

as best practices. The implications for positive social change include the potential 

reduction of unauthorized exposure to maritime industry operations, improved 

cybersecurity awareness to better cyber-related practices, and privacy protections for the 

targeted population.   
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Section 1: Foundation of the Study  

Background of the Problem 

The maritime industry uses 90% of global world trade for buying and consuming 

goods (Jacq et al., 2018). According to Trimble et al. (2017), various risks are associated 

with the port industry. Svilicic et al. (2019) implied that maritime industries rely on 

computing and communication technologies and the need for cyber risk management of 

critical systems. However, little attention has been focused on the standards or 

regulations. Network cyber-related attacks and threats often occur, and most are 

unreported or undetected (Zăgan et al., 2018). According to Zhao et al. (2017), network 

attacks can cause additional costs, delays, and disruptions during the maritime industry’s 

transportation process. In 2019, the U.S. Coast Guard (USCG) informed the maritime 

industry of an incident involving a ransomware attack that caused a maritime 

transportation security facility to shut down for 30 hours (Johnson, 2020).  

Cybersecurity has represented a risk to the maritime industry since September 11, 

2001, which has caused concern with the U.S. Congress (2006). As a result, the USCG 

issued a maritime cybersecurity strategy to identify standard practices in 2015 to be 

conducted by the Command, Control, Communication, Computers, and Information 

Technology (C4IT) service center information technology (IT) specialists (Zukunft, 

2015). According to Oltsik et al. (2017), the federal government struggles with appealing 

to cybersecurity professionals for high-demand technical jobs such as cybersecurity. 

Also, the USCG identified workforce requirements had not been aligned with skills and 



2 

 

abilities to meet mission needs as of 2016, indicating that USCG standard practices have 

not been applied for maritime cybersecurity (Anderson, 2020).  

Problem Statement 

The increased dependence on digital technology has increased the cyber-related 

risks for maritime industries. The USCG network has been challenged with maritime 

cybersecurity both economically and in national security (Kessler et al., 2018). Lee and 

Wogan (2018) reported that 64% of maritime IT specialists are unprepared to handle 

cyber-related threats. The general IT problem is that USCG standard practices have not 

been applied adequately to protect the maritime industry from cyber threats on the USCG 

network. The specific IT problem is that some IT specialists lack strategies to implement 

the USCG standard practices needed to secure the USCG network for maritime industries 

from cyber-related threats. 

Purpose Statement 

The purpose of this qualitative multiple case study was to explore the different 

strategies IT specialists have used to implement the USCG standard practices to secure 

the USCG network for maritime industries from cyber-related threats. The study 

population was IT specialists who have applied USCG standard practices for maritime 

sectors to protect the USCG network from cyber-related threats from two IT departments 

in the C4IT center. The IT specialists are in USCG's Operations Support Center (OSC) in 

Virginia and West Virginia. Possible implications for positive social change include the 

potential reduction of unauthorized exposure to maritime industry operations, improved 
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cybersecurity awareness to better cyber-related practices, and privacy protections for the 

targeted population.  

Nature of the Study 

The most appropriate method for this study was the qualitative method. The 

qualitative method involves in-depth exploration and perspectives of individuals while 

accounting for real-world conditions (Baškarada, 2014). Using the qualitative method in 

this study was appropriate because of the need to understand the challenges associated 

with creating the standard practices for cyber-related factors and examining the 

consequences of the strategies’ success or failure. In the quantitative method, a researcher 

uses objective data measurements, such as survey instruments, predetermined hypotheses 

as a basis for the problem statement, and statistical techniques (Corner, 2002). A 

quantitative method was not appropriate for this study because a predetermined 

hypothesis and statistical data were not needed to explore why this IT problem occurs. A 

mixed-method methodology allows researchers to examine a phenomenon using 

quantitative and qualitative data (McKusker & Gunaydin, 2014). The mixed-method 

methodology was not appropriate for this study because quantitative statistical data were 

not suitable in conjunction with qualitative data to explore the IT phenomenon in this 

study. The qualitative method allowed the data collection process to explore the strategies 

used to implement USCG standard practices and provide the necessary context while 

exploring the phenomena into the USCG network’s challenges to secure the USCG 

network for maritime from cyber-related threats. 
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The most appropriate design for this study was a multiple case study. A multiple 

case study design allows a researcher to explore a complex IT phenomenon in the real-

world context of various bounded systems (Weishapl et al., 2018). A multiple case study 

was appropriate because the IT specialists’ strategies were explored within the bounds of 

the C4IT and OSC departments of the USCG. Phenomenology is used to study the human 

experience and applies to the lived experiences of the IT phenomenon (Du Plessis, 2018). 

Phenomenology was not an appropriate design for this study because the researcher 

focused on the organization’s strategy of implementing USCG standard practices, not the 

human experience or perceptions of the IT phenomenon. An ethnographic design would 

have focused on studying culture by gaining a different perspective of individuals part of 

that culture (Hanson et al., 2011). Ethnography was inappropriate for this study because it 

would not focus on participants as part of a culture and capture only their perspectives on 

the IT phenomenon. The multiple case study design was appropriate because it allowed 

the researcher to explore the strategies used by numerous IT specialists employed in the 

USCG organization at two different locations. 

Research Question 

What strategies do IT specialists use to implement standard practices to secure the 

USCG network for maritime cybersecurity from cyber-related threats? 

Interview Questions 

1. What methods and tools have IT specialists used to prevent cyber-related threats 

from the federal organizations’ network for maritime? 
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2. How would those methods and tools secure the federal organizations’ network for 

maritime security successfully? 

3. What methods have IT specialists used that have failed to prevent cyber-related 

threats from the federal organizations’ network for maritime?  

4. What challenges have IT specialists faced in implementing strategies? 

5. What metrics do IT specialists use to assess the vulnerabilities or ensure the 

federal organizations’ network is secure for maritime? 

6. As an IT specialist, what is your role if a breach or threat is identified? 

7. What type of training or certifications has been identified through cybersecurity 

awareness policies at your organization?  

8. What additional information, processes, or documentation would you like to 

provide that may help in this research study? 

Conceptual Framework 

In 1937, biologist Ludwig von Bertalanffy established general systems theory 

(GST; Pouvreau, 2014). Von Bertalanffy (1972) introduced GST as a way of thinking or 

an approach to studying a complex system. According to von Bertalanffy (1972), a 

system is the interaction of related instruments influencing the cooperation of all parts. 

Fundamental principles of this theory are (a) objects, the variables within the system; (b) 

the attributes of the system and its objects; (c) the interrelationship between objects in a 

network; and (d) the existence of a system within an environment (von Bertalanffy, 

1972). Organizational, social, human, and technology are the subsystems that form the 

interrelationship for the overall system (von Bertalanffy, 1972).  
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For this study, the USCG network was the overall system. IT specialists, 

infrastructure, strategies, and the USCG standard practices work together as the system’s 

internal components to secure the USCG network for maritime cybersecurity from cyber-

related threats. Blokland and Reniers (2020) noted that GST is an essential foundation for 

security and safety. According to Ahokas et al. (2017), the growing pressure for 

countermeasures against cyber-related threats for maritime has policymakers adopting 

general cybersecurity strategies. This growing pressure for countermeasures against 

cyber-related threats affects the maritime cybersecurity for the USCG network. The 

connections between the IT specialists, infrastructure, policies, and USCG standard 

practices are essential for the IT specialists to secure the USCG network for maritime 

cybersecurity adequately. 

Definition of Terms 

Cyber-related threat: An attempt to damage, disrupt, or gain unauthorized access 

to a computer or electronic communications network (Zăgan et al., 2018). 

Information technology (IT) specialist: An individual whose work involves all IT 

activities for a federal government organization that ensures confidentiality, integrity, and 

availability of the system, network, and data (Amiri et al., 2018). 

Maritime industry: Goods and cargo are transported using ships across 

waterways, such as ocean and sea (Greiman, 2019). 

Assumptions, Limitations, and Delimitations 

Assumptions are thoughts, expectations, or beliefs that have not been proven but 

are necessary to conduct research (Marshall & Rossman, 2016). Uprichard and Dawney 
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(2019) noted that assumptions are concepts imposed on a study accepted as accurate. In 

this study, I assumed the IT specialists documented standard practice to protect the 

USCG network systems. I also assumed the IT specialist experiences would reflect in a 

manner that would give the strategies needed to implement USCG practices while 

providing accurate and unbiased responses to the interview questions. The third 

assumption was that the IT specialists representing the targeted population were 

knowledgeable about the maritime industry, cybersecurity, and USCG standard practices.  

Limitations are potential weaknesses within a study beyond researchers’ control 

and may result in additional research (Hall & Martin, 2019). Greener (2018) implied that 

limitations might impact the validity and disrupt the findings’ trustworthiness. The first 

limitation of this study was that the research was limited to two locations for participation 

with the population focused on the OSC of USCG in Virginia and West Virginia. The 

results may not be transferable to other federal agencies. The second limitation was the 

study participants; IT specialists may not respond to other IT specialists at other federal 

agencies. The third limitation was that the participants might develop strategies based on 

their local infrastructure, which may be different from other locations. 

Delimitations are the boundaries that set the tone for the research study. A 

researcher may use delimitations to guarantee their study is within the scope and 

complete the research (Bloomberg & Volpe, 2018). The first delimitation was the study 

focused on the strategies used by IT specialists to protect the maritime network. The 

second delimitation for this study was interviewing the participants and using their 

experiences and backgrounds, which only included government employees. The third 
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delimitation of this study was that the population target was in West Virginia and 

Virginia. Therefore, the scope limited the sample to specific areas, which may lead to 

future studies. 

Significance of the Study 

Contribution to Information Technology Practice  

The increase of cyber-related attacks has caused the USCG to redefine the 

strategies and procedures used to implement standard practices that may protect the 

maritime network from threats. The contribution of this study may provide senior 

leadership with insight into the strategies the IT specialists use or may adopt within the 

two organizations of the USCG. Senior leaders and IT specialists must implement 

standard practices to secure the maritime network from cyber-related threats properly. 

The growing number of new technologies, security vulnerabilities, and threats 

increasingly become a problem for USCG (Zukunft, 2015). Securing organizations’ 

networks minimizes the risks of identity theft, malware, and other cyber-related issues. 

This study was significant to IT practice in that it may provide a practical model for IT 

specialists to establish strategies to implement USCG standard practices. The various data 

collection methods may increase the reliability of USCG standard practices among IT 

specialists while reducing cyber-related threats and preventing identity thefts nationally 

and economically for maritime industries. 

Implications for Social Change 

Jensen (2017) acknowledges that the maritime industry lacks a standardized 

approach to cybersecurity; therefore, internal components, such as IT specialists, 
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infrastructures, and strategies working together to implement USCG standard practices to 

secure the network within a USCG organization are essential. This study has implications 

for potential positive social change in economic stability, port security, and consumer 

trust for the targeted population. By contributing strategies and standardized practices, 

improving the cyber-related threats will secure the USCG network and create safer 

maritime industries. 

A Review of the Professional and Academic Literature 

This qualitative multiple case study was conducted to explore the strategies IT 

specialists use to standardize practices beneficial to secure the USCG network and reduce 

the cybersecurity threats against the USCG network for the maritime industry. GST was 

the theory selected to understand the conceptual framework better. This study provided a 

critical analysis of the primary research question: What strategies do IT specialists use to 

implement the USCG standard practices needed to secure the USCG network for 

maritime cybersecurity from cyber-related threats? A review of the professional or 

academic literature in this study served to identify research or knowledge gaps in the 

research. I conducted a systematic literature review using comprehensive online library 

search methods. The evidence gathered was to formulate a research question by 

analyzing, collecting, reporting, and synthesizing data (Cooper, 2020). The literature 

review includes 302 journals, articles, and books on security and GST. The primary 

resources were the Walden University Library, Google Scholar, IEEE Explore, ACM 

Digital Library, EBSCOHost Academic Search, ProQuest Central, SAGE, and Academic 

Search Complete. The following keywords were used for searches: cybersecurity, GST, 
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cyber-related threat, complexity theory, chaos theory, network security, United States 

Coast Guard, Maritime Transportation Security Act of 2002, Maritime Industry, 

information technology (IT) specialist, Security and Accountability for Every Port Act 

(SAFE) of 2006, risk management, diffusion of innovation, information security, senior 

leadership, and cybersecurity strategies. Of the 357 references, 330 (92%) were peer-

reviewed, as confirmed by Ulrich’s database, and 314 were published within five years of 

the anticipated graduation date.  

Table 1 
 
Summary of Research Articles Consulted in the Literature Review 

Sources of review for the professional and academic literature Number 

Total number of references 357 

Total number of references published within the last 5 years 314 

Total number of peer-reviewed references 330 

Percentage of peer-reviewed references  92% 

Percentage of references published within 5 years 87% 

 

The contents in the literature review are (a) GST, (b) evolution of GST, (c) supporting 

theories, (d) contrasting theories, (e) cybersecurity threats, (f) network system security, 

(g) risk management, (h) organizational cybersecurity strategies, (i) senior leadership, 

and (j) change management for network protection. 

General Systems Theory 

The purpose of this study was to explore strategies IT specialists use to develop 

USCG network standard practices to protect the maritime industries from cyber-related 
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attacks from a systems perspective. In the literature review, the conceptual framework 

selected was GST. Ludwig von Bertalanffy introduced GST at a seminar on philosophy 

in Chicago in 1937 (Ramage & Shipp, 2020). However, in 1946, GST was released for 

considerations of organisms as a system emphasizing biology. GST unifying a framework 

for interdisciplinary science was based on the idea that systems have a set of similar 

properties and characteristics regardless of discipline (Johnson, 2018). The idea was to 

apply the organizational features discovered for organisms at various levels for analysis 

(von Bertalanffy, 1968). Von Bertalanffy’s (1968) theory for GST is outlined as follows: 

1. A general tendency toward integration in the various sciences, natural, and 

social is ordinarily present.  

2. Integration with sciences, nature, and society seems to be centered in a 

general theory of systems.  

3. Nonphysical fields of science may be an essential target for the theory.  

4. Developing unifying principles running general system theory enables 

researchers to understand the components and dynamics of systems to interpret 

problems and develop balanced intervention strategies. (p. 38)  

As von Bertalanffy defined, these GST approaches and concepts can be applied to 

all sciences connected with systems. Von Bertalanffy (1972) also noted that the 

examination of networks and their interactions is complex and dynamic. The concept of 

integration is cause and effect and explains the growth and change (von Bertalanffy, 

1968). According to Rousseau (2017), one of the early aspirations of GST centered 

around a theory to support the divide between subject-oriented and object-oriented 
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disciplines. GST has contributed to many disciplinary fields; therefore, its approach 

provides a robust framework for the complexities of a system (Schneider et al., 2017). 

For that reason, the GST supports exploring standard practices and strategies used by IT 

specialists to prevent cyber-related threats to the maritime network. 

Throughout the years, von Bertalanffy (1972) evaluated a system as a whole and 

its relationships and interactions with other systems, such as open and closed systems, 

systems thinking, entropy, and a holistic approach. According to Schneider and Trapp 

(2018), open systems dynamically connect and respond to changes in the environment, 

whereas closed systems are insensitive to environmental changes (Davis, 2017). Systems 

thinking focuses on how the system’s constituent parts act together in networks of 

interactions (Buchanan, 2019). Entropy is when a system breaks down if not properly 

managed. Von Bertalanffy (1968) noted that entropy measures disorder or decay in a 

system. A holistic approach is when the complete system and its parts function as 

designed (Soomro et al., 2016). The ability to handle changes, adaptation allows systems 

the ability the flexibility to change. Organizations cope with the complexity of their 

environment to survive (Wallis & Valentinov, 2017). 

Implementing GST may assist IT specialists and senior leadership in adapting to 

environmental and cyber-related changes. In addition, IT specialists can use GST to 

develop a holistic understanding of the environment and systems to control their 

components (Sayin, 2016). The integration of security measures such as cyber-related 

employee training, authentication, encryption, IDS, patching practices, and a reliable 

security plan would assist IT specialists in resolving cyber-related threats. Therefore, I 
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examined the strategies IT specialists use to implement the USCG standard practices 

needed to secure the USCG network for maritime industries from cyber-related threats in 

this study. 

GST applied to this study. The theory aligns with the security of the network and 

strategies needed to implement best practices to prevent cyber-related threats. GST was a 

significant theory used in the research of protection for the system’s network. In the 

following section, I discuss the evolution of GST, its relationship to previous literature, 

supporting and contrasting theories, and how GST has been reviewed and used over time.  

Evolution of General Systems Theory 

Von Bertalanffy proposed GST to unify different branches of systems theory 

within science: biology, cybernetics, economics, software engineering, artificial 

intelligence, and mathematics (Scott, 2019). In the early 19th and 20th centuries, Kast 

and Rosenzweig (1972) revealed that researchers revised systems theory to accommodate 

social systems, communication, and other forms of holistic thinking. The unification of 

science was what von Bertalanffy (1950) was hoping to produce with the GST. Before 

GST, there was a lack of theory to study relationships in systems (von Bertalanffy, 1972). 

GST has evolved to describe the correlated practices across many different systems 

(Simola, 2018). Teece (2018) asserted that GST has evolved due to the increased need to 

know more about complex systems. Also, changes to the organizational environment 

with a holistic approach in the investigation of the phenomena. For a system to be 

successful, an IT specialist should use the holistic approach to review and analyze every 

aspect of the network to determine any security threats within the system. Von 
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Bertalanffy recognized that an organization needs to interact with its external 

environment, while a holistic approach could solve organizational problems (Chikere & 

Nwoka, 2015). The fundamental principles of GST form the basis for typical 

organizations, which process some form of information/input and generate some output 

(Chandler et al., 2016).  

The system’s input and output involve crossing boundaries that define the system. 

An open system receives input from the environment and releases output to the 

environment. In contrast, a closed system occurs only among the system components and 

not with the environment (Turner & Baker, 2019). Therefore, in this study, the target 

organization, USCG, can be classified as an open system because inputs are obtained 

from their environment. Also, based on an extensive literature review, I discovered that 

the USCG network could be observed through GST. The GST framework could be used 

to enhance an understanding of relationships in organizations and, afterward, develop 

strategies to improve the organization (von Bertalanffy, 1972). Organizations should also 

secure and protect physical structures, processes, and other significant organizational 

assets to protect their information and infrastructure (Yasin et al., 2018). Adequate 

security should incorporate a holistic approach while IT specialists and senior leadership 

begin developing organizational security policies to protect the components from 

unauthorized access.  

According to Rousseau (2017), organizations depend on GST principles to reflect 

fundamental assumptions and scientific theories. Applying the principles, researchers 

should analyze cyber-related issues as a whole system within an organization, allowing 
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researchers to observe strategies in different areas. These strategies affect multiple 

systems and networks. Therefore, researchers could use GST in various views, such as 

adaptive governance, self-organization, and complexity thinking. These views reinforce 

the theory and increase the system’s integrity (Van Assche et al., 2019). Tzafestas (2017) 

suggested that researchers use GST to contribute to many areas in developing a system. 

In contrast, Micó et al. (2016) explored GST and suggested researchers use GST 

to state the relationships of input variables of a system. The relationship and interaction 

of these variables are essential to determine the effects on the system as a whole. 

Yurtsevena et al. (2016) evaluated GST and examined the holistic approach as a process 

used by a system as a complete functioning unit using the foundations of GST, 

cybernetics, and soft system method.  

Additionally, researchers use GST to explain communications, roles, and 

responsibilities in a system (Mania-Singer, 2017). GST recognizes the importance of 

feedback, which involves external changes coming into a system and the components of 

adjusting the environment (Teece, 2018). IT specialists using strategies to protect the 

maritime network against cyber-related issues could be considered one of the 

responsibilities or parts of the overall system. IT specialists can use GST to determine 

network strategies and decide the external effects of internal operations (Malecic, 2017). 

The internal strategy and procedures of the maritime network affect the external maritime 

ports and the USCG as a whole. Each system has a role and responsibility and affects the 

organization differently. Even though the effects are different, each part of the system is 

essential to the sustainability of the entire organization. Maritime is the organization and 
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the input variables are the different components that aid in the success or failure of the 

network. 

Strategies for success are critical for the maritime network because IT specialists 

use them to manipulate input variables to increase the organization’s sustainability, which 

would be considered an open system. Von Bertalanffy (1968) noted that at the center of 

GST are open systems and systems thinking. In 1987, Barry Richmond was credited as 

the originator of systems thinking (Arnold & Wade, 2017). Geoffrey Vickers identified 

systems thinking as the approach to problem solving by revealing the factors and 

interdependencies of complex situations (Buchanan, 2019). The problems to solve, such 

as cyber-related attacks, would be viewed as parts of the overall system with the 

outcomes or events contributing to further unintended consequences (Masys, 2015). The 

study of relationships described by von Bertalanffy (1972) is still the foundation, but the 

expansion of the theory is more inclusive of a variety of complex systems (Mania-Singer, 

2017). Researching strategies through GST explores the interactions within the system 

and insight into the theory's critical components. A systemic approach for security issues 

determines the need for a scientific direction as systematic generalized knowledge about 

all aspects of security (Malyuk & Miloslavskaya, 2016). Addressing the systemic 

approach provides a reason GST researchers can adapt and grow the theory. Gorzeń-

Mitka and Okręglicka (2014) noted that researchers trace the roots of modern complexity 

and systemic approach to the birth of GST. GST is a versatile theory to explain any 

system of all sizes (Yurtsevena et al., 2016). 
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Analysis of Theories 

To explore the research and access my findings through foundational content, past 

and current research, along with the trends and innovations in the security of cyber-

related threats, I used the GST as the conceptual framework for this study. The GST is 

focused on the nature of complex systems and is a framework researchers use to explore 

or describe the interdependence of objects working in isolation. GST was chosen as the 

conceptual framework to explain the phenomena and explore the strategies used by IT 

specialists to implement USCG standard practices to protect the maritime network. 

Several supporting and contrasting theories relate to the GST introduced by von 

Bertalanffy in 1937 (Pouvreau, 2014). The theories include complexity theory, chaos 

theory, grey systems theory, and diffusion of innovation theory.  

Supporting Theories 

Complexity Theory 

Complexity theory is a system with the chaos that reconciles the essential 

unpredictability of organizations with an emergency of distinctive patterns (Jacobs, 

2019). Complexity theory is a subset of systems theory that appeared in the literature in 

the 1930s and 1940s (Stacey, 2011). Mason and Staude (2009) asserted that complexity 

theory suggests that the interaction of a system’s components will result in patterns 

producing unexpected behavior. Kivak (2017) described complexity theory to uncover 

the unpredictable elements of a complex system and how they adapt to the changes in 

their environments. Waldrop (1992) and Kivak (2017) concurred that complex systems 

must be adaptable, and organizations must react to change. In the literature of the past 



18 

 

two decades, complexity theory challenges traditional senior leadership assumptions 

(Johansen, 2018). According to Koopmans (2017), complexity has a paradigm shift that 

replaces traditional logical positivism with assumptions and methodological priorities. 

Öztürk and Kızılkaya (2017) noted that complexity is not a methodology but a way of 

thinking and a way of seeing the world. Complexity theory affects different disciplines, 

such as (a) knowledge management, (b) strategy, (c) leadership, and (d) information 

technology (Turner & Baker, 2019). 

Complexity increased because of the probabilities of specific outcomes and 

randomness of occurrences, which reduces uncertainty, such as entropy (Koopmans, 

2017). Maritime networks faced challenges that included changing operational 

requirements, cultural differences, available resources, and interactions with internal and 

external customers. Maritime IT specialists operate in an unpredictable environment; they 

face challenges on a day-to-day basis. Grounded in complexity theory, IT specialists 

should interpret new environmental events and adjust accordingly. The complexity theory 

builds on GST’s principles. However, the complexity theory emphasizes inter-

relationships and interdependence. The complexity theory differs from GST, as it 

operates on the principle that the whole is different from the sum of its parts. In contrast, 

GST follows the principle that the whole is greater than the sum of its parts (Turner & 

Baker, 2019). Therefore, the complexity theory was not appropriate for the study because 

it believes the whole is different from its parts, and GST believes in system holism. 
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Chaos Theory 

Edward Lorenz introduced chaos theory in 1963 for a mathematical model 

(Resler, 2016). Chaos is the science of the global nature of systems, and chaos theory 

identifies a complex system as having many interrelated parts that are dynamic and 

continuously changing (Rand et al., 2018). The chaos theory suggests that the behavior of 

complex systems can follow the rules, but the future state remains unpredictable (Ruelle, 

1991). Dhillon and Ward (2002) proposed chaos theory for information systems. 

Organizations and other researchers have shown that chaos theory is a consistent 

approach to information technology and organization management (Mbengue et al., 

2018). Chaos theory may characterize the behavior of systems based on their descriptions 

and predictions of the outcomes. However, Hayles (2018) asserts that chaos theory rejects 

speculation and seeks order and predictability, albeit without established causal and 

deterministic patterns and models. Besides, Rand et al. (2018) mentioned that chaos 

theory implies that a long-term prediction is nearly impossible, even if researchers know 

the system’s behavior rules.  

Chaos theory points to the importance of developing guidelines and decision rules 

while achieving the organization’s goals (Amiri et al., 2018). An organization is a body 

of people who share a purpose, vision, or mission, considered nonlinear, dynamic 

systems (Goulielmos, 2019). Kozlowski (2018) define organizations as complex dynamic 

systems that exist in a context, evolve, and adapt as situational demands unfold. Planning 

and acknowledging chaos in the internal and external environment could enable IT 

specialists and senior leadership to do standard practices and implement strategies that 
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contribute to their success. Complexity theory is similar to chaos due to unpredictability; 

however, chaos suggests an order to the randomness, and complexity does not (Kivak, 

2017). Therefore, chaos theory was not appropriate for this study. The GST does not have 

random behavior but shows patterns of behavior. 

Contrasting Theories 

Grey Systems Theory 

Ju-Long Deng first proposed the grey systems theory in 1982 (Ju-Long, 1982) to 

explain incomplete or unknown information. Some researchers call it the black and white 

method because the theory looks at the internal and external components that 

automatically form within an organization. Those components are unpredictable and 

make it difficult to predict the outcome (Scarlat & Delcea, 2016). Researchers use grey 

systems theory as a tool to analyze and observe small sample sizes that lack information 

to make long-term predictions, according to Liu et al.( 2016). Researchers use grey 

systems theory to fill the space where information is missing and predict future outcomes 

(Meng et al., 2017). Researchers use grey systems theory in various ways to predict or 

estimate the outcome of a system such as an organization for security concerns. Otero 

(2019) determined that researchers use grey systems theory to quantify the importance of 

system changes and the organizations’ goals and objectives. Researchers use these 

techniques and concepts for decision making and future predictions.  

The USCG maritime network sustainability research is extensive. Sustainability 

can successfully maintain, grow, and survive (Warren & Szostek, 2017). Different 

researchers define sustainability as preventing adverse effects on the overall system (Bird 
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& Davis-Nozemack, 2018; Tuntivivat et al., 2018). The sustainability of organizations is 

a continuously evolving study, and there are contrasting views. These contrasting views 

are prevalent due to the nature of organizations using different strategies for success 

depending on the type of cyber threats or even the location and the various definitions of 

sustainability. It is important to view an organization in various capacities to determine if 

there are strategies implemented by IT specialists to protect the maritime network and 

that are cross-disciplinary. 

Additionally, grey systems theory is difficult to view as a lens for qualitative 

research. Much of the research uses grey theory as a quantitative theory to predict 

numerical results when there is a lack of information. Lack of information can lead to 

unclear results, and grey systems theory has grown to predict outcomes even with small 

sample sizes. Liu et al. (2016) determined that researchers use grey systems theory to 

predict short and long-term results. Researchers can apply grey systems to a variety of 

areas that lack information to develop precise details. Researchers use grey theory to 

solve uncertain problems that lack information (Liu et al., 2016). In contrast, GST is used 

to solve problems where elements are known. The difference between the grey systems 

theory and GST is that the overall system is examined in a qualitative theory using real-

life experiences for the GST. 

Diffusion of Innovation Theory 

E.M. Rodgers developed the diffusion of innovation theory in 1962, and it has 

been widely used in the social sciences (Matthews, 2017). The diffusion of innovation 

uses the communication process to accelerate the acceptance of innovation (Rogers, 
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2003). Diffusion is a social process that occurs in response to learning about an 

innovation (Dearing & Cox, 2018). This theory enables examining how certain behaviors 

are adopted and focuses on perceived innovation attributes (Mohammadi et al., 2018). 

Additionally, researchers use this theory to determine how organizations accept 

innovation is accepted (Harvey, 2016).  

The diffusion process of technologies and innovations is complex, and it follows a 

set of stages (Rogers, 2010). Rogers (2010) stated that the five steps of diffusion of 

innovation are (a) knowledge, (b) persuasion, (c) evaluation, (d) implantation, and (e) 

adoption. 

Chile (2018) notes that diffusion of innovation focuses on minor changes and 

does not draw a significant conclusion on the broader theory. Damanpour (2020) 

mentioned that the diffusion of innovation in organizations uses generation and adoption. 

The diffusion of innovation theory only focuses on innovation (Gupta et al., 2017). 

Researchers acknowledge that the process of confirmation is very long and challenging. 

Researchers of government policies have used diffusion of innovation and believe the 

effectiveness can be more important than knowledge of actual outcomes (Dearing & Cox, 

2018). According to Leake (2019), the primary aim of diffusion of innovation is to help 

organizations perceive concepts, habits, or new technologies. Maritime network security 

is very diverse and can be more substantial than just innovation. Since this theory only 

encompasses a part rather than the whole study, it is not relevant to this study.  



23 

 

Cybersecurity Threats 

Cybersecurity is considered a significant challenge for an organization because of 

the cyber-related threats (De Oliveira Albuquerque et al., 2016). Farahbod et al. (2020) 

stated that the average cost to address a malicious insider’s attack is $2.4 million and 50 

days. Additionally, the average number of days to resolve a ransomware attack is 23 

days. The organization must focus on the primary weaknesses of its business practices, 

culture, and IT systems (Yang et al., 2016). Cybersecurity is the collection of tools, 

policies, guidelines, risk management, training, and best practices used to protect an 

organization’s systems (Kosiński et al., 2019). As the impact of cyber-related threats 

continues to grow, the complexity of the system and network security results in 

organizations facing continuing challenges.  

Alves and Morris (2018) mentioned that classic cybersecurity issues are 

interconnected from malicious adversaries. Cassidy (2017) indicated it has been difficult 

to obtain general statistics on all cyber-related maritime incidents and small-scale attacks. 

The lack of cyber awareness and the erroneous classification of the cyberattack presents 

cybersecurity risks (Tam & Jones, 2019). In 2018, the dependence on the stability and 

security of networks within an organization demanded detection for cyber-related threats 

(Moskal et al., 2018). According to Škrjanc et al. (2018), networks are vulnerable to 

interruption by adversaries, insider threats, and cybercriminals. Burns et al. (2017) 

suggested that human behavioral actions by the employees impact the system’s 

confidentiality, availability, and integrity.  
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Organizational system flaws and weaknesses have been identified as 

cybersecurity issues (Padayachee, 2016). Cyber-related security for systems involves the 

vulnerability of the system. The vulnerability of a system is the weakness in a system that 

renders it open to exploitation by a given threat (Edgar & Manz, 2017). The U.S. 

Department of Homeland Security (DHS, 2018) suggests that cybersecurity is the 

agency’s core mission, which results in the USCG cyber-related strategy. The USCG 

treats the security of cyber-related threats as a significant strategic priority (Chatterjee & 

Thekdi, 2020). Cyber-related risks can occur in various forms on a system’s network 

(Edgar & Manz, 2017). According to de Bruijn and Janssen (2017), a cybersecurity risk 

means futurizing threats and creating imaginary security. The government should be 

more specific when describing cybersecurity attacks, such as viruses, trojan horses, 

ransomware network backdoors, denial of service (DoS), or phishing attacks 

(Janakiraman et al., 2018). Wagner et al. (2017), network system administrators should 

protect the network by utilizing defensive mitigation strategies. 
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Table 2 
 
Summary of Cybersecurity Attacks 

Cybersecurity attack Characteristics 

Virus Code that is attached malicious or unknown to other programs 
and runs when those programs are running (Shin et al., 2017). 

Trojan horse The program adds malicious subversive functionality to an 
existing program (Shin et al., 2017). 

Ransomware network 
backdoor 

The malicious code is entered on the network by an insider or 
third party (Kim et al., 2020). 

Denial of service A malicious attempt to make a network or computer 
unavailable to users (Alabady et al., 2020). 

Phishing attack An attacker impersonates an employee or customer using email 
with malware attached (Huang et al., 2018). 

 

Network System Security 

Information is a critical factor for enterprise assets. Security combines systems, 

operations, and internal controls to ensure the integrity and confidentiality of data and 

operation procedures in an organization. Confidentiality’s purpose is to keep sensitive 

information from being disclosed to unauthorized recipients. Integrity ensures the 

information and programs are changed only in a specified and authorized manner (Anttila 

& Jussila, 2017). Availability’s function ensures that system denial is not an option for 

authorized users, and prompt service is readily available (Ali & Awad, 2018). Laracy and 

Marlowe (2018) stated that security is a system property that implies protecting the 

information, operational, and physical elements from malicious intent. Network attacks 
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are subject to malicious sources divided into two categories: passive attacks and active 

attacks.  

Passive attacks are the attempts made by malicious nodes to perceive the nature of 

activities and when an intruder intercepts data without disrupting the operation (Yang et 

al., 2018). Active attacks are when an intruder attempts to alter, inject, delete, or disrupt 

the network and gain access (Lykou et al., 2019). Network security is taking the physical 

and software preventative measure to protect the infrastructure from unauthorized access, 

misuse, malfunction, and destruction, creating a secure platform for applications and the 

overall network (Amrollahi et al., 2020). Therefore, the maritime network would be the 

system’s property for the USCG.  

Overview of Networks 

The maritime network is considered an operational infrastructure based on the 

International Standards Organization (ISO) and Open Systems Interconnection (OSI) 

reference model. The ISO/OSI reference model has seven layers, and each layer defines 

the network protocols and allows communication across all types of networks. The seven 

layers are physical, data link, network, transport, session, presentation, and application.  

1. Physical layer – sends and receives raw bitstreams from one network node to 

another, maintaining the physical connection between transmitter and receiver 

(Savalkar, 2018). 

2. Data link layer – generates packets it receives from the network layer and 

provides them to the physical layer. This layer includes error detection and 

correction (Ahearne et al., 2019). 
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3. Network layer – deliver packets from source to destination across multiple 

network links (Aggarwal et al., 2019).  

4. Transport layer – ensures the reliability of the transport of the sent data, and the 

message arrived intact and in order. Additionally, the transport layer breaks the 

data into smaller units for easier accessibility by the network layer (Aggarwal et 

al., 2019).  

5. Session layer – establishes and terminates a session to maintain and synchronize 

the communication (Zhao et al., 2018). 

6. Presentation layer – handles data format information for networked 

communications (Zhao et al., 2018). 

7. Application layer – the top layer of the OSI model to provide the application-

based services (Aggarwal et al., 2019) 

 Networks may fail due to various cyber-related attacks (Li et al., 2016). 

According to Donaldson et al. (2015), there are three main cybersecurity threats, and they 

are related to the confidentiality, integrity, and availability (CIA) triad: 

1. Data threat targets the confidentiality of networks, databases, backups, 

applications servers, and systems administrators. 

2. Alter Data threat targets the modification of data and damage to the organization’s 

image, which, in return, harms the organization’s integrity. 

3. Denial access threat targets the denial of service, and the physical destruction of a 

system and network results in availability issues for the organization. 
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Wagner et al. (2017) noted that cyber-related threats had caused significant 

damage to enterprise networks in recent years. The Coast Guard has been working to 

mitigate cyber-related threats to U.S. ports and critical maritime infrastructure. Cyber-

related threats for the maritime network have been a concern of leadership for years. 

According to Goss (2017), the USCG organization struggles to find a practical approach 

to improve security and procedures.  

The Department of Defense (DoD) suggests adopting the National Institutes of 

Standards and Technology (NIST) Risk Management Framework (RMF) as an approach 

to improve security within the organization. A network is secure when it possesses the 

components of the confidentiality, integrity, and availability (CIA) model (Sosin, 2018). 

Rondelez (2018) stated that government leaders manage networks based on their 

experience. Network security is the usability and integrity of the organization’s network 

and data. Organizations are dependent on secure systems but have become targets of 

backdoor intrusions (Alexander, 2017). Hubbard et al. (2017) stated that government 

networks must use the framework for improving critical infrastructure cybersecurity 

developed by the National Institute of Standards and Technology. There are combined 

layers of defenses, and each network security layer should implement policies and 

controls (Abdullahi, 2018).  

The Cybersecurity Enhancement Act of 2014 addresses the risks of cyber threats. 

This act enhanced the reach of the NIST, which makes identifying and mitigating threats 

against this framework simpler. The core of the framework consists of the following 

functions: (a) identify, (b) protect, (c) detect, (d) respond, (e) recover (Dedeke, 2017). 
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The identify function is for the USCG to have the ability to detect all threats and obtain 

an understanding of how to secure the maritime network against the adverse effects of the 

possible threats. The protection aspect introduces the strategies and best practices the IT 

specialists and senior leadership will use to protect the maritime network. The detection 

component depends on the strategies and best practices to discover the threats and protect 

the system against cyber threats. The response functionality will be the security strategies 

or systems that will defend against the threats. 

Kalloniatis et al. (2017) noted that organizations must appropriately indicate and 

execute system security requirements. Chitchyan et al. (2017) assert that security and 

privacy requirements depend on compliance, traceability, access control, verification, or 

usability. Kalloniatis et al. (2019) noted that system security is a constant concern with 

organizations. For example, a vast amount of data means that security breaches will lead 

to more severe consequences and losses via reputational damage, policy, best practices, 

legal liability, compliance, and ethical harms. Visner (2016) states that weak governance 

is the cause of the organizational crisis. Organizations with poor governance, unclear 

accountability, and responsibility put their systems and network security in jeopardy. 

Sosin (2018) mentioned that organizations must identify any cyber risks and have the 

goal of cybersecurity.  

Identifying the cyber risks helps protect electronic information systems and 

networks from being attacked by threats and vulnerabilities (Sosin, 2018). The impacts of 

confidentiality, the integrity of data, or the availability of the systems alter the system’s 

vulnerabilities (Jouini & Rabai, 2017). The vulnerabilities consist of flaws in a system, 
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which can be misused by attackers and significantly impact the network (Karchefsky & 

Rao, 2017). With vulnerabilities in a system, a threat may be revealed through a threat 

agent using the GST to produce undesired consequences.  

As security gets more complicated for network security systems, organizations 

use approaches such as firewalls. Network security is part of the organization’s 

information security infrastructure, such as physical security, personnel security, 

operations security, communication security, and social mechanism (Nieles et al., 2017). 

ISO specifies guidelines for network security and defines risk management as the 

coordinated activities to direct and control an organization concerning risk (Mayer & 

Aubert, 2020). 

Risk Management  

Risk management is the process of establishing and maintaining information 

security within an organization. Risk management includes governances and policies; 

both should be considered along with the strategies for an organization (Goss, 2017). 

Kaušpadienė et al. (2019) stated that systemic risks are due to cybersecurity violations 

and a significant increase from their implementation. Risk management is the consistent 

application of techniques used to manage the uncertainties surrounding achieving an 

organization’s objectives (O’Har et al., 2017).  

Risk management provides an organizational framework to identify facets such as 

assets, threats, vulnerabilities, and controls (Brustbauer, 2016). Akinrolabu et al. (2019) 

suggested that risk management involves the process of identifying cyber-related threats, 

risk mitigation measures to identify an acceptable level. Organizations use risk 
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management to apply efficient countermeasures to strengthen system vulnerabilities 

(Abbass et al., 2019). The risk management process consists of four steps: (a) risk 

identification is understanding the organization’s events and determining if any risk could 

potentially affect the overall goals (b) risk assessment is analyzing the risk concerning 

impact, dependencies, and timeframes for customers and organization; (c) risk mitigation 

is designed to manage, eliminate, or reduce the risk to an acceptable level; (d) risk 

monitoring is to track risk mitigation actions for progress continually and manage. 

Information security and risk management have a specific set of Federal Information 

Processing Standards (FIPS) and NIST Special Publications (SP) that holistically affect 

network system security. 

1. FIPS 140-3 – Security Requirements for Cryptographic Modules specify the 

requirements a device that receives electronic process data through a network 

must meet if used by the federal government (Cooper & Schaffer, 2019). 

2. FIPS 199 – Standards for Security Categorization of Federal Information and 

Information Systems, specifies the standard framework and understanding for 

organizations to promote effective management and oversight of information 

security programs while reporting to Office of Management and Budget 

(OMB) and Congress the status of the security policies, procedures, and 

practices (National Institute of Standards and Technology, 2017). 

3. FIPS 200 – Minimum Security Requirements for Federal Information and 

Information Systems specifies minimum security requirements for information 

systems supporting federal governments and a risk-based process to select 
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security controls to satisfy the minimum-security requirements (National 

Institute of Standards and Technology, 2017). 

4. SP 800-30 – Guide for Conducting Risk Assessments guide risk assessments 

for federal government systems and are used to identify, estimate, and 

prioritize risk for business processes for an organization (Supriyadi & 

Hardani, 2018) 

5. SP 800-37 Revision 2 –Risk Management Framework for Information Systems 

and Organizations: A System Life Cycle Approach for Security and Privacy 

provides guidelines for privacy risk management processes to align the NIST 

cybersecurity framework and system life-cycle engineering processes 

(Pillitteri, 2019). 

Information Security Risk Management Process 

Information security risk management comes from applying technology where 

risks involve the security of the information (Wangen et al., 2018). Kuhn (2018) 

recognizes that risk management addresses cyber-related risks by extending safety 

management techniques to cyber-enabled techniques. Cyber-related threats occur when 

people, processes, and technology of cybersecurity risk management are missing or 

inadequate (Galinec et al., 2017). Halima et al. (2018) noted that risk management is a 

crucial discipline for making effective decisions and communicating the results within 

the organization. An organization should align people, processes, and technology to 

develop and implement security controls to mitigate risk from cyber-related threats 

(Verma et al., 2018).  
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Langner and Pederson (2013) noted that cybersecurity risk management is bound 

to fail because senior leaders are incentivized to underinvest in security measures. Many 

cybersecurity risk management methods focus on susceptibility to known exploits such as 

degradation, interruption, modification, fabrication, unauthorized use, and interception 

(Musman & Turner, 2018). Distributed denial of service (DDoS) attacks can cause 

degradation on a system’s network. The degradation causes interruption on the system, 

and it becomes unusable. A modification to the system will occur when a change in the 

data, software, or hardware. An organization must be aware of the modification to ensure 

a cyber-related threat has not caused fabrication by inserting false information or 

components into the system. 

Additionally, unauthorized use and interception could cause the other threats 

mentioned and give users elevated permissions (Musman & Turner, 2018). The federal 

government recognizes that risk management can assist in improving performance and is 

a continuous process. Federal organizations use impact levels such as high, moderate, and 

low to identify and categorize the impact of confidentiality, integrity, or availability of a 

system.  

Organizational Cybersecurity Strategies 

Organizations must recognize cyberattacks and respond by improving their 

security technologies (Asghari et al., 2015). Biswas and Mukhopadhyay (2018) suggested 

that organizations face a series of challenges to keep systems patched and a plan to 

reduce the risk of vulnerabilities. Organizations need to institute cybersecurity as a 

requirement to expand their threat and vulnerability management strategies to apply risk 



34 

 

mitigation measures. Nieles et al. (2017) noted that an organization’s inability to select 

and implement appropriate security policies and procedures would likely harm the 

organization’s mission.  

Network security protection can include firewalls, penetration tests, and intrusion 

detection systems. De Oliveria Albuquerque et al. (2016) assert that cybersecurity 

connects an organization’s policies, practices, and physical infrastructure. Organizations 

must secure and protect physical structures, processes, data, and infrastructure (Yasin et 

al., 2018). Rondelez (2018) noted that government organizations could increase the 

efficiency and effectiveness to protect the system infrastructure from cyber-related 

threats. Applying a holistic view of a cybersecurity strategy to protect the network and 

system includes corrective and preventive measures (Allodi & Massacci, 2017). Wagner 

et al. (2017) argued that cybersecurity systems have a mix of complexities, such as 

processes, hardware, and human actors, that make it difficult to predict the effects of 

policy changes on a network system. 

The organization recognizes the need to closely monitor and enhance its risk 

management and internal security process using security governance procedures 

(Asgarkhani et al., 2017). Organizations can focus on leadership and processes to adapt 

approaches through layered security control to manage security risks (Young et al., 

2016). Halima et al. (2018) state the risk management is a continuous process, not a one-

time occurrence. Risk management is the critical discipline for senior leadership to make 

effective decisions and communicate the organization’s results. While organizations use 

methods and techniques to protect data, infrastructure, and assets, they may still 
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experience successful cyberattacks (Jang-Jaccard & Nepal, 2014). Choi (2016) opined 

that skilled information security managers would improve the effectiveness of the 

organization.  

According to Rick Van der et al. (2017), network specialists should be an 

organization’s first line of defense against cyber-related threats. Asghari et al. (2015) 

agree that improperly trained employees are a significant risk to the organization due to 

little or no technical knowledge. Information Systems Audit and Control Association 

(ISACA, 2016) reported that there would be a shortage of two million cybersecurity 

professionals by 2019 because of the skills gap. DHS recognized the shortage and 

decided to develop and advance technical cybersecurity qualified professionals (DHS, 

2012). The DHS developed a cybersecurity strategy framework to identify risks and 

vulnerabilities, mitigate cyber-related threats, and make the systems more secure and 

stable (DHS, 2018). Organizations rely on the assurance of their network security to 

prevent attacks by implementing security policies, allowing proactive measures in 

managing cyber threats (Smeets, 2018).  

A cyber-related strategy is an essential organizational prerequisite to assessing the 

threat environment and establishing a comprehensive coordination and management 

process (Klaic, 2016). The holistic system approach can be applied when implementing 

cyber-related strategies. Organizational network systems should focus on cyber-related 

strategies such as training, policies, vulnerability mitigation, and the integration of 

security measures (Yang et al., 2016). Cyber-related strategies are not just preventing 
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adversaries from gaining access to the system. Cyber-related strategies also include the 

integrity and availability of the system and network security (Lagouvardou, 2018). 

Organizations implementing cybersecurity should bring three key elements: 

education via training, policy, and technologies (Dawson, 2018). The training provides 

insight into innovative ways to teach cyber-related security and ensures the organization 

reviews governing strategies, tools, and techniques and understands the policy 

framework, including directives, standards, mandates, laws, and best practices (Dawson, 

2018). The strategies provide the baseline for further guidance and direction for 

organizations to set their standard guidelines.  

As technology is evolving, an organization needs to learn and adapt cybersecurity 

awareness for every individual. Dubosson et al. (2019) mentioned that silos in 

organizations can affect communication and prevent employees from sharing information 

and best practices. If security controls are not put into place to protect the network, cyber-

related threats quickly rise (Soomro et al., 2016). Interdepartmental communication has 

been a factor in risk management, and senior management must establish and maintain a 

link between the silos. Senior leadership engagement to implement effective risk 

management strategies includes employees with capabilities and experience (Young et 

al., 2016).  

Communication regarding maritime cyber-related issues is difficult to convey and 

develop policies and procedures. Al-Mohannadi et al. (2018) believe organizations, such 

as the government, should look for a more effective method to prioritize systems and the 

security required for such systems. IT specialists should be represented by senior 
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administrative levels within governments. Strengthening the systems’ device 

vulnerabilities and security procedures are senior leadership applying risk management. 

Additionally, security awareness services help both IT employees and government 

organizations understand the weakness of the network.  

Senior Leadership 

Many organizations use IT for business operations and decision-making 

processes, which causes information security to be a significant concern for senior 

leadership. (Chu & So, 2020). James (2018) revealed that 95% of senior leaders 

recognized cyber-related threats as being an area of high importance, but 45% of them 

did not have formal strategies in place. The success of an information security program 

depends on the policy generated and the attitude of senior leadership toward securing the 

data and the infrastructure (Hu et al., 2012). Mishra et al. (2019) mentioned that senior 

leadership should protect the organization from cyber-related risks.  

Senior leadership is responsible for becoming involved in strategic decision-

making with the cybersecurity program to implement cybersecurity (Soomro et al., 2016). 

Senior leadership should understand the implications and limitations of all aspects of 

security policies. The chief information officer, information system security manager, 

and senior leadership own the decisions for accepting residual risks and evaluating them 

against additional security costs (Blum, 2020). According to Harrison and Jürjens (2017), 

senior leadership controls and directs activities to enhance information security 

awareness. In return, the lack of security awareness and deficiencies among employees is 

absent. 
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The most important reasons to implement effective standard practices and 

cybersecurity strategies include internal and external factors, internal or external 

information (Young et al., 2016). Standard practices and policies are not effective in an 

organization that lacks compliance. An organization’s cybersecurity workforce with roles 

and responsibilities that include setup and maintenance of networks, operations, systems, 

and databases are exposed to new cyber-related threats every day. A significant function 

of the organization’s strategic planning to prevent security breaches involves 

implementing standard practices, building a defense against future attacks (Soomro et al., 

2016). Many organizations lack effective training programs or employees with expertise 

in cybersecurity (Young et al., 2016). Employee ignorance increases data breaches and 

data security vulnerabilities (Budke & Ferguson, 2017). Senior leadership would need to 

change their attitudes and engage their employees to aid in the success of the day-to-day 

operations to enhance a relationship for success within the organization (Komodromos et 

al., 2019).  

Change Management for Network Protection 

Examining subsystems and their place is an element of GST, a form of 

organizational change management (Bardarova & Simic, 2019). Change management is a 

continuously renovating process of an organization’s system or structure. Change 

management depends on internal and external clients’, customers’, or employees’ 

changing demands (Alhmeidiyeen, 2019). A holistic cybersecurity change management 

approach must accommodate all facets of network security. IT specialists and senior 

leadership should adapt to the increasing frequency and diversity of cyber-related threats. 
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However, it is a challenge to implement change in an organization (Jensen, 2017). 

Policymaking in the field of cybersecurity faces many paradoxes, such as control of a 

system, visibility of cybersecurity to customers, cost, and impact on the organization (de 

Bruijn & Janssen, 2017). The reassurance the Coast Guard needs to ensure the safety of 

the maritime network involves change management. Changes in the IT environment 

include the systems and applications resulting from a new or regulatory requirement or an 

update needed to enhance the current system’s functionality (Masli et al., 2016). Quigley 

et al. (2015) mentioned that IT specialists and senior leadership often use message 

framing to communicate a complex problem directly and convincingly. De Bruijn and 

Janssen (2017) suggested that employees’ and customers’ attitudes and behaviors are 

affected by message framing and depend on receiving individuals’ processing and traits. 

Security policies and codes of conduct are frequently the main reasons, and senior 

leadership needs to control and guide employees, such as IT specialists’ security 

behaviors. Li et al. (2016) suggested that humans play a role in ensuring the defenses are 

in place, cybersecurity attacks are detected immediately, and countermeasures are taken. 

The security policy must be updated and maintained within the organization. Also, 

Sohrabi Safa et al. (2016) suggested the security policies address the human element of 

information within the organizations. The organization plays a significant role in 

enhancing the capabilities of cybersecurity professionals (Park et al., 2016). The 

examination of management strategies and the importance placed upon risk factors of 

sensitive information offers insight for organizations (Aiken et al., 2016). Implementing a 

significant budget, strategies, and collaboration between the information system security 
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manager and information system security officer monitors the cybersecurity program 

implementation plan of the organization’s assets, data, and infrastructure (Aiken et al., 

2016). Federal senior leaders are responsible for familiarizing and complying with laws 

and regulations for information security and risk management (Nieles et al., 2017).  

One solution is for organizations to implement secure firewalls for protection to 

eliminate the possibility of a breach (Ani et al., 2017). Firewalls are vital tools for 

network security that operate between the connection of an organization’s internal and 

external network (Mihalos et al., 2019). Firewalls limit network access by providing 

barriers utilizing specific network packets to travel for incoming and outcoming traffic. 

However, Al-Yaseen et al. (2016) suggested that an intrusion detection system (IDS) 

provides support to protect organizations from cyber-related threats. IDS are critical for 

identifying and tracing network intruders (Ikram & Cherukuri, 2016). A top concern for 

organizations is cyber-related threats, a primary concern for protecting IT systems, 

networks, and financially sensitive data. Many organizations realize the severity of 

cybercrime and the importance of the implicit understanding of the security and weakness 

of their IT department (Aiken et al., 2016). Therefore, organizations must recognize 

violations, implement secure firewalls, and update their antivirus software to prevent 

attacks (Clarke & Knake, 2019).  

The organization should run security checks and conduct a system backup daily. 

However, senior and executive managers still minimize their involvement, especially in 

aiding the IT department to engage managerial strategies to prevent breaches, 

cybercrimes, fraud, and omission to mistakes (Arief et al., 2015). All organizations need 
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government policies to aid organizations in developing an economic model, national 

regulations, and laws for companies to adopt secure systems to fight cyber-related threats 

(Trautman, 2016). Standardized practice methods with a holistic prevention strategy can 

avoid cyber-related risks (Albahar, 2017). The importance of this study encompasses IT 

specialists’ strategies employed by USCG to defend the network for maritime industries 

from cyber-related threats. 

Relationship of this Study to Previous Research 

The purpose of this research study was to explore the strategies that IT specialists 

may use to implement best practices to secure the USCG network for maritime 

cybersecurity from cyber-related threats. Similar studies researched maritime 

cybersecurity and the efforts of the maritime industry. Zăgan et al. (2018) examined the 

risks associated with maritime cybersecurity. The researchers established maritime 

cybersecurity measures to protect the network and computer assets on the ships, 

terminals, and ports. The lack of education and training and a lack of resilience and 

prioritization causes the defense to fail when the maritime network is under a cyber-

attack. Shapiro et al. (2018) examined the awareness of vulnerabilities such as trojan 

horse risks. Determining the acceptable level of risks for the maritime organization was 

discussed, including the risk assessment and mitigation strategy plans for cybersecurity. 

Shapiro et al. (2018) mentioned that security measures needed to protect the maritime 

industry from trojan horse attacks involve a combination of personnel security, physical 

security, and cybersecurity measures to provide a defense in depth (DiD). The defense-in-
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depth method is a defensive strategy aimed to protect the effectiveness of defense 

installations for networks (Chierici et al., 2016) 

Daum (2019) focuses on the different types of cyber-attacks from the perspective 

of the maritime industry using the International Maritime Organization (IMO) and 

maritime cyber risk management guidelines. The IMO sets the goal of cyber risk 

management to meet cybersecurity at an acceptable level concerning the costs and 

benefits. Bronk and Dewitte (2020) address issues of cybersecurity in the maritime 

system. The research discussed cybersecurity risk management and how DHS identified 

USCG as the lead agency for maritime safety and cybersecurity in 2015 (Bronk & 

Dewitte, 2020). The USCG strategy has two points: (a) assessment of risk through the 

promotion of cyber risk awareness and management, and (b) prevention via the reduction 

of vulnerabilities in the maritime system (Bronk & Dewitte, 2020). Rajamäki et al. (2019) 

discussed in a case study to develop a secure sharing support tool enabling personnel to 

coordinate and share cyber-sensitive information in real-time for the maritime domain. 

The research data were collected by participants with different roles, along with using 

documents and reports. Hopcraft and Martin (2018) presented that the maritime industry 

has risks such as hacking and outages. The researchers also mentioned that a cumulative 

body of literature documented maritime systems and the vulnerable range of cyber 

threats.  

Transition and Summary 

The purpose of this study was to explore the strategies IT specialists used to 

implement the USCG standard practices to secure the USCG network for maritime 
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cybersecurity from cyber-related threats. The extensive literature review helped establish 

an academic foundation for this study while critically analyzing the body of knowledge 

related to the research question. The literature review was broken down by theme to help 

guide the reader through extensive research on the study topic. The literature analysis 

also increased the understanding of cybersecurity strategies, network system security, risk 

management, organizational cybersecurity strategies, and change management.  

In the conceptual framework for this study, GST describes holistic system 

thinking and complex systems. Section two of the study will explain the rationale for 

using qualitative, multiple case studies to explore IT specialists’ strategies to secure the 

USCG network for maritime cybersecurity from cyber-related threats. Also, in Section 2, 

I describe in detail the role of the researcher, participant selection, population and 

sampling, data collection and analysis, and finally, how this study can ensure the 

reliability and validity of the study. 
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Section 2: The Project 

In this section, the role of the researcher, the criteria for selecting the participants, 

population sampling, research design, and the research method are provided. Also, in this 

section, the justification of instruments for data collection tools and the consenting 

process for the research are discussed. The data analysis of the research quetion is 

provided in this section, and the reliability and validity of the study are presented as well. 

Purpose Statement 

The purpose of this qualitative multiple case study was to explore the different 

strategies IT specialists use to implement the USCG standard practices to secure the 

USCG network for maritime industries from cyber-related threats. The population for this 

study included IT specialists who have applied the USCG standard practices for maritime 

industries to secure the USCG network from cyber-related threats. Participants were from 

two IT departments in the C4IT center and one IT department in the OSC of USCG in 

Virginia and West Virginia. Implications for positive social change that may result from 

this study include reducing unauthorized exposure to maritime industry operations and 

privacy protections for the targeted population.  

Role of the Researcher 

Qualitative researchers use people’s perspectives, such as beliefs and experiences 

(Brink, 1993). Viswambharan and Priya (2016) stated that qualitative research describes 

and interprets a phenomenon from the individual or population being studied. My 

primary role as the researcher was to build a relationship with the study participants, 

collect data while maintaining objectivity, interpret the information, and minimize 
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personal bias to safeguard research quality and integrity (Nelson et al., 2015). A 

researcher is a key to obtaining data from participants, and the interview protocol process 

becomes essential when a researcher plans to be the primary research instrument (Taiwo, 

2019). Researchers should be knowledgeable and prepared before scheduling a series of 

interviews and collecting data. Cumyn et al. (2018) mentioned that ethical conduct relies 

on researchers to research integrity and ethics.  

During the data collection process, Yin (2018) noted that a researcher should 

adopt the following fundamental values: (a) asking the right questions, (b) being an active 

listener, (c) being adaptive, and (d) conducting research ethically. In this study, the data 

gathered was completed by conducting interviews and reviewing organizational 

documents. During the interview process, a record of the participants’ responses was 

captured with their permission to promote open and detailed dialogue (Roulston, 2018). 

Proper implementation of research ethics ensures the protection of the rights and well-

being of the participants (Tajir, 2018).  

I have 20 years of IT experience, and of those 20 years, 15 years involved in 

cybersecurity, database management, and system engineering in the USCG. I also have 

19 years of experience teaching mathematics, computer science, and cybersecurity. I had 

no relationship or contact with any participant before receiving official approval from the 

Walden University Institutional Review Board (IRB). I conducted my research in 

departments and states within the USCG different from my current workplace. I have 

worked in different IT departments within the USCG in various aspects that will give me 
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insight into the different viewpoints and strategies the IT specialists implemented to 

protect the maritime network for USCG.  

Bias is the influence that provides a distortion in a study (Polit & Beck, 2020). 

According to Bourke (2014), it is reasonable to expect that a researcher’s beliefs, political 

stance, and cultural background may affect the research process. I completed a web-based 

training course provided by the National Institutes of Health (NIH) and received a 

certificate protecting human research participants. Also, I adhered to all the ethical 

protocols presented in the Belmont Report provided by the U.S. Department of Health 

and Human Services (1979). The Belmont Report has guidelines for researchers to follow 

based on three fundamental principles: (a) justice, (b) respect, and (c) beneficence (U.S. 

Department of Health & Human Services, 1979). The principle of justice in research is a 

fair distribution of burdens and the potential benefits of participation. The second 

principle of respect allows the participants to volunteer and not force them to participate 

in the research. The third principle of beneficence maximizes benefits and minimizes 

harm to research participants (Tajir, 2018). 

The Belmont report’s foundation was used as an ethical framework for my study. 

I treated all participants with the utmost respect. I protected participants from any type of 

harm by maintaining their privacy and confidentiality throughout the study (U.S. 

Department of Health & Human Services, 1979). Additionally, I provided the participants 

with all the information necessary about the study to allow the participants to decide to 

participate voluntarily.  
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Researcher bias is a concern when performing a qualitative study and should be 

mitigated to ensure the reliability and validity of the study (Johnson et al., 2019). To 

ensure reliable data were collected and to reduce bias, I used the reflectivity process, data 

triangulation by interviewing several participants, document review, and member 

checking. According to Teusner (2016), the reflectivity process improves research quality 

and mitigates research biases. Buetow (2019) noted the importance of a researcher’s 

awareness of unconscious bias with participants. Also, I collected the data from multiple 

sources, using interviews as the primary source and organizational documents such as 

cybersecurity manuals. At Walden University, member checking is a method of affirming 

transcribed data from interviews. Member checking assists in validating open-ended 

interview data (Birt et al., 2016). Therefore, member checking was used to validate the 

interview data. For this qualitative multiple case study, I used the interview protocol 

process and collected data from IT specialists working in IT. The interview protocol 

process included having a prepared set of interview questions and a written script that can 

be used repeatedly for each participant to ensure I captured the thick and rich description 

of the data. 

Participants 

In a multiple case study, a researcher must gain the trust of the gatekeeper by 

explaining the purpose, procedures, and organizational impact (Joseph et al., 2016). Kay 

(2019) noted that the gatekeeper provides formal approval for participants to be research 

subjects. Building a solid rapport with gatekeepers and participants is essential. 

Therefore, once I obtained IRB approval, I contacted possible gatekeepers of each 
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organization using LinkedIn, email, and telephone and discussed the study’s purpose and 

the data collection process to ensure there were no company policy violations. In 

qualitative research, a multiple case study allows the research to have multiple views for 

a research problem through the participants (Rashid et al., 2019). Comparably, Roache 

and Kelly (2018) stated that participant selection in a multiple case study is significant in 

collecting relevant interpretations of specific experiences pertinent to the phenomenon for 

the research study.  

Moser and Korstjens (2018) suggested that a researcher have access to 

knowledgeable participants about the event. Also, participants can articulate their 

expertise to answer the research question. Inclusion criteria state that the participants 

must possess specific characteristics, whereas exclusion criteria would deem a participant 

inappropriate to participate in the study (Whitehead & Whitehead, 2016). An eligibility 

criterion was critical to focus on a specific community for this study. Researchers should 

state the eligibility requirement criteria for selecting research participants (Malterud et 

al., 2016). For this study, the eligibility was defined for the requirements to align with  

the research question. The target population for this study was IT specialists. The 

research participants were selected because they specialize in or have experience with 

cyber-related strategies to protect the maritime network in West Virginia and Virginia. I 

used six participants to ensure data saturation was attained. Høyland et al. (2015) noted 

the importance of developing a strategy to evaluate and gain access to participants.  

Onwuegbuzie and Collins (2017) suggested that researchers identify participants 

who possess specific characteristics. IT specialists were the focal point of the research 
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due to their similar job roles. Establishing and maintaining a working relationship with 

the participants was critical to the data collection process. Arsel (2017) noted that the 

interview procedures, expectations from the participants, and research background 

establish a rapport between participants and researcher. Høyland et al. (2015) suggested 

that researchers establish trust and a working relationship by keeping participant 

information confidential.  

Research Method and Design 

In this research study, I examined strategies implemented by IT specialists to 

secure the USCG network for maritime industries from cyber-related threats. The 

research method I chose for my study was qualitative methodology, and the research 

design was a multiple case study. The qualitative research method aims to understand 

phenomena in a real-world setting where the researcher does not attempt to manipulate 

the event of interest. Hayes et al. (2013) explained that the method selected for any 

research study should be chosen based on the research goals and the central research 

question. The research methodology and design adopted were aligned with the research 

question for this study. 

Method 

In this study, I chose the qualitative approach to understand a particular event and 

consider the quantitative, qualitative, and mixed-method research approaches. Qualitative 

research involves collecting data and interpreting those data based on patterns and trends 

exclusive to the participants of the study (Hancock, & Algozzine, 2017). According to 
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Palinkas et al. (2015), a qualitative research method explores and understands a 

phenomenon that implements evidence-based practice and identifies strategies.  

A researcher uses a qualitative approach to help gather information and 

understand human behavior and perspectives (Kozleski, 2017). Also, qualitative research 

is inductive and uses a range of data collection and analysis techniques such as interviews 

and purposive sampling (Gopaldas, 2016). Azungah (2018) suggested using an inductive 

approach, using the participant experiences that drive the data analysis as the focus for 

the researcher. Also, the researcher is an instrument along with the participants who 

contribute to data interpretation and analysis (Denzin & Lincoln, 2008). As noted by 

Hammarberg et al. (2016), researchers defend the integrity of their work with 

trustworthiness, credibility, applicability, and consistency. I gathered data during the 

interviews to understand the participants’ views, experiences, and motivations for the 

specific strategies to secure the USCG network for cyber-related threats by conducting 

this qualitative research study. The qualitative approach enabled the researcher to explore 

the strategies used by IT specialists to protect the USCG network from cyber-related 

threats. 

The quantitative method is objective and involves collecting numerical data; the 

information is quantified and subjected to statistical treatment (Apuke, 2017). The 

quantitative research method is ideal when factual data are required to answer the 

research question (Hammarberg et al., 2016). Kiliańska-Przybyło (2018) noted that the 

quantitative research method is used to investigate answers to questions starting with how 

many or how much. I did not choose the quantitative method for this study as this was 
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typically a more objective approach, and the research question sought to understand 

human experiences. 

The mixed-method research approach combines qualitative and quantitative 

viewpoints, data collection, analysis, and inference techniques (Schoonenboom & 

Johnson, 2017). Mixed-method research is a particular case of integration of diversity and 

divergence using open-ended and closed-ended approaches. In a mixed-method approach, 

the data are integrated, and the hypotheses should also be integrated (Almalki, 2016). 

Data integration enables researchers to seek a more panoramic view of the research while 

viewing the phenomena from different viewpoints (Shorten & Smith, 2017). In the 

mixed-method research approach, the combined methods assist the researcher in 

achieving the depth of the phenomenon. The mixed-method includes qualitative and 

quantitative approaches, but numerical data were not collected; therefore, the mixed-

method research method would not have been appropriate. 

Research Design 

I considered three qualitative research designs: (a) case study, (b) 

phenomenology, and (c) ethnography. A case study is a research design with a holistic 

understanding of a phenomenon in its natural, real-life context (Yin, 2017). For this 

research study, I selected a multiple case study design to assist with the inquiry into the 

strategies used by IT specialists to protect the USCG network for maritime industries. A 

multiple case study allows for a more in-depth understanding of the phenomenon by 

comparing similarities and differences among cases (Heale & Twycross, 2018). 

According to Yin (2018), when conducting a multiple case study, a researcher should 
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collect data using the following sources of evidence: direct observation, participant 

observation, documentation, interviews, and physical artifacts.  

Fagerholm et al. (2017) noted that a multiple case study helps improve the 

credibility of the findings within the study. Constantinou et al. (2017) explained that data 

saturation is a baseline for researchers to decide when to end data collection. Data 

saturation occurs when the themes or codes derived from the data set are repeated 

(Vaismoradi et al., 2016). In this qualitative multiple case study, I interviewed 

participants from a few organizations and reviewed organizational documents until no 

new information could be obtained from the data sets. A multiple case study allowed the 

researcher to collect data to explore IT specialists’ strategies to implement best practices 

to protect the maritime network. I chose a multiple case study for my research to 

understand the phenomenon through multiple lenses and several sources of evidence.  

Phenomenology is a research design that focuses on studying an individual's lived 

experience for a specific phenomenon (Neubauer et al., 2019). According to Harrison et 

al. (2017), in phenomenology, researchers commonly use open-ended interviews to 

explore and understand the phenomenon from the participants’ perspectives. Researchers 

use the phenomenology approach to examine an experience subjectively lived (Sundler et 

al., 2019). The phenomenological design was not chosen for this study because the focus 

of this study did not revolve around lived experiences.  

Ethnographic research design is conducted to understand the cultural contexts in 

which human action occurs (Whalen, 2018). Fetterman (2019) believed the ethnographic 

research design is focused on the predictable, daily patterns of human thought and 
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behavior. The focus of my research was not to explore the IT specialists’ daily patterns or 

behaviors. Ethnographic researchers collect data through personal observation of 

participants of a cultural group in their natural setting (Schober et al., 2016). In this 

research study, the participants’ workplace culture and direct observation were not the 

focal points of the research question. Also, this study did not revolve around any specific 

cultural group; therefore, ethnographic research was not chosen. 

Constantinou et al. (2017) described data saturation as the baseline for researchers 

to decide when to end the data collection. Data saturation occurs when no new 

information can be derived from the data sets, and no further coding can be obtained. 

Thomas and Briggs (2016) suggested that data saturation is received when the data 

collection ends, and no new themes appear. In this qualitative multiple case study, I 

interviewed participants from a few organizations and reviewed organizational 

documents until no new information could be obtained from the data sets. 

Population and Sampling 

This qualitative multiple case study targeted the population of IT specialists 

located in Virginia and West Virginia of the United States. The IT specialists chosen 

were database administrators, systems administrators, and network administrators. Fusch 

et al. (2018) suggested that the recommended size of participants should include between 

six to twelve participants to create a diverse group. However, Yin (2017) indicated that a 

sample size between three and five is sufficient for a qualitative case study. To settle, 

Tran et al. (2016) stated that the number of participants depends on the purpose of 

research and the desired analytic level.  
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In qualitative research, Robinson (2014) believed the initial step towards data 

collection is to define the population of the study with the use of the inclusion and 

exclusion criteria. The selected population in this qualitative study included IT specialists 

with experience implementing USCG standard practices for maritime industries to ensure 

the USCG network was secured from cyber-related threats. Blaikie (2018) suggested that 

justifying a sample size in qualitative research indicates a tendency associated with 

assumptions, logic, forms of data, and data collection methods and analysis. For the 

sampling method, the researcher selected purposive sampling. Palinkas et al. (2015) 

suggested that purposive sampling is the preferred method for participant selection in a 

qualitative study. A purposive sample produces an example of information that aligns 

logically with the study participants (Etikan et al., 2016). Sarstedt et al. (2018) suggested 

that purposive sampling is also known as judgmental or selective sampling. Purposive 

sampling was used to select the research participants and focus on the organization 

implementing strategies to secure the maritime network. Researchers use purposive 

sampling to make an informed estimation about the probability of observing a given code 

at each sampling step (Van Rijnsoever, 2017). 

This study’s sampling strategy was the homogeneous sampling technique because 

the general nature of the research question was to explore the strategies used by IT 

specialists to prevent cyber-related threats on the USCG network for maritime industries. 

The homogeneous sampling technique is a purposive sampling that researchers use to 

understand a particular group with similar traits (Barglowski, 2018). Before collecting 

data, the researcher selected the homogeneous sampling technique to obtain one specific 
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group with the same occupation within the organization’s hierarchy. The eligible 

participants were contacted through the LinkedIn network or telephone. Semistructured 

interviews were used to allow the participants to share their experiences on the research 

topic.  

Data saturation is the concept by which further data collection does not lead to 

any new emergent themes (Saunders et al., 2018). The data analysis software was used to 

assist in relying upon the participant responses to each interview question. Data 

saturation in this study was achieved by collecting multiple data sources, which includes 

interviews and document reviews until no new information can be uncovered through 

data collection. The interviews were a source for collecting data in this qualitative 

multiple case study. The location and timing of the interview could impact the quality of 

the data; therefore, I allowed the participants to select the method of communication: 

telephone or video conference. Fritz and Vandermause (2018) stated that quality email 

interviews would improve the interviewing experience for the participant and researcher. 

Furthermore, organization documents focused on strategies to prevent cyber-related 

threats against the USCG network to ensure the rich and thick data were captured for this 

study.  

Ethical Research 

Ethical consideration is crucial in a qualitative research study due to the study 

process (Arifin, 2018). The moral protection of human subjects was essential; therefore, 

ethical research will be conducted in this study. I invited potential participants to 

participate in the study via LinkedIn, email, or phone after receiving IRB approval, 02-
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09-21-0530481 from Walden University. I ensured the participants received a copy of the 

informed consent form, detailing the following: the purpose of the study, confidentiality, 

information on non-payment for participation, the researcher’s contact information, and 

the right to withdraw without consequence. The process for withdrawal was explained to 

the participant, and if they were unwilling to participate at any time during the process, 

we could stop the interview. No participant was reluctant to participate, therefore 

removing the participant from the interview process was not conducted. As noted by 

Chiumento et al. (2016), the informed consent process will ensure that the rights of all 

participants are not violated. According to Hallinan et al. (2016), the informed consent 

process enables individuals to voluntarily decide about participation with a clear 

understanding of the research. Every participant in the study was required to read and 

sign the informed consent form before participating. The signed copy was given to the 

participant, and another copy was saved along with the research documents. The signed 

informed consent form and research documents will be saved on an encrypted SATA 

external hard drive for five years. 

In this study, I ensured that the participants did not receive any incentives, 

rewards, or payments to participate in this study. Also, to ensure no harm or risks came to 

the participants of this study, all the IRB legal and ethical requirements outlined by 

Walden University were followed. The identities of all participants and the organization 

of the study will be kept confidential. I used code names to replace the actual names of 

the participants to protect the identity of the participants and the participating 
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organizations, with Participant A, Participant B, Participant C, Participant D, Participant 

E, Participant F, Organization A, and Organization B.  

Data Collection 

Data collection gathers and measures information using a systematic process to 

answer the central research questions (Kabir, 2016). The information obtained during the 

data collection process assisted with the meaning, concepts, and definition of phenomena 

(Dettori & Norvell, 2018). I discussed how the data would be collected using the 

interview protocol (see appendix B) with the participants. The interview protocol helps 

improve the reliability of the multiple case study research (Yin, 2017). Furthermore, the 

data collection methodology was discussed in the following subsections: instruments, 

data collection techniques, and data analysis techniques. 

Instruments 

In qualitative research, data collection methods include documents, participant 

observation, interviews, physical artifacts, archival records, and questionnaires (Yin, 

2017). There are four types of interviews: structured, semistructured, in-depth, and focus 

group (Hamilton & Finley, 2019). According to Crick (2020), the researcher should be 

the primary data collection instrument in the qualitative research process. In this multiple 

case study, I requested the participants share organizational documents relating to cyber-

related guidelines during the semistructured interviews. In semistructured interviews, the 

researcher can collect open-ended data and explore participants’ thoughts, feelings, and 

beliefs about the research topic (DeJonckheere & Vaughn, 2019).  
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Semistructured interviews for this study were open-ended interview questions. 

The researcher used the interview protocol as guidance to conduct the semistructured 

interviews. The interview protocol assists the researcher in gathering rich and thick data 

from the participants. Yeong et al. (2018) stated that a reliable interview protocol is 

crucial to obtaining qualitative data, increasing the effectiveness of the interview process. 

The interview protocol (see Appendix B) included the interview questions used during 

the semistructured interview. Yin (2017) noted that open-ended questions allowed the 

researcher to have the appropriate instrument for gathering information from participants. 

Peters and Halcomb (2015) suggested that open-ended interviews assist in the 

understanding of the phenomenon by focusing on the research question.  

 I was the primary data collection instrument for this study, gathered all required 

data sources, and met with the participants to conduct semistructured interviews. Baral 

(2017) noted that the researcher becomes a human data collection instrument by 

monitoring and gathering data from interviews. Holtrop et al. (2018) suggested aligning 

interview questions with the conceptual framework. Pathak and Intratat (2016) expressed 

that semistructured interviews are the best data collection method for qualitative research 

to benefit from an open framework. The semistructured interviews enabled me to have 

two-way communication with each participant to ask follow-up questions to contribute to 

data collection. In the semistructured interview approach, the participant has flexibility, 

freedom, and the decision approval of the information disclosed for the interview 

questions (Pathak & Intratat, 2016). Furthermore, the interview protocol (Appendix B) 
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ensured that credibility, confirmability, and reliability were enforced, as Kallio et al. 

(2016) suggested. 

As noted by Yin (2017), documentation can expand further and confirm the data 

collected from the interviews; thus, the organizational documents were best used to 

explain the data collected during the interview process in detail. The organizational 

documents used for the study include all the organization’s documents relating to cyber-

related guidelines and network security. The review of the organizational documents used 

content analysis to quantify and analyze themes and patterns relevant to IT specialists’ 

strategies to secure the USCG network for maritime industries from cyber-related threats. 

Member checking is the technique that allows the participants to confirm the 

accuracy of my interpretations from the data collected (Iivari, 2018). Birt et al. (2016) 

denoted that member checking improves the study because participants can identify 

incorrect interpretations provided by the researcher. I used member checking with 

participants, and the participants validated my interpretation of the interview data to 

ensure all accounts were understood for the open-ended interview questions. Sharing the 

summary of the interview data allowed the participants to validate their responses and 

make any corrections. Caretta (2016) noted that member checking ensures accuracy 

during data analysis and data triangulation within a qualitative study. Triangulation aims 

to enhance the process of qualitative research by using multiple approaches to understand 

the research topic.  
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Data Collection Technique 

In this qualitative study, I conducted semistructured interviews and documented 

reviews to better understand experiences through interaction with participants as my data 

collection techniques. There are several methods for collecting data in a qualitative study 

(Clark & Vealé, 2018). The data collection techniques included analyzing the 

organizational documents relevant to the study topic and semistructured interviews. I 

used the ZOOM video conference for the semistructured interviews to conduct the open-

ended questions.  

Taylor et al. (2017) suggested that interview protocols guide the researcher in 

creating procedures and conducting interviews. The interview protocol contained open-

ended and closed questions that aligned with the research question. The interview 

protocol provided the framework from the beginning and end of this study and was a 

valuable tool for reliability and validity (Yeong et al., 2018). The data collection 

approach for this study allowed the participants the autonomy of expression to express 

their practices, beliefs, or opinions while providing reliable and comparative qualitative 

data. Before starting the data collection for my study, I ensured the IRB and authorization 

required by Walden University were obtained. Once IRB approval was given to engage 

with the participants, I began recruiting participants by contacting the gatekeepers with 

the participant eligibility criteria. Gatekeepers have a pivotal role in ensuring that 

researchers gain access to potential participants for research (McFadyen & Rankin, 

2016). Once the participants were identified, I asked for the participant’s consent using 
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the consent form described in detail in Appendix C; I also initiated the interview protocol 

guide (Appendix B). 

 The participants were given the options on how they would like to conduct the 

semistructured interview. The options were telephone or video-teleconference. Building a 

rapport and establishing comfortable interactions between the participants and the 

researcher was crucial in advancing the interview (McGrath et al., 2019). Document 

analysis was used to review organizational documents related to cybersecurity strategies 

to protect organizational networks from cyber-related threats. However, I collaborated 

with gatekeepers for each location, Virginia and West Virginia. The participants were 

identified, and permission was obtained to access relevant documentation such as 

standard operating procedures, policies, guidelines, and strategies. The relevant 

documents provided were all accessible by the public. 

The process of identifying and gaining access to the participants was necessary to 

conduct semi-interviews and review organizational documents (Moser & Korstjens, 

2018). Once the participants were identified, I contacted the interview participants by 

email to schedule the interviews. I used Atlas.ti to capture similar occurrences within the 

data to identify codes and patterns. The transcribed interview was member-checked by 

the participant to ensure accuracy. The interview recordings were transcribed into a 

readable format, using Microsoft Word. The transcriptions allowed the researcher to 

assess the impact of any missing data due to unanswered interview questions. In the 

transcriptions, the names and organizations were hidden to ensure privacy and 

confidentiality. I loaded the data in Atlas.ti qualitative data analysis (QDA) software to 
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provide the thematic analysis and coding. I contacted the interviewees after the initial 

interviews to confirm that what was expressed was captured through the member 

checking process. 

I used reliability and validity as a data collection instrument and member 

checking, and data triangulation for this study. According to Houghton et al. (2015), 

member checking includes talking with members to gather information, decipher and 

translate the interview data, and provide participants copies of the decoded data to 

guarantee the exactness of data captured during the interview. I provided each participant 

with a copy of my interpretation as a follow-up interview. Madill and Sullivan (2018) 

noted that member checking is a technique with ideas and perspectives shared by 

interviewees to ensure that they are captured correctly by the researchers. Therefore, in 

member checking, any misunderstandings were corrected and updated in this qualitative 

study. The member checking process helps to ensure reliability and validity within the 

research process (Simpson & Quigley, 2016). 

There are advantages and disadvantages to the use of data collection techniques in 

this study. The interview method had advantages in obtaining depth information. 

Ciocănel et al. (2018) stated that face-to-face interviews help build trust between the 

researcher and the participant. Gill and Baillie (2018) mentioned that telephone 

interviews are a helpful alternative to face-to-face interviews. However, a disadvantage 

was that the participant and researcher were not able to see each other. An advantage 

approach to resolve the ability to see each other was to use software for audio and video, 

such as Skype, to conduct the interview (Gill & Baillie, 2018).  
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Data Organization Techniques 

This section of the study describes the technique used to organize the data and 

discusses how to store it securely. Yin (2018) noted the validity and reliability of a 

qualitative study, and to expose themes and patterns, a researcher uses research noted, 

research logs, and interview transcriptions. Any audio or video-recorder interview must 

be transcribed (Sutton & Austin, 2015). The data collected were crucial in the data 

organization technique process and were characterized by primary sources, such as 

reflective journals (Chauvette et al., 2019). All data collected were stored on an encrypted 

storage drive and will be saved for five years and then disposed of after five years. Sutton 

and Austin (2015) noted that a researcher should maintain field notes to provide 

important context regarding the participants’ impressions, environmental settings, 

behaviors, and nonverbal actions. I recorded the semistructured interviews using a zoom 

video conference; Microsoft office applications and Atlas .ti were used to organize the 

data collected. 

According to Merriam and Grenier (2019), qualitative researchers use research 

logs to note obstacles encountered and ideas emanating from data collected. Meanwhile, 

Yin (2018) argued that researchers should use notes to document preliminary data 

interpretations. Atlas .ti was a qualitative data analysis software used for coding and 

identifying themes in unstructured qualitative data (Friese, 2019). Member checking was 

used to validate the accuracy of the data collected by the researcher; in return enhanced 

the credibility of the data provided by the participants (Thomas, 2017). I used a research 
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log to document emerging themes and patterns, and trends for the data. Research logs 

were a valuable tool for recording information.  

Data Analysis Technique 

According to Bengtsson (2016), the purpose of data analysis is to organize and 

construe meaning from the data collected and extract realistic conclusions. In this study, I 

provided data analysis to understand the strategies used by IT specialists to implement 

best practices to protect the USCG network from cybersecurity threats. Qualitative 

researchers employ software to collect, organize, and examine data from interviews, 

review documentation, and field notes (Yin, 2018). Raw data were collected through 

semistructured interviews and using Atlas.ti software. Conversion of the raw data 

obtained was analyzed to show patterns that were decoded and translated into themes. 

The researcher’s self-reflection is essential for qualitative research to minimize influence 

bias (Bengtsson, 2016). 

Additionally, in a qualitative research study, the researcher generates an in-depth 

analysis of the data collection better to understand the phenomenon (Watkins, 2017). Yin 

(2018) suggested that analyzing qualitative data ensures reliability and validity in the data 

analysis. Davis et al. 2018 stated that triangulation is a strategy used in qualitative 

research to validate a study by utilizing data from multiple and different sources. There 

are four types of triangulation: (a) theory triangulation applies to different theories and 

alternatives theories, (b)methodology triangulation applies to multiple data collection 

methods, (c) data triangulation is referred to people, time, and space; and (d) investigator 

triangulation was applied to multiple sets from multiple researchers exploring a 
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phenomenon (Fusch et al., 2018). To increase validity, enhance credibility, and mitigate 

bias in this study, I used data triangulation.  

The data analysis technique applied in this multiple case study was thematic 

analysis. Billen et al. (2017) mentioned that thematic analysis assists the researcher in 

synthesizing qualitative data for the descriptive themes. The data analysis assisted in 

identifying the patterns in the data collected from the semistructured interviews and 

organizational documents through thematic analysis. Thoroughly examining the 

interview transcripts, themes may be identified inductively (Goldstone & Bantjes, 2017). 

According to Clarke and Braun (2018), thematic analysis is a three-step coding process 

that involves preparation, organizing, and reporting. The review of each interview and 

member checking of the transcripts were used to gain a holistic understanding of the data, 

establishing the research’s reliability and dependability during the initial step. Data 

collected was through semistructured interviews. The software used was Atlas.ti to 

provide qualitative data analysis to support the sorting, categorizing, browsing, coding, 

interpreting, and synthesizing of the data (Kalpokaite & Radivojevic, 2020).  

Reliability and Validity 

The reliability and validity of this study were completed by enforcing the 

concepts of trustworthiness and consistency. According to Tamul et al. (2020), a study is 

reliable if the results are repeatable. The creation of data validity refers to the accuracy of 

the data. According to Yin (2017), the reliability and validity of a case study can be 

safeguarded with suitable documentation of the research approach and the measures 

taken by the researcher throughout the research process. A researcher establishing 
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trustworthiness must use the four dimensions criteria: dependability, credibility, 

transferability, and confirmability (Forero et al., 2018). 

Reliability 

In qualitative research, the purpose of reliability is to document detailed 

procedures as a repeatable measure of a phenomenon (Aravamudhan & Krishnaveni, 

2016). Reliability relates to dependability and can be achieved through triangulation 

(Renz et al., 2018). The interview protocol was used as a strategy to enhance the 

reliability of this study. Carminati (2018) noted that reliability considers the consistency 

and accuracy of data within a study; therefore, the interview processes and strategies used 

ensured that the reliability was captured. 

Validity 

Validity in qualitative research is the appropriateness of the tools, processes, and 

data. Research is a process for acquiring new knowledge in a systemic approach with 

reliability and validity (Garg, 2016). Teusner (2016) believed that validity is important 

because it allows the reader to believe that the study results are accurate. Strategies to 

ensure validity in a qualitative study included member checking, detailed description, and 

data triangulation (Candela, 2019). The audit trail using the Atlas.ti software was used to 

establish validity in this study. Wixted et al. (2018) stated that detailing the interview 

protocol and audit trail steps will further validate the study.  

Dependability 

Dependability in a qualitative study allows someone outside of the research to 

audit, critique, and recreate (Bongiovanni et al., 2017). In qualitative research, the 
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researchers enhance the dependability using the same procedures through member 

checking, data triangulation, interview protocol, and transcript review (Bongiovanni-

Delarozière & Le Goff-Pronost, 2017). Moon et al. (2016) stated that detailed coverage 

of the methodology and methods guarantees readers that the appropriate research 

practices were applied. Cypress (2017) mentioned that researchers must ensure the 

research has reliability. The strategies used to provide reliability and trustworthiness in 

this study included interview recordings and reflective journaling. Member checking was 

an essential process for establishing dependability in qualitative research for the 

researcher. The data collection documented for this study and the researcher's thought 

process in the reflective journal enhanced dependability.  

Credibility 

Credibility is operationalized through member checking to confirm that the 

information obtained during the data collection is an accurate interpretation of the 

delineated experience for the participant (Creswell & Poth, 2016). Establishing credibility 

was important because credibility determines how the data and the analysis procedures 

were executed and the nonrelevant data excluded (Bengtsson, 2016). Hammarberg et al. 

(2016) noted that the credibility of qualitative research relies on the researcher defending 

the integrity of the study. The researcher establishes and enhances credibility by 

gathering rich descriptions, member checking, data triangulation, and data saturation 

(Marshall & Rossman, 2016). Yin (2018) stated that researchers use two sources for data 

collection to allow data triangulation to support the data findings and improve the 

credibility and confirmability of the study. Member checking and data triangulation were 
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used in this research. According to Lub (2015), member checking and data triangulation 

work simultaneously to ensure the study’s credibility. Another area to ensure credibility 

was accounted for in the research was bias. A researcher must be aware of any bias 

injected in a qualitative study (Nair, 2018).  

Transferability  

Transferability refers to the applicability of findings for the readers to connect the 

elements of a study to their experiences (Cruz & Tantia, 2017). Weis and Willems (2017) 

state that the researcher should apply techniques that will allow for the generalization or 

transferability of results beyond the current study. Marshall and Rossman (2016) noted 

that transferability obtains dependable research results transferable to other settings by 

someone other than the original researcher. The detailed reports and documentation could 

be possible for others to transfer findings. Transferability was promoted by maintaining 

the collected data from the participants, such as the interview records. Moser and 

Korstjens (2017) mentioned that transferability is enhanced by ensuring rich, descriptive 

information about participants’ experiences and the detailed and maintained research 

process. Member checking and the interview protocol were used as well to ensure 

transferability occurs within this study. I detailed the conceptual account in this study 

using the open-ended questions, sampling strategy, interview protocol, data collection, 

and analysis.  

Confirmability  

Confirmability can be demonstrated by way of describing how conclusions and 

interpretations were established. Also, the findings are derived directly from the collected 
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data (Noble & Smith, 2015). All participants were interviewed for this study to enhance 

confirmability. Abdalla et al. (2018) argued the need to promote triangulation to reduce 

the researcher’s influence. Data triangulation and a reflective journal were used for the 

data collection and analysis process. Data triangulation and the reflective journal will 

increase dependability and confirmability (Luctkar-Flude et al., 2018). I achieved 

confirmability and dependability with data triangulation.  

Transition and Summary 

In section 2 of this study, the study's primary purpose, the target participants, 

population and sampling, and the methods and processes were used to collect and analyze 

the explored research data. The purpose of this qualitative multiple case study explored 

IT specialists’ strategies to secure the USCG network for maritime industries from cyber-

related threats. Data triangulation will be applied to confirm the credibility of this 

qualitative study. Section 3 of the study includes presenting findings, implications for 

social change, a discussion regarding the applicability to professional practice, 

recommendations for action and further research, reflections, and the study’s conclusion. 
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Section 3: Application to Professional Practice and Implications for Change 

This section contains the overview and presentation of the findings for this study. 

At the same time, describing the major themes that materialized from the data analysis. 

Also, in this section, I present the applications to professional practice, implications 

toward social change, recommendations for actions, recommendations to guide further 

study, reflections, and the conclusion. 

Overview of Study 

The purpose of this qualitative multiple case study was to explore the strategies IT 

specialists use to implement standard practices to secure the USCG network for maritime 

cybersecurity from cyber-related threats. The study was based on GST as the conceptual 

framework. The target population consisted of six IT specialists across two different 

maritime organizations in Virginia and West Virginia. Semistructured interviews were 

conducted with six participants, and 12 publicly available organizational documents were 

collected. Thematic analysis was used to discover three major themes: (a) adhering to 

network compliance, (b) promoting adopting cybersecurity standards and best practices, 

and (c) enhancing cybersecurity awareness and policies. The results of this research study 

are associated with the literature review findings.  

Presentation of the Findings 

The overall research question for this study was: What strategies do IT specialists 

use to implement standard practices to secure the USCG network for maritime 

cybersecurity from cyber-related threats? The six interviewed participants were IT 

specialists with expertise as database administrators, system administrators, and network 
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administrators. I used a pseudonym for each participant and organization: Participant A, 

Participant B, Participant C, Participant D, Participant E, Participant F, Organization A, 

and Organization B. I conducted semistructured interviews and collected 12 publicly 

available organizational documents to analyze using the Atlas.ti software. O’Connor and 

Joffe (2020) noted that the development of code framing captures the significant features 

of data in a qualitative analysis phase. Three significant themes (see Table 3) and eight 

subthemes were found in this research study; data triangulation was used to evaluate the 

data collected. The following themes of the study emerged after analyzing the data in 

Atlas.ti software and are aligned with the conceptual framework, GST: (a) adhering to 

network compliance, (b) promoting adopting cybersecurity standards and best practices, 

and (c) enhancing cybersecurity awareness and policies.  

Table 3 
 
Themes and Their Respective References 

Major themes Participants Response 
(%) 

Documents References 

Adhering to network compliance 6 100 10 20 
Promoting adopting 
cybersecurity standards and best 
practices 

6 100 10 32 

Enhancing cybersecurity 
awareness and policies 

6 100 8 33 

Note. % of response means the proportion of responses by participants for each theme. 

References mean the frequency by which each subtheme was mentioned or alluded to in 

the documents. 
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Theme 1: Adhering to Network Compliance 

The first theme, adhering to network compliance, supports the data analysis of the 

need to adhere to network compliance and aligns with the literature. IT specialists must 

establish strategies to implement standard practices to secure the USCG network and 

adhere to network compliance. All participants expressed a standard network policy that 

each IT specialist should comply with to protect the USCG network from cyber-related 

threats. According to Kerner (2017), cybersecurity standards and practices have helped 

decline network vulnerabilities. According to Buchanan (2019), the GST theory interprets 

and views connected units as a whole system. Three subthemes materialized from the 

data for the theme adhering to network compliance (see Table 4): (a) security and 

protection, (b) cybersecurity prevention, and (c) network monitoring. The GST, which 

served as the conceptual framework, focuses on adhering to network compliance because 

of one principle: the interrelationship between objects in a network.  

Table 4 
 
Subthemes for Adhering to Network Compliance 

Subthemes Participants Response 
(%) 

Documents References 

Security and protection of the 
network 

6 100 10 25 

Cybersecurity prevention 6 100 11 27 
Network monitoring  6 100 10 23 

Note % of response means the proportion of responses by participants for each subtheme. 

References mean the frequency by which each subtheme is mentioned or alluded to in the 

documents. 
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Subtheme: Security and Protection of the Network 

The importance of understanding the security and protection of the network was a 

subtheme discussed by every participant. According to all study participants, security and 

protection of the network are vital for IT specialists to ensure their internal and external 

networks are compliant within their organizations. Participant A stated: 

A few years ago, in 2017, our leadership decided to move all of our different 

network assets to a more centralized virtual platform. Doing so gave us the ability 

to better leverage and manage our information systems’ integrity, security, and 

availability.  

Participant B presented a similar view about network security by elaborating “that the 

data center consolidation completed by Organization A established network segments. A 

network segmentation includes different enclaves and firewall rules for an organization.”  

The study shows that this approach is a standard practice that allows the USCG to 

leverage the multitenant environments and enhance network security. In return, this 

approach provides security and protection for the network. In alignment, Participants A 

and B explained that when Organization A completed the data center consolidation, the 

IT specialists managed its integrity, security, and availability for the USCG network to 

secure it from cyber-related threats. In addition, Participant C stated: 

One of the standard practices that I used to protect the network communication 

infrastructure that I administer is segregating the network from outside traffic. So 

I control what comes in and what goes out, and because of the sensitive 
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information that we utilize in our network, we know we do not want that to get 

out. So also network segmentation from OT environment. 

Additionally, Participant C explained that Organization B also completed a data center 

consolidation, resulting in network segments and tokens as a second layer of security as a 

network administrator. Network administrators can control the flow of traffic between the 

subnets to protect the organizations’ networks. 

A few of the participants emphasized the security and protection of the network 

by providing the standard practices their organizations use. Participants D, E, and F 

believe complex passwords are strategies for security and network protection. Similarly, 

Participants B, C, and E advocate that password policies prevent users and IT specialists 

from selecting weak passwords. Participant D expanded on complex passwords: “My 

organization has made many changes to the policy for changing passwords, such as 

ensuring the IT specialist changes system and admin passwords every 60 days. However, 

for financial systems, it is now 35 days.” Emphasizing the effectiveness of security and 

protection of network, Participant D stated,  

One of the recent things that we have done as an organization was to change the 

policies on changing passwords for different applications. For example, we set the 

passwords for service accounts to change every 60 days to a different password. 

Participant E added that admins have additional multifactor authentication layers, 

such as jump host, since the data center consolidation. In comparison, Participants D and 

E mentioned that passwords are cybersecurity prevention that Organization A and B have 

incorporated. However, according to Participant D, Organization A changed its policy on 
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changing passwords for different applications. Participants E and F described the security 

and protection of the network in their organization, and network security has become the 

number one priority by improving the strategies used to protect the network. The 

participants indicated that security and protection of the networks, such as network 

segmentation, were the best practices for Organizations A and B to secure the USCG 

network. 

Ten of the publicly organizational documents emphasized the significance of the 

network’s subtheme security and protection. The documents conveyed that the proper 

network segmentation is an effective security mechanism to prevent an intruder from 

transmitting exploits. The document Securing Network Infrastructure Devices_CISA 

revealed the virtual segmentation uses the same design principles as physical 

segmentation. The document also mentioned that existing technologies could prevent an 

intruder from breaching other internal network segments. Additionally, according to the 

publicly organizational document, NIST’s SP 800-63B Section 5.1.1.2, Memorized 

Secret Verifiers used during data triangulation, an organization should ensure passwords 

are at least eight characters long. The NIST’s SP 800-63B Section 5.1.1.2, Memorized 

Secret Verifiers, also mentioned that many organizations have failed to implement 

password change intelligence guidelines, such as password length and complexity (Grassi 

et al., 2020). 

The subtheme of security and protection of networks was found in the literature. 

Marinos et al. (2021) acknowledged that the Office of Management and Budget’s federal 

chief information officer (CIO) launched the Federal Data Center Consolidation Initiative 
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and the Data Center Optimization Initiative. Network segmentation is an architectural 

design approach that divides a network into multiple subnets to improve the efficiency 

and security of the network (Musman & Turner, 2018). Prior researchers, Musman and 

Turner (2018), noted the network segmentation prevents unauthorized network traffic or 

attacks from reaching portions of the network to prevent access and make monitoring the 

network traffic easier. The security and protection of the network is a strategy that 

reinforces the assets in the network. Participant A’s and Participant C’s responses align 

with the organizational documents for the segregated network. The participants added 

that the segregation of the network uses roles and functionality at their organization. 

Recent studies acknowledge that password policy could be enforced with the 

following requirements: (a) Minimum of 11 characters; (b) upper and lower letters, 

symbols, and numbers; and (c) different from a username (Nieles et al., 2017). A strong 

password must contain all the necessary elements involving the combination of letters, 

numbers, and special characters. Halima et al. (2018) mentioned that passwords are a 

cyber-security measure users experience and remain challenging to manage. IT 

specialists' passwords and not a hash algorithm are considered weak cybersecurity (Guo 

et al., 2019). All public organizational documents and recent literature reviewed were in 

alignment for the security and protection of the network. The IT specialist responsible for 

the security and protection of the network should understand the tools and methods used 

as strategies to enhance the security of the USCG network. 

Researchers have identified that change management is vital in maintaining 

network security using network security assessment. According to de Bruijn and Janssen 
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(2017), security and the protection of the network are an issue if the change management 

is not in place. The increase of organizations using computer networks has increased 

challenges to network security (Mihalos et al., 2019). Nieles et al. (2017) mentioned the 

network security provides strategic support for other parts of the infrastructure. Network 

security is the act of protecting the network against any threats that may lead to a 

compromised network (Amrollahi et al., 2020). Also, in the literature, Abdullahi (2018) 

acknowledged that security policies and network protection should be enforced with 

confidentiality, integrity, and availability.  

The subtheme, security, and protection of the network align with the GST 

conceptual framework. In the GST, each phenomenon provides a dynamic framework to 

understand the interaction patterns in networks of interdependent agents that are bound 

(Turner & Baker, 2019). According to von Bertalanffy (1968), involving holistic views 

creates a system as a whole, which cannot be broken down into parts. This study’s 

findings recognized that segmentation networks create smaller network systems that are 

part of the overall network; more recent literature confirms that network segmentation 

simplifies information security for each network (Musman & Turner, 2018). In addition, 

when viewing this phenomenon through the lens of GST, findings from this study 

indicate that IT specialists have strategies to implement standard practices to secure the 

USCG network for maritime cybersecurity from cyber-related threats. By utilizing the 

GST as the conceptual framework for this study, IT specialists can institute more 

effective strategies for best practices to secure the USCG network from cyber-related 

threats. Blokland and Reniers (2020) noted that GST is an essential foundation for 
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security and safety in the literature. Organizations must have strategies for best practices 

to protect their network. 

Subtheme: Network Monitoring 

Network monitoring was the second subtheme to emerge from adhering to the 

network compliance significant theme. To secure the USCG network, the lack of best 

practices from IT specialists is a significant challenge. Without a standard practice 

monitoring the USCG network, the infrastructure will not be protected from cyber-related 

threats. Participant A said, “Intrusion Detection Systems (IDS) and Intrusion Prevention 

Systems (IPS) are tools that are to be implemented to monitor real-time network traffic as 

a standard practice with the USCG.” Participants B, C, and E mentioned that IDS 

monitors their organization’s firewall logs. Another aspect of network monitoring is a 

wireless sniffer tool. To underline the significance of different network monitoring, 

Participant E mentioned that organization B has a DSL tool that analyzes wireless traffic 

and decodes the packets sent over the network. Participant C also noted, “To ensure 

important information will not end up in the wrong hands, organization B strives for the 

IT specialists to monitor, monitor, and review the logs from the SIEM tool.” 

Participant A and Participant B also mentioned that organizations A and B have Security 

Information and Event Management (SIEM) tools to monitor the entire infrastructure, 

such as network, servers, and database. 

The subtheme of network monitoring was supported in the literature. Kwon et al. 

(2020) mentioned that real-time monitoring using a monitoring dashboard would provide 

a single holistic view for identifying a cyber-related threat. Prior researchers believe IDS 
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is essential in providing network security and collecting logs by identifying possibly 

network intruders. Ikram and Cherukuri (2016) argued that IDS are critical for 

identifying and tracing network interlopers. In addition, IT specialists should log and 

monitor all significant events on the network to actively respond to cyber-related threats. 

In the literature, Singh and Kumar (2018) acknowledge that network administrators must 

keep a log of the network’s performance, functionality, and security. SIEM provides a 

holistic view by collecting data and using matching patterns. The SIEM uses logs 

collected of events from servers, network devices, firewalls, and intrusion detection and 

prevention systems. (Sekharan & Kandasamy, 2017). Sekharan and Kandasamy (2017) 

also mentioned that IDS/IPS focuses on monitoring logs, incidents, and processes 

attempted to terminate from the network, servers, or database  

The subtheme of network monitoring aligns with the GST conceptual framework. 

In the GST, the holism principle was shown in each function within the subtheme of 

networking monitoring. The SIEM tools support the overall network objectives of 

external changes coming into a system and the components of adjusting the environment 

(Teece, 2018). The subtheme was supported by the literature uncovered during the 

literature review. Prior researchers, participants, and documentation have identified how 

IT specialists should use network monitoring using GST as a strategy to implement best 

practices to protect the USCG network. The data from the participants’ responses and 

publicly organizational documents align with the conceptual framework, GST.  
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Subtheme: Cybersecurity Prevention 

Cybersecurity prevention emerged as the third subtheme. The subtheme 

cybersecurity prevention exposed the strategies used by the IT specialists to implement 

standard practices that may need better cybersecurity prevention practices. The 

participants identified the strategies that have been used but did not protect the network 

from cyber-related threats. Participant A mentioned, “A method IT specialists used that 

failed to prevent cyber-related threats was the SolarWinds network appliance. This 

application allowed backdoor access to numerous federal networks without being 

detected for some time”. 

Participant B mentioned that network segregation is called enclaves at 

organization A. The firewall rules are created at organization A to prevent cyber-related 

threats and hackers from moving to different environments or enclaves. Participants B, C, 

and D acknowledge firewalls as standard practices that are least effective in protecting 

the USCG network. Participant C mentioned that an organization should never allow any 

machine on the control network to talk directly to a machine on the business network or 

the internet. Participant D believes passwords are the least effective strategy to protect the 

network from cyber-related threats when correlating security and network protection with 

cybersecurity prevention. Participant D noted:  

Before changing our current password policy, we would keep resetting the service 

account to the same passwords, which was secure, but it was meeting the policy. 

Now, we are mandated to change the password by five characters, so we do not 
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use the same password. Even though my organization changed the policies on 

passwords, I still believe passwords are the least effective strategy. 

The avoidance of compromising confidentiality, integrity, and availability includes 

security metrics. Participant C mentioned that security metrics are a powerful tool for 

maritime industries to evaluate the effectiveness of protecting computer networks. One of 

the publicly organizational documents’ Cyber Resiliency Metrics, Measures of 

Effectiveness, and Scoring supported Participant C’s claims that security metrics should 

be repeatable and reproducible. In 2021, participants C and D stated their organization 

under DHS created a “red team.” Participant D mentioned: 

My organization’s red team looks at our system from a holistic IT point of view. 

They attempt to identify and exploit and potential weaknesses. I thought it was 

incredible that my organization created a red team because, in 2015, they tried 

something similar with a Cyber Crisis Action (CAT)/Operation Blue Team. 

Biswas and Mukhopadhyay (2018) noted that the evaluation for cybersecurity prevention 

could forecast vulnerabilities using metrics. Participant F noted the security metrics 

include the following: 

1. Common Vulnerabilities and Exposures on the system and network 

2. The mean time between a security patch release and actual 

implementation 

3. Policy violation 

4. Number of employees that have completed security training 

One of the most reliable concepts proposed by Conteh and Schmick (2016) on 
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cybersecurity protection is to design layers of defense. 

The subtheme of cybersecurity prevention was found in the literature. 

Cybersecurity prevention can protect the network from various attackers and threats by 

applying a holistic view (Allodi & Massacci, 2017). IT specialists have strategies that 

may have failed were implemented for the organization, so cybersecurity prevention 

materialized from theme one. Al-Mohannadi et al. (2018) acknowledge that maritime 

cyber-related threats could arise in data patterns via communication exchange. Davis 

(2021) noted that SolarWinds customers downloaded a software product with a malicious 

backdoor. In 2020, the Cybersecurity and Infrastructure Security Agency (CISA) released 

an emergency directive with mitigations factors (Cooper, 2020). Damanpour (2020) 

mentioned that the CISA issued an emergency directive in December 2020 explaining 

that an advanced persistent threat actor had compromised the network management 

software suite by inserting a backdoor. Bodnar and Hanlon (2020) reported that 

Einstein’s intrusion detection system failed to detect the Solarwinds because it analyzes 

network traffic flowing but not encrypted network traffic. Some researchers believe 

cyber-related failures are due to cybersecurity best practices not being pondered during 

the implementation of network security (Tam & Jones, 2019).  

Mhaskar et al. (2021) believe firewall policies are based on network segmentation 

and should be placed in the network for a Defence in Depth (DiD) strategy. On the 

contrary, Mihalos et al. (2019) propose that firewalls strengthen the network, but 

organizations should look for more effective approaches. The researchers noticed that 

organizations should recognize violations in the literature and review the firewall settings 
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to prevent cyber-related threats (Clarke & Knake, 2019). Another preventive 

cybersecurity policy mentioned found in the literature is email encryption. Email 

encryption is a security control that assures that the information sent across the network is 

safe and secure and obtained only by the authorized individual. Allowing spam emails on 

the network may cause network congestion. Shapiro et al. (2018) discussed methods for 

security measures to prevent weak authentication in a network. A cyber-related 

organizational document mentioned that organization A reported a spoofing attack that 

impersonated the organizations’ email addresses and malicious files. The malicious file 

caused the network to be compromised and resulted in additional spoofed emails.  

Herring et al. (2019) described recent literature and how the 2019 Ryuk 

ransomware affected the IT network for Maritime Transportation Security Act (MTSA) 

facility operations. The Ryuk ransomware was successful by embedding the malicious 

link through email. A user with the USCG clicked the licked, and the ransomware virus 

could corrupt the enterprise IT network files. The virus also disrupted the industrial 

control systems that monitored and controlled the process operations. Lykou et al. (2019) 

noted that preventive cybersecurity protocol would allow users who had received 

malignant emails to report the attacks voluntarily.  

Additionally, Tsokkis and Stavrou (2018) mentioned that a false sense of security 

could occur when users and administrators adhere to password policies in an insecure 

way. The public organizational documents support the cybersecurity prevention for 

networks subtheme. Out of the 12 documents reviewed, nine of them validated that 

cybersecurity prevention is critical for an organization, and cybersecurity policies should 
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be implemented to avoid compromising confidentiality, integrity, and availability. 

Through the scholarly literature, vulnerability patching is a significant effort to ensure 

cybersecurity prevention is in place. Biswas and Mukhopadhyay (2018) mentioned that 

organizations need to mitigate cyber-related threats by identifying and patching 

vulnerabilities regularly through accurate techniques and investing in standard strategies. 

All the participants agreed that patching vulnerabilities are a safety measure for 

cybersecurity prevention. IT specialists need to stay on top of the latest and greatest 

patches for vulnerabilities on the network. 

On the contrary, the Office of Inspector General reported in 2019 that the DHS 

has failed to apply security patches for the last ten consecutive years properly. Heckman 

(2021) noted that the USCG transformed the cyber-CAT blue team into a cyber 

operational branch and formed a red team. The red team will work with the IT specialists 

at each location to provide the following: 

1. Identify misconfiguration and gaps in existing security products 

2. Strengthen network security 

3. Elevate awareness among staff 

4. Evolve the organization’s security strategy  

5. Identify unique weaknesses and vulnerabilities within the system and network 

The participants’ responses and the publicly organizational documents support updating 

the network systems are critical in adhering to network compliance and having 

cybersecurity prevention.  
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The subtheme of cybersecurity prevention aligns with the GST conceptual 

framework. According to Kosiński et al. (2019), GST aligned with the network’s security 

to propose better cybersecurity prevention strategies and implement best practices. The 

holistic system approach should be applied when applying cybersecurity prevention. The 

GST framework was relevant in evaluating cybersecurity prevention as it highlighted the 

strategies used to secure the USCG network. The data from the participants’ responses 

and supporting literature align with the conceptual framework, GST.  

Theme 2: Promote Adopting Cybersecurity Standards and Best Practices 

The second theme that emerged during data analysis was the need to adopt 

cybersecurity standards and best practices. Adopting cybersecurity standards and best 

practices as a means for effective communication and interactions to improve 

cybersecurity is necessary to prevent cyber-related threats (Choi, 2016). As standard 

practice, most organizations adhere to a set of security practices and processes to ensure 

the network always remains safe (Benaroch, 2018). In recent literature, Syafrizal et al. 

(2020) defined cybersecurity standards as a set of technical rules to protect cyber 

environments and users in organizations with internet connections. In 2019, the DHS 

reported that cybersecurity threats to critical infrastructure are among the most significant 

strategic risks for the United States. DHS (2019) promoted the adoption of standard 

cybersecurity policies and best practices that are risk-based and responsive to the ever-

changing cyber threat environment.  

Adopting and enforcing security policies was a theme all six participants 

discussed and noted was crucial. Four publicly organizational documents referred to the 
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theme of promoting the adoption of cybersecurity standards and best practices. 

Participants B, C, and E mentioned, senior leadership focuses on automated tools to 

manage network security. Also, according to Sohrabi Safa et al. (2016), senior leadership 

manages information security by using technological approaches. The subthemes 

highlighted in Table 5 materialized from data triangulation were (a) management support 

and leadership, (b) strategic planning for cyber-related threats, (c) technology control and 

accessibility.  

Table 5 
 
Subthemes for Promote Adopting Cybersecurity Standards and Best Practices 

Subthemes Participants Response 
(%) 

Documents References 

Management support and 
leadership 

6 100 10 25 

Strategic planning for cyber-
related threats 

6 100 11 27 

Technology control and 
accessibility 

6 100 10 23 

Note. % of response means the proportion of responses by participants for each 

subtheme. References mean the frequency by which each subtheme is mentioned or 

alluded to in the documents. 

Subtheme: Management Support and Leadership 

The subtheme management support and leadership materialized to ensure 

cybersecurity awareness and best practices are at the forefront of the organization. 

Participant E stated, “Management support and leadership is senior leadership not 

understanding security regarding the security standards.” Participants B, C, and D noted 
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that having management support would better prepare them to secure their organizations’ 

networks from cyber-related threats. Participant C mentioned: 

If we knew about the security protocols and were provided updates by the senior 

leadership, we would know which standards and best practices to use when there 

is a cybersecurity breach. It is not easy to protect the network when trying to 

figure out the best practices rather than the documented practices. 

Participant B indicated that “in an organization, senior leadership should be 

familiar with the NIST risk management framework to improve security within the 

organization.” Three participants believe the lack of committed senior leadership and the 

unattainable critical cyber-related prevention tools could circumvent network security. 

Participants B, E, and F believe that they did not receive adequate support from their top 

management regarding funding for the hardware and software required to protect the 

network from cyber-related threats and training. Participant E mentioned, “Senior 

leadership needs to communicate with us and approve cybersecurity policies, risk 

management registry, and vulnerability remediation plans. We are not able to align our 

processes with our organizations’ policies and processes.” 

Several participants mentioned various ways that senior leadership can 

communicate with IT specialists and the workforce. Four out of six participants 

emphasized that senior leadership should do an annual review of the tools and strategies 

to ensure they are valid and collaborate to adopt cybersecurity standards and best 

practices.  
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The subtheme of management support and leadership was found in the literature. 

Prior researchers indicated that senior leadership’s support is needed to correct human 

errors, negligence of security practices, lack of awareness programs, and lack of training 

(Palinkas et al., 2015). According to Garcia et al. (2017), management support should 

include: assigning responsibilities, setting timelines, allocating resources, and 

establishing accountability mechanisms. In addition, senior leadership is responsible for 

taking a holistic approach to cybersecurity that includes both technology and policy 

(Soomro et al., 2016). Kalhoro et al. (2021) mentioned that IT specialists are not 

sufficiently skilled, which causes organizations to outsource cybersecurity protection to a 

third party. If the network security is outsourced, senior leadership cannot manage the 

security management, and there would be a lack of effective management for the network 

security. The ability to develop standard practices and provide the capability to audit 

those standard practices through the security controls is the responsibility of senior 

leadership. Soomro et al. (2016) mentioned that senior leadership owns the decisions for 

accepting the implications of strategic decision-making with implementing the 

cybersecurity standards. As Soomro et al. (2016) suggested, senior leadership should 

leverage existing security policies to support the IT specialists. The organization’s culture 

on security awareness and cybersecurity policies is based on the guidance and actions of 

senior leadership.  

The subtheme management support and leadership align with the GST conceptual 

framework. The approach supports the conceptual framework, GST, by ensuring that a 

protection measure is in case IT specialists perceive a cyber-related threat. Mishra et al. 
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(2019) ) highlighted the need for senior leaders in an organization to support strategies 

that can identify and secure all networks from cyber-related threats. The senior leadership 

should emphasize security awareness education and training.  

Subtheme: Strategic Planning for Cyber-Related Threats 

Strategic planning for cyber-related threats emerged as a subtheme. Strategic 

planning for cyber-related threats is a way for organizations to assess the level of threats 

they may face. All the participants agreed that the USCG should have a strategic plan for 

cyber-related threats. Cyber-related threats such as external and internal attacks, hacking, 

password theft, malware, and data mishandling are critical components organizations 

should use for strategic planning. Participant C noted that Organization B’s network 

administrators are expected to use the same overall adopted USCG cyber strategy as 

other organizations within the USCG. Also, participant C mentioned: 

Applying the same strategies for a platform as a service (PaaS) versus software as 

a service (SaaS) is challenging. There are several entities that the IT specialists 

administer within the organization, and it would be challenging to have a one size 

fit all strategic plan. 

Organizational security policies must specify how employees and users of 

information resources need to behave to prevent, detect, and respond to security incidents 

(Cram et al. (, 2017). Participant F states, “Our strategic plans and policies will assist 

senior leaders and IT specialists on how to deal with cyber-related threats.” The National 

Guard Bureau has established the Cyber Mission Assurance Team (CMAT) program to 

protect critical infrastructure connected to military installations (Healey & Korn, 2019).  
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The subtheme of strategic planning for cyber-related threats was supported in the 

literature. In prior literature, Yang et al. (2016) noted that effective and consistent IT 

strategic planning is a model of the organizational culture. In recent literature, San 

Nicolas-Rocca and Burkhard (2019) define strategic planning for cybersecurity policy as 

a document identifying rules and procedures that guide how the organization’s IT 

resources and assets are accessed. The CISA works with federal agencies to promote 

standard policies and best practices to respond to cyber-related threats effectively. In the 

literature, Verma et al. (2018) believe an organization should align an organization’s 

strategic plan with the people, processes, and technology to mitigate risks from cyber-

related threats. Therefore, a strategic plan emphasizes the need to establish standard 

practices and policies for IT specialists. The standard practices and policies should be 

guided by its senior leadership and employees’ organizational security awareness.  

The subtheme, strategic planning for cyber-related threats, aligns with the GST 

conceptual framework. Von Bertalanffy’s concept for GST recognizes that an 

organization needs to interact with its external environment. Viewing the theme of 

information security planning through the lens of GST, the USCG with adequate strategic 

plans will holistically contribute to a secured network environment. In alignment with the 

holism concept of GST, Barca (2017) stressed that any information security system that 

fails to function entirely results in a breakdown of its defenses.  

Subtheme: Technology Control and Accessibility 

Technology control and accessibility were a standard subtheme to secure the 

USCG network from cyber-related threats. For example, participants A, B, and D 
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mentioned the technical controls that organization A employs: two-factor authentication, 

intrusion detection software, vulnerability scans, and audit logging to secure the USCG 

network from maritime cyber-related threats. Participants A and B and recent literature 

also noted that technical controls protect unauthorized access, supporting security 

requirements for network devices, applications, and data (Aldawood & Skinner, 2019). 

Participant D noted: 

I believe firewalls and privilege access for administrators are necessary to have as 

a tool. Both of them allow protection, and privileged access improves the security 

controls on the network. We have to log in with multi-factor authentication and 

then again with our tokens to become an admin on the network. 

Participants from all cases shared that using technical controls is a means of protecting 

the USCG network. Participant E mentioned: 

We have audit logging as a tool. We use it to capture the events, actions, and 

activities on the network. We have hundreds of servers that we manage, so we 

have to review a volume of audit logs. When the audit logs are configured 

correctly, they are beneficial.  

All the participants noted, their organization uses technical security control tools, but a 

few mentioned that not all IT specialists may have access to those tools.  

The subtheme of technology control and accessibility was supported in the 

literature. In the literature, Mihalos et al. (2019) added that technology control is one of 

the most well-known network security mechanisms for protecting the network. In recent 

literature, Butavicius et al. (2020) inferred that technical controls could reduce 
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vulnerabilities, but no technology provides absolute protection from cyber-related threats. 

The analysis of organizational documents and my review of the participants’ responses 

indicated that technical controls are critical solutions to address cyber-related threats and 

lead to a more secure network. The literature supported the usage of technical security 

controls. While also highlighting audit logs to be reviewed for unusual activity, user 

accounts creation, control lists access, two-factor authentication, and intrusion detection 

software. In recent literature, Liu et al. (2021) supported the need for technical controls 

by describing networks having cyber-related threats because of passwords. The technical 

security controls in place are IDS, audit logs, and standard configuration and security 

reinforcement. Skilled IT specialists should maintain the accessibility to those tools to 

regularly analyze the logs to detect abnormalities (Liu et al., 2021).  

Additionally, Nieles et al. (2017) mentioned that technical controls should be 

prescribed to protect the system’s confidentiality, availability, integrity, and information. 

The technical security controls improve the authentication mechanism on the network 

between internal and external components. Adopting technical security controls should 

reduce cyber-related attacks, and the analysis of the logs will ensure that the internal and 

external components of the network are secure. The participant’s responses and the 

organizational documents supported technical controls and access to protect the USCG 

network. Soomro et al. (2016) indicated in the literature that organizations should have 

technical security controls to protect the network and prevent the increase of cyber-

related attacks. Participants in this study indicated that using technical control and having 

accessibility to use a tool for implementation for network security. 
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The subtheme technology control and accessibility align with the GST conceptual 

framework. The GST conceptual framework was valuable to this study because it 

demonstrates the value of IT security technical controls. GST is a system that looks at the 

interaction of related instruments that influences the cooperation of all parts. Aligning the 

GST as the conceptual framework for this study, the IT specialists establish a more 

effective strategy by depending on the entire Cybersecurity policies have financial costs 

that evolve as new technologies for managing cyber-related threats (Blum, 2020). For 

organization A as relies on the documents, it uses Domain-based Message Authentication 

Reporting and Conformance (DMARC) as the authentication method for their official 

organizations’ emails.  

Theme 3: Enhancing Cybersecurity Awareness and Policies 

The final theme to emerge during the data analysis phase of the study was 

cybersecurity awareness and policies. The concept behind cybersecurity awareness and 

policies is vital in protecting the network from cyber-related threats. The subthemes 

under this theme include certification requirements and training and security awareness. 

The literature characterized cybersecurity awareness as contextualized due to the 

behavior of humans to protect information processed by the organization through 

compliance and security policies (Burns et al., 2017). Table 6 highlights the subthemes 

under the enhancing cybersecurity awareness and policies theme. 
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Table 6 
 
Subthemes for Enhancing Cybersecurity Awareness and Policies 

Subthemes Participants Response 
(%) 

Documents References 

Certification requirements and 
training 

6 100 10 25 

Security awareness 6 100 11 27 
Note. % of response means the proportion of responses by participants for each 

subtheme. References mean the frequency by which each subtheme is mentioned or 

alluded to in the documents. 

Subtheme: Certification Requirements and Training 

Certification requirements and training emerged as a subtheme of enhancing 

cybersecurity awareness and policies. The importance of certification and training 

requirements entails details for IT specialists managing the USCG network. All the 

participants confirmed that their organizations require information assurance 

certifications from the DoD 8570 policy. Participant E stated: 

The IA certifications must be renewed every three years, but some five years. It 

depends on the certifications. However, it would be good if my organization 

provided on-the-job training for IT specialists based on the job role. The 

certifications are on theory only, but each organization is different, so we need 

training based on the policies set by CIO. 

The participants defined continued professional education (CPE) for certification renewal 

as a way for IT specialists to keep their knowledge and skills current. Participant B said: 

It is hard to receive cybersecurity training when we are acting in multiple roles. 

My organization is short in skilled federal staff, and they add government 
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contractors. However, there are specific jobs contractors cannot hold in the 

federal government, so, therefore, we have to have multiple roles. 

Due to IT specialists not having the correct certifications and training, the system will not 

function efficiently. Cybersecurity constantly evolves, which shifts the perspective of 

threats, vulnerabilities, and countermeasures. In return, IT specialists with federal 

organizations should engage in continuous education to remain current in their skill set.  

The subtheme cybersecurity requirements and training were supported in the 

literature. In the early 2000s, DoD established the Cyber Workforce Management policy 

called DoD 8570. This policy requires IT specialists to train and obtain an information 

assurance certification to perform their job requirements on the network (Leenen & van 

Vuuren, 2019). One of the organizational documents indicated that cybersecurity 

workforce functions must be identified and managed and that the personnel is performing 

cybersecurity functions (DoD Directive, 2020). He and Zhang (2019) believe an 

employee should receive adequate cybersecurity training to ensure productivity increases 

for the organization. In recent literature, Li et al. (2019) support the need to communicate 

between IT specialists and external teams to bring awareness for cyber-related threats to 

support and maintain efficiency. The GAO believes the federal government should have a 

better understanding of the desires of the cybersecurity workforce. Providing training and 

bonus pay for additional certifications benefits recruiting and retaining IT specialists 

(Marinos et al., 2021). However, Knapp et al. (2017) noted that professional and vendor 

certifications do not replace experience or education. 
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The subtheme certification requirements and training are closely associated with 

the conceptual framework, GST. The GST conceptual framework requires a system to be 

functioning at its highest efficiency when all parts of the system are working correctly 

(von Bertalannffy, 1972). Additionally, cybersecurity issues continue to evolve, so no 

standard base of knowledge or technical skills will allow one IT specialist to handle all 

cyber-related threats unless continuous training is completed. The certification 

requirements and training support the GST conceptual framework by ensuring IT 

specialists understand human behavior under IT threats. The IT specialists are a complex 

subsystem of the USCG network. Bertanlaffy (1972) described GST as a system with 

inputs and outputs. The certification requirements and training will be the inputs through 

a GST conceptual framework lens, and the IT specialist’s performance should be 

considered the output. 

Subtheme: Security Awareness 

Security awareness is a concept that emerged as a subtheme of cybersecurity 

awareness and policies. The subtheme security awareness supports cybersecurity 

operations in cyber defense (Lagouvardou, 2018). Education and training are critical to 

ensure employees know the risk and responsibilities of protecting information technology 

assets (Dawson, 2018). Participant D stated, “Security awareness and training programs 

to be used as an effective strategy to implement cybersecurity policies by an 

organization.” Participants A, C, and D noted that communicating security policies 

should go further than employees and vendors. The participants also suggested that the IT 

specialist should be educated on security policies and procedures, but the users, since 
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everyone plays a role in securing their data. According to Mishra et al., security lapses 

within their organizations resulted from a lack of security awareness. According to Yang 

et al. (2018), successful security awareness training should be adaptive and interactive, 

such as providing on-the-job training or mentoring program. Halibozek and Kovacich 

(2017) noted that cybersecurity awareness could decrease human error, identity threat, 

internet fraud, and misuse of digital assets. Participant D mentioned, “Security awareness 

should be explained to the IT specialists to understand the exact cybersecurity policy to 

develop standard practices. If we were informed better, we would be able to handle the 

cybersecurity threats for our organization better.”Participants E and F proposed that the 

cybersecurity policy would improve the overall standard practices if the organization 

identified the key elements to protect the USCG network using security awareness. 

The subtheme, security awareness, was supported in the literature. In prior 

literature, Li et al. (2016) noted that humans play a role in ensuring the defenses are in 

place, detecting cybersecurity attacks immediately, and taking security measures as soon 

as the attacks are known. In the literature, researchers mentioned that the lack of security 

awareness and the erroneous classification of cyber-related threats presents cybersecurity 

risks (Tam & Jones, 2019). Dubosson et al. (2019) stated that security awareness ensures 

that employees thoroughly understand the consequences of failing to protect the 

organization from outside attackers. Security awareness is an effective strategy for 

creating a security culture and ensuring the IT specialists and the users understand the 

organizational processes and policies. All six participants and seven of the twelve 
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documents collected revealed that cybersecurity awareness training is crucial to 

cybersecurity and network compliance success.  

The subtheme of security awareness aligns with the GST conceptual framework. 

Security awareness is a concept closely associated with GST. GST consists of the system 

working together. Security awareness training is considered an input and interaction 

mechanism with a system. According to Kim and Kim (2017), security awareness attains 

compliance behavior using a cybersecurity mechanism through materials and support 

infrastructure. Security awareness relies on the IT specialists, users, and senior 

leadership’s understanding of the respective technologies and the awareness’s potential 

cause and possible effects. The perspective between IT specialists and the security 

awareness programs must be aligned to ensure the organization adopts proper awareness 

training. 

Applications to Professional Practice 

The specific IT problem was the perceived assumption that IT specialists lack 

strategies to implement the standard practices needed to secure the USCG network. The 

findings in the study resulted in critical themes and subthemes that IT specialists could 

use as strategies to implement standard practices. The findings were compelling and 

supported current literature on network compliance and cyber-related threats, and 

organizational documents. Findings from this study are crucial to IT specialists, network 

compliance, and cybersecurity standards and practices in maritime industries. The 

findings are relevant to IT specialists and senior leaders who can use the strategies 

revealed in the study to mitigate the cyber-related threats to the USCG network. The IT 



99 

 

strategies found in the literature and confirmed by the participants are (a) network and 

security protection, (b) technical controls, (c) buy-in from senior leaders, (d) certification 

requirements and training. 

The study revealed three themes: adhering to network compliance, promoting 

cybersecurity standards and best practices, and enhancing cybersecurity awareness and 

policies. Based on the evidence in the study, the critical factors with renewed insight io 

improving cybersecurity strategy to include new ideas on network compliance and 

security awareness training programs with buy-in from senior leaders. The essential 

cybersecurity factors revealed in this study provide an advantage to the IT specialist’s 

and senior leaders’ awareness and understanding to impact the workforce and enhance 

existing strategies. 

The study identified the three themes as essential to network compliance and best 

practices on the network. IT specialists may use this knowledge to implement strategies 

for cyber-related threats on the USCG network. Security policies and strategies are 

constantly updated to reflect the evolving cyber-related changes (Nieles et al., 2017). The 

key factors were identified and discussed for each theme that encourages the detection of 

improved best practices. The critical strategies from this study may improve standard 

practices to facilitate adapting the current tools, technical controls, and security 

awareness. 

Implications for Social Change 

The study findings indicate there could be some improvements to strategies used 

by IT specialists to implement standard practices to secure the USCG network for 
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maritime cybersecurity from cyber-related threats. By utilizing strategies discovered in 

this research study, social implications will assist IT specialists in standardizing best 

practices. Improvements in the protection of the USCG network may reduce the 

unauthorized exposure to maritime industry operations and privacy protections by the 

community and society. The implication for social change may include the need for 

USCG to develop tools that will detect cyber-related threats, monitor the USCG network, 

and prevent adverse effects for the maritime industries. Implementing best practices 

might affect how the IT specialists secure the USCG network by providing efficient 

strategies that every IT specialist could use to obstruct cyber-related attacks further. 

Another social implication is the inherent issue with IT specialists in 

cybersecurity positions. During the one-on-one semistructured interviews with the 

participants, it was discovered that there was a shortage of qualified IT specialists. In 

recent literature, Kam et al. (2020) reported that the (ISC)2 Cyber Security Workforce 

study materialized a shortage of over a million cyber security professionals globally. In 

this doctoral study, it became apparent that there is a lack of IT specialists that could 

protect the USCG network. This study aimed to explore the strategies that IT specialists 

use to implement the USCG standard practices needed to secure the USCG network for 

maritime cybersecurity from cyber-related threats. Using strategies such as network 

compliance policies, network segmentation, the complexity of passwords, and the 

adoption of cybersecurity standards would assist with lessening the shortage of IT 

specialists.  
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This qualitative multiple case research identifies strategies that could promote 

positive social change to secure the network, reduce unauthorized exposure to maritime 

industry operations while improving cybersecurity awareness to better cyber-related 

practices, and protect the targeted population.  

Recommendations for Action 

The findings of this study could benefit IT specialists and senior leaders by 

providing them with strategies they could use to implement standard practices to secure 

the USCG network from maritime cyber-related threats. The first recommendation is for 

senior leaders to provide a strategic plan that aligns the cyber-related standards practices 

within their Area of Responsibilities (AOR). The study findings show that IT specialists 

perform some strategies, but this study provides insight for senior leaders to be more 

proactive with cyber-related threats.  

The second recommendation is to incorporate network segmentation. Network 

compliance is an essential facet of the cybersecurity standards and best practices for the 

organization. Ensuring the USCG network is secure by segregating the network in 

different segments to control the traffic and monitor the external and internal 

connections. By not segmenting the network, the IT specialists would not prevent 

unauthorized network traffic from reaching portions of the USCG network that could 

cause cyber-related threats. Senior leaders should ensure best practices and security 

awareness training are available and build a culture for the USCG to secure the network 

against cyber-related threats is a priority for adopting cybersecurity and best practices. 
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The study results lead to senior leadership establishing and promoting the cybersecurity 

standards and best practices adopted.  

The third recommendation focuses on reviewing the strategies that have been 

applied to prevent cyber-related threats and adopting those strategies as best practices. 

Security controls should be set in place to ensure the technical controls and tools 

effectively prevent cyber-related threats. The senior leadership should do an annual 

review of the tools and strategies to ensure they are valid and collaborate to adopt 

cybersecurity standards and best practices. Additionally, the senior leaders would execute 

a strategic plan for cyber-related threats by identifying the current strategies. The 

strategic plan includes policies and standard practices to protect the USCG network. The 

strategic plan should include the following as a minimum: 

1. Multifactor authentication mechanism and password policies for IT specialists 

and users; 

2. The network should have IDS installed for network monitoring, firewall rules, 

along with an established schedule for vulnerability patch remediation; 

3. The established security awareness training for the IT specialists and users 

will assist the organizational guidelines.  

This study benefits IT specialists, senior leadership, and users within the USCG 

organization and the strategies uncovered to be used to implement best practices. I may 

circulate the study findings through presentations at professional conferences and 

workshops. This study identified strategies that could be used to secure the USCG 

network for maritime industries.  
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Recommendations for Further Study 

The findings of this study revealed some strategies IT specialists use to implement 

standard practice to protect the USCG network. The focus was on the organizations in 

Virginia and West Virginia within USCG that have strategies for cyber-related threats on 

the USCG network. Recommendations for further study include similar research in other 

parts of the USCG, considering using a different design methodology and conceptual 

framework for research diversity. The study was limited to strategies that IT specialists in 

Virginia and West Virginia use to prevent cyber-related threats from the USCG network 

for maritime industries. However, there is a possibility that including more IT specialists 

from different parts of the USCG and geographic areas may reveal other strategies that 

were not uncovered in this study and could contribute further to the current literature.  

Another recommendation is for future researchers to use quantitative research 

methodology to provide another perspective for implementing standard practices to 

protect the USCG network from cyber-related threats. This qualitative multiple case 

study could assist the impact of standard practices and the number of cyber-related 

threats that impact the USCG network. This study has contributed to the literature; 

however, additional research is merited as reported in this study’s findings. 

Reflections 

My experience while exploring the strategies used during the doctoral study 

revealed a couple of reflections. First, I recognized the complexity of protecting and 

securing the USCG network when the technology continues to change. As an IT 

specialist, early in my career, I have been involved with the remediation of cyber-related 
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threats. However, being involved with this research provided me with an appreciation for 

IT specialists in the current state and what they must endure. My journey in this study 

took a holistic turn because I focused on the strategies and best practices when I first 

started this doctoral study. Nevertheless, the doctoral study assisted in identifying the 

cybersecurity strategies and best practices that must be seen through a holistic view.  

Second, the themes and subthemes that evolved during the data collection and 

analysis highlighted that IT specialists have evolved since I was an IT specialist. 

Interacting with the IT specialists responsible for cybersecurity gave the researcher a new 

appreciation for its work to secure a network. This study was challenging, but it aligned 

with my personal and professional aspirations as a deputy chief. I learned through this 

qualitative research to have patience because there were many roadblocks, such as IRB 

approval. However, I have better understood the strategies used to implement standard 

practices to secure the USCG network. 

Summary and Study Conclusions 

This qualitative multiple case study aimed to explore the strategies IT specialists 

used to protect the USCG network. The multiple case organizations in the study 

represented the USCG network for the maritime industries in Virginia and West Virginia. 

Data triangulation was performed using the interview and member checking data and the 

publicly organizational documents to help answer the study’s research question. The data 

analysis phase of the study revealed three principal themes related to the strategies the IT 

specialists use to implement standard practices to secure the USCG network for maritime 

cybersecurity from cyber-related threats, which were (a) adhering to network compliance, 
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(b) promoting adopting cybersecurity standards and best practices, (c) enhancing 

cybersecurity awareness and policies. IT specialists could use these findings to formulate 

strategies that could help to implement standard practices to secure the USCG network.  
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Appendix A: Projecting Human Research Participants Certificate of Completion 
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Appendix B: Interview Protocol 

Participant Code: _____________________ 

Date: ______________________________ 

1. The interview protocol will begin with introductions: Hello, My Name is  

2. Explain to the participant the interview will be recorded and thank the participant 

for agreeing to participate in the study. 

3. Introduce the Type of interview: Qualitative Multiple Case Study 

4. Explain the Research Topic: To explore strategies to protect the organization’s 

network 

5. Discuss the Research Question: What strategies do IT specialists use to 

implement standard practices needed to secure the organization’s network for 

maritime cybersecurity from cyber-related threats? 

6. Let the participants know the interview will be 30-45 minutes, or until all of the 

interview questions have been answered. 

7. Explain the participant has the right to stop at any time during the interview and 

that the consent form is to meet human subject requirements. 

8. At the end of the interview, I will explain the plan for the follow-up interview for 

member checking. 

9. Once I confirm that all statements and answers are satisfactory to the participant, 

the interview will end, and I will thank the participant for participating. 
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Semistructured interview questions 

1. What methods and tools have IT specialists used to prevent cyber-related 

threats from the organization’s network for maritime? 

2. How would those methods and tools secure the organization’s network for 

maritime security successfully? 

3. What methods have IT specialists used that failed to prevent cyber-related 

threats from the organization’s network for maritime?  

4. What challenges have IT specialists faced implementing strategies? 

5. What metrics do IT specialists use to assess the vulnerabilities or ensure the 

organization’s network is secure for maritime? 

6. What type of training or certifications has been identified through 

cybersecurity awareness policies at your organization?  

7. What additional information, processes, or documentation would you like to 

provide that may help in this research study? 

8. As an IT specialist, what is your role if a breach or threat is identified? 
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