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Abstract 

Blockchain is seen as a potential game-changer in many industries and a transformational 

technology in the 21st century. However, security concerns have made blockchain 

technology adoption relatively slow. Massive security breaches in cryptocurrency, an 

example of blockchain technology, have caused organizations to lose $11.3 billion in 

illegal transactions, exacerbating these security concerns for information technology (IT) 

security managers who are worried about the safety of blockchain. Grounded in the 

routine activity theory, the purpose of this multiple case study was to explore strategies 

used by IT security managers to deploy blockchain applications securely. The 

participants were 4 IT security managers from companies in Ghana, the United States, 

and Europe with experience in implementing blockchain applications securely. Data 

collection was done using semistructured interviews and a review of organizational 

documents for triangulation. A thematic analysis produced three themes: (a) 

cryptographic key management, (b) comprehensive software auditing, and (c) traditional 

IT security controls. A critical recommendation is for security managers to implement the 

National Institute of Technology (NIST) key management and cybersecurity frameworks. 

The implications for positive social change include the potential to alter people’s negative 

perceptions of blockchain security and giving security assurance to individuals and 

organizations on their digital assets stored in a blockchain system. In addition, a secured 

blockchain system could improve people’s confidence in blockchain applications for an 

increased adoption rate of this useful technology development. 
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Section 1: Foundation of the Study  

Background of the Problem 

Many in computing and business circles see blockchain technology as the next 

big development after the internet. Weber (2018) explained that blockchain is a 

shared, decentralized, secure, unchangeable digital ledger that will increase trust and 

efficiency to business networks. Bitcoins is the most popular cryptocurrency run on 

blockchain technology. Other potential applications of blockchain technology that 

could be game changers in most industries exist. At a U.S. House of Representatives 

hearing, Cuomo of IBM explained that blockchain is a revolutionary technology that 

can enable a reimagination of many of the world’s most fundamental business 

processes and open the door to new styles of digital interactions (Government 

Publishing Office, 2018). Blockchain technology, however, attracts a fair amount of 

criticism, fear, and opposition due to recent security breaches in cryptocurrency 

exchanges, which caused the loss of millions of dollars (Catalini, 2018). CypherTrace, 

a U.S. security firm, reported that over $927 million was stolen from exchanges and 

trading platforms running on blockchain technology within the first 9 months of 2018 

(Chavez-Dreyfuss, 2018). If skeptics are to be convinced of the benefits of adopting 

blockchain technology, then information technology (IT) managers must have solid 

security strategies in place to avert the hacking of blockchain applications. In this 

study, I explored the security strategies IT managers have used in deploying 

blockchain applications to protect against breaches. 

Problem Statement 

Even though blockchain is a burgeoning technology that could affect many 

industries and transform technology in the 21st century, security concerns have 
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slowed its adoption (Government Publishing Office, 2018). These concerns have been 

exacerbated by massive security breaches in cryptocurrency exchanges, the best-

known example of blockchain technology, that have caused governments and 

businesses to lose $11.3 billion in illegitimate transactions and revenue taxes 

(Bischoping, 2018). The general IT problem is that some businesses and organizations 

who deploy blockchain technology without a security strategy could expose the 

application to breaches. The specific IT problem is that some IT security managers 

lack security strategies to deploy blockchain applications securely. 

Purpose Statement 

The purpose of this qualitative, multiple case study was to explore the security 

strategies IT security managers use to deploy blockchain applications securely. The 

population consisted of IT security managers from blockchain application companies 

in Ghana, the United States, and Europe with experience in security and blockchain 

applications. The findings from this study may benefit information security practice 

by improving the understanding of the nature of blockchain and the security 

implementation requirements. The implications for social change include the potential 

to protect users’ private digital assets and data in the blockchain. 

Nature of the Study 

In considering which was appropriate for my research, I looked at the three 

research methods—qualitative, quantitative, and mixed—in terms of their fit in the 

context of this study. I concluded that a qualitative research method was the most 

appropriate method that aligned with my study because qualitative methods aim to 

provide in-depth insights and understanding of real-world problems, as explained by 

Moser and Korstjens (2017). Qualitative methods are also seen as an interpretive 
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technique that can describe, decode, translate, and otherwise come to terms with the 

meaning of certain occurring phenomena in the social world (Bandara et al., 2012). In 

other words, a researcher relies on subjectivism, which is an epistemological position 

that argues that human subjects create the meaning of a phenomenon (Hathcoat & 

Nicholas, 2014). I did not consider the quantitative method because, according to 

Everett et al., (2015), quantitative researchers build on the positivist epistemology and 

use theory to formulate and test hypotheses. I was not seeking to test a hypothesis, 

and consequently, my choice of qualitative method. Mixed-method research is built 

on pragmatism and uses a combination of qualitative and quantitative methods 

(Onwuegbuzie & Corrigan, 2014). Mixed methods also include formulation and 

testing of a hypothesis, as argued by Green et al. (2015). My study did not involve a 

combination of two research methods, neither was there a formulation of hypothesis, 

hence my decision of not using mixed methods.  

Among the five qualitative research designs I evaluated, case study was the 

most appropriate design for my research topic. Park and Park (2016) articulated that a 

case study entails understanding the intricate complexity and idiosyncrasy of one 

particular case investigation of a situation that is worthy of being analyzed. In 

addition, Harwati (2019) explained that a case study involves studying the practices or 

beliefs of an organization or phenomenon in its real-life context. Harwati also 

articulated that, in a case study, the respondents are seen as experts and not just 

objects that inform or produce the data. These antecedents supported my intentions 

for the research because I intended to understand security strategies from experts.  

I considered other approaches such as ethnography, phenomenology, and 

narrative research. As described by Cupit et al. (2018), ethnography entails adopting a 
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cultural lens to observe and interpret the activities and behaviors of people in their 

natural settings. My research focused on the experiences of individuals about their 

knowledge concerning blockchain security strategies and not their culture, beliefs, and 

behaviors; therefore, this approach was not relevant for my study. Although 

phenomenology research is used to study the lived experiences of individuals in a 

phenomenon (Zahavi, 2019), the approach did not align with my study because I was 

not seeking to understand a lived experience but rather focused on security strategies 

IT security managers use in protecting blockchain applications. The narrative design 

involves systematically coding individual differences in how they tell their stories 

about significant events in their lives to understand the extent to which they create 

meaning and purpose (Grysman & Lodi-Smith, 2019). My study was not about an 

individual’s life, and narrative design would have been counterproductive to the 

study. 

Research Question 

What strategies do IT security managers use in deploying blockchain 

applications securely? 

Interview Questions 

1. Describe the security threats that you encounter on blockchain applications. 

2. Describe the nature of these attacks. 

3. Why do you think blockchain applications are under attack? 

4. In your opinion, are blockchain security threats different from traditional IT 

threats? 

5. Explain the strategies that you used successfully against these threats. 

6. Explain other strategies, if any, you tried but did not work. 
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7. How did you implement these strategies? 

8. Explain the challenges, if any, in the implementation. 

9. Do you have any additional information you think might help the study that 

you do not mind sharing? 

Theoretical or Conceptual Framework 

The conceptual framework I adopted for this study was the routine activity 

theory (RAT), developed by Cohen and Felson (1979). The framework states that 

crime occurs when three elements come together in time and space: (a) the presence 

of a motivated offender, (b) an accessible target, and (c) the absence of capable 

guardians that could intervene (New South Wales Government, 2018). Even though 

RAT is used to formulate policies and programs for crime prevention in the terrestrial 

world, the theory’s tenets can also be used to address criminality in cyberspace 

(Leukfeldt & Yar, 2016). Leukfeldt and Yar (2016) further argued that the four 

elements of RAT—value, inertia, visibility, and accessibility—that make a victim 

attractive to a motivated offender have their equivalent in the cyber world. For 

example, a terrestrial offender’s value on a physical dollar bill is no different from the 

value on cryptocurrency in the cyber world. This framework was suited for my study 

wherein I sought to understand the strategies IT security managers use in deploying 

blockchain applications securely to prevent motivated offenders from breaching 

blockchain applications to access valued digital assets. 

Definition of Terms 

Bitcoin mining: The process of adding transaction records to Bitcoin’s public 

ledger of past transactions or blockchain by using specialized computer hardware to 
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find a particular mathematical hash function and being rewarded for success with new 

bitcoins (Easley et al., 2019). 

Blockchain: A shared, decentralized, secure, unchangeable digital ledger, 

bringing increased trust and efficiency to business networks (Weber, 2018). 

Blockchain as a service: A cloud platform that enables developers to develop 

blockchain applications in a cloud environment without worrying about the 

underlining infrastructure, which is managed by the cloud provider (Zheng et al., 

2019). 

Cryptocurrency: A digital cash that uses cryptography to secure its 

transactions and to verify the transfer of digital assets through blockchain and over the 

internet without the use of a centralized banking system (Andriole, 2020). 

Cryptocurrency wallet: A collection of private keys and public keys through 

which transfer of cryptocurrencies or tokens can be accomplished (Volety et al., 2019) 

Distributed ledger: A record of transactions maintained by consensus among a 

network of peer-to-peer nodes that may be geographically dispersed (Kuhn et al., 

2019). 

Initial coin offerings (ICOs): A way entrepreneurs raise funds to finance 

innovative ventures that use distributed application technology (DLT) or a blockchain 

(Fisch, 2019). 

Smart contract: An electronic contract involving digital assets and two or 

more parties; some or all parties invest in the assets that are automatically 

redistributed among those parties when certain conditions are met after the initiation 

of the contract (Hu et al., 2019) 
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Tokens: Given in exchange for relatively liquid cryptocurrency (like Bitcoin) 

or fiat currency in an ICO to fund the development of a distributed ledger project or 

jumpstart an ecosystem of users in a DAP (Crosser, 2018) 

Assumptions, Limitations, and Delimitations 

Assumptions 

Assumptions are opinions accepted as valid without proof or argument 

(Hufford, 1996). In the case of research, assumptions are portions of information 

considered valid for a theory to be tested (Foss & Hallberg, 2014). Assumptions also 

allow a researcher to know roughly what kinds of observation and explanation will be 

accepted or rejected (Hufford, 1996). In this study, I focused on understanding the 

strategies IT security managers use in protecting blockchain applications, and I 

assumed that the security managers who participated would have the requisite 

experience in the research area. I assumed that all participants’ responses to interview 

questions would be accurate and candid. I also assumed that the participants had a 

sincere and voluntary desire to participate in the study. 

Limitations 

Whiles research assumptions are normally under the control of the researcher, 

limitations, on the other hand, are outside the power of the researcher but exist and 

may influence the outcome of the study. Theofanidis and Fountouki (2019) postulated 

that limitations are potential weaknesses generally beyond a researcher’s control and 

closely related to the kind of research design selected. For this qualitative study, some 

participants may have responded in a particular way to please me, which is a 

limitation in case study research (Yin, 2014). I was also limited by the number of 
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cases I was able to study in the given stipulated time, which may not have been 

enough to reach data saturation. 

Delimitations 

In my study, I set up some delimitations to ensure that my aims and objectives  

were possible. Delimitations are boundaries and scope of a study set by the researcher 

(Marshall & Rossman, 2016). Theofanidis and Fountouki (2019) argued that 

delimitations are in the control of the researcher and help the researcher stay on 

course in objectives. A delimitation for my study was the use of only four cases and 

the use of only IT security managers with experience in blockchain application. I also 

restricted myself with IT security managers in Ghana, the United States, and Europe. 

Significance of the Study 

Contribution to Information Technology Practice  

This study may be valuable to IT security managers because the outcomes 

could produce best practice security strategies for protecting blockchain applications. 

This might provide IT security managers a list of actions the IT practitioner can use in 

assessing security in a blockchain application deployment. Additionally, the study’s 

findings may contribute to IT practices by enriching the body of knowledge on 

blockchain security threats and effective strategies IT security managers can use in 

mitigating the threats.  

The objective of my study was to develop a blockchain application security 

strategy template for IT security managers grounded in RAT, which has been used to 

successfully fight crime in terrestrial space (Drawve et al., 2014). Having such a 

template, IT managers will have similar tools and strategies used by terrestrial crime 

officers to deter crime. For example, the core strategies used by terrestrial crime 
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managers to fight crime is to eliminate one of the elements of the crime triangle, such 

as accessible target, proposed in the RAT. The equivalent in cyberspace could be a 

hardened firewall, which makes accessibility to the application difficult for would-be 

attackers. 

Implications for Social Change 

The implications for positive social change includes the potential to provide an 

underling data integrity platform for several areas of society, such as democracy and 

governance, finance, health, energy, and agriculture. Blockchain will be among the 

top 10 strategic technology trends that will disrupt business in the next 5 years 

(Holotescu, 2018). Galen et al. (2018) found that 55% of social-good blockchain 

initiatives were estimated to impact their beneficiaries by early 2019. These were 

blockchain based projects on governance, land rights, heath, financial-inclusion, 

agriculture, environment, education, and energy.  

For example, Estonia uses e-governance based on blockchain to deliver 99% 

of government services online to its populace. Tkachuk (2018) articulated the use of 

blockchain in fighting societal corruption and promoting of fair value by ensuring 

transparency in transactions. For example, Weber (2018) illustrated that blockchain 

can be used to hold the complete medical history for each patient, with multiple levels 

of control by the patient, doctors, regulators, hospitals, insurers, and other 

stakeholders with a secure mechanism to record and maintain a comprehensive 

medical history for every patient. With such a system in place, clients and medical 

practitioners benefit from a single record that can prevent conflicts in drug 

recommendations and/or conflicting side effects in certain drug combinations. 
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A Review of the Professional and Academic Literature 

To provide an encompassing literature review, I searched for and performed a 

critical analysis of various sources and content for relevant literature ranging from 

reports, seminal books, presentations, journals from ACM Digital Library, 

EBSCOhost, Google, Google Scholar, ProQuest Central, ResearchGate, Science 

Direct, and the Walden University Library. To ensure I used peer-reviewed articles 

for the study references, I used the Ulrich enabled search engine system to crosscheck 

and confirm scholarliness. The in-depth research and analysis I conducted empowered 

me with knowledge on past and present information on the conceptual theory and 

application of RAT. In addition, the research gave me the opportunity to explore 

blockchain applications, blockchain application security concerns, and blockchain 

security strategies.  

I collected 206 articles for the literature review, of which 195 were peer-

reviewed and six were seminal authors. In searching for academic materials for the 

paper, I used broad terms such as crime theories, cybersecurity, blockchain, 

information security, and strategies. I then narrowed the search down to more specific 

terms such as RAT, cybercrime, cyberattacks, cyber victimization, cybersecurity 

strategies, data breaches, blockchain applications, blockchain breaches, blockchain 

security concerns, cryptocurrency theft, online crime theories, information security 

strategies, and blockchain security strategies. In the analysis of the various articles 

and journals found, I looked out for themes of RAT and cyberspace, information 

security strategies, blockchain application threats, and blockchain security strategies.  

The literature review gave me a strong academic foundation to enable me to 

investigate and explore existing blockchain applications security strategies from 
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experienced IT security managers. I used security managers who have skills, 

knowledge in deploying blockchain enabled applications securely to ensure that 

information and strategies were practical and implementable. The literature review 

has three parts: the first part covers information regarding crime theories and their 

application to cybersecurity; in the second part I analyze blockchain, its applications 

and related security issues; and the third part is a discussion of information security 

strategies.  

Routine Activity Theory and Cyber Crime 

RAT is a concept originally used in fighting environmental terrestrial crime. 

The theory states that for crime to occur three elements—an accessible target, the 

absence of a capable guardian that can intervene, and the presence of a motivated 

offender—must come together in time and space (Cohen & Felson, 1979). RAT as a 

crime prevention method is focused on the three elements that make up the theory 

(Kigerl, 2012). The approach is to deal with at least one of the elements to prevent 

crime, but the most effective measure is to address all three elements. However, Eck 

(2003) proposed that a controller who can reduce the potential of the problem could 

influence each of the three RAT elements that form the crime triangle (offender, 

target, and guardian). Eck argued that handlers can control offenders, place mangers 

can control places, and guardians can control the targets. Sampson et al. (2010) 

extended the controllers to include super controllers who can exert influence on 

handlers, managers, and guardians to prevent the underlying problem. According to 

Sampson et al., super controllers make cost benefits decisions to manage crime 

through formal, diffuse, and personal mechanisms.  
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In the formal mechanism framework, super controllers exercise their authority 

through an institutional setting that defines who influences whom, in which ways, and 

under what circumstances. Systems, such as organizations, contracts, financial 

commitments, regulations, and the courts provide the settings for formal super 

controllers to function while the diffuse mechanism indirectly influences the 

controllers in a general and nonspecific way via political institutions, the markets, and 

the media (Sampson et al., 2010). Sampson et al. further explained that personal super 

controllers rely on personal and informal connections from groups and families to 

alter the behavior of a controller. For example, a family member or a trusted friend 

using their connection to an offender could convince the offender from performing an 

act of malicious intent. 

Even though RAT was proposed for terrestrial crime, researchers have 

proposed its usefulness in fighting cybercrime. William (2016) articulated that RAT 

focuses on criminal events rather than the criminal; this is an important fact for 

cybercrime because in cyberspace, there is rarely access to the criminals to study their 

motivations. The focus is on cybercriminal events that occur often and leave behind 

digital signatures than can be analyzed. Hawdon et al. (2017) articulated that RAT 

could be applied to cyberspace because online routine activity could bring individuals 

or assets and potential offenders together in cyberspace where there are no capable 

guardians to confront offenders. Hawdon et al. argued that, with regard to time and 

space, where the RAT triangle converge, evidence suggests that virtual contact can 

occur asynchronously; therefore, convergence at a specific time becomes irrelevant as 

postulated in the original theory. Potential offenders and victims or digital assets meet 

asynchronously in a virtual space through their network devices. Thus, the theory 
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proposed by Cohen and Felson (1979) is applicable in virtual and real-world 

situations.  

Leukfeldt and Yar (2016) argued that distance between target and offender is a 

factor for crime occurrence in the physical world, but in cyberspace, distance does not 

exist between offender and victim. Thus, applying RAT in virtual offenses may be 

problematic. Leukfeldt and Yar cautioned that the distance factor alone could not be 

used to determine the viability of RAT theory in addressing cybercrime. An empirical 

study conducted on RAT and cybercrime was inconclusive but indicated that most 

cybercrime could be explained with the theory (Leukfeldt & Yar, 2016). In the case of 

this qualitative study grounded in the conceptual framework of RAT, I examined 

various elements of RAT and its equivalent in cyberspace to make the case for the use 

of the theory in this research. 

According to RAT, an accessible target could be a person, an object, or a 

place. Attributes such as available, concealable, disposable, enjoyable, inertia, 

valuable, visible, and removable have been used for accessible targets. Cohen and 

Felson (1979) articulated that a suitable target is any object or person that meets and 

fulfills the needs and wants of a motivated offender. In addition, Felson and Clarke 

(1998) argued that the suitability of a target depends on their assessed value, inertia, 

visibility, and access. Value is defined as the actual value or perceived value placed 

on an object by the offender, and inertia determines the physical properties of the 

item that can either encourage or discourage the offender. Access describes the 

prospects of the offender in attaining the object or person, and visibility is the ability 

of the offender to see or know about the object or person. These antecedents of target 
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suitability, according to Hawdon et al. (2017), are interrelated and influenced by the 

extent to which people or objects are in contact with motivated offenders.  

In support of Hawdon et al.’s (2017) claim, Newman and Clarke (2003) 

argued that, in cyberspace, the frequency and variety of online routine activities 

differentiates a target from nontarget of cybercrime. In other words, users who are 

active online become closer to being cybercrime victims than those who spend less 

time online. Aside from people as targets online, Leukfeldt and Yar (2016) suggested 

that suitable targets in cyberspace include proprietary data, personal information, 

credit card data, online financial transaction services, and computer systems. In 

addition, cryptocurrency and crypto mining are becoming attractive targets for 

cybercriminals (Network Security, 2018). These targets have value, inertia, visibility, 

and accessible in cyberspace.  

Regarding RAT, Cohen and Felson (1979) explained that a capable guardian is 

someone who can come to the aid of the target when the offender and target come 

together in time and space. A capable guardian can be a person whose mere presence 

would deter potential offenders from perpetuating a crime (Hollis et al., 2013). Cohen 

and Felson (1979) proposed that a capable guardian could also be an object in place of 

a person, such as CCTV that is being monitored from a remote location. Other 

guardians include police patrols, security guards, door staff, vigilant staff and 

coworkers, and friends and neighbors (Cohen & Felson, 1979). Drawve et al. (2014) 

articulated that other security measures. such as alarms, locks, and electric fencing, 

could also be considered guardians because even though these security measures will 

not come to the aid of the victim, they act as a deterrent. Studies have proven that 

things or people perceived as guardians have averted countless crimes. For example, 
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Murray and Roncek (2008) found that there is less crime in the immediate area of a 

bar compared to adjacent blocks because potential offenders saw bar patrons as 

capable guardians.  

Moreover, Felson and Boba (2010) suggested that the mere presence of 

another person could serve as a warning of a potential capable guardian. Miró-

Llinares (2014) indicated that guardians, to a greater extent, are owners who guard 

properties. In cyberspace, guardianship can be seen as target hardening or any action 

that prevents an offender from having access to the target. Hawdon et al. (2017) 

pointed out that those who have operationalized online guardianship use firewalls, 

antivirus programs, filtering, and blocking software. In addition, systems such as 

intruder detection and prevention systems and any related intervention in the 

cyberspace that prevents digital targets from being accessed by a motivated offender 

can be considered a guardian.  

A motivated offender is an individual who has the capacity to carry out 

criminal intent (Cohen & Felson, 1979). The extent to which a target is in an 

offender’s reach relates to the likelihood that an attack will take place (Hawdon et al., 

2017). RAT theory can be used to assume that potential motivated offenders already 

exist; they act rationally with their criminal intent, and therefore the magnitude and 

source of offender motivation is irrelevant (Nikitkov et al., 2014). The low attention 

given to offenders in RAT theory has been highlighted by Navarro and Jasinski 

(2015), who argued that a motivated offender is rarely investigated because it is 

assumed there a plethora of offenders in society. The focus of RAT is on the localized 

situated assembly of offenders, targets, and capable guardians in a market or social 

ecology (Nikitkov et al., 2014). Therefore, a well-planned ecological design of social 
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and market places can reduce crime and make its displacement to other target owners 

or objects difficult (Nikitkov et al., 2014). In testing motivated offenders’ 

applicability to online, Leukfeldt and Yar (2016) found there are an abundance of 

offenders online in the form of online fraudsters, hackers, pirates, stalkers, and others. 

Routine Activity Theory and Information Technology 

RAT was originally developed to explain terrestrial crime, but the theory has 

seen success in the study of cybercrime. For example, Van-Wilsem (2011) used RAT 

to study online victimization and concluded the theory could be used to explain both 

online and traditional face-to-face victimization. Williams et al. (2019) used RAT in a 

study to predict insider cyber victimization and concluded that both routine activity in 

the handling of confidential data and guardianship processes were significant to 

predict insider cyber victimization. Shaikh and Oliveira (2019) used RAT as a 

theoretical lens to investigate how situational and environmental features influence 

insider risks, and their study provided a foundation for future research in securing 

digital assets.  

William (2016) conducted an empirical study on online identity theft using 

RAT and concluded that risky online routine activity correlates with people who often 

engage in online routine activities. Some of the risky online activities revealed by 

William’s study included using public internet access and selling on online auction 

sites. Reyns and Henson (2016) studied online identity theft using RAT as the 

theoretical framework. The researchers investigated the relationship between routine 

online activities and identity theft victimization in England and Wales (Reyns & 

Henson, 2016). Reyns and Henson found that several online routines were positive 

predictors of identity theft, including online banking, online shopping, emailing, 



17 

 

instant messaging, and downloading music and videos. The researchers explained that 

the risk of identity theft in the cyberworld does not depend on individuals’ exposure 

but rather information about the individual, directly related to online activities (Reyns 

& Henson, 2016). Reyns and Henson argued that time spent in chat rooms or online is 

an indicator of exposure to online offenders. 

In a study to determine why some nations have high cybercrime, Kigerl (2012) 

used RAT and determined that countries with high internet use per capita have high 

cybercrime rates. Oni et al. (2019) investigated the increase in cybercrime because of 

e-governance implementation in Nigeria and used RAT as the conceptual framework. 

The researchers examined the effect of cybercrimes on implementing the digital 

government in Nigeria’s public sector and argued that the daily use of information 

and communications technology (ICT) to conduct government processes by citizens 

and institutions increases the routine online activities that expose them to online 

criminals. Therefore, by analyzing secondary data from peer-reviewed publications 

and other authentic sources using RAT as the foundation, Oni et al. discovered a 

significant threat posed by an increase in cybercrime against the digital governance 

implementation in the Nigerian public sector.  

Abhishta et al. (2019) studied victims’ routine influence on distributed deny of 

service attacks (DDoS) using the RAT framework. Abhishta et al.’s work explicitly 

answered why DDoS targeted academic institutions and if the attacks were random or 

planned. The authors hypothesized the attacks were motivated and used the RAT 

tenets to analyze the data. According to RAT, changes in crime rates are related to 

days that affect the routine. Therefore, for an academic institution, when most 

teaching-related activities are halted during holidays, an attacker whose aim is to 
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interrupt teaching activities will not be motivated to launch an attack during these 

periods. Abhishta et al. (2019) concluded that, based on RAT, the change in the 

victims’ daily activities would influence the attack pattern. In the academic 

environment, a motivated attacker would target the network infrastructure when 

school is in session. Hawdon et al. (2020) used RAT to examine the effect of the 

COVID-19 pandemic on cyberattacks. The research suggests the pandemic altered 

people’s routine activities and could influence cyberattacks. Hawdon et al. compared 

prepandemic and postpandemic rates of victimization using a data set designed to 

monitor cyberattacks. The researchers concluded that the pandemic has not radically 

changed cyber routines nor altered cyber victimization rates. Nevertheless, the use of 

RAT to predict cyber victimization gave explicit support for the theory’s ability both 

before and after the pandemic. 

Whitty (2019) investigated people’s susceptibility to falling for cyber fraud 

and used RAT as a theoretical lens to understand the situation. The researcher 

examined if users’ demographic characteristics and their online routine influenced 

their exposure to cyber fraud. Whitty explained that users’ demographic 

characteristics tend to shape their routine online activities in a way that provides 

indicators in determining the probability of being targeted for online fraud. According 

to the article, computer use was an essential predictor of receiving a phishing email 

used for fraud attacks. In general, Whitty concluded that routine online activity, such 

as making online purchases, engaging in social networking, and posting information, 

makes one vulnerable for cyber fraud that includes phishing, hacking, and malware 

infection.  
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Choo (2011) suggested in his article that some crime theories can be used as 

strategies in addressing cybercrimes. Choo argues that because RAT proposes that 

crime occurs when a suitable target is in the presence of a motivated attacker and the 

absence of a capable guardian, cybercrime can be prevented by targeting these three 

areas. That is (a) increasing the effort required to offend, (b) increasing the risk of 

being caught and (c) reducing the reward of offending. Choo suggested that in the 

case of making offending difficult, content providers could integrate security into 

their software, hardware and system development life cycle. On the other hand, a 

study by Nguyen (2020) analyzes the current situation of cybercrime in Vietnam 

using RAT framework. The research analyzed published and unpublished reports of 

international and domestic organizations using RAT’s three factors, namely, likely 

offenders, suitable targets, and the absence of capable guardians. The study aimed to 

answer how much the dimensions of each RAT factor influences cybercrime in 

Vietnam, and what factor is the most important in solving the cybercrime. Besides, 

the study examined whether the RAT can be applied to cybercrime. The research 

concluded that government, organizations, and personal guardianship are necessary to 

frustrate motivated offenders to reduce cyber-attacks. Also, the study confirmed the 

use of RAT in understanding cybercrime and prevention. 

Supporting Theories 

Convenience theory is one of the theories that has also been used to explain 

crimes in cyberspace but uses different elements from RAT. The convenience theory 

explains that three dimensions, namely economic dimension, organizational 

dimension and, behavioral dimension facilitate white-collar crime (Nolasco Braaten, 

& Vaughn, 2019). The economic dimension is what drives the financial desire of the 
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offenders to crime as a convenient way of satisfying personal needs and 

organizational profit (Adam et al., 2005). The organizational dimension is what gives 

the offenders the convenient access to corporate resources and personnel to commit 

the crime. The behavioral dimension enables the offenders to conveniently justify and 

rationalize their deviant behavior (Gottschalk, 2018). Nolasco Braaten and Vaughn 

(2019) confirmed the convenience theory’s support for cybercrime by empirically 

examining cases of white-collar crimes and fraud involving cryptocurrency in U.S. 

federal district and circuit courts, which indicated offenders exhibited antecedents of 

the theory. I did not use this theory because it focuses on mainly white-collar crimes, 

which is just a subset of crimes committed in cyberspace. 

Situational crime prevention (SCP) theory, like RAT also focuses on the 

environment within which certain crime occurs. According to the theory, crime can be 

prevented by manipulating the environment in a way that increase the risk to the 

offender and reduces the potential reward for the crime (Mandala & Freilich, 2018). 

Meaning, crime occurs when the environment creates the opportunity for the offender 

to commit an offence (Freilich et al., 2020). According to Freilich et al. (2020), the 

environment differ as to whether it create provocation or entice the offender to 

commit crime, therefore putting in interventions that reduces these opportunities will 

reduce ability of the offender to commit crime. Hinduja et al. (2013) articulated that 

the SCP theory can be applied to cyberspace because space in virtual world can be 

designed to prevent crime by target hardening, access control, deflecting offenders, 

and controlling facilitators. For example, in target hardening the asset such as 

sensitive digital data is encrypted to make it difficult for the offender to access 

(Hinduja et al., 2013).  
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Contrasting Theories 

Social learning theory (SLT) is a general theory of crime that has been used to 

explain all manners of criminal behaviors by focusing on the offender instead of the 

environment or situations as RAT does. Burruss et al. (2012) postulated that SLT is 

based on the idea that individuals are influenced and motivated to commit crime by 

association or being exposed to others who are already committing the crime. The 

SLT originally proposed by Akers in 1966 has four fundamental premises that include 

differential association, definitions, differential reinforcement, and imitation (Burruss 

et al., 2012). Akers (1998) proposed that exposure to deviate behavior gave 

individuals the definitions that are seen as either approving or rejecting the behavior. 

These definitions once accepted by the individuals becomes the rationalization for 

them when they want to commit crime. The differential reinforcement on the other 

hand indicates the rewards that are associated to a particular criminal behavior. 

However, this behavior is originally leant by imitating deviant behaviors of others 

through watching and listening to them. Therefore, individuals commit crime by 

putting into action what they have seen others do (Burruss et al., 2012). The use of 

SLT in cyberspace is supported by the software piracy study conducted by Burruss’s 

team. They discovered that individuals who are associated with peers that are into 

software piracy learn and eventually fall into the same deviant behavior. Software 

piracy requires a skill set and knowledge that must be leant and these individuals 

learns them from their deviant peers. 

Criticism of Routine Activity Theory 

As indicated, RAT has been used to successfully explain and addressed a 

number of criminal issues but has also been criticized especially for its neglect of the 
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social aspect of committing crime, for example the social-economic and educational 

status of the offender. Also the general theory of crime postulate that individuals with 

low self-control are risk takers, shortsighted, impulsive, and like taking simple and 

easy task (Stylianou, 2002). According to the theory, these characteristics hinders the 

individual’s ability to analyze the consequences of their behavior critically and so the 

offenders cannot be rational as RAT assume (Stylianou, 2002). In support, Jeffery 

(1993) argued that the theory only describes but does not explain a crime. Another 

reason the theory has been criticized for is the fact that the theory does not take into 

consideration the behavioral expectations associated with type of settings the victims 

engage their routine activities (Tewksbury & Mustaine, 2010).  

Having discussed RAT and its application to cybercrime, I will want to 

synthesize elements of blockchain to justify the use of RAT as an underling theory to 

investigate blockchain application security strategies that IT security managers use. I 

will start by defining blockchain, detailing its components and its current use cases. I 

will then examine blockchain applications security issues and prior researches that 

have been done on the subject matter. 

Blockchain 

The blockchain system has many explanations and definitions. For example, 

Roberts and Karras (2019), defined blockchain system in the context of economics as 

a distributed ledger that ensures data integrity once the data is stored. Roberts and 

Karras elaborated that the data set could be a bank account details or a complete 

software that is stored in a ledger, also known as a block, and distributed across many 

computer nodes in the blockchain system. Knirsch et al. (2019), on the other hand, 

described blockchain technology as a trustless and fully decentralized peer-to-peer 
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storage system scattered across all participants known as nodes in the blockchain 

system. Another definition made by Hughes et al. (2019) is that blockchain system is 

a distributed public ledger made up of chains of blocks of the current transaction and 

previous transactions ever made in a blockchain system. Dai et al. (2017), on their 

part, see a blockchain as an underlying technical framework of a distributed network 

that allows users to maintain a reliable database in a decentralized manner 

collectively. 

According to Wilczynski and Widlak (2019), there are three Blockchain 

architectures, namely Public, Private, and Permissioned. In public Blockchain 

architecture, any external entity can join, read, and modify the Blockchain; an 

example of such a Blockchain is Bitcoin and Litecoin systems. Whiles in the 

permissioned Blockchain, some consortium members or a privileged user of the 

network decides which next node to have read or write access to the network. Private 

Blockchain, on the other hand, is owned by an entity (Company, Society, or a public 

entity), and it is not decentralized. Therefore it is the owner who decides on who 

participates in the chain (Wilczynski, & Widlak, 2019). Even though the Private 

architecture is centralized and may defeat a vital attribute of a blockchain, which is 

mostly decentralized, the private architecture uses cryptographic protocols of 

traditional blockchain to secure transactions in the network (Ismail, & Materwala, 

2019). 

For this paper, I will define the blockchain as a technology that enables 

immutability, decentralization and distributed digital assets. By putting them in 

cryptographically linked blocks of data in a way that only when there is a consensus 

among the participating nodes will a new block be added. The arrangement of the 
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blocks is, as shown in Figure 1. In the definitions of Blockchain technology, there are 

three main themes, namely cryptography hash, distributed, and consensus, that will be 

discussed further.  

Figure 1 
 
Blockchain Diagram 

 

Hash Function 

Each block is linked to the preceding block through a cryptography hash 

function to ensure immutability, as indicated in Figure 1, which makes it difficult for 

one to change the content of the block without affecting the preceding and the 

subsequent blocks. According to Raikwar et al. (2019), a hash function is a 

mathematical procedure that takes any size of data at the input and produces a fixed 

size at the output. For example, Secure Hashing Algorithm 256 (SHA256) used by the 

bitcoin blockchain produces an output of 256 bits for any number of bits as input 
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(Raikwar et al., 2019). Raikwar et al. articulated that there are several types of hash 

functions, but for cryptography, hash (H) must satisfy these conditions.  

A collision resistance: which means to find two inputs x and y such that H(x) = H(y) 

will be very difficult. 

Preimage resistance: meaning for a given output z, it is hard to find an input x 

such that H(x) = z. 

Second preimage resistance: that is for a given input x and output z = H(x), it 

is hard to find a second input y such that H(y) = z. 

Therefore, when the content of a block is hashed, any future change in it will 

produce a different hash, which will be detected. For a blockchain, the blocks are 

chained by including the hash of a block in the next block as indicated in Figure 1, 

and by so doing any change in any of the blocks content affects all the blocks 

preceding the block and subsequent blocks after. Roberts and Karras (2019) 

articulated that making a change in a blockchain will require a tremendous effort 

because it will require an astronomical amount of computing power and other 

resources. This property is one of the attributes that make the blockchain immutable. 

Distributed Ledger 

Blockchain data is also distributed across multiple nodes, meaning the chain is 

deployed on many nodes or computers that participate in the blockchain system. 

Technically such an arrangement is referred to as a distributed ledger technology 

(DLT). Chowdhury et al. (2019) defined DLT as a ledger stored on nodes of peer-to-

peer (P2P) network where each block (Ledger) is added upon agreement between all 

the nodes. In other words, DLT consensually spreads a shared and synchronized 

database across multiple sites, countries, or institutions without a central administrator 
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(Khan et al., 2017). According to Chowdhury et al., DLT has some unique properties 

that are appealing to several potential applications. These properties include the 

following. 

• Distributed consensus on the ledger state: This property of the DLT is a 

critical one because it enables the participating parties to agree on the state of 

the ledger without involving any third party. This property opens up 

opportunities for the development of applications that requires transparent 

verification of transaction that has occurred on the ledger by all authorized 

entities. 

• Immutability and irreversibility of ledger state: This means when a consensus 

is achieved with a large number of participants, it is practically impossible to 

reverse a transaction after a certain period. Most importantly, if the content of 

a block is a computer program, then once it has committed and executed, it 

becomes immutable and will deliver all instructions as designed. It is this 

property that is spearheading programs called smart contracts that delivers a 

response once agreed conditions are met just like a traditional legal contract. 

• Data (transaction) persistence: DLT stores data in a distributed fashion, which 

ensures its persistence so long as there are participating nodes in the P2P 

network. 

• Data Origin: In the DLT data storage process is done utilizing a mechanism 

called a transaction. This mechanism ensures that every transaction is digitally 

signed using public-key cryptography (PKI), which ensures the authenticity of 

the source. When this is combined with immutability and irreversibility 

properties of DLT, the data in the ledger becomes immune to repudiation. 
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• Distributed data control: This attribute of DLT ensures that data is retrieved or 

stored in the ledger is done in a distributed fashion, which removes a single 

point of failure in that operation.  

• Accountability and transparency: In the DTL, the state of the ledger and all 

other activities among the participating nodes can be verified by any other 

authorized entity, which promotes transparency and accountability. 

Consensus 

Consensus reaching is a critical and fundamental feature in a distributed ledger 

technology. As indicated above, it enables the participating nodes to agree on the state 

of the ledger. Wilczynski and Widlak (2019) articulated that adding a new block to a 

chain is done through a consensus protocol that all the participating nodes agree. 

According to Zhang and Lee (2019), there are two broad categories of consensus 

protocols; the probabilistic-finality consensus protocol and the absolute-finality 

consensus protocols. There are exist different types of consensus models within these 

categories for different blockchains. However, the main ones include proof of work 

(PoW), proof of stake (PoS), practical byzantine fault tolerance (PBFT) and round 

robin consensus models (Wilczynski & Widlak, 2019).  

PoW, which uses a probabilistic-finality protocol, is used by bitcoin 

blockchain and enables the distributed nodes to come to a consensus by competition 

of computation powers that is open to all participating nodes on the blockchain 

network. Zhang and Lee (2019) explained that in the competition, the participating 

nodes need to solve a complicated mathematical cryptography puzzle. The first node 

that solves the puzzle is given the right to add a new block to the chain. Kumar et al. 

(2019) explicates that this process of competing and adding a new block to the chain 
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by participants in a blockchain network is known as mining in Bitcoin parlance. They 

are mining because the participants earn virtual coins in exchange for using their 

computational power to execute the task involved in the process. Figure 2 illustrates 

the workflow of the puzzle-solving process, as indicated by Zhang and Lee. 

Figure 2 
 
Proof of Work Process Flow 

 
Note. From “Analysis of the main consensus protocols of Blockchain,” by S. Zhang 

and J. H. Lee, 2019, ICT Express, 6(2), (https://doi.org/10.1016/j.icte.2019.08.001). 

Copyright 2019 by Elsevier. Reused with permission (see Appendix B). 

Zhang and Lee articulate that the PoW starts by grouping the block metadata 

such as Merkle root, timestamp, previous block hash, version (of the blockchain), and 

nonce to create the block header. The block header and transaction data are then 

hashed; the output of the hash function is then compared with a known target. If the 

output of the hash is less than or equal to the known target, then the node acting wins 

and is allowed to create a new block. However, if the hash output is higher than the 

known target, the node repeats the process by changing the nonce value for another 

try. The nonce is the only variable in the content of the block which miners have to 

find to get a solution to the mathematical puzzle, according to Kumar et al. (2019), it 

is only by using a brute force with a vast number of tries can the nonce be found. 

https://doi.org/10.1016/j.icte.2019.08.001
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PoW being a probabilistic-finality protocol have the advantage of fault-

tolerant of 50%. Meaning to compromise the blockchain network, one would have to 

accumulate 50% or more of the computation power of the entire network, which will 

require a tremendous amount of resources as articulated by Zhang and Lee (2019). 

This assertion is reinforced by Panda et al. (2019), who argued that the probability of 

getting PoW is very low. Therefore, it will be challenging for any miner to control the 

blockchain network exclusively. In terms of scalability, Zhang and Lee argue that 

PoW scale very well even though transactions per second is low, there are offline 

interventions such as the Lightening network for bitcoin blockchain that improves the 

scalability. However, the most significant criticism and a disadvantage of the PoW is 

its high level of power consumption, Andoni et al. (2018) articulated that PoW 

consensus being used in bitcoin consumes about $1 million worth of electricity in a 

day and by 2020 could guzzle as much as total Denmark electricity.  

Figure 3 
 
Proof of Stake Process Flow 

 
Note. From “Analysis of the main consensus protocols of Blockchain,” by S. Zhang 

and J. H. Lee, 2019, ICT Express, 6(2), (https://doi.org/10.1016/j.icte.2019.08.001). 

Copyright 2019 by Elsevier. Re-used with permission (see Appendix B). 

https://doi.org/10.1016/j.icte.2019.08.001
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An alternative to PoW is PoS, another Probabilistic-finality algorithm which is 

designed to cut down the consumption of electricity. In PoS, the appointment of a 

node to create a new block depends on its stake rather than its computational power. 

Andoni et al. (2018) explain that in PoS computation work is replaced with a random 

selection process where the chance of successful mining depends on the wealth of 

validators. Meaning the ability of a node to succeed in mining depends on its 

investment in the network such as coin ownerships and duration of the hold. Zhang 

and Lee (2019) further explicated that even though the hash puzzle has to be solved, 

the node does not need to change the nonce several times as is done in PoW 

consensus model but rather the key to solve the puzzle is the amount of stake (coins) 

in the network. This is so because the difficulty level of the puzzle is reduced for the 

node with a more significant stake in the network, which reduces the amount of 

energy used in the computation (Tang et al., 2019). The process flow is as indicated in 

Figure 2.  

According to Sayeed and Marco-Gisbert (2019), the PoS algorithm begins 

with a random selection of a node to create the next block. During the selection 

process of a node, the details of the coins at stake and duration for which the coin has 

been kept is taken into consideration. The node selected then hash the contents of the 

block, and the output of the hash function is compared with a target value, as 

illustrated in Figure 3. If the target value is higher than the hash of the block, the node 

wins the competition and creates the new block. Otherwise, the node will have to wait 

for the next round of the competition. 

SHA256 (timestamp, previous block hash, …..) < Target x Coins. 
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PoS has the same 50% fault-tolerant as PoW, but it is more energy-efficient 

than PoW. Wang et al. (2020) stated that mining in the PoS algorithm does not waste 

electricity, and block confirmation is fast because PoS uses proof of equity and not 

physical calculations. However, one critical disadvantage of the PoS algorithm 

highlighted by Cao et al. (2019) is the fact that wealthy miners benefit more and may 

lead to oligopolies or near-monopolies. Another issue with PoS raised by Sayeed and 

Marco-Gisbert (2019) is that PoS also suffers from weak subjectivity, and its 

implementation process is very complex and challenging. 

Another consensus, which will be discussed, is the practical byzantine fault 

tolerant (PBFT) model. This model falls within the Absolute Finality category and 

solves the challenges of the high computation requirement of PoW and oligopolies of 

PoS. Ismail and Materwala (2019) described PBFT as an algorithm that allows a 

blockchain network to reach consensus even if some of the nodes becomes faulty or 

malicious. According to Andoni et al. (2018), the network is secure as long as the 

faulty nodes are less than a third of the total nodes. Meaning the network tolerance 

increases as more nodes are added or joined to the system. Unlike PoW and PoS, 

PBFT is a permissioned blockchain; therefore, a central entity authorizes membership 

and so cannot be used as a public Blockchain (Feng et al., 2018).  

According to Ismail and Materwala (2019), generating a block in PBFT can be 

broken into four main phases, as illustrated below. 

1. Client A sends a transaction request to a node appointed as the Leader Node. 

2. The leader node collects all transactions and groups them into a block. The 

leader node then broadcasts the block to all back nodes that can be reached. 
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3. The backup nodes that receive the broadcast then verify each transaction in the 

block and create a block of verified transactions. The node then computes the 

hash of the block and broadcast to other nodes. 

4. Each node waits for replies with the same hash from at least Two-Thirds of the 

total nodes in the network. If the replies received are the same, the block is 

then added to the node’s ledger. 

Figure 4 
 
PBFT Stages 

 
Note. From “Scalable Dynamic Multi-Agent Practical Byzantine Fault-Tolerant 

Consensus in Permissioned Blockchain,” by L. Feng, H. Zhang, Y. Chen and L. Lou, 

2018, Appl. Sci. 8(10), p. 1919 (https://doi.org/10.3390/app8101919). Copyright 2018 

by MDPI. Reused with permission (see Appendix B). 

Even though PBFT solves the energy wastage and monopoly challenges of 

PoW and PoS, respectively, it has scalability shortcomings.  

Gao et al. (2019) articulated that PBFT suffers from low scalability or low 

Byzantine fault rate. On PBFT scalability, Feng et al. (2018) demonstrated that to 

obtain consensus results, the nodes send 2n2 messages across the network, where n is 

https://doi.org/10.3390/app8101919
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the number of nodes. Therefore, if the nodes reach 100, the total messages generated 

will be 20,000, which will burden the communication network. 

Blockchain Information Technology Architecture 

De Rossi et al. (2019) postulated that to appreciate the business and 

organizational impact of blockchain, one must understand its IT architecture. De 

Rossi et al. proposed three-layer architecture made up of a Top layer, Middle layer, 

and the Bottom layer. The top layer represents the application layer, which provides 

the interface through which organizations derive services from the blockchain. Whiles 

the middle layer is the blockchain ledger that supports the application layer; the 

bottom layer consists of all the hardware representing the network and nodes. Figure 5 

illustrates the layers and functions. 
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Figure 5 
 
Three-Layer Blockchain Architecture 

 
Note. From “Towards a Comprehensive Blockchain Architecture Continuum,” by L. 

M. De Rossi, N, Abbatemarco and S. Gianluca, 2019, ScholarSpace 

(https://doi.org/10.24251/HICSS.2019.557). Copyright by Hawaii University (HU). 

Reused with permission (see Appendix B). 

https://doi.org/10.24251/HICSS.2019.557
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Figure 6 
 
Six-Layer Blockchain Architecture 

 
Note. From “Blockchain Technology: Characteristics, Security and Privacy: Issues 

and Solutions,” by M. B. Yassein, F. Shatnawi, S. Rawashdeh and W. Mardin, 2019, 

IEEE (https://doi.org/10.1109/AICCSA47632.2019.9035216). Copyright 2019 by 

IEEE. Reused with permission (see Appendix B). 

Yassein et al. (2019), on the other hand, argued that the Blockchain 

architecture could have several layers depending on the type of application and 

requirements of the users. However, Yassein et al. proposed a general six-layer 

architecture illustrated in Figure 6 that could satisfy most application requirements. In 

Yassein et al. six-layer architecture, the bottom layer is the data layer followed by the 

network, consensus, incentive, contract, and application layers. The function of these 

layers is as follows. 

• Data layer: this layer performs the hashing function, asymmetric encrypting, 

timestamping, saving of data, and establishing new blocks.  

https://doi.org/10.1109/AICCSA47632.2019.9035216
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• Network layer: the layer is responsible for data propagation, data verification, 

distributed networking, data authentication, data dissemination, and data 

forwarding. 

• Consensus layer: Blockchain depends on consensus algorithm to achieve its 

decentralization nature; this layer provides that functions. 

• Incentive layer: this layer provides the necessary economic motivation to 

ensure participation in a blockchain network. Without it, the blockchain will 

seize to grow and eventually collapse. 

• Contract layer: the contract layer is fundamental to blockchain smart contracts 

applications. It provides the necessary environment for the program code that 

executes the contract to run. 

• Application layer: The topmost layer is the application layer, where users on 

the blockchain interfaces with the chain. Computer scientists and engineers 

have developed several blockchain applications, which include IoT, digital 

identity, cryptocurrency, smart contract, electronic health records, and e-

voting. 

From both discussions, one could see two distinct layers, the application layer, 

and the infrastructure layer. Therefore, in the lens of IT, this paper will adopt the two-

layer IT architecture approach, as shown in Figure 7. The top layer will represent all 

blockchain applications, and the bottom layer will comprise of the nodes, network, 

ledger, consensus protocols, and DLT 
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Figure 7 
 
Two-Layer Generic Blockchain Information Technology Architecture 

 

Blockchain Applications 

Blockchain, originally designed for the trustless cryptocurrency, is seen by 

many as a great technology to provide an alternative solution for existing business 

problems and can disrupt matured industries. A study by Jaoude and Saade (2019) on 

the current trend of blockchain applications in both industries and academia identified 

five major application domains. These application domains include the internet of 

things (IoT), energy, finance, healthcare, and government. According to Jaoude and 
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Saade, these application areas account for about 53% of the 151 blockchain related 

articles reviewed. Other areas of application domains postulated by Monrat et al. 

(2019) are identity management and education. From the research, one could see 

strong growth in other use of blockchain aside its initial use in cryptocurrency since 

2008. The following paragraphs will illustrate the details of the major application 

areas. 

IoTs are internet-enabled gadgets such as cameras, smart-lights, smart-bins, 

and a whole host of others being used in the smart environment, including homes and 

industries. Reyna et al. (2018) describe IoT as a set of technologies involving 

Wireless Sensor Networks (WSN) to Radio Frequency Identification (RFID) that have 

the ability to sense, actuate and communicate over the internet and is empowering 

cities, homes, and factories into smart entities. According to Sivanathan et al. (2020), 

over 10 Billion IoT devices are currently connected in homes, buildings, enterprises, 

campuses, and cities. However, Wang et al. (2019) articulated that inadequate data 

security and trust are limiting IoTs adoption and stressed that blockchain has the 

potential to address these IoT data security concerns. Reyna et al. acknowledged the 

enormous potential blockchain would have on IoT, indicating that blockchain 

technology will enrich IoT by providing trusted sharing service, information 

reliability, data immutability, and generally increasing the IoT security. These 

interventions by blockchain technology will, therefore, leverage IoT applications to 

provide the necessary security that has been lacking in IoT technology, which in 

recent times, is dominating all aspects of society.  

 The application of blockchain in the Energy sector has also seen consistent 

activity in academia and industries. The energy domain ranked second to IoT in terms 
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of blockchain application research, according to the study by Jaoude and Saade 

(2019). One of the primary uses of blockchain application in the energy domain is in 

the area of the microgrid. The microgrid is localized integrated sources and loads of 

electric power, which is managed to enhance efficiency and reliability (Monrat et al., 

2019). Zhang et al. (2020) explained that microgrid energy sources are made up of 

independent coordinated distributed renewable energy, local co-generators, and 

energy storage devices owned by different organizations and power providers. 

According to Monrat et al., one of the main advantages of the microgrid is the ability 

to sell excess energy into the primary grid. Due to the decentralized nature of 

microgrid, Monrat et al. argued that blockchain application will be a fit for 

facilitating, recording, and validating the buying/selling microgrid energy 

transactions. Di Silvestre et al. (2019) also justified the use of blockchain in the 

energy domain by arguing that the microgrid energy market has an environment that 

is suited for blockchain application. Di Silvesre et al. explained that it is a multiparty 

environment that does not need a trusted authority but needs transparency and 

immutability, which blockchain technology can offer. Figure 8 illustrates a typical 

flow of Blockchain application implementation in a microgrid. 
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Figure 8 
 
Blockchain Application Implementation in a Microgrid 

 
Note. From “Blockchain Technologies for Smart Energy Systems: Fundamentals, 

Challenges, and Solutions,” by N. Ul Hassan, C. Yuen, and D. Niyato, 2019, IEEE 

(https://doi.org/10.1109/MIE.2019.2940335). Copyright 2019 by IEEE. Reused with 

permission (see Appendix B). 

The health domain is one of the promising areas for blockchain application, 

especially in the storage and management of electronic health records (EHRs). 

According to Shahnaz et al. (2019), existing electronic medical records (EMRs) 

improved paper-based medical records management by adding some level of security 

https://doi.org/10.1109/MIE.2019.2940335
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and better user experience. However, the existing EMR faced some challenges such as 

data breaches, lack of data integrity, user ownership, and interoperability. Tang et al. 

(2019) articulated that current EHR hosted in the cloud, even though solved the 

interoperability challenges, the problem of centralization and user ownership still 

existed because when the cloud server is compromised, privacy and data integrity 

become an issue. For example, when there is a dispute between a patient and the 

hospital, the hospital authorities could connive with the cloud provider to temper with 

the data.  

Both Tang et al. and Shahnaz et al. postulated that Blockchain could be a 

panacea to the existing problems of the traditional EHR due to its use of cryptography 

and its distributed database. Mertz (2018), on the other hand, reasoned that 

Blockchain is what can take EHR from where it is to where it is needed and empower 

the patient to take control of his/her records. A study and a prototype application by 

Quaini et al. (2018) proved that Blockchain could be used to solve the interoperability 

problem exhibited by current EHR systems. The prototype confirmed the 

effectiveness of Blockchain for distributed EHR integration by allowing another 

healthcare institution to access an EHR previously added by a different health 

institution.  
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Figure 9 
 
Typical Use of Blockchain for a Hospital 

 
Note. From “Using Blockchain for Electronic Health Records,” by A. Shahnaz, U. 

Qamar, and A. Khalid, 2019, IEEE (https://doi.org/10.1109/ACCESS.2019.2946373). 

Copyright 2019 by IEEE. Reused with permission (see Appendix B). 

In Figure 9, a typical blockchain application for a hospital is illustrated. The 

process, as illustrated by Shahnaz et al., goes like this: a patient goes to a hospital 

where a nurse creates a record of the patient, which is then stored in a distributed 

application (DApp). The DApp is a blockchain based EHR system with all the 

characteristics of a Blockchain, as explained in the paragraphs above. Once the record 

is stored, it becomes available to only doctors and patients through their cryptographic 

keys. 

Governments have shown keen interest in blockchain technology applications; 

several countries have explored the use of technology to make governance more 

efficient and transparent. Reddick et al. (2019) articulated that as of 2018, forty out of 

https://doi.org/10.1109/ACCESS.2019.2946373
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213 countries had initiated over 200 blockchain related projects. Olnes et al. (2017) 

stressed the potential of blockchain in e-governance due to blockchain’s ability to 

enable reduced costs and complexity, shared trusted processes, improved traceability 

of audit trails and ensured trusted recordkeeping. According to Razzaq et al. (2019), 

UK government is now using blockchain as a service, Estonia government is using the 

technology for providing public notary services for the citizens, and the Danish 

political parties use a blockchain voting application for their voting. Other prominent 

areas using blockchain application in government sectors include digital 

payments/currency, land registration, identity management, and supply chain 

management (Reddick et al., 2019). Figure 10 below indicates countries’ 

implementation levels of the top ten blockchain applications. 
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Figure 10 
 
Blockchain in Public Sector, March 2017 

  
Note. From “An Overview of Blockchain Applications and Attacks,” by R. R. 

Vokerla, B. Shanmugam, S. Azam, A. Karim, F. D. Boer, M. Jonkman, and F. Faisal, 

2019, IEEE (https://doi.org/10.1109/ViTECoN.2019.8899450). Copyright 2019 by 

IEEE. Reused with permission (see Appendix B). 

Blockchain Application Security Concerns 

Blockchain at the core is a database system with unique features, so like a 

traditional database, it contains digital assets and, therefore, prone to the same 

security issues that confront these databases. Besides, blockchain has some peculiar 

security concerns that are unique to its underlining technologies. Moubarak et al. 

(2018) argued that despite DLT’s advantages and huge potential in several 

applications, it has quite many flaws that threaten security and privacy. Averin and 

https://doi.org/10.1109/ViTECoN.2019.8899450


45 

 

Averina (2019), in their presentation, reported that current interest in blockchain is not 

only about its application or investment but also about unprecedented attacks on 

blockchain, especially cryptocurrency blockchains. Table 1 below lists the recent 

attacks on existing blockchains and the cost of the attack. 

Table 1 
 
Blockchain Attacks Over the Years and Estimated Cost of Cryptocurrency Stolen 

Blockchain Year of attack Lost 
Bitcoin 2014 $473,000,000 
Mt.Gox 2015 $5,100,000 
Shapeshift 2016 $130,000 
Gatecoin 2016 $2,000,000 
DAO 2016 $50,000,000 
Steemit 2016 $85,000 
Bitfinex 2016 $72,000,000 
CoinDash 2017 $7,000,000 
Parity 2017 $32,000,000 
Veritaseum 2017 $8,000,000 
Enigma 2017 $500,000 
Blockchian.io 2017 $50,000,000 
TetherThere 2017 $30,900,000 

Note. Adapted from “Review of Blockchain Technology Vulnerabilities and 

Blockchain-System Attacks,” by A. Averin and O. Averina, 2019, IEEE 

(https://doi.org/10.1109/FarEastCon.2019.8934243). Copyright 2019 by IEEE. 

Reproduced with permission (see Appendix B). 

A survey by Li et al. (2020) identified nine security issues in blockchain and 

Moubarak et al. (2018) illustrated seven attack scenarios on DLT. Vokerla et al. 

discussed six different attacks and variations on blockchain, indicating related 

applications that are prone to these vulnerabilities as shown in Figure 11. The security 

concerns raised by the authors, suggests two categories of vulnerabilities that confront 

blockchain applications. These categories are blockchain specific exposures and 

https://doi.org/10.1109/FarEastCon.2019.8934243
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Traditional security challenges as indicated in Table 2 but the main ones that pertain 

to blockchain technology flaws will be discussed in this paper. The weaknesses 

include a 51% vulnerability Consensus mechanism, Private Key security encryption 

scheme, and vulnerabilities in the Smart Contract Program that are detailed in the 

subsequent paragraphs. 

Figure 11 
 
Blockchain Application Vulnerabilities 

 
Note. From “An Overview of Blockchain Applications and Attacks,” by R. R. 

Vokerla, B. Shanmugam, S. Azam, A. Karim, F. D. Boer, M. Jonkman, and F. Faisal, 

2019, IEEE (https://doi.org/10.1109/ViTECoN.2019.8899450). Copyright 2019 by 

IEEE. Reused with Permission (see Appendix B). 

https://doi.org/10.1109/ViTECoN.2019.8899450
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Table 2 
 
Blockchain Categories of Security Concerns and Related Vulnerability 

Security concern category Types of vulnerability 
Blockchain specific security concern 1. 51% attack vulnerability 

2. Private key management 
3. Smart contract flaws 
4. Sybil attack 
5. Anonymity  
6. Selfish mining 
7. Spam attacks 
8. Timejacking 
9. Forks 

Traditional security concern 1. DDos attacks 
2. Phishing attacks 
3. BGP hijacking attack 

 

The classic 51% attack, also known as the Majority attack, is one of the main 

threats to blockchain (Saad et al., 2020). This 51% attack is a result of the way some 

blockchain consensus mechanism is designed to work. As explained by Li et al. 

(2020), blockchain depends on a distributed consensus mechanism to establish a 

shared trust. Therefore, an entity with 51% of the hashing power of the entire 

blockchain can compromise the network. This attack is more pronounced in 

blockchain using PoW and PoS consensus algorithm. However, with the PoS 

algorithm, the attacker must gain 50% of the stake (coins) in the network instead of 

hashing power. Lin and Liao (2017) articulated that the Majority attack can empower 

the attacker to modify the blockchain data to result in a double-spending attack; it 

could also stop the block verifying transaction process and mining of any available 

block. Averin and Averina (2019), in their review of blockchain vulnerability, shared 

several recent 51% attacks on known blockchains such as Electroneum, BitcoinGold, 

Litcoin, Zencash, Bitcoin Private, Vertcoin, Callisto, Monaco, and Ethereum. An 
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indication that the 51% attack has moved from the theoretical ream to practical 

attacks. 

Much research has been done to mitigate the 51% blockchain attack. For 

instance, Anita and Vijayalakshmi (2019) indicated a solution by PirlGuard Protocol 

implemented in Ethereum. As explained by Sayeed and Marco-Gisbert (2019), the 

PirlGuard modifies the consensus protocol to punish any peer node that tries to take 

over the network by enforcing the node to mine a specified amount of blocks. Another 

mitigation method suggested by Sayeed and Marco-Gisbert is the delayed PoW 

(dPoW), which is offered by Komodo. The Komodo strategy prevents attackers from 

changing and erasing transactions by replicating the hashes of the blocks onto the 

Bitcoin chain, which is immune to 51% attack due to its current size (Anita & 

Vijayalakshmi, 2019).  

Management of cryptographic private keys is another threat to blockchain 

applications; the existing blockchain application uses private keys to confirm a user’s 

identity to complete a transaction. Dai et al. (2017) argued that unlike traditional 

public key management, which is centrally controlled, blockchain users are 

responsible for their private keys, and losing it will mean loss of digital assets. 

Additionally, the cryptographic key algorithm can have unknown vulnerabilities that 

could be used in the future to compromise the blockchain. For example, a 

vulnerability discovered in Elliptic Curve Digital Signature Algorithm (ECDSA) 

allows an attacker to recover a user’s private keys because the system does not 

generate enough randomness during the key producing process (Li et al., 2020). 

Smart contract (SC) are programs deployed in a decentralized blockchain and 

are executed when it receives a triggered instruction to automatically honor the 
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agreement like a traditional contract without a third party (Sayeed et al., 2020). When 

the SC is deployed in the blockchain, it cannot be changed or updated due to the 

immutability properties of blockchain. However, programs running in blockchain SC, 

like any other program, could have security vulnerability caused by program defects. 

Li et al. (2018) identified six vulnerabilities caused by the SC source code, three 

vulnerabilities caused by the EVM bytecode, and another three caused by the 

blockchain mechanism, all in the Ethereum blockchain. According to Destefanis et al. 

(2018), the Ethereum chain suffered a vulnerability labeled as Parity Wallet hack, 

which caused over $160 million to be frozen.  

Moubarak et al. (2018) suggested that mitigation of SC flaws should include 

an auditing mechanism to review and check SC functions to eliminate programming 

bugs before deployment and adding an induced validity date of the SC after which it 

will expire. Sayeed et al. (2020) proposed ten security analysis tools that could be 

used to audit and identify flaws in SC. These software tools include Slither, MythX, 

Mythril, Manticore, Smartcheck, Echidna, Oyente, Vandal, and Zeus. Each of these 

tools has unique properties in identifying the flaws in SC to enable the programmer to 

rectify them before deployment. 

Blockchain Security Strategy 

This DIT applied study is about security strategies for blockchain application, 

so I sought existing research on the topic to investigate if there are gaps that needed to 

be the focus on in this paper. However, a search on the various academic libraries and 

search engines produced very few research papers directly related to security 

strategies or security framework for blockchain application. This observation was 

reiterated by Shrivas et al. (2020), who reviewed several academic research on the 
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same topic and came to a similar conclusion. However, seven of the academic papers 

reviewed by the team showed some limited details of various security concerns 

scattered across different areas of the blockchain system without any comprehensive 

security framework or strategy.  

A paper by Wilczynski and Widlak (2019), on the other hand, suggested a 

simple strategy for blockchain security. In the paper, they articulated that security in a 

blockchain is mainly the protection of transaction and data related information against 

internal and external attacks. Because of that, Wilczynski and Widlak suggested the 

following four safety procedures as a security strategy against attacks on blockchain 

application. 

• Penetration defense: Using many data protection measures with the view that 

multiple layers are more effective than a single layer of protection. 

• Minimum privilege: A conscious effort is made to limit access to data as 

minimum as possible. 

• Manage vulnerabilities: A continues evaluating and checking of security 

vulnerabilities so as to patch them early enough before an attack, 

• Manage risks: Risks in the environment are identified and evaluated in other 

that appropriate control measures can be put in place. 

• Manage patches: Program developers critically analyze the application source 

code for faulty parts and bugs before deployment.  

Homoliak et al. (2019), on their part, attempted a more detailed strategy by 

developing security architecture for blockchain application. Homoliak et al. proposed 

a four-layer architecture, made up of network layer, consensus layer, replicated state 

machine layer (RSM), and application layer. The paper then used Threat-Risk 
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ISO/IEC 15408 template to capture the security aspect of the blockchain through 

layered architectures shown in Figure 12 and Figure 13. By using the layered security 

architecture, the authors identified the risks at each layer and its related mitigation 

methods to focus on.  

Figure 12 
 
Stacked Model of Reference Architecture 

 
Note. From “A Security Reference Architecture for Blockchains,” by I. Homoliak, S. 

Venugopalan, Q. Hum and P. Szalachowski, 2019, 

(https://doi.org/10.1109/Blockchain.2019.00060). Copyright 2019 by IEEE. Reused 

with permission (see Appendix B). 

https://doi.org/10.1109/Blockchain.2019.00060
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Figure 13 
 
Threat–Risk Assessment Model of Reference Architecture 

 
Note. From “A Security Reference Architecture for Blockchains,” by I. Homoliak, S. 

Venugopalan, Q. Hum and P. Szalachowski, 2019, 

(https://doi.org/10.1109/Blockchain.2019.00060). Copyright 2019 by IEEE. Reused 

with permission (see Appendix B).  

Homoliak et al. paper explains that at the network layer threats includes man-

in-the-middle (MITM) attacks, network partitioning, de-anonymization, and 

availability attacks. Countermeasures suggested against these threats comprise of 

protection of availability, naming, routing, anonymity, and data. At the consensus 

layer, malicious nodes may want to alter the outcome of the consensus protocol by not 

sticking to the rules. The mitigation against this attack includes economic incentives, 

strong consistency, and decentralization. Vulnerability on the RSM layer includes 

threats agents such as developers who intentionally or accidentally introduce sematic 

bugs in a smart contract. Protection against such includes safe languages, 

https://doi.org/10.1109/Blockchain.2019.00060
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static/dynamic verification, and audits. Finally, at the application level, threats are 

unknown since any user at that layer could be a threat. Threats at that level are mainly 

false data feeds, which can be mitigated by authentication or reputation systems.  

Shrivas et al., (2020) deepened the security architecture by categorizing the 

blockchain security into traditional and blockchain specific security concerns as 

indicated in Figure 14. Their approach differs from that of Homoliak et al. (2019), 

which had no separation between traditional and blockchain security issues. Shrivas et 

al. argued that traditional security framework alone cannot address blockchain 

security threats and therefore proposed a framework that takes into consideration both 

the traditional security and blockchain security threats. The team reasoned that the 

combination was necessary because the blockchain platform uses traditional 

computing resources. In the suggested framework, two additional categories labeled 

Interlinked threats and Unknown Risk-based threats, were added. The Interlink threats 

are a combination of blockchain known threats, whiles the Unknown Risk-based 

threats are blockchain security issues that are yet to be discovered but are capable of 

affecting any blockchain platform component. Shrivas et al. explained that the 

framework layers allow blockchain security issues at each layer as well as the 

underlining IT infrastructure to be identified so that mitigating strategies can be 

adopted to address the issues. For example, at the traditional security layer, existing 

accepted security frameworks such as ISO/IEC 27000 series or NIST cybersecurity 

framework could be used and at the unknown risk-based threats layer NIST’s risk 

management framework (RMF) along with cybersecurity framework (CSF) and 

ISO/IEC 27001:2013 can also be used (Shrivas et al., 2020). 
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Figure 14 
 
Proposed Hybrid Blockchain Security Framework 

 
Note. From “Hybrid Security Framework for Blockchain Platforms,” by M. K. 

Shrivas, T. Yeboah and S. S. Brunda, 2020, 

(https://doi.org/10.1109/ICPC2T48082.2020.9071477). Copyright 2020 IEEE. Reused 

with permission (see Appendix B). 

Transition and Summary 

In this section, Routine Activity Theory (RAT) was discussed as the 

conceptual framework underlying this research. Cohen and Felson originally 

developed RAT to explain the dynamics of criminal events, patterns in criminal 

victimization, and predictions of crime in a terrestrial environment. The RAT theory 

postulates that crime occurs when these three elements (motivated offender, valuable 

target, and absence of capable guardian) coincide in time and space. The theory 

concludes that managing crime involves controlling these three elements of the RAT. 

The equivalents of these RAT elements in cyberspace identified in the discussion 

https://doi.org/10.1109/ICPC2T48082.2020.9071477
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justified the applicability of RAT to cybercrime, which relates to the topic of this 

research paper. This section reviewed blockchain technologies, applications, and 

security issues against user digital assets and transactions in the blockchain 

cyberspace. Most importantly, the section reviewed existing security strategies that 

identified gaps that were focused on when answering the study’s research question. 

The remaining sections will address the data gathering and analysis methods used in 

answering the research question in an ethical and quality manner. 
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Section 2: The Project 

Purpose Statement 

The purpose of this qualitative, multiple case study was to explore strategies 

IT security managers use in deploying blockchain applications securely. The 

population consisted of IT security managers from blockchain application companies 

in Ghana, the United States, and Europe with experience in security and blockchain 

applications. The findings from this study may benefit information security practice 

by improving the understanding of the nature of blockchain and security 

implementation requirements. The implications for positive social change include the 

potential to protect users’ private digital assets and data in the block chain. 

Role of the Researcher 

I have been in the computer industry since 1996. I started as a data 

communication engineer and progressed as a network administrator, and I am 

currently the ICT deputy director of my company. My job role covers ICT security 

policy design and implementation. Over the years, I have gained experience in 

computer security matters and have implemented several IT security solutions for 

many organizations. However, I have not had the opportunity to work on blockchain 

systems and their protection. I became interested in blockchain first as a financial 

investor in bitcoins and subsequently bought a peer-to-peer bitcoin exchange website, 

which I intended to operate. 

The various breaches of cryptocurrency exchanges resulting in the loss of vast 

sums of cryptocurrencies (Bischoping, 2018) caught my attention. Therefore, I 

decided to research bitcoins and realized there was more to the technology than 

cryptocurrencies. My interest then grew from financial investment in cryptocurrency 
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to academic curiosity into the technology and security implications. These 

motivations played a significant role in selecting a qualitative research topic that 

relates to security strategies for blockchain applications. I did not have any working 

relationship with the participants in this study. Nevertheless, some are people I 

contacted through social media on LinkedIn or who I met at a seminar or through 

other contacts.  

As a qualitative research, the researcher’s potential bias can be high. Sanjari et 

al. (2014) articulated that in a qualitative study, the researcher is personally involved 

in various stages of the research, which puts the researcher in an awkward ethical 

position for bias. Mackieson et al. (2019), argued that all research methods in practice 

may have some biases due to explicit or implicit value assumptions, which may be 

evident in one or multiple parts of the study. For example, value assumptions can be 

found in the framing of the research question, the choice of a theoretical model, the 

selection of the subjects or sources of data, and the nature of questions asked during 

interviews. Due to such possibilities, Karagiozis (2018) suggested that the researcher 

should acknowledge potential biases by his role and critically analyze them to give 

credibility to the research. Given these potential biases, the study adopted these 

mitigation measures to reduce bias. 

As indicated by Johnson et al. (2020), data collection is a potential source of 

researcher bias. For this study, an interview was the main instrument for data 

collection, which was prone to researcher bias as Birt et al. (2016) articulated. 

Johnson et al. (2020) suggested that interviews should be recorded and transcribed 

verbatim before coding and analysis to reduce bias and improve trustworthiness. I 

acknowledged that my background in IT and my particular interest in the subject 
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matter could trigger confirmation bias. Therefore, I used member checking to avoid 

misinterpreting of the participants’ answers. Member checking is used to validate, 

verify, or assess the trustworthiness of qualitative results (Birt et al., 2016). I also used 

data triangulation to improve the validity of the study. Farquhar et al. (2020) 

recommended that triangulation in a case study offers validity through a convergence 

of findings, sources, or methods. Thus, I used multiple triangulation methods 

involving more than one data collections method. For this study, I collected data 

through interviews and review of company documents related to IT security. These 

company documents, such as IT security policies, were requested from participants 

before interviews.  

To ensure strictly ethical research, I prioritized the recommendations of the 

Belmont report: respect for persons, beneficience, and justice (Adashi et al., 2018). 

The recommendations were implemented by ensuring that each participant who 

agreed to participate did so freely with full consent and without coercion. In addition, 

participants were told they could withdraw from the interview at any point. The risks 

associated with the study were analyzed to ensure they far outweighed any risk to 

participants. The information on the analysis of the risks was communicated to the 

subjects to enable them to decide whether to participate. Justice is served by ensuring 

that the selection of interviewees is purely based on the ability to answer the research 

question and the burden of the interview process is shared equally by all participants 

(Kamp et al., 2019). 

Participants 

The study participants were IT security managers with at least 3 years of 

experience in security strategies used in blockchain application deployment. Because 
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the study is a multiple case study, I selected participants from different organizations 

in different geographical areas. I also ensured diversity in knowledge by interviewing 

IT security professionals in both academia and industry domains. Participants’ 

experiences were not restricted to blockchain-specific security, but also to general IT 

security. As Reybold et al. (2012) articulated that purposeful selection in qualitative 

research is necessary because it is the most significant difference between qualitative 

and quantitative methods. Reybold et al. explained that information-rich cases and in-

depth understanding could not be obtained through random sampling. Therefore, the 

purposeful selection strategy allows access to the right knowledge that fits the purpose 

of the study, the resources available, the constraints being faced, and the correct type 

of interview questions. Arsel (2017) suggested that a researcher should know their 

participants by purposely seeking specific individuals based on the topic of inquiry. 

Such a selection is vital and will inform the vocabulary and type of questions used in 

the interview (Arsel, 2017). Cleary et al. (2014) pointed out that participants’ 

selection should be based on specific purposes related to the research question, and 

therefore, a knowledgeable interviewee on the topic under study is critical. 

To establish contact with participants, I used my network established through 

social media such as LinkedIn and conferences attended on the subject matter. Many 

researchers have successfully used social media to recruit participants. Sikkens et al. 

(2017) used Facebook to recruit participants who are hard to find offline in research 

on youth and radicalization. In research on youth e-cigarette use, Keamy-Minor et al. 

(2019) used social media to recruit participants. Barratt et al. (2015) articulated the 

usefulness of internet-mediated participants and recommended it for sensitive topics.  
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I developed a working relationship by making initial contact through email or 

phone calls to as many potential participants as possible. Those interested were 

shortlisted and categorized by the qualities I had defined for my participants. I 

acknowledged the fact that I may face challenges in establishing this relationship. 

Recruiting research participants is challenged by the time constraint of the participant 

due to work overload and may put a higher priority on work than the interview (Daly 

et al., 2019). Khatamian Far (2018) also amplified the recruitment challenge and 

pointed out that failure in engaging participants can lead to severe threats to the 

validity and quality of the research. In mitigating these recruitment challenges, I took 

a cue from Mandava and Millum (2013) and sought to understand the factors that 

affect potential participants’ decisions to help design recruitment strategies that would 

encourage participants to join. Mandava and Millum suggested use of persuasion and 

offers as strategies grounded in respect of autonomy but avoid manipulation and 

coercion. 

Research Method and Design 

Research Method 

I adopted a qualitative research method for my study. In this section, I 

explained the choice and why I did not choose quantitative and mixed methods. From 

a philosophical point of view, a qualitative study is seen as interpretive research, 

which assumes there is no single or observable reality but multiple realities or 

interpretations of a single event (Nicholls, 2009). Also, interpretivism or 

constructivism means that researchers do not find knowledge but construct it or 

develop subjective meaning from experiences (Singh, 2015). Merriam and Tisdell 

(2016) explained that these relative meanings are not simply imprinted on individuals 
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but are socially constructed through interactions with others and through historical 

and cultural norms that exist in an individual’s life. However, in constructing these 

meanings, Petty et al. (2012) illuminated that qualitative researchers use inductive 

reasoning strategies instead of deductive strategies to build patterns, themes, and 

categories in the data, which lead to a detailed understanding of the phenomena of 

interest or a theory.  

Mather et al. (2018) articulated that qualitative method addresses how, what, 

and why questions, whereas quantitative concerns the how much questions. In my 

research, I sought to document security strategies used by IT security managers. 

Therefore, a qualitative study was the most appropriate. Moreover, qualitative 

research aims to develop concepts that will help understand a social phenomenon in a 

natural setting as against experimental, focusing on the meanings, experiences, and 

views of the participants (Pope & Mays, 1995). The keywords meanings, ideas, and 

expertise were my focus. However, these elements cannot be quantified and this ruled 

out quantitative methods for the study.  

Collecting data on the keywords (views, meanings, and experiences) is usually 

through qualitative data acquisition—mainly, interviews, focus groups, and 

observations (Bleiker et al., 2019). Bleiker et al. posited that research aiming to 

explore an individual perception in rich detail and depth should use interviews instead 

of a quantitative survey. According to Aarsand and Aarsand (2019), there are four 

main types of qualitative interview techniques: structured interviews, semistructured 

interviews, open interviews, and group interviews. Kallio et al. (2016) pointed out that 

a semistructured interview is a commonly used type because it has a researcher–

participant reciprocity advantage, which means the researcher can improvise follow-
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up questions based on participants’ responses to ensure clarity. The semistructured 

interview requires that the researcher know the subject matter because the interview 

questions are based on previous knowledge (Kallio et al., 2016). The qualitative 

philosophical views and the properties of semistructured interviews relate to my 

study, in which I sought to develop knowledge in security strategies on blockchain 

application deployment through inductive analysis of data collected through 

semistructured interviews with IT security managers.  

I considered quantitative research methods but realized the method would not 

be appropriate for the study from both philosophical and theoretical perspectives. 

Quantitative research is based on a positivist philosophy that has an ontological view 

that reality is one and is socially ordered, which can be observed and measured (Petty 

et al., 2012). The epistemological quantitative method only accepts what can be 

directly observed by the senses, and objective knowledge is possible through 

observation (Petty et al., 2012). Park and Park (2016) posited that the quantitative 

method uses deductive reasoning to test hypotheses using numerical data and 

measurable variables. The data I gathered from the participants were not numerical, 

not measurable, and could not be observed directly. Additionally, the study was not 

deducing information from data to test for a hypothesis. Therefore, the use of the 

quantitative method would have been counterproductive for the research.  

I also analyzed the possibility of using a mixed method for the study. Sahin 

and Öztürk (2019) explained that mixed methods use a pragmatic approach in 

combining both qualitative and quantitative methods to better respond to research 

questions under investigation. According to Headley and Plano Clark (2020), mixed 

methods can produce sophisticated and robust results that cannot be derived from 
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either quantitative or qualitative results alone. Mixed methods also allow the 

researcher to generate new knowledge and insights in responding to their research 

question (Plano Clark, 2019). Plano Clark illustrated three types of mixed methods 

approaches: convergent mixed methods, explanatory sequential mixed methods 

design, and exploratory sequential mixed methods. In all three, a researcher must have 

adequate knowledge of both quantitative and qualitative research methodology. As a 

novice researcher, I did not have the skills in both methods and could only use one 

method that could answer my research question adequately. In addition, mixed 

methods are time consuming (Popescul & Jitaru, 2017) and because the study was a 

time-constrained project, using mixed methods would have been inappropriate. 

Research Design 

I selected multiple case studies as the appropriate qualitative method approach 

for the study. My study’s objective was to understand specific strategies used by 

experienced IT security managers in protecting real-life blockchain applications, for 

which a case study approach was appropriate. A case study is a qualitative approach 

used to explore a real-life contemporary bounded system or systems over time 

through an in-depth analysis of data collected by the investigator acting as the 

instrument (Alpi & Evans, 2019). To understand a complicated situation, one either 

experiences it or learns from the experiences of others (Lucas et al., 2018); therefore, 

using a case study, one can use participants’ perspectives to understand more about a 

specific case. A case study provides answers and exploration for a phenomenon, and 

what is learned can be put into practice (Alpi & Evans, 2019). 

A case study provides an in-depth understanding of a situation and its 

meanings (Campbell, 2015). The case study also highlights the context rather than a 
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specific variable and is focused on discovery rather than confirmation. Results from a 

case study can directly influence policy, practice, and future research (Campbell, 

2015).  

 Case study research has flexibility not available in other approaches, such as 

grounded theory and phenomenology (Ebneyamini & Moghadam, 2018). 

Additionally, a case study is designed to fit the case and research question, evidenced 

by the vast diversity of study designs in published case studies. Ebneyamini and 

Moghadam (2018) suggested that a case study can play a prominent role in studying 

the dynamics of technology implementation: “The essence of a case study, the central 

tendency among all types of the case study, is that it tries to illuminate decision or set 

of decisions, why they were taken, how they were implemented, and with what 

results” (Fbneyamini & Moghadam, 2018, p. 2). Therefore, using a case study 

furnished me with participants’ actions and inactions taken to protect a blockchain 

application deployment successfully.  

I considered phenomenology and ethnography qualitative research approaches, 

but none was appropriate for my research question. Both phenomenology and 

ethnography study are about lived experience of a phenomenon. However, 

ethnography focuses on group or community experience; whiles phenomenology 

centers on individualistic experience. I did not want to study the lived experience of a 

group or individuals but rather document strategies to implement a case. According to 

Ploeg (1999), the objective of the phenomenological approach is to describe the lived 

experience of the participant accurately and not to develop theory or models of the 

phenomena. The focus of phenomenology is on the lived experience and not on the 

individual having the experience (Kruth, 2015). Mohajan (2018) explained that in a 
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phenomenology study, the researcher attempts to understand how participants make 

sense of their lived experiences in a phenomenon. Alase (2017) posited that data 

collection in the phenomenology approach is mostly by interviews. Participants are 

mostly two or more subjects who have lived similar experiences. Even though the 

collection methods are similar to a case study, the focus is on lived experience and not 

on decisions taken on a case. 

In ethnography research, the aim is to study the lived experiences of a group 

or community in their natural settings about a phenomenon (Kian & Beach, 2019). 

According to Koskull (2020), researchers usually immerse themselves among the 

group of participants in the context of a phenomenon. To generate knowledge from 

within and understand meanings put on the phenomenon by those studied. The mode 

of data capturing in ethnography study is mostly observation, field notes, and 

narrative interviews. Sorce (2019) articulated that the advantage of the observation 

method is that it illustrates people’s actions and behaviors, telling them more than 

their spoken words. The participants’ behavior or actions was not the focus of my 

research, and I was not interested in a group lived experience. Therefore, ethnography 

study would have been detrimental to my research purpose. 

To ensure confidence in the research I employed data saturation strategy. 

Guest et al. (2020) posited that researchers should reach data saturation in a 

qualitative study to answer the research question adequately. A failure to reach data 

saturation will jeopardize the quality of the research and content validity (Fusch & 

Ness, 2015). Guest et al. explained that saturation is reached by gathering data until a 

point of diminishing returns is reached where no new knowledge is added to the data 

set. To reach saturation, I used Tibben (2015) strategy, that is adding cases to the 
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study until a new case fails to offer substantial new insights. In addition, I took a cue 

from Huang et al. (2020), who used the method of concurrently conducting interviews 

and analysis continuously until no new themes emerged to confirm saturation. Finally, 

Fusch and Ness (2015) suggested that there is a direct link between data triangulation 

and data saturation. Therefore, data triangulation is a method to get to data saturation. 

I used interviews, documents, and fields’ notes as data sources for data triangulation 

to test for data saturation. 

Population and Sampling 

My research was a multi-case study, so I used four cases. My selection of four 

cases was based on a recommendation by Omona (2013). Omona recommended that a 

sample size between three to five cases is right enough for a case study’s data 

saturation. My participants were IT Security managers with experience in blockchain 

application deployment. Therefore, the population were four IT security managers; 

each one was purposely selected and represented one case study. As explained by 

Farrugia (2019), in purpose sampling the researcher deliberately selects participants 

based on a criterion the researcher set to ensure the data collection for information 

needed in answering the research question is optimized. With a small sample of four 

IT security managers, I employed a census method of data collection to take 

advantage of its benefit in the data collection process. The census sampling method is 

a non-probabilistic purposeful method that makes use of all the participants in a 

universe for data collection (Jacobson et al., 2015). Khosravan et al. (2014) suggested 

that when the sample size is small, the use of census is more beneficial, but it 

becomes expensive when the population is large. One of the key advantages of the 

census method is accuracy because every knowledgeable and expert in the subject 
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matter identified is used in the study to collect data before conclusions are drawn 

(Pogrund et al., 2015). 

In collecting the research data, Fusch and Ness (2015) postulated that failure 

to reach saturation will put the research quality and content validity into jeopardy. 

Fusch and Ness explained that data saturation is reached when there is enough data to 

replicate the study, and no new information is coming out of additional interviews and 

data coding. Fusch and Ness (2015) suggested that interview questions should be the 

same for all participants to enhance data saturation. Therefore, my study, a multiple 

case study, ensured that the participants in the cases selected were asked the same 

interview questions using the interview guide in Appendix A.  

Ethical Research 

Gelling (2020) articulated that ignoring ethics may cause various types of 

harm, including physical, social, psychological, and economic harm to participants. 

For these reasons, participants should consent to participate in a study. Metselaar 

(2019) posited that it should be an informed consent, which means the participant is 

aware of the purpose, benefits, and potential risks to participants or organization 

before agreeing to partake. Metselaar explained that three crucial conditions, namely, 

full disclosure, capacity, and voluntariness, must exist for acceptable informed 

consent. Full disclosure meaning getting all the information to make an independent 

decision. Capacity, which is having the ability to understand the information to form a 

reasonable judgment, taking into consideration the outcome of the decision. 

Voluntariness, which means the right to make a decision freely without any influence 

or pressure (Barsdorf & Wassenaar, 2005).  
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Based on the conditions illustrated, my participants were given full disclosure, 

and ensured they voluntarily decided to participate in the study. I also adhered to the 

Belmont report, which preaches respect for persons, benevolence, and justice. Also, I 

debriefed participants on their freedom to opt out of the study by informing me or a 

Walden University contact through email or telephone of their desire to do so at any 

point in time if they become uncomfortable during the study. Schaefer and 

Wertheimer (2010) articulated that the right to withdraw from a research is a universal 

accepted policy by all modern institutions conducting research involving human 

participants and it is to protect participants from any harm during a trial. Participant’s 

consent was captured on the consent form and was signed before the interview 

process.  

Among what were discussed before the consent form was signed is the fact 

that the interview had no financial benefits. Zutlevics (2016) suggested that financial 

incentives undermine autonomous decision making and compromise the scientific 

integrity of the research. Participants were, however, encouraged to join the study 

voluntarily and informed that their inputs may help improve the protection of 

blockchain application and add to the IT body of knowledge by partaking in the study. 

In addition, the consent form made it clear that participants were only required to 

share their knowledge on the research topic, which was free from any risks to them. 

Participants were assured of the privacy and confidentiality of any sensitive 

information that were collected, including their names. According to Surmiak (2018), 

assuring confidentiality may serve as a guarantee for the participant’s statements’ 

authenticity. As suggested by Surmiak, anonymization was used to hide the identities 

of the participants. The anonymization was done by representing participant’s names 
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with codes such as participant A, participants B etc. The code key was kept in a 

password protected excel sheet which was encrypted by MacAfee data encryption 

program during storage. Also, all data collected were encrypted and stored in google 

drive and an offline drive for protection against theft and damage but will be 

destroyed after five years as posited by Schmidlin et al. (2015). Finally, to assure 

participants of the university’s involvement and supervision, the Walden IRB 

approval number has been indicated in the final doctoral manuscript. 

Data Collection 

Instruments 

I used the interview collection method to seek the information needed to 

answer the research question. Kallio et al. (2016) articulated that the interview method 

is the most common data collecting method in qualitative data collection. According 

to Moser and Korstjens (2018), qualitative interview involves the researcher asking 

the participants questions either via face-to-face, telephone, or online. In a qualitative 

research interview, the researcher aims to understand what the participants say to 

gather their experiences, perceptions, thoughts, and feelings (Moser & Korstjens, 

2018). Broom (2005) indicated that an in-depth interview is about giving and 

receiving even though the researcher is not a councilor he/she should be prepared to 

be supportive. I used semistructured interview questions to solicit for the data needed. 

According to Megan et al. (2015), it is suitable for exploring the perception and 

opinions of participants regarding complex issues and probing further to enrich the 

data. One of the main advantages of semistructure is that the researcher can improvise 

follow-up questions based on the participant’s responses to deepen the understanding 

(Kallio et al., 2016). Moser and Korstjens (2018), in their guide, suggested that to get 
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more details from an interview question, there should be a follow-up question. Apart 

from using interviews, the organization’s policies and documents were my secondary 

source of data that also formed the bases for data triangulation. According to Bowen 

(2009), print or electronic documents can be analyzed as part of qualitative data 

collection to combine with other sources as a means of triangulation to seek 

convergence and collaboration. Bowen explained that document analysis is a 

systematic procedure to review or evaluate documents on a research topic.  

In the interview method of data collection, the researcher becomes the main 

instrument, and therefore potential self-bias may exist. As the primary data collection 

instrument, I was mindful of my biases and ensured that I was as objective as 

possible. Barrett (2018) warned that in qualitative interviews, researchers should be 

mindful of their biases in order to preserve the study’s integrity. Clark and Vealé 

(2018) indicated that qualitative researchers must understand that their biases may 

influence the outcome of the study. Using a semistructured interview, I was guided by 

an interview protocol or guide located in Appendix A. It was designed specifically to 

mine information that answers my research question. Yeong et al. (2018), postulated 

that interview protocol should contain the predetermined questions that participants 

will be asked. Moser and Korstjens (2018) suggested that sequence of these questions 

should be predetermined in the interview guide or protocol. Moser and Korstjens 

further explained that interview guide helps to collect the same information from all 

the participants, which is an effective way of collaborating and confirming data. 

However, on their part, Kallio et al. (2016) advised that even though interview guide 

gives a focused structure to the process, it should not be followed strictly. Rather, it 

should be used as a means of exploring the research area by collecting similar 
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information from each participant. Interviews were to be face-to-face wherever 

possible, but I used telephone and online methods due to the COVID-19 pandemic. 

As articulated by Namey et al. (2020), qualitative data collection is no longer 

synonymous with face-to-face but a variety of online platforms for individuals and 

group interview exist. I recorded and transcribed the interview for thematic analysis to 

make sense of participants’ answers. 

FitzPatrick (2019) suggested that validation should be ongoing throughout the 

study process to improve the validity of qualitative research. FitzPatrick pointed out 

some validation approaches, which I adopted for my research. The approaches 

included purposeful sampling, keeping the audio recording and transcript for 

reference, data triangulation, member checking, debriefing sessions with participants 

and other researchers. In addition, a suggestion by Leung (2015) to enhance research 

validation that I used included a well-documented audit trail of material and processes 

and respondent verification. 

Data Collection Technique 

My research question was: What strategies do IT security managers use in 

deploying blockchain applications securely? I sought to answer the research question 

by using cases of experienced IT security managers who have deployed or have 

experience in the subject matter. I intended to understand the strategies the security 

managers have used to protect the blockchain applications by interviewing them and 

analyzing organizational documents relating to IT security. I used a semistructured 

interview strategy suggested by Kallio et al. (2016) to operationalize the interview. 

The main advantage of this semistructured interview data collection is the reciprocity 

between the interviewer and interviewee, enabling the interviewer to improvise 
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follow-up questions based on answers from the participants (Kallio et al., 2016). 

Opdenakker (2006) indicated that face-to-face interviews also have the advantage of 

giving the interviewer social cues such as body language, voice, intonation, and other 

nonverbal information. According to O’Keeffe et al. (2016), a significant advantage 

of semistructured interviews is that, opportunity for new information to emerge from 

the interview with experts is high because the interviewer spends more quality time 

with the participants. On the other hand, face-to-face semistructured interviews come 

with cost as a disadvantage, especially if the interviewer will have to travel to the 

location of the interview (Kallio et al., 2016). 

The first phase of my data collection strategy was identifying the prerequisite 

for using a semistructured interview. This phase enabled me to confirm the 

appropriateness of the use of a semistructured data collection method for my research 

question. As Moser and Korstjens (2018) articulated, a semistructured is suitable for 

eliciting the participant’s experiences, perceptions, thoughts, and feelings. My study 

sought to understand security strategies used by IT security managers with 

experiences in protecting blockchain. Therefore, semistructured questions were able 

to unearth such knowledge from my participants. The second phase of my data 

collection strategy was to update my knowledge on the subject matter through 

literature and seminar papers. This second phase of the data collecting strategy was 

necessary to create a predetermined framework and a conceptual basis for the 

interview, as explained by (Kallio et al., 2016). The third phase of the data collection 

strategy was developing a semistructured interview guide, which contained a list of 

predetermined interview questions. A listing of the interview question is in Appendix 

A. The interview guide steers the conversation towards the research question during 
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the interview (Cridland et al., 2015). The semistructured interview guide had two 

levels of open-ended questions, the central theme and follow-up questions. The main 

theme focused on the main content of the research subject whiles the follow-up 

questions were used to clarify answers from participants and direct the interview 

towards the study subject (Baumbusch, 2010). The fourth phase of the data collecting 

strategy was testing of the interview guide to ensure the questions have no ambiguity. 

As Chenail (2011) articulated, testing the interview guide makes it possible to make 

informed changes, adjust to the interview questions, and improve the quality of the 

data collections. 

The final stage of the data collecting strategy was the interview itself. Before 

starting the interview, the participants were briefed about the interview and the details 

of the consent document. After ensuring that they understood the consent document 

and what was required of them for the interview, I sought their signatures to be 

appended to the consent form. The opened-ended questions were then asked for the 

participant to answer. When necessary, I used probing questions to get clarification on 

the response. As articulated by Arsel (2017), probing questions illuminate an answer 

for clarity. I scheduled another meeting with participants to have a member checking 

and shared a summary of their answers to the open-ended question to validate their 

responses. According to Birt et al. (2016), member checking is used to validate, 

verify, or assess the fidelity of qualitative results. During this meeting, all other 

unclear issues were discussed with participants. Any new information that popped up 

during this section was discussed in another member checking session until no new 

information came up. 
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Data Organization Techniques 

Alase (2017) articulated that managing data in qualitative research is vital to 

the study’s success. Alase explained that the data must be analyzed to give meaning to 

the research but must be kept securely during the study period and disposed of after a 

while. Therefore, the researcher must provide adequate security for the protection of 

the data collected. Data that I generated from the study interviews were encrypted 

with the MacAfee Complete Data Protection software product. The files were stored 

in Google drive cloud place for additional data protection against damage or theft. For 

hard copies of data, I locked them in a safe during the study and will return them to 

participants on completion of the research. After 5 years, all the transcribed data will 

be destroyed as demanded by Walden University URR. Additionally, Alase (2017) 

suggested that the video and audio recording should also be destroyed after 

transcribed to protect the participants. 

The recorded interview and other data forms, such as field notes, organization 

documents, and any data collected, were upload into MAXQDA 2020 software. The 

MAXQDA 2020 software organized all my research data in one central location and 

allowed efficient coding, labeling, categorization, and development of themes in the 

same software environment (Galan-Diaz, 2017). In addition, MAXQDA software 

provided a logbook, which I used as a research diary for recording the study process. 

For instance, Elaldi and Yerliyurt (2017) used MAXQDA successfully in organizing 

and analyzing their data. 

I uploaded my interview audio files and any other related data, such as field 

notes, with the software in my initial step. The software had transcription capabilities, 

which I used to produce verbatim text from the audio. I began data exploration as the 
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data was collected and loaded in MAXQDA. The software provided a memo function 

that enabled adding notes and comments as I went along. The software also provided 

a coding and categorization function, that I used. As I continue to code and categorize 

using the software, the themes gradually emerged. Using the inbuilt logbook, I 

documented all processes and steps taken throughout the study. 

Data Analysis Technique 

As stated in the purpose statement, the objective of the research was to know 

and understand the strategies IT security managers use in protecting blockchain 

applications. Meanings and understandings are qualitative and can be obtained using a 

semistructured interview and other sources of qualitative data such as an 

organization’s policy documents, as illustrated by Kallio et al. (2016). I used the 

MAXQDA software to gather all the collected data and stored them at one location 

for ease of access for analysis. Lester et al. (2020) suggested that data gathered by a 

researcher be structured and stored at a single location for better data management. 

Lester et al. explained that storing the data in a structured manner with names of 

sources and other metadata enables the development of the corpus data for analysis. 

The recorded interview audio was transcribed verbatim to ensure all the spoken words 

were captured. According to Halcomb and Davidson (2006), verbatim transcription 

produces a replica of what the interviewee said and guarantees accuracy in the 

interview data set. Organization documents such as policies were captured and stored. 

These documents included both electronic and paper documents. However, paper 

documents were scanned and converted into electronic format. These documents were 

examined, and those that had the potential to answer the research questions were 

analyzed. As explained by Bowen (2009), document analysis, like any other 
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qualitative data source, requires that data be examined and interpreted to solicit 

meaning and understanding of the phenomenon in question. 

To ensure the truthfulness of the analysis and rigor in the research, I used 

method and data triangulation in the study. As Carter et al. (2014) puts it; 

triangulation enables the use of multiple data to gain a comprehensive understanding 

of a phenomenon and to ensure the validity of the research through the convergence 

of the different data sources. Carter et al. explained that, in method triangulation, the 

researcher uses different data collections methods from the same phenomenon. In my 

study, I used a semistructured interview and documents to collect the data. Data 

triangulation uses different individuals or groups to collect the data to gain different 

perspectives and validation of data (Carter et al., 2014). Bowen (2009) sees data 

triangulation to provide convergence of proof that produces credibility and reduces 

biases. As my study is a multiple case study, which involved interviews of different 

individuals in various cases, the use of data triangulation was appropriate. According 

to Stavros and Westberg (2009), multiple case studies put confidence and robustness 

in a study. 

In analyzing the data set, I used a five-step procedure proposed by Akinyode 

(2018). The steps included data logging, anecdotes, vignettes, data coding, and 

thematic network. Data logging involves simultaneously documenting the raw data 

collected from all the sources and identifying all issues by iteratively confirming with 

original data. Anecdotes of the collection were then made to comprehend the data that 

helped develop the themes. Lester et al. (2020) explained this step as the stage when 

the researcher starts becoming familiar with the data and helps build an initial 

understanding so that gaps in the data set can be identified and worked on. The next 
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step in the Akinyode proposed process was developing the vignette of the 

investigation or meanings of the interview to produce a more profound sense of 

understanding about the phenomenon to make it convincing to readers. According to 

Lester et al., this step allows memos to be written to indicate initial reflection about 

the data and any emerging interpretation. The fourth step was to code the data 

collected by putting tags to related themes from different sources. As explained by 

Akinyode, coding helps separate data into categories or themes, so the data from 

different sources can be harmonized and reduced to a manageable size. According to 

Williams and Moser (2019), coding is the key to organizing data in qualitative 

research. Lester et al. explained that coding is an essential element of thematic 

analysis and involves assigning a short, descriptive, or phrase representing meanings 

to data related to the researcher’s analytic interest. In coding my data, I made use of 

the MAXQDA qualitative software. Willians and Moser suggested that qualitative 

software reduces coding errors and makes the process more efficient.  

The final step was using thematic analysis to make sense of the data collected, 

as articulated by Lester et al. (2020); thematic analysis is more convenient and 

appropriate for novice researchers like myself. Kuruppuge and Gregar (2020) 

successfully used a similar thematic analysis in multiple case study research. 

According to Moser and Korstjens (2018), the analysis should begin as soon as the 

first interview is done to refine the subsequent interview questions. The thematic 

analysis aims at identifying patterns in a qualitative dataset (Lester et al., 2020). 

Akinyode (2018) explained that the thematic analysis objective is to explore a 

subject’s understanding or make sense of an idea. The nature of the main themes that 

emerged was defined using knowledge gained from the literature. Peel (2020) 
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suggested that themes should be conceptualized from the categories of codes to create 

meanings that can be defined based on literature and interpreted beyond the categories 

of data for larger meaning by linking the raw data to research literature. In discussing 

my major themes, I considered inputs from current studies related to my research 

topic since the development of my proposal. 

Reliability and Validity 

Reliability and validity in research are essential to ensure that the research 

outcome’s application produces a quality knowledge base or utilitarian function in the 

subject area of concern. Aguinaldo (2004) explained that a qualitative study’s ability 

to deliver emancipatory goals or promote social action is determined by its validity. 

Aldhouse and Kitchen (2018), on the other hand, posited that poor quality in the 

qualitative study may contribute to unreliable data, which will lead to inaccurate 

conclusions and a false understanding of issues such as disease burden. Golafshani 

(2003) articulated that, unlike quantitative research, where the validity and reliability 

of a study depend on the instrument’s design, qualitative research validity and 

reliability depend on the researcher because the researcher acts as the instrument in 

qualitative research. Golafshanni further explained that validity and reliability are not 

separated; therefore, words such as credibility, transferability, and trustworthiness 

represent quality. In support, Noble and Smith (2015) suggested that due to the 

qualitative research philosophical view, an alternative measure of rigor must be used 

and proposed truth-value, consistency, neutrality, and applicability as a criterion to 

determine rigor in a qualitative study. Other criteria proposed by Moser and Korstjens 

(2018) are credibility, transferability, dependability, and confirmability. Moser and 

Korstjens argued that criteria used for quality in quantitative research could not be 
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used for qualitative research because the two methods have different epistemological 

and ontological views. 

For example, Leung (2015) explained that reliability, as used in a quantitative 

study, cannot be applied to qualitative study, but consistency should preferably be 

used. Regarding validity in qualitative studies, Leung posited that it should be 

determined by the appropriateness of the tools, processes, and data used in the study. 

According to Leung, this means that the research question should be valid for the 

desired outcome, the kind of methodology to be used should be a fit for the research 

question, the study design is valid for the methodology, the sampling and data 

analysis is proper, and finally, the results and conclusion drawn are valid for the 

sample and context. 

In ensuring credibility for my study, I adopted strategies proposed by 

FitzPatrick (2019) and another by Noble and Smith (2015). These strategies 

incorporate most of the definitions by Leung (2015) and Golafshani (2003). 

According to FitzPatrick, validation procedures should be part of the ongoing study 

process rather than after so that threats to validity can be reconciled during the study 

period. The credibility transferability, dependability, and confirmability strategies I 

used are as follows. 

Reliability 

FitzPatrick (2019) indicated that a thick description of the participants, events, 

and themes with detailed reports and facts brings credibility to the reader. Besides, 

Moser and Korstjens (2018) explained that thick description makes the study 

transferable. Noble and Smith (2015) explained that thick and rich extracts assist 

readers in determining the study’s truth-value. According to Cypress (2017), a 
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detailed description of the entire process that makes room for inter-subjectivity 

indicates a good quality in a qualitative study and makes the research reliable. 

FitzPatrick (2019) explained that having both the audio and transcript strengthens the 

descriptive validity. The recording will indicate gestures such as the tone of the voice 

that cannot be presented in the transcript. Besides, listening to the interview audio and 

reading the transcript will strengthen a researcher’s conclusion. 

In some cases, readers can be given excerpts of the interview audio to give 

them confidence in the study’s inferences and conclusions. Cypress (2017) asserted 

that because the researcher is the main instrument in a qualitative study, he should 

have adequate training in a qualitative study to ensure a reliable study. As a novice 

researcher, I acquired the requisite knowledge in my doctoral study through 

professional and experienced mentors that guided me to produce a reliable study. 

Validity 

Cypress (2017) explained that validity in qualitative research is related to 

meticulous recording and constant data verification during the study. Cypress cautions 

that one of the dangers to validity is researcher bias since the researcher is the study 

instrument in qualitative research. Explicitly acknowledging my roles in the research, 

my biases, feelings, and assumptions, and how they will influence the study’s 

analysis, results, and conclusions will strengthen the validity of the inferences drawn. 

Shufutinsky (2020) articulated that use-of-self (Awareness, mindfulness, and self-

knowledge) by the researcher and consciously controlling biases is critical to the 

study’s validity and credibility.  

Engaging participants for an extended period provides more complete data 

because it enables trust and rapport between the participants and the researcher. 
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FitzPatrick (2019) suggested that such a validation approach is constructivist as it is 

not predetermined. Therefore, it allows the participants’ voices to play a substantial 

role in interpreting the data. According to Moser and Korstjens (2018), a lasting 

presence with participants in an interview helps build trust and enriches the collected 

data. The use of purposeful sampling ensures validity because the selected 

participants are knowledgeable in the research subject area to give quality information 

that will aid in answering the research question. As explained by Söylemez (2018), 

purposeful sampling enhances the validity of the research. Both Green et al. (2015) 

and Suri (2011) agree that purposeful sampling leads to data saturation, improving the 

research quality. 

Credibility 

To increase credibility and reduce study biases, researchers use a triangulation 

technique whereby researchers try to use multiple and different sources of data to 

reach convergence (FitzPatrick, 2019). FitzPatrick suggests combining multiple 

methods such as case study and document analysis provides richer data and increases 

authenticity. According to Noble and Smith (2015), triangulation produces a 

comprehensive set of findings. Moser and Korstjens (2018) proclaimed that 

triangulation is a reliable strategy to ensure the credibility of the research. Fusch and 

Ness (2015) argued that there is a direct link between data saturation and 

triangulation. Fusch and Ness explained that data triangulation is a method to ensure 

data saturation. 

FitzPatrick (2019) articulated that member checking is a sure way to eliminate 

misinterpretation of the meaning of what participants illustrated. The member 

checking involves giving participants the data and your interpretation to confirm or 
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correct what they meant. According to FitzPatrick, this is a critical check for 

validation because qualitative research reveals that reality is socially constructed and 

represents what the participants perceived. As explained by Moser and Korstjens 

(2018), one benefit of member checking is its ability to strengthen the data and make 

the study more credible. 

Collecting varied and detailed data will ensure a complete understanding of 

participants. These data include what participants say, do, write, or produce. In my 

case, I used interviews, documents, and field notes. According to FitzPatrick (2019), 

sufficient data generate a full picture of the phenomenon. Also, ensuring rich data 

gives detailed insight into cases or phenomena under study (Barrett & Twycross, 

2018). Having debriefing sessions with a trusted peer reduces research biases and 

improves the study (FitzPatrick, 2019). In addition, researchers share the study reports 

with the participants after the research to explain the results to reinforce the 

researcher’s understanding and interpretation. According to Noble and Smith (2015), 

such sessions reduce biases and improves the truth-value. 

Transferability 

Moser and Korstjens (2018) explained that a thick description makes the study 

transferable. On the other hand, Noble and Smith (2015) explained that thick and rich 

extracts assist readers in determining the study’s truth-value. Noble and Smith further 

explained that rich detail of context enhances transferability. Cypress (2017) also 

articulated that transferability is enhanced by using purposeful sampling and a thick 

description of the process. In addition, Cypress suggested that transcription of the 

interview should be done verbatim for future reference, and the rich documentation of 
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the analysis process should be ensured. To ensure transferability, I meticulously 

adopted the suggestions made by these writers above.  

Confirmability/Dependability 

Noble and Smith (2015) explained that a transparent and precise description of 

the research process from the initial outline through the development of the method 

and finally reporting of findings makes the study confirmable. In addition, keeping a 

research diary and documenting issues and challenges encountered during the process 

and how they were resolved improved the cohesion between the study’s aim, design, 

and methods (Noble & Smith, 2015). Also, emerging themes should be discussed with 

experts in an open process to challenge assumptions and reach a consensus. To 

enhance dependability and confirmability, I kept track of and documented my 

research processes from beginning to end, which empowered me to give detailed and 

transparent reports at the end of the study. Moser and Korstjens (2018) suggested that 

having an excellent transparent report of the research steps taken throughout the 

project makes the study credible and dependable. Also, keeping an audit trail is one of 

the critical strategies for establishing the confirmability of qualitative findings 

(Cutcliffe & McKenna, 2004). Carcary (2009) illustrated that confirmability of a 

study could be built into a study to improve trustworthiness by developing an audit 

trail of the research to demonstrate that the research was carried out with substantial 

care. 

Transition and Summary 

In section two, I discussed the methodology used in my research. I chose the 

qualitative method, and case study approach, which I am confident, answered my 

research question. The chosen methodology and approach were suitable for collecting 
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data from experienced IT security managers to understand the strategies used in 

securely deploying blockchain applications. I also explained the strategies I used to 

ensure trustworthiness in the study by detailing my actions to ensure credibility, 

transferability, dependability, confirmability, and reflexivity. In Section 3, I will use 

the data collected to detail the result of the study and my conclusions. 
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Section 3: Application to Professional Practice and Implications for Change 

Introduction 

The purpose of this qualitative, multiple case study was to explore the 

strategies IT security managers use to securely deploy blockchain applications. I 

collected data for this research by conducting semistructured interviews with four IT 

security managers from blockchain-related companies and reviewing company 

documents. Three themes emerged from the data analysis: (a) cryptographic key 

management, (b) comprehensive software auditing, and (c) strong traditional IT 

security controls. In this section, I discussed the findings, applicability to professional 

practice, the implications for social change, the recommendations for action, 

recommendations for future research, and a conclusion. 

Overview of Study 

I undertook this study to understand how some organizations protect 

blockchain applications. Blockchain applications have experienced many recent 

attacks despite their security (Saad et al., 2020). The information I gathered indicated 

that even though blockchain has inherent integrity, it is challenged by other common 

lapses in traditional IT security control. In fact, Extance (2015) made a similar 

observation and stated that blockchain is not secure out of the box. One of the biggest 

challenges that emerged is the limited knowledge and experience in blockchain 

technology, which has resulted in insecure investment and implementations. 

Blockchain technology has no common framework and regulations to govern its 

implementation or operations to assure security. By ensuring good cryptographic key 

management, a firm primary IT security control, a comprehensive software auditing 



86 

 

system, a more profound understanding of blockchain, and a blockchain security 

framework will make blockchain applications more secure. 

Presentation of the Findings 

My overarching question for this study was: What strategies do IT security 

managers use in protecting blockchain applications? My target population was IT 

security managers in blockchain-related companies in Ghana, the United States, and 

Europe. I employed purposeful sampling to identify and interview four security 

managers in blockchain-related companies who have experience in blockchain 

systems and IT security. Data were collected using semistructured interviews and a 

review of company documents to ensure triangulation. Member checking was done 

with participants to validate interpretations of their input. I confirmed data saturation 

by collecting data until no new themes emerged. The conceptual framework for the 

study was RAT. In analyzing the data collected, I used a five-step procedure: (a) data 

logging, (b) anecdotes, (c) vignettes, (d) data coding, and (e) thematic network 

(Akinyode, 2018). 

Voluntary participants gave consent to participate in the study by stating their 

desire in response to my consent email. Pseudonyms were used to protect 

participants’ names (PT1–PT4) and their company names (CP1–CP4) for 

confidentiality. Each participant was interviewed for about 45 minutes using Zoom 

online meeting software. Follow-up questions were asked via phone calls or emails 

where necessary. Company documents were acquired through their authorized 

company representative by signing a partnership letter of cooperation. To ensure data 

saturation and that findings were dependable, credible, confirmable, and trustworthy, I 

used method and data triangulation (FitzPatrick, 2019). The audio interviews were 
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transcribed using MAXQDA. All other documents and transcripts were then uploaded 

into the MAXQDA document system to analyze and develop themes (Elaldi & 

Yerliyurt, 2017). The themes developed aligned with the RAT conceptual framework 

and literature review discussed in Section 1. 

According to RAT, crime occurs when three elements come together in time 

and space: (a) absence of a capable guardian, (b) attractive target, and (c) a motivated 

offender (Mohammad & Nooraini, 2021). Leukfeldt and Yar (2016) explained that 

even though RAT was developed for terrestrial crime, these three elements have their 

equivalent in the cyber world. Leukfeldt and Yar indicated that, when it comes to 

motivated offenders, countless cybercriminals are attracted to targets in the cyber 

world such as information and digital money. Leukfeldt and Yar also reiterated that 

capable guardians could be equated to IT security controls in the cyber world. 

Theme 1: Cryptographic Key Management  

Cryptographic key management implementation was one of the themes that 

surfaced from the data collected from the interviews. All participants indicated that 

having a sound key management system was useful in protecting blockchain 

applications. Thirty-four elements of cryptographic key management were mentioned 

by the participants during interviews, and in a review of 12 company documents, 36 

references were found for cryptographic key management.  

Table 3 
 
Cryptographic Key Management and Supporting Metrics 

Participants References 
frequency 

Documents  Reference 
frequency 

4 34 12 36 
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Cryptography key management is a collective technique and procedure in 

handling keys throughout a system’s life cycle (Kbean & Sadkhan, 2020). Kbean and 

Sadkhan explained that the objective is to maintain an acceptable level of security 

throughout the life cycle of a cryptographic system. Key management is essential in 

cryptography because it is the basis for securing cryptographic techniques and 

providing confidentiality, entity authentication, data origin authentication, data 

integrity, and digital signatures (Ali & Alaa, 2018). PT1 indicated that it all comes to 

key management when protecting blockchain applications: 

The last thing we do to keep this secure is key management. If you feel that 

someone has compromised your keys, you have to be able to rotate them in a 

twinkle of an eye, rotate all the keys, and make yourself secure, and this all 

comes down to key management.  

PT2, PT3, and PT4 agreed with this assertion and made similar statements. PT2 

stated, “It’s not about the technology or the chain and the fancy peer-to-peer network. 

It all comes down to cryptography keys, so a solid key management system is 

needed.” PT3 stated that key management is the core of their protection on their 

Blockchain applications: “To ensure a secure key environment, we have put in place 

National Institute of Standards and Technology (NIST) key management framework.” 

This statement corroborated information captured in CP3’s key management policy, 

which states, 

The purpose of this policy is to provide the top-level framework of governance 

and direction to ensure a secure cryptography management, i.e., the provision 

or issue, storage, use and recovery or revocation and decommissioning, of 

cryptographic products and key material (Keymat) for the Department. 
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All four companies the participants represented have policies in place that 

govern cryptographic keys. Going through the policies, I discovered those policies 

corroborated the verbal statements made in the interviews. PT4 stated, “Encryption 

key management is a crucial part of the company’s application protection strategy, 

inadequate encryption key management can result in the loss of valuable digital assets 

and can lead to severe penalties and legal liability.” 

Pal et al. (2021) detailed that efficient and secure key management is a 

challenge for any cryptographic system. If an intruder can steal the keys by any 

mechanism, like brute force, side-channel attack, physical access of the system, weak 

encryption, or replay attack, the intruder has access to everything from the targeted 

system. For example, in the case of blockchain, the security of the asymmetric 

encryption technology used depends on the management of the private keys (Cai et 

al., 2018). As PT2 stated, “The biggest thing there is, it always goes back to the 

private key, exposing it. You don’t want to expose a private key, and that’s the 

biggest threat.” More importantly, some blockchain, such as bitcoin blockchain 

private keys, grant access to private data and cryptocurrency, which is of great value 

(Zaghloul et al., 2020).  

Therefore, the cryptographic keys of blockchain are attractive to would-be 

offenders, as predicted by RAT (Cohen & Felson, 1979). RAT posits that motivated 

offenders will take advantage of opportunities when they encounter suitable targets 

that lack capable guardianship. Lee and Choi (2021) explained that cybercrimes rely 

on computer networks to connect motivated cybercriminals with potential targets in 

the absence of capable guardianship in the cyber world. According to Xu (2016), user 

anonymity, cyberspace low entry barriers, spatial and temporal separation between 
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users exacerbate cyberspace crime. In cyberspace, personal information such as 

cryptographic keys naturally carry valuable assets into cyberspace, which attract 

computer criminals (Lee & Choi, 2021). PT2 and PT3 agreed with the assertion that 

blockchain attracts cyber attacks because of its value. PT3 stated, 

blockchain is mostly used for critical data and assets. Another reason why 

blockchain is a viable target to threat actors is the fact that 95% of its 

applications is important data such as money, private information, etc. The 

sheer value of these assets motivates hackers to attack blockchain systems as 

they see a large value being reaped if hacking is successful. 

Therefore, if cryptographic keys are not well managed, the system becomes easy prey 

for motivated offenders. Several blockchain companies have lost millions of dollars 

because of inefficient management of cryptographic keys (Zamani et al., 2020). 

Three types of management came up during the interview: offline (cold 

wallet), hardware security module (HSM), and multisignature private key 

management systems for enhanced security. Offline management systems, as 

described by PT2, are systems that stores the private key of a blockchain off the 

Internet. PT2 stated, 

The biggest advice is typically is to have a cold storage wallet, typical 

machines or cold storage systems that are off the internet is not exposed to the 

internet. That is the safest way you can protect your crypto assets. 

In an attempt to explain offline key storage, PT1 stated, “It is a randomly generated 

key, it has never seen a computer, never been anywhere near the blockchain so 

typically harder for people to you know, and attack that.” 
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PT1’s statements aligned with Pal et al. (2021), who explained that offline key 

storage avoids the possibility of online hacking and stealing of keys through malicious 

software and physical access of the device that stores the keys. Pal et al. further 

indicated that private keys are stored in offline portable media like USB or in the form 

of a paper wallet in offline storage.  

However, Conti et al. (2018) caution that offline wallets’ usability is low even 

though they are more secure than other options. Therefore, a balance should occur 

between usability and security when selecting offline key management options. PT1 

said that most digital assets are stored offline, and a few that are regularly used are 

stored online:  

One thing you can do here to separate what is a cold asset from a hot asset—a 

hot asset is a bitcoin you use every day for a transaction, so if I have one 

million, I split it into two. I put 500,000 Euros into a cold storage, which 

means it’s in a bitcoin wallet that has never seen a computer. 

PT2 made the same suggestion. In his case, the use of private blockchain is used as 

offline media: 

If I were to run Coinbase, I would have offline storage site that has a majority 

of that money sitting there, probably have a private blockchain so that you 

have more control on it before it gets to the public blockchain so that some can 

move it around. 

Offline storage strategies satisfy the tenets of RAT. According to the theory, if all 

three RAT elements meet in time and space, the potential is high for crime to occur. If 

motivated offenders, suitable targets, and the absence of a capable guardian coincide 

in time and space, crime may occur; manipulating any of the three elements could 
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control crime (Schaefer & Mazerolle, 2017). Therefore, by using the offline key 

management system, the distance between the target and the offender is being 

separated to make the meeting of the three elements more difficult. 

Even though offline storage gives a higher level of security, Boireau (2018) 

explained that they remain vulnerable to various hacks, including fault injections. A 

fault injection attack happens when malware is intentionally introduced in the security 

hardware (offline wallet) during production to prevent either a legitimate operation of 

the hardware or corruption of the data to leak the stored private key (Boireau, 2018). 

PT1 mentioned the use of HSM key as one of the best ways of managing private keys: 

The next thing is how will you store your keys. For this, we use HSM. These 

are like hardware devices, and they are specialized for storing keys, creating 

keys even for our signatures. This is really really preferable to trying to do it 

on your own on some server. 

Boireau (2018) articulated that HSM is the best option for key management because 

HSM has long been used by banks and has stood the test of time. Boireau explained 

that HSM is built with a high level of security in mind and is cryptoprocessor-based, 

which securely generates, protects, stores keys, and typically guarantees a level of 

regulatory assurance that meets compliance requirements by either the Federal 

Information Processing Standard (FIPS) certification or common criteria international 

standards. 

The last key management system mentioned in the interviews was a 

multisignature system. PT1 and PT 2 explained that a multisignature key management 

system requires two or more authorizations before a transaction can occur, which 

improves the security of the blockchain. For example, PT2 stated,  
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You could have a big bitcoin wallet, say your treasury bond, and this is big 

wallet, big bank—you only have to give one or two people the private key, 

and you need all the two or three people to authorize this before money can be 

taken out. 

This was corroborated by a statement from PT1: 

The other thing is you can use things like multisig, so you require two 

signatures to make a transaction, which means that, you kind of spread your 

risk there and acts like a dual control. This is what they call it. Someone has to 

have one key, and another person has to have one key before they can have the 

money. 

Singh and Singh (2016) and di Angelo and Salzer (2020) explained that 

multisignature wallets ensure two or more signatures before a transaction can occur. 

The authors highlighted that such arrangements are generally referred to as M-of-N, 

meaning the transaction is associated with N private keys but requires at least M keys 

before it can be implemented, ensuring security and corporate governance.  

Table 4 
 
Software Auditing and Supporting Metrics 

Major Theme Participants 
Count 

References 
Frequency 

Documents 
(ITPolicy, 

Cybersecurity 
Policy, Standards 

Manual, 
Operational 
Manuals) 

References 
Frequency 

Software 
Auditing 4 20 16 32 
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Theme 2: Software Auditing 

Another theme that emerged from the interviews is Software Auditing. The 

participants made Twenty (20) references on software auditing, and which was 

collaborated by Thirty-Two (32) references in the company documents as indicated in 

Table 4. According to He et al. (2020), vulnerabilities in smart contracts or blockchain 

applications can lead to severe financial loss and legal problems. He et al. explained 

that code audit could detect any security vulnerability before publishing the 

application or smart contract. Participants PT1, PT2, and PT3 expressed a solid need 

to audit blockchain applications before deploying them because most of the recent 

hacks on blockchain were due to faulty software codes. For instance, PT1 cautioned 

that once Smart Contract is deployed, it becomes immutable, and so is any security 

vulnerability and bugs embedded in it. He cited a software vulnerability in the 

Ethereum blockchain smart contract which caused Decentralized Autonomous 

Organization (DAO) to lose millions of dollars.  

This DAO hack is also confirmed by Xu (2016), who articulated that even 

though it is challenging to hack the blockchain records, the programming codes and 

systems that implement the technology can be vulnerable. Xu mentioned that MtGox 

and DAO were hacked off over $750 million due to poorly implemented codes. PT2 

also pointed out that software that generates the crypto keys or wallets could also be 

vulnerable and, therefore, must be critically audited for bugs and intentionally 

inserted malware designed to steal the keys, as captured in his statement below. 

So if you lockdown your master key, you sure to take the adapted principles 

but you also have to be careful now, because the private key has money on it 

right now, so you have to be extra careful about the code, get third party to 
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audit the code or get someone in house to audit the code, you have to be 

careful because developers write code straight lines all day, they may write it 

with standards or meet some requirement, but you need a third party to audit 

the code to determine if its vulnerable or if something weird was being done 

with the private key. 

PT3, on his part, articulated that all software is prone to vulnerability, so regular 

penetration testing and other security assessment should be done to determine the 

security posture of the application and the network. As captured in his statement 

below, PT3 suggested that regular audit would help discover new threats so that 

solutions can be designed to address the problem. 

Furthermore, regular security audit help reduce vulnerabilities. All software is 

prone to vulnerabilities and as such it is advisable to have regular penetration 

testing and other security operations to assess the security posture of the 

application and network. This helps discover new vulnerabilities in the 

dependencies or the underlying language or system to be patched with the 

latest update.  

Ghosh et al. (2020), numerated several attacks on the Ethereum blockchain due to 

vulnerability in the smart contract code. A more detailed analysis of code 

vulnerability in blockchain applications has been published by Ahmed and Pathan 

(2020). In the article, Ahmed and Pathan posited that software and web application 

vulnerabilities are a genuine concern in smart contracts. The authors pointed out that 

to date, the blockchain research community has identified 34,200 vulnerabilities in 

smart contracts, among which hackers can exploit a set of 3000 to steal $6 million 

worth of cryptocurrency. Therefore, any organization that plans to deploy blockchain 
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applications should ensure the design of a secure smart contract, ways of identifying 

vulnerabilities, and how to mitigate zero-day vulnerabilities. 

The literature revealed several ways to audit blockchain application codes. He 

et al. (2020) classified them into two groups that are the manual auditing and 

automated auditing. He et al. explained that manual auditing heavily relies on 

experienced security engineers who will study the code and quickly identify 

vulnerabilities and possibly patch them before launch. On the other hand, automated 

auditing uses software tools to increase the efficiency and speed of the auditing 

process. The downside of automated auditing is its inability to address logical 

loopholes (Perez & Livshits, 2019). He et al. identified and detailed three smart 

contract automated tools currently used, namely Oyente, Mythril, and Porosity. Other 

tools presented by Perez and Livshits (2019) include ZEUS, Maian, SmartCheck, 

ContactFuzzer, Securify, Vandal, MadMax, Sereum, Vormal verification, and teEther.  

Blockchain applications mostly hold valuable assets, and for example, smart 

contracts hold cryptocurrency and tokens. According to Zou et al. (2019), smart 

contract applications control and manage sensitive digital assets. Therefore, according 

to RAT, such applications are considered valuable targets, and without a capable 

guardian, they could be victims of crime. As postulated by Wang et al. (2015), IS 

application’s value increases its risks of being accessed by unauthorized people. 

According to RAT, a target’s suitability depends on its value, inertial, visibility, and 

availability (Lee et al., 2018). Felson and Clarke (1998) defined inertial as how easy it 

will be for offenders to remove or overcome the target. Lee et al. further explained 

that inertia is negatively related to a suitable target. Meaning if the inertia is high 

chances of the item becoming a target is low. Concerning applications, the strength of 
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application controls can make it difficult for an attacker to either steal the 

application’s data/functionality or achieve a malicious purpose within an application 

(Wang et al., 2015). Therefore, auditing a blockchain application to remove bugs and 

malicious codes can be seen as hardening and increasing the inertia to make it a 

difficult target, as theorized by RAT. As Yar (2005) pointed out, files and technical 

specifications can be seen as a form of inertial that can control the level of suitability 

a target can offer. 

Table 5 
 
Major Theme Traditional Security Control With Supporting Metrics 

Major Theme Participants 
Count 

References 
Frequency 

Documents 
(ITPolicy, 

Cybersecurity 
Policy, Standards 

Manual, 
Operational 

Manuals) 

References 
Frequency 

Traditional 
Security Control 4 59 16 48 

 

Theme 3: Traditional Security Controls 

Traditional security controls are one of the themes that interviewees discussed. 

As indicated in Table 6, the theme was the most referenced by participants. In their 

view, traditional security control is critical in the protection of blockchain 

applications. They articulated that security managers assume blockchain is secure, and 

so IT controls are lax at the basic level. For example, PT1 in the interview stated: “I 

think the final thing I will leave with this is, bitcoin although very secure is not secure 

out of the box right, you still have to do your due diligent as a security manager.” 
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As explained by Radhakrishnan et al. (2019) in the literature, users of the 

blockchain assume it is secure and tend to have excess confidence about its security; 

therefore, attackers try to focus on the traditional ways of attacks such as phishing, 

dictionary attacks, and vulnerable signatures. The interviewees iterated that traditional 

security controls such as antimalware deployment, physical protection of systems, and 

cybersecurity awareness programs are all needed to protect blockchain applications. 

For example, PT3 said, 

Installation of antimalware software help prevents hacking. As mentioned 

earlier, a threat to blockchain applications is the compromise of the 

components of the blockchain network. A way to mitigate this is to install up 

to date antimalware software that may recognize signature of payloads sent by 

threat actors to take over the system.  

PT2 said, 

People are scammers, you have to watch out for scammers who will try to 

phish out your private keys, they will try to get you to a scheme like that, 

using phishing emails, there are other ways too.  

According to Baker and Wallace (2007), traditional security controls have advanced 

to a stage where a holistic approach is needed. Baker and Wallace articulated that 

having a structured way of managing security controls standards such as the National 

Institute of Standards and Technology (NIST) are critical for information security 

control. The NIST standard classifies Information Security controls into three main 

categories. The categories are Technical Controls, Operational Controls, and 

Management Controls. Baker and Wallace further explained the categories as follows; 
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• Technical controls; traditionally include products and processes (such as 

firewalls, antivirus software, intrusion detection, and encryption techniques) 

that focus mainly on protecting an organization’s ICTs and the information 

flowing across and stored in them. 

• Operational controls; include enforcement mechanisms and methods of 

correcting operational deficiencies that various threats could exploit; physical 

access controls, backup capabilities, and protection from environmental 

hazards are examples of operational controls. 

• Management controls; involve using policies, employee training, business 

continuity planning, target information security’s nontechnical areas. 

Even though these standards were designed for non-blockchain systems, it 

plays a significant role in protecting blockchain applications because they are 

intertwined with traditional systems. Shrivas et al. (2020) proposed a hybrid security 

framework for blockchain systems that involved traditional security control standards 

and blockchain-specific standards. The hybrid framework has an outer layer managed 

with traditional security controls and an inner layer governed by blockchain-specific 

security standards. According to Shrivas et al., traditional information security control 

standards such as NIST, International Electro-technical Commission (IEC), and the 

International Organization for Standardization (ISO) can be considered. The latter 

group of standards is jointly known as ISO/IEC 2700 series. Homoliak et al. (2019), 

on the other hand, illustrated a layered blockchain security reference model, which 

uses a template based on ISO/IEC 15408 standard to identify risk and mitigation at 

various level. Homoliak et al. indicated that at the application layer, where most of the 
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attacks have occurred in recent times, mitigation methods include traditional security 

controls.  

PT1 also revealed the use of equivalent European standards such as IT-

Grundschutz Compendium and BSI-101 by his company for traditional security 

controls in their blockchain systems. In fact, PT1 was very emphatic on the use of 

these standards and made the profound statement below. 

The documents and standards I provided form a crucial part of the general 

information security principles. My claim is that these core principles of 

security transcend new technologies such as blockchain. In fact, with the 

proper suggested principles in these standards such as Dual Control, Role 

Based Access Control, Proper risk Management, etc., many of the blockchain-

specific risks can be effectively mitigated. 

As at this time of writing this paper, limited literature exists for internationally 

accepted security standards for blockchain. However, PT2 recommended a standard 

that can be considered for blockchain protection. He made this statement. 

Following the Information Security standards is beneficial; however, 

organizations and startups looking to secure their blockchain and wallet 

private keys should primarily look at the following standard that is more 

relevant or “tuned” for blockchain protection - Cryptocurrency Security 

Standard (CCSS) 

PT2 indicated that CCSS is broken into ten sections focused on private keys 

protection. The ten sections covered by CCSS are Key/Seed Generation, Wallet 

Creation, Key Storage, Key Usage, Key Compromise Policy, Keyholder 



101 

 

Grant/Revoke Policies & Procedures, Third-Party Security Audits/Pentests, Data 

Sanitization Policy, Proof of Reserve, and Audit Logs” 

Some crypto companies have started implementing this standard in addition to 

their traditional security standards. A news media article by PR Newswire (PR 

Newswire, 2019) confirmed that Crypto.com, a cryptocurrency platform, has 

officially achieved Level 3 compliance with the Cryptocurrency Security Standard 

(CCSS); the highest and strictest level achievable. The paper explained that CCSS is 

designed to complement existing information security standards such as ISO 

27001:2013 by introducing additional security best practices for cryptocurrencies. A 

statement attributed to the Chief Information Security Officer of Crypto.com in the 

publication reads, “A key component of any cybersecurity strategy is the ability and 

willingness to adapt existing security controls to incorporate new technologies and 

processes.” 

The statement made above is in tune with what my interviewees have 

articulated. My conceptual theory very much supports traditional security controls. 

Capable guardians in RAT in seen as technical controls, management controls, and 

operational controls in cyberspace. For example, Hsieh and Wang (2018) articulated 

that cyber guardianship has a broad spectrum, which can be from informal guardians 

such as in-house network administrators, ethical private and public computer users to 

formal guardians like antivirus software, firewalls, antivirus, IT staff, severity 

monitors and supervisors. According to Hsieh and Wang, these are necessary to deter 

motivated offenders and control and prevent convergence of targets and motivated 

offenders. Leukfeldt and Yar (2016) explained that guardianship comes in other 

forms, namely technical and personal. . Leukfeldt and Yar cited installing antivirus as 
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a technical capable guardian. Leukfeldt and Yar also argued that persons with 

adequate technical knowledge and aware of the risks they face online can be 

considered personal capable guardians. 

Application to Professional Practice 

The research collated the knowledge of IT security managers with a combined 

practical experience of over 20 years on blockchain applications security. The 

practical experience captured may guide practicing IT security managers in 

implementing or maintaining blockchain applications that could reduce the risk of 

security breaches. In general, the study will add to the body of knowledge of 

blockchain application security. Specifically, the research findings may increase the 

understanding of blockchain application security requirements and may also act as a 

guide to securely deploy Blockchain applications. Also, the study may be used as a 

security reference framework in administering blockchain application systems. The 

themes that emerged from the study could be used as focused areas that security 

managers can consider in implementing blockchain application systems to reduce 

security breaches. For example, if security managers focused on traditional security 

control, which is the third theme, most blockchain risks could be eliminated. For 

instance, Zhang et al. (2019) argued that although by design, blockchain has the three 

basic security properties, consistency, tamper-resistance, and resistance to DDoS 

attacks, additional traditional security control is critical for successful protection 

against threats. Another observation by Erfani and Ahmadi (2019) is that although 

blockchain protocols may be secure, their security does not extend to all parts and 

services that deal with the blockchain applications. Erfani and Ahmadi proposed 

additional security layers that incorporate non-blockchain specific structures such as 
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traditional security control. In fact, according to Chia et al. (2018), common 

operational security-related incidents accounted for 66% of current blockchain 

security breaches.  

The first theme, which is cryptographic key management as a focus area for IT 

security managers, cannot be over-emphasized. According to Boireau (2018), in 

blockchain applications, the digital assets and their protection are combined into one 

token. No one can have access to digital assets unless they have private keys. Boireau 

further explained that protection for cryptographic keys remains at the top of security 

concerns raised by companies and individuals in blockchain applications. A survey by 

Greenwich Associates indicated that 58% of participants agreed that HSMs are an 

essential part of addressing blockchain security concerns (Boireau, 2018). The survey 

result supports the cryptographic key management focus area discussed in the 

findings of the study.  

The second theme, which is software auditing, a focus in the area is critical to 

ensure both intentional and accidental errors are eliminated before a blockchain 

application is published or used. As illustrated by He et al. (2020), software 

vulnerability has caused hackers to steal several millions of dollars from blockchain 

applications such as smart contracts. He et al. suggested that audit is the surest way to 

detect any security vulnerability before publishing a Smart contract. Once a Smart 

Contract is published, it is impossible to correct bugs due to the immutability property 

of the blockchain system. In a paper, “Blockchain Is not as Unbreakable as You 

Think,” Madnick (2020) articulated that adding information or using existing 

information in a blockchain requires software codes. Like any other software, the 

code is prone to flaws. IT security managers should therefore use the same level of 
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care that professional developers have established for conventional systems (Madnick, 

2020). In that regard, he suggested that an independent software firm should review 

and verify blockchain application software before it is put to use. 

Implications for Social Change 

Organizations and individuals can use the study’s findings to drive a positive 

change in society by ensuring that their client’s information and assets in blockchain 

application are protected. The positive change that can be derived in the findings is 

three fold, which are: (a) improving the confidence in the blockchain technology, (b) 

reducing data breaches in blockchain, and (c) reducing cryptocurrencies theft in 

blockchain. 

Blockchain technology  have the ability to support an endless number of 

innovative use in finance, trading, healthcare, governance, and other critical, valuable 

applications that will positively help society. However, recent high-profile breaches of 

blockchain systems represent a security weakness in the technology that must be 

addressed before the technology can reach its full potential (Boireau, 2018). Using the 

study’s findings will help address these security concerns, which will then propel the 

blockchain technology acceptance by the mainstream users.  

For example, using a secure blockchain application for the health industry will 

help ensure the security of the EHR systems, which will significantly benefit patients, 

doctors, and health institutions. According to Shi et al. (2020), exiting EHR systems is 

prone to a single point of failure. However, with a secure blockchain-based EHR, the 

risk of a single point of failure will be eliminated due to the distributed nature of 

blockchain. Aside from the single point of failure, Sharma and Balamurugan (2020) 

pointed out that current EHR systems have become more vulnerable to attacks by 
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unauthorized users due to advancements in technology. Sharma and Balamurugan 

proposed that a blockchain-based EHR will efficiently store the records and secure 

them over the network due to the inherent properties of blockchain.  

The findings can also be used to reduce data breaches. Data breaches have a 

severe negative impact on society. According to Klaus and Elzweig (2020), the 

average cost of data breaches to organizations is about $3.6 Million. In addition to the 

direct cost, there may be indirect costs such as loss of customer trust and heavy toll on 

the support team who work long hours addressing the data breach. Also, customers 

whose data has been leaked become anxious about the impact of their leaked data on 

their lives. Therefore, addressing data breaches may positively impact organizations, 

individuals, and society. 

Application of the findings could also be used to prevent or reduce 

cryptocurrency theft. In recent times, there has been massive theft of digital assets, 

specifically cryptocurrencies. Theft of cryptocurrencies have severe replications for 

society. For example, companies could go bankrupt, causing many employees, 

dependents, and individuals to lose their livelihood. Bischoping (2018) argued that 

cryptocurrencies theft has a crippling effect on individuals, institutions, and the 

economy. According to Zaytoun (2019), cryptocurrencies theft in the last four years is 

well over $3.5 billion and has the potential for colossal economic loss. Besides, 

cryptocurrencies theft undermines the universal principle of any organized society. 

Therefore, a reduction in cryptocurrencies theft incidents will have a positive impact 

on society as a whole.  
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Recommendations for Action 

My participants posited that, even though blockchain systems have some 

inherent security features, organizations and individuals should be mindful that 

blockchain systems are prone to the same security risks as traditional systems. 

Besides, blockchain systems have blockchain-specific security threats. Therefore, 

Information system professionals who are deploying Blockchain applications should 

combine traditional security controls and Blockchain-specific security controls in the 

following ways. 

• Security frameworks have structures containing processes and technologies 

that organizations can use to protect their networks and computer systems 

from security threats at the primary level. The study suggests that 

organizations should put traditional IT security controls in place by following 

established standards such as NIST and ISO/IEC 2700 series, or any 

equivalent standard that is suitable for the institution in question. IT security 

managers should also apply blockchain-specific security frameworks such as 

the IBM blockchain framework or CCSS. However, at the time of writing this 

paper, there were no national or global standards for the blockchain security 

framework, but the IBM and CCSS framework can be used as a starting point. 

• Cryptographic features used in blockchain technology give it inherent security 

properties such as data integrity. An essential component of the security 

feature is the cryptographic keys used in signing and as a claim of ownership 

to a digital asset. Once one loses the key, especially the private key, either 

through theft or accident, all assets will be lost and inaccessible, sometimes for 

good. Because blockchain transactions are traceable but not reversible, IT 
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security managers should use key management system to reduce unauthorized 

access to digital assets. The study’s findings suggested a key management 

system that makes use of HSM. Applying standards such as The Federal 

Information Processing Standards (FIPS) and CCSS will significantly improve 

cryptographic key protection. 

• Server, Infrastructure, and software vulnerabilities account for about 90% of 

recent attacks on blockchain systems (Zamani et al., 2020). The findings 

suggested that IT security managers and software developers should establish 

a comprehensive software auditing system to test and ensure all software 

related to the blockchain is safe from vulnerabilities and malware before 

deployment. Existing standards such as Consortium for IT Software Quality 

(CISQ) could be used to support secure software development. Blockchain-

specific applications such as smart contracts could benefit from HashEx smart 

contract audit framework and ConsenSys best practices guide to audit smart 

contract applications. Automated software auditing tools such as Oyente, 

Mythril, and Porosity can also make the auditing efficient.  

• Blockchain is a novel technology, and not many experts exist; it is still an 

evolving technology. Therefore, if developers, users, and implementers are not 

knowledgeable on the subject matter, grave mistakes could be made. 

Therefore, I will recommend training all stakeholders in a blockchain-related 

project to ensure both the technical team and administrators understand the 

technology, risks, and mitigation methods.  

I aim to communicate the findings of the study through academic publications, 

personal blogs, and websites. I will also give seminars in colleges in my home country 
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Ghana and beyond when the opportunity arises. Finally, I will share the findings with 

the partnering organizations for this research. 

Recommendations for Further Study 

Blockchain technology is relatively new and still evolving; not much 

information exists on the technology. From the study, I identified a lack of standards 

and awareness training for the blockchain technology that should be further 

researched. Because there are no universally accepted standards, organizations try to 

use existing standards that are not meant for blockchain technology and may lead to 

inefficiencies and vulnerabilities in deployed blockchain systems. A standard or 

framework that is blockchain specific and accepted by the blockchain community will 

significantly help the body of knowledge. As indicated, the technology is new to 

users, implementers, and developers, and without in-depth training, mistakes are 

bound to happen. Further research into training and awareness programs that will 

provide requisite standardized knowledge for various stakeholders in the Blockchain 

eco system will reduce risks associated with errors made by individuals and 

organizations. Also, one of my limitations is the limited number of organizations that 

were used for the research. I believe the number of organizations using blockchain 

technology will increase with time and therefore a further research with increased 

number of partnering organizations will ensure a more trustworthy outcome.  

Reflections 

The research journey has been an exciting one, especially amid a pandemic. 

Initially, I underestimated the recruitment phase of the study, and it turned out to be 

very challenging. Getting organizations to participate was very challenging. What 

made it worse is that the blockchain industry is at its infant stage, and not many 
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companies are into it. The initial plan was to meet some of the participants physically. 

However, due to the pandemic, the interview had to be done online in both 

asynchronous and synchronous modes. Therefore, one could not capture the 

nonverbal communications, which are essential to complement the verbal data 

collection. Nevertheless, I took steps to ensure credible data was collected by asking 

the same question from different angles and ensuring verbatim transcription. To 

control the personal biases, I remained open-minded to assimilate any new idea that 

might crop up. For example, I discovered that blockchain-specific vulnerability 

accounted for far less of the total attacks on blockchain than I expected. Even though 

the online mode of interviewing was largely successful, there were some pertinent 

issues like not getting immediate responses and delays in confirming meanings, 

especially with the asynchronous meetings. These issues prolonged the data collection 

phase. 

Summary and Conclusions 

Blockchain technology is a game-changer in many industries, but security 

concerns must be addressed before the technology can reach its full potential. 

Organization leaders must be aware that even though blockchain systems have some 

fundamental security properties, it is not enough to make blockchain secure out of the 

box. Blockchain systems have the same antecedents as other entities that attract 

cybercriminals, as theorized by the routine activity theory. That is to say, the 

blockchain systems have value and therefore can attract motivated criminals if no 

capable guardian exists to prevent the attack. IT security managers’ strategies in 

deploying secure Blockchain applications include traditional security controls, 

cryptographic key management systems, and a comprehensive software auditing 
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system. These measures act as capable guardians to prevent attacks on blockchain 

systems. To implement these controls, organization leaders must adopt relevant 

traditional IT security frameworks and standards in addition to an acceptable 

blockchain-related security framework. A secured blockchain application system 

gives assurance to organizations and users who have less worry knowing that their 

digital properties are safe in the blockchain. 
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Appendix A: Interview Guide 

My Research Topic 

Security strategies for deploying Blockchain applications. 

Research Questions 

What security strategies do IT managers use in deploying Blockchain applications? 

Assurance to the Interviewee 

1. Thank you for agreeing to this interview, your participation is very import for 

the study about Blockchain security. It will help organizations to secure their 

Blockchain applications. 

2. I will like to say that your participation is purely voluntary, if you will want to 

stop along the way or do not want to answer a question, please let me know.  

3. This is for academic purpose and may be used for conferences or publications 

but your identity and institution will be confidential by replacing them with 

pseudonym.  

4. I will be recording this interview for reference’s sake. 

5. After the interview, I will share my transcript and recording with you so that 

you can confirm or clarify any of the information that you gave. 

6. The interview will take 60 to 120 minutes. 

7. Should there be a need for a follow-up interview, I will discuss with you for a 

convenient time. This second interview will not take more than 30 minutes. 

8. Ready to go? 

Initial Probe Questions 

What is your professional and academic background? 

What is your experience as far as Blockchain technology is concern? 
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What is your experience in IT security ? 

Targeted Concept Questions 

1. Describe the security threats that you encounter on Blockchain applications. 

2. Describe the nature of these attacks. 

3. Why do you think Blockchain applications are under attack? 

4. In your opinion, are Blockchain security threats different from traditional IT 

threats? 

5. Explain the strategies that you used successfully against these threats. 

6. Explain other strategies if any you tried but did not work. 

7. How did you implement these strategies? 

8. Explain the challenges if any in the implementation. 

Targeted Follow-up Questions 

1. Why these threats? 

2. To be decided during interview (I head you mention x, tell me more about 

that) 

3. To be decided during interview (I head you mention x, tell me more about 
that) 
 

4. Explain the differences if there is. If there is no difference, explain why they 

are the same. 

5. Why did this strategies work?  

6. Explain why the strategies did not work. 

7. Depends on answer to question seven (I head you mention z, tell me more 

about that). 

8. How did you deal with the challenges in the implementation of the strategies?  
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Targeted Wrap-up Question 

Do you have any additional information you think might help the study that you do 

not mind sharing? 

 
  



149 

 

Appendix B: Permissions to Reuse Figures and Tables 
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