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Abstract 

The adoption of the Internet of Things (IoT) technology across society presents new and 

unique challenges for security experts in maintaining uninterrupted services across the 

technology spectrum. A botnet implemented over 490,000 IoT connected devices to 

cripple the Internet services for major companies in one recent IoT attack. Grounded in 

Roger’s diffusion of innovations theory, the purpose of this qualitative exploratory 

multiple-case study was to explore implementation strategies used by some local campus 

IT managers in educational institutions in the United States to secure the IoT 

environment. The participants were 10 IT local campus IT managers within educational 

institutions across the Southeast portion of the United States who have implemented 

strategies to secure IoT devices. The data were collected by interviewing 10 IT managers 

and collecting documentation available to the public from 4 institutions. Four themes 

emerged after analysis using data triangulation: restricting IoT access to the network, 

network isolation to secure IoT devices from the network, adoption by leadership to 

secure IoT inside the network, and strong shared partnership with peer organizations 

through observation. The research will benefit IT professionals and organizations through 

enhanced security and the community providing a more enhanced learning experience for 

all involved locally through IoT adoption. A secure IoT environment may contribute to 

positive social change by increasing IoT adoption to better serve societal needs. 
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Section 1: Foundation of the Study  

Background of the Problem 

The importance of Internet of Things (IoT) connected devices becomes more 

apparent as the quality of life for many people improves with the application of IoT 

devices. This fast-paced technology provides many benefits, such as allowing the aging 

population to remain independent longer through sensors that are IoT connected (Cahill 

et al., 2019). The projected growth of IoT connected devices highlights the need to ensure 

the devices remain secure. Some predictions indicate that IoT connected devices will 

possibly exceed 19 billion by 2019 (Castillo & Thierer, 2015).  

The trend towards the adoption of IoT devices within manufacturing, healthcare, 

education, and home environments is applying a focus on IoT security. There is a need 

across domains for a standardized set of security practices that secure IoT connected 

devices (Tryfonas & Li, 2016). Securing the IoT requires that policies be implemented 

within a framework that encompasses all the domains such as manufacturing healthcare 

and education, and the home environment. The need for security is due to the method of 

design and manufacture and the configuration process of IoT connected devices, and the 

absence of an incentive for companies to design security into the product (Chatfield & 

Reddick, 2019). The incentive to secure IoT connected devices is missing if 

manufacturers do not design security into the device; there is no accountability. The 

absence of security is evident in many current attacks against IoT (Davar, 2017). The 

Mirai botnet crippled the Internet in 2016 for a short period. For the adoption of IoT 
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devices to be accepted, security issues need to be addressed, and standards need to be 

adopted.  

Problem Statement 

The National Security Agency (NSA) identified IoT devices as a critical point of 

vulnerability within a network of interconnected devices (Richards et al., 2016). A 

demonstration of the effect of having compromised IoT devices online occurred in 2016, 

in which over 493,000 IoT devices were part of a botnet that impacted the entire East 

Coast (Chacko & Hayajneh, 2018). The general information technology (IT) problem is a 

lack of security policies and practices in IoT device design, potentially affecting Internet 

devices' global security. The specific IT problem is that some local campus IT managers 

in educational institutions across the Southeast portion of the United States lack security 

implementation strategies for securing IoT environments. 

Purpose Statement 

The purpose of this qualitative exploratory multiple-case study was to explore 

implementation strategies used by some local campus IT managers in educational 

institutions in the United States to secure the IoT environment. This study's targeted 

population consisted of local campus IT managers within educational institutions across 

the Southeast portion of the United States that have implemented strategies to secure IoT 

devices. Positive social change may be realized by improving the quality of education 

and services provided to the communities due to improving the security of IoT devices 

within educational institutions.  
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Nature of the Study 

The most appropriate method for this study was a qualitative methodology. This 

method was implemented to explore the strategies used to mitigate security issues that 

prevent IoT devices' adoption in educational institutions. Cronin (2014) identified that a 

qualitative method allows the researcher to focus on the strategies, themes, practices, and 

patterns surrounding a given topic or scenario. Such methodology was appropriate for 

this study because qualitative studies allow for the in-depth exploration of a phenomenon 

and the understanding of strategies to mitigate security issues on specific educational 

institutions. A qualitative method allows for focusing the real-life experiences of those 

implementing the strategies within their operational environment (Palinkas, 2014).  

This methodology also provided a means for determining IT managers’ strategies 

of confidentiality integrity and availability through deployment practices to secure IoT 

devices within institutions. A quantitative methodology is primarily used to test 

hypotheses based on numerical information from identifiable variables that can easily be 

measured (Scrutton & Beames, 2015). Because my aim was to understand the strategies 

used to secure an IoT environment and not test a hypothesis based on dependent and 

independent variables, a quantitative method was not chosen. Mixed methods combines 

qualitative and quantitative methods to answer research questions (Johnson & 

Onwuegbuzie, 2004; Venkatesh, Brown, & Sullivan, 2016). Because I did not test a 

hypothesis, and I did not use a quantitative method, mixed-method was not chosen for 

this study.  
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The design chosen for this research study was a multiple-case research design. 

This design allows for the emergence of themes to guide the research while permitting an 

in-depth investigation (Killingback, Tsofliou, & Clark, 2017). This multicase study 

design allowed the researchers to focus on exact IoT security strategies specific to 

multiple educational institutions. Multiple case study results provide a stronger 

foundation by comparing evidence and triangulating data from more than one case study. 

Multiple-case studies allow for an understanding of the dissimilarities and parallels 

among all cases (Baxter & Jack, 2008), which was useful for studying IoT device 

adoption. Implementing a single-case study does not provide sufficient depth for many 

studies (Eisenhardt & Graebner, 2007).  

What was needed was to compare results across multiple environments; this 

surpasses the limits of using past models. Through a multicase study, provided evidence 

is likely to be more reliable. The outcome of the research is directly related to the type of 

method implemented by the researcher. It is critical in the initial planning stages to 

ensure the design fits the research and contributes to answering the research question.  

The ethnographic research design concerns the study of people, a culture, and the 

interaction between them (Williamson, 2006). Ethnography is inappropriate for this study 

because I wanted to research strategies for securing IoT environments. Phenomenology 

focuses on humans' lived experiences and the rich description of the experience (Matua & 

Van der Wal, 2015); thus, it was not appropriate for the study because this study did not 

focus on individuals' lived experiences. This study was about applying and developing 
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strategies and not about the meaning of lived experiences, so phenomenology was not an 

appropriate choice for a research design.  

Research Question 

What strategies do local campus IT managers in the Southeastern portion of the 

United States use to implement secure IoT devices within educational 

institutions? 

Interview/Survey Questions 

1. What IoT strategies have you used within your institution to implement 

IoT technology? 

2. What method did you use within your institution to adopt policies that 

allowed for implementing IoT strategies? 

3. What method did you use within your institution to adopt practices that 

allowed for implementing IoT strategies? 

4. What strategies did you use within your institution to ensure that IoT 

policies and practices are effective? 

5. What methods provided the best results when implementing practices and 

policies within the institution?  

6. How has the adoption of IoT within other institutions impacted the 

adoption within your institution? 

7. How did your organization address the issues associated with the 

complexity of IoT devices? 
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8. What security implementation strategies do you feel work best overall 

regarding policies and practices?  

Conceptual Framework 

The diffusion of innovations (DOI) theory is the basis for this study's conceptual 

framework as defined by Rogers (1962). DOI stems from five attributes of innovation, 

including relative advantage, compatibility, complexity, trialability, and observability. 

Relative advantage of IoT can effect social change through global implementation. There 

are instances in which the DOI theory is used to study the adoption of technologies 

(Kolasińska-Morawska, Sułkowski, & Morawski, 2019). One such study, conducted by 

Vafaei-Zadeh, Ramayah, Wong, and Hanifah (2017), implemented the theory of DOI in 

research modeling. Vafaei-Zadeh et al.’s primary focus was the adoption of Internet 

security software and was evaluated against perceived use of Internet security software in 

relationship to security software and factors affecting the decision to adopt such 

technology. The software adoption study by Vafaei-Zadeh et al. indicated that 

compatibility is key to adoption, as are observability and trialability. However, the 

research also indicated that product image did not appear to impact adoption. The results 

indicated that the participant's adoption was based on advantages and value; however, 

surprisingly, the same respondents were not concerned with ease of use or image, thus 

concluding these elements were not contributing factors in adoption (Vafaei-Zadeh et al., 

2017). 

The DOI theory is used to implement various types of emerging technology 

(Kolasińska-Morawska et al., 2019). Various examples of emerging technology 
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implementation are found in educational institutions in which IT managers have deployed 

various IoT technologies to help improve learning outcomes for students within various 

institutions. The use of IoT devices in education contributes to learning experience 

quality (Tew, Tang, & Lee, 2017; Zhu, Yu, & Riezebos, 2016). I implemented Rogers’s 

(2010) theory of DOI to understand the methods used to secure educational institutions' 

IoT environment. The study benefited by mapping compatibility, relative advantage, and 

adaption to securing IoT devices within the campus environment to understand the 

barriers and opportunities to the adoption of secure IoT devices within the institution and 

its advantages and disadvantages. Smart IoT devices' implementation provides innovative 

technologies that enable students to learn better and faculty to deliver interactive, hands-

on instruction (Department of Education, 2013). Students might improve their knowledge 

as a result of secure IoT devices. The DOI theory's application to strategies implemented 

by local campus IT managers within educational institutions in the Southeastern United 

States to secure the IoT environment might help improve effectiveness and efficiency of 

student and faculty daily learning engagement. 

Definition of Terms 

IoT. A basic interaction between objects and people enables the communication 

between people and the environment (Atzori, Iera, & Morabito, 2017). 

IoT security. Composed of various interconnected devices and objects that 

comprise humans, services, and machine to machine. These devices can share data 

between devices and the individuals the devices serve (Atzori et al., 2017).   
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Assumptions, Limitations, and Delimitations 

Assumptions 

Research assumptions can provide unintended consequences if not tested. As the 

assumptions are primarily focused on the researcher’s perception, the assumption must be 

tested to ensure independent verification (Zhang, Lin, & Qi, 2018). The first assumption 

made in this research study is that the participants understood the research question and 

answered the questions to the best of their understanding. The next assumption was that 

the participants possessed a background in IT and understood the basics required to 

secure a network.  

Limitations 

Research studies have limitations and are defined as an uncontrollable threat 

affecting the validity of the study (Ellis & Levy, 2009). One of the studies’ limitations is 

reflected in IT administrators’ use on each campus as participants. The understanding of 

securing the institution might not be as applicable to other organizations. The current 

study was also limited to 10 research participants, and as such, this could cause issues in 

the application to a larger population. 

Delimitations 

The study delimitation being confined to what the research is limiting in scope or 

what you, as the researcher not going to do (Ellis & Levy, 2009). This research’s 

boundaries are defined as the research participants chosen from educational institutions 

responsible or have some understanding of network security. Another delimitation is the 

use of 10 research participants across two organizations. The final delimitation is using a 
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multi-case research study and the absence of larger institutional data from major 

educational institutions with contrasting infrastructures.  

Significance of the Study 

Contribution to Information Technology Practice  

This study's significance is in yielding results that may help IT managers of 

educational institutions understand how to secure IoT environments and possibly allow 

them to provide a more enhanced learning experience. The emergence of IoT technology 

on a global scale and the absence of security standardization could affect modern 

technology's adoption within society (Li, Xu, & Zhao, 2015). The study's benefits may 

enable IoT adoption within the classroom, providing a better learning experience for the 

student through security standardization.  

Implications for Social Change 

Securing IoT devices might improve society globally by contributing to safer 

student data and instituting a more secure learning environment. Securing IoT devices 

within an educational institution might ensure safer student data and provide societal 

benefits by ensuring students' data remains safe. Positive social change may be realized 

by improving the quality of education and services provided to the communities due to 

improving IoT devices' security within educational institutions and the communities. The 

securing of IoT devices might increase students and faculty's learning outcomes, 

productivity, and efficiency and provide a more secure environment without fear of 

privacy loss.  
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A Review of the Professional and Academic Literature 

The research question of what strategies IT leaders use to implement a secure IoT 

environment within their educational institution is the core of this research project. To 

understand the strategies being implemented will help to contribute to the growth of IoT 

acceptance within the educational institution. The CIA triad and the theory of DOI were 

tools that provided as a foundation a means to guide this study. 

The Literature review includes content obtained from IEEE Xplore, Proquest, 

Google Scholar, ACM, EBSCO, FTC, NSA. There are 225 articles and journals included 

in this research, of which there are 116 citations in the literature review. Of the articles 

and journals in the literature review, 87% are peer-reviewed, and 72% published within 

the last 5 years of the research.  

Table 1 

Matrix of Literature Comparison 

Reference Data Total Number 
Total References 225 
Total Peer-References References 197 
Total Nonpeer Reviewed References 28 
Seminal Sources 1 
Conference Papers 5 
Total published within 5-year period from publication 132 
Total published outside of 5-year period from publication 86 
Total percentage of peer-reviewed source material 87.92 
Total percentage of material published within a 5-year period 72.32% 
Total percentage published within 5-year period and peer-reviewed 71.82% 
 

The primary focus of the literature review was to establish that a void in research 

existed. Evidence that IoT security standards could impact the adoption of IoT 

technology within various organizations and institutions. The theory of the DOI and the 
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CIA triad was used as a touchstone for this study to help understand IoT security and 

device adoption. 

Diffusion of Innovations Theory 

 Rogers’s (2003) DOI theory defined communication as a process in which 

participants create and share information within a societal setting to achieve a mutual 

understanding (Rogers, 2003). Diffusion is a social process, and that acceptance is 

usually an atypical outcome of this social process. The results are usually based on the 

initial terms of acceptance that help determine the innovations' changes through 

acceptance (Dearing & Cox, 2018). Rogers further defined the DOI theory as the process 

in which individuals who accept an innovation communicate through various channels 

over a period to participants of a societal setting. Technology innovation can spread 

through network clusters with people responding to promoting a rapid diffusion of 

technology (Kreindler & Young, 2014). Rogers noted that diffusion is a unique method 

of conveying new ideas through communication. These new ideas indicate an uncertainty 

anchored on the newness of the idea in the message. The diffusion and acceptance of new 

ideas may determine the success of a security adoption within an institution based on 

previous experiences of its users and adopters.  

 The theory of DOI originated to help understand and explain how products 

disperse or diffuse over a given period. For individuals to adopt the idea or accept the 

product or idea first, the individual or a societal group needs to recognize the innovation 

as new as well as providing benefit and then permitting diffusion (Lien & Jiang, 2017). 

The purpose of adopting technology might have various origins between different 
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institutions due to the potential challenges and perceived roadblocks to adoption 

(Haddud, DeSouza, Khare, & Lee, 2017). Factors that can influence the success of IT 

include innovation, acceptance, and communication channels as the general 

characteristics of the innovation and the adopters and social system that the technology is 

being adopted within (Rogers, Quinlan, & Singhal, 2004). 

 The acceptance of new technology, such as IoT, might be impacted by various 

external and internal factors. Some factors are based on the user's acceptance of how well 

the technology is accepted (Venkatesh, Morris, Davis, & Davis, 2003). Various factors 

impact the adoption of technology within an institutional environment, thus perceived 

from an individual’s perception of technology and usefulness. Schiller (2003) highlighted 

that teachers' attitudes towards technology could impact an individual’s willingness to 

adopt technology in the classroom. Furthermore, perception can influence technology 

adoption (Blackwell, Lauricella, & Wartella, 2014; Buabeng-Andoh, 2018; Schiller, 

2003). Various issues can impact the adoption of technology within an institution either 

positively or negatively. Determining these factors and the influencers of these factors 

can help understand the possible impact of new technology on students and technology 

administrators' educational institutions.  

 I implemented the theory of DOI based on five characteristics used as a 

touchstone to explain why new ideas or technology spread (Rogers, 2003). The five 

elements of the DOI theory are compatibility, relative advantage, trialability, 

observability, and complexity (Rogers, 1962). As highlighted by Rogers (2003), the five 

characteristics helped to understand the adoption of IoT technology and securing the 
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technology within the educational institution, and the need to ensure compatibility of the 

devices to encourage adoption.  

The current study will help local educational security administrators understand 

the benefits of IoT of secure IoT devices and contribute to the students learning outcomes 

from adopting a more secure IoT device platform. The IoT device adoption can provide 

for a more in-depth learning experience for the student as well as Smart campus 

infrastructure enabling the tracking of students to also contribute to enhanced learning 

outcomes; however, with all of the advancements come risks such as privacy and security 

(Kassab, DeFranco, & Voas, 2018). The current research study may help to facilitate 

understanding of the adoption of IoT devices within the campus environment and 

understand what factors influence the adoption of security for the institution and the 

students.  

I implemented the theory of DOI to help understand potential roadblocks to new 

technology within an organization. The theory of DOI was used to focus on 

compatibility, relative advantage, trialability, observability, and complexity (Rogers, 

1962). The DOI theory provided a lens to understand why a lack of security policies and 

practices in IoT device design exists. Hopefully, the results will enable IT and managers 

to evaluate a more comprehensive plan when developing an IoT design within the 

educational institution. The synthesis was obtained from an analysis of the DOI theory 

provided. As a result of contributing to IT managers within educational institutions to 

help institute strategies to implement a more secure IoT environment within the 

educational setting. 
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Diffusion of Innovations Compatibility 

 Rogers (2003) defined compatibility as a level of which innovation is perceived as 

being aligned with current values and or the experience and in alignment with the group 

of potential adopters. Rogers further defined that the innovation can be defined as being 

compatible or incompatible with the existing standards of normal or previously 

introduced concepts. Compatibility can be defined as evaluating the harmony between 

new technology and elements of the individual relationship to the environment that the 

technology implementation will occur (Karahanna, Agarwal, & Angst, 2006). Various 

factors might impact the adoption of technology, such as technology compatibility within 

the institution. Examples of personal experience with technology could impact adoption. 

Rogers stated that past experiences from the interaction with the interpersonal networks 

appear to be a key indicator in the process of diffusion.  

 Understanding the theory of DOI and how compatibility will impact adoption by 

the target population will help understand the needs within the organization. Determining 

the compatibility of new technology and how the innovation can meet the user's current 

needs and the level of alignment that the proposed technology fits with the current values 

of the adopters and the adopter’s belief system within the organization (Rogers, 2003). 

Understanding the reasons for the delay in IoT adoption related to factors such as failure 

to understand the added value that IoT technology brings to the organization. (Hwang, 

Kim, & Rho, 2016). Various factors can impact the acceptance of new technology within 

an organization. Understanding the perception of previous technology and the individual 
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needs of the adopters and the perception of the technology concerning the organization's 

current needs will help understand organization adoption. 

 Users' previous experience will come into play based on the previous user 

experience interaction with the technology for users to feel comfortable with technology 

adoption. Questions may be asked, such as was the graphical user interface easy to use, or 

was the device easy to update? Previous experience with technology can impact how a 

potential adopter views the new technology; thus, the experience can retard or accelerate 

adoption (Tsai, Chang, Chen, & Yung-Sheng, 2017). However, previous experience, 

good or bad, is the tool that is used as a benchmark to make these decisions as innovation 

based on experiences that individuals are familiar with (Rogers, 2003). Technology 

compatibility is a determinate factor when adopting new technology, and the 

compatibility will affect the adopter’s choice based on the technologies' past experiences.  

Compatibility Security Policies 

The compatibility element of the DOI theory applies to how the technology or 

innovation aligns with current or existing ideas of the individuals who will use the 

technology (Rogers, 2003). Ideas that are more compatible with previous experience or 

appear to align with the current adopters’ situation would possibly be received more 

favorably (Zhang, Wen, Li, Fu, & Cui, 2010). Security policy adoption within an 

institution will be contingent upon alignment with the organizational needs and the 

current mission statement. Other concerns requiring address are found in developing a 

security policy that would be the constant nature of the change of IoT devices represent 
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to the organization and, as such, would require a policy that is compatible with current 

policies and allows for changes that IoT represents to the organization. 

The securement of IoT devices within an institution could benefit from a security 

model that would ensure potential IoT adoption is compatible with present policies and 

technology. A three-layer architecture would provide a mechanism to ensure the 

compatibility of the institutions’ goals. A cross-layering security method through all of 

the facets that IoT devices interact with would provide a mechanism for securing the IoT 

(Atzori et al., (2017). A clearly stated security policy would include IoT security as a 

touchstone to measure the technology and ensure compatibility. 

Compatibility Security Practices 

The theory of DOI uses the idea of compatibility as a touchstone to determine if 

the induvial who would be adopting the technology perceives the innovation as adding 

value based on previous experience (Rogers, 2003). The security would be accepted if 

not considered as compromising the privacy of the individual. Applying best-case 

security practices will ensure that the institution provides a secure environment and 

ensures compatibility with existing practices for the users. A systematic approach to 

security practices will ensure continued privacy practices (Porambage et al., 2016). 

Another element to consider in security practices is device compatibility in which the 

user can configure the device based on previous experience. The manufacturer should 

provide backward compatibility by allowing user interaction protocols to remain 

compatible (Fawaz & Shin, 2019). Proactive security practices allow for backward 
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compatibly of IoT devices to allow the user to quickly and easily configure the device 

based on previous knowledge. 

Compatibility IoT Device Design 

The theory of DOI and compatibility looks at previous experiences in adoption 

(Rogers, 2003).  The changing nature of IoT lends to the issues between device design 

compatibility. Examples of device compatibility issues can be found within the 

implementation of high-frequency technology; however, the research case provided 

highlights the compatibility of IoT technology adoption issues within the supply chain 

management process (Tu, 2018). Previous experience of the manufactures and engineers 

seems to play a key role in current product design issues. 

Relative advantage. Relative advantage is another key element of the DOI 

theory. The relative advantage concept is based on the benefit that the innovation or idea 

is viewed as better than the technology or idea it replaces (Rogers, 2003). Rogers (1962) 

indicated that relative advantage might be determined in the form of economic, 

convenience, satisfaction however indicated by Rogers is that the technology or new 

ideas must be perceived as having value; thus, the greater the added value, the more 

readily the adoption rate would occur.  

The relative advantage identifies how a strong society perceives IoT technology's 

advantages and what technology is replacing (Rogers, 2010). The importance of 

understanding the reasons for IoT device acceptance by consumers is indicated by Lowe 

and Alpert (2015). They stated that perception is only new if the customer perceives it as 

new. Compatibility of IoT device security is the extent of IoT technology that is being 
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replaced compares with existing technology, as highlighted by Rogers (2010). The 

perception of compatibility can be related to the degree of perceived usefulness of the 

replaced IoT devices. Complexity is measured by the level of how hard the technology is 

to use or how difficult to implement (Rogers, 2010) and is evaluated through usability. 

Trialability refers to permitting technology evaluation on a trial basis before its 

permanent adoption (Rogers, 2010). Observability is defined by how readily the results 

are visible to others that would enable adopting this new technology (Rogers, 2010). The 

conceptual framework that DOI provides fits this study because of the security issues 

related to IoT adoption. IoT device complexity and compatibility contribute to the 

absence of IoT device adoption, which has contributed to an absence of standardization. 

 For a business to maintain a competitive edge, the organization must consider 

adopting new technology and the factors that impact the adoption. Furthermore, IT in the 

business environment was considered a luxury; however, this is no longer the case (Lee 

& Runge, 2001). Factors that influence technology adoption within an organization can 

be linked to the individuals within the organization who are the early adopters and linked 

to the leaders' personality within the organization and the technical leadership (Lee & 

Runge, 2001). The relationship between compatibility and relative advantage is similarly 

linked together as relative advantage is framed as an incremental benefit through 

technology implementation or use (Karahanna & Straub, 1999). The impact that the 

manager or technology champion within an organization can have on the successful 

adoption of technology within an organization can either contribute to successful 
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adoption; however, if the relationship between compatibility and relative advantage is not 

considered, it can also impact adoption within the organization. 

Relative advantage security policies. Proper security policy development and 

implementation within an organization requires key stakeholder buy-in and recognizing 

the importance of adherence before a security event. Rogers (2003) indicated that early 

adopters might be ahead of others when adopting a new technology even if the perceived 

relative advantage was not yet visible. Rogers further indicated that most adopters do not 

adopt until their peers establish that the innovation was successful. Security policies are 

written with various factors that must be accounted for, such as the human element 

considered to be the weakest link in the chain (Guo, Yuan, Archer, & Connelly, 2011). 

Security policy adoption by individuals within an organization is critical to remaining 

secure; furthermore, policy adoption by management and employees before an event 

occurs. Password expiration policies are another area where all key stakeholders might 

not support the organization's perceived value; all key stakeholders must see a relative 

advantage to the organization and help support security policy adoption.  

Relative advantage security practices. The advantages of security adoption 

within an organization encompass many factors that involve the human element. Rogers 

(2003) described relative advantage is one of the strongest predictors of the adoption rate 

of innovation, as indicated by scholars of diffusion. The human element and the impact of 

technology adoption can be categorized into different groups such as desirable verse 

undesirable and functional as well as nonfunctional thus, the consequences have a direct 

effect within the environment in which the innovation diffusion occurred be it negative or 
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positive (Reid & Niekerk, 2014). Security adoption within the organization can be 

perceived negatively or positively depending upon the adopters' previous experiences.  

Relative advantage IoT device design. Security can also be perceived through a 

financial perspective or impact on the institution. Relative advantage can be measured in 

terms of economic gain or benefit (Rogers, 2003). The cost of ensuring that a device is 

secure when designed is impacted by the quick turn-around time that is allotted for device 

design and deployment (O’Neill, 2016). Relative advantage and anticipated cost of 

product deployment and design can impact the DOI as the perceived cost can affect the 

innovation's security. 

Complexity 

 Device ease of use can, in many instances, be associated with adoption as well as 

a technology investment. Rogers (2003) indicated that complexity is directly related to 

how easy it is to use or implement; thus, the more complicated it is, the slower the 

technology or device's adoption. Devices that are complicated to set up or implement, 

such as wireless router user interfaces, could impact adoption. The configuration to work 

properly out of the box or the user interface is easy to navigate are issues that could 

impact the device's sales.  

Complexity security policies. Security policies of an organization can be the 

frontline of protection, and if breached, can have long-lasting consequences; thus, many 

factors can influence policy adoption within the institution. Rogers (2003) indicated that 

complexity parallels innovation as not being perceived as simple to understand. Security 

policies that are hard for adopters to understand can impact the acceptance within the 



21 

 

organization. It is suggested that the policy be developed with the focus being a user-

centric based policy (Mollah, Azad, & Vasilakos, 2017). Security policies that are 

complex present a challenge for adopters to understand could foreshadow security issues 

for the institution. 

Complexity of Security Practices. Organizational security practices are the 

product of adherence to a security policy; thus, it could hamper adoption or 

implementation if the practice requirements are too complex. Examples of this are found 

in password selection. Complex password policies are found to negatively impact the 

user and the organization's perception by placing unreasonable demands on the user for 

increased password complexity, thereby impacting security and how the public sees the 

organization (Curtis, Carre, & Jones, 2018). Other issues that could also impact the 

organization's security are the requirement of complex passwords due to the requirement 

many users reuse passwords, which impacts security and productivity (Farrell, 2008). 

Security policies need to align with the user’s abilities to ensure policy practice 

adherence, thus ensuring the policies meet both the user and the organization's needs. 

Complexity IoT device Design. When implemented by the end-user, IoT device 

design products must be configured and administered with minimal interaction. 

Furthermore, simplicity must be part of the product design consideration factors and low 

overhead (Choi, 2018). Complexity issues must be considered when designing an IoT 

product. IoT devices by design come with a unique set of issues that further device 

complexity could impact adoption if added to the list of issues already being addressed. It 

is essential to understand that inherent limitations are already associated with IoT devices 
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(Dinculeană & Cheng, 2019). There is a need for the device designer to ensure an 

experience that is user-centric and considers the relationship between the user and the 

device, thus allowing the designer to focus on other issues impacting device design. 

Diffusion of Innovation Application 

Observability 

 The final element of the DOI framework is Observability. Rogers (2003) 

identifies the concept of observability as the degree to which the outcome is either 

communicated or visible to individuals. The adoption of 3d print technology within 

various organizations could be affected by how well the 3d printing technology can be 

observed and perceived as adding value (Marak, Tiwari, & Tiwari, 2019). Observability 

is a critical element in product adoption as the observability can take on many forms 

either by product observation or by data observation. Rogers also indicated that 

observability is directly related to adoption and how fast the innovation is accepted. Thus, 

observability can lead to innovation adoption if the technology observed provides enough 

information to help the potential adopter feel comfortable with the technology. 

Observability Security Policies 

 Organizational security policies, when implemented properly, contribute to the 

insurability of an organization. One such case study viewed from an insurance company 

looks at the security policies and implementations to determine if the company is 

providing self-protection to receive cybersecurity insurance (Oğüt, Raghunathan, & 

Menon, 2011). The study focused on determining if the organization was self-protecting 

by using observability as a tool, and the results would impact the client's insurability.  
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 Network connectivity must remain secure between devices, and this trust can be 

obtained through device monitoring. Rogers (2003) indicated that the device's physical 

display or appearance contributes to the system's elements. Thus, different perspectives 

of observation of security policies affecting the security policy development refer to the 

trust of other entities or beliefs; the trust focuses on the previously observed behavior or 

actions of other entities (Boukerch, Xu, & EL-Khatib, 2007). Wireless security can be 

obtained through a system of observed trust not by humans as much as by the technology, 

thus taking the observer's perspective and assigning the observer's role to the technology 

through gained trust. 

Observability Security Practices 

 Security compliance within an organization can be affected by many different 

factors. One case study indicated that some of the key elements of a security policy are 

based on observed influence from other organizational policies, impacting how security 

practices are implemented within a different organization (Daud, Rasiah, George, 

Asirvatham, & Thangiah, 2018). Furthermore, there is a need to take a holistic approach 

while not excluding nonorganizational data and including it as part of the complete 

solution when implementing security practices.  

Observability IoT device Design 

 IoT security design involves methods to promote secure coding through promoted 

observation of techniques. Rogers (2003) defined observability as visible results to others 

of an innovation. In many cases, visible results can encourage others to implement the 

same techniques being utilized to encourage the use of new technology. Examples of 
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implementing new technology within institutions are linked to collaborations and 

observed methods of overcoming perceived security issues and obstacles to eLearning 

(Tanye, 2016). Observability promotes learning adoption and can increase the overall 

perceived security by eLearning students allowing them to participate in online learning.  

Trialability 

 Trialability is associated with being a characteristic of the theory of DOI. The 

characteristic helps to provide insight into understanding innovation adoption based on a 

partial trial basis (Rogers, 2003). Examples of trialability can be found in the software 

industry. A software product can be provided to an end-user on a time-limited basis, 

allowing the user to evaluate the software before purchase (Cheng & Tang, 2010). Free 

software trials have permitted the end-user to try various software types before purchase; 

however, the software is limited in functionality in many cases. One such example is a 

case study on cloud computing adoption that evaluated three separate cases in which 

trialability is an essential factor in cloud service adoption due to piloting the services 

before implementation (L. Morgan & Conboy, 2013). Trialability allows for assessing a 

product before commitment, such as cloud computing or application software, thus 

benefiting the adopter and the service provider, can be realized before adoption.  

Trialability Security Policies 

 Trialability is a key element when evaluating new security policies or equipment, 

especially when the technology is new, like IoT. Security policies within the institution 

play a critical role in securing organizational needs (Herath & Rao, 2009). Some 

situations indicate that starting with a pilot project can help a company determine if the 
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need is there without entirely investing in IoT technology (Lee, B., and Lee, J., 2015). 

Furthermore, new IoT security policies may require a pilot for a limited period to 

determine if the implementation is working within the institution.  

 IoT applications and trialability provide a touchstone for evaluating working 

solutions in real-world scenarios. Examples of real-world can be found in a pilot project 

using IoT to manage food safety is based in China as a project that is designed to ensure 

that the food is fresh and the supply chain is more transparent to the user; the project 

includes the implementation of security protocols (Liu et al., 2016). Using a pilot 

program can be a good example of technology's trialability within a real-world 

environment, thus providing the adopter's valuable information that otherwise might not 

be available. 

Trialability Security Practices 

 Security practices encompass physical and personnel assets; however, the primary 

element of security practices involves people. However, the personnel must implement 

and practice the security policies implemented, and thus, it becomes vital to ensure that 

the policies harmonize with the people (Deibert & Rohozinski, 2010). When the 

institution allows for a security policy to be implemented on a trial basis it allows the 

institution an opportunity to determine if the policy fits the institutional needs. 

Furthermore, as noted by Rogers (2003), trialability provides the user an opportunity to 

remove the uncertainty, thus allowing the advantage of doing by learning. Test pilot 

programs allow organizations to try before complete implementation, thus ensuring the 
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needs of the institution and the people adopting the technology and the technology are a 

good fit. 

Trialability IoT device Design. 

 Providing an environment to test and design an IoT device while ensuring security 

before complete deployment could ensure a more secure device. Many companies 

promote free samples to encourage product adoption (Gene, Nguyen, & Kanji, 2006). 

Manufactures of digital content offer free samples to encourage product adoption and 

increase the organizations' sales that implemented this as a technique (Chen, Duan, & 

Zhou, 2017). Companies that provide free products on a trial basis or in limited quantity 

can contribute to IoT device security design and product improvement of a companies’ 

devices or content. 

 Open-source software is another area in which trialability can contribute to a more 

secure IoT device design. The advantage of open-source software is that it has 

contributed to software adoption for an application due to the software's open nature and 

the cost associated with the software (Morgan, Lorraine & Finnegan, 2007). Trialability 

using open source software may improve the device design due to the benefits of open 

source development software, allowing for crowdsourced security development and 

testing. 

Analysis of Supporting Theories 

Contrasting parallel and opposing theories help to provide a foundation for 

establishing a foundation for research. The theory of Technology Acceptance Model 

(TAM) highlights that compatibility, complexity, and observability impact individuals' 
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attitudes or perception, thereby affecting the adoption of the technology (Min, So, & 

Jeong, 2019). The similarities between the technology acceptance model and the DOI are 

very similar as both appear to help understand the influences in adopting the technology. 

Furthermore, to understand the factors that influence IoT security's adoption within the 

educational institution, innovation diffusion allows for. In contrast, TAM allows for the 

focus to evaluate the individual's acceptance of new technology (Min et al., 2019). In 

contrast, the DOI theory allows for the focus on various elements that impact the 

technology's adoption. If the focus of the study were to understand the reason for 

adopting IoT security within an educational institution, the TAM theory would be 

applicable; however, the purpose of this study was to understand the IoT security 

adoption within the institution and thus is not appropriate for my research study.  

The next parallel theory to be evaluated will be the theory of the organizational 

technology environment. The theory of (TOE) was developed by (Tornatzky, Fleischer, 

& Chakrabarti, 1990) as a tool for The Theory of (TOE) is used for understanding why 

firms adopt technology such as motivation factors (Cao, Ajjan, Hong, & Le, 2018). The 

theory of (TOE) parallels nicely with the DOI theory in that both theories explore why 

organizations adopt technology and factors that influence the adoption of this technology. 

Many research studies have used the (TOE) theory as a touchstone for evaluating 

technology adoption (Cruz-Jesus, Pinheiro, & Oliveira, 2019). Both the theory of DOI 

and (TOE) look at external technologies for adoption into the organization and 

technology that originates within the organization as the source. I did not select (TOE) as 

a theory due to some of the elements in the theoretical framework did not align well with 
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my research even though a large percentage of the (TOE) framework aligned some 

elements did not such as top management readiness and competitive pressure thus for this 

reason. Another viable option is the inclusion of the DOI framework as well as the (TOE) 

frame in the study together. However, this would provide an overlap between theories, 

and as such, I did not include the (TOE) framework in this study. 

Analysis of Contrasting Theories  

Unified Theory of Acceptance and Use of Technology model. The Unified 

theory of acceptance and use of technology (UTAUT) model was developed by 

Venkatesh et al. (2003) and is the next theory to be considered. The implementation of 

UTAUT in research provides a framework to help understand technology adaption, much 

like the DOI theory. This comparison is accomplished using four key touchstones: 

performance expectancy, effort expectancy, social influence, and facilitating conditions 

(Rempel & Mellinger, 2015). The use of (UTAUT) originally was for management to 

understand employees' use of technology (Rempel & Mellinger, 2015). I did not intend to 

evaluate these four factors that affect the adoption of technology in my research. My 

research intends to explore the methods that are successful in adopting security within the 

institution and thus was not appropriate for my research study.  

The next framework to be evaluated is the theory of reasoned action (TRA). This 

theory provides a touchstone to help understand behavior. (Goldenberg & Laschinger, 

1991). The purpose of this study was not focused on the understanding of an individual's 

behavior. The primary use of (TRA) is to understand how individuals will react to 

specific circumstances in an environment and how individuals will react to specific 
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behaviors (Taufique, Siwar, Chamhuri, & Sarah, 2016). The theory of reasoned action 

(TRA) explicitly applies the focus of an individual’s reactions and, as such, is not the 

focus of my research and is not being included as a possible framework. 

 Internet of Things  

 The term (IoT) is a concept that is new to society and can improve many people's 

quality of life. The acronym IoT being credited to Kevin Ashton, a founder of Auto_ID 

Center, an organization associated with the Massachusetts Institute of Technology. While 

the definition of IoT varies greatly, one common element is the interconnection of 

devices to a global network that shares data specific to the environment with other 

devices to improve a process (Gubbi, Buyya, Marusic, & Palaniswami, 2013). This 

interconnection of devices includes the technologies related to IoT (Berte, 2018). By 

encompassing connected devices and technologies that comprise the IoT, the definition of 

IoT also allows for remote management of devices, data acquisition of control devices, 

and their endpoints. IoT is complex; while there is no one definition, the definition must 

include devices, technology, and their interconnection. 

 IoT's current emerging technology is relatively new to society and may touch 

many daily living facets, such as the teaching and learning methods and processes 

(Bajracharya, Blackford, & Chelladurai, 2018). IoT technologies obtain information 

about the devices’ current environment contributing to continual process improvement 

(Funk, Lin-Lin, Shao-Wen, & Yen-Kuang, 2018). Three elements common to the 

architecture of IoT devices are hardware, middleware, and presentation (Gubbi et al., 



30 

 

2013). These three elements contribute to the operation and design of the IoT 

environment. 

 Due to society's ever-expanding energy demands, the requirement to manage 

these resources securely is required. The IoT-connected power grids paradigm provides 

effective solutions; however, this solution comes with a new set of security challenges 

(Kimani, Oduol, & Langat, 2019). The implementation of a managed power grid 

increases the attack surface that must be defended against.  

 Security attack surfaces are increasing due to the nature of connected IoT devices 

and the networks these devices reside on. Issues related to the decentralized nature of IoT 

connected devices presents a new set of issues that hamper the ability to defend against 

random attack (Meyer, Haase, Eckert, & Klauer, 2017). The IoT objects generate a 

tremendous amount of traffic and, as such, are relatively vulnerable to various types of 

network as well as physical attacks.  

 Social IoT connected devices is another arena that must be protected from attack 

as these devices communicate with each other to provide services in terms of common 

outcomes for society. New methods of network virtualization can manage bandwidth and 

provide functionality in regards to socially connected IoT devices as well as provide 

security to the network and, by extension, provide privacy (Sun, Huang, Sangaiah, Zhu, 

& Du, 2019). The holistic method for managing not only bandwidth usage of IoT 

connected devices in a virtual environment but also ensuring privacy and security will 

possibly provide a more secure IoT connected device. 
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 The use of a touchstone or benchmark to measure the various elements of IoT 

security is required in this research study. The implementation of confidentiality, 

integrity, and availability (CIA triad), as defined by (Petac & Duma, 2018), was used 

within the literature review to determine inclusion in this research study. Confidentiality 

applies to IoT in the sense that the data is only available to intended parties; integrity 

ensures the accuracy of the data, and availability ensures that data is available when 

required (Petac & Duma, 2018). The use of the CIA triad helped ensure that data 

included in the literature review includes these requirements.  

 The CIA triad provides a means to determine an organization's security posture 

and help improve the state of security within the organization. The CIA triad evaluates 

the information to determine the threat level of data exposure, and will the information be 

available when the data is requested? (Albuquerque, Villalba, Orozco, Buiati, & Tai-

Hoon, 2014). The last element of the CIA triad is the integrity of the data pertaining to 

maintaining the data's integrity. Integrity is key to having trust in the packets' source with 

a degree of assurance that the content is not altered (Sherman et al., 2018). Data 

manipulation through modifying the results could impact an individuals’ safety within the 

IoT environment. Some research has indicated that the home environmental control 

systems have been attacked and many other connected devices within the network (Cruz 

et al., 2019). Various reasons for the proliferation of non-secure IoT devices, as indicated 

by Cruz et al. (2019), appear to stem from manufactures creating devices quickly to fill 

the needs of the consumer with little focus on security. Connected IoT devices with the 
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home network could potentially compromise your personal information or, at a 

minimum, cause service disruption.   

IoT consists of various types of connectivity protocols to operate properly. These 

connectivity protocols include, for example, the use of Wi-Fi, cellular, and Bluetooth 

technologies for standard device communication (Berte, 2018). Standard communication 

is an active form of device interaction through various communication protocols. Other 

types of communication devices associated with IoT include Zigbee Z-Wave and Near 

Field Communications (NFC), as well as Radio Frequency Identification tags (RFID). 

The device can be passive or active depending upon the design and application needs 

(Garcia, Ruiz, & Gomez-Nieto, 2016). NFC and RFID tags provide different services to 

the devices to which they are connected. For example, they may track inventory or enable 

a user to pay for a vendor item from a machine.  

Other types of IoT connected devices include smart light bulbs, smart thermostats, 

smart televisions, intelligent cameras, and industrial control systems (ICS) responsible for 

controlling motors inside of manufacturing facilities (Berte, 2018). It is important to note 

that these devices, by controlling lighting or temperature, are using a limited amount of 

computing power to accomplish a task the device is specifically designed to achieve 

(Khan & Herrmann, 2019; Qi & Liu, 2018). Thus, understanding the various IoT device 

applications and limitations will possibly help to define the mechanisms that encompass 

the IoT.  

IoT connected devices use various means to obtain information from within the 

environment the devices are connected. Sensors are an integral part of the data 
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acquisition and control element that defines the IoT as it is through the acquisition of data 

obtained from sensor modules enable IoT connected devices to contribute to the decision 

process and provide information about the environment in which connected (Roy, Misra, 

& Raghuwanshi, 2019). The decision process includes information transmitted to a 

connected cloud or another endpoint device. The sharing of information is usually shared 

through various protocols and sensors, making the IoT smart (García, Ruiz, & Gómez-

Nieto, 2016). Thus, communication occurs using NFC and BLE as well as Cellular, 

which enables smart devices to interconnect. 

Environmental sensors enable the obtaining of real-world data from within an 

environment. The proliferation of IoT connected devices is linked to the availability of 

affordable environmental sensors that are used for data acquisition within IoT connected 

devices (Gary, 2017). Various sensors such as strain, motion, temperature as well as 

accelerometers are a part of the devices that make up the input devices for the IoT 

sensing environment (Umek, Zhang, Tomažič, & Kos, 2017). Medical and industrial 

sensors provide for monitoring either in a healthcare facility or within an industrial 

environment. 

Environmental sensors can serve a diverse group of needs enabling people to live 

a better quality of life. The various types of sensors can monitor sports activities to 

improve an athlete's performance (Umek et al., 2017). Other implementations of IoT 

devices are in healthcare monitoring, allowing the aging among us to remain independent 

and allow for better quality and extended life (Fattah, Sung, Ahn, Ryu, & Yun, 2017). 

Biological sensors from the human body can be monitored from a central point, allowing 
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for real-time analysis of the patient's physical and physiological status ensuring continued 

care (Fattah et al., 2017). Various types of environmental monitoring devices designed 

for a specific purpose, such as those used in the medical field, provide patient monitoring 

for various purposes. 

The last element to be included with IoT devices is the software that encompasses 

the automation and data analytics and the Operating system and firmware. The various 

types of firmware enable the device to functionally accomplish a specific task, such as 

reporting data and firmware updates to and from the cloud (Lin & Bergmann, 2016). 

Furthermore, the IoT device will require connectivity to the network and as such requires 

the IoT device to work within a software-defined network and provide seamless 

communication while operating in a small footprint and remaining energy efficient which 

while providing communication to other devices enabling interactive connectivity with 

the smart home environment (Zikria, Yu, Afzal, Rehmani, & Hahm, 2018). Implementing 

these technologies and software combined with network connectivity contributes to the 

IoT environment and defines IoT.  

To better understand IoT security issues, it would be appropriate to look at 

purpose-built applications associated with IoT devices. Some IoT device designs have 

limited computing power, thus implement firmware that could be problematic for 

securing the device and the associated network (Gresham, 2017; Tewari & Gupta, 2018). 

The IoT device can be updated through an associated network and provide the extension 

of connectivity to many types of devices such as industrial controls, traffic light 

monitoring, and networked vehicles through onboard systems (Sheng, Mahapatra, Zhu, & 
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Leung, 2015). Defining many of the IoT device types and sensor interaction provides a 

clearer understanding of the IoT as well as and the methods used for communication and 

data acquisition. 

Design standardization issues between the various device manufacturers and the 

implementation of multiple protocols contribute to the current state of IoT security. 

Interoperability between devices allows for communication between various vendors 

using various device communication protocols (Gary, 2017). Differing organizations 

define the standardization between IoT devices. Each organization identifies security and 

interoperability; thus, a common thread that appears to remain constant is the 

standardization of communication protocols (Aftab et al., 2019). A common thread 

between all key stakeholders appears to indicate that security standards are critical to IoT 

security. Security issues are observed within Internet-connected children's toys such as 

baby monitors and smart devices that possibly can expose the privacy and security of 

individuals on the network (FBI, 2017). Security issues arising from an absence of 

standardization of security appear to impact the privacy of children’s’ toys and home 

video systems as a small representation of security issues that represent attack vectors for 

malicious actors. 

The proliferation of IoT connected devices presents a new set of challenges, such 

as standardization and interoperability between different manufacturers' devices. Such 

efforts as a united alliance bring together key stakeholders in the IoT field to help create 

platforms that allow for IoT usage across varying domains (Araujo, Mitra, Saguna, & 

Åhlund, 2019). Interoperability between various key stakeholders in terms of the 
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platform will provide a more secure environment as the need for expanding bandwidth 

and security increases as IoT device usage increases. 

The implementation of IoT device design provides various advantages such as 

input and output device monitoring for varied environments. Some examples of IoT 

design applications are used to maximize agriculture crop harvesting and use of limited 

land through IoT management of hydroponic farming (Belhekar, Thakare, Budhe, 

Shinde, & Waghmode, 2018). IoT secure device deployment's significance can be 

observed in monitoring the carbon footprint to ensure nation-state compliance for the 

Paris Climate treaty (Ravindranath, Chaturvedi, & Kumar, 2017). To mention only a few 

of the advantages of IoT technology such as crop harvesting and land management, and 

carbon footprint monitoring, contribute to the advantages of IoT. 

State of IoT Security 

 IoT security needs to provide a foundation that can be trusted and allow 

expansion. One of the most common IoT attacks that many individuals are familiar with 

occurred in 2016. The attack involved DYN corporation, a DNS resolver for news 

organizations and companies such as Twitter and The New York Times. The attack 

impacted customers who were denied the ability to complete transactions due to a denial 

of service perpetrated by many home IoT connected devices worldwide, resulting in one 

of the most substantial denials of service outages to date (Almeida, Doneda, & Abreu, 

2017). The culprit in this attack was, in many instances, a home-based video camera with 

default username and passwords that were hardcoded into the device being used within 

the botnet that attacked the DYN server (Davar, 2017). Small footprint technology such 
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as IoT may potentially deny a significant e-commerce provider through a botnet-

controlled attack. 

 The proliferation of IoT connected devices within a global setting impacts users' 

security without the individual’s knowledge. Society is changing the methods used to 

communicate with each other and has possible negative side effects, such as the loss of 

privacy and personal data (Hernández-Ramos et al., 2018). Due to the ever-demanding 

needs that technology places on society in terms of the loss of privacy, there becomes 

apparent that a need to control privacy and the requirement for new and emerging 

security mechanisms that can fill the security void is needed. 

 Securing IoT devices in the deployment process presents a unique set of 

challenges within various environments. Some of the challenges of securing IoT devices 

is due to the linking protocols that Bluetooth devices use to connect to send and receive 

data (Zeadally, Siddiqui, & Baig, 2019). Another of the security issues with Bluetooth 

communications is once a device is pared, a request is not sent again for pairing; thus, 

there is a trust relationship that can be exploited between Bluetooth devices (Zeadally et 

al., 2019). Various protocols such as wi-fi and Bluetooth present another unique set of 

security challenges due to the trust relationship that these devices present to the network. 

 Wireless security issues for IoT connected devices represent only a fraction of the 

overall security-related events. The heterogeneous nature of IoT connected devices 

includes many different device manufacturers and various types of operating systems and 

protocols that share a common need for security; furthermore, updating firmware may 

involve taking critical systems off-line (Gresham, 2017). Some of the issues facing IoT 
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design are found in the small form factor of the device itself. With limited computing 

power, the devices can accomplish basic input-output tasks; however, the device lacks the 

computing power to prevent a malicious attack (Ali & Awad, 2018). Other areas of 

improvement, however, still need to be addressed. 

 Standardization is currently an issue between various device manufacturers due 

to the key stakeholders having different needs for a purpose-built device that must 

operate inside of another network. Presently, the standards are currently specific to the 

manufacturer's needs and the standard implemented for bi-directional communication, 

contingent upon the geographical location for permitted frequencies use(Bandyopadhyay 

& Sen, 2011). Standardization could help secure the IoT environment by ensuring that all 

devices manufactured are compatible.  

 IoT security standardization also involves the update process for IoT connected 

devices. When IoT devices are deployed, if the device cannot be updated online or by the 

end-user, the device is either out of date or becomes less secure (Bhattarai & Wang, 

2018). Issues with programming and code development present a unique set of security 

issues for IoT development. Examples of this are found in C code development for IoT 

devices in using a small footprint that C code offers. There are drawbacks to using the C 

programming language because developers may not necessarily focus on security due to 

the device's open-source nature. This open-source nature creates new issues when in the 

development process, as the creation of function calls can compromise the device and 

may not be adequately addressed before deployment (Bhattarai & Wang, 2018). 

Standards between engineers and coders, as well as device manufacturers, could help to 
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secure the IoT environment. Regulation of IoT devices could prevent device deployment 

issues as currently, there are no standards, rules, or regulations. Due to IoT's size and 

complexity and the objects' heterogeneous nature, it is increasingly difficult to manage 

(Ünver, 2018). The need for communication and standardization is an essential element 

in securing the IoT environment. The absence of standardization is apparent in the 

medical device sector of IoT connected devices. One such device manufacturer had over 

twelve thousand connected devices open to attack on the Internet (Chacko & Hayajneh, 

2018). The absence of standards across the IoT industry can potentially impact many IoT 

devices' safety and security. 

 The IoT is a conglomeration of embedded devices employing various operating 

systems and embedded firmware. Various factors, such as time firmware over the 

operating system being implemented (Padilla, Baccelli, Eichinger, & Schleiser, 2016). 

For the IoT device to remain secure, there must be current updates deployed to the IoT 

device to ensure that security flaws are addressed (Ojo, Giordano, Procissi, & Seitanidis, 

2018). Other related issues specific to IoT security are found within the lack of design to 

push out new firmware updates. The device is purpose-built with minimal resources to 

keep the cost down and provide a purpose-built device with low footprint power 

requirements (Ojo et al., 2018). Device design could include firmware updates; however, 

time to market is still a significant concern for manufacturers. 

 More advanced IoT connected devices such as Single Board Computers (SBC) 

may present a unique set of challenges due to software and board design requirements. 

Some aspects are due to the inherent technical capabilities of the device design. Some of 
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the capabilities presented by (SBC) devices are in software updates and flexibility of 

running an operating system that can access updates and help minimize back door access 

through the development process (Rivas & Kliarsky, 2017). Various standards of device 

design and a plethora of Operating systems and firmware versions from different vendors 

may contribute to the security issues of IoT devices. Many issues related to IoT security 

can be traced to security issues in the design process. Implementing a multi-tiered 

approach to security through two-way trust relationships can strengthen the security 

weaknesses in connected networks with (SBC) devices (Malina, Hajny, Fujdiak, & 

Hosek, 2016). Design diversity will contribute to data privacy across the network and 

minimize security-related issues. 

IoT Device State of Security 

 New technologies such as 3d printing and attendance tracking systems and 

interactive whiteboards can add value to the educational setting. While embedded design 

engineers continue to make inroads into security, the defense of many embedded devices 

is still not secure due to the various types of attacks against embedded systems 

(Fournaris, Fraile, & Koufopavlou, 2017; Papp, Ma, & Buttyan, 2015). IoT devices are 

considered embedded systems that can be used to attack other systems in the network due 

to security vulnerabilities associated with these devices (Hameed, Khan, & Hameed, 

2019). A side-channel attack against an IoT device would allow the attacker to obtain 

proprietary information related to an organization's intellectual property with potential 

financial impact (Ding et al., 2019). Routers are not the only devices that could be 
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impacted by poor security; other potential threats exist in student tracking systems and 

pose potential threats to those individuals monitored by the devices. 

The Importance of IoT Security Strategies  

 IoT device adoption within an institution could be contingent upon the device not 

compromising its security or those the institution serves. Thus, it is essential to 

understand the various methodologies used to secure the institution through device 

securement. The first step in securement is in the device's design phase, while drivers 

such as economic and a lack of understanding of the security risks associated with the 

design are contributing factors to poor security (Gloria, 2016). The need to understand 

and overcome these inherent issues in the early stages of design, development, and 

deployment can be associated with understanding device development's driving factors. 

 IoT security design in the early stages of development can shape the device's 

overall security and the network the device is connected to. The United States trade 

commission commenced legal action against Trendnet, an IoT manufacturing company, 

as the (FTC) contends that the company implemented practices that violated the law and 

could impact the customer using the device (Maras, 2015). Building security into devices 

before the device is manufactured, and not after, is something that companies need to 

consider before the design process is undertaken (FTC Staff, 2015). The very nature of 

the IoT lends to the issues of security with a machine to direct machine interaction, 

eliminating the need for human interaction while at the same time the amount of devices 

connected is increasing daily (O’Neill M, 2016). State legislation may contribute to 

securing IoT connected devices by requiring security standards for connected devices. 
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Device security issues appear to be more critical in a machine to machine interaction due 

to the absence of direct user interaction related to the management of the IoT device. 

 Security Updates provide another means of protection for IoT connected devices. 

Security updates for connected devices are essential as many manufacturers use the 

firmware that is static or unable to be updated as well as different protocols that can 

impact the security within the network even if the devices connected are secured the IoT 

non-secure devices are a threat vector (Lin & Bergmann, 2016). To remain secure, there 

is a need to ensure that the firmware update process remains uninterrupted. It is essential 

to secure the data transmission to ensure that the update is not tampered with; thus, 

preventing tampering of the firmware will help minimize asset loss or even threat to 

health monitoring systems (Lin & Bergmann, 2016).  

 IoT firmware updates present a unique set of challenges for the expansion and 

growth of IoT. One reason that IoT firmware updates are an increasing threat vector is the 

update cycle for the IoT devices is slow because the devices were not intended to be 

updated automatically or are considered a one-time use only device (Pering, Farrington, 

& Dahm, 2018). IoT firmware update delays can impact the network's security and 

privacy and the individuals’ privacy in which the device is connected. 

Another aspect of IoT security is the associated hardware the device is 

functioning on. Understanding the relationship between the protection of the hardware 

and its impacts on the device's design might be necessary to understand the relationship 

between hardware and software security. Basic memory and processing of data are the 

building blocks of an IoT device; thus, the purpose of the IoT device is to affect the 
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purpose of the device (Ojo et al., 2018). The more complex the IoT monitoring device's 

complex requirements, the more advanced the device's capabilities must be for the 

purpose-built device (Ojo et al., 2018). Furthermore, the more advanced features the 

application calls for, the more expense incurred in the development and manufacturing of 

the device; thereby, minimum device design requirements are related to the driving 

factors of development and security (Ojo et al., 2018).  

 IoT security practices that provide additional layers of protection for firmware 

updates help prevent unauthorized access to devices and personal identity exploitation by 

manipulating the firmware (Lin & Bergmann, 2016). Aside from device cloning and the 

loss of intellectual property, device security is also a real threat when the firmware is 

exposed, allowing a hacker to reverse engineer the firmware and find various attack 

vectors to permit an intrusion either into the device only or provide a pivot from the 

device into the network (Khera, 2017). Legacy equipment that is either not patched or not 

capable of being patched due to the firmware or Operating system no longer being 

supported by the manufacturer can lead to severe consequences for companies and 

individuals who rely on these technologies (Khera, 2017). Furthermore, firmware and 

Operating systems security are contingent upon updateable security patches for continued 

protection.  

 IoT security patches for operating systems, as well as firmware updates, are 

another area of concern. Issues arise in the update process in which the file is corrupt and 

presents an attack vector to the organization through a malicious payload. In contrast, the 

Firmware or the Operating system is updated (Broström, Zhu, Robucci, & Younis, 2018). 
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Akin to the trusted platform module (TPM) in which the changes made to the device 

would be monitored and reported. Furthermore, due to device limitations, this platform 

would possibly not work with IoT devices due to the device processing power 

restrictions, thus a need for alternative methods to monitor and report any changes to the 

base configuration of an IoT device within the network (Broström et al., 2018).  

 Various IoT security solutions are being postulated that attempt to solve the 

problem of IoT device patch updates. One such solution for IoT updates is through the 

decentralization of IoT patches. Each IoT node as an update mechanism within the larger 

network through a blockchain network (Leiba et al., 2019). The idea of using IoT nodes 

to help provide IoT firmware updates using only a small amount of memory is to 

decentralize the update process and increase the speed at which the updates are provided. 

Other issues in patching IoT connected devices are related to the device's mobility and 

the continually changing environment. Solutions for IoT sensor devices within 

environments that are in constant flux require continual updates through over the air 

transmission of firmware, as this method presents another unique set of issues in terms of 

degraded signal and lost updates (Lee, 2018). Security updates for mobile devices and 

sensors present challenges and an expense on behalf of the device manufactures, 

impacting the update process and potentially the data's confidentially and integrity due to 

over the air update failure or availability issues.  

IoT Security Policies and Standards within Educational Institutions 

 Planning for the protection of critical resources can help prevent network 

breaches from escalating when security events occur. Security policy development and 
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planning should include an element that covers the IoT aspect of security and clearly 

defines policies that outline the decision process from purchasing and procurement to the 

installation of the IoT devices as well as continued updates of the operating system or 

firmware. Furthermore, developing a multilayered security policy would possibly 

minimize the threat exposure to the institution.  

Defining a firm security policy with clearly stated objectives and outcomes can 

contribute to an institution's overall security stance and possibly instill trust in a member 

of the organization. Some of the requirements for a firm security policy include 

background screenings to ensure a secure environment (Federal Communications 

Commission, 2017). The establishing basic tenets can provide a clearer view of the 

climate and situational awareness through each process, such as procurement by 

establishing that the IoT equipment provider is on an approved vendor list (Federal 

Communications Commission, 2017). The use of an approved vendor list ensures that the 

device acquisition meets specified regulatory standards for procurement and 

implementation. 

Other standards included in security policy for IoT devices consists of the 

deployment and use of encryption protocols and agreed upon types of encryption. The 

institutional security environment encompasses diverse device types by numerous 

manufacturers influenced by different driving factors that impact IoT devices' security, 

such as encryption standards and require a holistic approach to IoT security (Gloria, 

2016). An endpoint to endpoint encryption protocols and standards provides a more 
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secure IoT environment (Hernández-Ramos et al., 2018). Security threats appear to be 

reduced when encryption is implemented in various forms. 

Some security issues needing addressing when selecting an IoT device is to 

ensure that the firmware is updateable and that the keypairs and passwords are not 

hardcoded into the firmware (Wang et al., 2018). Other suggestions include ensuring the 

device can receive firmware updates, providing continued support and security to the 

device's environment (Zandberg, Schleiser, Acosta, Tschofenig, & Baccelli, 2019). 

Security policy development could benefit by including a patch management requirement 

from the vendor and an agreement with the vendor to mitigate patch management issues 

if the device is unable to be patched or updated (Gloria, 2016).  

IoT Applications Within Educational Environments 

 IoT within the educational environment can include many different devices for 

various purposes. Such devices as smart boards and interactive highlighters for enhancing 

students' learning experience can be found within the IoT classroom (Mershad & Wakim, 

2018). Another advantage of IoT devices is the enabling students to complete lab 

experiments without having to be physically present and receive the same learning 

benefit as those seated in the classroom through IoT enhanced devices (Mershad & 

Wakim, 2018). The potential benefit to rural learning communities can be obtained in 

educational remote lab training that otherwise might not be possible (Gary, 2017). 

 Remote laboratories may provide many different benefits to the educational 

experience. One such IoT device implemented by Transylvania University in Romania 

uses the National Instruments board termed the Electronic Laboratory Virtual 
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Instrumentation Suit board (Elvis) (Ursutiu, Samoila, & Bergmans, 2013). The use of 

(Elvis) interactive environment allows the student to connect a virtual lab board, thus 

providing the student with real-world experience (Ursutiu et al., 2013). Technology, such 

as the Elvis board, brings advances to the educational learning environment. The Elvis 

board technology allows for this learning platform's adaption into learning management 

systems such as Moodle (Ursutiu et al., 2013). While implementing the Elvis interactive 

development board enables students to connect to the university server, this also provides 

students access to resources from home that they might otherwise not be able to use 

(Ursutiu et al., 2013). Benefits to the learner in an online or seat application gained from 

the ELVIS board include completing the lab from home without losing lab resources such 

as a traditional environment.  

Areas that IoT can also provide benefit to is the educational environment through 

the use of monitoring physical teaching of sports games and sports teaching by providing 

various sensor data and feedback in training classrooms would allow for the teacher to 

modify the process to help benefit the learner (Dang & Li, 2014). The implementation of 

IoT provides new feedback tools to help enhance the athlete’s performance and learning 

experience. Other examples of real-time health monitoring can be found in the phone and 

wearable technology such as watches with enabled sensors that provide biomedical data 

allowing for patient supervision (Wan et al., 2018). 

Physical security is another area that IoT monitoring can provide benefits. One 

such area of added value is found in IoT attendance monitoring of students provides 

improved attendance tracking of students, possibly contributing to better attendance 
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accountability (Irawan, Adriantantri, & Farid, 2018). Attendance tracking systems that 

can provide a record of daily attendance notification to parents of absent students can 

help keep the parents apprised of the students’ progress as attendance is usually mapped 

to student progress (Irawan et al., 2018). Another area of physical security is found in the 

IoT control mechanism used to provide building access. 

Physical security access and monitoring can be considered as a key foundation for 

most security policies. Critical infrastructure controlled by programmable logic 

controllers is also susceptible to cyber-attack (Gresham, 2017). Medical device control 

and manufacturing and power grid control are another area of connected device security 

that must be protected (Gresham, 2017). Security solutions for medical devices and 

power grid control impact our daily living and are critical to survival. The need for IoT 

security solutions is present in the clearly defined IoT security breaches. 

IoT security benefits from existing models that provide a benchmark to help 

determine if the proposed IoT technology will fit the institutions' current security scheme 

and align with the institutional vision. One such model implements a cross layering that 

includes privacy and security within the model, thus providing a security approach. The 

network layer is evaluated to ensure the network remains secure and provides 

compatibility with current security (Atzori et al., 2017). Security models that address as 

many threat vectors as possible can provide solutions to current threats. 

Relationship of Study to Previous Research 

Researchers have implemented the DOI theory in research for many years. The 

DOI theory provides for the study of varying cultures and how technology impacts 
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communication and helps understand elements affecting diffusion within an environment 

(Tang-Mui & Teng, 2017). The theory of DOI provides a means to understand the 

motivations of varying peoples and cultures. 

One such study in which the researchers implemented the DOI theory was 

conducted in London, England, in November of 2017 and focused on digital technology 

in the retail industry (Pantano & Vannucci, 2019). The researchers appear to implement 

the DOI theory as a tool to understand the market demand for retail marketing while 

implementing the five characteristics of the DOI theory and implementing elements that 

aligned with a retail research project. The findings in the London area indicated that 

adopters were willing to sacrifice privacy for convenience in terms of the shopping 

experience (Pantano & Vannucci, 2019). The researchers gained a better understanding 

of motivation factors that affected the willingness to adopt new technology based on 

acceptance (Pantano & Vannucci, 2019). The study mainly focused on the perceived 

acceptance to help align with the retailer environment (Pantano & Vannucci, 2019). This 

review provided the researcher and understanding of how technology and innovation 

adaptors or early adopters are willing to accept a product; however, in this study, the 

trend appeared to be even if the product did not fully protect the individual's privacy 

(Pantano & Vannucci, 2019). Implementing the theory of DOI allowed the researcher to 

observe five separate store locations to help understand motivation factors in adopting 

technology by individuals.  

The next study using the DOI framework evaluated mobile banking adoption by 

individual stakeholders and was conducted using a blogging technique in which the 
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researchers established a blog for three months; thus, the samples were not 

geographically centralized through the use of social media such as Facebook and 

LinkedIn (Mullan, Bradley, & Loane, 2017). The researchers indicated that 81 percent of 

the respondents were male from Asia, and 40 percent from North America. The study 

implements Delphi with blogging to help analyze the data to help research complex data 

generated by the DOI theory (Mullan et al., 2017). The study’s results allowed for an 

understanding of how to differentiate one institution from another regarding user 

acceptance through enhanced security as a motivating factor (Mullan et al., 2017). Thus, 

understanding the motivating factors impacting the adoption of new technology such as 

mobile banking, the use of the DOI theory provided evidence for mobile banking 

providers of the value of multichannel banking. 

The final study that implemented the DOI theory occurred in Taiwan and 

evaluated 134 data sets to determine a retail store chain's willingness to adopt RFID 

technology within an environment (Tsai, Lee, & Wu, 2010). Some of the DOI elements 

included relative advantage, complexity as a means to determine wiliness to adopt RFID 

technology. Simultaneously, the study results indicated that relative advantage and 

complexity impacted the rate of adoption and if the organization was fully prepared for 

the adoption of technology (Tsai et al., 2010). The study further indicated that slow user 

adoption due to an absence of standardization as causation, furthermore it appeared 

maintenance and existing IT system integration related to complexity also impacted the 

adoption of RFID technology (Tsai et al., 2010).  



51 

 

Transition and Summary 

The literature review section attempted to provide insight into IoT issues 

regarding a lack of security policies and IoT device design practices. The literature 

review provided some connection between IoT security across all domains and a parallel 

between educational institutions' security. Furthermore, the literature review highlights 

standardization issues and IoT security roadblocks to adoption by IT administrators. The 

risks to students and society are highlighted as well as standardization. Thus, for 

successful implementation of IoT security, the IT administrator needs to reduce the 

institution's overall security threat vectors and provide a comprehensive security plan for 

securing the institution. 

The literature review focused on using the Theory of DOI and the touchstone used 

to evaluate the research throughout this project. The DOI theory has five basic tenants 

determining if technology will be accepted and the factors that affect this acceptance. The 

first characteristic is compatibility; thus, a need to ensure security technology is 

compatible with current security policies and technology and people. The second is 

relative advantage, and this touchstone compares the question of how will this new IoT 

device provide advantages in learning? The next characteristic is Trialability; this 

touchstone will help introduce security policies on a limited basis to determine 

acceptance. Observability is the next touchstone used to determine if the security 

methods implemented to protect the IoT devices are effective. The last touchstone is 

complexity, and it is used to evaluate the IoT device interaction between individuals and 

technology. Thus, using the five characteristics of the DOI theory provides as a 
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touchstone to help understand and clarify the research and act as a tool to help determine 

how to apply the research in the of securing of IoT devices within an institution and 

contributing to a more secure institutional environment. 

Section two of the proposal highlights the role of the researcher and the intended 

participants. Section two also highlights the research methods and the intended design, 

and the method used to collect the data. Section three of the proposal highlights the 

results from section two of the research project and how the research provides possible 

results for securing IoT devices within an educational institution from the study's 

findings. 
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Section 2: The Project 

 In Section 2, I define the researcher's role and the process used for selecting the 

participants. Section 2 defines the selection of a qualitative multicase research method. 

Section two also describes the use of purposive sampling for this research study. Section 

2 will cover the protection extended to the research participant's credibility, 

dependability, confirmability, and transferability. I implemented strong approaches to 

rigor to ensure that the study has credibility.  

Purpose Statement 

The purpose of this qualitative exploratory multiple-case study was to explore 

implementation strategies used by some local campus IT managers in educational 

institutions in the United States to secure the IoT environment. The study is focused on 

local campus IT managers within educational institutions across the Southeast portion of 

the United States that have implemented strategies to secure IoT devices. Positive social 

change may be realized by improving the quality of education and services provided to 

the communities due to improving IoT devices’ security within educational institutions. 

Contribution to new knowledge is possible by identifying elements that can secure IoT 

environments through standardization and mitigation techniques. 

Role of the Researcher 

Researchers in a qualitative case study are the primary instrument in the data 

collection process. I was the primary instrument in the collection of data for this research 

study. My role as the collection instrument was to collect the data, sort the data, and then 

organize the data into groups resulting in themes. As the primary instrument, it is the goal 
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to present the data while attempting to minimize personal bias by being a good listener 

and remaining adaptive (Yin, 2014). My role in this multiple case study was to develop 

interview questions that align with the overarching question. I also conducted in-depth 

interviews with the participants while attempting to minimize personal bias.  

I have 30 years of experience in electronics and IT with some experience in PLCs 

and embedded applications specific to IoT devices. I also have 12 years of computer 

security instruction and currently hold a Certified Ethical Hacker Certification. My 

current background helps provide a foundation for research; however, IoT technology is 

such a new field of study that minimizing bias would be possible. I currently have no 

experience with IoT and security within an educational institution. Ensuring rigor in my 

research is critical to the validity and acceptance of the results. My case study's approach 

to the rigor attempted to adhere to is credibility, dependability, confirmability, and 

transferability (Houghton, Casey, Shaw, & Murphy, 2013). I also implement strong 

approaches to rigor to ensure that the study has credibility. I currently have no 

relationship with the participants of this study or to the specific topic of research. I have 

some exposure to the organization as a faculty member; however, I have no connection to 

the sister campuses and no influence over potential participants. 

The Belmont Report helps to define the three moral and ethical principles that 

must be adhered to by the researcher, such as (a) respect for persons, (b) beneficence, and 

(c) justice (Sims, 2010). I conducted my research with the participant being fully aware 

of the interview process and reviewing the participant's informed consent form before the 

interview. I have also completed the appropriate training and received a certificate 
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indicating that the training was completed successfully. I also provided an executive 

summary of the coded findings to the IT administrators at each institution that 

participated in the research. 

Personal bias is inherent to the researcher due to life experiences; mitigating 

personal bias helped ensure credibility. To reduce personal bias, a researcher should 

ensure that the questions asked are standardized to minimize bias in the research and 

minimize observed bias (Malone, Nicholl, & Tracey, 2014). As the primary instrument of 

this research, my goal was to ensure the questions were not leading and did not reflect my 

personal bias or conflicts of interest. An interview protocol helped minimize bias. This 

allowed me to remain neutral and only act as a facilitator. One method used to 

accomplish this is using the interview questions as a checklist to ensure that all questions 

are asked of each participant in the same manner and ensure questions are not leading the 

participant or fail to investigate an answer in-depth (Qu & Dumay, 2011). Remembering 

to pause or lean in during the interview is essential; this will allow the participant to 

respond and show sensitivity (Moser & Korstjens, 2018).  

I encouraged the participant to speak freely during a face-to-face interview, and I 

refrained from steering the participants' thoughts. Data interpretation occurred based on 

the results and transcribing from an audio-recorded interview in a verbatim method. All 

audio should be recorded verbatim to reflect the actual interview (Sutton & Austin, 

2015). Coding was implemented to identify themes and any possible differences that the 

research may reveal (Cunningham, Menter, & Young, 2017). The use of coding provided 

a means to determine patterns of themes and contribute to the research findings. 
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Participants 

The selection of participants for this study included IT administrators from local 

educational institutions across the United States' Southeast region. The criteria for 

selecting these participants was determined by researching educational institutions in the 

Southeastern section of the U.S that implement IoT devices within the institution. I 

contacted them by e-mail or by telephone, as well as social media. The primary criteria 

for selection were based on the participants' role in administering the local campus's IT 

campus that the study is focusing on. Organization selection was based on educational 

institutions that have IoT implemented on-premise.  

The selection of participants is a critical milestone in the research process, thus 

ensuring that participants have experience in the topic of research is critical to the 

participant selection (Cypress, 2017). For my study, I used social media and e-mail. I 

searched the Internet for educational institutions that implement IoT technology and use 

some of the sister campuses for the university institution that I currently work as an 

instructor. The study's credibility is crucial to the research's acceptance, and I did utmost 

to ensure that the truthful depiction of the research participants is represented to the best 

of my ability and that of the research.  

The strategy for establishing a working relationship was based on contacting the 

vice president of the organizations responsible for the IT department's oversight and 

requesting a list of the most experienced IT administrators at each institution that they 

serve. The vice president acted as a mediator between me and the potential participants. 

The use of a mediator helped connect me and the participants as each came from different 
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perspectives. Using a mediator helped introduce the researcher to the participants (Shaw, 

2018). This selection process was based on a minimum of degree and a minimum of 2 

years of experience in an IT administrator's role. I reviewed the websites to determine the 

administration's information to help determine each institution's contacts.  

I obtained contacts through the Chief Information Officers or Chief Operations 

Officer for participants and both organizations' permission. My study included 10 

participants, nine members from one university system that has 20 different campuses 

throughout the southeastern United States, and the other from a local community college 

also in the same region. 

Research Method and Design 

Method 

Researchers conducting research studies may implement one of these three 

different methods of research. These methods include (a) qualitative analysis, (b) 

quantitative analysis, and (c) mixed methods research. Researchers who need to 

understand the subject's lived experiences, including perspective and meaning from the 

participant's perspective, will implement qualitative research to answer these questions 

(Hammarberg, Kirkman, & de Lacey, 2016). I implemented a qualitative study for this 

research as I researched the participants’ lived experiences to help understand IoT 

Security Strategies used within an educational institution. Cronin (2014) indicated that a 

qualitative research study allows the researcher to focus on specific strategies or patterns 

directly related to a specific topic. The use of qualitative analysis contributed to the 

study's rigor through pattern matching and allowing for the development of themes based 
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on the research findings. The implementation of qualitative analysis for this particular 

research study is appropriate as it allowed the studies to focus on being directed to those 

living the real-world experience (Palinkas, 2014). 

The need to understand lived experience phenomena in a multi-case study was the 

basis for selecting a qualitative research method. Using a qualitative multicase study 

allows for an understanding of how different case studies contribute to understanding 

different audiences (Creswell, Hanson, Clark, & Morales, 2007). Implementing a 

multicase study helped to contribute to a richer and more rigorous research study. The 

value of studying the IT administrator within an educational institution provided for a 

real-life experience interview that provided valuable insight into the process of security 

IoT within an institution and provided research benefits contributing to a more secure 

environment.  

 A quantitative research method uses experiments and surveys to test a hypothesis. 

The quantitative study's goal was primarily to determine or test a hypothesis with 

measurable variables (Scrutton & Beames, 2015). Quantitative research is premised on 

core elementary assumptions that the researcher is removed from the research and the 

absence of human interaction (Macur, 2013). This study's goal was not to test a 

hypothesis or work with variables; a quantitative research method did not meet this 

study's needs. Understanding how the participant's experiences can benefit the research is 

critical to understanding the phenomenon being researched. Qualitative researchers seek 

to understand from the participants perspective their own lived experiences (Yin, 2014). 

As the goal was to understand an IT professional's lived experience and provide deep 
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insight and understanding of lived phenomena, it was appropriate to implement a 

qualitative methodology. 

 Mixed methods research combines qualitative and qualitative research methods 

into a single study result (Johnson & Onwuegbuzie, 2004; Venkatesh et al., 2016). One of 

the issues with mixed methods that would exclude it from consideration in this research 

study is that when there is a divergence between the two research methods, the 

researcher's responsibility is to follow the discrepancy (Doyle, Brady, & Byrne, 2016). 

Doyle et al. (2016) also indicated that the discrepancy could be associated with combing 

research methods when, in actuality, the study did not fit the qualifications for a mixed-

methods approach. Implementing a mixed methods research study must be taken with 

caution and ensure that the research objectives can be met with a mixed methodology. 

However, assessing the research to ensure that it meets these qualifications is paramount 

before implementing a research method.  

 The proposed touchstone for mixed methods research includes (a) triangulation, 

(b) complementarity, (c) development, (d) initiation, and (e) expansion (Greene, 

Caracelli, & Graham, 1989). It is important to note that the research study did not need to 

quantify numbers to answer the overarching research question, and as such, a mixed 

methods research method was not chosen for this study. The focus of this research study 

was to focus primarily on the lived experiences of the participant and thus contribute to 

more understanding of IoT device security within educational institutions. Furthermore, 

this research study aimed to understand strategies used to secure an IoT environment and 

was not designed to test a hypothesis based on dependent and independent variables, so a 
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mixed method was not appropriate. For this reason, I have chosen a qualitative case 

study.  

Research Design 

Research studies, such as a multicase studies, implement various techniques to 

collect data to answer the overarching research question. I have chosen an exploratory 

multi-case study for this qualitative research study.  

A multicase study will allow for the emergence of themes to come to light and 

then be used as a tool to guide the research and provide a means to ensure depth of 

research (Killingback et al., 2017). A multicase provides an understanding of the 

similarities between case studies (Baxter & Jack, 2008). The primary purpose of not 

implementing a single case study is the absence of depth that a single case study provides 

(Eisenhardt & Graebner, 2007). Implementing a multicase study provided evidence that 

is more reliable due to the nature of multicase research directly through the assessment of 

multiple sources of information from different case studies.  

Various types of research methods were considered for this research study, such 

as an ethnography and phenomenology. The study of ethnographic research is focused on 

cultures and the interaction between people within the culture. (Williamson, 2006). While 

focusing on individuals’ behaviors, ethnographic research did not provide usable results 

for this research study as this study was not focusing on cultural interactions. As the 

researcher, I did not become involved in each organization's culture to live the 

experience. Understanding people's cultures would require the use of an ethnographic 

study. I implemented a multicase qualitative research study to provide results based on 
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interview feedback and a theme using semistructured interviews. I also obtained 

documents from either the organization's website or internal documents that help reflect 

the IT administrator’s perspective on IoT security and how best the IT administrator 

secure IoT devices within the network. 

Another method is phenomenology, as it focuses on the individual's lived 

experience and a detailed explanation of the individual's experience (Matua & Van der 

Wal, 2015). Understanding lived experience is essential to the research process and 

would contribute to my research study. However, this method's limitations include only 

obtaining inferences from the individuals' lived experiences (Rossman & Marshall, 

2016). Observing only the lived experience excluded this method from being used as the 

objective was to look at the overall picture of the organization and the IT administrator 

role in regard to the implementation of IoT security. It is important to note that this 

research would benefit from elements of phenomenological research approach; however, 

applying all of the elements would not have been practical due to the main characteristics 

of phenomenology based on analyzing the participant's qualities and interpretations of the 

participant (Padilla-Díaz, 2015).  

I implemented a multicase research design for this study. A multicase study 

provided a means for the exploration of a process of events. To confirm data saturation 

was achieved, I used the interview process to obtain meaningful information and included 

documents from the institutions' website and internal documentation. Internal 

documentation and various data sources help explore the phenomenon being researched 

(Baxter & Jack, 2008). In qualitative studies, data saturation is reached when there are no 
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new categories or themes (Fusch, Fusch, & Ness, 2018). Ensuring that data triangulation 

is applied to the interviews and the institution's documents helps to ensure the studies 

repeatability and provides credibility (Fusch et al., 2018). Data I used internal and 

external institutional documents and a semistructured interview process and data 

triangulation to ensure that the research has reached saturation. Data saturation becomes 

apparent at the end of the research when all the various data types are triangulated, and 

no more new content comes to light from the triangulation (Fusch et al., 2018). The case 

study's implementation allowed for capturing the IT administrators' experience within the 

educational institution and helped develop a recommended strategy to secure the 

intuitional IoT environment. The use of the case study allows for exploring individuals or 

organizations (Yin, 2014). The use of a case study provided this research study valuable 

information helping to answer the overarching research question.  

Population and Sampling 

This study's target population consisted of local campus IT managers in 

educational institutions across the Southeast portion of the United States. The local 

campus IT administrators selected were those exposed to the constantly changing 

demands of IoT security with the educational institution. System administrators are called 

upon to perform various duties within the network system, from IT administration to 

security oversight (Burgess, 2003). Targeting individuals who met specific criteria 

through a particular sampling method helped increase the study results' richness. 

The population for this research study had experienced in the administration of IT 

services within the educational institution. For this study, I implemented purposive 
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sampling to help identify IT administrators that meet specific criteria to answer the 

research question. Purposive sampling allows for selecting a sample based on a 

population (Suri, 2011). Using purposeful sampling maximized minimal resources and 

quickly identified individuals who have experience with the research phenomenon. 

Selecting individuals who have experience with the phenomenon requires flexibility in 

obtaining participants that meet specific criteria. Purposive sampling, as applied to 

research, is a standard method for obtaining research participants (Yin, 2014). I 

implemented purposive sampling for this research study. Purposive sampling, in this 

case, study, was used for determining a participant's qualifications only. The purposive 

sampling portion denotes the inclusion of a case that provided added meaning to the 

research (Yin, 2014). The importance of using purposive sampling allows for as a means 

for deliberately selecting participants with rich experience of IT administration skills and 

using purpose sampling provided a means to target those qualified individuals.  

Targeting individuals ensures data saturation. It was necessary to secure enough 

participants to meet predefined research requirements. Research participants can be 

chosen for a research study based on predefined criteria while also attempting to 

minimize bias (Moser & Korstjens, 2018). One such study implemented specific criteria 

for qualifying a research participant and defined the target audience to ensure the study 

could reach saturation and remain feasible in terms of time and resources (Guest, Bunce, 

& Johnson, 2006). Ensuring that data saturation has occurred is critical to the success of 

the study. Choosing a study population based on a set criterion helped ensure data 

saturation within a targeted population. Data saturation is the goal of all qualitative 
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inquiry research studies and is the standard that the study is measured by (Guest et al., 

2006). Ensuring data saturation has occurred provided to the study credibility and allows 

the study to be duplicated by other researchers. The participants for this research study 

were also required to meet specific criteria to ensure their success. One criterion for 

participant selection (a) must be over 21 years of age; (b) was an IT administrator within 

an educational institution; (c) participant must know about IT security within a network 

related to confidentiality, integrity, availability; and (d) participant must be willing to 

share their experiences. 

 The importance of ensuring that the interview setting is free of distraction is 

crucial to a successful study. The interview setting should be quiet and free of 

distractions (Elwood & Martin, 2000). This study's intended interview setting occurred in 

a small virtual conference room due to COVID 19 restrictions. In each location, the door 

was closed to allow for focus and to ensure a clear recording and minimal distractions to 

the participants. 

The appropriate sample size for qualitative research studies varies. The small 

sample size can vary from five to as many as 50 participants; research indicated that 

some studies reached saturation with only 10 participants (Guest et al., 2006). A smaller 

sample size can allow the researcher to focus on the research and the participants and 

possibly provide a more detailed finding. Code saturation is possible with 9 participants 

in the study, according to (Hennink, Kaiser, & Marconi, 2017). For this qualitative 

multicase study, I used 10 participants to ensure that code saturation is possible. One such 

study indicated that data saturation could be obtained with a population of between six to 
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12 participants (Guest et al., 2006). I also ensured that once IRB approval was obtained, I 

communicated with the appropriate individuals at each institution and ensured that they 

understood the protocols and that all personally identifiable information will be removed, 

identifying the institution and participant. I also ensured that the participants before the 

research interview process were provided with a consent confirmation document and a 

signed document. I reviewed the interview process with the participant and asked if there 

are any questions or concerns that they might have? 

Complete data saturation is the only true method of ensuring that the study size is 

adequate for the projected population requirement. Saturation of data is the primary 

standard of qualitative research (Guest et al., 2006). Ensuring data saturation is achieved 

can be accomplished with the implementation of data triangulation. Researchers indicate 

that when the emergence of no new codes or themes emerge and the study, it can be 

reproduced; then, data saturation has occurred (Guest et al., 2006). Study replication is 

also essential. For the researcher to have enough information to provide for the study 

being repeated contributes to the studies' credibility; thus, once no new codes emerge, 

then saturation is achieved. Ensuring that the research study yielded the complete depth 

of information is considered an indicator that data saturation has occurred (O’Reilly & 

Parker, 2013). Understanding the criteria for complete depth and breadth of information 

discovery contributes to complete data saturation and would require no further 

interviews.  

Data saturation was achieved after all of the interviews had been coded. The 

documents obtained have been analyzed concerning the participant's organization and has 
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contributed to answering the overarching research question, then I stopped collecting 

data. The foundation of a qualitative research study is founded on trust; thus, the use of 

member checking ensured rigor and that the meaning of the research participants 

meaning was conveyed properly that the participants that the results of the interview 

process reflected the participant's views (Birt, Scott, Cavers, Campbell, & Walter, 2016). 

I provided the participants with an adequate amount of time to review the transcripts and 

provide feedback, thus ensuring that they were involved in interpreting the data. 

Furthermore, including the study participant as part of the member checking is critical to 

ensuring accuracy (Birt et al., 2016). Also, addressing discrepancies or interpretations 

that do not align with the actual participant's feelings or perspectives, they were modified 

to reflect those of the participant.  

Ethical Research 

 The protection of research participants is critical to data collection, and as such, 

the identity of the stakeholder's human rights must be protected. Various methods of 

ensuring participant protection should be implemented, such as informed consent, which 

includes continued consent before starting the interview (Byrne, 2001). Informed consent 

was obtained before the interview was conducted and provided the participant with the 

opportunity to decline being interviewed at any point during the process. The informed 

consent form was in a PDF format that the participant would sign virtually when they 

agreed to participate in the study. The informed consent form can be found in the 

appendix Appendix C.  
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 Ensuring the participants who volunteer are volunteering for the right reason, such 

as wanting to see a more secure IoT environment — ensuring that the motivation of the 

participant is not coerced and anything that is received should be secondary and not the 

reason for participation (Erlen, Sauder, & Mellors, 1999). Providing a token of 

appreciation, such as a gift card for coffee, would be acceptable, and I did not advise the 

participant of this before starting the interview. Thus, making sure that no incentive is 

offered before the research collaboration was started ensured that if the participant does 

not feel comfortable in any way, they could not be part of the research without any 

negative consequences. 

The Walden University IRB process requires preapproval before a researcher can 

start the process of research. Thus, ensuring that all requirements are meet and that the 

participants identify, and human rights were protected. To ensure that the research study 

is ethically based, it is essential to implement morally sound practices. One such method 

for ensuring ethical standards is through informed consent and the ability to withdraw 

from the study and complete confidentiality (Ngozwana, 2018). Reminding the 

participant that withdrawing from the study at any time is their right if they are so 

inclined as they were not obligated to participate. Walden University requires that 

researchers obtain the IRB approval confirmation number before the research starts and 

ensures that the researcher has completed proper training in protecting fundamental 

human rights, ensuring the participants' dignity. To be compliant with the IRB process, I 

completed the National Institutes of Health Training (NIH) and received a completion 

certificate. Certificate Number 2488136 completed in September of 2017.  
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Trust is essential when conducting research. The need to protect the research 

participants is required; thus, I implemented a coding system for the research participants 

and the participants' institutions. Ensuring that the names are anonymized with 

pseudonyms will ensure that the participants' privacy is protected (Byrne, 2001). 

Ensuring participant anonymization helped to obtain research data that will answer the 

overarching research question. I am the only individual who has access to the actual 

names and pseudo names of the participants assigning pseudo names masked out the 

actual participant. I guarantee the participants' confidentiality through the entire research 

process. After the interview process occurred, I provided the participants with a paper 

copy of the interview to allow for the participant review. The information stored on my 

computer or MP3 recorders was saved on a flash drive that was encrypted with a secure 

password. After all, data was saved to a flash drive or printed, and then it was deleted 

from the computer or recording devices. Thus, after the five years of data holding, any 

data, including the flash media and documents, will be destroyed and shredded to protect 

the participants and remain compliant with the Walden University IRB process. 

Data Collection 

Instruments 

 I was the primary data collection instrument for this qualitative multi-case study. 

The researcher becomes the primary instrument in data collection and making sense of 

the collected data contributing to an understanding of the research phenomenon under 

evaluation (Barrett, 2007). Identifying themes and patterns to help understand the 

phenomenon being researched is critical to the research investigation outcome. 
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Researchers gather evidence through predefined research questions and act as instruments 

in one-on-one interviews and establish trust relationships with the participants; thus, 

researchers are considered the research tool (Yilmaz, 2013). 

Understanding a phenomenon through data collection allows the researcher to use 

observations and artifacts such as documents to understand the phenomenon being 

researched (Barrett, 2007). I implemented a semistructured interview process that 

allowed for open-ended questions to help understand the participant's perspective of the 

research phenomenon. Open-ended questions helped triangulate the data by allowing 

participants to express themselves during the interview process (Tasker & Cisneroz, 

2019). Semistructured open-ended questions allowed for the conversation's guiding 

during the interview process (Kumboyono, Hamid, Sahar, & Bardosono, 2019). 

Furthermore, I used a semi-structured interview approach with predefined open-ended 

questions that allowed the researcher to be more flexible, thus enabling the participant to 

answer the questions representative of their own experience.  

The data collection process requires identifying common themes through the 

interview process to contribute to the understanding of a research phenomenon. Some 

methods that allow for data collection and establishment of themes are document review 

before the interview process is undertaken to help shed light on the organizational 

information contributing to the participant's overall understanding (Sutton, 2011). 

Researching organizations in advance of the interview process allows for the focusing of 

a study and can provide tremendous insight and contribute to creating themes and 

patterns for analysis.  
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The research required that I implement a semi-structured interview process to ask 

open-ended questions and probate the participants' experiences. The data collection 

method involved using documents obtained from the company’s website or documents 

provided to me by the organization. All the interviews were conducted onsite in a 

conference room with the blinds shut, and the door closed to minimize distraction. 

Implementing a location for the interview process should be convenient for the 

participant and quiet (Elwood & Martin, 2000). I ensured that the participant was  

comfortable and that there are no distractions to the interview process and that the 

environment was neutral. The interview process consisted of open-ended interview 

questions, and the interview process spanned 30-45 minutes total time.   

The study's interview data types are categorized into two groups (a) primary data 

obtained from the interview process. (b) However, secondary data obtained from 

documents related to the organization is not necessarily related to the current study 

(Prada-Ramallal, Fatima, Herdeiro, Takkouche, & Figueiras, 2018). The use of secondary 

data allows the researcher to compare different sources to verify the research findings. 

Combining various types of research method sources in the study of phenomena to verify 

the research's validity is defined as a triangulation of data Denzin, 1978). However, it is 

essential to note that data interpretation is still the researchers' perception of the 

information (Fusch et al., 2018). The use of method triangulation in this study helped to 

understand the overarching research question through primary and secondary data 

collection methods. Understanding multiple perspectives provide the researcher with a 

better foundation in which to help answer the research question. Data triangulation 
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includes collecting data from different sources to gain a multifaceted perspective of the 

data and contribute to data validation (Carter, Bryant-Lukosius, DiCenso, Blythe, & 

Neville, 2014). I implemented data triangulation in this research study to discover new 

and emergent themes and minimize bias within the research inherent to the researcher 

and the process. 

 Recognizing bias and minimizing the effects in research is paramount to the 

research; thus, I implemented member checking and data triangulation to ensure data 

alignment. Data triangulation allows for member checking of the results; however, for the 

results to be accurate, you must have all members who participated in the research to 

participate in the member checking process (Carter et al., 2014). A follow-up interview 

was scheduled with each participant and allowed them to review the transcripts' 

interpretation from each interview. Ensuring full member participant participation 

ensured help to ensure the accuracy of the interview and transcription process. Member 

checking allows the participant to evaluate and verify the researchers' interpretation 

(Harvey, 2015). Once member checking was completed, changes were made to the 

document if applicable by the research participant. Then an amended copy was sent back 

for a follow-up interview if necessary. 

This study's interview protocol includes pre-interview questions, and the 

interview participant completes and signs the participant form before starting. A list of 

interview questions and pre-interview activities (see Appendix B) provides the interview 

process as a guide for a semi-structured interview by using preformed open-ended 

questions to guide the process (Harvey-Jordan & Long, 2001). Ensuring that the 
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interview protocol is in place will ensure that the interview process yields good results. 

Thus, a reliable interview protocol is linked to research data based on quality data 

(Yeong, Ismail, Ismail, & Hamzah, 2018). A reliable interview protocol is crucial to 

obtaining rich qualitative interview data to understand the research phenomena.  

The interview process required various tools such as recorders and software for 

identifying themes and codes. I used two separate devices in this process to record the 

interview process. (a) Sony digital recorder (b) iPhone with a voice recording application. 

The recording data was processed through a speech to text program to make available in 

a printable format for verification. The need to ensure that the data can be verified is 

essential to ensuring accuracy. Sending copies of the exact transcript back to the research 

participant will ensure accuracy (Harvey-Jordan & Long, 2001). After the speech 

processing to text, it was necessary to ensure that the text is not altered or changed, 

thereby changing the participant's interpretation. I implemented the software NVivo to 

help to identify themes as well as emerging patterns. Tools such as NVivo help augment 

the research process and help identify themes as a data management tool (Maher, 

Hadfield, Hutchings, & de Eyto, 2018). The use of tools such as NVivo helped to 

organize the results and help establish data patterns. Establishing patterns helps identify 

emerging themes by transforming codes into categories, thus identifying commonalities 

or patterns, thus requiring the researcher to become immersed in the data during analysis 

(O’Neil K, 2019). Identifying patterns in the research includes both primary and 

secondary information is included in the process of pattern matching. Secondary sources 

of data that are identified as trustworthy can be used to direct the research and help to 
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understand the results that should be considered in the process (Zickar, 2015). Identifying 

patterns in research requires an objective, non-biased view of the research data and 

ensuring that all primary and secondary data is accounted for entirely. 

Data Collection Technique 

 The use of an interview process in a qualitative research study provided a means 

to obtain an individual's perspective of the phenomenon being researched. Capturing the 

research participant's experience will provide insights into the daily patterns and routines 

and enable the researcher to pick up non-verbal communication (Denham & 

Onwuegbuzie, 2013). In conducting face to face interviews, I asked follow-up questions 

based on non-verbal communication, thereby obtaining a more rich interview experience 

with the participant. I created an environment for the participant that makes them feel 

comfortable during the interview process, allowing them to be more forthcoming with 

research information. External environmental stimuli can impact an interview; thus, 

minimizing or eliminating such distractions will contribute to a better quality interview 

(Drew et al., 2004). I ensured that cell phones were turned off, and the blinds were closed 

to remove distractions. I used face-to-face Virtual semi-structured interview to complete 

the data collection process. A semi-structured interview process allows the researcher to 

investigate a different path based on response and remain somewhat structured (Gill, 

Stewart, Treasure, & Chadwick, 2008).  I also paid special attention to non-verbal cues 

and ensured that I established trust before the interview process. In the interview process, 

trusting the interviewer is critical to the interview results and can impact the participant 

(Cohen & Arieli, 2011). The importance of building trust before the interview process 
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and during the interview process will contribute to research data that is rich in content. 

The importance of ensuring the environment is comfortable will stimulate freely sharing 

of information. I ensured that the participant is comfortable during the interview process 

and ensured an absence of interruption by implementing long pauses. Ensuring the 

participant's comfort and the absence of interruption not to inhibit the participant's 

thought process is key to rich data collection (Rivard, Fisher, Robertson, & Hirn Mueller, 

2014). I ensured that the interview protocol (Appendix B) was followed, thus helping the 

participant be comfortable and allowing the interview to stay within the allotted time 

frame while remaining flexible to allow for a richer interview experience. 

Various data collection techniques exist that can provide the researcher with 

meaningful information dependent upon the research requirements. One such method that 

allows rigor to qualitative research is data triangulation (Kitto, Chesters, & Grbich, 

2008). Member checking and data triangulation will contribute to ensuring the research is 

accurate and that themes emerge. Other issues that can impact the research are related to 

the researcher and the inherent bias brought into a research project. A qualitative research 

study requires method triangulation to minimize the researcher's internal bias (Tobin & 

Begley, 2004). It is important to note that researchers will bring internal bias to the 

research; however (Tobin & Begley, 2004) also indicate that method triangulation can 

mitigate this effect if appropriately implemented by the qualitative researcher.  

One of the disadvantages of using the interview process for data collection is that 

it could lend to bias on behalf of the researcher. Researchers bring bias to the study 

through life experience and injecting bias unintentionally through the way questions are 
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asked (Bero, 2017). By contrast with the blind survey method of data collection, the 

interview process will have pros and cons; the key to mitigating these differences 

between the data collection methods is through the implementation of checks and 

balances to ensure a fair and balanced research project. 

I searched the targeted institutions' websites and open-source intelligence and 

obtained institutional documents from the organizations that will contribute to the 

research. Common data collection methods include using documents and observations to 

allow for data analysis verification (Sargeant, 2012). I used these documents obtained 

from the institution to help identify patterns and themes in the research. 

Once the semi-structured interview is started, I completed the process until all of 

the interview questions were answered while allowing for a follow up of each question if 

necessary, dependent upon the interview participant's response. The use of semi-

structured interview questions allows for a rich participant response while adhering to an 

interview protocol (Bolderston, 2012). I was aware of non-verbal cues during the 

interview to determine if question follow up is necessary. The use of non-verbal facial 

indicators can indicate to the researcher and provide cues as to how to direct the 

interview process (Knapik, 2006). During the interview process, I ensured that I remained 

flexible and allowed the participant to express themselves without interruption.  

I built trust before reviewing the interview process. Once the participant appears 

calm and all distractions are removed, I reviewed the interview process with the 

participant (Appendix B). I ensured that they completed the consent form and signed the 

pdf document. I reviewed the recording process with the participant, explained the data 
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retention of recorded material, identified the masking process, and ensured confidentially 

of the interview and all related documents. I provided the participant the opportunity to 

opt-out of the research. Once the introductory interview guide was completed, then I 

informed the participant that I started the recording.  

The interviewer should ensure that they do not lead the participant while looking 

for specific responses (Harvey, 2011). Leading the participant would possibly skew the 

interview process; this sometimes occurs when individuals feel uncomfortable. Thus, if 

the participant responded and provided a non-verbal cue that they were uncomfortable 

with, I followed up with different wording questions at the end of the interview. I also 

used non-verbal indicators to determine if the question needs a more in-depth 

investigation. I also took notes that indicate response to specific questions that needed to 

follow up and indicate non-verbal cues that might have indicated further investigation.  

 Once the interview was completed, I asked the participant if there were any 

further questions and asked if there are any institutional documents that might benefit the 

research. I also explained to the research participant that I would be sending them a copy 

of the transcribed interview for review and then request a follow-up interview if 

necessary, to view any discrepancies that might arise from transcript interpretations. I 

also provided a copy of my notes to the participant upon request. I also reminded the 

participant of the data retention policy. Once the participant reviewed the transcript, I 

requested verification of the participant's approval, either verbal or in an email.  
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Data Organization Techniques 

  Data collection techniques are established before the start of my research to 

ensure the reliability of the data. An audit trail in research is achieved when the 

researcher provides a complete and accurate document trail, thus documenting the 

procedures used in obtaining the data. The process in which the interview is conducted 

will demonstrate the integrity of the research (Daniel, 2019). The importance of 

organizing the research before the process starts with proper documenting procedures 

will ensure my research integrity and ensure the process is organized and efficient. I used 

Microsoft Word, Excel, and Nvivo to organize the data collection findings for taking 

notes and transcription for proper organization. The use of various research tools 

augments the researcher's ability to organize data into meaningful results as long as the 

tools align with the research project (Jin Xiu Guo, 2019). The use of various research 

tools enhances the researcher's ability to organize data into meaningful results as long as 

the tools align with the research project (Weitzman, 1999). Selecting the proper tools for 

this research project required research in selecting software that provided the best result 

while being cost-effective. The software was used to take notes and track documents and 

the research participant's masking to protect their identity. It is the researcher's 

responsibility to protect the identity of the research participant (Larossa, Bennet, & 

Gelles, 1981). Thus, when organizing the research, it is the researcher's responsibility to 

protect the research participant, and one method often implemented to accomplish this is 

the use of identity masking. Thus, removing information when possible to identify the 

research participant is required for the participant (Greaney et al., 2012). The protection 
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of the participant's privacy is an integral element contributing to the research participant's 

respect. To ensure privacy, I maped the 10 participants to a set of codes. The masking 

codes will be as follows, research participant 1 to research participant 10, then with each 

participants name being assigned a code. The results of the findings were stored on a 

portable flash drive that is password-protected to ensure privacy. I also reminded the 

participant of the data retention policy in which the material will remain locked in a 

secure location for a period of five years then destroyed  

I also maintained a journal through the research process to ensure all of the 

research processes are documented, and any comments or concerns can be documented 

and readdressed through the process. Using a journal will contribute to a more reflective 

research process and allow for as a tool to be self-reflective to help minimize personal 

bias (Ortlipp, 2008). A journal will also allow for follow-up notes when interviewing the 

participant and help identify other investigation areas during the interview.  

Data Analysis Technique 

  A qualitative case study begins with gathering data from various credible sources 

to help answer the overarching research question. Within this study, I implemented the 

framework suggested by Yin (2014), in which he suggests the use of a three-phase 

method in which the data is obtained then (a) compiling the data, (b) disassembling the 

data, (c) data reassembly. Using a systematic data analysis methodology will help ensure 

that the research that I present follows a standardized; thus, it is logically occurring and 

repeatable. Data analysis in the coding process allows for revealing keywords within the 

interview process and helps identify keywords used frequently (Theron, 2015). 
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Identifying patterns and themes is crucial in helping to understand phenomena. I used 

documents obtained from the institution and transcribed interviews to help answer the 

overarching research question. 

I implemented NVivo software to analyze the audio transcripts obtained from the 

interview process and artifacts obtained in the research. The use of NVivo allows for the 

coding of research material to identify a theme or patterns in the research material (Maher 

et al., 2018). I selected NVivio for the various tools that the software brought to the 

research while recognizing that it is an aid to research only and that the researcher is 

responsible for the research (Zamawe, 2015). Ensuring rigor in the analysis phase is 

critical to the study results, ensuring repeatability is vital to the study; therefore, multiple 

analysis methods are essential. A computer program helps to analyze the artifacts and the 

interviews; however, keeping a journal and using colored pens and traditional methods 

helps to ensure rigor in the research data analysis phase (Maher et al., 2018). Using 

journals and proper notetaking of facial expressions and using these as artifacts helped 

ensure a balanced analysis of the results. The key drawback of relying only on the 

transcription is that the interview's content could be lost in transcription; thus, annotation 

during the interview briefly allows the researcher to listen to what the participant is 

saying (Wainwright & Russell, 2010). Using multiple methods to analyze the data 

obtained from the interview process and data artifacts will ensure rigor in the research 

data analysis phase. 

Research studies use various methods to identify the rich data that enables 

yielding results to identify the research phenomena. I used various coding methods to 
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help identify patterns in my research study. The research coding was initially developed 

from the list of research questions and the condensing of the research findings allowing 

for theme development and category refinement (Miles, Huberman, & Saldana, 1994). 

Identifying underlying themes from previous experience acted as a guide to initiate my 

research study. Qualitative coding requires the researcher to have a background in the 

study to identify themes in the obtained research material (Turner, Kim, & Andersen, 

2013). I bring a previous background to the research to better understand the research 

findings and help develop themes from the research. The use of coding in a study 

provides a means for the researcher to bring their own experiences to the research to help 

identify themes (Alase, 2017). I ensured the best of my ability to use all my previous 

experience to organize the data to identify themes and patterns in the research obtained 

from interviews and company documents. I continued to research current trends to ensure 

that no new information applying to my research study should be included in the theme 

development or studies finding.  

1. They have identified background data from organizational artifacts 

provided to the study, and Internet searches for new material for similar 

institutions to identify initial themes or update current themes. 

2. Reviewed the transcripts and the recordings and used my research journal 

to help identify subtle themes and codes. 

3. Identified themes and codes collected from the interview data. 

4.  Determined how these identified themes and codes align with the artifacts 

obtained from company documents. 
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5. Used the identified themes and codes to search for patterns in the 

transcripts. 

6.  Amended themes as new patterns become apparent as a continual process 

until no new themes emerge.  

7. I continued this process to establish saturation until no new themes or 

codes are identified within the research transcripts. 

Reliability and Validity 

Reliability in research is critical to the study's acceptance for many reasons. There 

is a need in qualitative research to ensure the findings are repeatable and duplicated by 

another researcher investigating the same material with the same research methods 

(Aguinis & Solarino, 2019). Validity in research refers to various sources of evidence 

being evaluated to help establish a foundation. Validity refers to the research question 

that is being investigated and the extent to which the research question is answered by the 

study (Sullivan, 2011). In this study, I obtained research material from various sources to 

help establish validity while answering the overarching research question. I ensured that 

the research was trustworthy and repeatable through the interview process. To 

accomplish trustworthiness, a researcher should acknowledge any research bias that 

could impact the study's outcomes (Noble & Smith 2015). I continually ensured different 

perspectives in the research were represented to remain transparent in the research 

process. To provide credibility, a researcher should detail their personal experiences 

pertaining to the specific research (Cope, 2014). I followed an outline for ensuring 

reliability in the research as suggested that the primary researcher be consistent, truthful, 
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and pose neutrality and ensure applicability to research. I ensured that I was transparent 

in the research and truthful while remaining objective and ensuring that I followed the 

interview questions found in Appendix B following an interview protocol and the 

questions with all participants in the same manner. The importance of enabling a reader 

to draw the same conclusions as the study is accomplished by following the research 

questions and interview process with all participant interviews, thereby yielding 

consistent results (Yin, 2014). I ensured that all interviews follow the same process 

utilizing the interview protocols and interview questions as well as making notes of any 

non-verbal cues from the participant.  

Dependability 

Dependability during the study was accomplished by ensuring the study's 

repeatability by using the interview protocol and interview questions. Once the interview 

is completed, I then sent a copy of the transcript back to the participant for member 

checking to ensure the accuracy of interpretation. Ensuring the results obtained from 

interviews and artifacts are following a protocol will contribute to the study's consistency. 

Dependability is achieved when the study’s results can be agreed upon by other 

individuals given the same research (Cope, 2014). I used data triangulation and member 

checking to ensure the dependability of the data collected and member checking by 

sending back the transcripts for review and approval. Data triangulation can be used as a 

tool to ensure the rigor of a study's research findings (Humble, 2009). Triangulation can 

be identified as the use of various methods for collecting data (Humble, 2009). I used 

various sources for data collection, such as company documents and company artifacts. 
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Furthermore, I implemented the use of instruments that will be standard across all 

interviews. The instrument included predefined interview questions with each participant. 

Second, I implemented member checking during the interview process to stop and check 

for accuracy. Member checking was also implemented after the interview process to 

allow the participants to review their interview transcripts by sending them back to the 

participant for accuracy checking. It is essential to ensure dependability. There must be 

measures in place to check the results of the qualitative research study and, as such, 

strengthen the study (Rodrigues, Alves, Silveira, & Laranjeira, 2012). I implemented 

various auditing and member checking methods and a proper protocol to help ensure 

dependability and rigor. Another method that I implement in the research study is to 

create an audit trail, thus allowing others to come behind my research study and repeat 

similar results. An auditing trail allows for transparency in the research process, thus 

allowing for a more rigorous study (Houghton et al., 2013). I implement an audit trail 

throughout the entirety of the research study documenting collection through 

comprehensive notes. The use of NVivo increased the rigor of the research study by also 

contributing to the audit trail (Houghton et al., 2013). I used NVivo as a supplemental 

tool to continue the audit trail as well as a journal. I reviewed the emerging themes until 

there was no longer new or emerging data from the research. Ensuring data saturation 

helped to ensure the validity of a research study (Cope, 2014). I ensured that the research 

is no longer yielding new themes or new research to ensure data saturation. I ensured that 

the study’s results are confirmable, transferable, and credible (Thomas & Magilvy, 2011).  
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Credibility 

Credibility was accomplished using member checking as well as reviewing all of 

the transcripts identifying patterns. I continuously was self-reflective of my perception of 

the research with a critical perspective of oneself. The researcher's perspective and the 

effort put into the research concerning the research contribute to credibility in a 

qualitative research study (Golafshani, 2003). Ensuring that I minimized bias while 

continuing to keep a critical perspective of my research interpretations will enhance the 

research finding's validity and richness.  

Transferability 

 Another reliability and validity element is ensuring that other researchers that are 

not part of the study can recreate the research results and ensure the research results' 

transferability. A benchmark for determining if the research results are transferable is if 

other researchers can identify with the research study results based on their own similar 

life experiences (Cope, 2014). Thus, transferability is critical to the validity of the results 

of the research. Some ways suggested by Noble & Smith (2015) are to ensure that the 

studies' results are transferable and accurate. Furthermore, the authors also indicate that 

including direct quotes from the interview participants, document review of the results 

with the participants will also contribute to validity. The authors mention the constant 

review of other research case material to contrast with your current research (Noble & 

Smith 2015). Transferability is determined by how much of the research study can be 

applied either based on theory or practice to research in the future (Korstjens & Moser, 
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2018). I provided detail-rich accounts of the participants' interpretation of the 

phenomena, thus providing the research findings' transferability.  

Confirmability 

 Trustworthiness is critical in research, and ensuring that the research is 

transferable is a vital tenant of a qualitative research study. To ensure the research is 

transferable as the primary instrument, the researcher is responsible for obtaining rich 

descriptions of the research data, thus allowing the potential reader to draw their 

conclusions in the research (Korstjens & Moser, 2018). I provided detailed thick 

descriptions of the research participants' descriptions of the phenomena being researched. 

Transferability requires that other researchers can use the findings to continue further 

research on the phenomena being studied. Confirmability and transferability are viewed 

in parallel when assessing a research study as the objective is to ensure the research is 

valid. Confirmability can be identified through an audit trail and helps establish the 

research's dependability (Korstjens & Moser, 2018). I used an audit trail to ensure the 

confirmability of the research. This research's findings are based on a multi-case study in 

which more than one educational institution is included in the research. Furthermore, to 

ensure that the research is transferable, it is necessary to help develop new ideas or 

concepts that relate to the research phenomenon (Moon, Brewer, Januchowski-Hartley, 

Adams, & Blackman, 2016). I ensured that all of the research was thoroughly analyzed 

and that the research is confirmable as well as transferable.  
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Transition and Summary 

 Section 2 covered data collection and techniques used to obtain the data. This 

section also covered data organization as well as data analysis methods. Section 2 

identified the researcher as the primary instrument in the data collection process. This 

section also reviewed the need for data triangulation to create themes and patterns to 

ensure data saturation. And the last section of Section 2 review validity and reliability in 

a qualitative research study focuses on maintaining honesty, transparency, and 

repeatability. Section 3 will present the research findings and how the findings will 

benefit other organizations and society as a whole through social change.  
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Section 3: Application to Professional Practice and Implications for Change 

Overview of Study 

The purpose of this qualitative multiple-case study was to explore implementation 

strategies used by some local campus IT managers in educational institutions in the 

United States to secure the IoT environment. The targeted population consisted of local 

campus IT managers within educational institutions across the Southeast portion of the 

United States that have implemented strategies to secure IoT devices. The process 

included the use of semistructured interviews as well as interactive member checking to 

minimize bias. I conducted interviews with four separate educational institutions. The IT 

managers within these educational institutions all had experience successfully securing 

IoT devices within their perspective institutions. The IT managers who participated in the 

research had experience ranging from 2 to 31 years within the IT industry. Section 3will 

include research study findings that apply to secure IoT within an educational institution. 

These educational institutions' research yielded rich data that provided four major 

themes to emerge in the research. To establish themes required a continued iteration of 

the data obtained from 10 semistructured interviews. Establishing themes and minimizing 

bias required data triangulation to ensure the company documents obtained from publicly 

available resources aligned with my research finding. The DOI theory of conceptual 

framework was implemented to understand methods used to secure the IoT environment 

and other security-related factors that could impact the adoption of IoT within an 

educational institution.  
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Presentation of the Findings 

This study's main research question was, what security strategies do local IT 

managers in the Southeastern portion of the United States implement to secure IoT 

devices within educational institutions? Four major themes emerged from the research, 

indicating methods used to secure IoT devices within an educational institution. Themes 

were established through data analysis of semistructured participant interviews as well as 

publicly available institutional documents.  

Four major themes were identified through this study: (a) network access 

restriction, (b) network isolation, (c) adoption by leadership, and (d) strong shared 

partnerships. Themes emerged from the research after careful triangulation of data. 

Triangulation included company documents and personal notes that I made during the 

interviews. The need to follow up with three participants became apparent after the 

participants’ initial transcript approval. While compiling data, the need to clarify a few 

questions about technology types implemented by some state institutions to clarify the 

research. Data saturation within a qualitative research study is achieved when no new 

themes emerge (Lowe, Norris, Farris, & Babbage, 2018). 

It became apparent that I achieved data saturation after the sixth interview. To 

ensure data saturation, I continued to interview four more research participants to ensure 

that no new themes emerged from the four participants. Once no new themes were 

established, I determined this aspect of the research appeared complete. 
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Theme 1: Restricting IoT Access to the Network 

 IoT security is quickly presenting challenges for small educational organizations 

and large institutions due to technology's pervasiveness. The first major to emerge from 

the research was the importance of a need to restrict IoT devices due to the devices’ 

inability to protect themselves from attack. Participating in the research were four 

separate southeastern colleges and universities. Of the four separate institutions that 

participated in the research, all four institutions indicated that due to an absence of 

standardization among security standards, there is a need to segment the IoT devices to a 

separate virtual local area network (VLAN) isolation.  

All participants within the four organizations that participated indicated 

unanimously that IoT security presents a unique set of challenges for all research 

organizations. All 10 of the participants indicated that IoT security requires serious 

scrutiny when managing an organization's security. In terms of implementing a separate 

VLAN, nine of the 10 participants indicated that a VLAN is critical to securing the local 

network and protecting confidentiality, integrity, and availability triad (CIA) of the 

network in various forms. Many of the research participants further indicated that a media 

access address control filter is key to securing the local network and ensuring only 

authorized devices can access the resources. One primary purpose of implementing 

(MAC) filtering is for all IoT-related devices to use a media access address to access 

network resources.  

Three of the participants also indicated that due to the methods IoT devices 

connect to the network, MAC filtering allows for a minimum measure of permission 
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assigned to the devices. The research documents provided insight into the use of MAC 

filtering. Two of the research documents indicated that MAC filtering is the first defense 

layer in securing the network. It is important to note that participants 1 and 10 indicated 

advanced data encryption forms within the IoT devices. MAC filtering was one of many 

methods used within the institutions for securement. Table 2 demonstrates the frequency 

of responses for each theme. 

Table 2 

Minor and Major Themes Network Access Restriction 

Participant  Document 

Major/Minor Theme Count References Count References 
 

Restricting IoT Access to the Network 10 31 4 22 

 VLAN Segmentation  9 20 2 16 

 MAC address Filtering 3 6 1 5 

 Hardline Connection 4 4 1 1 

  Access Control Lists  1 3 2 3 

*Note: (MAC) Media Access Control 

*Note: (VLAN) Virtual Local Area Network 

 

 All of the 10 participants indicated that securing the institution was the main 

focus of their primary job duties as an IT professional within their perspective institution. 

Six of the thirteen company documents appeared to support the objectives of the local IT 

professionals. The six combined documents had a robust security footprint within their 

local education sector regarding no recent breaches. Participant 3 indicated a recent cyber 
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breach; however, also indicated that the event was not related to any of the IoT connected 

devices. All of the four organizations' participants indicated in various forms that 

remaining vigilant in terms of IoT connected devices is critical. All of the 10 participants 

indicated in various forms that being aware of security is critical and that IoT is often 

overlooked within the network. It is important to note here that these three same 

participants also indicated in various forms that resources for securing the network could 

be improved to help support IoT devices. 

 Security measures implemented by the four educational institutions that 

participated in this research all followed NIST standards as published by the federal 

government. The implementation of VLANs will help ensure multi-layer security 

(Chandramouli, 2016). Chandramouli (2016) further indicated that VLANs could be 

extended beyond the virtual environment to the physical network providing the ability to 

isolate traffic emanating from VLANs. It becomes apparent that the adoption of IoT 

technology within education institutions is focused on the usability of the technology 

compatibility and relative advantage to the institution in securing the network. 

 This study's research is founded on the DOI theory, in which five primary 

attributes guide this research study. The relative advantage impacts the adoption of IoT 

related technology in securing the IoT related network components; relative advantage 

can also be seen in saving the institution needless, costly expenses (Vafaei-Zadeh et al., 

2017). All of the institutions that participated in this research implemented both VLAN 

Segmentation and MAC address filtering. In terms of filtering, nine out of 10 participants 

actively monitored the MAC addresses connected to the network. 
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 Participants 2 and 10 indicated that they had state-mandated systems to control 

the security of IoT connected devices. The participants indicated that due to other users' 

perceptions within their immediate network appeared to guide the adoption of the 

technology that the state government would adopt for use by the college systems 

statewide. Participants indicated that they were under specific state program regulations 

mandating specific technology requirements as a state college. The same participants did 

indicate that technology adoption occurs through peer groups in which technology is 

shared between various universities and colleges within the state. A shared technology 

adoption between institutions aligns with the theory of DOI various key elements such as 

observability and trialability. In many instances, according to Participants 1, 2, 6, and 10, 

if the technology is too complex or does not offer an advantage would not be adopted. 

This occurs after the technology is observed on a trial basis. The technology at the 

end of the trial would be either adopted or possibly move in a different direction. 

Participant a provided an illustration of cellular wireless technology for underserved 

wireless students in which the institution was looking to implementing with other schools 

and colleges within their network to determine the viability to provide this as a service to 

the students. Many IT professionals must address issues associated with relative 

advantage and ease of use when implementing devices within the institution. 

 The four themes that have emerged in this research study were aided by using the 

DOI theory. A specific case study that aligns with the participant's responses regarding 

adapting technology through trialability and observability can be related to a particular 

case study (Daud et al., 2018). Daud (2018) indicated that critical elements of security 
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policy are based on observed influence within organizations. This first theme to be 

established is securing the network with MAC filtering as well as VLAN segmentation. 

These themes, as indicated by the participants, nine out ten are taken from collaboration 

with other institutions and the National Institute of Standards and Technology (NIST) 

recommendations, as indicated in the interview results. It became apparent in the research 

that the institutions were working closely with other institutions in terms of security 

adoption and technology implementation. 

 All four participant institutions indicated that compatibility in security technology 

was a key concern in various forms. This idea aligns with my research in which (Atzori et 

al., 2017) indicated that cross layering of security with various facets would help to 

secure the IoT. Rogers (2003) further indicated that innovation is perceived as being 

aligned with groups' current values or experiences. This research study identifies adopters 

as individuals who reach out to peers to determine what methods work best in securing 

the environment. An example of this is Participants 2 and 10 are working together to 

secure their network through data backups. Participants 2 and 10 utilize dark fiber as both 

institutions see the benefit of mutual data backup and recovery by sharing resources on 

each other’s institutional servers; it allows each institution to have a data redundancy in 

case of data loss. These same institutions work together by seeing what works in each 

other’s perspective intuitions and then, after trial implementing the technology within 

their own institution. The literature further pointed to leadership as being a key driving 

force in early adoption by leaders who are usually knowable in the subject matter 
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(Rogers, 2003). The coordination between partner institutions stems from management 

being knowledgeable in technology and ensuring that critical systems remain online. 

 Subthemes emerged in the data analysis while combining data from all of the 

resources. Participants 3, 7, 8, and 9 indicated that restricting access to IoT devices 

proved to provide the best method of securing the network from attack. This same 

perspective is also reflected in the research documents obtained from publicly available 

sources. Some of the documents provided insight into the security being used, such as 

firewalls or network monitoring appliances. However, it is essential to note that 

restricting access through MAC filtering, or VLAN segmentation are only a few of the 

methods mentioned; others are whitelisting and sticky ports on switches and separate 

wireless networks that only allow specific IoT devices to connect. 

VLANs allow for easily monitor devices that are permitted to be connected to the 

network. Another subtheme is the use of hard-wired connections for IoT devices, which 

occurs when a few institutions have automated door controls; these networks were put on 

specific wired connections. One intuition also had a wireless access card read for their 

door control as well. Institution partisan j managed an alert system warning of emanant 

danger on the campus that tracked cell phones using a Bluetooth application and wireless 

service. Securing these various environments proves a challenge for all organizations that 

participated in the interview process. Concerning the CIA triad, the absence of 

availability or limited availability impacts the overall network security and is the primary 

outcome for Participants 3, 7, 8, 9, as all these participants appeared to practice air-



95 

 

gapped networking for IoT devices. When securing these devices through standard 

methods would otherwise not prove possible. 

Another perspective for IoT security in terms of observability is found in 

participant 10. They research the devices in advance and have more of an open-door 

policy to connect IoT devices to the main network. Participant 10 explained that if the 

institution were transparent with the users, they would be transparent with the 

organization. The organizations' approach to security was more relaxed than the other 

nine participants; however, in the background, the actual policies were more specific in 

terms of connecting IoT based devices to the network. Conversely, Participant 1 indicated 

that even to connect a smartphone to the institution's network, faculty, and staff would 

have to come to the IT department and have the device added.  

The case study organizations that participated in the research appear to have a 

common theme of IoT security-related concerns. The common theme of network security 

for the case organizations also appears to be a key element as suggested in another case 

study in which the CIA triad is used as a yardstick to evaluate the security of the 

organization as well as a framework for evaluating security from a different perspective 

(de Oliveira Albuquerque et al., 2014). The same authors in this case study evaluated 

network security in the most basic elements related to the network, that is, layered trust 

that includes all security elements. The application of restricting IoT access to the 

network aligns well with the layer 2-3 approach of filtering the OSI model to secure the 

network. The approach of a high-level comparison by de Oliveira Albuquerque et al. 
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(2014) represented the network broken down into the most simplistic elements to 

understand the root cause of security threat vectors.  

The conceptual framework for this study is the DOI that guides this study and 

helps discover new research ideas. Once tenants of the research implemented 

observability through the majority of the study. The concept of restricting IoT access to 

the network originated with peer organizations in which the idea was shared among 

groups through word of mouth or through governmental documents. The suggestion of 

how to secure IoT within the network. Rogers (2003) indicated that relative advantage or 

perceived advantage would be accepted or perceived as the rate of adoption. The 

innovation is accepted, and that it would also be viewed as better than what is currently in 

place. The current state of IoT security for most participant organizations is relatively 

new to the organizations. Observing other institutions or working closely with peer 

organizations helps secure the case study organizations by restricting IoT access to the 

network. 

Theme 2: Network Isolation to Secure IoT Devices From the Network 

 The second theme to emerge was specific to some of the institutions in which they 

air-gapped individual network segments. Table 3 refers to the frequency indicating the 

need for an air-gapped network for isolation security. Table 3 also notes the frequency of 

the available company documents; Simultaneously, it is essential to mention that the 

security documents for the device providers and NIST mention gapping air networks; 

many of the publicly available documents did not mention this. In air gapping their 

networks, the primary reason was some of the IoT devices are medical devices, and as 
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such, the students need to access these devices with a portable device. The devices were 

not secure on the wireless network and, as such, required their isolated ad hoc network to 

prevent other users from attempting to access the resources and causing an unintentional 

denial of service. An ad hoc method of network restriction was practiced by Participants 

3, 4, 5, 6, 7, 8, and 9. See Table 3 in which a theme emerged that indicated that network 

isolation would help secure IoT connected devices against attack and secure users within 

the network. 

Table 3 

Minor and Major Themes for Network Isolation 

Participant Document 

Major/Minor Theme Count References Count References 
 

Network Isolation to Secure IoT devices 10 24 2 12 

 Air-Gapped Network 7 12 1 2 

 Use of Ad-hoc networks 6 7 1 1 

 Network Monitoring 5 2 1 3 

 Firewall access isolation 5 6 1 1 

 

Furthermore, the participants indicated that isolating the students' medical 

resources was a key priority for the IT professional to secure the network. They also 

added that this method of wireless access helped establish a secure network for these 

students. Furthermore, it is essential to understand that air-gapped networks still present 

security risks to the network (Zhou, Zhang, Li, & Yu, 2019). The research participants 
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unanimously indicated that constant vigilance is required to keep the network secure. An 

ad hoc network allows the students to use a connected medical device in an isolated 

network. This method enables students to connect to the training devices without concern 

that someone else is in the network. An ad hoc network provides peace of mind for the IT 

professional and the student in knowing the IoT connected devices are secure.  

The CIA triad refers to confidentiality integrity and availability in terms of a 

benchmark for securing an organization (Sherman et al., 2018). The second theme to 

emerge was the need for network isolation. The term for isolation is more akin to an air-

gapped network. I understood the research participants to indicate this was the only 

solution to solve the security challenges they must manage. One benefit as Participants 5 

and 8 mentioned was that air gapping devices from the Internet allow them to be used 

with an isolated subnet while not permitting them to be connected to the external 

network. Participants 5 and 8 also indicated issues with air-gapped devices in terms of 

updates for the devices. Participants 5 and 8 indicated that they could no longer receive 

updates; and must be updated manually with a flash drive, which presents a new set of 

usability issues in terms of the DOI framework. Participants 1, 2, 8, and 10 indicated that 

these devices provide much-needed resources to the students, that is, 3D printer or CNC 

machine; however, they do not have the resources to protect themselves. Participants 1, 2, 

and 10 also indicated that the IoT devices are vulnerable to attack due to the limited 

nature of the computing power they pose.  

 The compatibility of IoT device design can be seen in the vast array of devices 

deployed within the educational institution. Participants 1, 2, 5, and 10 indicated the use 
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of CNC machines, 3D printers, medical training equipment, HVAC, and access 

management systems, all using different types of IoT interfaces. Participants 1, 2, 10 also 

indicated the absence of compatibility among the management and configuration devices. 

The theory of DOI (Rogers, 2003) points to compatibility based on previous experience. 

However, Participant 5 indicated that compatibility does not seem to be an issue with 

adopting the technology in securing the devices as they are managed through access 

controls such as MAC filtering or VLAN segmentation. The need for network isolation is 

ever apparent in the issues that IoT devices present to the network in terms of threat 

vectors. The four participant institutions present various methodologies for implementing 

network isolation. Participant 3, 6, and 8 indicated that a hardline cable connection for 

IoT enabled devices would help isolate the devices and ensure only the proper device was 

connected to the network, and contribute to a more robust network monitoring. 

 One of the five characteristics of the DOI framework is observability (Rogers, 

2003) indicates that the outcome is visible and communicated to others is identified as 

observability. The observations by Participants 3, 4, 5, 6, 7, 8, and 9 indicated that 

observing other educational intuitions contributed to the decision to isolate most all IoT 

devices to air-gapped network completely. Other organizations have been effective in 

securing the network through an air-gapped security implementation. Issues indicated by 

the same participants come into play when updates for the devices are required to 

improve functionality or, in some scenarios, service the equipment by third-party 

vendors. The solution of an air-gapped network is more of a stop-gap, according to 



100 

 

Participant 8, as participants further indicated that the devices would better serve the 

needs of the organization are connected to the network.  

In terms of the CIA triad, the absence of availability or limited availability 

concerning securing the IoT connected devices to the network is the primary outcome for 

Participants 3, 7, 8, and 9. All these participants appeared to practice air-gapped 

networking. Air-gapped networks were only implemented when securing the devices 

through standard methods would otherwise not prove possible. 

Another perspective for IoT security in terms of observability is found in 

Participant 10, in which the organization will research the IoT devices in advance before 

purchasing or approving purchases. Participant 10 also indicated a more open-door policy 

in connecting IoT devices to the main network. Participant 10 explained that if the 

institution were transparent with the users, they would be transparent with the 

organization. The organizations indicated that their approach to security was more 

relaxed than other organizations; however, in the background, the actual policies were 

more specific in terms of connecting devices to the network that was IoT based. 

Conversely, Participant 1 indicated that even to connect a smartphone to the institution's 

network, faculty and staff would have to come to the IT department and have the device 

added. Participant 1 indicated that these measures might seem extreme. However, it is 

essential to know who is on the network while still maintaining user access to the local 

network. 

One such case study that implemented the CIA triad as one of the research's key 

elements helped identify integrity and availability confidentially as key elements within 
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the research. Through the use of the CIA triad, concepts were able to be evaluated, such 

as validation of software input and helping to reduce or minimize injection attacks; 

furthermore, the influence of the CIA triad also helped to establish the need for network 

boundaries and the handling of data through the network and controlling the flow of data 

by ensuring the data is safe for the network (Sherman et al., 2018). My research study 

indicated that all of the organizations used network isolation in various forms in various 

forms. Examples of this are network monitoring through perimeter firewall packet 

inspection by all of the participating organizations. The importance of using physical 

security as well as virtual security is highlighted in the research by Gresham (2017), in 

which the need to protect the critical aspects of IoT connected devices, either physical or 

virtual, against target vector attacks, furthermore, ACL can provide as an extra layer of 

security against these critical devices. 

The DOI conceptual framework includes perception or perceived benefit 

observability as this promotes the feeling of a secure environment to the end learner, 

which can be interpreted as perceived security by the student, this in effect allows the 

process of online or e-learning to be more effective (Tanye, 2016). When the network is 

perceived as more secure, the end-user could feel more secure in using the network, 

firewall monitoring, access controls in place, and physical security of the network, which 

can benefit the users of the network. 

Theme 3: adoption by leadership to secure IoT inside of the network 

 Security leadership proves critical in securing the IoT environment, as indicated 

by eight of the 10 participants that participated in this research study (Table 4). Recent 
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security breaches appear to be linked to improper handling by third-party vendors 

regarding security access or personally identifiable information (Kim, Johnson, Park, & 

Liu, 2017). As indicated by 8 of the ten participants, leadership is critical to securing the 

organization from data loss or breach. Third-party vendor management falls into this 

category and manages the third party administrative access to your organization. Various 

devices present as threat vectors for the IT professionals within these organizations must 

be managed to prevent an attack. In terms of third-party management of resources, it was 

indicated by eight of the ten participants the need to either manage the access 

management systems, environment controls as well as many other devices that require 

access to a network to operate correctly. Participants 1, 3, 10 related various occasions in 

which they were required to contact the third-party vendor and verify some type of IoT 

device that was recently connected to the network and also verify that it was supposed to 

be whitelisted or determine the level of security that should be applied to the device. In 

terms of granular control of the IoT connected devices to the network. Participants 1, 3, 

and 10 indicated situations in which devices or third-party services have been procured 

without their consent or approval and has presented an issue to managing the device 

while maintaining security within the organization. Participant 1 indicated a scenario in 

which costly laboratory equipment was purchased without approval, and the software was 

infected with many trojans from China. Now the IT professional is put into a position of 

making the devices function while not contaminating the network. Participants 1, 3, 10 

both indicated that the policy is to obtain permission for anything connected to the 

network. Participants 1, 3, and 10 indicated that this does not always occur no matter 
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what the policy states. Participants 4 indicated that “security leadership provides for the 

organization a means to keep policies in place and ensure that the policies are effective,” 

as indicated by participant. Effective leadership provides benefit to the organization in 

terms of early adoption of technology. Rogers, (2003) indicated that adopting a new idea 

can spread through interactions or social systems between groups. It is important to note 

that the leadership impacts the rate of adoption, and in this research study was the case 

between participants 1 and 10. Please see table 4 in which these themes are highlighted, 

representing the finding of this research. 

Table 4 

Minor and Major Themes Adoption by Leadership  

 

Participant Document 

Major/Minor Theme Count References Count References 
 

Adoption by Leadership to Secure IoT 
inside of the Network 

8 31 2 21 

 Third-Party Vendor 7 9 2 16 

 Complexity 3 6 1 5 

 Effective Policies 4 4 1 1 

 Iron Fist Management 

 Open Door Policies 

 Proper Chain of Authority 

 Upper Management Buy-in 

1 

3 

5 

4 

3 

3 

13 

7 

1 

2 

1 

1 

1 

3 

3 

1 
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 Relative advantage might be termed as an economic advantage or something better 

than the technology being replaced, as indicated by Rogers (1962). When perceiving IoT 

technology as adding value to the organization or replacing technology currently being 

used, management can align with this process of a relative advantage as a benchmark for 

the organization.  

 Strong management, as indicated by participants 1,3,4,7,8,9, which stated directly 

by participants 4 as “iron fist management,” can help maintain a secure network. It is 

interesting to note that (Karahanna & Straub, 1999) indicated that compatibility and 

relative advantage are linked together concerning an organization's incremental 

advantage. Strong management's impact on an organization in terms of securing the 

environment is evident by its track record of no recent security breaches. The benefit is 

seen by end-users and IoT connected devices remaining secure through a strong security 

policy enforcement perspective. Participants 1, 4, and 10 indicated that if an IoT device is 

purchased without prior approval of the IT department, it may not be allowed to connect 

to the network. IT management has a responsibility to keep the network operating 

correctly and securely while maintaining its policies. Participants 3 and 7 indicated the 

need for strong policies that were clear and understandable to the end-user in various 

degrees. Participants 3 suggested that the policy should be managed not overwhelming to 

the end-user in its various forms. A proper chain of authority and support from upper 

management is also vital for the organization to remain secure. Participants 2, 3,4, 5, and 

10 indicated that following a proper chain of authority is key for administering the 

network.  
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 Eight of the ten participants indicated that a proper chain of authority in various 

forms helps establish and maintain security. A recent study indicated the importance of a 

proper chain of authority as a benchmark for future success (Bibi & Saeed Akhtar, 2020). 

In various management styles and methods, participants 3, 4, 5, 6, 7, 8 indicated that they 

follow an internal chain of command that maintains their individual networks at each 

participant's perspective institution. Participants 1, 2, and 10 also follow the state 

mandates for each of their perspective organizations. Thereby administering policies and 

procedures as mandated by the state the institution resides within. It is important to note 

that participant 7 indicated that upper management must buy-in to the policies for them to 

be effective. Participant 7 also indicated that clear, concise communication is necessary 

for the policy to be useful when the participant indicated all stem from management buy-

in. Participant 7 also stated that learning from other institutional failures and their failures 

was key to learning and adapting to a dynamic security environment. 

The next subtheme is open-door policies. Three institutions indicated that 

providing an open-door policy for users is designed to encourage the user to come to the 

IT department for technology issues, thereby enabling them to be part of the solution. 

Conversely, the institutions that have the open-door policies are state intuitions. There 

does not appear to be a difference in the rate of exposure of these organizations based on 

this specific policy. There is not enough information to determine the threat exposure of 

these organizations concerning each other. Follow up research on this theme could 

benefit other institutions in terms of creating effective security policies. The last 

subtheme is upper management buy-in. Participants 1, 2, 3, and 10 indicated that 
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receiving upper management support is critical to both large- indicated that upper 

management buy-in is critical at the start of the project to ensure success. Participant 1 

indicated that, in some scenarios, the policies and procedures are implemented backward 

from the normal in a business in terms of project deployment. However, participant 1 

indicated that once the project is deployed, then policies and procedures are written 

around the project to ensure accurate alignment to the project once deployed. This 

method deviates from the standard of the norm for the other organizations that 

contributed to the research. However, it is essential to note that participant 1 also 

indicated that the organization had experienced no data loss or breach at this point. 

Participant 1 also indicated that time served on the job allowed for more flexibility in 

policy adherence. It was also noted by participant 1 that upper-management buy-in is still 

critical to the success of the project. Participant 2, 10 both also indicated upper 

management buy-in. Both institutions were also state colleges; thus, following a specific 

plan provided by the institution's state is still critical to any project deployment. Upper 

management buy-in was also cited by participant 3 as this participant is not part of the 

state institution and a private college. The participant indicated that upper management 

needs to support the IT department for policies and procedures to be implemented and be 

enforced. The upper management must be a partner in this process to be successful and 

for the organization to remain secure. 

Theme 4: Strong, shared partnership with peer organizations through observation.  

 The fourth and final theme is developing a strong shared partnership with peer 

organizations through observation (See table 5). The importance of a robust security 
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stance for all organizations is key to continued success. The findings identified through 

this research study pointed to a shared partner relationship with various other institutions 

within a circle of cohorts. Regarding security policy implementation and IoT device 

adoption within each respective organization, all participants' organizations had one 

common theme: each of them looked to other organizations to determine what practices 

and devices worked best for each scenario. One such case study by (Carlota, Sahagún, & 

Selva, 2020) indicates that social interaction among peers contributes to exchanging ideas 

and strengthening the learning outcomes. The school of thought different methods of 

knowledge dissemination. One such method is informal learning, in which an individual 

learns on the job by doing a task. Another method mentioned in this same study was that 

doctors share ideas through organizational learning amongst peers. The study did indicate 

that the participants' level of commitment would influence the level of learning in most 

scenarios. The same authors also suggest that there must be an environment for this 

method to develop and nature.  
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Table 5 

Minor and Major Themes Strong Shared Partnership 

   Participant   Document 

Major/Minor Theme Count References Count References 
 

Strong Shared Partnership with Peer 
Organizations through observation 

4 27 2 6 

 Partner Intuitions 3 22 2 16 

 Security Policies 2 6 1 5 

 Cohort Guidance 2 4 1 1 

     

 
 

In compiling the data, this theme appeared in all the interviews in various forms 

or another. It is also interesting to note that three of the public colleges' organizations 

were in cohorts through the state in which they serve. This same cohort allowed them to 

communicate with other individuals who may be in various technology adoption stages 

within each perspective institution.  

 It is interesting to note that participants 1, 2, 10 are all part of a state college 

system, and participant 2 and 10 work together warehousing data between each other’s 

campuses. This collaborative effort appears to provide a symbiotic partnership between 

the two campuses. The idea of observation and adoption through observability is a 

contributing factor that Rogers (1962) indicated would be key elements to product 

adoption. Relative advantage and trialability, and observability all come into play 
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between participant 2 and 10. Participant 1 also indicated those same metrics were also 

used as a tool for this cohort as well. 

An example of this was the adoption of wireless technology for the students. 

Participants evaluated the technology through local analysis and observed analysis at the 

other campuses to see if the technology was viable for the local college to implement. 

Participant 1 also indicated that in many scenarios, the organization he served provided to 

many other colleges within their cohort information and feedback to help other 

institutions make informed decisions about new technology and product adoption within 

their perspective institutions.   

Participants 3, 5, 8, and 9 all had the same consensus regarding product adoption 

within the organization. Each campus is separate in terms of product adoption in many 

cases. Examples of this are in access door controls and environmental control systems. 

Each of the IT leaders within these institutions may also look to other organizations for 

input or within their cohorts from the same institution. Furthermore, participants 3, 5, 7, 

8, and 9 indicated that they attend meetings weekly and exchange ideas with each other 

regarding what works and what does not. The same members also indicated that they 

attend professional conferences and exchange ideas between members at the conference 

to see what they have done on their perspective campus. Thus, these same institutions 

have adopted IoT devices within their institution that might otherwise not be 

implemented securely through observability.  

 Strong security policies and clearly stated objectives will help contribute to an 

organization's security. Another segment of a secure organization appears to come from 
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partner consultation or, in other terms, peer consulting with other organizations. 

Participant 7 stated that pulling from other people's experience and practices allows for a 

more informed IoT product adaption. The same participant indicated that hiring 

individuals from other institutions also brings the organization new skills and 

perspectives that will contribute to adopting IoT devices within the institution. 

 All of the characteristics of the DOI were applied to this research study. The DOI 

theory includes five key tenets, the first being compatibility in which Rogers, (2003) 

defined technology as perceived as being aligned with the current technology adopters. It 

became clear that all organizations that participated in this research in various forms look 

to other organizations within their cohort to determine if the technology is compatible 

with current standards and methods implemented within the organization. Rogers, (2003) 

Further indicated that compatibility could be defined as harmony between new and old 

technology. Participants 2, 3, 4, 5, 6, 7, 8, 9 all indicated a balance between continuing 

the use of older technology concerning purchasing new technology due to improved 

technology's capital expense. Thus, participants 4, 5 indicated that if the technology is no 

longer compatible with the institution's needs, it was time to look at more compatible 

technologies. Thus, it was essential to this same group of participants that the institution's 

value must be measurable. Participants 1, 5, 6, 7, 9 also indicated that the technology 

adopted into the organization to improve security must be compatible with previous 

technology and easy to manage and have standards that align with the industry. For 

technology to be accepted, it must align with the current adaptors or their experience, as 

indicated by (Zhang et al., 2010). It was noted by participants 5, 6, 7 that it would make 



111 

 

implementing a new IoT technology easier if it was something that they were already 

familiar with.  

 Another aspect that the theory of DOI highlighted was the concept of relative 

advantage. Furthermore, Rogers, (2003) identified compatibility of IoT devices would 

add value to the organization either by allowing it on the network or in the multicase 

study participants 1, 2, 5, 10 determines what the college purchases IoT devices. I 

observed that all of the participants in various forms mentioned that the technology being 

replaced must be better than the technology currently in place. Technology adoption 

applies not only to IoT technology but also to the same devices that monitor the network 

and the firewalls and IoT-based communication channels. Finally, complexity was a key 

element with participants 1, 5, 8, 10 in as much as if the device was overly complex to 

manage. The likelihood of adoption would be much less even if a faculty member wanted 

to procure the device. It is also important to note here that participants 5 indicated that the 

firewall does all of the IoT device access management within his organization, so 

participants are a hands-off approach to IoT device management.  

 A study that aligned with this research highlights IoT adoption of policies from the 

perspective of the organization. Chatfield & Reddick, (2019) study how a flexible 

organization can make decisions based on data analytics. When the data analytics are 

shared with other organizations that do not have the same resources, then in various 

forms, the shared data is provided to peer organizations such as government institutions 

and private organizations. The data analytics leads to policies that are also shared among 

these same organizations. Chatfield & Reddick, (2019) indicate in a case study that the 
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IoT case studies in which the policies and the current technology policies currently in 

place help in the creation of a more dynamic IoT policy. The case study organizations all 

have a common theme of implementing NIST based recommendations within each of 

their perspective organizations. The organizations' policy adoption is through observed 

compliance by peer organizations and by proxy adopted by non-governmental 

organizations through industry relationships. 

 The DOI conceptual framework used in this study highlighted observability as one of 

the five characteristics. Furthermore, observability had a key role in this research study as 

the participants in various forms worked together with cohorts to determine the best IoT 

security solution. The cohorts appeared to use observability, compatibility, and relative 

advantage as key indicators to determine a path to security within each college or 

university setting. The concept of cohort or peer adoption through observation was 

highlighted by Rogers, (2003). It indicated that adoption is indicated by the participants 

choosing this course of action or adoption as the most viable. The multicase research 

study highlighted the adoption of security practices that were observed or recommended 

by peer organizations that suit the network's security needs in terms of securing IoT 

devices within the network. 

Applications to Professional Practice 

This study aimed to explore security implementations strategies that IT managers 

in the Southeastern portion of the United States use to secure IoT devices within 

educational institutions. The participants provided many different security practices that 

benefit their perspective organizations and possibly help educational organizations 
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globally adopt these same security practices procedures. Of the organization that 

participated, it became evident that they chose to work together. An example of this was 

in data warehousing to maintain critical data for each other’s institutions. Other examples 

of peer sharing are in some state colleges where they share ideas on various platforms.  

The largest sector of these participants all indicated that upper management buy-

in is critical to all deployments' success within the educational intuitions. The participants 

also suggested that they monitor other peer organizations to determine if they are using 

new technology and if the same technology could benefit their organization. Many 

participants indicated that the key to security is working together to see what works and 

what does not. One participant noted that it was essential to communicate with other 

campuses within the state intuitions to determine what works and what has not worked 

due to a limited budget. The reasoning was that larger budgets help those educational 

institutions with smaller budgets keep costs down while still providing a secure 

environment for the students.  

IT professionals require cutting-edge technology within a budget that makes 

financial sense. Implementing technology that provides the greatest return on the 

investment is critical to any organization's continued success. Issues associated with IoT 

technology are defined in this research. Standardization between IoT device vendors and 

limited computing associated with the IoT devices lending to the inability for the device 

to be appropriately secured has contributed to IoT threat vectors that must be addressed. 

In this research study, the educational institutions have provided methods and means of 
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securing their perspective organizations by ensuring confidentially, integrity, and 

availability (CIA) by following basic practices. 

The organizations implemented various techniques to protect the network and 

minimize threat vectors. Securing IoT devices at the endpoint is not as practical as 

minimizing the IoT device's footprint to the network appears to be a common thread 

among all participating intuitions. Another key element is a basic question being asked if 

the device cannot be put into an air-gapped network? Various valid reasons for not using 

an air-gapped network are required real-time updates or external access. If the device 

cannot be secured within an air-gapped network, it would be appropriate for access 

restrictions to be put in place with monitoring and constant vigilance with the network. 

This vigilance would include monitoring the network and actively creating a culture 

within the organization that the organization's security starts with the end-user, which 

includes the IoT devices. 

This research study used the DOI theory to help to guide the research. The first 

element was compatibility. This particular aspect provided insight into the colleges and 

universities that were part of different educational systems. Furthermore, security policies 

were usually adopted from the state or parent campus regarding the security policies. This 

concept ensures the compatibility of the policies before they are adopted at a local level. 

This same approach ensured that adopting the technology and implementation of IoT 

security methods would work and serve the institution in the best fashion. 

The DOI attributes are the key foundational element of relative advantage and 

observability; these were both a cornerstone of this research study. Relative advantage 
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allowed for the question to be asked, does this technology provide to other organizations 

benefit? Rogers, (2003) indicated a need to evaluate if the technology being considered 

for adoption is better than the current technology. Is the technology in place currently 

more suited for the organization's needs? All the participating organizations consulted 

with other organizations within their cohort or organizational peers from other 

institutions from past employment.  

Compatibility, as defined by (Rogers, 2003), looks at the previous experience in 

adoption. The IoT landscape is changing so quickly and presenting new threat vectors 

continuously, and the compatibility of the device to be managed is key to endpoint 

security. The educational institutions that participated indicated that they are working to 

secure IoT in a wholistic method. All the various elements of IoT security are being 

considered. Examples of this are end-user devices or stand-alone IoT devices. For the 

network to remain secure, it is suggested that all of the IoT devices should have MAC 

address filtering and VLAN segmentation applied. If the device is not required to have 

Internet access, the device may be assigned an air-gapped network unless updates were 

needed, as is the example in some of the more advanced medical training devices. 

Some participants' organizations stated one final observation was researching the 

IoT device firmware before connecting to the network. When this approach was not 

possible in some scenarios, the device being considered for adoption would be tested 

inside the sandbox environment before being approved for purchase or connection to the 

network. The last comment made by one of the participants was to review the driver 
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associated with the device. The same participants indicated that before approving an IoT 

device, the device driver is downloaded and then checked for vulnerabilities.  

When applied to the above research, the benefit of the DOI theory helped clarify 

the research and provide a practical application to society for the implementation of IoT 

devices within not only educational intuitions but hopefully other intuitions and 

individual users.  

Implications for Social Change 

 The exploration of IoT security strategies can impact other organizations aside 

from educational institutions and provide benefits on a global scale. Educational 

institutions offer benefits to the students and the community at large due to the active 

involvement in the local community. Other educational institutions provide benefits in 

research either in medical or farm and land management, just a few of the segments that 

IoT technology currently impacts. A more secure IoT environment within educational 

institutions allows for the deployment and adoption of IoT technology within these 

environments. It provides benefit by providing institutions and communities with a 

clearly defined best use practice for securing IoT that has worked for industry 

professionals. Within the organizations that participated in this study. Another benefit is 

provided to end-users enabling them to feel more comfortable adopting IoT technology 

within their home or business.  

Educational institutions are refraining from fully adopting IoT technology to serve 

the students in the classroom due to security issues associated with the current 

technology. This multi-case study has provided various methods to ensure that the device 



117 

 

considered should be evaluated before adoption. Some of the participants' methods 

include downloading the firmware and drivers and scanning them for malware or 

backdoors before adoption. These methods do not always apply to smaller organizations 

with limited resources; however, a good search in some scenarios will yield the same 

results from credible organizations. Some of the participants recommended that due 

diligence be applied before adoption. Your current organization may select a different 

course for evaluation; however, some type of due diligence needs to be completed before 

adoption to minimize organizational threat vectors. 

The DOI theory provided a key foundation for this research study to apply the 

research to a real-world example. The theory applied and centered around the user and 

organization and perceived value to the end-user. This research study's main focus was 

on securing IoT to make the technology more suitable for adoption within the institution. 

This multi-case study identified various methods through the use of the DOI framework. 

Furthermore, these methods of securing the institution will allow the adoption of IoT 

technology on a global scale. IoT adoption will occur within an educational environment 

and home monitoring management systems for the aging elderly. Another area that IoT 

adoption will benefit is farmland management in underserved countries where resources 

are scarce. There is a need to maximize the most significant yield from the production of 

food.  

Recommendations for Action 

This research multi-case study revealed four primary key foundational elements to 

secure an educational institution. This study further indicated the need for a shared 
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partnership within the community—the study also indicated that institutions need to work 

together to achieve a common goal. Organizational leaders should include the restriction 

of IoT access to the network in their IoT device deployment to ensure a layer of 

protection for the IoT devices as well as the network these devices are connected to. 

Another actionable recommendation for IT professionals is network isolation to secure 

IoT devices from the network if the devices need to connect to the network for 

management and monitoring, then isolation of the devices to provide for continuous 

monitoring of the devices to minimize threat vectors to the network. 

Another recommendation is adoption by leadership to support the security IoT 

connected devices within the organization. All of the institutions that participated in this 

multi-case research study indicated that leadership support in all facets of device 

procurement and deployment was critical to the network's security. The recommendations 

from the IT professionals are the upper management must support them for the process to 

work. This support includes before device procurement that the device must be 

researched by the IT professional or an outside trusted organization to ensure the device 

is secure. 

IT professionals within educational organizations need a robust shared partnership 

with peers within the organizational structures. Strong organizational structures provide a 

more robust cohort of organizations that will help the community remain secure and help 

new organizations and individuals remain secure. 

This study will also benefit community leaders to help fortify the local 

educational institutions by disseminating this research material and continued vigilance 
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of IoT security as a primary focus within the educational institution. To this end, I will 

create an executive-level overview of this study. Once completed, I will send it to 

community leaders within the Southeast. as well as participants of the research study, to 

allow for a deeper understanding of methods that are being implemented by peer 

organizations within their perspective communities. 

Organizational IT leaders should ensure that the organization, before adopting an 

IoT device to experiment with the device to determine if the device provides benefit to 

the organization more than what current technology is already in place. Another 

suggestion would be a trial period of the technology in a sandbox environment before 

adoption to ensure the device is secure and benefit the organization. The IT professional 

should remove the need for the end-user within the institutions to manage the security of 

the IoT connected device by anyone other than the IT professional to minimize 

complexity in device management. This administration can be done through the use of 

firewall management and monitoring of the device. IT professionals need to ensure that 

the network's security is not left to the end-user of the IoT devices; thus, the need to use 

creative methods to ensure the device management interface's complexity is not the only 

security mechanism in place. 

Recommendations for Further Study 

This research study focused on IoT security within the educational institution, and 

as such, the research uncovered a vibrant research topic of peer organization 

collaboration. There is a tremendous amount of information and benefit to other 

educational institutions that could be gained from further research in understanding how 
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this relationship is established between peer organizations. Another rich area is 

understanding how to create a more robust relationship between peer organizations 

beyond the context of the current peer groups. 

Other areas for further recommendations for further research would be due to the 

nature of qualitative research. I would recommend that this research be paired with a 

quantitative study to help guide qualitative data research. A quantitative study would help 

to minimize the bias that is inherent in a qualitative study. Using a larger sample size 

normally found in a quantitative study would help steer future qualitative research and 

help minimize the inherent bias. Finally, based on the literature review, there is a need to 

explore standardization between IoT device vendors. The current study addressed issues 

with the absence of standardization. However, a research study helps understand why this 

void exists and what can be done, if anything, to fill the void of absence in IoT device 

standardization. Another area from the literature review that needs to be addressed is why 

do so many variations in firmware cores exist?  

Reflections 

 During this research process, I understood qualitative research and a deeper 

understanding of a living document. Honestly, I was in awe of the process once it started 

as with each interview and transcription, my preconceived notions and ideas melted away 

with each memo and note that I attached to each transcript. I honestly have to admit that 

if I were asked what the study result would be that I could predict the outcome, I was 

wrong. It was essential to keep an open mind and reduce the internal bias inherent to 

researchers. Minimizing my internal bias was required to listen to the facts and report 
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them as they appeared in the research. After writing the memos and creating themes from 

these memos, it was essential to go back over the previous interview and use the 

documentation to verify the finding and add validity to the research results. I was 

honestly concerned with gaining access to my research participants. This research was 

conducted through one of the darkest periods in human history COVID 19; however, 

institutions were willing to step up and help me complete the research. I am a faculty 

member at campus covered by the research. 

I would not use any of the participants within my institution to minimize. I have 

been doing computers and electronics since 1984 and currently hold a certified ethical 

hacker certification along with a Security Plus and other cloud certification. I was able to 

draw on this knowledge to help with the research and help minimize the bias. The (CEH) 

allowed me ask myself questions that directly related to the research. This approach 

helped to minimize bias as I would refer to formal certification, not my own opinion.  

This multi-case research study required me to view the research through the eyes 

of the research participant. Overall, this has been an amazing journey, and at the end of it, 

I am grateful for this opportunity to contribute to IoT security within educational 

institutions.  

Summary and Study Conclusions 

Security will be an ongoing issue for society; new technology will be continuing 

to expand the minds and capabilities of humanity. Maintaining an acceptable level of 

security within the educational institution and society is kept to accepting new IoT 

technology. The error of society would be not to adopt IoT technology because there is a 
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fear that it could impact network security. This stance would be a travesty as this study 

identified various methods to adopt IoT technology and remain secure. The specific IT 

problem is that some IT professionals in educational institutions in the Southeastern 

portion of the United States lack security implementation strategies for securing IoT 

environments. This study answered this question that was posed at the beginning of this 

research. The semi-structured interviews presented findings that identified four primary 

themes that clearly stated strategies that could benefit educational institutions, as 

identified below. 

• restricting IoT access to the network  

• network isolation to secure IoT devices from the network 

•  adoption by leadership to secure IoT inside of the network 

• strong shared partnership with peer organizations through observation 

There is a need for continued vigilance in IoT security deployment. Furthermore, 

not adopting IoT technology because of fear of the unknown is not acceptable. These 

concerns are valid; however, this study's findings should help steer potential adopters of 

this new and exciting technology that is sure to change the way society interacts with 

technology daily. There is a need for continued vigilance to secure the institution from 

attack from outside threat actors. An increase in partner institutions' knowledge can be 

gained from peers based outside of your normal circle of activity. This cohort realm of IT 

security can make for a more vital institution in terms of security and society as a whole. 
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Appendix B: Interview Protocol 

 

• Greet the participant with a smile to help them feel at ease. 
• Thank the participant for their time. 
• I will ensure the participant is aware that they can withdraw from the interview at 

any time without penalty. 
• Provide the consent form before interview and ensure signed. 
• Remind the participant about the recording process as well as ensure strict 

confidentiality of the recorded content. Review archival process with participant 
• Inform participant that the interview process will be between 30-45 minutes 
• I will inform the participant that I am going to start the recording and identify the 

participants ID mask code as well as date of interview. 
• I will then conduct the interview based on the questions provided. 
• During the process I will ensured that the interviewee is comfortable. 

 
Interview/Survey Questions 

What security implementation strategies do local IT managers in the Southeastern 

portion of the United States implement to secure IoT devices within educational 

institutions? 

1. What IoT strategies have you used within your institution to implement IoT 

technology? 

2. What method did you use within your institution to adopt policies that allowed 

for the implementation of IoT strategies? 

3. What method did you use within your institution to adopt practices that 

allowed for the implementation of IoT strategies? 

4. What strategies did you use within your institution to ensure that IoT policies 

and practices are effective? 

5. What methods provided the best results when implementing practices and 

policies within the institution?  

6. How has the adoption of IoT within other institutions impacted the adoption 

within your institution? 
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7. How did your organization address the issues associated with the complexity 

of IoT devices? 

8. What security implementation strategies do you feel work best overall 

regarding policies and practices?  



158 

 

Appendix C: Consent Form 

Consent Form 

You are invited to take part in a research study about the Security of Internet of Things 
Connected devices and security implementation. The researcher is inviting individuals 
who administer networks for educational institutions and have some experience in 
securing a network to be in the study. This form is part of a process called "informed 
consent" to allow you to understand this study before deciding whether to take part. 
 
This study is being conducted by a researcher named James Clapp, who is a doctoral 
student at Walden University. You might know the researcher as James Clapp, but this 
research study is a separate role from that as an instructor or member in the community. 
 
Background Information: 
The purpose of this study is to investigate methods that are used to help secure IoT 
connected devices within the educational institution  
Procedures: 
If you agree to be in this study, the following describes what you will be asked to:  

• The interview process will be a 30-minute audiotaped interview, and you will be 
advised before the recording starts. 

• The follow-up interview process will only take about 20 minutes to ensure that 
what was presented from the first interview is accurate and if there are any other 
details or points that may have been omitted. 

• This summation will be sent back to the participant within a week of the interview 
for consideration. This process should only take 20 minutes. 

 
Voluntary Nature of the Study: 
This study is voluntary. You are free to accept or turn down the invitation. No one at your 
educational institution will treat you differently if you decide not to be in the study. If 
you choose to be in the study now, you can still change your mind later. You may stop at 
any time. I, James Clapp, the student researcher, will be following up with each 
participant once selected for the study. You may choose to withdraw from the research at 
any point in the process or if you are not comfortable with any aspect of the research. 
You may also refuse to answer any question that you do not agree with or upsets you 
without penalty. If for any medical reason your doctor deems it necessary to withdraw 
you from this research, you will be withdrawn immediately. If the study staff finds 
evidence of illegal information or child abuse or neglect, it will be reported to local law 
authorities as required by law. 
 
Risks and Benefits of Being in the Study: 
Being in this type of study involves some risk of the minor discomforts that can be 
encountered in daily life, such as The interview process will take about 30 minutes and 
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might cause some fatigue on the part of the participant. Being in this study would not 
pose a risk to your safety or wellbeing. Although it is unlikely there is a risk of 
confidentiality in the participation in this research study.  
 
 
The results of this study will benefit organizations in education as well as others that 
implement IoT connected devices within an institution or organization.  
 
Payment: 
There will not be any payments or incentives for participating in this study. 
 
Privacy: 
Reports coming out of this study will not share the identities of individual participants. 
Details that might identify participants, such as the location of the study, also will not be 
shared. The researcher will not use your personal information for any purpose outside of 
this research project. Data will be kept secure by James Clapp as all information will be 
kept in a locked box for the duration of 5 years the flash drive will be encrypted with a 
password to protect the data and the identity of the participants' data will be kept for a 
period of at least five years, as required by the university.  
 
Contacts and Questions: 
You may ask any questions you have now. Or if you have questions later, you may 
contact the researcher via 828-527-8443 james.clapp@waldenu.edu. If you want to talk 
privately about your rights as a participant, you can call the Research Participant 
Advocate at my university at 612-312-1210. Walden University's approval number for 
this study is 2488136. 
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