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Figure 4. Democratic governance word tree. 



156 
 

 

 

Figure 5. Constitutional law word tree. 
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Figure 6. Privacy word tree. 
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Figure 7. Liberty word tree. 
 

The next result involved generating a count of the most used words from the text 

of the interview (with weighted percentages) and then created a word cloud to show the 

patterns and alignments with a minimum word length of 5 characters for all words and 

NOTE: The word count included stemmed words that were directly related, i.e. govern, 

governance, governed, governing, government, governs. 
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Figure 8. Word count weighted percentage.  
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Figure 9. Word cloud—all words. 
 

Summary 

For the word tree analysis in this research study the context for several of the key 

search words reveal an interesting pattern of association and linking. Take for instance 

the word ‘whistleblower’ in Figure 2: Key pre and post word phrases that are highlighted 

include the whistleblower revealing ‘criminal acts,’ that Congress ‘ought to strengthen 

statutory protections,’ is an ‘enemy,’ that ‘prosecution’ instills ‘fear and uncertainty’ and 

that the whistleblower is critical to ‘democracy.’ 
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In Figure 3, national security was associated with ‘pretext,’ ‘ethics and culture’ a 

‘fictive legal structure.’ In Figure 4, democratic governance is tightly coupled with 

‘transparency and access,’ derives its power from a ‘free and open society’ and that real 

‘security’ is tied to ‘liberty.’ In Figure 5, constitutional law is tied to ‘privacy,’ that 

‘national security’ is linked to ‘secret law’ and that ‘power’ undermines constitutional 

law. In Figure 6, privacy is tied to ‘individual rights’ and ‘civil liberties’ as this right is 

‘lost’ in ‘society’ with there are ‘violations’ of privacy. In Figure 7, liberty is a ‘security’ 

to ‘safeguard’ but if ‘security’ takes ‘priority’ over liberty than you are deprived of 

‘democratic government.’ 

Based on the RQ it does appear that the primacy of national security is a key 

factor in the devolution of democracy that create the very conditions for the violation and 

erosions of rights, liberties and privacy of individuals in the name of national security and 

a trigger to clamp down on whistleblowers disclosing those same violations and erosions 

by the government conducting itself in a less than democratic manner.  

I took up the meaning of the research results in the form of findings from the tool 

analysis in Chapter 5 and contrasted these results and the interview answers to the 

primary and secondary questions and then compared them against the peer-reviewed 

literature as described in Chapter 2. 
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Chapter 5: Discussion, Conclusions, and Recommendations 

Introduction 

The purpose of this research study was to examine the consequences of the 

government restricting civil liberties and constitutional protections using public safety 

and national security concerns as justification in the post 9/11 world. In this study, I 

explored and contrasted the tension between national security and secrecy versus 

openness and transparency within the structures of democratic governance, set against the 

backdrop of disclosures of government wrongdoing by whistleblowers (such as myself) 

made in the public interest.  

Key findings of the research reflect that when a democratic government 

prioritizes national security and power (real or imagined) over individual rights, an 

imprimatur is established for the erosion of citizen rights and freedoms. There is a 

distinct incentive for the government in power to punish whistleblowers for exposing less 

than democratic conduct that the government justifies in the name of security. These 

erosions of rights alter the foundation of democratic governance in a society, and 

democracy itself is threatened. 

Interpretation of the Findings 

Given the richness of the responses to the four primary questions and the thirteen 

optional questions answered during the interviews by the research participants, the NVivo 

tool is best presented live, given the nature of this kind of analysis. For the purposes of 

this study, I focused on the key functions available in the toolset and presented the key 
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static examples derived from the tool to demonstrate the contextual patterns and 

associations from the automated analysis. 

As noted in Figure 8, the word count from the transcribed interviews (including 

all occurrences of stemmed words) is revealing with respect to the key terms associated 

with the intent of this study and the RQ. For example, the word “governments” appears 

with almost twice the frequency of “people,” closely followed by “right,” “security” and 

to a lesser extent, “national” and “democracy.” The words “public,” “state,” “secret,” 

“constitution,” “society,” “whistleblowing,” “informed,” “surveillance,” and “individual” 

are each less than a quarter of the frequency of “governments.” This suggests an 

overwhelming central preponderance of influence to government (made up of people in 

power) and its impact on people in society. This centrality and focus of government is 

illustrated by the word cloud in Figure 9. 

In further examining the interviews conducted with the research participants, a 

number of key trends emerge when parsing out the expanded text of the 4 primary 

questions (A1-4) and supported by the secondary questions (B1-B13). 

• (A1): In a post 9/11 world, what happens when state secrecy appears to take 

priority over the rights of citizens for the sake of national security?  

• (A2): What is the risk to a democracy when secret national security authority 

supersedes public law and criminalizes whistleblowing in the public interest? 

• (A3): Are there conditions where the primacy of national security might be 

necessary and how should that eventuality be controlled so it does not 

outweigh the fundamental rights and liberties of the people? 
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• (A4): What is the impact of government surveillance on its citizens through 

executive privilege and authority, absent court orders or the legal 

authorization from Congress? 

One consistent theme throughout the interviews was that excessive secrecy poses 

an existential threat to democracy and to individual liberty. Without adequate access to 

information about the conduct of government, the public has little opportunity to hold the 

executive accountable for overreaches of authority. This threat is particularly acute for 

political minorities, who generally cannot rely on majority representation to safeguard 

their interests. In addition, the exercise of national security authority that exceeds public 

law is, in a sense, largely an antidemocratic one.  

In this context, whistleblowing serves as a societal safety valve for the structural 

pressure which the government created by excessive focus on national security and 

secrecy. Whistleblowing, therefore, has served as a crucial check on government from 

within by exposing wrongdoing in the public interest. It is a false dichotomy that 

whistleblowing in the public interest must be superseded by national security; the two are 

not mutually exclusive. 

Pervasive government surveillance has a chilling effect on speech, thought, the 

press, and freedom, and people under surveillance may self-edit and self-censor with 

regularity, often subconsciously. In this climate, the press under the 1st Amendment 

cannot accurately report on government conduct when dissent is discouraged and branded 

as problematic. Free speech, dissent, a robust free press, and a diversity of viewpoints are 

the hallmarks of a healthy democracy. In this regard, Kitrosser (2015) provided 
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substantial analysis regarding the crucial role of whistleblowers in maintaining 

democratic governance and holding government accountable. 

Whistleblowers provide critical information about government and private 

institutions that the public has a right to know but has no way of finding out. Democracy 

depends upon an informed public, and whistleblowers provide information on behalf of 

the people. They also provide a critical check on government institutions in that they are 

uniquely positioned within those institutions to see waste, fraud, abuse, and illegality.  

When individual government officials or government institutions feel threatened because 

of their own law-breaking or embarrassing conduct, turning the system against 

whistleblowers is a natural but nefarious reaction. Prosecuting whistleblowers for 

revealing information that is in the public interest undermines democracy because it chills 

speech, hampers investigative journalism, and makes the public less informed and the 

government less accountable. 

Persecuting the people defending the Constitution puts government officials and 

institutions above the Constitution. Democracy is threatened when protecting powerful 

government officials and institutions is prioritized over the Constitution. Government in a 

democracy should serve only the public, not powerful government officials, and should 

operate only within the confines of the Constitution. Government institutions only derive 

power from the Constitution—and ultimately the people. Criminalizing disclosure of 

information about government wrongdoing is indicative of an insecure democracy. A 

secure democracy should be accepting of all dissent and speech, both internally in 
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government and externally, especially when the speech does not in actuality compromise 

national security and informs the public of government wrongdoing.  

Protecting government officials from exposure or destroying evidence of illegal 

activity does not protect national security. When a democracy takes these actions under 

the guise of protecting national security, the public is less informed, democracy is 

threatened, and true national security is weakened. It is indicative of insecurity. A secure 

democratic government derives its power from the people, and therefore cannot be 

threatened by the people knowing the truth about government or holding government 

wrongdoers accountable.  

Whistleblowers are a form of immune system for a government, but when the 

government goes after the whistleblowers, the government is effectively killing off its 

own immune system. And when the government cracks down on whistleblowers (as well 

as all sorts of different kinds of truth tellers), it is eroding democracy from within. When 

whistleblowers are being persecuted and prosecuted by the government, it shows that no 

checks are in place and democratic governance will devolve. 

In this context, an existential threat to the system (such as 9/11) invokes an 

external adversary that exists outside the context of that system.  Once a person accepts 

that national security is necessary, then the justification that it necessary cannot exist 

within the rule of law and therefore takes place within a state of exception. Thwarting 

whistleblowing and accountability guarantees that the contradictions of the system will 

eventually destroy the democratic nature of that system, if not the system itself. The 

structure of democratic governance relies on the assumption that the state itself is a 
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legitimate construct with an ethical mandate from the people who compose it. When the 

state suppresses those who would dare hold up the mirror in order to preserve it, that 

legitimacy is threatened. 

The costs of excessive secrecy are many. Excessive secrecy can cloak abuses of 

individual rights, and secret government programs can amount to “secret law” when they 

circumvent or are based on highly questionable interpretations of statutes or 

constitutional provisions. Among the most important protections against secret law and 

against excessive secrecy more broadly are whistleblowers who leak information from 

within the government about fraud, waste, abuse, or illegality.  

Not all leaks of information are justified, and not all secrecy is unjustified. It is 

still important to have protections in place to ensure that persons who claim to disclose 

information have the opportunity for meaningful review of their cases in independent 

forums such as courts. It is also important for agencies to have protected channels in 

place to encourage and even to reward reasonable internal complaints rather than leaving 

potential whistleblowers with little resort but to go public. 

Increased government secrecy makes whistleblowers more essential to the proper 

functioning of democratic government. Criminalizing conscientious whistleblower 

activity ensures government waste, fraud, abuse, mismanagement, and illegality will 

flourish. Secret law is anathema to a free society, and government by the consent of the 

governed is a hoax if the people are unaware of the government’s claimed authorities and 

thereby unable to voice opposition or demand repeal.   
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Limitations of the Study 

Key limitations of this study center on an autoethnographic approach that created 

the possibility for confirmation research bias. This limitation centered on me taking on 

the role of participant observer when I interviewed this study’s research participants.  

However, the mitigation of this approach involved the very research participants 

themselves drawing upon their own experiences as the most ethical approach to 

compensate for any possible or perceived bias.  

From the literature, Zhang & Wildemuth (2005) provided a comprehensive 

summary that overcomes the limitation of this study’s research reliance in qualitative data 

derived directly from observation and analysis captured in the form of narrative-based 

interviews. By coding and identifying themes as patterns that are “manifest or latent in a 

particular text . . . allows researchers to understand qualitative content analysis in a 

subjective but scientific manner (p. 1). Key to this methodology is inductive analysis that 

permits themes to emerge from the data that validates a theoretical framework which 

“starts with the counting of words . . . then extends the analysis to include latent 

meanings and themes” (p. 2). 

Recommendations 

Research participant (RP3) articulated in the interview that the government going 

off the rails in terms of rule of law and engaging in less than democratic conduct is not 

new and that history is not kind. RP3 said the same thing happened in 1798 (Sedition 

Act), 1861-65 (the suspension of habeas corpus), 1917-18 (Espionage & Sedition Acts), 

1919 (Overmann Committee & Palmer Raids), 1934-75 (Dies Committee/HUAC), 1941-
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45 (internment of Japanese-Americans), 1950 (the McCarran Act), 2001 (PATRIOT Act 

& STELLARWIND), 2008 (FISA Amendments Act)—where the Bill of Rights goes out 

the window, and individuals and groups designated as “enemies” by the government are 

harassed, imprisoned, or even killed. Any after-the-fact apologies followed by zero 

enduring reforms have ensured the cycle repeatedly over the last 116 years—almost half 

the history of the United States. RP3 said that this had the cumulative effect of eroding 

any real concept of the rule of law and adherence to the Bill of Rights and demands major 

reform. 

However, no major reform in the national security arena has ever happened absent 

one or more whistleblowers being involved at the outset (like I did as a whistleblower 

with several fellow NSA colleagues) in exposing waste, fraud, abuse or criminal conduct 

by federal officials. For example, RP3 pointed out that the only reason the public learned 

that Verizon was accommodating U.S. government mass surveillance requests via the 

FISA court was due to Edward Snowden’s revelation of the order to the Guardian in 

2013. And the very fact that the FISA court agreed to the government’s interpretation of 

the prevailing statute allowing such a practice happened at least in part because the FISA 

court, throughout its nearly 40-year existence, has never had the kind of adversarial 

process that is a key feature of normal, open Title III federal courts. Mechanisms that 

create and enforce secret law are, by definition, authoritarian or totalitarian and under 

such conditions, individual rights are obliterated. 

One recommendation is to revisit history and the American Revolution. Why? 

The entire American Revolution was fueled by Great Britain’s government’s use of broad 
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surveillance powers unchecked by any judicial review or restraint, as well as the forced 

quartering of British troops in the homes of American citizens, and the imposition of 

taxes and duties without the consent of those being taxed. These measures were all 

invoked by the British Crown based on “public safety and security.”  

When the Founders made the decision to break from Great Britain, they did so 

knowing that true security lies above all else in the protection and advancement of 

individual freedom—especially freedom from being watched, harassed, brutalized, or 

even killed by one’s own government. Each and every compromise of a freedom in the 

name of “national security” has resulted in abuse of individual rights and lives throughout 

the history of this country, and in every other democracy or republic where such chimeric 

“liberty vs. security” canards are invoked. 

Another recommendation is researching all invocations of the “state secrets” 

privilege that began as state doctrine with the Reynolds case. As pointed out by RP3 in 

the interview the Lost Angeles Times noted in 2004 

(http://articles.latimes.com/2004/apr/21/opinion/ed-secrecy21), the entire Reynolds case 

on which the “state secrets” privilege was built is a lie. The Supreme Court simply took 

executive branch officials’ claims about the incident at face value and never made an 

attempt to examine the truthfulness of the government’s assertions. Accordingly, until the 

truth emerged as the result of a Freedom of Information Act action in 2000, the executive 

branch could maintain that lie and use it as a legal bulwark to stymie all manner of efforts 

over the intervening 50 years to get the truth out about government activities in the 
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national security arena carried out under the cloak of the judicially-sanctioned “state 

secrets” privilege.  

In the Reynolds case, it involved a multi-decade lie by the government to the 

family of an Air Force member killed (along with his fellow aircrew) because of 

maintenance negligence. The pain and suffering of that family and the others affected by 

the aircraft crash in question lasted their entire lives because the government used the 

Supreme Court’s endorsement of blanket secrecy over the case to prevent a real 

investigation into the incident. As a recommendation, researching this particularly odious 

and pernicious doctrine is one of the most urgent reform tasks facing the United States. 

This raises the need of further exploring the nature of what some now coin the 

‘deep state’ or the rise of a shadow administrative state government that intersects with 

the visible, public government and the risks of those blowing the whistle on the deep state 

(Frontline, 2014) that is composed of the national security apparatus, the military, 

intelligence agencies as well as monied industrial interests (Lofgren, 2016). In addition 

(and as noted in Chapter 2), it is critical to understand that the underpinnings for such a 

deep state are distinct from and anathema to a Constitutional Republic (Fisher, 2011) and 

especially executive power largely unconstrained by public interest and accountability 

and taking the license to sidestep legislative or judicial checks and balances (p. 190).  

With respect to whistleblowing, research into why whistleblowers do not have the 

right to a court trial in the national security arena is another area for further inquiry. 

Whistleblowing serves as a safety valve for the structural pressure created by excessive 

secrecy. For example, if government officials properly balanced the need for secrecy with 
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the need for transparency, there would be far less incentive (and need) for 

whistleblowing. But in the history of the United States going back some 240 years, we 

have yet to find that balance. And so, whistleblowing has served as a crucial check on 

government when other avenues of structural governance accountability have failed.  

This tension was noted in the seminal article about secret law as noted in Chapter 

2 from Rudesill (2015) and that public law takes primacy over secret law and especially 

secret law that is criminal law hiding behind the convenient veil of secrecy and not in 

accord with public law, let alone the Constitution (p. 360). Additional study is necessary 

to further explore state power pursuing and prosecuting whistleblowers disclosing 

criminal conduct and violations of the Constitution and rule of law and then alleging that 

the disclosure is a crime against the state for exposing state crimes. 

Another area of recommendation that this study could not fully address center on 

the governance decisions that are made absent public debate and input and devolve into 

edicts and orders. In such an environment, the public becomes a victim without recourse 

to redress (including whistleblowers) unless the public is willing to take an ever-

increasing number of extreme measures to make their voices heard. In the face of 

sustained government efforts to exclude the public from debate and evade accountability 

for its actions, the public faces the choice of either accepting the government’s diktats or 

taking actions that result in government officials losing their power and control. If the 

government responds with repressive measures, violent confrontation becomes inevitable, 

and a peaceful, democratic decision making process is thus suspended. But the cycle 
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inevitably begins with government efforts to impose greater security measures that 

invariably abridge basic rights. 

As noted by RP3 in the interview, since Edward Snowden’s revelations in 2013, 

multiple studies have shown the “chilling effect” that government surveillance has on 

speech and association: the Pen American report https://pen.org/press-release/new-pen-

report-demonstrates-global-chilling-effect-of-mass-surveillance/), the NTIA report 

(https://www.ntia.doc.gov/blog/2016/lack-trust-internet-privacy-and-security-may-deter-

economic-and-other-online-activities), the Facebook report 

(http://journals.sagepub.com/doi/pdf/10.1177/1077699016630255), and the Penney report 

(https://papers.ssrn.com/sol3/papers2.cfm?abstract_id=2769645). RP3 references what 

the Penney report noted, “These, and other results from the case study, not only offer 

evidence for chilling effects associated with online surveillance, but also offer important 

insights about how we should understand such chilling effects and their scope, including 

how they interact with other dramatic or significant events (like war and conflict) and 

their broader implications for privacy, U.S. constitutional litigation, and the health of 

democratic society.”  

If society, and especially Congress (the elected representatives of the people), 

largely pay lip service to the notion that whistleblowers are valued, let alone government 

transparency and responsibility, where does the change come from?  Change will not 

come from federal officials charged with upholding the Constitution placing their 

bureaucratic and career interests ahead of that obligation when the two are in conflict. As 

pointed out by many of the research participants during their interviews, change will also 
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not come when too many in the executive branch are protecting the organization’s 

reputation and that of their superiors as a higher daily priority than doing the job they 

were hired to do in the first place and with the oath that they took to support and defend 

the Constitution of the United States against all enemies, foreign and domestic. In the 

absence of real consequences for those who commit such acts, the kind of lawlessness 

and disregard for democratic governance with government malfeasance in such behavior 

will only continue. 

RP3 noted during the interview there is an online timeline 

(https://www.cato.org/blog/introducing-american-big-brother-century-political-

surveillance-repression) from 2016 that describes exactly these kinds of episodes, which 

have stretched over the course of more than 100 years. As said directly in RP3’s 

interview, the fact that “these episodes have formed a de facto continuum of surveillance 

and repression is the best evidence yet that the phenomenon has become all but 

normalized in American political, social, and cultural life—another indicator of the 

anemic state of our democracy.” 

Implications 

In terms of positive social change, I did prevail against the government’s selective 

and vindictive prosecution in the courtroom as well as in the court of public opinion, 

because the government’s case collapsed under the eventual weight of the truth and 

public scrutiny. In this context, the approach for this research focused on examining 

events through the perspective of experts familiar with the criminal case in which I faced 

35 years in prison and the larger historical backdrop when the government charges an 
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American under the WWI-era Espionage Act statute (designed to go after spies and not 

whistleblowers) for documented public interest disclosures of government wrongdoing 

and violations of law involving multi-billion dollar program waste, intelligence fraud and 

secret surveillance by the National Security Agency. 

The government’s post 9/11 penchant for operating in secrecy and hiding behind a 

unitary executive branch state secrets doctrine has arguably done more harm to our 

national security than not. It has also given rise to a massively persistent military 

industrial intelligence congressional surveillance complex out of all proportion to 

providing for the common defense by sacrificing our general welfare and our civil 

liberties. 

As noted in Chapter 2, the theoretical construct of normative democratic 

governance formed the heart of this research in the context of the core experience of me 

as whistleblower faced with the clear and compelling abuse of national security power 

against the protected rights of the people by the governing elite in secret right after 9/11. 

As discovered by me, interviewing eleven experts in their respective disciplines, security 

and secrecy by the governing elite creates a critically negative tension in democratic 

governance and raises the most basic of questions about the current state and future of 

democracy in the United States with the rise of the national security state in a post 9/11 

world.  

The power of national security and surveillance are fundamentally at odds with 

democratic governance and a development that was called “inverted democracy” by 

Wolin (2008). This is particularly true when the primacy of national security is posited as 
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justification for doing things in secret behind closed doors that are not democratically 

consented to by the people. In addition, shedding light on the violations (as I did as a 

whistleblower) is regarded as a criminal act violating national security by the same less 

than democratic governance structure engaged in the violations in the first place. 

As articulated by the research participants, democratic governance can be 

unilaterally undermined in secret, by majority rule or government hegemony over the 

people by using top down means rather than an approach that encourages a decidedly 

bottoms up approach through dialogue, compromise, diversity and inclusion of diverse 

opinion – the hallmark and bedrock of democratic governance. However, these same 

democratic governance practices are then eroded in an environment characterized by less 

democratic and minority power elite with the attendant manipulation and co-opting of 

institutional governance structures. 

Restoring the Constitutional rule of law and the public trust for those in power 

will not be easy - as so much damage has already been done - but restore it we must - 

because our very fortunes, our very lives and the very essence of what it truly means to 

be an American are very much at stake -- as I never want to see a 'dead or alive' wanted 

poster for our Constitution - for this generation let alone ANY future generations (Fein, 

2008; Woods & Gutzman, 2008). 

In terms of benefits to society, it is anticipated that the results of the study will 

provide further critical insight into the devolution of democratic governance in the United 

States since the tragedy of 9/11 and how it reflects directly on the value of our 
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democracy’s foundations and the Constitution as how we govern ourselves and the 

danger to democracy and democratic governance. 

As shown in this research, the following rhetorical questions still remain front and 

center going forward in order to ensure the future of a living and robust democracy in the 

United States against the troubling reality of the deep and profound tension and conflict 

in the body politic created by the post 9/11 national security world.  

What does it say when the federal government goes after people for supporting 

and defending the Constitution because of their conviction that the U.S. Constitution is 

the law of the land? What does it say when the federal government holds people in 

contempt for upholding the Constitution? What does it say when the federal government 

claims that people have obstructed justice, and yet these same people were bringing to 

light in the public interest under the 1st Amendment government obstruction of justice on 

other parts of government regarding formal investigations and inquiries? 

What does say it when the government claims that attempts to ensure that the 

government is obeying the law of the land, not violating the public trust, not abusing 

public funds, while also insisting that our government protect the Constitutional rights 

afforded all citizens and that citizens have the right to exercise those rights without 

compromising either security or liberty, is then defined as 'fraud' in terms of the services 

rendered by a public servant? 

What does it say when the government suppressing, censoring and destroying 

evidence regarding government wrongdoing, is considered lawful? What does it say 

when the federal government accuses a citizen of engaging in a conspiracy with others 
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against the United States of America, but the conspiracy is simply speaking out about and 

sharing Constitutionally protected activities - even if it causes embarrassment to the 

government and exposes their own wrongdoing? What does it say when the federal 

government's version of the 'truth' is what the government will say is the truth, even when 

it’s not the full truth? 

What does it say when citizens in the United States are treated like ‘enemies of 

the state' because they dare to stand up to their own government for what their own 

government is doing in secret without their consent or knowledge that the government is 

violating the law, weakening security, and eroding rights and liberties? 

Promoting the worth, well-being, development and value of who we are and our 

civic communities in a free, transparent and open society are the cornerstones of 

democracy. When security and safety (real or imagined) become the imprimatur for 

taking away and eroding citizen rights and freedoms and thereby alter the very fabric of 

democratic governance, then something has to give. And what is giving is the very 

progress of the grand experiment called the Constitution as a special form of democracy. 

Positive social change (part of Walden University’s mission) can only take place in a 

society that has robust governance social structures that strengthen democracy and the 

rule of law – and do not inhibit or suppress them. 

Conclusion 

Although the United States’ founding governance documents profess that all 

people are created equal, there are other contradictions and lapses in the promise and 

practice of democracy in the United States – from the acceptance of slavery to the 
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suspension of habeas corpus during the Civil War under President Lincoln, minority 

rights, women’s rights, the tragic internment of the Japanese during WWII, and the 

communist witch hunts of the late 1940s and 1950s.  

All of these threats to democratic governance showed how easily rights are 

ignored, denied, or rescinded when the government overreaches and abuses its powers. 

We must not forget the lessons the framers of the U.S. Constitution drew from Locke and 

Montesquieu, and common law, And yet as seen by the Bush Administration's state secret 

policies involving torture and warrantless surveillance (and subsequently expanded into 

an administrative national security state legal framework by the Obama Administration 

and handed off to the Trump Administration), the separation of powers under the 

Constitution is severely eroded, imperils the rule of law and gives rise to the devolution 

of democracy and ‘soft’ tyranny (Pfiffner, 2008). The paradox that Benjamin Franklin 

warned about is not irreversible, though the increasing frequency of government 

suppression against those speaking truth to power and the use and invocation of national 

security and secrecy in the post 9/11 world seems historically worrisome. 

This conduct corrupts the very heart of democracy and gives rise to a form of 

governance that betrays the Constitution of the United States, and especially in light of 

the worldwide debate and discussion triggered by the Edward Snowden disclosures 

starting in June of 2013 (as well as earlier disclosures made by others many years earlier, 

including I). This condition is an outgrowth of two things: First, the self-assigned powers 

by the executive granting itself license for broad authority to deal with the “threat” of 
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terrorism; and second, the general acceptance (promulgated in the aftermath of the 9/11 

tragedy) for “security” against these “threats.” 

What are the consequences of a government decoupling itself from the 

Constitution and democratic governance in secret, forsaking the rights of the people for 

the sake of national security? These consequences strike at the very heart of a 

Constitutional Republic resulting in the sacrifice of rights, estrangement of the population 

from their government, and the prosecution and indictment of truth-tellers and 

whistleblowers. In this regard, we need an increased understanding of this vital issue that 

lies at the very center of the American experience. 

I also cannot forget the absolutely tragic loss of innocent life taken by the 

perpetrators of 9/11 – knowing at the same time the United States government failed to 

prevent or interdict that heinous and murderous attack on that fateful day.  Shortly after 

9/11 I heard as eyewitness a very senior official (to whom I reported at that time) at NSA 

state that 9/11 was a “gift” to NSA, and that NSA would get all the money it wanted and 

then some. It also became quite tragically clear in the ensuing months and years (often 

characterized by fear and denial) that key government leaders as well as the nexus of the 

military industrial intelligence congressional complex would not necessarily prioritize the 

best of America to protect legitimate American national security interests. Instead, and 

quite deliberately, they would make a series of fateful and quite secret decisions right 

after 9/11 to lessen the protection of rights and liberties granted by the Constitution in 

light of the crisis, under the banner of national security – a largely ends justifies the 



181 
 

 

means approach to the 9/11 intelligence failure and failure to also keep people out of 

harm’s way. 

In effect, 9/11 also accelerated the increasing practice by certain large contractors 

who viewed the government (and the intelligence community) as a means to an end in 

terms of profits and access through very large, multi-year contract vehicles. This 

approach was often substantially over budget and ultimately delivered little or nothing to 

show for it in terms of real impact on improving U.S. intelligence capabilities and 

capacities, while also enjoying the protection and ‘cover’ afforded by their government 

sponsors to keep the money flowing as well as the revolving door turning as well. 

My first reporting day on the job at NSA as a newly minted senior executive 

reporting to the number three person at NSA (and having taken the oath for the fourth 

time to support and defend the Constitution) was 9/11 – a day I will certainly never forget 

as the NSA quickly plunged into full crisis mode. Shortly after the tragedy of 9/11 (a day 

that was regarded as a failure by a number of people on the part of the U.S. government 

to protect America as part of its responsibility to provide for the common defense under 

the preamble of the Constitution, and something that many people at NSA took 

personally), the call went out from the Director of Central Intelligence, George Tenet, to 

the entire intelligence community (including NSA) to deploy the best available programs 

and projects available in order to deal with the aftermath of 9/11 and the threats to 

national security. This led to an enterprise-wide search across NSA led by me examining 

any and all programs, laboratory and pilot initiatives, special projects, and even proof-of-

concept efforts that could be used and put into the ‘fight’ in the immediate aftermath of 
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the 9/11 crisis. It was also done to deal with the longer-term response to the real global 

threat posed by radicalized Islamic extremists and associated movements – while still 

dealing with other more symmetric and traditional threats. 

However, it was very evident to some that quite a bit of evidence from multiple 

sources pointed to a rather clear and intensive al Qaeda effort to launch attacks on U.S. 

soil well before 9/11 and going back to the 1990s – especially after the New York City 

World Trade Center bombings in 1993. This history was something I was acutely aware 

of because of his time as an all-source intelligence officer and analyst with the U.S. 

Navy, specializing in international terrorism and then later the Middle East/North Africa 

region while assigned to the National Military Joint Intelligence Center at the Pentagon.  

As part of my former senior executive role at NSA, I received several 

communications and visits from people across the NSA regarding alternatives and 

recommendations for how NSA could fundamentally deal with what was now clearly a 

real threat in light of what had happened on 9/11. Over a period of a few weeks I visited 

several organizations, went to see demos and reached out to several these efforts that held 

out either real promise or had made substantial progress toward solving some of NSA’s 

greatest challenges in dealing with the reality of its mission in a 21st century world and 

the digital age, and that its legacy systems were increasingly challenged to meet. 

With respect to the Foreign Intelligence Surveillance Act (FISA) as the exclusive 

means by which electronic surveillance would occur under probable cause warrants 

against U.S. Persons, significant questions of law and statute began to occur for me. The 

core of the Constitutional issue centered on what appeared to be a concerted effort to 
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bypass FISA as the exclusive means by which certain kinds of electronic surveillance 

could be conducted domestically within the United States against U.S. persons. 

In FISA, Congress very directly and specifically spoke on the question of 

domestic warrantless wiretapping and electronic surveillance, including the same during 

wartime and the exclusive means to do so. The problem is that evidence gathered without 

a warrant (and the obvious probable cause standard), raises significant 4th Amendment 

issues that could very well preclude its use in a subsequent criminal trial. 

I did not believe before the post 9/11 era, that even the Supreme Court had ever 

addressed the issue of constitutionality with respect to warrantless searches including 

warrantless surveillance and warrantless data mining, et al – not withstanding other 

provisions of the U.S. criminal code. Historically it is important to note that FISA came 

into law in 1978 under the Carter Administration due to the extraordinary revelations 

under various investigations conducted in the 1970s (including the Church Committee 

hearings) revealing widespread U.S. government violations of the 4th Amendment rights 

of thousands and thousands of innocent Americans targeted in secret by the U.S. 

government, including political ‘enemies,’ war protestors, activists, journalists and 

reporters. 

However, the President simply cannot violate or bypass duly constituted law 

behind closed doors and then do so in secret under the color of law because he deems 

existing or even updated law is already obsolete or impracticable or simply out of date. 

Unilateral expressions or assertions of Presidential power and prerogative that supersede 

domestic law are simply not Constitutional, even under the Article Two provisions of the 
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Constitution and arguably do not supersede the explicit and comprehensive FISA 

statutory framework provided by Congress, signed into law and amended repeatedly over 

the years before 9/11 to keep up with the times and the technology. I would assert that the 

President’s choice to have done probably violated the Constitution and clearly eroded 

individual U.S. Person rights for the speculative gain generated from warrantless actions 

that required lawful, judicially-issued warrants in the first place. 

Furthermore, the Bush Administration never claimed FISA was unconstitutional 

and misled Congress and the American people into believing that they were complying 

with the FISA under the ‘color’ of law, when in reality they were secretly breaking the 

law and then argued once it was revealed that they had broken and bypassed even the 

updated law, that they had the right to break the existing law. Again, there is no inherent 

presidential authority to conduct warrantless electronic surveillance in the U.S. 

domestically (or against U.S. Persons unilaterally), and this type of activity is clearly 

limited in FISA. Furthermore, if the existing law was so problematic, there is also a 

defined process under the Constitution for changing or modifying law via the legislative 

process in Congress - something that was in fact done with FISA over the years to keep it 

current and up to date with the advances in technology. 

FISA, by itself, was hammered into the employees at NSA every year. This took 

place through regular and persistent briefings and trainings for those of us who were in 

the intelligence community (and under what was known as USSID-18 within NSA) as the 

law regarding the collection and use of intelligence as it pertained to U.S. Persons 

(whether in the domestic or foreign 'space'). For me, the FISA training went all the way 
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back to 1981, largely due to the abuses that had been revealed in rather stark detail from 

the hearings and investigations of the 1970s, just a few years earlier. 

Given the incredible power of the government to conduct electronic surveillance 

after the large-scale abuses in the past that led to FISA (and the creation of two standing 

intelligence oversight committees in Congress), it was my understanding that FISA has 

defined ‘content’ to include ‘metadata’ – the interception of which would constitute 

electronic surveillance. To do so requires a warrant and the FISA statutes even further 

spelled out the procedures required for specific ‘pen register’ as well as the ‘trap and 

trace’ procedures by which the government needs to gain judicial approval (a warrant) to 

actually gain access to such information, even when this type and kind of electronic 

surveillance is less than what would might be the standard for a wiretap. 

Given what I discovered in the course of my former duties as a senior executive at 

NSA regarding government activities that raised serious questions about the law, statute, 

regulation and ultimately the Constitution, I did make a critical choice to speak truth to 

power and became a whistleblower. I could not look the other way or just turn aside and 

act like nothing had happened - especially where the Constitution was concerned as well 

as the lives, fortunes and honor of others in critical matters involving the public trust, 

protecting the rights of Americans while still providing for the general welfare and the 

common defense (and not simply sacrificing or eroding our liberties and our rights 

artificially and especially when it was not necessary under the color or banner of 

security). I chose to faithfully uphold the Constitution and not break faith with the oath to 

support and defend it – even if it meant defending it against the government. 
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As a whistleblower, I raised the gravest of concerns through internal channels and 

reported massive contract fraud, management malfeasance and illegalities conducted by 

NSA, including critical intelligence information and analysis that was never reported, 

withheld, or made available by NSA, and could have prevented 9/11. I followed all the 

rules for reporting such activity under the 1998 Intelligence Community Whistleblower 

Protection Act (ICWPA) until it conflicted with the primacy of my oath to support and 

defend the Constitution. I exercised every proper disclosure channel that existed within 

NSA and the government, went to both the House and Senate Intelligence Committees 

with what I knew, served as material witness whistleblower for two 9/11 Congressional 

investigations providing them prima facie evidence and documentation on the 9/11 

intelligence failures and secret mass surveillance programs, was a whistleblower for a 

multi-year DoD Office of Inspector General audit and investigation of intelligence 

programs at NSA (including the flywheel transformation program that spent many 

billions without delivering anything that worked), as well as others. I ended up making a 

most fateful choice to exercise my fundamental 1st Amendment rights and went to the 

press in early 2006 with unclassified information about which the public had a right to 

know regarding the multi-billion fraud perpetrated by NSA, the 9/11 intelligence failures 

as well as the secret domestic mass surveillance programs at NSA launched shortly after 

9/11. 

However, rather than address its own corruption, ineptitude, and illegality, the 

government made me a target of a multi-year, multi-million-dollar federal criminal “leak” 

investigation as part of a vicious campaign against whistleblowers and truth tellers that 
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started under Bush and came to full fruition under Obama. For all intents and purposes, I 

became viewed as a traitor and as an enemy of the state in the eyes of the government.  

Speaking with the press about unclassified matters was viewed as a criminal act. 

And telling the truth was considered making false statements. However, I could not stand 

by and become an accessory to willful government violations of the Constitution and our 

precious freedoms. I could not remain complicit with the subversion of our own form of 

government where secrecy became the cover for illegalities and wrongdoing and the 

government engaged in widespread massive fraud, waste, abuse and mass surveillance at 

the expense of our liberties for the sake of national security. 

In a post 9/11 world, it is pure sophistry for the federal government to argue that 

the government can or should operate with largely secret impunity and willful immunity - 

even when unlawful - from those it is Constitutionally bound to serve and protect. This is 

particularly hypocritical when the Preamble of the Constitution states the two main 

responsibilities of the central federal government are providing for the common defense 

and the general welfare of the Nation. It is therefore egregious for the government to then 

ignore the rule of law and the Constitution by punishing and prosecuting those who 

reveal their misdeeds and wrongdoing that violate the very same Constitution. 

Criminalizing disclosure of information about government wrongdoing and regarding the 

disclosure as a state crime is indicative of an insecure democracy that leads to less 

democracy and more state power and authority. 
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